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Abstract 

Personality Psychology has long been grounded in data typologies, particularly in the delineation 
of Behavioral, Life outcome, Informant-report, and Self-report (BLIS) sources of data from one 
another. Such data typologies are becoming obsolete in the face of new methods, technologies, 
and data philosophies. In this article, we discuss Personality Psychology’s historical thinking 
about data, modern data theory’s place in a personality psychology, and several qualities of big 
data that urge a rethinking of personality itself. We call for a move away from self-report 
questionnaires and a reprioritization of the study of behavior within personality science. With big 
data and behavioral assessment, we have the potential to witness the confluence of situated, 
seamlessly interacting psychological processes, forming an inclusive, dynamic, multi-angle view 
of personality. However, big behavioral data comes hand-in-hand with important ethical 
considerations, and our emerging ability to create a “personality panopticon” requires careful and 
thoughtful navigation. For our research to improve and thrive in partnership with new 
technologies, we must not only wield our new tools thoughtfully, but humanely. Through 
discourse and collaboration with other disciplines and the general public, we can foster mutual 
growth and ensure that humanity’s burgeoning technological capabilities serve, rather than 
control, the public interest.
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The Personality Panorama: 

Conceptualizing Personality Through Big Behavioral Data

Two of the most crucial features of scientific psychology in the 20th century were its 

grounding in objective behavior (as opposed to the introspectionism that preceded it) and its 

widespread embrace of statistics (including the law of large numbers). Nowhere was this more 

apparent than in the field of assessment, where empirical analyses of “large” samples drove the 

construction of tests of intelligence (Binet & Simon, 1916), vocational fit (Strong, 1934, 1935), 

psychopathology (Schiele et al., 1943), and personality (Gough, 1956). 

Now, in the 21st century, we have entered the early stages of a new quantum shift as 

personality scientists grapple with the availability of Big Data and revisit paths that were forged 

by the “dustbowl empiricists” of yesteryear. In this article, we guide the reader away from 

entrenched deficiencies in the field’s approach to personality data, identify the underpinnings 

shared by theories of both personality and data, and illustrate the ethical horizons that come into 

view as Psychology and Big Data grow evermore intertwined. In doing so, our goal is to help 

demystify big behavioral data, opening the gates to those who have otherwise come to 

understand “big data” as a towering colossus that is beyond the grasp of the typical psychologist.

Approaching a Modern Understanding of Personality Data

Personality psychology has long been a multi-method enterprise but, historically, the 

primary methods of personality assessment have been self- and observer ratings, supplemented 

by demographic characteristics and ostensibly objective measures of performance (Block, 1977). 

For Funder (2015), these performance measures are called “Behavioral” data which, together 

with Life, Informant, and Self-report, constitute the “BLIS-ful” territory of personality with 
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which the personality psychologists concerns themselves. Traditional typologies of personality 

data such as BLIS are intuitively appealing – they have a certain heuristic quality about them that 

have served as invaluable guideposts for the advancement of the field. 

Nevertheless, typologies such as BLIS are limited and, particularly in the context of our 

modern technologies, leave us wanting. Separation between the “types” of personality data have 

always been blurry – for instance, self-reports of church attendance or employment history are 

commonly treated as proxy measures of one’s behaviors and life outcomes. Moreover, the 

widely-issued personality data typologies are themselves incomplete, providing cramped quarters 

that often struggle to accommodate the rich, nuanced innovations in research methods and 

theory. An ever-growing list of data types could include, for example, “Things left behind” 

(Gosling et al., 2002), a person’s “Words” as primary sources of data (Groom & Pennebaker, 

2002), “Images” of faces (Todorov et al., 2005), and “Networks” of actions and persons (Staiano 

et al., 2012); these could jointly constitute a “TWIN” typology for contemporary Personality 

Psychology in a technologically enmeshed world. 

Delightful acronyms aside, exhaustively labelling data types would be, at best, 

unproductive. Our growing ability to quantify directly observable human behavior (as well as 

behavioral traces) comes with a need to wholly rethink and reprioritize our understanding of 

personality data and the methods by which we collect it.  Innovations in data analytics across 

academic disciplines have created opportunities that were unimaginable a mere decade ago. As 

with all scientific pursuits, new opportunities require us to question and update our traditional 

ideas about data and measurement within the field.
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Rethinking the Role of Self-Report

For the personality psychologist, self-report questionnaires have historically been the 

most essential and widely used assessment tool. The ubiquitous role of questionnaires to the 

exclusion of other methods has come with considerable costs, particularly in areas where self-

reports are unrelated to objective behaviors. Areas such as self-regulation (Cyders & 

Coskunpinar, 2011; B. Reynolds et al., 2006; Sharma et al., 2014), emotions (Mauss & 

Robinson, 2009; Wojcik et al., 2015), physical activity (Prince et al., 2008), sexuality (Stanton et 

al., 2015), and technology use (Boase & Ling, 2013; D. A. Ellis et al., 2019) are just a few 

domains where self-reports reveal a tenuous connection to objective measures of the same 

constructs. While self-reports are often taken as a face-valid representation of an empirical truth 

(e.g., a person who endorses “I am talkative” talks more than most) or an accurate self-

perception (“I see myself as talkative”), they can also be construed simply as a signal with or 

without empirical significance (Meehl, 1945). 

The challenges facing self-report data are particularly well-established and undermine 

their empirical value for personality psychologists (Furr, 2009a; Paulhus & Vazire, 2007; Pryor 

et al., 1977). Nevertheless, self-report questionnaires remain deeply entrenched in Social and 

Personality Psychology. Self-reports are often elevated to the status of “ground truth” measures 

whose validity is simply assumed, serving as the warped yardstick against which objective 

measures are compared (e.g., Sun, Schwartz, Son, Kern, & Vazire, 2019). While self-report 

questionnaires can be effective for assessing subjective self-perceptions1, their widespread, 

1 We note that additional methods can be highly useful for discovering nuances that may not be reflected 
in existing and well-validated self-report questionnaires (e.g., Chung & Pennebaker, 2008; Stanton, Boyd, 
Pulverman, & Meston, 2015).
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uncritical use valid measure of other domains is, at best, suboptimal (e.g., Healey, 2011); at its 

worst, the assumed “default” validity of self-report measures is deeply misleading and 

problematic (see, e.g., Cooper, 2019; D. A. Ellis et al., 2019).

In the 20th Century, self-report data were dominant, in part, because they were easier to 

collect than more objective behavioral measures. Today, however, the relative ease with which 

behavioral data can be collected has dispelled this advantage. The very nature of psychological 

data has changed as a function of the digital age, allowing us to reprioritize the role of behavioral 

assessment in personality science. Evolutions in personal computing and the creative use of 

online technology have pulled us into the age of a sensing, ubiquitous “internet of things”, giving 

rise to a progressive digitalization of data that captures behavior in virtually every form. Today, 

raw behavioral data already exist en masse, and current technology has made it easier than ever 

to harness human activity in rich detail. We already have, and will continue to have, far more 

behavioral data than we know what to do with. 

Beyond Typologies: Behavior as the Gold Standard

It been more than a decade since Baumeister, Vohs, and Funder (2007) and Furr (2009a, 

2009b) lamented the lack of behavior in psychological research. Personality Science has been 

slow to reform, often citing the many costs and challenges associated with crafting and collecting 

objective assessments of naturalistic behavior (e.g., Hofmans, De Clercq, Kuppens, Verbeke, & 

Widiger, 2019; Wrzus & Mehl, 2015). Such concerns are reasonable and justified – the careful 

curation of behavioral data “from scratch” is no small feat. However, justification for the field’s 

aversion to existing infrastructures and behavioral data are generally elusive; existing and easy-

to-deploy technologies have caused issues of cost and data availability to largely evaporate. 

Considering the sheer abundance of already-digitized behavioral data, paired with the empirical 
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merits of objective measurement (Reiss & Sprenger, 2017), we urge psychologists to seriously 

reconsider behavior – in all of its forms – as the gold standard for personality assessment.

A wide scope of behavior is of interest to the personality psychologist, ranging from the 

atomic (e.g., a conditioned eyeblink) to symbolic, milestone acts comprised of important 

supporting behaviors (e.g., getting married). The shifting landscape of human experience has 

made the subtleties of behavioral traces particularly important: the physical and digital footprints 

that human behavior leaves behind are a veritable goldmine of personality data (Lambiotte & 

Kosinski, 2014). The images that a person chooses to share with others (Burdick et al., 2020; 

Settanni et al., 2018), a person’s words and other features of their verbal behavior (Boyd et al., 

2015; Golbeck, 2016; Hoover et al., 2018; Kern et al., 2014; Mitra et al., 2016; Park et al., 2015), 

URL clicks (Lien et al., 2019; Tellakat et al., 2019), social behaviors (Adali & Golbeck, 2012; 

Hilbig et al., 2015), and self-presentation behaviors (Liu et al., 2016; Segalin et al., 2017; 

Shiramizu et al., 2019; Todorov et al., 2005; Walker et al., 2018) are no longer simply reflections 

of personality – they are the critical raw material for understanding personality itself.

Personality psychology and the “big data” dimensions. The available bounty of 

behavioral data is necessary, but not sufficient, for stepping into a new age of measurement. 

Working with behavioral data requires us to think deeply about what information is captured in 

behavior, and how it can be best understood as a reflection of the underlying psychology that 

drives it (Rauthmann, 2017). If we are to reprioritize behavior, we must first remove the blinders 

imposed by traditional data typologies (Goldstone & Lupyan, 2016). An updated, contemporary 
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understanding of big data theory is often treated as the dominion of the computational elite, yet 

will be surprisingly familiar to those with training in psychometrics.2

Much like personality constructs, data itself differs along several continua or dimensions.  

In the Big Data world, data is often characterized in dimensional terms along the “5 V’s”: 

volume, variety, velocity, veracity and value (see, e.g., Yin & Kaynak, 2015). While the 5 V’s of 

big data are often discussed as a way to highlight computational challenges, these dimensions 

can be mapped onto psychometric theory without much ado. By reframing modern personality 

data in these terms, we hope to bridge a critical gap in Psychology’s understanding of big data, 

facilitating the rapid and organic uptake of Big Or Naturally Occurring Data Sets (BONDS; 

Paxton & Griffiths, 2017) by personality psychologists.

Volume. Perhaps the most obvious feature of big behavioral data is that it exists in 

extremely large quantities. Psychologists often think of data’s volume in terms of sample size – a 

critical aspect for generalizability in psychological research. Typical sample sizes in personality 

research range from dozens to thousands; the number of participants in modern big data often 

exceed those figures by several orders of magnitude. While personality psychologists may be 

less plagued by issues of sample size than other subdisciplines (Soto, 2019), a consistent 

underestimation of sample size adequacy persists in the field (Bakker et al., 2016). The sheer 

volume of available behavioral data allows personality researchers expand their samples beyond 

the problematic study of educated, Western, and industrialized individuals (Henrich et al., 2010), 

2 Many, if not most, concepts and techniques central to machine learning (including decision trees, linear 
and logistic regression modeling, cross-validation, bootstrapping, and the “curse of dimensionality”) have 
long been familiar to those with training in psychometrics.
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but also helps to ameliorate recent concerns with replication in the field (IntHout et al., 2015; 

Maxwell et al., 2015).

To many psychologists, the “volume” aspect of big data may often also seem to be its 

most daunting or prohibitive feature. As datasets have become larger by orders of magnitude, 

there has been a quantum shift from a psychology grounded in statistics, in which the essential 

challenge was to make sound inferences from too little data, to a psychology grounded in data 

science, in which the challenge is and will be to make meaningful inferences from too much 

data. However, this need not be the case – there is no singularly correct way to make use of big 

data, and making the most of big behavioral data often requires only minimal adaptation to 

become accessible to the social sciences. Procedures such as random subsampling and model 

averaging (e.g., bootstrap aggregation, or “bagging”; Breiman, 1996) require no specialized 

knowledge of computer science and build directly on the training that most psychologists receive 

in any graduate statistics course. In more computationally demanding situations, we note that 

partnership with computer, information, and data scientists can result in extremely fruitful 

collaborative outcomes. 

Finally, we note that “big” and “little” data are not inherently at odds with one another. 

To the contrary, the insights gained from big data may be sharpened and further refined though 

careful, deliberate study in smaller samples, just as findings from small datasets may be 

generalized and refined through the use of big data. Echoing the sentiments of Blok and Pedersen 

(2014) and Stanton, Meston, and Boyd (2017), the pairing of big and small scale datasets can 

greatly enhance the quality of knowledge that can be gleaned from both.

Velocity. The second dimension of big behavioral data is its velocity, originally used to 

describe one’s ability to process incoming data at (or near) real-time speeds. Implicit to the 
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concept of data’s velocity is the speed at which data are sampled in the first place. In 

psychological terms, we can draw an intuitive parallel between velocity and sampling rate, which 

reflects our interest in personality dynamics as they unfold over various timescales. Data may be 

large due several sampling periods over an incredibly long timespan, such data collected over 

multiple lifetimes. Slowly unfolding personality processes can be assessed using the compilation 

of large, historical datasets, providing the opportunity to examine the concordance and stability 

between behavioral indicators of, for example, personality, politics, and culture (Iliev et al., 

2016; Jordan et al., 2019; Obschonka et al., 2018).

Conversely, big data may also result from repeated, rapid sampling over the course of 

hours or minutes, as in the study of personality goals (Hudson & Fraley, 2015), states (Geukes et 

al., 2017; Power & Elliott, 2006; Wilt et al., 2011), and state transitions, among other complex 

dynamical processes (Vallacher et al., 2017).

As our ability to sample and aggregate data at varying levels of atomicity grows, big 

behavioral data will provide us with an increasingly “head to tail” view of personality. We seek 

to understand how personality operates from the momentary to lifetime to evolutionary scales, 

and everywhere in between. Our ability to acquire behavioral data with different velocities 

allows us to not only provide “snapshots” of personality at different levels of granularity, but 

begin to understand how a stream of personality “moments” flows into personality minutes, 

personality hours, days, months, years, and beyond.

Variety. Variety refers to the diversity of information contained within a dataset, both in 

the form of structured data (e.g., ordinal, nominal, integer, and ratio types) and unstructured data 

(e.g., raw text data, images, etc.). Variety of data can be expressed in several ways but, 

ultimately, gives us a sense of the range of phenomena that are (or can be) reflected in a given 
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dataset. For personality researchers, a multitude of data collection methods allow for the 

automated, concurrent harvesting of data on tens of thousands of measures with minimal effort 

(Landers, Brusso, Cavanaugh, & Collmus, 2016). Cell phones (Harari et al., 2017), wearable 

technologies including cameras (Brown et al., 2017), microphones (Mehl, 2017), and 

smartwatches (Hänsel et al., 2016), as well as geo-tagged location data (Mitchell et al., 2013) are 

just a few of the additional data streams that have shown promise within the field, reflecting 

various facets of behavior and psychology. Personality Psychology has long been a multimethod 

enterprise; measures arising from behavior, introspection, and neuroscience all uniquely 

contribute to our understanding of psychological phenomena (Anastasi & Urbina, 1997; Bosson 

et al., 2000; Mauss & Robinson, 2009). 

The inclusion of diverse indicators, extracted from structured and unstructured data at a 

more or less granular level, allow for fine-tuned hypothesis formulation and testing (Carpita et 

al., 2019; Landers et al., 2016). Recent work has shown, for example, that studies which include 

a wider variety of behavioral indicators can more accurately and comprehensively predict 

personality traits than those with less varied data (Azucar et al., 2018). Despite the difficulties 

that can arise in terms of operationalization and statistical analysis, having varied indicators of 

the same construct (e.g. number and content of daily posts, number of posted pictures with other 

people/friends, answers and interactions to others’ posts as components of the extraverted 

personality) may be helpful in testing internal consistency reliability, convergent validity, as well 

as discriminant validity of constructs themselves (e.g., Hair, Hult, Ringle, & Sarstedt, 2016; 

Landers et al., 2016). 

Importantly, some data are more varietal than others – the number of ways in which 

reaction time data can be construed into psychological measures is typically far less than that of, 
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for example, image data, which can be deconstructed into thousands of metrics (e.g., color, 

variation, and the presence/absence of an inexhaustible list of objects/features). Researchers are 

now busy laying the psychometric groundwork for understanding how a combined variety of 

behavioral measures might reflect core psychological processes, however, much work remains to 

be done (Harari et al., 2017). Additionally, as technological progress occurs, the degree of 

variety that different types of data possess will grow – natural language processing, computer 

vision, and related technologies continue to provide us with new ways of quantifying data that 

simply did not exist until very recent history.

Veracity. The veracity of one’s data, big or small, is akin to the notion of one of the most 

commonly discussed principles of measurement in Personality Psychology: validity (Balsis et al., 

2015; A. Ellis, 1946; Krueger, 2005; Schmit et al., 1995). The idea that our measures actually tap 

into the constructs under study – and do so in a way that minimizes measurement error – is 

central to science itself and is no less true in a big data world. 

As personality psychologists already know, our ability to predict one measure from 

another is insufficient evidence for the veracity of one’s data.3 An exclusive focus on sample 

sizes and prediction power can lead to serious mistakes — mistakes to which even big data 

experts are susceptible (O’Neil, 2016). In 2008, Google launched their Flu Trends platform, a 

“nowcasting” service designed to model and predict the spread of influenza by analyzing the 

3 Contemporary research at the intersection of personality, big data, and machine learning tends to fixate 
on the ability of machine learning algorithms to account for variance in self-report scores, taking 
predictive validity alone as evidence for successful operationalization and parameterization. As discussed 
above, the mere prediction of self-report measures is a problematic for Personality Psychology as a 
discipline, often resulting in nonsensical or misguided conclusions about the relationship between 
personality and behavior (see Boyd & Pennebaker, 2017).
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words contained in the world’s Google searches. Initially, the results seemed compelling and 

intuitive – regions where people searched for flu-like symptoms such as “headache” and “fever” 

appeared to also manifest higher influenza prevalence rates as reported by the Centers for 

Disease Control and Prevention (CDC). Despite Google’s ability to accurately model the 

relationship between search terms and past CDC data, it was discovered that their predictors (i.e., 

the words in people’s search terms) were compromised by several confounds, resulting in wild 

overestimations of real-time flu prevalence. Researchers eventually discovered that the platform 

was, in actuality, being driven largely by search terms that reflected more general seasonal 

patterns (e.g., “icy roads”, “holidays”, “high school basketball”) that were not true signals of the 

actual influenza virus (Lazer et al., 2014; Lazer & Kennedy, 2015; O’Neil & Schutt, 2013). 

Google Flu Trends was shuttered in 2015 and has become an illustrative, cautionary tale of “big 

data hubris”. 

It would be unfair to belittle the fate of Google Flu Trends as the result of simple 

ignorance or negligence. However, one can speculate as to whether they should have consulted 

an extra psychometrician or two. The evaluation and improvement of big behavioral data’s 

veracity is a task for which personality psychologists are especially well-suited, even in big data 

world (Bleidorn & Hopwood, 2019). Analytic teams that come from heavily computational 

backgrounds can benefit from insights provided by psychologists – insights that are crucial for 

reaching valid conclusions about the nature of personality from behavioral data (Boyd & 

Pennebaker, 2017). Personality psychologists receive extensive training in the science of 

ferreting out measurement issues – foundational examples include lessons learned in the 

measurement of personality disorders (e.g., Rosenthal & Hooley, 2010), aging (e.g., Nye, 

Allemand, Gosling, Potter, & Roberts, 2016), and workplace attainment (e.g., Hough, 2001). As 
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we dive ever deeper into new technologies, our enthusiasm must not overwhelm the fundamental 

need to establish the basic validity of our data (see, e.g., Sariyska & Montag, 2019). Put another 

way: as we continue our collective journey into the world of big data, we cannot forget to check 

the sureness of our footing with every additional step.

Value. The last V — value — arises from the collaboration and prudent treatment of the 

previous V’s. The “value” of big behavioral data is perhaps the most subjective dimension, 

reflecting the potential of a dataset for achieving a desired goal. In the business and marketing 

worlds, big data’s value is often defined by the degree to which it can be leveraged or 

transformed into revenue (e.g., Fan, Lau, & Zhao, 2015). In the field of healthcare, value can 

have multiple definitions, ranging from data’s ability to enhance decision-making during 

diagnostics to improving the identification and prevention of fraud (Roski et al., 2014).

For psychologists, the value of big behavioral data remains to be fully articulated; the 

goals that we seek to attain will likely come in many forms. In practical terms, big data’s value 

for personality research exists inasmuch as it can represent the breathtaking range of human 

behavior – behaviors which can be used to overcome many well-described shortcomings in the 

field (R. F. Baumeister et al., 2007; Furr, 2009a). In more ambitious terms, big behavioral data 

opens doors to capturing yet unknown facets of personality and other serendipities that go 

beyond the traditional, theoretical ground truths that we take for granted, such as the factorial or 

polarized structure of personality. If our goal is to better understand the human condition, big 

behavioral data affords us a richly panoramic view of personality – one that provides a 

comprehensive view of the individual across time and contexts.
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 The Personality Panorama

The relationship between knowledge and scientific theory is symbiotic: greater 

knowledge gives us the raw supplies used to construct better theories, and better theories are 

critical scaffolding that abstract, simplify, and generalize said knowledge (Keren & Schul, 2009). 

Traditional approaches to collecting and analyzing data have given us invaluable knowledge of 

personality, albeit in the form of highly fragmented snapshots (Mayer, 2005). Using big data, 

however, we can view behavior through a more comprehensive, 360-degree lens that captures 

personality from previously unseen angles. 

In today’s digital world, we can quantify not just what a person had for dinner, but which 

restaurant they went to, how they got there, and with whom they traveled – all of which conspire 

to give us an increasingly panoramic view of personality in action. By leveraging big behavioral 

data to create this personality panorama – an inclusive, broad-spectrum assessment of 

personality – we begin to cut across and transcend specialized research areas. In doing so, we see 

great potential for reconnecting our inquiries with those elemental, timeless questions that rest at 

the very heart of the human condition (see Mayer, 2007; see also Mayer & Allen, 2013).

The Multifaceted Nature of Behavior

A single slice of behavior is a wellspring of psychological insight, reflecting the 

combined output of a constellation of personality processes. A single sample of natural language, 

for example, constitutes not only a quantifiable behavior in the traditional sense (e.g., whether a 

person says that they are shy), but can be construed into concurrent measures of cognitive styles 

(Boyd & Pennebaker, 2017; Pennebaker et al., 2014), affect (Li et al., 2017; Saxbe et al., 2013), 

attachment (Borelli et al., 2017; Dunlop et al., 2019), motives (Boyd et al., 2019; Fetterman et 

al., 2015), maturity (Lanning et al., 2018), and even one’s environment (Kramer et al., 2014; 
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Stella et al., 2018). Other sources of behavioral data are similarly multifaceted, reflecting a 

confluence of psychological processes in ways yet to be discovered.

By expanding a single behavioral data point into measures of an entire universe of 

psychological processes, we begin to see the potential for understanding how personality 

processes coalesce into personality itself (Boyd et al., 2019).4 Consider someone who is drinking 

an alcoholic beverage: a behavior that, on its own, may be informative of their underlying 

personality in only the broadest sense (e.g., Cloninger, Sigvardsson, & Bohman, 1988). 

However, as addiction and substance abuse researchers already know, virtually every aspect of 

drinking behavior is critical for understanding it from a psychological perspective – as we begin 

to unpack additional information about the behavior, the various facets of one’s personality come 

into increasingly clear focus. Are they drinking a single beer or pounding shots of hard liquor 

(e.g., Pardo, Aguilar, Molinuevo, & Torrubia, 2007)? Are they drinking alone at home, at a bar, 

or at an office party (e.g., Kahler, Read, Wood, & Palfai, 2003)? What time of day is it (e.g., 

Wilson, 1990)? Contextual data surrounding the behavior itself helps us to better triangulate 

whether a person is sensation-seeking or depressed, gregarious or fearing social rejection, 

drinking casually or struggling with alcohol dependence.

While a single post to a social media website can be immediately expanded into an array 

of psychological measures with text analytic methods, we urge readers to approach measurement 

with a mindset that is more inclusive, going beyond superficial, single-method perspectives. In 

4 The idea that a person’s behavior reveals other important aspects of their psychology is hardly new. 
Watson (1913) keenly noted that behavior is necessarily yoked to cognition and emotion, and the notion 
of overlapping psychological processes is implicit to contemporary descriptions of personality data as 
well (Rauthmann, 2017).
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addition to quantifying the content of a social media post, we can investigate data about when the 

post was made, whether the post was part of a previous conversation, who replied to the post, 

where the person was when they made the post, and so on. Going deeper still, each bit of 

contextual information – who, what, where, why, when, and how – can be thought of as the top-

level of its own complex, subterranean network of important questions (e.g., not just networks of 

who replied, but measures of how they replied, timelines of when they replied, and so on, all 

deeply layered on top of each other) The uniquely multifaceted nature of behavior provides us 

with data that falls into multiple domains, and to various degrees, helping us to paint ever more 

panoramic pictures of personality, as it operates in the real world, in all of its beautiful 

complexity and intricacies.

Behavior, Contextualized

As a field, we have a long-standing tradition of acknowledging the importance of person 

× environment interactions, yet we are regularly reminded of our collective failure to act on this 

knowledge (Endler, 1982; Endler & Parker, 1992; K. J. Reynolds et al., 2010).5 Nowhere has this 

shortcoming been more overlooked than in traditional assessment. A key limitation of self-report 

data is that it is typically interpreted without an appreciation for context. The responses of an 

MTurker completing a survey at home to earn a wage, a student seeking experimental credit at 

her university, and that of an individual seeking self-knowledge or counseling are all scored in 

the same way and without regard for the environmental forces that shape a person’s data. Indeed, 

5 We note some exceptions that include the personality-style study of situations, as well as research 
attempting to understand what, psychologically speaking, constitutes a situation (Rauthmann et al., 2014; 
Rauthmann & Sherman, 2018). Fewer still (e.g., Sherman, Nave, & Funder, 2010) have dug deep into 
classically defined person-by-situation interactions. 
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it can be extremely difficult to capture situated personality using traditional approaches. 

Currently, even sophisticated studies of psychology in online settings treat people as isolated 

actors – we analyze images, language, and social media “likes” without an appreciation for the 

contextual factors that guide these behaviors. 

In the world of big data, however, we find the explicit recognition that personality does 

not exist in a vacuum. In the digital realm, people do not merely behave, they interact with 

dynamic environmental factors that can also be measured – other people (Davidson et al., 2019; 

Pan et al., 2012), games (Canossa et al., 2015), webpages (Shobeiri et al., 2013; Turkyilmaz et 

al., 2015), smartphone apps (Miller, 2012), and so on. Social context parameters such as network 

size, centrality (position or role), and local transitivity (connectedness among friends), are 

associated with personality (Fang et al., 2015; Gosling et al., 2011; Staiano et al., 2012), and 

traits such as cooperation are at least in part emergent properties of context, dependent upon 

community structure (Apicella et al., 2012). 

Indeed, the purpose, function, and impact of human behavior can often be understood 

more precisely when couched in relation to one’s environment (e.g., Danescu-Niculescu-Mizil, 

West, Jurafsky, Leskovec, & Potts, 2013; Goldberg, Manian, Monroe, Potts, & Srivastava, 

2015). In many ways, the study of humans through such in situ behaviors is no different than 

how we have come to understand personality in other species (Bremner-Harrison et al., 2018; 

Briffa & Greenaway, 2011; Tkaczynski et al., 2018). By accounting for the context in which 

human behavior occurs, we expand our scope of understanding the past, present, and future of 

personality at every level (Krause et al., 2010).
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Panorama versus Panopticon: Ethical Substance in Personality Science

Over 200 years ago, social theorist and philosopher Jeremy Bentham (1791) detailed his 

architectural plans for a building that would allow a single manager to maximally observe their 

subjects. Bentham’s design consisted of a central “inspection house” that provided near-complete 

surveillance capabilities as a means of social control – this arrangement was named “the 

panopticon”, derived from the Greek word for “all seeing”. Originally designed as a physical 

prison, Bentham’s vision has since evolved into a symbol for social control at the societal level, 

driven by an omnipresent system that creates “a permanent account of individuals’ behaviour” 

(Foucault, 1977) – a world where all behaviors, down to one’s slightest movements, are 

ceaselessly observed and regulated. While the prospect of a panoramic, all-encompassing view 

of personality is both thrilling and inspiring, we recognize that the panoptic potential of our 

“personality panorama” is, quite literally, the stuff of dystopian nightmares (e.g., Mozur, 2018; 

Orwell, 1949).

Just as the application of factor analytic and other multivariate approaches to personality 

saw greater adoption following the proliferation of powerful mainframe computers, new 

technologies are leading not just to new research practices, but the possibility of previously 

unattainable perspectives on Murray's (1938) classic levels of personality — human nature, 

human differences, and human individuals. The spotlight on big data revalues a Baconian, 

inductive, data-driven method of achieving knowledge, echoing, perhaps, the so-called 

“dustbowl empiricism” of the 20th Century (see, e.g., Anderson, 2008). This earlier empiricism 

facilitated a revolution in measurement practices yet, importantly, came with widespread 

concerns regarding privacy (see Bier, 1980); shadows of both can still be seen today (Matz et al., 
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2017). Our developing ability to make comprehensive assessments of a person’s psychology 

carries with it heavy questions over how this power will be used, and who will be using it.

The significance of personality privacy. Concerns about personality research have been 

raised for more than half a century (e.g., Anastasi, 1967). The poet Kenneth Rexroth once 

decried the indignity of personality assessment; a Senate subcommittee investigated the extent to 

which administration of the MMPI violated privacy (Brayfield, 1965; Rexroth, 1959). New data 

technologies have acted as a powerful accelerant to concerns about the ethics of widespread, 

constant assessment. A primary focus has been on privacy and involuntary measurement, as in 

surveillance and the use of digital traces without informed consent (Paxton & Griffiths, 2017; 

Tufekci, 2019). But privacy is a concern for voluntary measures as well – compromises of data 

security have rendered assurances of “confidentiality” effectively meaningless. Data breaches 

include the public release of raw, non-anonymized responses, as in the posting of data from 

70,000 users of OKCupid to the Open Science Framework (OSF) platform (Zimmer, 2018). 

Of still greater concern is that even supposedly “anonymized” data are vulnerable as well. 

In one well-known example, Netflix account-holders were identified by linking their movie 

preferences to additional data scraped from a public source (Narayanan & Shmatikov, 2008); 

another involves the now-infamous, intentional release of insufficiently de-identified user data 

by America Online (Barbaro & Zeller, 2006). Elsewhere, the secure anonymization of 

personality data is likely to be even more challenging for several reasons. First, inferences about 

the identity of individuals can be made with a high degree of confidence from just a few 

fragments of information (Sweeney, 2005). As the amount of information about each respondent 

increases, the likelihood that anonymity can be maintained will drop further still. Second, 

because trait scores can be predicted by patterns of online social behavior (Bachrach et al., 2012; 
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Youyou et al., 2015), and because there is value when different datasets are joined (intellectual 

capital, new knowledge), measures of personality will be increasingly linked with other forms of 

data (Oboler et al., 2012). Third, many large-scale digital datasets will have been collected by 

third-parties with limited ethical oversight (Thompson & Warzel, 2019), and personality scholars 

will frequently have little control over how the data have been collected or maintained. Finally, 

because personality data are and will continue to be valuable to such varied stakeholders as 

financial institutions, product vendors, healthcare providers, intelligence organizations, potential 

landlords, and prospective romantic partners, there will be a thriving market for personality-

relevant data (McMullan, 2015; Wu, 2019).

Matters of “personality privacy” are critical not just because they involve values that are 

deeply felt by many around us, but also because threats to privacy have a range of social and 

ethical consequences (see Custers et al., 2017, for a comprehensive treatment). If personality 

includes identity and reputation (Hogan et al., 1996; McAbee & Connelly, 2016), then an 

increase in the sphere of reputation implies a reduction in the private and personal. If intimacy 

connotes privacy and exclusion, then a threat to privacy is a threat to intimacy. Similarly, if an 

increase in the sphere of the public self implies a reduction in that of the private self – if our 

concern is only how we appear to others, and not the “authentic behavioural expression of self” 

(Maltby et al., 2012) – then threats to privacy compromise human authenticity. Further, threats to 

privacy may exacerbate social inequalities (Shokri et al., 2011), including that between genders. 

Privacy is, in part, a feminist issue, with concerns about victimization felt particularly widely 

among women (Chang, 2019). De-anonymized digital traces can leave individuals saddled with a 

reputation determined by their worst moments rather than by their best ones; many traditional 
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self-report measures, such as the California Psychological Inventory (CPI; Gough & Bradley, 

1996), are expressly concerned with capturing the extremes of a personal profile. 

Autonomy, including measurement and experimentation without consent, is a broad, but 

related, ethical concern (Gleibs, 2014). Here, the most dramatic and arguably consequential 

violation of autonomy occurred when Cambridge Analytica scraped the online activity of 

individuals whose friends had participated in a study of personality, then leveraged this further to 

assess the personality of all or nearly all American adults. Cambridge Analytica, Facebook, and 

other data-rich firms such as Experian who engage in practices such as “shadow profiling” – the 

nonconsensual profiling of individuals through their social connections (Garcia, 2017; Quodling, 

2018) – offer personality-based manipulation. At the individual level, the selective tailoring of 

messages attenuates, at the very least, freedom of choice. At a societal level, it can lead to 

manipulations in consumer and political behavior, including voting decisions (Bond et al., 2012; 

Confessore & Hakim, 2017; Corbyn, 2012; Matz et al., 2016) – a pattern that threatens both 

democracy and informed self-determination.

Surmounting ethical challenges through collaboration and discourse. The history of 

Psychology is steeped in discussions that turn a critical gaze toward our ethics, pushing us to 

consider what our ethics do – and should – look like (e.g., Brierley, 1920; Coxe, 1940; Gluck, 

1997; Krasner, 1962; Marks, 2018; Meerloo, 1956; Powell, Digdon, Harris, & Smithson, 2014; 

Prilleltensky, 1989; Seligman, 2018; Zimbardo, 1973). In the widespread discussion on ethics 

and big data, there is, of course, the recognized potential for societal benefits in the new age of 

personality measurement. Many symptoms of depression and other psychopathologies are 

already observable on social media using current methods (Birnbaum et al., 2017; Guntuku et al., 

2017; Hassanpour et al., 2019; Reece & Danforth, 2017; Stanton et al., 2017; Thorstad & Wolff, 
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2019); it would be a grave mistake to ignore the reduction in human suffering that could be 

afforded by faster and more accurate diagnosis and treatment. But a utilitarian framework such 

as this may be insufficient, not just because the distribution of winners and losers is dramatically 

uneven, but because it conflicts with a Kantian view in which one does not use others as means 

to an end (Celie & Paris, 2019; Tunick, 2014). Privacy is fraught, for secrecy can destroy as well 

as elevate human dignity (Martin, 2019). Test-takers, social network-ers, and app users must be 

protected, and it is a fundamental right for them to have control and decision-making power over 

their “digital” lives.6

The fine line between the personality panorama and the personality panopticon is defined 

less by what data we collect, and more by how we use and protect it. Big data is not magical, and 

conducting research in a big data world requires the same elements as all other research: people, 

tools, questions, and theory (Kitchin, 2014). While there are no easy answers to the current (and 

yet to come) ethical concerns that accompany the personality panorama, there are 

uncontroversial processes by which we can perpetually operate and self-reflect. Chief among 

these practices are collaboration and discourse with others: scholars from various disciplines and 

backgrounds, the general public, and policymakers all have unique perspectives that continually 

shape our approach to human research (Kindon et al., 2007). As psychologists increasingly adopt 

big data methods and tools, we must collaborate with other specialists in order to maximally reap 

6 In Europe, these and related concerns about privacy, ethics, and data ownership have given rise to the 
General Data Protection Regulation (GDPR; European Union, 2016), which, among other features, grants 
people some degree of informational self-determination, provides individuals with the right of data 
erasure, and unifies data regulation across the European Union. However, the effectiveness of such 
measures for protecting individuals (versus second- and third-party stakeholders) remains to be seen 
(Roberts, 2018).
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the value of each contributor’s domain expertise (Harlow & Oswald, 2016). Just as most 

psychologists are ill-equipped to deal with the computational hurdles of big data, most computer 

scientists receive little to no training in the empirical study of affect, behavior, and cognition. It 

is precisely the non-overlapping expertise and unique vantages offered by people with diverse 

backgrounds, experiences, and perspectives that foster compatibility and fruitful collaboration. 

Critically, and despite much hand-wringing in the popular press, many of today’s 

prominent ethical debates are hardly new, and there is much be gained by remaining open to the 

perspectives that non-psychologists bring to the table. From a legal perspective, issues of privacy 

have been discussed extensively for well over 100 years (Warren & Brandeis, 1890). 

Philosophical discourse on topics such as privacy and self-determination has a history so well-

seasoned that it makes a mere century of legal scholarship seem quaint by comparison (see 

Negley, 1966). Importantly, big data methods and technologies have not been engineered in an 

ethical vacuum, released to world without concern for consequences. Joseph Redmon, creator of 

the popular YOLO object detection algorithm, recently explained his decision to cease research 

on computer vision methods due to the high potential for abuse (Yuan, 2020), and many 

conferences now ask authors to include statements about the societal consequences of their work 

(e.g., Lin et al., 2020). Nevertheless, research on data privacy has blossomed in partnership with 

big data methodologies; the study of topics such as deidentification, data masking, and disclosure 

risk are more active than ever (see Torra, 2017). 

In the same way that psychologists are learning from and borrowing methods in other 

fields, we can learn and grow as a result of their ethical discourse as well. Computational and 

social sciences are both deeply embedded within rich ethical traditions – traditions that are 

mutually informative. Drew (2016), for example, provides a brilliant overview of the ethical 
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framework that grew from the Government Data Science Partnership, drawing from insights 

gained during deliberative public workshops and surveys. In her overview, Drew details 

principles such as data security, accountability, and articulation of public need/benefit – 

principles that are highly familiar to psychologists, but whose application to big data expands 

beyond traditional ethical research guidelines (Manzo & Brightbill, 2007; Sugiura et al., 2017). 

Through collaboration and continued discourse between fields, more generalized ethical 

principles have already begun to emerge for big data researchers – principles that are broadly 

applicable to researchers and professionals across disciplines (Hand, 2018). Just as collaboration 

and discussion are necessary for the application of new methods, technologies, and empirical 

frameworks, the same processes will continue to result in evolving ethical frameworks that 

prioritize factors such as integrity, accountability, and fairness. Indeed, psychological research 

on precisely such topics leaves us nicely positioned to take charge of shaping the future ethical 

landscape (Cummings & Day, 2019). 

Conclusions

The big data revolution opens up new ways of conceptualizing personality as a construct 

as well as personality measurement methods. The imaginable potential, from both an academic 

and social point of view, is endless. Particularly through the use of behavioral measures, which 

not only complement but supersede many traditional methods, we can better explore and 

understand personality in all its forms and manifestations. As our understanding of behavior—

personality links continues to develop in the context of interdisciplinary collaboration and 

evolving methods, we can confidently move forward into a new age of measurement. 

We can imagine a not-too-distant future where the average person has unprecedented 

access to psychological self-knowledge – self-knowledge attained through an individualized 
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personality panorama – that helps us choose how to live our lives, both individually and as a 

society. The personality panorama afforded to us through the use of big behavioral data comes 

with important ethical questions – questions that can be answered through open discourse and 

collaboration other scholars, policy makers, and the general public. Personality Psychology 

should not pay for new wisdom with its morality; it is our very obligation to be mindful of the 

line that separates the panoramic from the panoptic. It is time for Psychology to take a seat at the 

“big data” table and not only to benefit from, but also to help shape, the future study of the 

human condition.
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