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Notice to Readers
This AICPA Audit Guide was prepared by the AICPA SAS No. 70 Task Force to
assist auditors in applying generally accepted auditing standards in audits of
financial statements of entities that use service organizations and in service au-
ditors' engagements. The AICPA's Auditing Standards Board (ASB) has found
the descriptions of auditing standards, procedures, and practices in this Audit
Guide to be consistent with existing standards covered by Rule 202, Compli-
ance With Standards (AICPA, Professional Standards, vol. 2, ET sec. 202 par.
.01), and Rule 203, Accounting Principles (AICPA, Professional Standards, vol.
2, ET sec. 203 par. .01), of the AICPA Code of Professional Conduct.

Auditing guidance included in an AICPA Audit Guide is an interpretive pub-
lication pursuant to AU section 150, Generally Accepted Auditing Standards
(AICPA, Professional Standards, vol. 1). Interpretive publications are recom-
mendations on the application of Statements on Auditing Standards (SASs) in
specific circumstances, including engagements for entities in specialized indus-
tries. An interpretive publication is issued under the authority of the ASB after
all ASB members have been provided an opportunity to consider and comment
on whether the proposed interpretive publication is consistent with the SASs.
The members of the ASB have found this guide to be consistent with existing
SASs.

The auditor should be aware of and consider interpretive publications appli-
cable to his or her audit. If an auditor does not apply the auditing guidance
included in an applicable interpretive publication, the auditor should be pre-
pared to explain how he or she complied with the SAS provisions addressed by
such auditing guidance.

This AICPA Audit Guide, which also contains attestation guidance, is an inter-
pretive publication pursuant to AT section 50, SSAE Hierarchy (AICPA, Profes-
sional Standards, vol. 1). Interpretive publications include recommendations
on the application of Statements on Standards for Attestation Engagements
(SSAEs) in specific circumstances, including engagements for entities in spe-
cialized industries. Interpretive publications are issued under the authority of
the ASB. The members of the ASB have found this guide to be consistent with
the existing SSAEs.

A practitioner should be aware of and consider interpretive publications appli-
cable to his or her attestation engagement. If the practitioner does not apply
the guidance included in an applicable AICPA Audit and Accounting Guide,
the practitioner should be prepared to explain how he or she complied with the
SSAE provisions addressed by such guidance.

Recognition
Harold L. Monk, Jr., Chair
Auditing Standards Board

SAS No. 70 Task Force

George H. Tucker, Chair Patrick H. Scott

Susan E. Kenney Thomas Wallace

Andrew E. Nolan
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AICPA Staff

Zachary T. Donahue
Senior Technical Manager
Accounting and Auditing Publications

Judith M. Sherinsky
Technical Manager
Audit and Attest Standards

The ASB is grateful to Michael Davidson for his technical assistance with this
document.

Guidance Considered in This Edition
This edition of the guide has been modified by the AICPA staff to include cer-
tain changes necessary due to the issuance of authoritative pronouncements
since the guide was originally issued. Relevant guidance contained in official
pronouncements issued through May 1, 2009, has been considered in the de-
velopment of this edition of the guide. This includes relevant guidance issued
up to and including the following:

• SAS No. 116, Interim Financial Information (AICPA, Professional
Standards, vol. 1, AU sec. 722)

• Interpretation No. 19, "Financial Statements Prepared in Con-
formity With International Financial Reporting Standards as Is-
sued by the International Accounting Standards Board," of AU
section 508, Reports on Audited Financial Statements (AICPA,
Professional Standards, vol. 1, AU sec. 9508 par. .93–.97)

• Revised interpretations issued through May 1, 2009, including
Interpretation No. 1, "The Use of Electronic Confirmations," of
AU section 330, The Confirmation Process (AICPA, Professional
Standards, vol. 1, AU sec. 9330 par. .01–.08)

• AICPA Statement of Position 07-2, Attestation Engagements That
Address Specified Compliance Control Objectives and Related Con-
trols at Entities That Provide Services to Investment Companies,
Investment Advisers, or Other Service Providers (AICPA, Technical
Practice Aids, AUD sec. 14,430)

• SSAE No. 15, An Examination of an Entity's Internal Control Over
Financial Reporting That Is Integrated With an Audit of Its Finan-
cial Statements (AICPA, Professional Standards, vol. 1, AT sec.
501)

• Interpretation No. 7, "Reporting on the Design of Internal Con-
trol," of AT section 101, Attest Engagements (AICPA, Professional
Standards, vol. 1, AT sec. 9101 par. .59–.69)

• Public Company Accounting Oversight Board (PCAOB) Auditing
Standard No. 6, Evaluating Consistency of Financial Statements
(AICPA, PCAOB Standards and Related Rules, Rules of the Board,
"Standards")

Users of this guide should consider guidance issued subsequent to those listed
previously to determine their effect on entities covered by this guide. In deter-
mining the applicability of a pronouncement, its effective date should also be
considered.
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v
The changes made to this edition of the guide are identified in the schedule
of changes in appendix M. The changes do not include all those that might be
considered necessary if the guide were subjected to a comprehensive review
and revision.

Proposed Changes to SAS No. 70 Guidance
Currently, SAS No. 70, Service Organizations (AICPA, Professional Standards,
vol. 1, AU sec. 324), provides guidance to auditors reporting on controls at a
service organization (service auditors) and auditors auditing the financial state-
ments of an entity that uses a service organization (user auditors). The AICPA
recently issued two exposure drafts of proposed standards, which would create
a new SSAE, Reporting on Controls at a Service Organization for use by service
auditors, and a new SAS, Audit Considerations Relating to an Entity Using a
Service Organization, for use by user auditors. The proposed SAS would super-
sede SAS No. 70 and the proposed SSAE would supersede the requirements
and guidance for service auditors in AU section 324. The two exposure drafts
were issued in November 2008 with comments due by February 2009. These
changes will have significant effect on future editions of this guide, and we will
make the necessary revisions in a future edition of this guide. For your conve-
nience we have included both of these exposure drafts and a summary of how
each affect current guidance in appendixes K and L of this guide.

References to Professional Standards
In citing the professional standards, references are made to the AICPA Pro-
fessional Standards publication. In those sections of the guide where specific
auditing standards of the PCAOB are referred to, references are made to the
AICPA's PCAOB Standards and Related Rules publication. Please refer to ap-
pendix J of this guide for a summary of major existing differences between
AICPA standards and PCAOB standards. Additionally, when referencing pro-
fessional standards, this guide cites section numbers and not the original state-
ment number, as appropriate. For example, SAS No. 54, Illegal Acts by Clients,
is referred to as AU section 317, Illegal Acts by Clients (AICPA, Professional
Standards, vol. 1).

Financial Accounting Standards Board Accounting
Standards Codification™
While accounting guidance in this guide is minimal, included accounting guid-
ance has been conformed to reflect reference to Financial Accounting Standards
Board (FASB) Accounting Standards Codification™ (ASC) as it existed on May
1, 2009 (through FASB ASC Update 2009-XXX). Although FASB ASC is not
effective at this date, FASB is expected to issue the ASC as authoritative July
1, 2009; therefore, this guide has been conformed to FASB ASC, where appli-
cable, to assist you during this transition.
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Preface

Purpose and Applicability
This Audit Guide, Service Organizations: Applying SAS No. 70, as Amended,
is designed to provide guidance to service auditors engaged to issue reports
on a service organization's controls that may be part of a user organization's
information system in the context of an audit of financial statements. It also
provides guidance to user auditors engaged to audit the financial statements
of entities that use service organizations. Guidance on performing service au-
ditors' engagements and using service auditors' reports in audits of financial
statements is provided in Statement on Auditing Standards (SAS) No. 70, Ser-
vice Organizations, as amended (AICPA, Professional Standards, vol. 1, AU sec.
324).

This guide was initially issued as an Auditing Procedure Study titled Imple-
menting SAS No. 70, Reports on the Processing of Transactions by Service
Organizations. In 1998, it was reissued as an Auditing Practice Release and
was revised to incorporate the guidance in SAS No. 78, Consideration of Inter-
nal Control in a Financial Statement Audit: An Amendment to Statement on
Auditing Standards No. 55. SAS No. 78 revised the definition and description
of internal control contained in SAS No. 55, Consideration of Internal Control
in a Financial Statement Audit, to recognize the definition and description con-
tained in Internal Control—Integrated Framework, published by the Committee
of Sponsoring Organizations of the Treadway Commission (COSO). This version
of the document is an Audit Guide. In April 2002, it was revised to reflect the
issuance of SAS No. 88, Service Organizations and Reporting on Consistency,
which clarified the applicability of SAS No. 70, as amended. It also reflected
the paragraph renumbering in SAS No. 94, The Effect of Information Technol-
ogy on the Auditor's Consideration of Internal Control in a Financial Statement
Audit. SAS No. 94 amended SAS No. 55 to provide guidance to auditors about
the effect of information technology on internal control, and on the auditor's
understanding of internal control and assessment of control risk. Throughout
this guide, SAS No. 70, as amended by SAS No. 78, No. 88, and No. 98, Om-
nibus Statement on Auditing Standards—2002, is referred to as SAS No. 70, as
amended.

This Audit Guide is part of a series issued by the AICPA and was drafted by
the SAS No. 70 Task Force of the Auditing Standards Board (ASB).

Applicability of Requirements of the Sarbanes-Oxley
Act of 2002
Publicly held companies and other issuers (see definition, which follows) are
subject to the provisions of the Sarbanes-Oxley Act of 2002 (the act) and related
Securities and Exchange Commission (SEC) regulations implementing the act.
Their outside auditors are also subject to the provisions of the act and to the
rules and standards issued by the Public Company Accounting Oversight Board
(PCAOB).

The following sections summarize certain key areas addressed by the act, the
SEC, and the PCAOB that are particularly relevant to the preparation and
issuance of an issuer's financial statements and the preparation and issuance
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of an audit report on those financial statements. However, the provisions of the
act, the regulations of the SEC, and the rules and standards of the PCAOB are
numerous and are not all addressed in this section or in this guide.

Definition of an Issuer

The act states that the term issuer means an issuer (as defined in Section 3
of the Securities Exchange Act of 1934 (15 U.S.C. 78c)), the securities of which
are registered under Section 12 of that act (15 U.S.C. 78l), or that is required
to file reports under Section 15(d) (15 U.S.C. 78o(d)), or that files or has filed a
registration statement that has not yet become effective under the Securities
Act of 1933 (15 U.S.C. 77a et seq.), and that it has not withdrawn.

Issuers, as defined by the act, and other entities when prescribed by the rules
of the SEC (collectively referred to in this guide as issuers or issuer) and their
public accounting firms (who must be registered with the PCAOB) are subject
to the provisions of the act, implementing SEC regulations, and the rules and
standards of the PCAOB, as appropriate.

Nonissuers are those entities not subject to the act or the rules of the SEC.

Guidance for Issuers

Management Assessment of Internal Control
As directed by Section 404 of the act, the SEC adopted final rules requiring
companies subject to the reporting requirements of the Securities Exchange
Act of 1934 (the exchange act), other than registered investment companies and
certain other entities, to include in their annual reports a report of management
on the company's internal control over financial reporting.

The SEC rules clarify that management's assessment and report is limited to
internal control over financial reporting. The SEC's definition of internal control
encompasses the COSO definition but the SEC does not mandate that the entity
use COSO as its criteria for judging effectiveness.

The auditor's attestation on the effectiveness of the internal control over finan-
cial reporting is currently required for large accelerated filers and accelerated
filers. As established by Rule 12b-2 of the exchange act, the auditor's attestation
for large accelerated and accelerated filers is currently effective; however, for
nonaccelerated filers, the auditor's attestation is required for annual reports
for fiscal years ending on or after December 15, 2009.

In its Interpretive Release No. 33-8810, Commission Guidance Regarding Man-
agement's Report on Internal Control Over Financial Reporting Under Section
13(a) or 15(d) of the Securities Exchange Act of 1934, dated June 20, 2007, the
SEC provides guidance for management regarding its evaluation and assess-
ment of internal control over financial reporting. This guidance is organized
around two broad principles. The first principle is that management should
evaluate whether it has implemented controls that adequately address the
risk that a material misstatement of the financial statements would not be
prevented or detected in a timely manner. This guidance describes a top-down,
risk-based approach to this principle. The second principle is that manage-
ment's evaluation of evidence about the operation of its controls should be based
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on its assessment of risk. This guidance provides an approach for making risk-
based judgments about the evidence needed for the evaluation.

In its Final Rule Release No. 33-8809, Amendments to Rules Regarding Man-
agement's Report on Internal Control Over Financial Reporting, dated June 20,
2007, the SEC establishes, among other significant provisions, that a company
performing an evaluation in accordance with the aforementioned interpretive
guidance also satisfies the annual evaluation required by Exchange Act Rules
13a-15 and 15d-15. Also, the SEC defined the term material weakness and
revised the requirements regarding the auditor's attestation report on the ef-
fectiveness of internal control over financial reporting to require the auditor to
express an opinion directly on the effectiveness of internal control over financial
reporting and not on management's evaluation process.

In its Final Rule Release No. 33-8829, Definition of the Term Significant De-
ficiency dated August 3, 2007, the SEC defined the term significant deficiency
for the purpose of implementing Section 302 and Section 404 of the act. By
including a definition of significant deficiency in SEC rules, in addition to the
definition of material weakness, the SEC has enabled management to refer to
its rules and guidance for information on the meaning of these terms rather
than referring to the auditing standards. Readers should refer to the SEC Web
site at www.sec.gov for more information.

Guidance for Auditors
The act mandates a number of requirements concerning auditors of issuers, in-
cluding mandatory registration with the PCAOB, the setting of auditing stan-
dards, inspections, investigations, disciplinary proceedings, prohibited activ-
ities, partner rotation, and reports to audit committees, among others. The
PCAOB continues to establish rules and standards implementing provisions of
the act concerning the auditors of issuers.

Applicability of Generally Accepted Auditing Standards and Public
Company Accounting Oversight Board Standards
Subject to SEC oversight, Section 103 of the act authorizes the PCAOB to estab-
lish auditing and related attestation, quality control, ethics, and independence
standards to be used by registered public accounting firms in the preparation
and issuance of audit reports for entities subject to the act or the rules of the
SEC. Accordingly, public accounting firms registered with the PCAOB are re-
quired to adhere to all PCAOB standards in the audits of issuers, as defined by
the act, and other entities when prescribed by the rules of the SEC.

For those entities not subject to the act or the rules of the SEC, the preparation
and issuance of audit reports remain governed by generally accepted auditing
standards (GAAS) as issued by the ASB.

Major Existing Differences Between GAAS and
PCAOB Standards
The major differences between GAAS and PCAOB standards are described in
both part I of volume one of the AICPA Professional Standards and in part
I of the AICPA publication, PCAOB Standards and Related Rules. Please re-
fer to appendix J, "Major Existing Differences Between AICPA Standards and
PCAOB Standards," of this guide for a summary of major existing differences
between AICPA standards and PCAOB standards.

AAG-SRV
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Select PCAOB Developments

PCAOB Auditing Standard No. 6, Evaluating Consistency
of Financial Statements
In January 2008, the PCAOB adopted PCAOB Auditing Standard No. 6, Eval-
uating Consistency of Financial Statements (AICPA, PCAOB Standards and
Related Rules, Rules of the Board, "Standards") and related conforming amend-
ments, which became effective November 15, 2008. This standard and its re-
lated amendments, among other significant provisions, update the auditor's
responsibilities to evaluate and report on the consistency of a company's fi-
nancial statements and align the auditor's responsibilities with Financial Ac-
counting Standards Board (FASB) Statement No. 154, Accounting Changes and
Error Corrections—a replacement of APB Opinion No. 20 and FASB Statement
No. 3. FASB Statement No. 154 has been codified primarily at FASB Accounting
Standards Codification (ASC) 250-10. This standard also requires the auditor
to recognize, in the auditor's report, a company's correction of a material mis-
statement, regardless of whether it involves the application of an accounting
principle. This standard also clarifies that the auditor's report should indicate
whether an adjustment to previously issued financial statements results from
a change in accounting principle or the correction of a misstatement.

In the conforming amendments, the PCAOB removed the generally accepted
accounting principles (GAAP) hierarchy from its standards because it believes
the hierarchy is more appropriately located in the accounting standards. These
amendments do not change the principles in AU section 411, The Meaning
of Present Fairly in Conformity With Generally Accepted Accounting Princi-
ples (AICPA, PCAOB Standards and Related Rules, PCAOB Standards, As
Amended), for evaluating fair presentation of the financial statements in con-
formity with GAAP. This action was prompted by and issued concurrently with
FASB's issuance of FASB Statement No. 162, The Hierarchy of Generally Ac-
cepted Accounting Principles,* which also became effective November 15, 2008.
The ASB will coordinate the provisions and effective date of its associated ex-
posure draft, Amendment to Statement on Auditing Standards No. 69, The
Meaning of Present Fairly in Conformity With Generally Accepted Accounting
Principles, for Nongovernmental Entities, with the effective date of the FASB
statement.

* As of the date of this guide, May 1, 2009, Financial Accounting Standards Board (FASB) State-
ment No. 162, The Hierarchy of Generally Accepted Accounting Principles, has not yet been included
in FASB Accounting Standards Codification™ (ASC). Furthermore, FASB released an exposure draft
to replace FASB Statement No. 162. The comment period ends May 8, 2009, and the effective date
of the standard is expected to be July 1, 2009, which coincides with the effective date of FASB ASC.
Readers are encouraged to visit the FASB Web site at www.fasb.org and monitor updates.
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Introduction*

I-01 Many entities use outside service organizations to accomplish tasks
that affect the entity's financial statements. Service organizations provide ser-
vices ranging from performing a specific task under the direction of an entity to
replacing entire business units or functions of an entity. Over time, there has
been a significant increase in the use of service organizations. Because many
of the functions performed by service organizations affect an entity's financial
statements, auditors performing audits of financial statements may need to ob-
tain information about those services, the related service organization controls,
and their effects on an entity's financial statements.

I-02 Examples of service organizations that perform functions that may af-
fect other entities' financial statements are bank trust departments that invest
and service assets for employee benefit plans or for others, mortgage bankers
that service mortgages for others, and application service providers that pro-
vide packaged software applications and a technology environment that enables
customers to process financial and operational transactions.

I-03 An auditor may be engaged to issue a report on a service organiza-
tion's controls for use by user organizations and their auditors. Statement on
Auditing Standards (SAS) No. 70, Service Organizations, as amended (AICPA,
Professional Standards, vol. 1, AU sec. 324), provides guidance to an auditor
performing (1) an audit of a user organization's financial statements, and (2)
procedures at a service organization that will enable the auditor to issue a ser-
vice auditor's report on a service organization's controls that may be part of user
organizations' information systems. Although a service auditor's report may be
used by management of a service organization and its user organizations, its
primary purpose is to provide information to auditors who audit user organi-
zations' financial statements. The purpose of this guide is to help auditors of
entities that use service organizations (user auditors) and auditors issuing re-
ports on the controls of service organizations (service auditors) implement SAS
No. 70, as amended.

I-04 Publicly held companies and other issuers are subject to the provisions
of the Sarbanes-Oxley Act of 2002 (act) and related Securities and Exchange
Commission regulations implementing the act. Their outside auditors are also
subject to the provisions of the act and to the rules and standards issued by the
Public Company Accounting Oversight Board (PCAOB). The PCAOB adopted
as interim standards, on an initial, transitional basis, the AICPA generally
accepted auditing standards in existence on April 16, 2003. Since then certain
of these interim standards have been amended. The PCAOB has also issued six
auditing standards. These standards include

• Auditing Standard No. 1, References in Auditors' Reports to the
Standards of the Public Company Accounting Oversight Board
(AICPA, PCAOB Standards and Related Rules, Rules of the Board,
"Standards")

• Auditing Standard No. 2, An Audit of Internal Control Over Fi-
nancial Reporting Performed in Conjunction With an Audit of Fi-
nancial Statements

* Refer to the preface of this guide for important information about the applicability of the pro-
fessional standards to audits of issuers and nonissuers (see definitions in the preface).
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• Auditing Standard No. 3, Audit Documentation (AICPA, PCAOB
Standards and Related Rules, Rules of the Board, "Standards")

• Auditing Standard No. 4, Reporting on Whether a Previously Re-
ported Material Weakness Continues to Exist (AICPA, PCAOB
Standards and Related Rules, Rules of the Board, "Standards")

• Auditing Standard No. 5, An Audit of Internal Control Over Fi-
nancial Reporting That Is Integrated with An Audit of Financial
Statements (AICPA, PCAOB Standards and Related Rules, Rules
of the Board, "Standards")

• Auditing Standard No. 6, Evaluating Consistency of Financial
Statements (AICPA, PCAOB Standards and Related Rules, Rules
of the Board, "Standards")

I-05 Because this guide is designed to provide guidance to service auditors
engaged to issue reports on a service organization's controls that may be part of
a user organization's information system in the context of an audit of financial
statements and to provide guidance to user auditors engaged to audit the finan-
cial statements of entities that use service organizations, Auditing Standard
Nos. 1–6 are not reflected in this guide, except to reflect certain conforming
amendments made by those standards to certain of the interim standards dis-
cussed in this guide. For issuers, certain of these conforming amendments have
been identified throughout this guide, as applicable. Certain of the provisions
in Auditing Standard No. 5 are relevant to situations in which an auditor is
engaged solely to audit a company's financial statements and not just when per-
forming an audit of internal control over financial reporting that is integrated
with an audit of financial statements (integrated audit). For information on
PCAOB auditing standards, quality control standards, and related guidance
that may have been issued subsequent to the writing of this guide, please refer
to the PCAOB Web site at www.pcaob.org (audits of issuers only).

Applicability of SAS No. 70, as Amended
I-06 SAS No. 70, as amended, is not applicable to every service provided

by a service organization. It is applicable only if the service is part of the user
organization's information system. A service organization's services are part of
an entity's information system if they affect any of the following:

• The classes of transactions in the entity's operations that are sig-
nificant to the entity's financial statements

• The procedures, both automated and manual, by which the entity's
transactions are initiated, authorized, recorded, processed, and
reported from their occurrence to their inclusion in the financial
statements

• The related accounting records, whether electronic or manual,
supporting information, and specific accounts in the financial
statements involved in initiating, authorizing, recording, process-
ing and reporting the entity's transactions

• How the entity's information system captures other events and
conditions that are significant to the financial statements

• The financial reporting process used to prepare the entity's finan-
cial statements, including significant accounting estimates and
disclosures
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xiii
I-07 The guidance in SAS No. 70, as amended, is not relevant to situations

in which

• the services provided are limited to executing client organization
transactions that are specifically authorized by the client, such as
the processing of checking account transactions by a bank or the
execution of securities transactions by a broker.

• the audit of transactions arising from financial interests in part-
nerships, corporations, and joint ventures, such as working in-
terests in oil and gas ventures, when proprietary interests are
accounted for and reported to interest holders.

Definitions
I-08 The following terms are defined in SAS No. 70, as amended:

User organization. The entity that has engaged a service organization and
whose financial statements are being audited.

User auditor. The auditor who reports on the financial statements of the user
organization.

Service organization. The entity (or segment of an entity) that provides ser-
vices to a user organization that are part of the user organization's infor-
mation system.

Service auditor. The auditor who reports on controls of a service organization
that may be relevant to a user organization's internal control as it relates
to an audit of financial statements.

I-09 The concept of an entity's internal control is fundamental to SAS
No. 70, as amended, and is defined in AU section 314, Understanding the En-
tity and Its Environment and Assessing the Risks of Material Misstatement
(AICPA, Professional Standards, vol. 1). An entity's internal control consists
of five interrelated components: control environment, risk assessment, control
activities, information and communication systems, and monitoring. Internal
control is also defined as a process designed to provide reasonable assurance
about the achievement of the entity's objectives with regard to

• reliability of financial reporting.

• effectiveness and efficiency of operations.

• compliance with applicable laws and regulations.

I-10 There is a direct relationship between an entity's objectives and the
internal control components it implements to provide reasonable assurance
about their achievement. Ordinarily, controls that are relevant to an audit per-
tain to the entity's objective of preparing financial statements that are fairly
presented in conformity with generally accepted accounting principles (GAAP)
or a comprehensive basis of accounting other than GAAP1 including the man-
agement of risk that may give rise to risks of material misstatement in those
financial statements. SAS No. 70, as amended, addresses the effect that a ser-
vice organization may have on an entity's internal control and the availability
of audit evidence. Controls related to the operations and compliance objectives

1 AU section 623, Special Reports (AICPA, Professional Standards, vol. 1), defines a comprehen-
sive basis of accounting other than generally accepted accounting principles.
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xiv
may be relevant to an audit of financial statements if they pertain to informa-
tion the auditor evaluates or uses in applying auditing procedures.

I-11 This guide focuses on a user organization's internal control, rather
than a service organization's internal control, because a service organization's
internal control is relevant to its own financial statement reporting objectives
and not to the services it provides to user organizations. The following are
definitions of certain terms used in this guide:

Controls. The policies and procedures an entity establishes to implement one
or more aspects of the five components of internal control. Controls that
affect a user organization's financial statements may exist at the user orga-
nization or at the service organization because when a user organization
uses a service organization, certain controls at the service organization
may be part of the user organization's information system.

Service organization's controls. Controls at a service organization that may
be part of a user organization's information system in the context of an
audit of the user organization's financial statements. They do not include
service organization controls that are not relevant to a user organization's
information system.

Control objectives. Generally, financial statement reporting control objec-
tives, but also may encompass compliance or operational control objectives.
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Chapter 1

Audit Considerations for an Entity That Uses
a Service Organization

1.01 This chapter identifies the information a user auditor may need about
the processing performed by a service organization for a user organization and
also describes how a user auditor obtains that information.

Applying AU Section 314 to the Audit of a User
Organization’s Financial Statements

1.02 AU section 314, Understanding the Entity and Its Environment and
Assessing the Risks of Material Misstatement (AICPA, Professional Standards,
vol. 1), establishes standards and provides guidance about implementing the
second standard of field work, as follows:

The auditor must obtain a sufficient understanding of the entity and
its environment, including its internal control, to assess the risks of
material misstatement of the financial statements whether due to er-
ror or fraud, and to design the nature, timing, and extent of further
audit procedures.

1.03 Obtaining an understanding of the entity and its environment, in-
cluding its internal control, is a continuous, dynamic process of gathering,
updating, and analyzing information throughout the audit. AU section 316,
Consideration of Fraud in a Financial Statement Audit (AICPA, Professional
Standards, vol. 1), establishes standards and provides guidance to consider
throughout this process.

Risk Assessment Procedures
1.04 As described in AU section 326, Audit Evidence (AICPA, Professional

Standards, vol. 1), audit procedures performed to obtain an understanding of
the entity and its environment, including its internal control, to assess the risks
of material misstatement at the financial statement and relevant assertion
levels are referred to as risk assessment procedures. Paragraph .21 of AU section
326 states that the auditor must perform risk assessment procedures to provide
a satisfactory basis for the assessment of risks at the financial statement and
relevant assertion levels. Risk assessment procedures by themselves do not
provide sufficient appropriate audit evidence on which to base the audit opinion
and must be supplemented by further audit procedures in the form of tests of
controls, when relevant or necessary, and substantive procedures.

1.05 In accordance with paragraph .06 of AU section 314, the auditor
should perform the following risk assessment procedures to obtain an under-
standing of the entity and its environment, including its internal control:

a. Inquiries of management and others within the entity

b. Analytical procedures

c. Observation and inspection

Paragraphs .06–.13 of AU section 314 provide additional guidance on risk as-
sessment procedures.

AAG-SRV 1.05
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Discussion Among the Audit Team
1.06 In obtaining an understanding of the entity and its environment,

including its internal control, AU section 314 also states that there should be
discussion among the audit team. In accordance with paragraph .14 of AU
section 314, the members of the audit team, including the auditor with final
responsibility for the audit, should discuss the susceptibility of the entity's
financial statements to material misstatements. This discussion could be held
concurrently with the discussion among the audit team that is specified by AU
section 316 to discuss the susceptibility of the entity's financial statements to
fraud.

Understanding of the Entity and Its Environment
1.07 AU section 314 states that the auditor must obtain a sufficient un-

derstanding of the entity and its environment, including its internal control.
In accordance with paragraph .04 of AU section 314, the auditor should use
professional judgment to determine the extent of the understanding required
of the entity and its environment, including its internal control. The auditor's
primary consideration is whether the understanding that has been obtained
is sufficient (a) to assess risks of material misstatement of the financial state-
ments and (b) to design and perform further audit procedures (tests of controls
and substantive tests).

1.08 The auditor's understanding of the entity and its environment con-
sists of an understanding of the following aspects:

a. Industry, regulatory, and other external factors

b. Nature of the entity

c. Objectives and strategies and the related business risks that may
result in a material misstatement of the financial statements

d. Measurement and review of the entity's financial performance

e. Internal control, which includes the selection and application of
accounting policies (see the following section for further discussion)

Appendix A of AU section 314 provides additional guidance on and examples of
matters that the auditor may consider when obtaining an understanding of the
entity and its environment relating to categories (a)–(d). Additional guidance
on internal control is contained in appendix B of AU section 314.

Understanding of Internal Control
1.09 AU section 314 states that the auditor should obtain an understand-

ing of the five components of internal control sufficient to assess the risks of ma-
terial misstatement of the financial statements whether due to error or fraud,
and to design the nature, timing, and extent of further audit procedures. The
auditor should obtain a sufficient understanding by performing risk assessment
procedures to

a. evaluate the design of controls relevant to an audit of financial
statements; and

b. determine whether they have been implemented.

1.10 The auditor should use such knowledge to

• identify types of potential misstatements;

AAG-SRV 1.06
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• consider factors that affect the risks of material misstatement;
and

• design tests of controls, when applicable, and substantive proce-
dures.

1.11 Obtaining an understanding of controls should be distinguished from
testing the operating effectiveness of controls. The objective of obtaining an
understanding of controls is to evaluate the design of controls and determine
whether they have been implemented for the purpose of assessing the risks of
material misstatement. In contrast, the objective of testing the operating effec-
tiveness of controls is to determine whether the controls, as designed, prevent
or detect a material misstatement.

1.12 AU section 314 indicates that internal control is "a process—effected
by those charged with governance,* management, and other personnel—
designed to provide reasonable assurance regarding the achievement of objec-
tives with regard to reliability of financial reporting, effectiveness and efficiency
of operations, and compliance with applicable laws and regulations." Internal
control consists of the following 5 interrelated components:

1. Control environment sets the tone of an organization, influencing
the control consciousness of its people. It is the foundation for all
the other components of internal control, providing discipline and
structure.

2. Risk assessment is the entity's identification and analysis of rele-
vant risks to the achievement of its objectives, forming a basis for
determining how the risks should be managed.

3. Control activities are the policies and procedures that help ensure
that management directives are carried out.

4. Information and communication systems support the identifica-
tion, capture, and exchange of information in a form and time frame
that enable people to carry out their responsibilities.

5. Monitoring is a process that assesses the quality of internal control
performance over time.

Paragraphs .40–.101 of AU section 314 provide a detailed discussion of the
internal control components.

1.13 In obtaining the required understanding, the auditor also should
consider how an entity's use of IT and manual procedures may affect controls
relevant to the audit. Paragraph .01 of AU section 314 states that the auditor

* Statement on Auditing Standards (SAS) No. 115, Communicating Internal Control Related
Matters Identified in an Audit (AICPA, Professional Standards, vol. 1 AU sec. 325), was issued in
October 2008. This standard supersedes SAS No. 112 (and revises the information in AU section
325A, Communicating Internal Control Related Matters Identified in an Audit [AICPA, Professional
Standards, vol. 1]). SAS No. 115 is effective for audits of financial statements for periods ending on
or after December 15, 2009. Earlier implementation is permitted. The guidance in SAS No. 115 is not
reflected in the text of this guide; revisions for this guidance will be made in a subsequent edition of
this guide. Due to the issuance of SAS No. 115, the content of SAS No. 112 (in AU section 325) has
been moved to AU section 325A of Professional Standards until the effective date of SAS No. 115. This
guide references the "A" sections as appropriate because SAS No. 115 has not been incorporated into
this edition.

Paragraph .02 of AU section 325A states that the term those charged with governance is defined
in footnote 5 of AU section 339, Audit Documentation (AICPA, Professional Standards, vol. 1), as "the
person(s) with responsibility for overseeing the strategic direction of the entity and obligations related
to the accountability of the entity. This includes overseeing the financial reporting and disclosure
process."
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should make risk assessments at the overall financial statement and the rele-
vant assertion levels based on an appropriate understanding of the entity and
its environment, including its internal control. Paragraph .51 of AU section 318,
Performing Audit Procedures in Response to Assessed Risks and Evaluating the
Audit Evidence Obtained (AICPA, Professional Standards, vol. 1), states that
regardless of the assessed risk of material misstatement, the auditor should
design and perform substantive procedures for all relevant assertions related
to each material class of transactions, account balance, and disclosure.

1.14 AU section 314 paragraph .48 indicates that it is not necessary to
assess all controls in connection with assessing the risks of material misstate-
ment and designing and performing further audit procedures in response to
assessed risks. It is a matter of the auditor's professional judgment, as to the
controls or combination of controls that should be assessed. However, as stated
in paragraph .115 of AU section 314, for significant risks (that is, risks that
require special audit consideration), to the extent the auditor has not already
done so, the auditor should evaluate the design of the entity's related controls,
including relevant control activities, and determine whether they have been
implemented. In exercising that judgment, the auditor should consider the cir-
cumstances, the applicable component, and factors such as the following:

• Materiality

• The size of the entity

• The nature of the entity's business, including its organization and
ownership characteristics

• The diversity and complexity of the entity's operations

• Applicable legal and regulatory requirements

• The nature and complexity of the systems that are part of the
entity's internal control, including the use of service organizations

1.15 If an organization uses a service organization, transactions that af-
fect the user organization's financial statements are subjected to controls that
may be physically and operationally removed from the user organization. Con-
sequently, a user organization's internal control may include controls that are
not directly administered by the user organization. For this reason, a user au-
ditor may need to gain an understanding of controls at the service organization
that may affect the user organization's financial statements. This understand-
ing may be gained in several ways, including obtaining a service auditor's re-
port. The fact that an entity uses a service organization is not, in and of itself, a
compelling reason for a user auditor to conclude that it is necessary to obtain a
service auditor's report. Factors to consider in determining whether to obtain a
service auditor's report are presented in the following section.

The Effect of a Service Organization on a User
Organization’s Internal Control and Planning the
Audit of a User Organization’s Financial Statements

1.16 The guidance in Statement on Auditing Standard (SAS) No. 70, Ser-
vice Organizations, as amended (AICPA, Professional Standards, vol. 1, AU sec.
324), is applicable to the audit of the financial statements of an entity that ob-
tains services from another organization that are part of the user organization's
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information system. A service organization's services are part of an entity's in-
formation system if they affect any of the following:

• The classes of transactions in the entity's operations that are sig-
nificant to the financial statements

• The procedures, both automated and manual, by which transac-
tions are initiated, authorized, recorded, processed, and reported
from their occurrence to their inclusion in the financial statements

• The related accounting records, whether electronic or manual,
supporting information, and specific accounts in the financial
statements involved in initiating, recording, processing and re-
porting the entity's transactions

• How the entity's information system captures other events and
conditions that are significant to the financial statements

• The financial reporting process used to prepare the entity's finan-
cial statements, including significant accounting estimates and
disclosures

Considerations for Audits Performed in Accordance with PCAOB
Standards
Paragraph .01 of AU section 324, Service Organizations (AICPA,
PCAOB Standards and Related Rules, PCAOB Standards, As
Amended), states when performing an integrated audit of financial
statements and internal control over financial reporting, refer to para-
graphs B17–B27 of appendix B, "Special Topics," of Public Company
Accounting Oversight Board (PCAOB) Auditing Standard No. 5, An
Audit of Internal Control Over Financial Reporting That Is Integrated
with An Audit of Financial Statements (AICPA, PCAOB Standards
and Related Rules, Rules of the Board, "Standards"), regarding the
use of service organizations.

Examples of Service Organizations
1.17 As previously stated, AU section 314 states that the auditor must

obtain a sufficient understanding of the entity and its environment, including
its internal control to assess the risks of material misstatement of the financial
statements whether due to error or fraud, and to design the nature, timing,
and extent of further audit procedures. In certain situations, an entity's inter-
nal control extends beyond the controls within its physical facility or internal
operations. This can happen if an entity uses another organization to perform
services that are a part of the entity's information system. SAS No. 70, as
amended, refers to these organizations as service organizations. The following
are some examples of service organizations:

• Trust departments of banks and insurance companies. The trust
department of a bank or an insurance company may provide a wide
range of services to user organizations such as employee benefit
plans. This type of service organization could be given authority
to make decisions about how a plan's assets are invested. It also
may serve as custodian of the plan's assets, maintain records of
each participant's account, allocate investment income to the par-
ticipants based on a formula in the trust agreement, make distri-
butions to the participants, and prepare filings for the plan, such
as Form 5500, "Internal Revenue Service Annual Return/Report
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of Employee Benefit Plan." If an employee benefit plan engages a
service organization to perform some or all of these tasks, the ser-
vices provided by the service organization may be part of the plan's
information system and may have a significant effect on the plan's
financial statements.

• Transfer agents, custodians, and recordkeepers for investment
companies. Transfer agents process purchases, sales, and other
shareholder activity for investment companies. Shareholders or
prospective shareholders of investment companies initiate trans-
actions by contacting the transfer agent either in writing, by
telephone through an automated response unit, or through the
Internet. The transfer agent remits to (receives from) the invest-
ment company the net proceeds from the purchase and sale of
shares in the investment company. The custodian is responsible
for the receipt, delivery, and safekeeping of the company's portfo-
lio securities; the receipt and disbursement of cash resulting from
transactions in these securities; and the maintenance of records
of the securities held for the investment company. The custodian
also may perform other services for the investment company, such
as collecting dividend and interest income and distributing that
income to the investment company. Recordkeepers maintain the
financial accounting records of the investment company based on
information provided by the transfer agent and the custodian of
the investment company's investments. From the perspective of
the investment company, the transfer agent, custodian performing
servicing, and recordkeeper may be service organizations. Accord-
ingly, auditors of an investment company may obtain information
from a service auditor's report on controls at a transfer agent,
recordkeeper, and custodian. From the perspective of an investor,
an investment company is not a service organization but rather an
entity in which the investor has a financial interest; accordingly,
SAS No. 70, as amended, does not apply.

• Insurers that maintain the accounting for ceded reinsurance. Rein-
surance is the assumption by one insurer (the assuming company)
of all or part of the risk originally undertaken by another insurer
(the ceding company). Generally, the ceding company retains re-
sponsibility for claims processing and is reimbursed by the assum-
ing company for claims paid. As noted in the AICPA Audit and
Accounting Guide Property and Liability Insurance Companies,
the assuming company should establish controls over the accu-
racy and reliability of data received from the ceding company. The
auditor of the assuming company's financial statements should ob-
tain an understanding of the assuming company's procedures for
assessing the accuracy and reliability of the data received from
the ceding company. As part of that process, the auditor of the
assuming company's financial statements may wish to obtain a
service auditor's report on the ceding company's controls over the
processing of ceded reinsurance claims.

• Mortgage servicers or depository institutions that service loans
for others. Investor organizations may purchase mortgage loans
or participation interests in such loans from thrifts, banks, or
mortgage companies. These loans become assets of the investor
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organizations, and the sellers continue to service the loans. Mort-
gage servicing activities generally include collecting mortgage
payments from borrowers, conducting collection and foreclosure
activities, maintaining escrow accounts for the payment of prop-
erty taxes and insurance, paying taxing authorities and insurance
companies as payments become due, remitting monies to investors
(user organizations), and reporting data concerning the mortgage
to user organizations. The user organizations may have little or
no contact with the mortgage servicer other than receiving the
monthly payments and reports from the mortgage servicer. The
user organizations record transactions related to the underlying
mortgage loans based on data provided by the mortgage servicer.
Auditors of the financial statements of mortgage investors may ob-
tain information from a service auditor's report on controls related
to the servicing of mortgages.

• Application service providers (ASPs). ASPs generally provide
packaged software applications and a technology environment
that enables customers to process financial and operational trans-
actions. An ASP may specialize in providing a particular software
package solution to its users, may provide services similar to tradi-
tional mainframe data center service bureaus, may perform busi-
ness processes for user organizations that they traditionally had
performed themselves, or some combination of these services. As
such, an ASP may provide services that are part of the entity's
information system.

• Internet service providers (ISPs) and Web hosting service providers.
ISPs enable user organizations to connect to the Internet. Web
hosting service providers generally develop, maintain, and oper-
ate Web sites for user organizations. The services provided by such
entities may be part of a user organization's information system
if the user organization is using the Internet or Web site to pro-
cess transactions. If so, the user organization's information system
may be affected by certain controls maintained by the ISP or Web
hosting service provider, such as controls over the completeness
and accuracy of the recording of transactions and controls over
access to the system. For example, if a user organization takes
orders and accepts payments through the Web site, certain con-
trols maintained by the Web hosting service provider, such as con-
trols over security access and controls that address the complete-
ness and accuracy of the recording of transactions, may affect the
user's information system.

• Regional transmission organizations (RTOs). The electric utility
industry is restructuring with a new class of entities referred to
as RTOs, which include entities referred to as independent sys-
tem operators that are responsible for the operation of a centrally
dispatched electric system or wholesale electric market. They also
are responsible for initiating, recording, billing, settling, and re-
porting transactions as well as collecting and remitting cash from
participants based on the transmission tariff or other governing
rules. These services may be part of a participant's information
system. Auditors of the financial statements of participants may
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obtain a service auditor's report on controls related to participant
settlement activity.

1.18 The list of service organizations presented in paragraph 1.17 is not
intended to be a comprehensive list; many other types of entities also may
function as service organizations. Paragraph 3 of SAS No. 70, as amended,
indicates that SAS No. 70, as amended, also may be relevant to situations in
which an organization develops, provides, and maintains the software used by
client organizations.

1.19 In the Internet economy, start-up organizations may outsource many
or most functions affecting their information systems to minimize their initial
capital outlay and the time required to commence operations. Controls at orga-
nizations that provide services such as order processing, warehousing, financial
systems processing, and financial recordkeeping to start-up organizations may
affect the start-up organization's information system. In view of the constantly
expanding use of service organizations, auditors of entities should consider
whether and the extent to which the entity uses other service organizations for
functions that affect its information system and internal control.

Audit Planning
1.20 The first standard of field work states, "The auditor must adequately

plan the work and must properly supervise any assistants." AU section 311,
Planning and Supervision (AICPA, Professional Standards, vol. 1), establishes
requirements and provides guidance on the considerations and activities appli-
cable to planning and supervision of an audit conducted in accordance with gen-
erally accepted auditing standards, including appointment of the independent
auditor; establishing an understanding with the client; preliminary engage-
ment activities; establishing the overall audit strategy; developing the audit
plan; determining the extent of involvement of professionals with specialized
skills; and communicating with those charged with governance. The nature,
timing, and extent of planning vary with the size and complexity of the entity,
and with the auditor's experience with the entity and understanding of the
entity and its environment, including its internal control.

1.21 Paragraph .03 of AU section 311 states that the auditor must plan the
audit so that it is responsive to the assessment of the risks of material misstate-
ment based on the auditor's understanding of the entity and its environment,
including its internal control. Planning is not a discrete phase of the audit,
but rather an iterative process that begins with engagement acceptance and
continues throughout the audit as the auditor performs audit procedures and
accumulates sufficient appropriate audit evidence to support the audit opinion.

1.22 As stated previously, AU section 314 states that an auditor should
obtain an understanding of each of the five components of the entity's internal
control sufficient to assess the risks of material misstatement of the financial
statements whether due to error or fraud, and to design the nature, timing,
and extent of further audit procedures. This understanding may encompass
controls placed in operation by the entity and by service organizations whose
services are part of the entity's information system.

1.23 When a user organization uses a service organization, transactions
that affect the user organization's financial statements are subjected to controls
that are, at least in part, physically and operationally separate from the user
organization.
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1.24 When planning the audit of a user organization's financial state-

ments, a user auditor should determine the significance of the service orga-
nization's controls to the user organization's internal control and the relevant
assertions embodied in the user organization's financial statements. If the user
auditor determines that the service organization's controls are significant to
the user organization's internal control and relevant financial statement asser-
tions, the user auditor may gain a sufficient understanding of those controls
to assess the risks of material misstatement, as stated in AU section 314. Sev-
eral factors may affect the significance of a service organization's controls to a
user organization's internal control and relevant assertions related to classes
of transactions, account balances, and disclosures. The most important factors
are the following.

• The nature and materiality of the transactions or accounts affected
by the service organization. If the transactions processed or ac-
counts affected by the service organization are material to the user
organization's financial statements, the user auditor should ob-
tain an understanding of the controls at the service organization.
In certain situations, the transactions processed and the accounts
affected by the service organization may not appear to be material
to the user organization's financial statements, but because of the
nature of the transactions processed, the user auditor may obtain
an understanding of those controls. Such a situation might exist
when a service organization provides third-party administration
services to self-insured organizations providing health insurance
benefits to employees. Although transactions processed and ac-
counts affected may not appear to be material to the user organi-
zation's financial statements, the user auditor may gain an under-
standing of the controls at the third-party administrator because
improper processing may result in a material understatement of
the liability for unpaid claims.

• The degree of interaction between internal control at the user or-
ganization and the service organization's controls. The degree of
interaction refers to the extent to which a user organization is
able to and elects to implement effective controls over the pro-
cessing performed by the service organization. The degree of in-
teraction depends on the nature of the services provided by the
service organization. If the services provided by the service orga-
nization are limited to recording user organization transactions
and processing the related data, and the user organization retains
responsibility for authorizing the transactions and maintaining
the related accountability, there will be a high degree of interac-
tion. In these circumstances, it may be practicable for the user
organization to implement effective controls over those transac-
tions. This can be exemplified by a situation in which an employee
benefit plan uses the trust department of a bank to invest and
maintain custody of its assets in a directed trust. In a directed
trust, the employee benefit plan instructs the bank trust depart-
ment to execute specific transactions, such as the purchase and
sale of securities. The trust department is not permitted to initi-
ate and execute transactions without specific authorization from
the employee benefit plan. Under such an arrangement, the em-
ployee benefit plan is able to independently generate records of its
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investment activities to be used for the preparation of financial
statements, and also is able to independently reconcile its records
to information received from the bank trust department, such as
statements and advices. If the employee benefit plan retains re-
sponsibility for authorizing the transactions and for maintaining
the related accountability by independently generating and main-
taining records and reconciling them to information provided by
the bank trust department, there will be a high degree of interac-
tion. However, if the employee benefit plan authorizes the transac-
tions and does not generate and maintain independent records of
its investment activities and, instead, records its investment activ-
ities solely from information generated by the bank trust depart-
ment, there will be a lower degree of interaction between the inter-
nal control of the user organization and the controls of the service
organization.

Alternatively, in another situation, an employee benefit plan may es-
tablish a discretionary trust rather than a directed trust. In a discre-
tionary trust, the bank trust department is given discretionary author-
ity to invest the plan's assets. The trust department is authorized to
initiate and execute transactions without prior authorization of each
transaction by the employee benefit plan. Under this arrangement, the
employee benefit plan must record investment activity from informa-
tion provided by the trust department because the employee benefit
plan has no means of independently generating a record of its trans-
actions. In such a situation there will be a lower degree of interaction
between the internal control of the user organization and the controls
of the service organization.

1.25 If an auditor is auditing financial statements that contain material
assertions derived from a service organization's recordkeeping, and the user
organization is unable to, or elects not to, implement effective internal con-
trol over the processing performed by the service organization (for example,
there is a low degree of interaction), the service organization's controls over
the processing of the user organization's transactions become part of the user
organization's internal control over financial reporting. In order for the user
auditor to obtain the required understanding of internal control, the user au-
ditor should obtain information about controls at the service organization that
affect the user organization's transactions. This may be accomplished by either
obtaining a service auditor's report or visiting the service organization and per-
forming procedures there that will enable the user auditor to obtain a sufficient
understanding of internal control to assess the risk of material misstatement
of the user organization's financial statements.

Sources of Information About a Service Organization
1.26 Paragraph 9 of SAS No. 70, as amended, states that information about

the nature of the services provided by a service organization that are part of the
user organization's information system and the service organization's controls
over those services may be available from a wide variety of sources, such as
user manuals, system overviews, technical manuals, the contract between the
user organization and the service organization, and reports by service auditors,
internal auditors, or regulatory authorities on the service organization's con-
trols. If the services and the service organization's controls over those services
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are highly standardized, information obtained through the user auditor's prior
experience with the service organization may be helpful in assessing the risks
of material misstatement.

1.27 If a user auditor determines that the controls at a service organi-
zation are significant to assess the risks of material misstatement of the user
organization, the user auditor should gain an understanding of the service or-
ganization's controls sufficient to assess the risks of material misstatement.
That understanding may encompass controls placed in operation by the entity
and by service organizations whose services are part of the entity's information
system.

1.28 In considering the various sources of information about a service
organization, a user auditor may determine whether a service auditor's report
is available from the service organization. Chapter 3 of this guide, "Using Type 1
and Type 2 Reports," provides guidance on using such reports. After considering
the available information, the user auditor may conclude that he or she has the
means to obtain a sufficient understanding of internal control to assess the risks
of material misstatement. If the user auditor concludes that information is not
available to obtain a sufficient understanding to assess the risks of material
misstatement, he or she may consider the following alternatives:

• Contacting the service organization, through the user organiza-
tion, to obtain specific information

• Requesting that a service auditor be engaged to perform proce-
dures that will supply the necessary information

• Visiting the service organization and performing such procedures

If the user auditor is unable to obtain sufficient evidence to achieve his or her
audit objectives, the user auditor should qualify his or her opinion or disclaim
an opinion on the financial statements because of a scope limitation.

The User Auditor’s Assessment of the Risks
of Material Misstatement1

1.29 Paragraph .102 of AU section 314 states that the auditor should iden-
tify and assess the risks of material misstatement† at the financial statement
level and at the relevant assertion level related to classes of transactions, ac-
count balances, and disclosures. For this purpose, the auditor should

a. identify risks throughout the process of obtaining an understand-
ing of the entity and its environment, including relevant controls
that relate to the risks, and considering the classes of transactions,
account balances, and disclosures in the financial statements;

b. relate the identified risks to what can go wrong at the relevant
assertion level;

1 Paragraphs 11–16 of SAS No. 70, Service Organizations, as amended (AICPA, Professional
Standards, vol. 1, AU sec. 324), provide guidance on assessing control risk at a user organization.

† As discussed in AU section 312, Audit Risk and Materiality in Conducting an Audit (AICPA,
Professional Standards, vol. 1), risk of material misstatement is the product of inherent risk and
control risk.
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c. consider whether the risks are of a magnitude that could result in
a material misstatement of the financial statements; and

d. consider the likelihood that the risks could result in a material
misstatement of the financial statements.

1.30 Paragraph .103 of AU section 314 states that the auditor should use
information gathered by performing risk assessment procedures, including the
audit evidence obtained in evaluating the design of controls and determining
whether they have been implemented, as audit evidence to support the risk
assessment. The auditor should use the assessment of the risks of material
misstatement at the relevant assertion level as the basis to determine the na-
ture, timing, and extent of further audit procedures to be performed.

1.31 Paragraph .22 of AU section 326 states that the auditor should per-
form tests of controls when the auditor's risks assessment includes an expecta-
tion of the operating effectiveness of controls or when substantive procedures
alone do not provide sufficient appropriate audit evidence at the relevant as-
sertion level. In assessing the risks of material misstatement, the user auditor
may identify certain controls that, if operating effectively, would permit a user
auditor to assess control risk as low or moderate for relevant assertions af-
fected by the service organization. In certain situations, these controls may
be implemented at the user organization. For example, an organization us-
ing a payroll service organization could compare the data submitted to the
service organization with reports or information received from the service or-
ganization after the data has been processed. The user organization also could
recompute a sample of the payroll amounts for clerical accuracy and could
review the total amount of the payroll for reasonableness. If a user auditor
determines that appropriate controls implemented at the user organization
are operating effectively to prevent or detect material misstatements in the
user organization's financial statements, the user auditor may be able to as-
sess control risk as low or moderate for the assertions affected by the service
organization, without identifying and testing controls at the service organi-
zation. Note that in accordance with paragraph .09 of AU section 318, the
auditor should design and perform substantive procedures for all relevant as-
sertions related to each material class of transactions, account balance, and
disclosure.

1.32 In other situations, controls may be implemented at the service or-
ganization. If they are operating effectively, either by themselves or in concert
with controls at the user organization, they may support an assessed level of
control risk of low or moderate for relevant financial statement assertions af-
fected by those controls. For example, a trust department may implement a
control requiring that internal records concerning securities held by an outside
custodian periodically are reconciled to information provided by the custodian
and that the security balances in customers' accounts periodically are recon-
ciled to the trust department's custodial records.

1.33 A user auditor may identify relevant service organization controls by
reading a description of the service organization's controls in a service auditor's
report. Information about the effectiveness of such controls may be obtained
from such a report if the report includes tests of operating effectiveness. If the
service auditor's report does not include tests of operating effectiveness, the
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user auditor may contact the service organization, through the user organiza-
tion, to request that a service auditor be engaged to perform a service auditor's
examination that includes tests of the operating effectiveness of the relevant
controls or to perform agreed-upon procedures2 that test the operating effec-
tiveness of those controls. A user auditor also may visit the service organization
and perform procedures at the service organization if the service organization's
management agrees to such an arrangement. In all cases, the user auditor's
assessments regarding relevant financial statement assertions are based on
the combined evidence provided by the service auditor's report and the user
auditor's procedures.

Other Types of Internal Control Engagements
1.34 In addition to SAS No. 70, as amended, the following professional

standards provide guidance to practitioners who (a) report on aspects of an
entity's internal control or (b) are required to identify and communicate certain
conditions related to an entity's internal control identified during an audit of
the entity's financial statements. The objectives and work products of these
engagements differ from the objectives and work product of a service auditor's
engagement because they do not provide a user auditor with the information
as well as the assurance provided by a service auditor's report.

• AT section 501, An Examination of an Entity's Internal Control
Over Financial Reporting That Is Integrated With an Audit of Its
Financial Statements (AICPA, Professional Standards, vol. 1).3

This section establishes requirements and provides guidance that
applies when a practitioner is engaged to perform an examination
of the design and operating effectiveness of an entity's internal
control over financial reporting (examination of internal control)
that is integrated with an audit of financial statements (integrated
audit).

• AT section 601, Compliance Attestation (AICPA, Professional
Standards, vol. 1). This section provides guidance for engagements
related to (a) an entity's compliance with requirements of specified
laws, regulations, rules, contracts or grants; or (b) the effective-
ness of an entity's internal control over compliance with specified
requirements. Unlike a service auditor's report, which is designed
to be used by a user auditor to plan an audit, it does not include
a description of the controls at a service organization or a de-
scription of tests of operating effectiveness and results of these
tests.

2 AT section 201, Agreed-Upon Procedures Engagements (AICPA, Professional Standards, vol.
1), provides guidance for performing and reporting on such engagements.

3 For issuers, AT section 501, Reporting on an Entity's Internal Control Over Financial Report-
ing, and its related interpretation, AT section 9501, "Pre-Award Surveys" (AICPA, Professional Stan-
dards, vol. 1), were superseded effective November 17, 2004, by Auditing Standard No. 2, An Audit
of Internal Control Over Financial Reporting Performed in Conjunction With an Audit of Financial
Statements (see AT section 501). Auditing Standard No. 5, An Audit of Internal Control Over Finan-
cial Reporting That Is Integrated with Any Audit of Financial Statements (AICPA, PCAOB Standards
and Related Rules, Rules of the Board, "Standards"), has since then superseded Auditing Standard
No. 2.
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• AU section 325, Communicating Internal Control Related Matters
Identified in an Audit (AICPA, Professional Standards, vol. 1).4,‡

As part of an audit of an entity's financial statements, an auditor
is required to evaluate control deficiencies that have come to the
auditor's attention and communicate to management and those
charged with governance, control deficiencies that have been eval-
uated as significant deficiencies or material weaknesses. AU sec-
tion 325 does not apply to a service auditor's engagement because
a service auditor is not performing an audit of the service organi-
zation's financial statements and is therefore not responsible for
identifying such deficiencies. In a service auditor's engagement,
the service auditor would not be in a position to identify and eval-
uate control deficiencies at the service organization that affect
the service organization's financial statements and would not be
aware of conditions existing at user organizations.

1.35 Certain engagements performed under AT section 101, Attest En-
gagements (AICPA, Professional Standards, vol. 1), address controls other than
those related to financial reporting. Two examples of such engagements are

• SysTrustsm. This is an assurance service in which a practitioner
tests and reports on the effectiveness of controls over system re-
liability. The engagement addresses controls over system avail-
ability, security, and processing integrity. The CPA reports on the
effectiveness of the controls as measured against specified crite-
ria for system availability, security, and processing integrity. The
intended users of these reports are management, customers, cred-
itors, bankers, users who outsource functions to other entities, and
anyone who in some way relies on the continued availability, secu-
rity, and processing integrity of a system. A SysTrust engagement
differs from a service auditor's engagement in a number of ways.
The following table highlights the differences between the two en-
gagements.

SAS No. 70, as amended SysTrust

Nature of the
engagement

Provides a report on a
service organization's
controls related to financial
statement assertions of user
organizations

Provides a report on
system reliability using
standard principles and
criteria for all
engagements

4 For issuers, the title of AU section 325 was changed to AU section 325, Communications About
Control Deficiencies in an Audit of Financial Statements (AICPA, PCAOB Standards and Related
Rules, PCAOB Standards, As Amended). For integrated audits, AU section 325 was superseded by
paragraphs 207–214 of Public Company Accounting Oversight Board (PCAOB) Auditing Standard No.
2. For audits of financial statements only, AU section 325 was amended by PCAOB Auditing Standard
No. 2. Since that time, PCAOB Auditing Standard No. 5 has further amended AU section 325.

‡ SAS No. 115 was issued in October 2008. This standard supersedes SAS No. 112 (and revises
the information in AU section 325A). SAS No. 115 revises the definition of material weakness and
significant deficiency. It also revises the list of deficiencies in internal control that are indicators of
material weaknesses and removes the list of deficiencies that ordinarily would be considered to be at
least a significant deficiency. A revised illustrative written communication is also included. SAS No.
115 is effective for audits of financial statements for periods ending on or after December 15, 2009.
Earlier implementation is permitted. The guidance in SAS No. 115 is not reflected in the text of this
guide; revisions for this guidance will be made in a subsequent edition of this guide.

Due to the issuance of SAS No. 115, the content of SAS No. 112 (in AU section 325) has been
moved to AU section 325A of Professional Standards until the effective date of SAS No. 115. This
guide references the "A" sections as appropriate because SAS No. 115 has not been incorporated into
this edition.
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SAS No. 70, as amended SysTrust

Are there preestablished
control objectives or
criteria?

No Yes

Objective of the
engagement

The provision of information
to user auditors for use in
auditing the financial
statements of user
organizations
Provides a detailed
description of the system
and controls, and the
service auditor's opinion on
the system description, the
design of the controls, and,
in a type 2 report, the
operating effectiveness of
the controls

Assurance on a system
No detail on the
underlying control
procedures is provided

Types of systems
addressed by the
engagement

Financial systems Financial and
nonfinancial systems

Audience for the report Service organizations, user
organizations, and auditors
of the user organizations

Stakeholders of the
system—for example,
management,
customers, and business
partners

• WebTrustsm. This is an attestation service in which a practitioner
reports on management's assertion about a Web site. The Web-
Trust program is modular by design so a practitioner may report
on various aspects of a Web site based on criteria established for
online privacy and certification authorities.
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Chapter 2

Form and Content of Service
Auditors’ Reports

2.01 This chapter describes the two types of service auditor's engagements
that a service auditor may perform and describes the reports that are issued for
each engagement. It also identifies the sections of each report and describes the
information that should be included in each section.

Types of Service Auditors’ Reports
2.02 A service auditor may provide a service organization with two types

of reports:

1. A report on controls placed in operation, which will be referred to
as a type 1 report in this guide

2. A report on controls placed in operation and tests of operating ef-
fectiveness, which will be referred to as a type 2 report in this guide

2.03 Paragraph 24 of Statement on Auditing Standards (SAS) No. 70,
Service Organizations (AICPA, Professional Standards, vol. 1, AU sec. 324),
states that the type of engagement to be performed, and the related report to
be prepared, should be established by the service organization. However, when
circumstances permit, discussions between the management of the service or-
ganization and the managements of the user organizations are advisable to
determine the services or applications that will be covered by the report and
the type of engagement and related report that will be most useful to the user
organizations and their auditors.

Format and Content of Type 1 and Type 2 Reports
2.04 Although the format of a type 1 or type 2 report is flexible, these

reports always will contain the following information, ordinarily in the sections
noted:

• Independent service auditor's report (section 1)

• Service organization's description of controls (section 2)

2.05 The following information will always appear in a type 2 report and
may appear in a type 1 report, ordinarily in section 3:

• Information provided by the independent service auditor (section
3): This information always is included in a type 2 report because
the service auditor should describe the tests of operating effective-
ness that he or she has performed and the results of those tests.
This section is optional in a type 1 report. Examples of informa-
tion that might be included in this section are a more detailed
description of the objectives of a service auditor's engagement or
information relating to regulatory requirements.

2.06 The following information is optional in a type 1 or type 2 report:

• Other information provided by the service organization (section
4). This information is optional in type 1 and type 2 reports. An
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example of such information is a service organization's plans for
enhancing its systems.

2.07 Throughout the remainder of this guide, the terms type 1 report and
type 2 report will be used to refer to the entire document, that is, sections 1–2
and, if they are present, sections 3–4. The term service auditor's report will be
used to refer only to section 1, which is the letter issued by the service auditor
expressing an opinion on (1) the fairness of the presentation of the service
organization's description of controls, (2) the suitability of the design of the
controls to achieve specified control objectives, and (3) in a type 2 engagement—
whether the specific controls were operating with sufficient effectiveness to
achieve the related control objectives.

2.08 Although the format of a type 1 or type 2 report is flexible, the orga-
nization and presentation of the reports always should differentiate between
(1) the service auditor's report (the letter issued by the service auditor), (2) the
service organization's description of controls, (3) information provided by the
service auditor, and (4) other information provided by the service organization
to clearly indicate that

• the service auditor is responsible for the representations in the
service auditor's report (the letter issued by the service auditor
in section 1) and for information provided by the service auditor
(section 3), and

• the service organization is responsible for the representations in
the description of controls (section 2) and for other information
provided by the service organization (section 4),

2.09 A service auditor's report (the letter issued by the service auditor)
should not be distributed without the accompanying description of the service
organization's controls, and when applicable, the description of the service au-
ditor's tests of operating effectiveness and the results of those tests.

The Independent Service Auditor’s Report
2.10 In a type 1 engagement, the service auditor issues a report on a

description of controls that has been prepared by the service organization. The
service auditor makes inquiries of appropriate management, supervisory, and
staff personnel; inspects documents and records; and observes activities at the
service organization to gather evidence needed to express an opinion on whether
the

• service organization's description presents fairly, in all material
respects, the relevant aspects of the service organization's controls
that had been placed in operation as of a specified date, and

• controls were suitably designed to provide reasonable assurance
that the specified control objectives would be achieved if those
controls were complied with satisfactorily.

2.11 A type 1 report is intended to provide user auditors with informa-
tion about the controls at a service organization that may be relevant to a
user organization's internal control as it relates to an audit of financial state-
ments. This information, in conjunction with other information about a user
organization's internal control, can assist the user auditor in obtaining a suf-
ficient understanding of the user organization's internal control to assess the
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risks of material misstatement and design the nature, timing, and extent of
further audit procedures, as described in paragraphs .40–.101 of AU section
314, Understanding the Entity and Its Environment and Assessing the Risks of
Material Misstatement (AICPA, Professional Standards, vol. 1).1 The user au-
ditor obtains this understanding to enable him or her to (1) identify the types
of misstatements that may occur in a user organization's financial statements;
(2) consider the factors that affect the risks of material misstatement; (3) when
applicable, design tests of controls; and (4) design substantive procedures. A
type 1 report, however, is not intended to provide a user auditor with a basis for
reducing his or her assessment of control risk to low or moderate. Paragraph 38
of SAS No. 70, as amended, presents an example of a service auditor's report
for a type 1 engagement.

2.12 In a type 2 engagement, the service auditor performs the procedures
required for a type 1 engagement and also performs tests of specific controls to
evaluate their operating effectiveness in achieving specified control objectives.
In accordance with paragraph .42 of AU section 318, Performing Audit Proce-
dures in Response to Assessed Risks and Evaluating the Audit Evidence Ob-
tained (AICPA, Professional Standards, vol. 1), tests of operating effectiveness
include obtaining audit evidence about how controls were applied at relevant
times during the period under audit, the consistency with which they were ap-
plied, and by whom or by what means they were applied. The service auditor
issues a report that includes the type 1 report opinions and refers the reader to
a description of tests of operating effectiveness performed by a service auditor.
The report states whether, in the opinion of the service auditor, the controls
tested were operating with sufficient effectiveness to provide reasonable, but
not absolute, assurance that the related control objectives were achieved during
the period specified.

2.13 If a service organization's controls (the controls that may affect a
user organization's financial statements) are operating with sufficient effec-
tiveness to achieve the related control objectives, a user auditor may be able to
assess control risk low or moderate for relevant financial statement assertions
affected by the service organization's service or processing and, consequently,
may be able to reduce the extent of substantive procedures performed for those
assertions. To assess control risk low or moderate, a user auditor should con-
sider the operating effectiveness of the relevant service organization controls
in conjunction with the user organization's internal control. In considering the
operating effectiveness of the relevant controls at the service organization, the
user auditor should read and consider both the service auditor's

1. report on the operating effectiveness of the controls, and

2. description of the tests of the operating effectiveness of controls that
may be relevant to specified assertions in the user organization's
financial statements, and the results of those tests.

2.14 Under no circumstances can the service auditor's report (the letter is-
sued by the service auditor) be the only basis for reducing the assessed level of
control risk. The user auditor should read and consider both the report and the
evidence provided by the tests of operating effectiveness and relate them to the
relevant assertions in the user organization's financial statements. Although a

1 Issuers should refer to AU section 319, Consideration of Internal Control in a Financial State-
ment Audit (AICPA, PCAOB Standards and Related Rules, PCAOB Standards, As Amended), for
further guidance.
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type 2 report may be used to reduce substantive procedures, neither a type 1
report nor a type 2 report is designed to provide a basis for assessing control
risk sufficiently low to eliminate the need for performing any substantive tests
for all of the assertions relevant to significant account balances or transaction
classes. AU section 318 paragraph .51 states that regardless of the assessed
risks of material misstatement, the auditor should design and perform sub-
stantive procedures for all relevant assertions related to each material class of
transactions, account balance, and disclosure. Paragraph 54 of SAS No. 70, as
amended, presents an example of a service auditor's report for a type 2 engage-
ment.

2.15 Table 2-1 summarizes the service auditor's opinions included in each
type of service auditor's report.

Table 2-1
Service Auditor's Opinions Included

in Type 1 and Type 2 Service Auditors' Reports

Opinion Type 1 Report Type 2 Report

(1) Whether the service organization's description
of its controls presents fairly, in all material re-
spects, the relevant aspects of the service organi-
zation's controls that had been placed in operation
as of a specific date

Included Included

(2) Whether the controls were suitably designed to
achieve specified control objectives

Included Included

(3) Whether the controls that were tested were
operating with sufficient effectiveness to provide
reasonable, but not absolute, assurance that the
control objectives were achieved during the period
specified

Not included Included

Use of a Service Auditor’s Report
2.16 Paragraphs .29h and .44m of SAS No. 70, as amended, indicate that a

service auditor's report should contain identification of the parties for whom the
report is intended. Such identification is presented in the illustrative service
auditor's reports in paragraphs 5.28 and 5.30 of this guide. The final paragraph
of those reports state

This report is intended solely for use by the management of XYZ Ser-
vice Organization, its customers, and the independent auditors of its
customers.2

The authorized users of the report include only present users of the service
organization and do not include potential users of the service organization.

2 Paragraph .19 of AU section 532, Restricting the Use of an Auditor's Report (AICPA, Professional
Standards, vol. 1), contains the following illustrative restricted-use paragraph:

This report is intended solely for the information and use of [the specified parties] and is
not intended to be and should not be used by anyone other than these specified parties.

The language in that paragraph may be used in a service auditor's report.
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The Service Organization’s Description of Controls
2.17 The service organization's description of controls generally is pre-

pared by the service organization. The service organization is responsible for
the completeness, accuracy, and method of presentation of the description.
If the service auditor assists the service organization in preparing the descrip-
tion, the representations in the description remain the responsibility of the
service organization. The description should provide user auditors with infor-
mation about the service organization's controls that may be relevant to a user
organization's internal control. Service organization controls are considered rel-
evant to a user organizations' internal control if they represent or affect a user
organization's internal control as it relates to an audit of financial statements.
These service organization controls may represent or affect a user organiza-
tion's control environment, risk assessment, control activities, information and
communication systems, or monitoring components of internal control.

2.18 The description of controls should be presented at a level of detail
that provides user auditors with sufficient information to assess the risks of
material misstatement as described in paragraph 7 of SAS No. 70, as amended,
and paragraphs .40–.101 of AU section 314. The description need not address
every aspect of the service organization's processing or the services provided
to user organizations. Certain aspects of the processing or the services pro-
vided may not be relevant to user organizations and their auditors or may be
beyond the scope of the engagement. For example, a service organization that
provides five different applications to user organizations may engage a service
auditor to report on only three of those applications. Similarly, a trust depart-
ment that has separate organizational units providing personal trust services
and institutional trust services may engage a service auditor to report only on
the institutional trust services. In these situations, the service organization's
description should address only the controls pertaining to those applications or
organizational units included in the scope of the engagement.

2.19 The service organization's description of controls generally should
contain the following information:

• Aspects of the service organization's control environment; risk as-
sessment; information and communication systems; and monitor-
ing that may affect the services provided to user organizations, as
it relates to an audit of financial statements

• Control objectives and related controls

• Changes to controls since the later of the date of the last report or
within the last 12 months

Aspects of the Control Environment That May Affect the Services
Provided to User Organizations

2.20 The control environment sets the tone of an organization, influenc-
ing the control consciousness of its people. It is the foundation for all the other
components of internal control, providing discipline and structure. Aspects of
a service organization's control environment may affect the services provided
to user organizations. For example, management's hiring and training prac-
tices generally would be considered an aspect of the control environment that
may affect the services provided to user organizations because those practices
affect the ability of service organization personnel to provide services to user
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organizations. Paragraph .69 of AU section 314 provides the following examples
of control environment factors:

• Communication and enforcement of integrity and ethical values

• Commitment to competence

• Participation of those charged with governance

• Management's philosophy and operating style

• Organizational structure

• Assignment of authority and responsibility

• Human resource policies and practices

2.21 Only relevant control environment factors that affect the services
provided to user organizations should be described in this section of the report.
Ordinarily, control environment factors are not presented in the form of control
objectives because of their nature; however, management is not precluded from
presenting relevant aspects of its control environment in the context of control
objectives.

Aspects of the Risk Assessment Process That May Affect the
Services Provided to User Organizations

2.22 Aspects of a service organization's risk assessment process may affect
the services provided to user organizations. As discussed in AU section 314, an
entity's risk assessment process pertains to its own financial reporting. How-
ever, a service organization also may have a risk assessment process that ad-
dresses services provided to user organizations. How management of a service
organization addresses identified risks could affect its own financial-reporting
process as well as the financial-reporting process of the user organizations.
Paragraph .77 of AU section 314 identifies circumstances that may affect risk.
Following is a list of those factors and examples of how they might relate to a
service organization:

• Changes in the operating environment. If a service organization
provides services to user organizations in a regulated industry, a
change in regulations may necessitate a revision of existing pro-
cessing. Revisions of existing processing may create the need for
additional or revised controls.

• New personnel. New personnel who are responsible for executing
manual controls that affect user organizations may increase the
risk that controls will not operate effectively.

• New or revamped information systems. A service organization may
incorporate new functions into its system that could affect user
organizations.

• Rapid growth. If a service organization gains a substantial num-
ber of new customers, the operating effectiveness of certain con-
trols could be affected.

• New technology. A service organization may implement a client-
server version of its software that was previously run on a main-
frame. Although the new software may perform similar functions,
it may operate so differently that it affects user organizations.
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• New business models, products, or activities. The diversion of re-
sources to new activities from existing activities could affect cer-
tain controls at a service organization.

• Corporate restructurings. A change in ownership or internal reor-
ganization could affect reporting responsibilities or the resources
available for services to user organizations.

• Expanded foreign operations. A service organization that uses per-
sonnel in foreign locations to maintain programs used by domestic
user organizations may have difficulty responding to changes in
user requirements.

• New accounting pronouncements. The implementation of relevant
accounting pronouncements in a service organization's software
and controls could affect user organizations.

2.23 Only relevant aspects of the risk assessment process that affect the
services provided to user organizations should be described in this section of
the report. Ordinarily, relevant aspects of the risk assessment process are not
presented in the form of control objectives because of their nature. However,
management is not precluded from presenting relevant aspects of its risk as-
sessment in the context of control objectives.

Aspects of Information and Communication That May Affect a
User Organization’s Internal Control

2.24 Aspects of a service organization that may represent a user organi-
zation's information and communication component of internal control include

• the information system relevant to financial reporting objectives,
which includes the accounting system, consist of the procedures,
whether automated or manual, and records established by the
service organization to initiate, authorize, record, process, and
report a user organization's transactions (as well as events and
conditions) and maintain accountability for the related assets, li-
abilities, and equity; and3

• communication, which involves providing an understanding of the
individual roles and responsibilities pertaining to internal control
over financial reporting.

3 Paragraph B9 of appendix B to AU section 314, Understanding the Entity and Its Environment
and Assessing the Risks of Material Misstatement (AICPA, Professional Standards, vol. 1), states:

The information system relevant to financial reporting objectives, which includes the ac-
counting system, consists of the procedures, whether IT or manual, and records established
to initiate, authorize, record, process, and report entity transactions (as well as events
and conditions) and to maintain accountability for the related assets, liabilities, and eq-
uity. Transactions may be initiated manually or automatically by programmed procedures.
Authorization includes the process of approving transactions by the appropriate level of
management. Recording includes identifying and capturing the relevant information for
transactions or events. Processing includes functions such as edit and validation, calcu-
lation, measurement, valuation, summarization, and reconciliation, whether performed
by IT or manual procedures. Reporting relates to the preparation of financial reports as
well as other information, in electronic or printed format, that the entity uses in measur-
ing and reviewing the entity's financial performance and in other functions. The quality
of system-generated information affects management's ability to make appropriate deci-
sions in managing and controlling the entity's activities and to prepare reliable financial
reports.
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2.25 Paragraph .83 of AU section 314 states that the auditor should obtain
sufficient knowledge of the information system, including the related business
processes relevant to financial reporting to understand

• the classes of transactions in the entity's operations that are sig-
nificant to the financial statements;

• the procedures, within both automated and manual, by which
transactions are initiated, authorized, recorded, processed, and
reported in the financial statements;

• the related accounting records, whether electronic or manual; sup-
porting information; and specific accounts in the financial state-
ments involved in initiating, authorizing, recording, processing
and reporting transactions;

• how the information system captures events and conditions, other
than classes of transactions, that are significant to the financial
statements; and

• the financial reporting process used to prepare the entity's finan-
cial statements, including significant accounting estimates and
disclosures.

2.26 The auditor also should obtain sufficient knowledge of the commu-
nication component to understand how the service communicates financial re-
porting roles and responsibilities, such as those pertaining to controls that
may affect the services provided to user organizations, and significant matters
related to financial reporting. This may include the extent to which service
organization personnel understand how their activities relate to the work of
others (including user organizations) and the means for reporting exceptions
to an appropriate higher level within the service organization and to user or-
ganizations.

Aspects of Monitoring That May Affect the Services Provided
to User Organizations

2.27 Paragraphs .97–.101 of AU section 314 describe the monitoring pro-
cess. Many aspects of monitoring may be relevant to the services provided to
user organizations. For example, a service organization may employ internal
auditors or other personnel to evaluate the quality of control performance over
time, either by ongoing activities, periodic evaluations, or various combinations
of the two. Monitoring external communications, such as customer complaints
and communications from regulators, generally would be relevant to the ser-
vices provided to user organizations.

2.28 Only relevant aspects of monitoring that affect the services provided
to user organizations should be described in this section of the report. Ordi-
narily, relevant aspects of monitoring are not presented in the form of control
objectives; however, management is not precluded from presenting those as-
pects in the context of control objectives.

Level of Detail of the Description of Controls
2.29 The service organization's description of controls should provide suffi-

cient information for user auditors to understand how the service organization's
processing affects the components described in the preceding sections. The de-
gree of detail of the description should be equivalent to the degree of detail a
user auditor would need if a service organization were not used. However, it
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need not be so detailed as to potentially allow a reader to compromise security
or other controls. For example, it should describe the classes of transactions that
are processed, but not necessarily each individual transaction type. It need not
necessarily include every step in the processing of the transactions and may be
presented in various formats such as narratives, flowcharts, tables, and graph-
ics. The description also should indicate the extent of the manual and computer
processing used.

Control Objectives, Related Controls, and Assertions in User
Organizations’ Financial Statements

2.30 This section describes a service organization's control objectives and
how they relate to the service organization's controls and to the assertions in
user organizations' financial statements.

2.31 A service organization's control objectives should be tailored to the
service provided by the service organization. The control objectives help the
user auditor determine how the service organization's controls affect the user
organization's financial statement assertions. Paragraphs .14–.19 of AU sec-
tion 326, Audit Evidence (AICPA, Professional Standards, vol. 1), discuss the
use of assertions in obtaining audit evidence. In representing that the financial
statements are fairly presented in accordance with generally accepted account-
ing principles, management implicitly or explicitly makes assertions regarding
the recognition, measurement, and disclosure of information in the financial
statements and related disclosures. Assertions used by the auditor fall into the
following categories:

Categories of Assertions

Description of Assertions

Classes of
Transactions and
Events During the

Period
Account Balances at
the End of the Period

Presentation and
Disclosure

Occurrence/
Existence

Transactions and
events that have
been recorded have
occurred and
pertain to the
entity.

Assets, liabilities, and
equity interests exist.

Disclosed events
and transactions
have occurred.

Rights and
Obligations

— Theentity holds or
controls the rights to
assets, and liabilities
are the obligations of
the entity.

Disclosed events
and transactions
pertain to the
entity.

Completeness All transactions
and events that
should have been
recorded.

All assets, liabilities,
and equity interests
that should have been
recorded.

All disclosures
that should have
been included in
the financial
statements have
been included.

(continued)
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Categories of Assertions

Description of Assertions

Classes of
Transactions and
Events During the

Period
Account Balances at
the End of the Period

Presentation and
Disclosure

Accuracy/
Valuation and
Allocation

Amounts and other
data relating to
recorded
transactions and
events have been
recorded
appropriately.

Assets, liabilities, and
equity interests are
included in the
financial statements
at appropriate
amounts and any
resulting valuation or
allocation
adjustments are
recorded
appropriately.

Financial and
other information
is disclosed fairly
and at
appropriate
amounts.

Cut-off Transactions and
events have been
recorded in the
correct accounting
period.

— —

Classification
and Under-
standability

Transactions and
events have been
recorded in the
proper accounts.

— Financial
information is
appropriately
presented and
described and
information in
disclosures is
expressed clearly.

2.32 Paragraph .17 of AU section 326 states that the auditor should use
relevant assertions for classes of transactions, account balances, and presen-
tation and disclosures in sufficient detail to form a basis for the assessment
of risks of material misstatement and the design and performance of further
audit procedures. The auditor should use relevant assertions in assessing risks
by considering the different types of potential misstatements that may occur,
and then designing further audit procedures that are responsive to the assessed
risks.

2.33 Although the management of a service organization will not be able
to determine how a service organization's controls specifically relate to the rel-
evant assertions embodied in all the user organizations' financial statements,
it should generally be able to identify the types of relevant assertions to which
its controls are likely to relate. The service organization should ordinarily es-
tablish control objectives (1) that it believes relate to those assertions, and
(2) that provide a framework for user auditors to assess the effect of the ser-
vice organization's controls on those assertions. The following are examples
of how a service organization's controls relate to relevant assertions in a user
organization's financial statements.
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Example 1
2.34 In the sample type 2 report for Example Computer Service Organi-

zation, presented in appendix A of this guide, the service organization provides
computer services to user organizations in the financial services industry. Ex-
ample Computer Service Organization has engaged a service auditor to report
on its description of controls related to its savings, mortgage loan, and consumer
loan applications. For the savings application, the service organization main-
tains the detailed records of savings account balances and processes related
transactions affecting those balances. It also calculates interest and penalty
amounts and produces reports that are provided to user organizations for use
in the preparation of their financial statements.

2.35 The service organization has specified control objectives that it be-
lieves relate to relevant assertions in the user organizations' financial state-
ments and that are consistent with its contractual obligations. Table 2-2 in-
dicates the control objectives specified by the service organization and the
types of assertions in the user organizations' financial statements to which they
relate.*

Table 2-2
Examples of Assertions in User Organizations' Financial Statements

and Related Service Organization Control Objectives ∗

Assertions in User Organizations'
Financial Statements

Control Objectives of the Service
Organization

Controls provide reasonable assurance that—

Existence or occurrence Savings deposits and withdrawal transactions
are received from authorized sources.

Data maintained on files remain authorized,
complete, and accurate.

Completeness/accuracy Savings deposit and withdrawal transactions
received from the user organizations initially
are recorded completely and accurately.

Output data and documents are complete and
accurate and distributed to authorized
recipients on a timely basis.

Valuation or allocation Programmed interest and penalties are
calculated in conformity with the description.

Output data and documents are complete and
accurate and distributed to authorized
recipients on a timely basis.

∗ Source: Sample type 2 report for Example Computer Service Organization pre-
sented in appendix A.

* AU section 326, Audit Evidence (AICPA, Professional Standards, vol. 1), recategorizes asser-
tions by classes of transactions, account balances, and presentation and disclosure. This table will be
revised, as necessary, to reflect the new assertion categories in a future edition of the guide.
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Example 2
2.36 In the sample type 2 report for Example Trust Organization pre-

sented in appendix A, the service organization provides fiduciary services to
institutional, corporate, and personal trust customers. Example Trust Orga-
nization has engaged a service auditor to report on its description of controls
related to its processing of transactions for user organizations of the institu-
tional trust division. Example Trust Organization has discretionary authority
over investment activities, maintains the detailed records of investment trans-
actions, and records investment income and expense. Reports are provided to
user organizations for use in the preparation of their financial statements.

2.37 The service organization has specified control objectives that it be-
lieves relate to assertions in the user organizations' financial statements and
that are consistent with its contractual obligations. Table 2-3 indicates the con-
trol objectives specified by the service organization and the types of assertions
in the user organizations' financial statements to which they relate. *

Table 2-3
Examples of Assertions in User Organizations' Financial Statements

and Related Service Organization Control Objectives ∗

Assertions in User Organizations'
Financial Statements

Control Objectives of the Service
Organization

Controls provide reasonable assurance that—

Completeness/accuracy Investment purchases and sales are recorded
completely, accurately, and on a timely basis.

Valuation or allocation Investment income is recorded accurately and
timely.

Rights and obligations Investment purchases and sales are recorded
completely, accurately, and on a timely basis.

∗ Source: Sample type 2 report for Example Trust Organization presented in ap-
pendix A.

2.38 The examples of control objectives presented in the preceding tables
are not intended to be comprehensive or to suggest specific control objectives.
They illustrate how a user organization's financial statement assertions may
relate to a service organization's control objectives. Frequently, a financial state-
ment assertion relates to more than one control objective, and a control objective
relates to more than one financial statement assertion.

2.39 Although the control objectives usually are specified by the service
organization, they may be designated by an outside party, such as a regulatory
agency or a user group. If the control objectives are specified by the service
organization, they should be reasonable in the circumstances and consistent
with the service organization's contractual obligations. If the control objectives
are specified by an outside party, the outside party is responsible for their com-
pleteness and reasonableness.

* See footnote * in paragraph 2.35.
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2.40 A service organization may design its service with the assumption

that certain controls will be implemented by the user organizations. If such
user organization controls are necessary to achieve certain control objectives,
the service organization generally should describe the user organizations' re-
sponsibilities for those controls in its description of controls. Chapter 3 of this
guide, "Using Type 1 and Type 2 Reports," provides guidance to user auditors on
complementary controls at user organizations, and chapter 4 of this guide, "Per-
forming a Service Auditor's Engagement," gives guidance to service auditors on
complementary controls at user organizations.

2.41 Most service organizations depend primarily on computer processing
to perform contracted services. Although a service organization may have some
manual controls in place, it is often impractical for a service organization to
implement sufficient manual controls to ensure accurate and timely computer
processing. The service organization's description of controls should include
a description of the computer environment and the related general computer
control objectives and controls. This description should address such topics as
program change controls, controls that restrict access to programs and data,
and controls that affect the processing of data, because such information usu-
ally is relevant to a user organization's internal control. Likewise, deficiencies in
certain general computer controls can affect both the proper operation of pro-
grammed procedures as well as the effectiveness of certain manual controls.
Should such deficiencies exist, the service organization should describe their
existence and their effect on key programmed procedures and manual controls
performed by the service organization or manual controls user organizations
are expected to perform.

2.42 A service organization's plans related to business continuity and con-
tingency planning generally are of interest to the managements of user orga-
nizations. If a service organization wishes to describe its business continuity
and contingency plans, such information may be included in section 4, "Other
Information Provided by the Service Organization." Because plans are not con-
trols, a service organization should not include in its description of controls
(section 2 of the report) a control objective that addresses business continuity
or contingency planning. For additional information on the service auditor's re-
sponsibility for such information, see Interpretation No. 4, "Responsibilities of
Service Organizations and Service Auditors With Respect to Forward-Looking
Information in a Service Organization's Description of Controls," of SAS No. 70,
as amended (AICPA, Professional Standards, vol. 1, AU sec. 9324 par. 35–.37).

Information Provided by the Service Auditor
2.43 This section of a type 1 or type 2 report generally contains the follow-

ing elements:

• A description of the tests of the operating effectiveness of controls
and the results of those tests (This section would be included only
in a type 2 report.)

• Other information the service auditor may provide (This is an
optional section in both type 1 and type 2 reports.)
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The Description of Tests of the Operating Effectiveness of Controls
and the Results of Those Tests

2.44 Although the format of the description of the service auditor's proce-
dures is flexible, it should provide an indication of the nature, timing, extent,
and results of the tests of the operating effectiveness of controls that relate
to specified control objectives. SAS No. 70, as amended, does not require that
a service auditor describe tests of the control environment, risk assessment,
monitoring, or information and communication. However, if a service auditor
determines that describing tests of these components may be useful to user
auditors, the service auditor may include such tests in the description of tests.

2.45 In preparing the description of the tests of operating effectiveness,
the service auditor should consider the extent of detail user auditors will need
to determine the effect of such tests on their assessments of control risk. The
description need not be a duplication of the service auditor's detailed audit
program, which in some cases would make the report too voluminous for user
auditors and would provide more than the required level of detail. However, the
description should provide user auditors with enough information to determine
whether control risk may be assessed as low or moderate for relevant financial
statement assertions affected by the service organization's processing.

2.46 Although there is no single format for presenting a description of
tests of operating effectiveness, the following elements should be included in
the description:

• The controls that were tested.

• The control objectives the controls were intended to achieve.

• An indication of the nature, timing, extent, and results of the tests
applied in sufficient detail to enable user auditors to determine the
effect of such tests on their assessments of control risk. Detailed
guidance about the content of this section is presented in chapter 4,
and examples of descriptions of tests of operating effectiveness are
presented in the examples in paragraphs 4.49–.94 and in appendix
A.

Other Information a Service Auditor May Provide
2.47 In type 1 or type 2 reports, a service auditor may provide other in-

formation that may be useful to user organizations and their auditors. This
information ordinarily would be included in section 3 of a type 1 or type 2 re-
port, "Information Provided by the Service Auditor." Such information might
more fully describe the objectives of a service auditor's engagement or might
provide information relating to regulatory requirements.

2.48 A service auditor also may provide recommendations for improving
the service organization's controls. These recommendations may be presented
in a separate communication to the service organization or in section 3 of the
document.

Other Information Provided by the Service Organization
2.49 A service organization may wish to present other information in a

separate section of a type 1 or type 2 report that is not a part of the description
of controls and, consequently, is not covered by the service auditor's opinion.
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The service auditor should read such other information and consider applying
by analogy the guidance in AU section 550, Other Information in Documents
Containing Audited Financial Statements (AICPA, Professional Standards, vol.
1). Because this information is not a part of the description, the service auditor
should include a paragraph in his or her report disclaiming an opinion on the
other information provided by the service organization. Refer to paragraph
4.118 of this guide for an example of such a disclaimer paragraph.

Alternative Methods of Organizing Type 1 and
Type 2 Reports

2.50 The method of organizing a type 1 or type 2 report presented in
this chapter (that is, using four sections) is not meant to be a rigid standard.
Accordingly, service organizations and service auditors may choose to organize
their type 1 and type 2 reports in other ways. Examples 1–2 in appendix A
illustrate variations on the basic framework and are designed to eliminate
redundancy in the document, as described in the following paragraphs.

2.51 In applying the framework presented in this chapter to a type 2 re-
port, it is not necessary to list the controls and related control objectives in
both the service organization's description of controls and in the service audi-
tor's section of the document. To eliminate the redundancy that would result
from repeating this information in both sections of the document, the Exam-
ple Computer Service Organization type 2 report in Example 1 of appendix A
presents the controls and related control objectives only in the service auditor's
section of the document. The table of contents of that type 2 report directs the
reader to the service auditor's section of the document for a description of the
control objectives and controls, and a paragraph in the service organization's
description of controls indicates that the control objectives and related controls
presented in the service auditor's section are the responsibility of the service
organization and should be considered a part of the service organization's de-
scription of controls.

2.52 In the Example Trust Organization type 2 report in Example 2 of
appendix A, the control objectives and controls along with the description of
the tests of operating effectiveness, are presented in the service organization's
section of the type 2 report. This is another method of presentation designed
to avoid repetition of the control objectives and controls in both the service
organization's section and the service auditor's section.

Other Matters

Engagements Involving Subservice Organizations
2.53 Additional guidance on the form and content of a type 1 or type 2

report for situations in which a service organization uses another service orga-
nization (a subservice organization) to perform certain aspects of the processing
performed for user organizations is presented in chapter 5, "Service Organiza-
tions That Use Other Service Organizations."

Certification of Computer Software
2.54 A type 2 report is not intended to be a certification that computer

software functions as designed or as asserted by the management of a service
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organization, but rather to provide information about the effectiveness of con-
trols, which may include controls over the functioning of software. This can
be illustrated by considering a situation in which a loan servicer uses a com-
puter program to calculate interest. A type 1 or type 2 report would describe
the controls that were designed to provide reasonable assurance that interest
is calculated in conformity with the description, and a type 2 report would also
provide information about the operating effectiveness of the controls that were
tested. Such controls may be manual in nature (for example, recalculation of
the interest accrual on a sample of loans) or automated (for example, controls
embedded in the computer programs or controls over changes to and execu-
tion of the programs). A service auditor would identify and test the manual or
automated controls to determine whether they provide reasonable assurance
that interest is calculated in conformity with the description. However, the ser-
vice auditor's report would not provide assurance that the software calculates
interest accurately.

AAG-SRV 2.54



P1: G.Shankar

ACPA090-03 ACPA090.cls May 20, 2009 6:44

Using Type 1 and Type 2 Reports 33

Chapter 3

Using Type 1 and Type 2 Reports
3.01 This chapter provides guidance to user auditors on how and whether to

use a given service auditor's report in an audit of a user organization's financial
statements. It supplements Statement on Auditing Standards (SAS) No. 70,
Service Organizations, as amended (AICPA, Professional Standards, vol. 1, AU
sec. 324), by describing factors a user auditor should consider when using a
type 1 or type 2 report to assess the risks of material misstatement of a user
organization's financial statements.

Considerations for Audits Performed in Accordance with PCAOB
Standards
AU section 324, Service Organizations (AICPA, PCAOB Standards and
Related Rules, PCAOB Standards, As Amended), and paragraphs B17–
B27 of appendix B, "Special Topics," of Public Company Accounting
Oversight Board (PCAOB) Auditing Standard No. 5, An Audit of In-
ternal Control Over Financial Reporting That Is Integrated with Any
Audit of Financial Statements (AICPA, PCAOB Standards and Related
Rules, Rules of the Board, "Standards"), regarding the use of service
organizations provides information for auditors of issuers.

Determining Whether to Use a Given Type 1 or
Type 2 Report

3.02 In determining whether to use a given type 1 or type 2 report to
assess the risks of material misstatement in a user organization's financial
statements, the user auditor should make inquiries about the service auditor's
professional reputation. Paragraph 18 of SAS No. 70, as amended, provides
additional guidance in this area.

3.03 A user auditor should determine whether a given type 1 or type 2 re-
port will meet his or her audit objectives. This topic is addressed in paragraph
19 of SAS No. 70, as amended. To make this determination, a user auditor may
supplement his or her understanding of the service auditor's procedures and
conclusions by discussing with the service auditor the scope and results of the
service auditor's work. Also, if the user auditor believes it is necessary, he or
she may contact the service organization, through the user organization, to re-
quest that the service auditor perform agreed-upon procedures at the service
organization, or the user auditor may perform such procedures. A service au-
ditor's report on a service organization's description of controls states whether
the description is fairly presented; however, the report alone does not provide a
user auditor with the understanding necessary to assess the risks of material
misstatement.

3.04 In order for a user auditor to obtain a sufficient understanding of
a user organization's internal control to assess the risks of material misstate-
ment, he or she should consider the information presented in the type 1 or type
2 report, along with information about the user organization, to determine
whether the user auditor has sufficient information to

• understand the aspects of the service organization's controls that
may affect the processing of the user organization's transactions;
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• understand the flow of significant transactions through the ser-
vice organization (the user auditor should use this information,
along with information obtained from the user organization, to
determine the points in the transaction flow where material mis-
statements in the user organization's financial statements could
occur);

• determine whether the control objectives are relevant to the user
organization's financial statement assertions; and

• determine whether the service organization's controls are suitably
designed to prevent or detect processing errors that could result in
material misstatements in the user organization's financial state-
ments and determine whether they have been implemented.

3.05 The user auditor also should determine whether the service orga-
nization's description is as of a date that is appropriate for the user auditor's
purposes.

3.06 For purposes of assessing control risk as low or moderate, as described
in paragraph 13 of SAS No. 70, as amended, a user auditor should determine
whether

• a type 2 report provides adequate evidence of the nature, timing,
extent, and results of the tests of operating effectiveness for the
user auditor to determine whether he or she may assess control
risk as low or moderate for relevant financial statement assertions
affected by the service organization's processing;

• the timing of the tests of operating effectiveness performed by the
service auditor is appropriate for the user auditor's objectives and
the period of reliance on those controls; and

• the service auditor's report identifies results of tests (exceptions
or other information) that could affect the user auditor's consider-
ations. (Exceptions noted by the service auditor or a report modi-
fication in the service auditor's report do not automatically mean
that the service auditor's report will not be useful in assessing the
risks of material misstatement of a user organization's financial
statements.)

3.07 If controls at a service organization are operating effectively, a user
auditor may be able to assess control risk as low or moderate for relevant fi-
nancial statement assertions affected by the service organization's service or
processing, and reduce the substantive procedures performed for those asser-
tions. Paragraph 14 of SAS No. 70, as amended, states that if the user auditor
plans to assess control risk as low or moderate, a user auditor should evalu-
ate the operating effectiveness of the relevant controls by obtaining a service
auditor's report that describes the results of the service auditor's test of those
controls. The user auditor also should consider whether the user organization
has implemented complementary controls that are contemplated in the design
of the service organization's controls and recommended in the service organiza-
tion's description of controls. To determine whether the assessment of control
risk may be reduced for relevant assertions affected by the service organiza-
tion's processing and whether the extent of substantive tests may be reduced,
a user auditor should not only read the service auditor's report on operating
effectiveness (the letter issued by the service auditor), but also should read and
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assess the testing performed and the results of the tests relevant to those asser-
tions. The user auditor should consider the quality and quantity of the evidence
provided by the report in determining whether it provides a sufficient basis for
assessing control risk as low or moderate for relevant financial statement as-
sertions. In no case should a user auditor consider only the service auditor's
report (the letter issued by the service auditor) as the basis for reducing control
risk as low or moderate.

3.08 If, after considering the user organization's internal control and other
available information, a user auditor determines that the information in a type
1 or type 2 report does not meet his or her objectives, the user auditor may
contact the service organization, through the user organization, to request that
the service auditor perform agreed-upon procedures at the service organiza-
tion, or the user auditor may perform such procedures. If the user auditor is
still unsuccessful in gaining sufficient information to assess the risks of mate-
rial misstatement, he or she should qualify his or her opinion on the financial
statements because of a scope limitation.1

Timing Considerations Related to Using a Service
Organization’s Description of Controls

3.09 A service organization's description of controls is as of a specified date
for both a type 1 and a type 2 report. Accordingly, the service auditor issues
a report on whether the description presents fairly, in all material respects,
the relevant aspects of the service organization's controls at a specified date.
Such information may be used to assess the risks of material misstatement of
a user organization's financial statements in the same way that an auditor's
understanding of internal control at a specified date is used to assess the risks
of material misstatement of the financial statements of an entity that does not
use a service organization.

3.10 A report on controls placed in operation that is as of a date outside
the reporting period of a user organization may be useful in providing a user
auditor with a preliminary understanding of the controls placed in operation
at the service organization if the report is supplemented by additional current
information from other sources. If the service organization's description is as
of a date that precedes the beginning of the period under audit, the user audi-
tor should consider updating the information in the description to determine
whether there have been any changes in the service organization's controls rel-
evant to the processing of the user organization's transactions. Procedures to
update the information in a service auditor's report may include

• discussions with user-organization personnel who would be in a
position to know about changes at the service organization;

• a review of current documentation and correspondence issued by
the service organization; and

• discussions with service-organization personnel or with the ser-
vice auditor.

1 Paragraph 13.02 of the AICPA Audit and Accounting Guide Employee Benefit Plans indicates
that historically the Department of Labor (DOL) has rejected Form 5500, "Internal Revenue Service
Annual Return/Report of Employee Benefit Plan," filings that contain either qualified opinions, ad-
verse opinions, or disclaimers of opinion other than those issued in connection with a limited scope
audit pursuant to 29 CFR 2520.103-8 or 12.
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3.11 If the user auditor determines that there have been significant
changes in the service organization's controls, the user auditor should attempt
to gain an understanding of the changes and consider the effect of the changes
on the audit.

The User Auditor’s Consideration of Tests of
Operating Effectiveness

3.12 As indicated in chapter 2, "Form and Content of Service Auditors'
Reports," a type 2 report includes a description of tests of the operating effec-
tiveness of certain controls that have been performed by the service auditor. If
the user auditor intends to assess control risk as low or moderate for relevant
financial statement assertions affected by the service organization's processing,
the user auditor should determine whether the controls tested by the service
auditor are relevant to the assertions in the user organization's financial state-
ments. For tests of controls that are relevant, the user auditor should consider
whether the nature, timing, extent, and results of the tests, in conjunction
with the service auditor's report on the operating effectiveness of the controls,
provide sufficient appropriate audit evidence to support the assessed level of
control risk.

3.13 In evaluating the tests of operating effectiveness, the user auditor
should keep in mind that the shorter the period covered by a specific test and
the longer the time elapsed since the performance of the test, the less support for
control risk reduction the test may provide. For example, a report on a six-month
testing period that covers only one or two months of the user organization's
financial reporting period offers less support for control risk reduction than a
report in which the testing covers six months of the user organization's financial
reporting period. If the service auditor's testing period is completely outside the
user organization's financial reporting period, the user auditor should not rely
on such tests as support for control risk reduction because they do not provide
current audit period evidence of the effectiveness of the controls, unless other
procedures such as those described in paragraphs .40–.45 of AU section 318,
Performing Audit Procedures in Response to Assessed Risks and Evaluating the
Audit Evidence Obtained (AICPA, Professional Standards, vol. 1).

Complementary Controls That May Be Required
at User Organizations

3.14 In certain circumstances, a service provided by the service organiza-
tion may be designed with the assumption that certain controls will be imple-
mented by the user organizations. For example, the service may be designed
with the assumption that the user organizations will have controls in place for
authorizing transactions before they are sent to the service organization for
processing. Paragraph 46 of SAS No. 70, as amended, states that if the service
auditor is aware of the need for such complementary user organization con-
trols, these should be delineated in the description of controls. The user auditor
should read the description of controls to determine whether complementary
user organization controls are required and whether they are relevant to the
service provided to that specific user organization. If they are relevant to the
user organization, the user auditor should consider such information in as-
sessing the risks of material misstatement. Chapter 4, "Performing a Service
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Auditor's Engagement," provides guidance to the service auditor when comple-
mentary user organization controls are required.

Significant Deficiencies and Material Weaknesses2

3.15 Significant deficiencies and material weaknesses are control deficien-
cies that come to the auditor's attention during a financial statement audit and
must be communicated to management and those charged with governance
in accordance with paragraph .20 of AU section 325, Communicating Internal
Control Related Matters Identified in an Audit (AICPA, Professional Standards,
vol. 1).* Paragraph .05 of AU section 325 states that a control deficiency exists
when the design or operation of a control does not allow management or em-
ployees, in the normal course of performing their assigned functions, to prevent
or detect misstatements on a timely basis. AU section 325 defines a significant
deficiency as a control deficiency, or combination of control deficiencies, that
adversely affects the entity's ability to initiate, authorize, record, process, or
report financial data reliably in accordance with generally accepted accounting
principles such that there is more than a remote likelihood that a misstatement
of the entity's financial statements that is more than inconsequential will not
be prevented or detected. A material weakness is a significant deficiency or com-
bination of significant deficiencies that results in more than a remote likelihood
that material misstatement of the financial statements will not be prevented
or detected. When reading a type 1 or type 2 report, a user auditor may become
aware of situations at the service organization that constitute significant defi-
ciencies or material weaknesses for the user organization. Such situations may
relate to the design or the operating effectiveness of the service organization's
controls. In such circumstances, the user auditor should consider the guidance
in AU section 325.

Uncorrected Errors at the Service Organization
3.16 In the course of providing its services, a service organization may

make errors that, if uncorrected, could affect one or more user organizations.

2 For issuers, the title of AU section 325, Communicating Internal Control Related Matters Iden-
tified in an Audit (AICPA, Professional Standards, vol. 1), was changed to AU section 325, Commu-
nications About Control Deficiencies in An Audit of Financial Statements (AICPA, PCAOB Standards
and Related Rules, PCAOB Standards, As Amended). For integrated audits, AU section 325 was super-
seded by paragraphs 207–214 of PCAOB Auditing Standard No. 2. For audits of financial statements
only, AU section 325 was amended by PCAOB Auditing Standard No. 2. Since that time, PCAOB
Auditing Standard No. 5, An Audit of Internal Control Over Financial Reporting That Is Integrated
with An Audit of Financial Statements (AICPA, PCAOB Standards and Related Rules, Rules of the
Board, "Standards"), has further amended AU section 325.

* Statement on Auditing Standards (SAS) No. 115, Communicating Internal Control Related
Matters Identified in an Audit (AICPA, Professional Standards, vol. 1, AU sec. 325), was issued in
October 2008. This standard supersedes SAS No. 112 (and revises the information in AU section 325A
[AICPA, Professional Standards, vol. 1]). SAS No. 115 revises the definition of material weakness and
significant deficiency. It also revises the list of deficiencies in internal control that are indicators of
material weaknesses and removes the list of deficiencies that ordinarily would be considered to be at
least a significant deficiency. A revised illustrative written communication is also included. SAS No.
115 is effective for audits of financial statements for periods ending on or after December 15, 2009.
Earlier implementation is permitted. The guidance in SAS No. 115 is not reflected in the text of this
guide; revisions for this guidance will be made in a subsequent edition of this guide.

Due to the issuance of SAS No. 115, the content of SAS No. 112 (in AU section 325) has been
moved to AU section 325A of Professional Standards until the effective date of SAS No. 115. This
guide references the "A" sections as appropriate because SAS No. 115 has not been incorporated into
this edition.
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Management of the service organization reports any uncorrected errors that
are other than clearly inconsequential to the affected user organizations.

3.17 In performing the audit of a user organization, the user auditor should
ask the user organization's management whether the service organization has
reported any uncorrected errors to the user organization and should evaluate
whether such errors will affect the nature, timing, and extent of his or her audit
procedures. In certain instances, the user auditor may need to obtain additional
information to make this evaluation and should consider contacting the service
organization and the service auditor to obtain the necessary information.
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Chapter 4

Performing a Service Auditor’s
Engagement

4.01 This chapter describes the responsibilities of the service organization
and the service auditor in a service auditor's engagement. It also describes the
procedures that should be performed in a service auditor's engagement and pro-
vides detailed reporting guidance for various situations that might arise in a
type 1 or type 2 engagement.

4.02 A service auditor's engagement consists of examining the service
organization's description of controls to determine whether

• it presents fairly, in all material respects, the relevant aspects of
the service organization's controls that had been placed in opera-
tion as of a specified date; and

• the controls were suitably designed to provide reasonable assur-
ance that the specified control objectives would be achieved if those
controls were complied with satisfactorily.

4.03 In a type 2 engagement, the service auditor examines the service or-
ganization's description to achieve the two objectives described in the previous
paragraph and also performs tests of certain controls to determine whether
they were operating with sufficient effectiveness to provide reasonable, but not
absolute, assurance that the related control objectives were achieved during
the period specified.

4.04 Paragraphs 22–56 of Statement on Auditing Standards (SAS) No.
70, Service Organizations, as amended (AICPA, Professional Standards, vol. 1,
AU sec. 324), describes the responsibilities of service auditors in reporting on
controls placed in operation (type 1 engagements) and in reporting on controls
placed in operation and tests of operating effectiveness (type 2 engagements).

Responsibilities of the Service Organization
4.05 In a service auditor's engagement, the service organization and the

service auditor each have specific responsibilities. The service organization is
responsible for preparing the description of controls. The service auditor may
assist the service organization in preparing the description; however, the repre-
sentations in the description are the responsibility of the service organization's
management.

4.06 The service organization is responsible for determining which ser-
vices, business units, functional areas, or applications the service auditor will be
engaged to report on, and for providing this information in its description. The
service organization is responsible for the completeness, accuracy, and method
of presentation of the description of controls, and is also responsible for speci-
fying the control objectives, unless they are established by a third party.

4.07 As described in paragraph 2.19 of this guide, the service organiza-
tion also is responsible for describing any changes in controls since the later
of the date of the last report or within the last 12 months. If the service audi-
tor identifies any deficiencies in controls or changes in controls that have not
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been included in the service organization's description, or identifies other con-
ditions that represent a significant deficiency in the design or operation of the
service organization's controls, these changes or conditions should be disclosed
as described in paragraphs 4.107 and 4.109 of this guide.

4.08 The service organization determines whether the service auditor will
perform a type 1 or type 2 engagement. In a type 2 engagement, the service
organization specifies which control objectives will be tested for operating ef-
fectiveness and may engage a service auditor to test all of the control objectives
identified in the description or a subset of the control objectives. Other respon-
sibilities of the service organization include the following:

• Providing the service auditor with access to appropriate service
organization resources, such as service organization personnel,
systems documentation, contracts, and minutes of oversight com-
mittee meetings

• Disclosing to the service auditor any significant changes in con-
trols that have occurred since the service organization's last ex-
amination, or within the last 12 months if the service organization
has not previously issued a service auditor's report

• Disclosing to the service auditor and the affected user organiza-
tions any illegal acts, fraud, or uncorrected errors attributable to
the service organization's management or employees that may af-
fect one or more user organizations

• Disclosing to the service auditor any relevant design deficiencies
in controls of which it is aware, including those for which manage-
ment believes the cost of corrective action may exceed the benefits

• In a type 2 engagement, disclosing to the service auditor all in-
stances of which it is aware when controls have not operated with
sufficient effectiveness to achieve the specified control objectives

• Providing the service auditor with a letter of representations

4.09 The service organization should ensure that the description provides
sufficient information, within the scope of the examination, for user auditors
to obtain an understanding of the service organization's controls that may be
relevant to the internal control of the user organizations. Chapter 2, "Form
and Content of Service Auditors' Reports," provides guidance on the form and
content of the service organization's description of controls.

Responsibilities of the Service Auditor

Procedures to Report on the Fairness of the Presentation of the
Service Organization’s Description of Controls

4.10 The service auditor should read the description of controls to gain an
understanding of the representations made by management in the description.
After reading the description, the service auditor should perform procedures to
determine whether the description presents fairly, in all material respects, the
relevant aspects of the service organization's controls that had been placed in
operation. Service organization controls are considered relevant to user orga-
nizations if they represent or affect a user organization's internal control as it
relates to an audit of financial statements. Service organization controls may
represent or affect a user organization's control environment, risk assessment,
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control activities, information and communication, or monitoring components
of internal control. The term placed in operation means that the controls have
been implemented or put into practice, as opposed to existing only on paper.
Placed in operation does not imply that the controls are suitably designed or
operating with sufficient effectiveness to achieve control objectives.

4.11 To determine whether the description is fairly presented, the service
auditor should gain an understanding of the service provided by the service
organization. Procedures to gain this understanding may include the following:

• Discussion with management and other service organization per-
sonnel

• Review of standard contracts with user organizations to gain an
understanding of the service organization's contractual obliga-
tions

• Observation of the procedures performed by service organization
personnel

• Review of service organization policy and procedure manuals and
other systems documentation, for example, flowcharts and narra-
tives

• Walk-through of selected transactions and controls

• Determining who the user organizations are and how the services
provided by the service organization are likely to affect the user
organizations, for example, the predominant type(s) of user orga-
nizations, and whether user organizations are regulated by gov-
ernmental agencies

4.12 The service auditor should then compare his or her understanding
of the service provided to user organizations with representations in the de-
scription to determine whether the service organization's description is fairly
stated. The description is considered fairly stated if it describes controls in a
manner that does not omit or distort information that may affect user auditors'
decisions in assessing the risks of material misstatement of the user organiza-
tions' financial statements.

4.13 The service auditor should determine whether the description ad-
dresses all of the major aspects of the processing (within the scope of the engage-
ment) that may be relevant to user auditors in assessing the risks of material
misstatement. There may be aspects of the services performed by the service
organization that the user organizations may assume are within the scope of
the engagement that may or may not be included in the scope of the engage-
ment. For example, a service organization may have formal or informal controls
related to the conversion of new user organizations to the service organization's
systems. The service organization's description may not include a description
of its controls related to the conversion of new user organizations to the ser-
vice organization's systems because the service organization may consider such
controls to be outside the normal processing services provided to user organi-
zations, and outside the scope of the engagement. To avoid misunderstanding
by readers of the description, it may be desirable to state whether the descrip-
tion covers controls related to the conversion of new user organizations to the
service organization's systems.

4.14 The service auditor also should determine whether the description ob-
jectively describes what is taking place at the service organization and whether
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it contains significant omissions or inaccuracies. The description should not
state or imply that controls are being performed if they are not. This can be
exemplified by considering a situation in which a service organization provides
two different loan processing applications: application A, for which the ser-
vice organization maintains independent totals and performs reconciliations of
transactions processed, and application B, for which such totals are not main-
tained and for which reconciliations are not performed. The service organi-
zation's description should clearly indicate the application(s) that are being
described. If both applications are being described, the description should in-
dicate the different levels of service provided. For the description to be fairly
stated, the service organization should state that independent totals and rec-
onciliations are performed for application A and should not state or imply that
they are performed for application B.

4.15 If the service organization's description omits or misstates informa-
tion that is within the scope of the engagement and that the service auditor
believes user auditors would need to assess the risks of material misstatement,
the service auditor should discuss the matter with management of the service
organization and may ask management to amend the description. If manage-
ment does not amend the description by including the omitted information or
correcting the misstated information, the service auditor should consider issu-
ing a qualified or adverse opinion on whether the service organization's descrip-
tion of controls presents fairly, in all material respects, the relevant aspects of
the service organization's controls. In such circumstances, the service auditor
should add an explanatory paragraph to the service auditor's report, preced-
ing the opinion paragraph (the first opinion paragraph in a type 2 report). An
example of such a paragraph follows:

The accompanying description states that Example Service Organi-
zation maintains independent totals and performs reconciliations of
transactions processed. Inquiries of staff personnel and inspection of
activities indicate that such procedures are applied in application A
but are not applied in application B.

4.16 In addition, the first sentence of the opinion paragraph (the first
opinion paragraph in a type 2 report) would be modified as follows:

In our opinion, except for the matter referred to in the preceding para-
graph, the accompanying description of the aforementioned applica-
tions presents fairly, in all material respects, the relevant aspects of
Example Service Organization's controls that had been placed in op-
eration as of December 31, 20XX.

4.17 For the description to be considered fairly presented, it should con-
tain a complete set of control objectives. Paragraphs 35 and 50 of SAS No. 70,
as amended, state that control objectives may be designated by the service or-
ganization or by outside parties, such as regulatory authorities, a user group,
or others. Paragraphs 35 and 50 of SAS No. 70, as amended, state that when
the control objectives are not established by outside parties, the service auditor
should be satisfied that the control objectives, as set forth by the service orga-
nization, are reasonable in the circumstances and consistent with the service
organization's contractual obligations. A complete and reasonable set of con-
trol objectives is intended to provide user auditors with a basis for determining
the effect of the service organization's controls on user organizations' relevant
financial statement assertions.
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4.18 To enable the service auditor to identify the kinds of user-organization

relevant financial statement assertions that are likely to be affected by the con-
trols at the service organization, the service auditor should obtain a general
understanding of the nature of the user organizations and how they use the
services provided. The service auditor should determine whether the control
objectives specified by the service organization relate to such assertions. The
service auditor cannot, however, be aware of all of the relevant assertions in
user organizations' financial statements that might be affected by the service
organization's controls or how those controls might affect the financial state-
ment assertions of each user organization. Chapter 2 contains examples of how
a service organization's control objectives might relate to a user organization's
relevant financial statement assertions.

4.19 If the service auditor determines that the control objectives are not
complete and reasonable in the circumstances, he or she should discuss the mat-
ter with the service organization's management and request that management
amend the description by adding the appropriate control objective(s). If the ser-
vice organization's management does not amend the description to include the
recommended control objective(s), the service auditor should add an explana-
tory paragraph to the service auditor's report identifying the omitted control
objective(s). For example, if a service organization provides loan servicing to
financial institutions and asserts that loan payments received are completely
and accurately recorded, the control objective could be described as follows:

Controls provide reasonable assurance that loan payments received
from user organizations are completely and accurately recorded.

4.20 The following is an example of an explanatory paragraph that should
be inserted before the opinion paragraph of the service auditor's report (the first
opinion paragraph in a type 2 report) if the control objectives are incomplete:

The accompanying description of controls does not include a control ob-
jective related to the complete and accurate recording of loan payments
received by Example Service Organization. We believe that this con-
trol objective and the related controls that might achieve this control
objective should be specified in the Service Organization's description
of controls because they are relevant to user organizations.

4.21 Paragraphs 39 and 55 of SAS No. 70, as amended, state that in ad-
dition, the first sentence of the opinion paragraph (the first opinion paragraph
in a type 2 report) should be modified as follows:

In our opinion, except for the matter referred to in the preceding para-
graph, the accompanying description of the aforementioned applica-
tion presents fairly, in all material respects, the relevant aspects of
Example Service Organization's controls that had been placed in op-
eration as of December 31, 20XX.

4.22 Depending on the severity of the omission, the service auditor may
consider issuing an adverse opinion on whether the service organization's de-
scription of controls presents fairly, in all material respects, the relevant aspects
of the service organization's controls. In such circumstances, the first sentence
of the opinion paragraph of the service auditor's report (the first opinion para-
graph in a type 2 report) should be modified as follows:

In our opinion, because of the omission discussed in the preced-
ing paragraph, the accompanying description of the aforementioned
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application does not present fairly, in all material respects, the rele-
vant aspects of Example Service Organization's controls that had been
placed in operation as of December 31, 20XX.

4.23 Although the service auditor may qualify his or her opinion on the
fairness of the presentation of the description of controls, the omission would not
necessarily affect the service auditor's opinion on the suitability of the design
or operating effectiveness of the controls because those opinions relate only to
control objectives that are included in the service organization's description.
The service auditor cannot report or comment on the suitability of the design
or operating effectiveness of controls intended to achieve control objectives that
are not included in the service organization's description of controls. The service
auditor is not responsible for identifying or testing the controls that might
achieve the omitted control objective(s).

4.24 The service auditor should determine whether the control objectives
are objectively stated so that individuals having competence in and using the
same or similar measurement criteria would arrive at reasonably similar con-
clusions about the possible achievement of the control objectives. For example,
the following control objective ordinarily would be too subjective for evaluation:

Controls affecting physical access to computer equipment, storage me-
dia, and program documentation are adequate.

4.25 This control objective could be reworded as follows to meet the objec-
tivity criteria described earlier:

Controls provide reasonable assurance that physical access to com-
puter equipment, storage media, and program documentation is lim-
ited to properly authorized individuals.

4.26 If the service auditor determines that the control objectives do not
meet the objectivity criteria described earlier, the service auditor should ask the
service organization's management to reword the control objectives. If manage-
ment of the service organization does not reword the control objectives, the ser-
vice auditor should consider modifying his or her opinion on whether the service
organization's description of controls presents fairly, in all material respects,
the relevant aspects of the service organization's controls.

4.27 In some situations, the service organization may include objectives
that would not be considered relevant to user auditors for the purpose of as-
sessing the risks of material misstatement, such as objectives addressing the
efficiency of the service organization's operations or its plans for the future.
If such objectives are not relevant and cannot be objectively measured, they
should be moved to the section of a type 1 or type 2 report entitled "Other Infor-
mation Provided by the Service Organization" and be excluded from the scope
of the service auditor's examination. Reporting guidance for such situations
is presented later in this chapter under the heading "Elements of the Ser-
vice Organization's Description That Are Not Covered by the Service Auditor's
Report."

4.28 In certain circumstances, the control objectives may be specified by
an outside party, such as a regulatory agency or a user group. In these situ-
ations, the service auditor need not determine whether the control objectives
are reasonable in the circumstances, consistent with the service organization's
contractual obligations, and relevant to the user organizations' relevant finan-
cial statement assertions. If the control objectives are established by an outside
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party, the service auditor's responsibility is to determine whether the control
objectives in the description conform to those specified by the outside party.

Procedures to Report on the Suitability of Design of Controls
to Achieve Specified Control Objectives

4.29 From the viewpoint of a user auditor, a control is suitably designed
if individually, or in combination with other controls, it is likely to prevent
or detect material misstatements in relevant financial statement assertions
related to material classes of transactions, account balances, or disclosures.
From the viewpoint of a service auditor in the context of a service auditor's
engagement, a control is suitably designed if individually, or in combination
with other controls, it is likely to prevent or detect errors that could result in the
nonachievement of specified control objectives when the described controls are
complied with satisfactorily. Paragraphs 34 and 49 of SAS No. 70, as amended,
state that for the service auditor to express an opinion on whether the controls
were suitably designed to achieve specified control objectives, it is necessary
that

• the service organization identify and appropriately describe such
control objectives and the relevant controls;

• the service auditor consider the linkage of the controls to the stated
control objectives; and

• the service auditor obtain sufficient evidence to reach an opinion.

Paragraph 27 of SAS No. 70, as amended, states that evidence of whether con-
trols have been placed in operation is ordinarily obtained through previous ex-
perience with the service organization and through procedures such as inquiry
of appropriate management, supervisory, and staff personnel; inspection of ser-
vice organization documents and records; and observation of service organiza-
tion activities and operations. Also, paragraph 25 of SAS No. 70, as amended,
states that the information necessary for a report on controls placed in operation
ordinarily is obtained through discussions with appropriate service organiza-
tion personnel and through reference to various forms of documentation, such
as system flowcharts and narratives.

4.30 After performing procedures such as those mentioned previously, a
service auditor may conclude that the controls are not suitably designed to
achieve specified control objectives. For example, a service organization may
identify the reconciliation of input to output as a control designed to achieve the
control objective that all output is complete and accurate, but the organization
may not have a control requiring follow-up of reconciling items and independent
review of the reconciliations. The service auditor should consider this design
deficiency in his or her overall assessment of the controls designed to achieve
the control objective that all output is complete and accurate. The following
is an example of an explanatory paragraph that may be added to the service
auditor's report, preceding the opinion paragraph (the first opinion paragraph
in a type 2 report) if the service auditor determines that controls are not suitably
designed to achieve a specified control objective:

As discussed in the accompanying description, Example Service Orga-
nization reconciles the listing of loan payments received with the out-
put generated. The reconciliation procedures, however, do not include a
control for follow-up on reconciling items and for independent review
and approval of the reconciliations. These deficiencies result in the
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controls not being suitably designed to achieve the control objective,
"Controls provide reasonable assurance that all output is complete and
accurate."

4.31 In such a situation, the opinion paragraph of the service auditor's
report (the first opinion paragraph in a type 2 report) should be modified as
follows:

In our opinion, the accompanying description of the aforementioned
application presents fairly, in all material respects, the relevant as-
pects of Example Service Organization's controls that had been placed
in operation as of December 31, 20XX. Also, in our opinion, except for
the matter described in the preceding paragraph, the controls, as de-
scribed, are suitably designed to provide reasonable assurance that the
specified control objectives would be achieved if the described controls
were complied with satisfactorily.

Procedures to Report on the Operating Effectiveness of Controls
to Achieve Specified Control Objectives

4.32 In a type 2 engagement, the service auditor performs tests of con-
trols to determine whether they were operating with sufficient effectiveness to
achieve the related control objectives during a specified period. Operating ef-
fectiveness is concerned with obtaining audit evidence about how controls were
applied at relevant times during the period under audit, the consistency with
which they were applied, and by whom or by what means they were applied.
As previously stated, the service organization specifies which control objectives
will be tested and the service auditor determines which controls are necessary
to achieve the control objectives specified by management. The service auditor
may conclude that all or only a portion of the controls identified by management
are necessary to achieve a control objective. The service auditor also determines
the nature, timing, and extent of the tests to be performed to express his or her
opinion on the operating effectiveness of the controls.

4.33 Procedures to test the operating effectiveness of the controls may
include the following procedures, or a combination thereof:

• Inquiry of appropriate service organization personnel

• Inspection of documents, reports, or electronic files, indicating per-
formance of the control

• Observation of the application of the control

• Reperformance of the control

4.34 Some tests of controls provide more convincing evidence of the operat-
ing effectiveness of the controls than others do. Audit evidence obtained directly
by the service auditor, such as through observation, provides greater assurance
than audit evidence obtained indirectly or by inference, such as through inquiry.
However, a control that is being observed might not be performed in the same
manner when the auditor is not present. Also, inquiry alone generally will not
provide sufficient audit evidence to support a conclusion about the operating
effectiveness of a specific control.

4.35 Controls at a service organization invariably include aspects of a
user organizations' information and communication systems maintained by the
service organization, and may include one or more of the other components of
internal control at the service organization related to the services provided to
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user entities. The service organization's control environment, risk assessment,
and monitoring related to the service provided to user entities may enhance,
or mitigate, the effectiveness of specific controls. As relevant aspects of the
control environment, risk assessment, and monitoring are judged to be less
effective, more evidence of the operating effectiveness of the controls should be
gathered to determine whether a control objective has been achieved. In some
cases, deficiencies may be so pervasive that the service auditor will need to
modify his or her opinion on the achievement of one or more control objectives.
In a type 2 report, a service auditor may include a description of the nature,
timing, and extent of the tests of the relevant aspects of the control environment,
risk assessment, and monitoring in the section of the report that describes
the service auditor's tests and results. Chapter 2 provides guidance on the
features of a service organization's control environment, risk assessment, and
monitoring that may affect the services provided to user organizations.

4.36 The nature, timing, and extent of the tests of operating effectiveness
also are affected by the period covered by the report. Paragraph 53 of SAS No.
70, as amended, states that tests of operating effectiveness should be applied
to controls in effect throughout the period covered by the report. Paragraph 53
of SAS No. 70, as amended, further states that to be useful to user auditors,
the report ordinarily should cover a minimum reporting period of six months. If
the service auditor is engaged to report on a period of less than six months, he
or she may describe the reasons for the shorter period in the service auditor's
section of the report. Circumstances that might necessitate a report covering a
period of less than six months include

• engagement of the service auditor close to the report issuance date
in a situation where certain controls can be tested only through
observation;

• a service organization, system, or application that has been in
operation for less than six months; and

• significant system changes have occurred and it is not practicable
either to (a) wait six months before issuing a report or (b) issue a
report covering both the system before and after the changes.

4.37 Certain controls may not leave documentary evidence that can be
tested at a later date. A service auditor may need to test the operating effec-
tiveness of such controls at various times throughout the reporting period.

4.38 Situations may arise in which the service auditor's tests of operating
effectiveness do not cover the same period for all control objectives. In such
cases, the service auditor's report should disclose the applicable test periods.

4.39 Evidence from prior service auditor's engagements may also affect the
nature, timing, and extent of the tests of operating effectiveness. To provide a
basis for a reduction in testing, such audit evidence should be supplemented
with audit evidence obtained during the current period to support the service
auditor's conclusion that the relevant controls were operating effectively. Deci-
sions about the degree of assurance that may be obtained from prior engage-
ment evidence and about the additional audit evidence needed in the current
period are affected by considerations such as the following:

• Conditions that could affect the operating effectiveness of the con-
trols, such as
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— a change in the nature of the transactions being pro-
cessed;

— an increase in the volume of the transactions being pro-
cessed;

— an increase in the number of changes made to the proce-
dures, the system, or the computer programs;

— an increase in the number of user organizations;

— a change in management's attitude or a reduction in su-
pervision;

— high turnover of employees; and

— an increase in the responsibilities or workloads of em-
ployees.

• The effects of related controls and relevant aspects of the control
environment, risk assessment, and monitoring that reinforce the
continuing operating effectiveness of controls, such as

— the existence of documented procedures manuals;

— close management supervision, including frequent com-
munication and responsibility reporting;

— periodic reviews by internal auditors; and

— effective general computer controls, such as program
change controls.

4.40 The service auditor should determine whether there were changes
in the controls subsequent to the previous engagement and should gather in-
formation about the nature and extent of such changes. If such changes are
relatively minor, audit evidence obtained in prior audits may provide evidence
for the current engagement and may consequently reduce, but not eliminate,
the need for additional evidence in the current period. Conversely, changes may
be so significant that audit evidence obtained in prior engagements may provide
limited or no evidence of operating effectiveness for the current engagement.

4.41 Paragraphs .23–.49 of AU section 318, Performing Audit Procedures
in Response to Assessed Risks and Evaluating the Audit Evidence Obtained
(AICPA, Professional Standards, vol. 1), provides requirements and guidance
on the nature, timing, and extent of tests of controls. AU section 350, Audit
Sampling (AICPA, Professional Standards, vol. 1), provides requirements and
guidance when sampling is used in performing tests of operating effectiveness.

Describing Tests of Operating Effectiveness and the
Results of Those Tests

4.42 Paragraph 44(f) of SAS No. 70, as amended, specifies the elements
that should be included in a description of tests of operating effectiveness. It
states in part

The description should include the controls that were tested, the con-
trol objectives the controls were intended to achieve, the tests applied,
and the results of the tests. The description should include an indica-
tion of the nature, timing, and extent of the tests, as well as sufficient
detail to enable user auditors to determine the effect of such tests on
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user auditors' assessments of control risk. To the extent that the ser-
vice auditor identified causative factors for exceptions, determined the
current status of corrective actions, or obtained other relevant quali-
tative information about exceptions noted, such information should be
provided.

4.43 Interpretation No. 1, "Describing Tests of Operating Effectiveness
and the Results of Such Tests," of SAS No. 70, as amended (AICPA, Professional
Standards, vol. 1, AU sec. 9324 par. .01–.03), indicates that in all cases, for each
control objective tested, the description of tests of operating effectiveness should
include all of the elements listed in paragraph 44 of SAS No. 70, as amended,
whether or not the service auditor concludes that the control objective has
been achieved. The description should provide sufficient information to enable
user auditors to assess control risk for relevant financial statement assertions
affected by the service organization. The description need not be a duplication
of the service auditor's detailed audit program, which in some cases would make
the report too voluminous for user auditors and would provide more than the
required level of detail.

4.44 The interpretation also indicates that in describing the nature, tim-
ing, and extent of the tests applied, the service auditor also should indicate
whether the items tested represent a sample or all of the items in the popu-
lation, but need not indicate the size of the population, except as noted in the
following list. In describing the results of the tests, the service auditor should
include exceptions and other information that in the service auditor's judg-
ment could be relevant to user auditors. Such exceptions and other information
should be included for each control objective, whether or not the service auditor
concludes that the control objective has been achieved. When exceptions that
could be relevant to user auditors are noted, the description also should include
the following information:

• The size of the sample, when sampling has been used

• The number of exceptions noted

• The nature of the exceptions

4.45 Paragraph 44(f ) of SAS No. 70, as amended, states that to the extent
that the service auditor identified causative factors for exceptions, determined
the current status of corrective actions, or obtained other relevant qualitative
information about exceptions noted, such information should be provided.

4.46 If no exceptions or other information that could be relevant to user
auditors are identified by the tests, the service auditor should indicate that
finding with remarks such as "no relevant exceptions noted."

Examples of Descriptions of Tests of Operating Effectiveness
and the Results of Those Tests

4.47 The following examples illustrate situations in which a service au-
ditor performs tests of the operating effectiveness of controls, evaluates the
results of the tests, and determines what information to include in the de-
scription of the results of tests. In each situation, the rationale used by the
service auditor in determining what information to include in the description
of the results of tests is presented. It is assumed that in each situation other
relevant controls and tests of operating effectiveness also would be described.
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As in all aspects of the engagement, a service auditor should use his or her
judgment in determining what information to include in the results of tests.

4.48 In examples 1–2 that follow, the service auditor is performing tests
of the operating effectiveness of controls at a bank trust organization. Some of
the services performed by the trust organization include purchasing and selling
securities for user organizations upon their specific authorization, recording
such transactions, and maintaining book-entry records of the securities owned
by the user organizations.

Example 1
4.49 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that purchases of securities are authorized.

4.50 Control described by the service organization for this objective. Secu-
rities are purchased for user organizations only after the service organization
receives a security purchase authorization form signed by an employee of the
user organization who has been specifically designated by the user organization
to authorize purchases.

4.51 Tests of operating effectiveness performed by the service auditor. The
service auditor inspected a sample of n1 security purchase authorization forms
for an appropriate user employee signature.

4.52 Results of tests. One of the n security purchase authorization forms
did not have an appropriate user employee signature.

4.53 Reporting test results. The service auditor concluded that user or-
ganizations and user auditors may be relying on the operating effectiveness
of the control that requires appropriate user employee signatures on security
purchase authorization forms to ensure that purchases of securities are prop-
erly authorized by the user organizations. The service auditor also concluded
that information about the potential for unauthorized security purchases could
be relevant to user auditors' assessments of control risk; accordingly, the ser-
vice auditor concluded that this information would be included in the results
of tests.

Example 2
4.54 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that purchases of securities are authorized.

4.55 Controls described by the service organization for this objective. Secu-
rities are purchased for user organizations only after the service organization
receives authorization from the user organization. The service organization
obtains such authorization through one of the following procedures: (1) receiv-
ing a security purchase authorization form signed by an employee of the user
organization who has been designated by the user organization to authorize
purchases or (2) if a form is submitted without an appropriate authorizing sig-
nature, performing a callback procedure in which a telephone call is placed
to a specifically designated user employee to obtain verbal authorization, and
maintaining a record, such as a tape recording, of such authorization.

1 The sample size in each of the examples in this section is denoted by the letter n. Actual sample
sizes would be determined by the service auditor.
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4.56 Tests of operating effectiveness performed by the service auditor. The

service auditor inspected a sample of n security purchase authorization forms
for evidence of an appropriate user employee signature.

4.57 Results of tests. One of the n security purchase authorization forms
did not have an appropriate user signature. For the form without the signature,
the service auditor inspected the callback documentation and determined that
the callback procedure had been performed.

4.58 Reporting test results. The service auditor concluded that the results
of tests did not constitute an exception. Although the user signature was miss-
ing from one of the security purchase authorization forms, the callback pro-
cedure identified in the service organization's description had been performed.
The results of the tests performed provided evidence that the identified controls
were operating effectively to ensure that an appropriately authorized employee
of the user organization had authorized the purchase. Unlike the situation de-
scribed in example 1, the missing signature does not constitute an exception
in this case because (1) the control described is to obtain a signature or, in the
absence of a signature, to perform the callback procedure and (2) the callback
procedure was performed and documented.

4.59 The service auditor also considered whether it would be relevant
to user auditors that one of the n items tested was authorized by a callback
procedure rather than a signature. The service auditor concluded that this
information would not be relevant to user auditors; accordingly, the service au-
ditor concluded that the information about the missing signature would not be
included in the results of tests. If the service auditor had concluded that the
number of items tested for which signatures were missing and callback proce-
dures had been performed could have been relevant to user auditors, the service
auditor would have reported such information in the results of tests.

4.60 In examples 3–4, the service auditor is performing tests of the op-
erating effectiveness of controls at a data processing service organization that
processes transactions for user organizations.

Example 3
4.61 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that changes to application software are authorized,
tested, and approved.

4.62 Control described by the service organization for this objective. The
programming manager is required to sign (1) a program change form to autho-
rize the change, and (2) the results of testing to indicate that the change has
been made as authorized.

4.63 Tests of operating effectiveness performed by the service auditor. For a
sample of n program changes, the service auditor inspected the related pro-
gram change forms and results of testing for the programming manager's
signature.

4.64 Results of tests. For one of the n changes, the programming manager's
signature was missing from the program change form but was present on the
results of testing.

4.65 Reporting test results. The service auditor concluded that the pro-
gramming manager's signature on the results of testing provided evidence that
the programming manager had also authorized the change. The service auditor
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concluded that the absence of the programming manager's signature on the
program change form would not be relevant to user auditors; accordingly, the
service auditor concluded that information about the missing signature would
not be included in the results of tests.

Example 4
4.66 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that changes to application software are authorized,
tested, and approved.

4.67 Control described by the service organization for this objective. The
programming manager is required to sign (1) the program change form to au-
thorize the change and (2) the results of testing to indicate that the change has
been made as authorized.

4.68 Tests of operating effectiveness performed by the service auditor. For a
sample of n program changes, the service auditor inspected the related program
change forms and results of testing for the programming manager's signatures.

4.69 Results of tests. For one of the n changes, the programming manager's
signature was missing from the results of testing. The programming manager's
signature was present on all program change forms.

4.70 Reporting test results. The service auditor concluded that the absence
of the programming manager's signature on the results of testing could result in
an increased risk that an authorized change could be incorrectly made. Because
this could affect user auditors' assessments of control risk for assertions affected
by the computer processing, the service auditor concluded that information
about the missing signature would be included in the results of tests.

4.71 In examples 5–6, the service auditor is performing tests of the op-
erating effectiveness of controls that prevent unauthorized access to programs
and data at a data processing service organization.

Example 5
4.72 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that access to programs and data is restricted to
appropriately authorized individuals.

4.73 Control described by the service organization for this objective. The
service organization uses software to control access to programs and data. User
organizations provide the service organization with an appropriately signed
form to change a user employee's access to the system. The service organiza-
tion makes the change within one business day of notification from the user
organization.

4.74 User control considerations. User organizations are responsible for
notifying the service organization when there is a need to change a user em-
ployee's access privileges.

4.75 Tests of operating effectiveness performed by the service auditor. The
service auditor inspected a sample of n forms requesting termination of user
access for specified employees to determine whether and when access for those
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employees had been terminated. The service auditor also inspected customer
service logs of user organization complaints.

4.76 Results of tests. Of the n forms tested, one user employee retained
access to the system for four business days after the request for termination of
access had been received.

4.77 Reporting test results. The significance of this exception could be eval-
uated by user auditors only in the context of other factors at the user organiza-
tion, for example, the number of employees with access to the system for whom
access had been terminated, the reasons for termination of access, the nature
of the employees' access, and the existence of other relevant controls at the user
organizations. Accordingly, the service auditor concluded that this information
would be included in the results of tests.

Example 6
4.78 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that access to programs and data is restricted to
appropriately authorized individuals.

4.79 Control described by the service organization for this objective. The
service organization uses software to control access to programs and data. User
organizations provide the service organization with an appropriately signed
form to change a user employee's access to the system. The service organiza-
tion makes the change within one business day of notification from the user
organization.

4.80 User control considerations. User organizations are responsible for
notifying the service organization when there is a need to change a user em-
ployee's access privileges.

4.81 Tests of operating effectiveness performed by the service auditor. The
service auditor inspected a sample of n forms requesting termination of user
access for specified employees to determine whether and when the employees'
access to the system had been terminated. The service auditor also inspected
customer service logs of user organization complaints.

4.82 Results of tests. The service auditor noted three instances when user
organizations complained that their employees' access had not been terminated
within one business day of the employees' termination. The service auditor
inspected the requests to change user employee access forms for these instances
and determined that the user organizations had submitted the requests from
one to three weeks after the employees had been terminated. Correspondence
indicated that the service organization had discussed these instances with the
affected user organizations.

4.83 Reporting test results. The service auditor concluded that the in-
stances noted resulted from the user organizations' failures to properly exe-
cute controls that were their responsibility (as described in the user control
considerations section of the description of controls), and were not exceptions
in the service organization's application of controls. Because the description of
controls clearly indicates the user organizations' responsibilities, and because
the items noted had been communicated to the affected user organizations,
the service auditor concluded that information about the complaints of delayed
termination of employees' access to the system would not be included in the
results of tests. If, after considering the specific facts and circumstances in the
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situation, the service auditor concluded that information about the user orga-
nizations' complaints of delayed termination of employee access to the system
could be relevant to user auditors, that information would be included in the
results of tests.

4.84 In examples 7–8, the service auditor is performing tests of the op-
erating effectiveness of controls at a trust organization. One of the services
performed by the trust organization is recording transactions for user organi-
zations.

Example 7
4.85 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that security purchase and sale transactions are
recorded at the appropriate amounts and in the appropriate periods.

4.86 Control described by the service organization for this objective. Recon-
ciliations are performed daily and reconciling items are identified and resolved
within 10 days and before the issuance of customer statements.

4.87 Tests of operating effectiveness performed by the service auditor. The
service auditor inspected a sample of n reconciliations covering the test period.

4.88 Results of tests. Reconciliations are performed daily and reconciling
items are identified and resolved within 10 days and before the issuance of
customer statements. Reconciling items for the reconciliations inspected ap-
peared to result from normal processing and ranged from a few cents to several
thousand dollars.

4.89 Reporting test results. The service auditor concluded that the results
of tests provide evidence that the identified controls were operating effectively.
The service auditor also concluded that the reconciling items in the reconcilia-
tions inspected resulted from normal processing and were being appropriately
identified and resolved. Accordingly, the service auditor indicated that no ex-
ceptions had been noted in the tests of operating effectiveness. If the service au-
ditor had concluded that information about the reconciling items or the results
of tests could be relevant to user auditors, that information would be included in
the description of tests of operating effectiveness. For example, the service auditor
might wish to communicate that the number and age of the reconciling items ap-
peared reasonable and within the service organization's guidelines. (The sample
service auditor's report for Example Trust Organization, presented in example
2 of appendix A, illustrates this point.)

Example 8
4.90 Control objective specified by the service organization. Controls pro-

vide reasonable assurance that security purchase and sale transactions are
recorded at the appropriate amounts and in the appropriate periods.

4.91 Controls described by the service organization for this objective. Recon-
ciliations are performed daily and reconciling items are identified and resolved
within 10 days and before the issuance of customer statements.

4.92 Tests of operating effectiveness performed by the service auditor. The
service auditor inspected a sample of n reconciliations covering the test period.

4.93 Results of tests. Reconciling items ranged from a few cents to sev-
eral thousand dollars. Reconciling items were identified timely but were not
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always resolved within the 10-day period and before the issuance of customer
statements.

4.94 Reporting test results. The service auditor concluded that the service
organization's failure to consistently resolve all reconciling items within the
required period could affect user auditors' assessments of whether transactions
are completely and accurately reflected in customers' statements. Accordingly,
the service auditor concluded that this information would be included in the
results of tests.

Reporting When Controls Are Not Operating Effectively
4.95 A service auditor should evaluate the results of the tests of operating

effectiveness and the significance of any exceptions noted. The service auditor
may conclude that specified control objectives have been achieved even if excep-
tions have been noted and reported. If the service auditor determines that con-
trols are not operating with sufficient effectiveness to achieve specified control
objectives, the service auditor should report those conditions in an explanatory
paragraph of the service auditor's report preceding the paragraph expressing
an opinion on operating effectiveness. An example of such a paragraph follows:

The Service Organization states in its description of controls that it has
controls in place to reconcile loan payments received with the output
generated, to follow up on reconciling items, and to independently re-
view the reconciliation procedures. Our tests of operating effectiveness
noted that significant reconciling items were not being resolved on a
timely basis in accordance with the Service Organization's policy. This
resulted in the nonachievement of the control objective "Controls pro-
vide reasonable assurance that loan payments received are properly
recorded."

4.96 In addition, the first sentence of the paragraph expressing an opinion
on operating effectiveness should be modified as follows:

In our opinion, except for the matter described in the preceding para-
graph, the controls that were tested, as described in section 3, were
operating with sufficient effectiveness to provide reasonable, but not
absolute, assurance that the control objectives specified in section 3
were achieved during the period from January 1, 20XX, to December
31, 20XX.

Additional Comments Related to Type 2 Engagements
4.97 As previously stated in this chapter, in a type 2 engagement the

service auditor performs procedures to determine whether (1) the description
presents fairly the controls that have been placed in operation as of a specified
date, (2) the controls were suitably designed to achieve specified control objec-
tives, and (3) the controls were operating with sufficient effectiveness to provide
reasonable assurance that the control objectives were achieved for the specified
period. The nature and objectives of the tests performed to evaluate the fair-
ness of the presentation of the description are different from those performed
to evaluate the operating effectiveness of the controls.

4.98 For instance, the description of controls for Example Computer Ser-
vice Organization presented in example 1 of appendix A would ordinarily
describe the method of calculating the interest on savings account balances

AAG-SRV 4.98



P1: ICD

ACPA090-04 ACPA090.cls May 20, 2009 6:47

56 Service Organizations: Applying SAS No. 70

and the controls that provide reasonable assurance that interest is calculated
in conformity with the description (see control objective 10 in example 1 of
appendix A). To determine whether the description of the calculation of inter-
est is fairly presented, the service auditor would perform procedures, such as
walk-throughs or reperformance of the calculations, to determine whether the
calculation, as described, had been placed in operation. Because the interest cal-
culations are dependent on the general computer controls, the service auditor
also would perform procedures to determine whether the service organization's
description of the general computer controls is fairly stated.

4.99 The objective of tests of the operating effectiveness of controls is to
determine how the described controls are applied, the consistency with which
they are applied, and by whom they are applied. In Example Computer Service
Organization's description of tests of operating effectiveness, the tests of the
operating effectiveness of the controls that provide reasonable assurance that
interest is calculated in conformity with the description, are limited to tests of
the general computer controls because the service organization relies on the
computer to calculate interest in conformity with the description. The service
auditor generally would not indicate that the only test of operating effectiveness
performed was to recalculate interest.

Other Matters Related to Performing a Service
Auditor’s Engagement

Complementary Controls at User Organizations
4.100 In performing his or her procedures and in considering the ser-

vice organization's description of controls, it may become evident to the service
auditor that the service was designed with the assumption that certain con-
trols would be implemented by user organizations. Such controls are called
complementary user organization controls. Examples of complementary user
organization controls include the following:

• Controls at the user organization over passwords needed to access
the service organization's applications through computer termi-
nals

• Controls at the user organization to ensure that all input sent to
the service organization is complete, accurate, and authorized

• Controls at the user organization to ensure that all required out-
put is received from the service organization and reconciled to the
input sent to the service organization

4.101 Complementary user organization controls should be delineated in
the service organization's description of controls as stated in paragraph 46
of SAS No. 70, as amended. If the service organization's description does not
identify the complementary user organization controls, the service auditor may
request that the management of the service organization amend its description
of controls to include that information. If management does not amend the de-
scription, the service auditor should consider adding an explanatory paragraph
to the report that describes the complementary user organization controls and
should consider qualifying his or her opinion on the fairness of the presentation
of the description.
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4.102 In certain situations, the application of user organization controls

may be necessary to achieve a specified control objective. A service organization
that provides payroll services to user organizations and receives input payroll
transactions from user organizations via remote terminals might establish the
following control objective:

Controls provide reasonable assurance that all input to the application
is authorized.

4.103 This control objective could not be achieved without the implemen-
tation of input controls at the user organizations because transaction autho-
rization rests with the user organizations. The service organization only can
be responsible for ensuring that input transactions are received from sources
identified as authorized by the user organizations. Accordingly, if the control
objective were "Controls provide reasonable assurance that all input is received
from authorized sources," the control objective could be achieved without con-
trols at the user organizations.

4.104 As stated in paragraphs 31 and 46 of SAS No. 70, as amended, if
the application of user organization controls is necessary to achieve a stated
control objective, the service auditor should add the phrase "and user organi-
zations applied the controls contemplated in the design of service organization
controls" following the words "complied with satisfactorily" in the scope and
opinion paragraphs of the service auditor's report.

Other Design Deficiencies Irrespective of Specified
Control Objectives

4.105 Within the scope of the examination, SAS No. 70, as amended, states
in paragraphs 32 and 47 that the service auditor should consider whether any
other information, irrespective of specified control objectives, has come to his
or her attention that causes him or her to conclude (a) that design deficiencies
exist that could adversely affect the ability of the service organization to initiate,
authorize, record, process, or report financial data to user organizations without
error, and (b) that user organizations would not generally be expected to have
controls in place to mitigate such design deficiencies. However, a service auditor
is not required to search for such deficiencies. If deficiencies are identified and
the service organization does not describe them in its description of controls,
the service auditor may request that management amend the description. If
management does not amend the description, the service auditor should

• describe such deficiencies in a separate explanatory paragraph of
his or her report, preceding the paragraph expressing an opinion
on fair presentation; and

• qualify his or her opinion on the fairness of the presentation of the
description because the description is not fairly stated as of the
date of the description.

4.106 Paragraph 32 of SAS No. 70, as amended, addresses design defi-
ciencies that could adversely affect processing during the period covered by
the service auditor's examination. It does not apply to design deficiencies that
potentially could affect processing in future periods. For example, if computer
programs are correctly processing data during the period covered by the service
auditor's examination, and such design deficiencies currently do not affect user
organizations' abilities to initiate, authorize, record, process, or report financial
data, the service auditor would not be required to report such design deficiencies
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in his or her report, based on the requirements and guidance in paragraph 32
of SAS No. 70, as amended. However, if a service auditor becomes aware of
design deficiencies at the service organization that potentially could affect the
processing of user organizations' transactions in future periods, the service au-
ditor, in his or her judgment, may choose to communicate this information to the
service organization's management and may consider advising management to
disclose this information and its plans for correcting the design deficiencies in
a section of the service auditor's document titled "Other Information Provided
by the Service Organization." If the service organization includes information
about such design deficiencies in that section of the document, guidance is in
AU section 550, Other Information in Documents Containing Audited Finan-
cial Statements (AICPA, Professional Standards, vol. 1). In addition, the service
auditor should include a paragraph in his or her report disclaiming an opinion
on the information provided by the service organization. A service auditor also
may consider communicating information about such design deficiencies in the
section of the service auditor's document titled "Other Information Provided by
the Service Auditor."

Changes in the Service Organization’s Controls
4.107 Paragraphs 28 and 43 of SAS No. 70, as amended, state that al-

though a service auditor's report on controls placed in operation is as of a spec-
ified date, the service auditor should inquire about changes in the service or-
ganization's controls that may have occurred before the beginning of fieldwork.
If the service auditor believes that the changes would be considered significant
by user organizations and their auditors, those changes should be included in
the description of the service organization's controls. Generally, changes that
occurred more than 12 months before the date being reported on would not be
considered significant because they generally would not affect user auditors'
considerations.

4.108 SAS No. 70, as amended, presents examples of changes in the service
organization's controls that might be considered significant to user auditors.
Such changes might include the following:

• Procedural changes made to accommodate provisions of a new Fi-
nancial Accounting Standards Board (FASB) accounting standard

• Major changes in an application to permit online processing

• Procedural changes to eliminate previously identified deficiencies

4.109 If the service organization does not include the changes in its de-
scription of controls, the service auditor may request that management amend
the description. If management does not amend the description, the service au-
ditor should describe the changes in a separate explanatory paragraph of his or
her report, preceding the paragraph expressing an opinion on fair presentation
of the description. The omission of the information about changes in the service
organization's controls does not, however, warrant a qualification of the opin-
ion on the fairness of presentation of the description because the description
is fairly stated as of the date of the description. The explanatory paragraph
should include the following:

• A description of the previous control(s)

• A description of the current control(s)

• An indication of when the change occurred
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4.110 The following is an example of an explanatory paragraph that would

be added to the service auditor's report before the opinion paragraph (the first
opinion paragraph in a type 2 report) if disclosure about a significant change
had not been included in the service organization's description of controls:

The accompanying description states that the quality assurance group
reviews a random sample of work performed by input clerks to deter-
mine the degree of compliance with the organization's input standards.
Inquiries of staff personnel indicate that this control was first imple-
mented on July 1, 20XX.

Changes in the Control Objectives to Be Tested
4.111 At any time during the engagement, the service organization may

change which control objectives will be tested for operating effectiveness. How-
ever, if the service auditor believes that any change in the control objectives
to be tested would be considered significant by user organizations and their
auditors, or if the service auditor considers conditions that come to his or her
attention to represent a significant deficiency in the design or operation of the
service organization's controls, these changes or conditions should be disclosed
in the description of the service organization's controls (paragraph 32 of SAS
No. 70, as amended, for type 1 engagements and paragraph 47 for type 2 en-
gagements). Before changing the type of engagement or the control objectives
to be tested, the service organization should consider the effect these changes
may have on the user organizations and the user auditors.

Service Auditor’s Recommendations for Improving Controls
4.112 Although it is not the objective of a service auditor's engagement, a

service auditor may develop recommendations to improve a service organiza-
tion's controls. The service auditor and the service organization should agree on
how these recommendations will be communicated. In some situations, the ser-
vice organization's management may request that the service auditor present
this information in the service auditor's section of the report. In other situations,
management may request that the service auditor include this information in
a separate communication. Management's responses to such recommendations
also may be included.

Uncorrected Errors, Fraud, or Illegal Acts at a
Service Organization2

4.113 The terms errors and fraud are defined in AU section 312, Audit
Risk and Materiality in Conducting an Audit (AICPA, Professional Standards,
vol. 1). Guidance on the auditor's consideration of fraud in a financial state-
ment audit is presented in AU section 316, Consideration of Fraud in a Finan-
cial Statement Audit (AICPA, Professional Standards, vol. 1). AU section 317,
Illegal Acts by Clients (AICPA, Professional Standards, vol. 1), defines the
term illegal acts and provides guidance on the auditor's consideration of illegal
acts in a financial statement audit. Because AU sections 312 and 316–317 are

2 For issuers, certain paragraphs of AU section 312, Audit Risk and Materiality in Conducting
an Audit (AICPA, PCAOB Standards and Related Rules, PCAOB Standards, As Amended), and AU
section 316, Consideration of Fraud in a Financial Statement Audit (AICPA, PCAOB Standards and
Related Rules, PCAOB Standards, As Amended), have been amended by Public Company Accounting
Oversight Board Auditing Standard No. 5, An Audit of Internal Control Over Financial Reporting
That Is Integrated with An Audit of Financial Statements (AICPA, PCAOB Standards and Related
Rules, Rules of the Board, "Standards").
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applicable only to audits of financial statements, they are not applicable to a
service auditor's engagement. However, in the course of performing procedures
at a service organization, a service auditor may become aware of uncorrected
errors, fraud, or illegal acts attributable to the service organization's systems,
management, or employees, that may affect one or more user organizations. For
example, a bank trust department may inadvertently understate the amount
of investment income to be allocated to an employee benefit plan. Paragraph 23
of SAS No. 70, as amended, states that in such circumstances, unless clearly
inconsequential, the service auditor should determine from the appropriate
level of management of the service organization whether this information has
been communicated appropriately to affected user organizations. If the man-
agement of the service organization has not communicated the information
to affected user organizations and is unwilling to do so, the service auditor
should inform those charged with governance of the service organization. If
those charged with governance do not respond appropriately to the service au-
ditor's communication, the service auditor should consider whether to resign
from the engagement. The service auditor generally is not required to confirm
with the user organizations that the service organization has communicated
such information. If the user organizations have been notified in writing, the
service auditor should consider requesting a copy of the written communica-
tion. In all cases, judgment should be used in determining what evidence should
be obtained concerning the communication of such information and in deter-
mining whether the errors are significant enough to require disclosure in the
service auditor's report. Unless significant, errors of a routine nature that re-
cently have been identified in a reconciliation, and that are being corrected,
generally would not be considered items to be communicated to affected user
organizations.

Representation Letter From the Service
Organization’s Management

4.114 Paragraph 61 of SAS No. 70, as amended, states that regardless of
whether a report on controls placed in operation or a report on controls placed
in operation and tests of operating effectiveness is issued, the service auditor
should obtain written representations from the service organization's manage-
ment. The representation letter should be signed by members of the service
organization's management who the service auditor believes are responsible
for and knowledgeable, directly or through others in the service organization,
about the matters covered in the representations. Paragraph 61 of SAS No. 70,
as amended, provides guidance as to the types of representations the service
auditor should obtain. Additional matters to be included in the letter will be
determined by the circumstances. The refusal by a service organization's man-
agement to provide the written representations considered necessary by the
service auditor constitutes a limitation on the scope of the engagement that
should be considered in forming the service auditor's opinion. The service audi-
tor's report each should not be dated earlier than the date on which the auditor
has obtained sufficient appropriate audit evidence to support the opinion. Al-
though the auditor need not be in physical receipt of the representation letter
on the date of the auditor's report, management will need to have reviewed the
final representation letter and, at a minimum, have orally confirmed that they
will sign the representation letter, without exception, on or before the date of
the representations. An illustrative representation letter for a service auditor's
engagement is presented in appendix B of this guide.
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Elements of the Service Organization’s Description That Are Not
Covered by the Service Auditor’s Report

4.115 The service organization's description may contain information that
is not covered by the service auditor's report. Examples of such information
include the following:

• Information that is not included in the scope of the engagement

• Qualitative information, such as marketing claims, that may not
be objectively measurable

• Information that would not be considered relevant to user orga-
nizations' internal control as it relates to an audit of financial
statements

4.116 If the service organization wishes to present such information, it
should be placed in a separate section of the report entitled "Other Information
Provided by the Service Organization," as described in chapter 3.

4.117 The fourth standard of reporting of the 10 generally accepted au-
diting standards in AU section 150, Generally Accepted Auditing Standards
(AICPA, Professional Standards, vol. 1), states, in part

In all cases where an auditor's name is associated with financial state-
ments, the auditor should clearly indicate the character of the auditor's
work, if any, and the degree of responsibility the auditor is taking in
the auditor's report.

4.118 To adhere to the intent of the fourth standard of reporting, the ser-
vice auditor should disclaim an opinion on information that is not covered by the
service auditor's report. For example, this concept can be applied in a situation
in which a data processing service organization provides payroll and inventory
applications to its customers and the service auditor has been engaged to report
only on the payroll application. If the service organization includes information
about the inventory application in a separate section of the description, the ser-
vice auditor should indicate in his or her report that the information about the
inventory application is not covered by the service auditor's report. The service
auditor's report should clearly identify the services or processing covered by
the service auditor's report. The following is a sample explanatory paragraph
that should be added to the service auditor's report if information that is not
covered by the report is included in the service organization's description:

The information in section 4 describing Example Computer Service
Organization's inventory application is presented by Example Com-
puter Service Organization to provide additional information and is
not a part of Example Computer Service Organization's description of
controls that may be relevant to user organizations' internal control
as it relates to an audit of financial statements. Such information has
not been subjected to the procedures applied in the examination of the
description of the payroll application, and accordingly, we express no
opinion on it.

Going-Concern Matters
4.119 In a financial statement audit, paragraph .03 of AU section 341,

The Auditor's Consideration of an Entity's Ability to Continue as a Going Con-
cern (AICPA, Professional Standards, vol. 1), states that the auditor should
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consider whether the results of his procedures performed in planning, gather-
ing audit evidence relative to the various audit objectives, and completing the
audit identify conditions and events that, when considered in the aggregate,
indicate there could be substantial doubt about the entity's ability to continue
as a going concern for a reasonable period of time. Because of its nature and
purpose, a service auditor's engagement does not provide the service auditor
with a basis for determining whether there is substantial doubt about an en-
tity's ability to continue as a going concern. Accordingly, a service auditor is not
responsible for identifying or reporting going-concern matters related to the
service organization when performing a service auditor's engagement.

Significant Deficiencies and Material Weaknesses
4.120 As indicated in paragraph 3.15 of this guide, the terms control

deficiency, significant deficiency, and material weakness describe control de-
ficiencies of varying severity that come to the auditor's attention in an audit of
financial statements. These terms specifically relate to audits of financial state-
ments and not to service auditors' engagements. Paragraph .01 of AU section
325, Communicating Internal Control Related Matters Identified in an Audit
(AICPA, Professional Standards, vol. 1),* defines these terms and requires the
auditor to communicate, in writing, to management and those charged with
governance, significant deficiencies, and material weaknesses. A service audi-
tor is not in a position to identify control deficiencies, significant deficiencies
or material weaknesses at a service organization and is not responsible for
identifying such deficiencies because a service auditor (1) is not performing an
audit of the service organization's financial statements and (2) is not aware of
conditions existing at user organizations.

4.121 Although a service auditor is not responsible for identifying signif-
icant deficiencies and material weaknesses, paragraphs 32 and 47 of SAS No.
70, as amended, state that a service auditor should consider conditions that
come to his or her attention that, in the service auditor's judgment, represent
significant deficiencies in the design or operation of controls that preclude the
service auditor from obtaining reasonable assurance that specified control ob-
jectives would be achieved. The service auditor should also consider whether
any other information, irrespective of specified control objectives, that comes to
his or her attention that causes him or her to conclude (a) that design deficien-
cies exist that could adversely affect the ability to initiate, authorize, record,
process, or report financial data to user organizations without error, and (b) that
user organizations would not generally be expected to have controls in place
to mitigate such design deficiencies. As stated in chapter 3, "Using Type 1 and
Type 2 Reports," it is the user auditor's responsibility to consider this and other

* Statement on Auditing Standards (SAS) No. 115, Communicating Internal Control Related
Matters Identified in an Audit (AICPA, Professional Standards, vol. 1, AU sec. 325), was issued in
October 2008. This standard supersedes SAS No. 112 (and revises the information in AU section 325A
[AICPA, Professional Standards, vol. 1]). SAS No. 115 revises the definition of material weakness and
significant deficiency. It also revises the list of deficiencies in internal control that are indicators of
material weaknesses and removes the list of deficiencies that ordinarily would be considered to be at
least a significant deficiency. A revised illustrative written communication is also included. SAS No.
115 is effective for audits of financial statements for periods ending on or after December 15, 2009.
Earlier implementation is permitted. The guidance in SAS No. 115 is not reflected in the text of this
guide; revisions for this guidance will be made in a subsequent edition of this guide.

Due to the issuance of SAS No. 115, the content of SAS No. 112 (in AU section 325) has been
moved to AU section 325A of Professional Standards until the effective date of SAS No. 115. This
guide references the "A" sections as appropriate because SAS No. 115 has not been incorporated into
this edition.
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information provided by the service organization when determining whether
situations noted in the service auditor's report represent control deficiencies,
significant deficiencies, or material weaknesses for user organizations.

Related Parties
4.122 AU section 334, Related Parties (AICPA, Professional Standards,

vol. 1), states

An audit performed in accordance with generally accepted auditing
standards cannot be expected to provide assurance that all related
party transactions will be discovered. Nevertheless, during the course
of his audit, the auditor should be aware of the possible existence of ma-
terial related party transactions that could affect the financial state-
ments and of common ownership or management control relationships
for which Accounting Standards Codification 850, Related Party Dis-
closures, requires disclosure even though there are no transactions.

4.123 Because this concept is related to financial statement audits and
not assertions about internal control, there is no requirement for the service
organization to disclose such information in its description of controls. However,
if a service organization is a subsidiary of or related to another entity, and the
service organization believes that such information would be relevant to user
organizations, it may be disclosed in the service organization's description.

Using the Work of Internal Auditors3

4.124 A service organization may have an internal audit department that
performs tests of controls as part of its audit plan. The service auditor may
determine that it would be effective and efficient to use the results of testing
performed by internal auditors in forming his or her opinion. In using the work
of internal auditors, AU section 322, The Auditor's Consideration of the Inter-
nal Audit Function in an Audit of Financial Statements (AICPA, Professional
Standards, vol. 1), provides requirements and guidance. If the service auditor
uses work performed by internal auditors, the service auditor should take re-
sponsibility for that work, and should neither make reference to the internal
auditors in his or her report nor attribute the performance of the tests and the
results of tests to them.

Distribution of Reports
4.125 In most cases the service auditor is engaged by the service organi-

zation to perform the service auditor's engagement. However, in some cases the
service auditor may be engaged by one or more user organizations. A service
auditor should distribute his or her report only to the entity that engaged him
or her to perform the examination.

Board of Directors’ Minutes
4.126 The service auditor is not required to review minutes of meetings

of the service organization's board of directors.

3 For issuers, certain paragraphs of AU section 322, The Auditor's Consideration of the Internal
Audit Function in an Audit of Financial Statements (AICPA, PCAOB Standards and Related Rules,
PCAOB Standards, As Amended), have been amended by Auditing Standard No. 5.
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Legal Letters
4.127 The service auditor is not required to obtain a legal letter from the

service organization's legal counsel.

Engagements to Report on Only the General Computer Controls
of a Service Organization

4.128 Service organizations may engage an auditor to report only on its
controls related to computer processing. In such instances, the service auditor
should determine whether such a report would provide information that would
be relevant to user organizations. The discussion in the section "Responsibilities
of the Service Auditor" at the beginning of this chapter includes a discussion of
the fair presentation of the service organization's description of controls. Such
engagements generally are appropriate if the service organization provides only
the computer hardware and system software, and user organizations provide
their own application software (for example, certain types of data processing
outsourcing), or if the user auditors are able to obtain sufficient information
about application processing and application controls from other sources, but
are unable to obtain information about general computer controls from other
sources. If a service organization is responsible for developing or changing appli-
cation software or providing other transaction processing services in addition to
providing hardware or system software, a report on general computer controls
may not provide user auditors with a sufficient understanding of the service
organization's controls relevant to user organizations' internal control. For the
description to be fairly presented in these circumstances, it should also describe
the application processing and the flow of transactions.

4.129 Before accepting an engagement to report on the general computer
controls of a service organization that provides more than the hardware and
system software for running user organizations' application software, the ser-
vice auditor should consider, through discussion with management and review
of standard contracts, how the report will most likely be used by the user orga-
nizations (for example, to plan the audit or to satisfy regulatory requirements).
The service auditor is not responsible for contacting the user auditors to deter-
mine whether this type of report will meet their needs. The service auditor is
not responsible for contacting the user auditors to determine whether this type
of report will meet their needs. If the report is likely to be used by user auditors
to assess the risks of material misstatement in a financial statement audit,
and information is not available from other sources, the service auditor should
consider the propriety of accepting such an engagement because it generally
will not sufficiently cover all the relevant controls at the service organization.
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Chapter 5

Service Organizations That Use Other
Service Organizations

5.01 This chapter describes how to apply the guidance in this guide to
situations in which a service organization uses another service organization to
perform some or all of the processing of the user organizations' transactions.

5.02 As mentioned in previous chapters, a user organization may use a
service organization that, in turn, uses another service organization (a sub-
service organization). The subservice organization may perform functions or
processing that is part of the user organization's information system as it re-
lates to an audit of financial statements. The subservice organization may be
a separate entity from the service organization or may be related to the ser-
vice organization. To assess the risks of material misstatement, a user auditor
may obtain an understanding about controls at the service organization (as de-
scribed in chapter 1, "Audit Considerations for an Entity That Uses a Service
Organization"), and also may consider controls at the subservice organization.
Similarly, a service auditor engaged to examine controls at a service organiza-
tion and issue a service auditor's report may consider functions performed by a
subservice organization and the effect of the subservice organization's controls
on the service organization.

5.03 This chapter provides guidance for situations in which a subservice
organization performs functions that could be part of a user organization's in-
formation system as it relates to an audit of financial statements. The concepts
and guidance in previous chapters provide the basis for the additional guidance
in this chapter; accordingly, readers should consider this chapter in the context
of the entire guide.

Examples of Subservice Organizations and
Subservicing Situations

5.04 Examples of subservicing can be found in virtually all types of appli-
cations and industries. The following paragraphs illustrate typical subservic-
ing situations for a bank's trust department that provides services to employee
benefit plans.

5.05 As stated in the introduction of this guide, a bank trust department
that provides services to employee benefit plans may be considered a service
organization to those plans. The trust department may perform all of the func-
tions involved in transaction processing (in which case this chapter does not
apply), or it may use a subservice organization to perform a portion of the
transaction processing. Subservice organizations may perform specific aspects
of the transaction processing or may perform all of the transaction processing.
Examples of the range of services subservice organizations may perform include
the following:

• Limited functions. A bank trust department may use one or more
subservice organizations to determine the current market price
of exchange-traded securities owned by employee benefit plans.
Some pricing service organizations specialize in a specific type of
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security. The trust department may engage several pricing service
organizations to determine the price of different types of securi-
ties. The trust department also may engage more than one pric-
ing service organization to obtain comparative prices for the same
securities and thereby have a basis for determining the reason-
ableness of the pricing. In the situation described previously, the
functions performed by each subservice organization are limited.
Nevertheless, the functions performed by each subservice orga-
nization may be part of the user organization's information sys-
tems and may affect assertions in the user organization's financial
statements.

• Moderate functions. A bank trust department may use a data pro-
cessing service organization to record the transactions and main-
tain the related accounting records for the employee benefit plans.
In such a situation, the trust department may establish controls
over the processing performed by the subservice organization, al-
though, more commonly, the trust department relies on the subser-
vice organization's controls to achieve certain applicable control
objectives.

• Extensive functions. A bank trust department may use a service or-
ganization to perform essentially all of the transaction execution,
recording, and processing for the employee benefit plans. In such
a situation (which is commonly referred to as private labeling),
the trust department's functions might be limited to establishing
and maintaining the account relationship. The trust department
relies on the subservice organization to perform essentially all of
the functions and controls that affect user organizations' internal
control. In this case, the trust department's controls would have a
minimal effect on internal control of the user organizations, and
the subservice organization's controls would be significant to the
user organizations' internal control and to assertions in the user
organizations' financial statements.

The Effect of a Subservice Organization on a User
Organization’s Internal Control

5.06 The involvement of a service organization and a subservice organi-
zation in the processing of transactions does not diminish the user auditor's
responsibility to obtain a sufficient understanding of the entity's internal con-
trol to assess the risks of material misstatement. When a service organization
uses a subservice organization, the user auditor may consider obtaining an un-
derstanding of the controls at the service organization and at the subservice
organization, depending on the functions each performs.

5.07 Paragraphs 6–17 of Statement on Auditing Standards (SAS) No. 70,
Service Organizations, as amended (AICPA, Professional Standards, vol. 1, AU
sec. 324), provides guidance to user auditors on considering the effect of a ser-
vice organization on the internal control of a user organization. Although SAS
No. 70, as amended, does not specifically refer to subservice organizations, if
a subservice organization is used, the guidance in SAS No. 70, as amended,
should be interpreted to include the subservice organization. Examples of how
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the user auditor considers the effect of a subservice organization on the internal
control of a user organization are included in the following:

• In situations in which subservice organizations are used, the in-
teraction described in paragraph 6 of SAS No. 70, as amended,
would involve the user organization, the service organization, and
the subservice organization. The degree of this interaction, as well
as the nature and materiality of the transactions processed by the
service organization and subservice organization, are the most
important factors to consider in determining the significance of
the subservice organization's controls to the user organization's
internal control.

• The factors mentioned in paragraph 6 of SAS No. 70, as amended,
which a user auditor considers in determining the significance of
controls of a service organization to a user organization's internal
control (specifically the information system component of internal
control) and in assessing the risks of material misstatement of a
user organization's financial statements, should also be considered
with respect to a subservice organization.

• When applying the guidance in paragraph 9 of SAS No. 70, as
amended, to situations involving a subservice organization, the
user auditor should consider the available information about both
the service organization's and the subservice organization's con-
trols, including (1) information in the user organization's posses-
sion, such as user manuals, system overviews, technical manu-
als, and the contract between the user organization and the ser-
vice organization and (2) reports on the service organization's and
subservice organization's controls, such as reports by service au-
ditors (on the service organization, subservice organization, or the
service organization and subservice organization together), inter-
nal auditors (the user organization's, the service organization's, or
the subservice organization's), or regulatory authorities. Because
a user organization typically does not have any contractual re-
lationship with the subservice organization, a user organization
should obtain available reports and information about the subser-
vice organization from the service organization.

5.08 After considering the previous factors and evaluating the available
information, a user auditor may conclude that he or she has the means to ob-
tain a sufficient understanding of a user organization's internal control to assess
the risks of material misstatement. If the user auditor concludes that informa-
tion is not available to obtain a sufficient understanding to assess the risks of
material misstatement, he or she may consider contacting the service organi-
zation through the user organization or contacting the subservice organization,
through the user and service organizations, to obtain specific information or re-
quest that a service auditor be engaged to perform procedures that will supply
the necessary information. Alternatively, the user auditor may visit the service
organization or subservice organization and perform such procedures.

5.09 Paragraphs 11–16 of SAS No. 70, as amended, addresses the approach
a user auditor should follow in assessing control risk at a user organization.
If a subservice organization is used, the user auditor may need to consider
activities at both the service organization and the subservice organization in
applying the guidance in these paragraphs.
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Responsibilities of Service Organizations, User Auditors,
and Service Auditors if Control Objectives Are Established
by the Service Organization

5.10 The guidance in chapter 2, "Form and Content of Service Auditors'
Reports," is applicable whether or not a subservice organization is used. In
addition to this guidance, appendixes C–D of this guide and the remainder of
this chapter summarize how the responsibilities of service organizations, user
auditors, and service auditors are affected when a subservice organization per-
forms functions that could be significant to user organizations. Functions of a
subservice organization that could be significant to user organizations gener-
ally would be those functions that could contribute to the achievement of the
specified control objectives.

5.11 A service auditor engaged to issue a report on the controls of a ser-
vice organization that uses a subservice organization should consider whether
the functions and processing performed by the subservice organization could
be significant to the user organizations. If the subservice organization's func-
tions are not significant to the user organizations, appendixes C–D do not apply
and there is no need to further consider the subservice organization's functions
in the service auditor's engagement. Significance in this case should be deter-
mined in the same manner that the significance of a service organization to a
user organization is determined as described in paragraph 6 of SAS No. 70, as
amended, and chapter 1 of this guide; that is, based on the nature of the ser-
vices provided by the subservice organization to the service organization and
considered in reference to the user organizations.

Responsibilities of Service Organizations
5.12 If the service organization establishes the control objectives, the ser-

vice organization's description of controls should include the following items:

• A description of the controls at the service organization that may
be relevant to user organizations' internal control, as described in
paragraph 26 of SAS No. 70, as amended, and chapter 2 of this
guide.

• The control objectives established by the service organization, as
described in paragraph 34a of SAS No. 70, as amended, and chap-
ter 2 of this guide.

These items are necessary regardless of whether a subservice organization is
involved.

5.13 As discussed in paragraph 35 of SAS No. 70, as amended, the con-
trol objectives should be reasonable in the circumstances and consistent with
the service organization's contractual obligations, irrespective of whether the
service organization uses a subservice organization. If the service organization
fails to include control objectives that would be consistent with its contractual
obligations to user organizations, the service auditor should discuss the matter
with the service organization's management and may request that manage-
ment amend the description by adding the appropriate control objective(s). If
the service organization's management does not amend the description to in-
clude the recommended control objective(s), the service auditor should add an
explanatory paragraph before the opinion paragraph (the first opinion para-
graph in a type 2 report) of the service auditor's report identifying the omitted
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control objective(s). In addition, the first sentence of the opinion paragraph (the
first opinion paragraph in a type 2 report) should be modified as indicated in
chapter 4 of this guide.

5.14 In addition to describing its controls and control objectives, a service
organization that uses a subservice organization should describe the functions
and nature of the processing performed by the subservice organization in suf-
ficient detail for user auditors to understand the significance of the subservice
organization's functions to the processing of the user organizations' transac-
tions. Ordinarily, disclosure of the identity of the subservice organization is not
required. However, if the service organization determines that the identity of
the subservice organization would be relevant to user organizations, the name
of the subservice organization may be included in the description. The purpose
of the description of the functions and nature of the processing performed by
the subservice organization is to alert user organizations and their auditors to
the fact that another entity (the subservice organization) is involved in the pro-
cessing of the user organizations' transactions and to summarize the functions
the subservice organization performs.

5.15 The service organization determines whether its description of con-
trols will include the relevant controls of the subservice organization. The two
alternative methods of presenting the description are the following:

• The carve-out method. The subservice organization's relevant con-
trol objectives and controls are excluded from the description and
from the scope of the service auditor's engagement. The service
organization states in the description that the subservice organi-
zation's controls and related control objectives are omitted from
the description and that the control objectives in the report in-
clude only the objectives the service organization's controls are
intended to achieve.

• The inclusive method. The subservice organization's relevant con-
trols are included in the description and in the scope of the en-
gagement. The description should clearly differentiate between
controls of the service organization and controls of the subservice
organization. The set of control objectives includes all of the con-
trol objectives a user auditor would expect both the service organi-
zation and the subservice organization to achieve. To accomplish
this, the service organization should coordinate the preparation
and presentation of the description of controls with the subservice
organization.

In either method, the service organization includes in its description of controls
a description of the functions and nature of the processing performed by the
subservice organization.

5.16 Although the inclusive method provides more information to user
auditors, it may not be appropriate or feasible in all circumstances. In deter-
mining which approach to follow, the service organization should consider (1)
the nature and extent of information about the subservice organization that
user auditors will require and (2) the practical difficulties entailed in imple-
menting the inclusive method as described in the following section.1

1 This guide does not provide for the option of having a service auditor make references to or rely
on a subservice auditor's report as the basis, in part, for a service auditor's opinion.
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Responsibilities of User Auditors
5.17 If the functions performed by the subservice organization are limited,

the carve-out method generally will provide user auditors with sufficient infor-
mation about the subservice organization because the description will indicate
the functions performed by the subservice organization and may include infor-
mation about controls exercised by the service organization over the activities
of the subservice organization. If the functions performed by the subservice or-
ganization are more extensive, the user auditor may consider obtaining more
information about the subservice organization's controls. Such information may
be available from other sources, such as those listed in paragraph 9 of SAS No.
70, as amended, which include user manuals, system overviews, technical man-
uals, the contract between the user organization and the service organization,
and reports on the subservice organization's controls, such as reports by a sub-
service auditor, internal auditors, or a regulatory authority.

5.18 An inclusive report generally is most useful in the following circum-
stances:

• The subservice organization's functions are extensive.

• User auditors need more information than that provided by the
carve-out method.

• Information from other sources is not readily available.

5.19 However, this approach is difficult to implement and may be impos-
sible to execute in certain circumstances. The approach entails extensive plan-
ning and communication between the service auditor, the service organization,
and the subservice organization. Both the service organization and the subser-
vice organization should agree on this approach before it is adopted. Matters
such as the following should be coordinated by all of the parties involved:

• The scope and timing of the examination

• The responsibilities for the preparation and content of the service
organization's and subservice organization's description of con-
trols

• The timing of the tests of controls

• Responsibilities for the content of the representation letters and
signatures to be obtained

• Other administrative matters

5.20 Such issues become more complex if multiple subservice organiza-
tions are involved. The inclusive approach is facilitated if the service organiza-
tion and the subservice organization are related parties or have a contractual
relationship that provides for inclusive reports and visits by service auditors.
If the inclusive method is not a practical or feasible alternative and additional
information is needed, paragraph 10 of SAS No. 70, as amended, provides guid-
ance.

5.21 If the service organization establishes the control objectives, the user
auditor should determine whether the report meets the user auditor's needs. If
the user auditor needs additional information about the functions performed
by the subservice organization or about the controls at the subservice organi-
zation, the user auditor should consider obtaining such information about the
subservice organization in the manner described in paragraphs 9–21 of SAS
No. 70, as amended.
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Responsibilities of Service Auditors
5.22 If the service organization establishes the control objectives, the ser-

vice auditor should

• disclose in the service auditor's report that the control objectives
were established by the service organization, as stated in para-
graphs 29c and 44c of SAS No. 70, as amended. The service audi-
tor should be satisfied that the control objectives, as set forth by
the service organization, are reasonable in the circumstances and
consistent with the service organization's contractual obligations,
in accordance with paragraph 35 of SAS No. 70, as amended; and

• report on (1) the fairness of the presentation of the description of
controls placed in operation, (2) whether the controls were suitably
designed to achieve specified control objectives, and (3) for type 2
reports, whether the controls that were tested were operating with
sufficient effectiveness to achieve the related control objectives.

This guidance is also applicable if a subservice organization is not involved.

5.23 If the functions and processing performed by the subservice organi-
zation are significant to the processing of the user organizations' transactions,
and the service organization does not disclose the existence of a subservice or-
ganization and the functions it performs, the service auditor may request that
management of the service organization amend the description to disclose the
information. If management does not amend the description, the service auditor
should issue a qualified or adverse opinion as to the fairness of the presentation
of the description of controls.

5.24 If the service organization has adopted the carve-out method, the ser-
vice auditor should modify the scope paragraph of the service auditor's report to
briefly summarize the functions and nature of the processing performed by the
subservice organization. This summary ordinarily would be briefer than the
information provided by the service organization in its description of the func-
tions and nature of the processing performed by the subservice organization.
The service auditor should include a statement in the scope paragraph of the
service auditor's report indicating that the description of controls includes only
the controls and related control objectives of the service organization; therefore,
the service auditor's examination does not extend to controls of the subservice
organization. An example of the scope paragraph of a service auditor's report
using the carve-out method is presented in the following section. Additional or
modified report language is shown in boldface italics.

5.25 Although under the carve-out method, the control objectives typically
address only controls at the service organization, situations may arise in which
the service organization specifies control objectives whose achievement depends
on controls at a subservice organization. In these situations, the service auditor
should consider modifying the scope and opinion paragraphs of the report in
a manner similar to the modifications made for user control considerations, as
specified in footnote 4 to paragraph 54 of SAS No. 70, as amended.

5.26 When subservice organizations are used, the service auditor should
consider the completeness of the service organization's control objectives. For
example, a service organization may adopt the carve-out method for a computer
processing subservice organization that it uses, but still maintain responsibility
for restricting logical access to the system to properly authorized individuals.
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In this situation, the service organization generally should have a control ob-
jective that addresses restricting logical access to the system.

5.27 Also, the service auditor should consider whether the description of
the service organization's control objectives portrays the control objectives the
controls are designed to achieve. For example, a fund accounting agent that
is not responsible for valuing securities ordinarily should not have a control
objective stating that "Controls provide reasonable assurance that portfolio se-
curities are properly valued" because the fund accounting agent does not have
responsibility for the validity or propriety of the vendor or broker-supplied mar-
ket values. Instead, the control objective may state, "Controls provide reason-
able assurance that portfolio securities are valued using current prices obtained
from sources authorized by the customer," to more accurately reflect what the
controls are designed to achieve.

Sample Service Auditor’s Report Using the Carve-Out Method
5.28 An example of a service auditor's report using the carve out method

is presented as follows. Additional or modified report language is shown in
boldface italics.

Independent Service Auditor's Report

To the Board of Directors of Example Trust Organization:

We have examined the accompanying description of the controls of Ex-
ample Trust Organization applicable to the processing of transactions
for users of the institutional trust division. Our examination included
procedures to obtain reasonable assurance about whether (1) the ac-
companying description presents fairly, in all material respects, the
aspects of Example Trust Organization's controls that may be relevant
to a user organization's internal control as it relates to an audit of fi-
nancial statements; (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily, and user
organizations2 applied the controls contemplated in the design of Ex-
ample Trust Organization's controls; and (3) such controls had been
placed in operation as of June 30, 20XX. Example Trust Organi-
zation uses a computer processing service organization for all
of its computerized application processing. The accompanying
description includes only those controls and related control ob-
jectives of Example Trust Organization, and does not include
controls and related control objectives of the computer process-
ing service organization. Our examination did not extend to
controls of the computer processing service organization. The
control objectives were specified by the management of Example Trust
Organization. Our examination was performed in accordance with
standards established by the American Institute of Certified Public

2 If the application of controls by a subservice organization is necessary to achieve the specified
control objectives, the service auditor's report may be modified to include the phrase "and subservice
organizations applied the controls contemplated in the design of Example Trust Organization's con-
trols," in both the scope and opinion paragraphs. The sample report presented previously also includes
a reference to the application of controls by user organizations. When reference is made to both user
organization controls and subservice organization controls, a phrase such as the following could be
inserted, "and user organizations and subservice organizations applied the controls contemplated in
the design of Example Trust Organization's controls."
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Accountants and included those procedures we considered necessary
in the circumstances to obtain a reasonable basis for rendering our
opinion.

In our opinion, the accompanying description of the aforementioned
controls presents fairly, in all material respects, the relevant aspects
of Example Trust Organization's controls that had been placed in op-
eration as of June 30, 20XX. Also, in our opinion, the controls, as de-
scribed, are suitably designed to provide reasonable assurance that the
specified control objectives would be achieved if the described controls
were complied with satisfactorily3 and user organizations applied the
controls contemplated in the design of Example Trust Organization's
controls.

In addition to the procedures we considered necessary to render our
opinion as expressed in the previous paragraph, we applied tests to
specific controls, listed in section 3, to obtain evidence about their ef-
fectiveness in meeting the control objectives, described in section 3,
during the period from January 1, 20XX, to June 30, 20XX. The spe-
cific controls and the nature, timing, extent, and results of the tests
are listed in section 3. This information has been provided to user or-
ganizations of Example Trust Organization and to their auditors to
be taken into consideration, along with information about the internal
control of user organizations, when making assessments of control risk
for user organizations. In our opinion, the controls that were tested,
as described in section 3, were operating with sufficient effectiveness
to provide reasonable, but not absolute, assurance that the control ob-
jectives specified in section 3 were achieved during the period from
January 1, 20XX, to June 30, 20XX.

The relative effectiveness and significance of specific controls at Exam-
ple Trust Organization and their effect on assessments of control risk
at user organizations are dependent on their interaction with the con-
trols, and other factors present at individual user organizations. We
have performed no procedures to evaluate the effectiveness of controls
at individual user organizations.

The description of controls at Example Trust Organization is as of
June 30, 20XX, and the information about tests of the operating effec-
tiveness of specific controls covers the period from January 1, 20XX,
to June 30, 20XX. Any projection of such information to the future
is subject to the risk that, because of change, the description may no
longer portray the controls in existence. The potential effectiveness of
specific controls at the Example Trust Organization is subject to inher-
ent limitations and, accordingly, errors or fraud may occur and not be
detected. Furthermore, the projection of any conclusions, based on our
findings, to future periods is subject to the risk that (1) changes made
to the system or controls, (2) changes in processing requirements, or (3)

3 If the application of controls by a subservice organization is necessary to achieve the specified
control objectives, the service auditor's report may be modified to include the phrase "and subservice
organizations applied the controls contemplated in the design of Example Trust Organization's con-
trols," in both the scope and opinion paragraphs. The sample report presented previously also includes
a reference to the application of controls by user organizations. When reference is made to both user
organization controls and subservice organization controls, a phrase such as the following could be
inserted: "and user organizations and subservice organizations applied the controls contemplated in
the design of Example Trust Organization's controls."
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changes required because of the passage of time may alter the validity
of such conclusions.4

This report is intended solely for use by the management of Example
Trust Organization, users of its institutional trust division, and the
independent auditors of its users.

July 10, 20XX

5.29 If the service organization has used the inclusive method, the service
auditor should perform procedures comparable to those described in paragraph
12 of SAS No. 70, as amended. Such procedures may include performing tests
of the service organization's controls over the activities of the subservice orga-
nization or performing procedures at the subservice organization. If the ser-
vice auditor will be performing procedures at the subservice organization, the
service organization should arrange for such procedures. The service auditor
should recognize that the subservice organization generally is not the client
for the engagement. Accordingly, in these circumstances, the service auditor
should determine whether it will be possible to obtain the evidence to support
the portion of the opinion covering the subservice organization and whether it
will be possible to obtain an appropriate letter of representations regarding the
subservice organization's controls.

Sample Service Auditor’s Report Using the Inclusive Method
5.30 An example of a service auditor's report using the inclusive method

is presented as follows. Additional or modified report language is shown in
boldface italics.

Independent Service Auditor's Report

To the Board of Directors of Example Trust Organization:

We have examined the accompanying description of the controls of
Example Trust Organization and Computer Processing Service Orga-
nization, an independent service organization that provides computer
processing services to Example Trust Organization, applicable to the
processing of transactions for users of the institutional trust division.
Our examination included procedures to obtain reasonable assurance
about whether (1) the accompanying description presents fairly, in all
material respects, the aspects of Example Trust Organization's and
Computer Processing Service Organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit of
financial statements; (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily5 and user

4 This sentence has been expanded to describe the risks of projecting any evaluation of the
controls to future periods because of the failure to make needed changes to a system or controls,
as provided for in Interpretation No. 5, "Statements About the Risk of Projecting Evaluations of the
Effectiveness of Controls to Future Periods," of Statement on Auditing Standards (SAS) No. 70, Service
Organizations, as amended (AICPA, Professional Standards, vol. 1, AU sec. 9324 par. .38–.40).

5 If the application of controls by a subservice organization that is not covered by the report is
necessary to achieve the specified control objectives, the service auditor's report may be modified to
include the phrase "and subservice organizations applied the controls contemplated in the design of
Example Trust Organization's controls," in both the scope and opinion paragraphs. The sample report
presented previously also includes a reference to the application of controls by user organizations.
When reference is made to both user organization controls and subservice organization controls, a
phrase such as the following could be inserted, "and user organizations and subservice organizations
applied the controls contemplated in the design of Example Trust Organization's controls."
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organizations applied the controls contemplated in the design of Ex-
ample Trust Organization's controls; and (3) such controls had been
placed in operation as of June 30, 20XX. The control objectives were
specified by the management of Example Trust Organization. Our ex-
amination was performed in accordance with standards established by
the American Institute of Certified Public Accountants and included
those procedures we considered necessary in the circumstances to ob-
tain a reasonable basis for rendering our opinion.

In our opinion, the accompanying description of the aforementioned
controls presents fairly, in all material respects, the relevant aspects
of Example Trust Organization's and Computer Processing Service Or-
ganization's controls that had been placed in operation as of June 30,
20XX. Also, in our opinion, the controls, as described, are suitably
designed to provide reasonable assurance that the specified control
objectives would be achieved if the described controls were complied
with satisfactorily6 and user organizations applied the controls con-
templated in the design of Example Trust Organization's controls.

In addition to the procedures we considered necessary to render our
opinion as expressed in the previous paragraph, we applied tests to
specific controls, listed in section 3, to obtain evidence about their ef-
fectiveness in meeting the control objectives, described in section 3,
during the period from January 1, 20XX, to June 30, 20XX. The spe-
cific controls and the nature, timing, extent, and results of the tests
are listed in section 3. This information has been provided to user or-
ganizations of Example Trust Organization and to their auditors to
be taken into consideration, along with information about the internal
control of user organizations, when making assessments of control risk
for user organizations.

In our opinion, the controls that were tested, as described in section 3,
were operating with sufficient effectiveness to provide reasonable, but
not absolute, assurance that the control objectives specified in section
3 were achieved during the period from January 1, 20XX, to June 30,
20XX.

The relative effectiveness and significance of specific controls at Exam-
ple Trust Organization and Computer Processing Service Organization
and their effect on assessments of control risk at user organizations
are dependent on their interaction with the controls and other fac-
tors present at individual user organizations. We have performed no
procedures to evaluate the effectiveness of controls at individual user
organizations.

The description of controls at Example Trust Organization and Com-
puter Processing Service Organization is as of June 30, 20XX, and the
information about tests of the operating effectiveness of specific con-
trols covers the period from January 1, 20XX, to June 30, 20XX. Any

6 If the application of controls by a subservice organization that is not covered by the report is
necessary to achieve the specified control objectives, the service auditor's report may be modified to
include the phrase "and subservice organizations applied the controls contemplated in the design of
Example Trust Organization's controls," in both the scope and opinion paragraphs. The sample report
presented previously also includes a reference to the application of controls by user organizations.
When reference is made to both user organization controls and subservice organization controls, a
phrase such as the following could be inserted, "and user organizations and subservice organizations
applied the controls contemplated in the design of Example Trust Organization's controls."
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projection of such information to the future is subject to the risk that,
because of change, the description may no longer portray the controls in
existence. The potential effectiveness of specific controls at the Exam-
ple Trust Organization and Computer Processing Service Organization
is subject to inherent limitations and, accordingly, errors or fraud may
occur and not be detected. Furthermore, the projection of any conclu-
sions, based on our findings, to future periods is subject to the risk that
(1) changes made to the system or controls, (2) changes in processing
requirements, or (3) changes required because of the passage of time
may alter the validity of such conclusions.7

This report is intended solely for use by the management of Example
Trust Organization, users of its institutional trust division, and the
independent auditors of its users.

July 10, 20XX

5.31 Performing procedures at the subservice organization will require
coordination and communication between the service organization, the subser-
vice organization, and the service auditor. This alternative may be less difficult
to implement if the service organization and the subservice organization are
related or if the contract between the service organization and the subservice
organization provides for visits by the service organization's auditors.

5.32 A service auditor may question accepting an engagement in which a
service organization functions primarily as an intermediary between the user
organizations and the subservice organization, and performs few or no functions
that affect transaction processing for user organizations. If a service organiza-
tion's controls do not contribute to the achievement of any control objectives, a
report on its controls would not be useful to user auditors in assessing the risks
of material misstatement.

Responsibilities of Service Organizations, User
Auditors, and the Service Auditors if Control
Objectives Are Established by an Outside Party

5.33 If an outside party establishes the control objectives, the respon-
sibilities of the service organization, user auditors, and service auditors
do not change except for the following items, as indicated in the table in
appendix D.

• The service organization should describe the control objectives es-
tablished by the outside party and the source of the control objec-
tives.

• The service auditor does not need to determine whether the con-
trol objectives are reasonable in the circumstances and consistent
with the service organization's contractual obligations because the
control objectives have been established by an outside party.

7 This sentence has been expanded to describe the risks of projecting any evaluation of the
controls to future periods because of failure to make needed changes to a system or controls, as
provided for in Interpretation No. 5 of SAS No. 70, as amended.
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Subservice Organizations That Hold
and Service Securities

5.34 Many service organizations, such as bank trust departments, use sub-
service organizations to hold and service securities. Paragraph .12 of AU section
332, Auditing Derivative Instruments, Hedging Activities, and Investments in
Securities (AICPA, Professional Standards, vol. 1), defines holding securities
as maintaining custody of securities that are either in physical or electronic
form. It defines servicing securities as performing ancillary services such as

• collecting dividend and interest income and distributing that
income to the entity;

• receiving notification of corporate actions;

• receiving notification of security purchase and sale transactions;

• receiving payments from purchasers and disbursing proceeds to
sellers for security purchase and sale transactions; and

• maintaining records of securities transactions for the entity.

5.35 In such situations, confirmation procedures may provide substantive
audit evidence of the existence of securities and ownership by the user organi-
zations. A service auditor's report on the custody and safekeeping subservice
organization may also provide useful information to user organizations, user
auditors, service organizations, and service auditors regarding the controls over
custody, safekeeping, and any other functions such custodians may perform.

AAG-SRV 5.35



P1: G.shankar

ACPA090-05 ACPA090.cls May 20, 2009 6:47

78



P1: G.Shankar

ACPA090-AppA ACPA090.cls May 20, 2009 6:48

Reports and Descriptions of Controls and Tests 79

Appendix A

Examples of Service Auditors’ Reports,
Descriptions of Controls Placed in
Operation, and Descriptions of Tests of
Operating Effectiveness

A.1 Although Statement on Auditing Standards (SAS) No. 70, Service Or-
ganizations, as amended (AICPA, Professional Standards, vol. 1, AU sec. 324),
is fairly specific about the information to be included in a type 1 or type 2 report,
it is not specific about the format for these reports. Service organizations and
service auditors may organize and present the required information in a variety
of formats. This appendix contains two examples of type 2 reports. The concepts
concerning the form and content of these illustrative type 2 reports also apply
to type 1 reports, which are not illustrated in this appendix. The reports are
for Example Computer Service Organization and Example Trust Organization
and illustrate the reporting guidance presented in chapter 2, "Form and Content
of Service Auditors' Reports"; chapter 3, "Using Type 1 and Type 2 Reports";
and chapter 4, "Performing a Service Auditor's Engagement." The examples
illustrate two different methods of organizing a type 2 report. For brevity, the
illustrative reports do not include everything that might be described in a type
2 report. Ellipses (...) or notes to readers indicate places where detail has been
omitted from the illustrative reports.

A.2 The control objectives and controls specified by the service organiza-
tions in the illustrative reports, as well as the tests performed by the service
auditors, are presented for illustrative purposes only. They are not intended to
represent a complete or standard set of control objectives, controls, or tests of
operating effectiveness that would be appropriate for all service organizations.
The determination of the appropriate control objectives, controls, and tests of
operating effectiveness for a specific service organization can be made only in
the context of specific facts and circumstances. Accordingly, it is expected that
actual service auditors' reports will contain differing control objectives, controls,
and tests of operating effectiveness.

A.3 The illustrative type 2 report in example 1 for Example Computer Ser-
vice Organization contains the four sections described in chapter 2 of this guide;
however, the control objectives and related controls are omitted from section 2,
"Example Computer Service Organization's Description of Controls," and are
presented only in section 3, "Information Provided by the Service Auditor." The
purpose of this format is to eliminate the redundancy that would result if the
control objectives and related controls were listed in sections 2–3 of the report.
A paragraph is included in section 2 of the report alerting readers to the fact
that the control objectives and related controls presented in section 3 are the
responsibility of the service organization and should be considered part of the
service organization's description. In this example, the reader is to assume that
all of the control objectives were tested for operating effectiveness.

A.4 The second illustrative type 2 report, example 2, is based on Example
Trust Organization. In this type 2 report, the service organization's control
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objectives and related controls, the tests of operating effectiveness performed
by the service auditor, and the results of the tests are presented in section
2, "Example Trust Organization's Description of Controls." As in example 1,
the objective of this method of presentation is to avoid the redundancy that
would result from presenting the same material in two sections. A paragraph
is included in section 3 indicating that the tests of operating effectiveness and
results of the tests presented in section 2 are the responsibility of the service
auditor and should be considered part of the service auditor's section. As in
example 1, the reader is to assume that all of the control objectives were tested
for operating effectiveness.

Example 1
Example Computer Service Organization

Report on Controls Placed in Operation
and Tests of Operating Effectiveness

Table of Contents

Section Description of Section

1. Independent Service Auditor's Report

2. Example Computer Service Organization's Description of Controls

Overview of Operations

Relevant Aspects of the Control Environment, Risk Assessment, and
Monitoring

Control Environment

Risk Assessment

Monitoring

Information and Communication

Information Systems

Savings Application*

Mortgage Loan Application *

Consumer Loan Application *

Communication

Control Objectives and Related Controls

The organization's control objectives and related controls are
included in section 3 of this report, "Information Provided by
the Service Auditor." Although the control objectives and re-
lated controls are presented in section 3, they are an integral
part of the organization's description of controls.

User Control Considerations

* Items marked with an asterisk are presented in the table of contents for illustrative purposes
only and are either included in part in or left entirely out of this illustrative type 2 report.

* See footnote * in this paragraph.
* See footnote * in this paragraph.
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3. Information Provided by the Service Auditor

Control Objectives, Related Controls, and Tests of Operating Effec-
tiveness

General Computer Controls

Systems Development and Maintenance

Access

Computer Operations

Savings Application Controls

Mortgage Loan Application Controls∗

Consumer Loan Application Controls∗

4. Other Information Provided by Example Computer Service Organization

Description of Other Applications∗

Commercial Loan∗

General Ledger∗

Description of Planned Changes to Applications*

1

Independent Service Auditor's Report

To the Board of Directors of Example Computer Service Organization:

We have examined the accompanying description of controls related to the Sav-
ings, Mortgage Loan, and Consumer Loan applications of Example Computer
Service Organization. Our examination included procedures to obtain reason-
able assurance about whether (1) the accompanying description presents fairly,
in all material respects, the aspects of Example Computer Service Organiza-
tion's controls that may be relevant to a user organization's internal control as
it relates to an audit of financial statements; (2) the controls included in the
description were suitably designed to achieve the control objectives specified
in the description, if those controls were complied with satisfactorily and user
organizations applied the controls contemplated in the design of Example Com-
puter Service Organization's controls; and (3) such controls had been placed in
operation as of June 30, 20XX. The control objectives were specified by the man-
agement of Example Computer Service Organization. Our examination was
performed in accordance with standards established by the American Institute
of Certified Public Accountants and included those procedures we considered
necessary in the circumstances to obtain a reasonable basis for rendering our
opinion.

In our opinion, the accompanying description of the aforementioned applica-
tions presents fairly, in all material respects, the relevant aspects of Example
Computer Service Organization's controls that had been placed in operation as
of June 30, 20XX. Also, in our opinion, the controls, as described, are suitably
designed to provide reasonable assurance that the specified control objectives
would be achieved if the described controls were complied with satisfactorily
and user organizations applied the controls contemplated in the design of Ex-
ample Computer Service Organization's controls.

* See footnote * in Example 1.
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In addition to the procedures we considered necessary to render our opinion
as expressed in the previous paragraph, we applied tests to specific controls,
which are presented in section 3 of this report, to obtain evidence about their
effectiveness in meeting the related control objectives described in section 3,
during the period from January 1, 20XX to June 30, 20XX. The specific controls
and the nature, timing, extent, and results of the tests are listed in section 3.
This information has been provided to user organizations of Example Computer
Service Organization and to their auditors to be taken into consideration, along
with information about the internal control at user organizations, when making
assessments of control risk for user organizations. In our opinion the controls
that were tested, as described in section 3, were operating with sufficient ef-
fectiveness to provide reasonable, but not absolute, assurance that the control
objectives specified in section 3 were achieved during the period from January
1, 20XX to June 30, 20XX.

The relative effectiveness and significance of specific controls at Example Com-
puter Service Organization and their effect on assessments of control risk at
user organizations are dependent on their interaction with the controls and
other factors present at individual user organizations. We have performed no
procedures to evaluate the effectiveness of controls at individual user organi-
zations.

The description of controls at Example Computer Service Organization is as
of June 30, 20XX, and information about tests of the operating effectiveness of
specific controls covers the period from January 1, 20XX, to June 30, 20XX. Any
projection of such information to the future is subject to the risk that, because
of change, the description may no longer portray the controls in existence. The
potential effectiveness of specific controls at the service organization is subject
to inherent limitations and, accordingly, errors or fraud may occur and not be
detected. Furthermore, the projection of any conclusions, based on our findings,
to future periods is subject to the risk that (1) changes made to the system
or controls, (2) changes in processing requirements, or (3) changes required
because of the passage of time may alter the validity of such conclusions.1

The information included in section 4 of this report is presented by Exam-
ple Computer Service Organization to provide additional information to user
organizations and is not a part of Example Computer Service Organization's
description of controls placed in operation. The information in section 4 has
not been subjected to the procedures applied in the examination of the descrip-
tion of the controls related to the savings, mortgage loan, and consumer loan
applications, and accordingly, we express no opinion on it.

This report is intended solely for use by the management of Example Computer
Service Organization, its users, and the independent auditors of its users.2

July 10, 20XX

1 This sentence has been expanded to describe the risks of projecting any evaluation of the
controls to future periods because of the failure to make needed changes to a system or controls,
as provided for in Interpretation No. 5, "Statements About the Risk of Projecting Evaluations of the
Effectiveness of Controls to Future Periods," of Statement on Auditing Standards (SAS) No. 70, Service
Organizations, as amended (AICPA, Professional Standards, vol. 1, AU sec. 9324 par. .38–.40).

2 Paragraph .19 of AU section 532, Restricting the Use of an Auditor's Report (AICPA, Professional
Standards, vol. 1), presents the following illustrative restricted-use paragraph:

This report is intended solely for the information and use of [the specified parties] and is
not intended to be and should not be used by anyone other than these specified parties.

The language in that paragraph may be used in a service auditor's report.
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2

Example Computer Service Organization's
Description of Controls

Overview of Operations
Example Computer Service Organization (the organization) is located in Los
Angeles, California, and provides computer services primarily to user organiza-
tions in the financial services industry. Applications enable user organizations
to process savings, mortgage loan, consumer loan, commercial loan, and gen-
eral ledger transactions. This description addresses only controls related to the
savings, mortgage loan, and consumer loan applications. Section 4 of this report
contains certain information about the Commercial Loan and General Ledger
applications.

Numerous terminals located at user organizations are connected to the organi-
zation through leased lines that provide online, real-time access to the applica-
tions. The organization processes transactions using one ABC central processor
under the control of Operating System Release 2.1....

Relevant Aspects of the Control Environment, Risk
Assessment, and Monitoring
Control Environment

Operations are under the direction of the president and the board of directors
of the organization. The board of directors has established an audit committee
that oversees the internal audit function. The organization employs a staff of
approximately 35 people and is supported by the functional areas listed here.

• Administration and systems development. Coordinates all aspects
of the service organization's operations, including service billing.
Identifies areas requiring controls and implements those controls.
Performs systems planning, development, and implementation.
Reviews network operations and telecommunications and per-
forms disaster-recovery planning and database administration.

• Customer support. Supports end users in all aspects of their use of
the application system including research and resolution of iden-
tified problems. Administers application security (including pass-
words), changes to application parameters, and the distribution of
user documentation.

• Application programming. Performs regular maintenance pro-
gramming, programming for user-requested enhancements, and
updates the systems documentation.

• Terminal support. Performs end-user terminal training. Re-
searches and resolves terminal and network problems and per-
forms timely installations of enhancements to terminal and net-
work software.

• Operations. Manages daily computer operations, nightly produc-
tion processing, report production and distribution, and system
utilization and capacities.

• Marketing. Provides analysis for new business prospects and new
product planning.
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The managers of each of the functional areas report to the director of informa-
tion systems.

The organization's employees are not authorized to initiate or authorize trans-
actions, to change or modify user files except through normal production pro-
cedures, or to correct user errors. All shifts at the organization are managed
by shift supervisors and the director of information systems. Incident reports,
processing logs, job schedules, and equipment activity reports are monitored
by the director of information systems. These reports track daily processing
activities and identify hardware and software problems and system usage.

Weekly management meetings are held to discuss special processing requests,
operational performance, and the development and maintenance of projects in
process.

Written position descriptions for employees are maintained by the director of
information systems and the personnel department. The descriptions are re-
viewed annually and revised as necessary.

References are sought and background, credit, and security checks are con-
ducted for all organization personnel hired. The confidentiality of user-
organization information is stressed during the new-employee orientation pro-
gram and is emphasized in the personnel manual issued to each employee. The
organization provides a mandatory orientation program to all full-time em-
ployees and encourages employees to attend other formal outside training. An
internal supervisory training program was recently initiated.

Employees are required to take vacation in accordance with the organiza-
tion's policy, which requires that all employees who are eligible for 2 or more
weeks of vacation take off 5 consecutive business days during each calendar
year. No employee may take vacation during the last week or first 10 days
of each quarter. Vacation must be taken in the calendar year in which it is
earned.

The organization's policy requires that after three months of employment, new
employees receive a written performance evaluation from their supervisors,
and that all employees receive an annual written performance evaluation and
salary review. These reviews are based on employee-stated goals and objectives
that are prepared and reviewed with the employee's supervisor. Completed
appraisals are reviewed by senior management and become a permanent part
of the employee's personnel file.

The internal auditors provide the audit committee with an assessment of con-
trols. The internal auditors execute an information-technology internal audit
program, and follow up on any operational exceptions or concerns that may
arise. The internal auditors use audit software to perform various recalcula-
tions and analyses using actual production data in an off-line mode.

Risk Assessment

The organization has placed into operation a risk assessment process to iden-
tify and manage risks that could affect the organization's ability to provide
reliable transaction processing for user organizations. This process requires
management to identify significant risks in their areas of responsibility and to
implement appropriate measures to address those risks. The agenda for each
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quarterly management meeting includes a discussion of these matters. This
process has identified risks resulting from the nature of the services the or-
ganization provides, and management has implemented various measures to
manage those risks.

Monitoring

The organization's management and supervisory personnel monitor the quality
of internal control performance as a routine part of their activities. To assist
them in this monitoring, the organization has implemented a series of "key
indicator" management reports that measure the results of various processes
involved in processing transactions for user organizations. Key indicator re-
ports include reports of actual transaction processing volumes compared with
anticipated volumes, actual processing times compared with scheduled times,
and actual system availability and response times compared with established
service level goals and standards. All exceptions to normal or scheduled process-
ing related to hardware, software, or procedural problems are logged, reported,
and resolved daily. Key indicator reports are reviewed daily and weekly by
appropriate levels of management, and action is taken as necessary.

Information and Communication
Information Systems

The organization's savings, mortgage loan, and consumer loan applications are
part of an integrated software system. This system provides online, real-time
processing of monetary and nonmonetary transactions and provides batch and
memo postprocessing capabilities. Processing activities are divided into online
and off-line processing segments. During ordinary business hours, user organi-
zations may make inquiries and enter monetary and nonmonetary transactions
through various terminals, including teller terminals. Additional transactions
are transmitted from automatic teller machines (ATMs), the Federal Reserve
Bank (FED), and user banks. Such transactions are received via electronic data
transmission or via tape delivered by courier.

Each application uses the standard operating system and related systems soft-
ware to interact with terminals, to accept data, to apply prescribed processes
to data, to maintain an audit trail, and to respond to inquiries.

Online daily processing occurs during preestablished hours when user organi-
zations are open. Monetary, nonmonetary, and inquiry transactions are entered
at teller terminals located at branch offices of user organizations serviced by
the organization. Nonmonetary and inquiry transactions are entered at other
terminals designated as administrative terminals in branch offices and other
offices of user organizations. Terminals are linked to the online data communi-
cations network through leased telephone lines. Telecommunications software
polls the terminals in the network for available input transactions....

Off-line daily processing is performed in accordance with daily schedules and
generally occurs when the online system is not running. These programs de-
termine whether control totals agree with the totals of related detail accounts,
and produce daily and special-request reports.

Following is a description of the savings, mortgage loan, and consumer loan
applications.
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Savings Application

The Savings application maintains account balances based on deposits, with-
drawals, earnings postings, journal debits and credits, and other transactions.
The application provides for online data entry and inquiry functions and online,
real-time posting of monetary and nonmonetary transactions entered through
teller terminals....

Note to Readers: The remainder of the description of the savings applica-
tion and the descriptions of the mortgage loan and consumer loan applica-
tions are not presented in this sample type 2 report.

Communication

The organization has implemented various methods of communication to en-
sure that all employees understand their individual roles and responsibilities
over transaction processing and controls, and to ensure that significant events
are communicated in a timely manner. These methods include orientation and
training programs for newly hired employees, a monthly organization newslet-
ter that summarizes significant events and changes occurring during the month
and planned for the following month, and the use of electronic mail messages
to communicate time-sensitive messages and information. Managers also hold
periodic staff meetings as appropriate. Every employee has a written position
description, and every position description includes the responsibility to com-
municate significant issues and exceptions to an appropriate higher level of
authority within the organization in a timely manner.

The organization also has implemented various methods of communication to
ensure that user organizations understand the role and responsibilities of the
organization in processing their transactions, and to ensure that significant
events are communicated to users in a timely manner. These methods include
the organization's active participation in quarterly user group meetings, the
monthly organization newsletter, which summarizes the significant events and
changes during the month and planned for the following month, and the user
liaison who maintains contact with designated user representatives to inform
them of new issues and developments. Users also are encouraged to communi-
cate questions and problems to their liaison, and such matters are logged and
tracked until resolved, with the resolution also reported to the user organiza-
tion.

Personnel in Example Computer Service Organization's customer support unit
provide ongoing communication with customers. The customer support unit
maintains records of problems reported by customers and problems or inci-
dents noted during processing, and monitors such items until they are resolved.
The customer support unit also communicates information regarding changes
in processing schedules, system enhancements, and other information to cus-
tomers.

Control Objectives and Related Controls
The organization's control objectives and related controls are included in sec-
tion 3 of this report, "Information Provided by the Service Auditor," to eliminate
the redundancy that would result from listing them in this section and repeat-
ing them in section 3. Although the control objectives and related controls are
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included in section 3, they are, nevertheless, an integral part of the organiza-
tion's description of controls.

Note to Readers: The preceding paragraph has been included to clearly
indicate to readers that the control objectives and related controls are an
integral part of the organization's description even though they have been
presented in the service auditor's section to reduce redundancy in the report.

User Control Considerations
The organization's applications were designed with the assumption that certain
controls would be implemented by user organizations. In certain situations,
the application of specific controls at user organizations is necessary to achieve
certain control objectives included in this report. In such instances, the required
user-organization controls are identified under the related control objective in
section 3 of this report.

This section describes additional controls that should be in operation at user
organizations to complement the controls at the organization. User auditors
should consider whether the following controls have been placed in operation
at user organizations:

• Controls to provide reasonable assurance that changes to process-
ing options (parameters) are appropriately authorized, approved,
and implemented

• Controls to provide reasonable assurance that transactions are
appropriately authorized, complete, and accurate

• Controls to provide reasonable assurance that erroneous input
data are corrected and resubmitted

• Controls to provide reasonable assurance that output reports are
reviewed by appropriate individuals for completeness and accu-
racy

• Controls to provide reasonable assurance that output received
from the organization is routinely reconciled to relevant user or-
ganization control totals

The list of user-organization control considerations presented previously and
those presented with certain specified control objectives do not represent a com-
prehensive set of all the controls that may be employed by user organizations.
Other controls may be required at user organizations.

3

Information Provided by the Service Auditor

Note to Readers: SAS No. 70, as amended, does not require that a service
auditor describe tests of the control environment, risk assessment, mon-
itoring, or information and communication. However, if a service auditor
determines that describing tests of these components may be useful to user
auditors, the service auditor may include such tests in the description of
tests of operating effectiveness. This sample report does not include such
information.
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Control Objectives, Related Controls, and Tests of
Operating Effectiveness

General Computer Controls

Systems Development and Maintenance

Control objective 1. Controls provide reasonable assurance that changes to ex-
isting applications are authorized, tested, approved, properly implemented, and
documented.

Description of controls. Each user organization designates the individuals who
are authorized to request program changes. All program-change requests are
submitted in writing to the manager of customer support. The manager of cus-
tomer support maintains a log of all program-change requests received.

After a program-change request has been received and logged, it is reviewed
by personnel in the customer support department to determine whether the
requested change is an enhancement of a program or the correction of a pro-
gramming error and to develop an estimate of the number of hours that will be
required to make and implement the program change.

Biweekly management meetings are held with the director of information sys-
tems, the manager of application programming, and representatives of the user
organizations to consider program-change requests and the status of active
projects. Based on these discussions, the director of information systems ap-
proves or disapproves the change request. Upon approval, the director of infor-
mation systems signs off on the program-change request and forwards it to the
manager of application programming.

The manager of application programming receives approved program-change
requests and prepares a customer work request (CWR) form. Information listed
on the form includes the name of the originator, the name of the bank, the bank's
user code, the program affected, and a description of the requested program
change. A log of all CWRs is maintained and monitored by the manager of
application programming.

The director of information systems must authorize change control personnel
to release production-program source code to the programmer. The program-
ming staff does not have direct access to production-program source code. The
programmer makes changes to program code using a program-development li-
brary. The programmer does not have the ability to compile a changed program
into executable form in the production environment. Programming changes are
made using an online programming utility, and changes to source code are gen-
erated and annotated with the date of the change. Depending on the change,
program unit tests and system tests are performed by the programmer and
reviewed by the manager of application programming.

Acceptance tests are performed using test files, and the resulting output is ver-
ified by the requesting party. Recently processed production data is used as the
test data, without updating any live files. If the program change involves a new
function, test data is jointly developed by the programmer and the requesting
party. All test results are verified by the programmer, the manager of applica-
tion programming, and the requesting party. At the completion of all testing, the
programmer, manager of application programming, and the requesting party
sign off on the CWR.
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After acceptance tests are completed, the director of information systems re-
views all test results and documentation. If the director is satisfied with the
program change, he or she authorizes change-control personnel to compile the
new source code in the production environment and sign off on the CWR.

Updates to the production libraries are performed by change-control personnel
after authorization by the director of information systems. Each time a program
is compiled in the production environment, an entry is electronically recorded
in a log that is printed and reviewed daily for any unauthorized activity.

Documentation is updated by the programmer, reviewed by the manager of
application programming, and distributed to the appropriate parties.

Tests of operating effectiveness.

• Inspected documents evidencing the processing of program-
change requests to determine whether requests are logged, re-
viewed by appropriate management personnel, and submitted in
writing.

• Inspected the log of CWRs and traced a sample of entries to
the CWR form and the corresponding program-change request.
Inspected each CWR form and program-change request in the
sample for completeness and proper approval. For the program
changes in the sample that were completed and implemented dur-
ing the period, inspected the test results for proper documentation
and approval. Inspected the CWR forms for proper authorization
of the program change to be compiled in the production environ-
ment.

• Selected a sample of program changes implemented during the
period from a report generated by the program-change software
and inspected the CWR form and program-change request for com-
pleteness and proper approval.

• Determined through review of various system reports, security
tables, and observation that the programming staff does not have
direct access to program-source code.

• Inspected a sample of the daily logs of compiled programs for rea-
sonableness and evidence of review.

Results of tests. No exceptions were noted.

Note to Readers: The controls and tests of operating effectiveness for con-
trol objectives 2–9 are not presented in this sample report.

Control objective 2. Controls provide reasonable assurance that new applica-
tions being developed are authorized, tested, approved, properly implemented,
and documented.

Control objective 3. Controls provide reasonable assurance that changes to the
existing system software and implementation of new system software are au-
thorized, tested, approved, properly implemented, and documented.

Access

Control objective 4. Controls provide reasonable assurance that physical ac-
cess to computer equipment, storage media, and program documentation is
restricted to properly authorized individuals.
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Control objective 5. Controls provide reasonable assurance that logical access
to system resources (for example, programs, data, tables, and parameters) is
reasonable and restricted to properly authorized individuals.

Computer Operations

Control objective 6. Controls provide reasonable assurance that processing is
appropriately authorized and scheduled, and deviations from scheduled pro-
cessing are identified and resolved.

Control objective 7. Controls provide reasonable assurance that data transmis-
sions between Example Computer Service Organization and its user organiza-
tions are complete and accurate.

Savings Application Controls

Control objective 8. Controls provide reasonable assurance that savings deposit
and withdrawal transactions are received from authorized sources.

Control objective 9. Controls provide reasonable assurance that savings deposit
and withdrawal transactions received from the user organizations are initially
recorded completely and accurately.

Control objective 10. Controls provide reasonable assurance that programmed
interest and penalties are calculated in conformity with the description.

Note to Readers: Control objective 10 illustrates a situation in which the
application of a specific user-organization control is required to achieve the
control objective. See "User Control Considerations" and paragraph 46 of
SAS No. 70, as amended.

Description of controls. Application security restricts update access to user-
defined indexes, used to calculate interest and penalties, to the appropriate
user organization. Within each user organization, passwords are required to
update or change the indexes.

Programs used to calculate interest and penalties are subject to the controls
described for control objective 1, "Controls provide reasonable assurance that
changes to existing applications are authorized, tested, approved, properly im-
plemented, and documented."

User control considerations. User organizations are responsible for establishing
controls at the user organizations to restrict access to and change of user-defined
indexes to authorized user-organization personnel. Any index can be selected
and changed online at any time by user organizations with an appropriate
password. The balances applicable to each rate are established by the user
organizations in account-type parameters. A report can be generated that shows
the current content of the indexes and the date they were last changed.

Tests of operating effectiveness

• Selected a sample of tables containing user-defined indexes for
interest and penalty calculations. Inspected the application secu-
rity tables to determine whether access to change entries in the
indexes was restricted to the appropriate user organizations.

• Observed the process of changing indexes (using a test facility),
noting that passwords are required.
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Changes to the interest and penalty calculation programs were included in the
population of program changes tested for control objective 1.

Results of tests. No exceptions were noted.

Note to Readers: The service auditor performs procedures to test the fair-
ness of the presentation of the description of how interest and penalties are
calculated and also performs procedures to test the operating effectiveness
of the controls that provide reasonable assurance that programmed interest
and penalties are calculated in conformity with the description. The nature
and objective of the procedures performed to evaluate the fairness of the pre-
sentation of the description are different from those performed to evaluate
the operating effectiveness of the controls. The service auditor might recal-
culate interest and penalties to test the fairness of the description; however,
recalculation alone generally would not provide evidence of the operating
effectiveness of the controls over the calculation of interest and penalties.
In this example, the service auditor tested the general computer controls
to obtain evidence related to the operating effectiveness of the controls be-
cause the service organization relies on the computer to calculate interest
and penalties. The service auditor generally would not indicate that the
only test of operating effectiveness performed for this control objective was
recalculating interest and penalties.

Note to Readers: The controls related to control objectives 11–13 are not
presented in this sample report.

Control objective 11. Controls provide reasonable assurance that processing is
performed in accordance with user specifications.

Control objective 12. Controls provide reasonable assurance that data main-
tained on files remain authorized, complete, and accurate.

Control objective 13. Controls provide reasonable assurance that output data
and documents are complete and accurate and distributed to authorized recip-
ients on a timely basis.

4

Other Information Provided by Example Computer
Service Organization

Note to Readers: Details of other information provided by Example Com-
puter Service Organization are not included in this sample report.

Example 2
Example Trust Organization,
Institutional Trust Division

Report on Controls Placed in Operation
and Tests of Operating Effectiveness

Table of Contents

Section Description of Section

1. Independent Service Auditor's Report
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2. Example Trust Organization's Description of Controls

Overview of Services Provided

Control Environment

Organization

Management Control

Controls Related to Personnel

Other Considerations

Internal Audit

Risk Assessment

Monitoring

Information and Communication

Description of Computerized Information Systems

Description of Transaction Processing

Basic Trust and Custody Services

Trade Execution

Asset Custody and Control

Income Accrual, Collections, and Corporate Actions

Client Accounting

Account Administration∗

Investment/Cash Management∗

Master Trust∗

Securities Lending∗

Contributions/Receipts∗

Benefit Payments/Distributions∗

Participant Recordkeeping∗

Customer Reporting∗

Communication With Customers∗

Subservice Organizations

Control Objectives, Related Controls, and Service Auditor's Tests of
Operating Effectiveness

Transaction Processing

Existence

Computerized Information Systems*

User Control Considerations

3. Information Provided by the Service Auditor

The description of the service auditor's tests of operating effectiveness and the
results of those tests are presented in section 2 of this type 2 report, adjacent to
the service organization's description of controls. The description of the tests of
operating effectiveness and the results of those tests are the responsibility of the
service auditor and should be considered information provided by the service
auditor.

* See footnote * in Example 1.
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1

Independent Service Auditor's Report

To the Board of Directors of Example Trust Organization:

We have examined the accompanying description of the controls of Example
Trust Organization's Institutional Trust Division. Our examination included
procedures to obtain reasonable assurance about whether (1) the accompany-
ing description presents fairly, in all material respects, the aspects of Example
Trust Organization's controls that may be relevant to a user organization's in-
ternal control as it relates to an audit of financial statements; (2) the controls
included in the description were suitably designed to achieve the control objec-
tives specified in the description, if those controls were complied with satisfac-
torily, and user organizations and subservice organizations applied the controls
contemplated in the design of Example Trust Organization's controls; and (3)
such controls had been placed in operation as of December 31, 20XX. Example
Trust Organization uses various service organizations to maintain custody and
obtain prices of securities. The accompanying description includes only those
controls and related control objectives of Example Trust Organization, and does
not include controls and related control objectives of the custodial and pricing
service organizations. Our examination did not extend to controls of the cus-
todial and pricing service organizations. The control objectives were specified
by the management of Example Trust Organization. Our examination was per-
formed in accordance with standards established by the American Institute
of Certified Public Accountants and included those procedures we considered
necessary in the circumstances to obtain a reasonable basis for rendering our
opinion.

In our opinion, the accompanying description of the controls of Example Trust
Organization's Institutional Trust Division presents fairly, in all material re-
spects, the relevant aspects of Example Trust Organization's controls that had
been placed in operation as of December 31, 20XX. Also, in our opinion, the
controls, as described, are suitably designed to provide reasonable assurance
that the specified control objectives would be achieved if the described controls
were complied with satisfactorily and user organizations and subservice orga-
nizations applied the controls contemplated in the design of Example Trust
Organization's controls.

In addition to the procedures we considered necessary to render our opinion
as expressed in the previous paragraph, we applied tests to specific controls
to obtain evidence about their effectiveness in meeting the related control ob-
jectives during the period from January 1, 20XX to December 31, 20XX. The
specific controls, related control objectives, and the nature, timing, extent, and
results of the tests are summarized on pages XX–XX of this report. This in-
formation has been provided to user organizations of Example Trust Orga-
nization's Institutional Trust Division and to their auditors to be taken into
consideration, along with information about internal control at user organiza-
tions, when making assessments of control risk for user organizations. In our
opinion the controls that were tested, as described on pages XX–XX, were op-
erating with sufficient effectiveness to provide reasonable, but not absolute,
assurance that the related control objectives specified on those pages were
achieved during the period from January 1, 20XX to December 31, 20XX. The
relative effectiveness and significance of specific controls at Example Trust
Organization and their effect on assessments of control risk at user organiza-
tions are dependent on their interaction with the controls and other factors
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present at individual user organizations. We have performed no procedures to
evaluate the effectiveness of controls at individual user organizations.

The description of controls at Example Trust Organization is as of December
31, 20XX, and information about tests of the operating effectiveness of specific
controls covers the period from January 1, 20XX to December 31, 20XX. Any
projection of such information to the future is subject to the risk that, because
of change, the description may no longer portray the controls in existence. The
potential effectiveness of specific controls at Example Trust Organization is
subject to inherent limitations and, accordingly, errors or fraud may occur and
not be detected. Furthermore, the projection of any conclusions, based on our
findings, to future periods is subject to the risk that (1) changes made to the sys-
tem or controls, (2) changes in processing requirements, or (3) changes required
because of the passage of time may alter the validity of such conclusions.3

This report is intended solely for use by the management of Example Trust
Organization, its users, and the independent auditors of its users.4

January 15, 20XX

2
Example Trust Organization's

Description of Controls

Overview of Services Provided
Example Trust Organization (the organization) is a full-service trust organiza-
tion providing fiduciary services to corporate, personal, and institutional trust
users. The organization provides services through the following five divisions:

• Corporate Trust Division. Serves as a trustee for securities issued
by corporations....

• Personal Trust Division. Services trusts established by individu-
als, foundations....

• Institutional Trust Division. Services institutional users, includ-
ing employee benefit plans, public funds, insurance companies,
and other financial institutions. The Institutional Trust Division
has ultimate responsibility for the administration of institutional
trust accounts (accounts), including liaising with plan sponsors
and investment managers. Account administration includes cus-
tomer accounting and reporting, securities lending administra-
tion, participant loan administration, performance measurement,
and compliance with the Employee Retirement Income Security
Act (ERISA) of 1974. Each account has a designated adminis-
trator in the Institutional Trust Division. The administrator is
supported by the Investment Management Division for accounts
for which the organization has investment discretion. The Insti-
tutional Trust Division is organized along regional lines, with a

3 This sentence has been expanded to describe the risks of projecting any evaluation of the
controls to future periods because of the failure to make needed changes to a system or controls, as
provided for in Interpretation No. 5 of SAS No. 70, as amended.

4 Paragraph .19 of AU section 532 presents the following illustrative restricted-use paragraph:
This report is intended solely for the information and use of [the specified parties] and is
not intended to be and should not be used by anyone other than these specified parties.

The language in that paragraph may be used in a service auditor's report.
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senior executive responsible for oversight of each region's activi-
ties. The senior executives report to the executive vice president
of the Institutional Trust Division, who reports to the president of
the organization.

• Investment Management Division. Provides investment advisory
services to accounts of the Corporate Trust, Personal Trust, and
Investment Trust Divisions for which the organization is granted
investment discretion.

• Trust Support Division. Serves as a central utility for the pro-
cessing of transactions for users of the Corporate Trust, Personal
Trust, and Institutional Trust Divisions. The Trust Support Divi-
sion is organized along functional lines and includes the following
groups:

— Computerized information systems group (CISG). Pro-
vides data processing services to the five divisions of
the organization. The CISG operates from a central-
ized processing site that provides numerous application-
processing services to its users. The CISG's size and or-
ganization provide for separation of incompatible duties
relating to computer operations, systems and program-
ming, system software support, and data control. CISG
personnel are subject to the organization's personnel con-
trols described on page XXX.

— Securities processing group. Is responsible for securities
movement and control, asset custody and control, securi-
ties lending, income accrual and collection, and corporate
actions.

— Divisional support group. Is responsible for liaising with
the Institutional Trust Division and the other divisions.

— Benefit payment, disbursement, and participant record-
keeping group.

Control Environment
Organization

Set forth in figure 1 is the organization chart for Example Trust Organization
at December 31, 20XX.

The organization's trust activities are overseen by the Trust Committee of the
Board of Directors. The Trust Committee has established the following com-
mittees to oversee the organization's fiduciary activities relating to accounts:
Trust Policy Committee, Investment Committee, Administrative and Invest-
ment Review Committee, and Trust Real Estate Investment Committee. Each
committee is charged with monitoring and establishing policy for the fiduciary
activities under its oversight.

This report addresses the Institutional Trust Division, which directly services
accounts. It also addresses the Investment Management and Trust Support
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Divisions to the extent that these divisions support the activities of the Insti-
tutional Trust Division. Activities of the Corporate Trust and Personal Trust
Divisions are beyond the scope of this report.

Trust activities are conducted in accordance with written policy and procedure
guides that have been adopted by the trust policy committee. Policy and proce-
dure guides are periodically updated. The responsibilities of the institutional
trust and trust support divisions are allocated among personnel so as to segre-
gate the following functions:

• Processing and recording transactions

• Maintaining custody of assets

• Reconciliation activities

• Compliance monitoring

Figure 1

Organization Chart for Example Trust Organization
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Management Control

The organization has a formal management information and reporting system
that enables management to monitor key control and performance measure-
ments.

Adherence to trust controls is monitored through a self-assessment program
that is overseen by the compliance unit of the Institutional Trust Division. The
assessment program has been designed to periodically evaluate account admin-
istration and support operations for compliance with the Institutional Trust
Division's authorizing document, the organization's controls, and the applica-
ble regulatory requirements. Results of the assessments are communicated to
management and the trust committee.

Controls Related to Personnel

The organization has formal hiring practices designed to ensure that new em-
ployees are qualified for their job responsibilities. Each new-position hiring
must be jointly approved by the human resources department and the manager
of the department requiring the employee. Hiring policies include requiring
that employees have minimum education and experience requirements, that
written references be submitted, and that employees execute confidentiality
statements. The organization also performs background and credit investiga-
tions of potential employees.

Training of personnel is accomplished through supervised on-the-job training,
outside seminars, and in-house classes. Certain positions require the comple-
tion of special training. For example, account administrators are trained in
ERISA rules and regulations. Department managers are responsible for en-
suring that all account administrators complete such training. Department
managers are also responsible for encouraging the training and development
of employees so that all personnel continue to qualify for their functional re-
sponsibilities.

Formal performance reviews are conducted on a periodic basis. Employees are
evaluated on objective criteria based on performance. An overall rating (unsat-
isfactory, satisfactory, exceptional) is assigned.

Other Considerations

The organization's controls are documented in its corporate compliance manual
(CCM). The CCM is organized by product and business unit and sets forth
the organization's controls, the laws and regulations to which the product or
business unit is subject, and the compliance responsibilities of specific positions
within the organization.

The organization has a formal conflict-of-interest policy that, among other
things, establishes rules of conduct for employees who service accounts. Em-
ployees and their immediate families are prohibited from divulging confiden-
tial information about client affairs, trading in securities of clients or their
affiliates, and taking any action that is not in the best interest of clients. In
addition, investment advisers in the Investment Management Division must
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provide periodic brokerage statements to a compliance officer who reviews the
statements for transactions proscribed by organization policy. Annually, each
officer must confirm in writing his or her compliance with the organization's
conflict-of-interest policy.

The organization is subject to regulation and supervision by the Office of the
Comptroller of the Currency (OCC). Accordingly, the organization is required
to file periodic reports with the OCC and is subject to periodic examination by
the OCC.

The organization maintains insurance coverage against major risks. Insurance
policies include an errors and omissions bond, employee fidelity bond, blanket-
lost-original instruments bond, bankers' blanket bond, and trust-property-
managers bond. Coverage is maintained at levels that the organization con-
siders reasonable given the size and scope of its operations, and is provided by
insurance companies that organization management believes are financially
sound.

Internal Audit

Trust activities are monitored by the internal audit group, which reports to
the audit committee of the board of directors. The internal audit program is
designed to evaluate compliance with the organization's controls and the laws
and regulations to which the organization is subject, including ERISA. The
program also addresses the soundness and adequacy of accounting, operating,
and administrative controls. Internal audits cover four broad areas of fiduciary
services: account administration, regulatory compliance, transaction account-
ing, and asset custody. Internal audits of asset custody include periodic veri-
fication of assets held in trust through physical examination, confirmation, or
review of reconciliations and underlying source documents. Formal reports of
audit findings are prepared and submitted to management and to the audit
committee.

Risk Assessment
The organization has placed into operation a risk-assessment process to iden-
tify and manage risks that could affect the organization's ability to provide
reliable transaction processing to customers of the Institutional Trust Divi-
sion. This process requires management to identify significant risks inherent
in the processing of various types of transactions for customers and to imple-
ment appropriate measures to monitor and manage these risks.

This process has identified risks resulting from the nature of the services pro-
vided by the Institutional Trust Division, and management has implemented
various measures designed to manage these risks. Risks identified in this pro-
cess include:

• Operational risk associated with computerized information sys-
tems; manual processes involved in transaction processing; and
external systems, for example, depository interfaces.

• Credit risk associated with, among other things, securities settle-
ment; securities loans, and investment of related cash collateral.
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• Market risk associated with the investment of cash collateral and
the valuation of securities.

• Fiduciary risk associated with acting on behalf of customers.

Each of these risks is monitored as described under "Risk Monitoring," on page
XXX of this report.

Monitoring
The management and supervisory personnel of the Institutional Trust Divi-
sion monitor performance quality and control operation as a normal part of
their activities. The organization has implemented a series of "key indicator"
management reports that measure the results of various processes involved in
providing transaction processing to customers. Key indicator reports include
reports that identify:

• The name, age, and cause of differences noted in various reconcili-
ations, such as Securities Movement and Control System (SMAC)
versus Depository Trust Company (DTC), Depository Trust Com-
pany/Mortgage Backed Securities Division (DTC/MBS), and the
FED; accrued income versus amounts actually collected.

• The number of failed settlement transactions.

• Variances (or absence thereof) in the price of securities held by
customers.

• Various computerized information system events, such as failed
access attempts, rejected items, deviations from scheduled pro-
cessing, and program changes.

These reports are periodically reviewed (depending on the nature of the item
being reported on) by appropriate levels of management, and action is taken as
necessary. Depending on the nature, age, and amount (as applicable) of process-
ing exceptions, they are referred to succeedingly higher levels of management
for review.

Information and Communication
Description of Computerized Information Systems5

• Processing environment. The CISG operates a large-scale com-
puter facility that has two mainframe computers. One computer is
primarily used to support application processing and the other is
primarily used to support application maintenance, development,
testing, and systems software maintenance and testing. The com-
puters are supported by the manufacturer's operating system and
related components....

• Security/access. The CISG has a centralized security adminis-
tration department. This department is responsible for ensuring
that the organization adheres to corporate security policy that....

5 In an actual report, there would be a more comprehensive description of the computer applica-
tions and the general computer controls. Such information is not included in this sample report.
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Access to system resources and production information and pro-
gram files is protected from unauthorized users by a global-access
control system that....

• Application development/maintenance. All requests for the de-
velopment of new systems and changes to existing systems are
submitted to the director of the CISG. All requests are processed
within a software management system that includes the following
processes: project request. . ..

Description of Transaction Processing

Basic Trust and Custody Services

Most of the transaction processing for accounts is automated. Controls over
access and changes to the automated systems are described in the section titled
"Description of Computerized Information Systems." Set forth in Figure 2 is
an overview of the organization's applications, interfaces, and relationships to
investment advisers, brokers, depositories, and custodians.

The application systems were developed by the organization and are operated
on the organization's mainframe computer at its information center in New
York City. The functions of each system are briefly described here:

• Institutional delivery system (IDS). Accepts automated trade in-
puts from terminals at outside investment advisers and invest-
ment management division advisers. Compares the trade inputs
with broker trade notifications and interfaces with depositories or
other custodians for trade delivery and settlement information,
income collection, corporate actions, and security positions. Inter-
faces with the organization's wire transfer system for payments
and receipts related to security purchase and sale transactions,
income receipts, and other cash transactions.

• Security movement and control system (SMAC). Maintains inven-
tory records of the organization's position in individual securities
(including the physical location of such securities or the deposi-
tory/custodian at which they are maintained) and the allocation
of such positions to individual clients of the organization, includ-
ing, but not limited to, accounts.

• Automated income system (AIS). Receives transmissions of div-
idend declarations from outside pricing and corporate action
services. Computes interest accruals on fixed-income securities.
Tracks and processes the receipt of income. Allocates income to
individual clients of the organization, including, but not limited
to, accounts.

• Corporation action system (CAS). Receives transmissions of cor-
porate actions, such as stock splits, reorganizations, and mergers.
Supports the process of notification of security holders of actions
and decision follow-ups (in the case of nonmandatory actions, such
as tender offers).

• Trust accounting system (TAS). Obtains the prices of security hold-
ings from outside sources. Performs analytical testing of the rea-
sonableness of prices. Maintains records for accounts and gener-
ates accounting statements.
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Figure 2

Transaction Processing of Accounts of Example Trust Organization
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Trade Execution

Security trades are initiated by the Investment Management Division or by
third-party advisers having investment discretion over particular accounts.
Trade information is input into the IDS via a terminal at the investment adviser.
Nonautomated-trade-execution instructions (received via facsimile transmis-
sion [fax] or telephone) are authenticated by signature verification or call-back
procedure and are input into the IDS by authorized personnel in the securities
processing group. Trade information is confirmed in writing by the organization
with the broker/dealer who placed the trade.

Executed trades are affirmed through an automated process that compares
the IDS trade information to trade depository information that the depository
receives from the trade counterparty. The IDS provides for automated securities
settlement on the prearranged date, which is typically three days after the
trade date, or one day after the trade date for same day/next day settlements.
Exceptions to the affirmation process are individually researched and resolved.
Depositories include the DTC, the DTC/MBS, the FED, and XYZ Bank. Trade
positions for settlement with outside depositories are reconciled daily and a net
settlement is made with each depository.
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Deliveries of securities (via depositories or via physical delivery of securities in
the organization's vault) in connection with security-sale transactions are ef-
fected only upon the receipt of cash. Similarly, cash is paid for security-purchase
transactions only upon receipt of the securities. If the securities are not received
or delivered on the settlement date, the settlement "fails." In that case, the pur-
chase or sale of the security is reflected in the customer's portfolio, and a payable
or receivable, respectively, is recorded for the future cash payment or receipt.
The organization monitors such fails through the IDS and the SMAC to ensure
that they are resolved on a timely basis.

Free deliveries of securities are sometimes required for securities pledged as
collateral or for reregistration. Free deliveries of collateral are initiated by the
investment manager through ordinary trade input. Free deliveries for reregis-
tration are typically physical (that is, not via a depository).

The Security Movement and Control Department of the Trust Support Division
is responsible for the receipt and delivery of physical securities (other than pur-
chase and sale transactions), the processing of maintenance entries, securities
reregistration, and the transfer of securities between accounts, as instructed
by the account administrator. Securities are received via certified or registered
mail. Hand-delivered securities are received under dual control. Securities be-
ing processed are maintained in a fireproof file that is secured in a vault during
nonbusiness hours. Securities that must be delivered to external custodians
are sent by insured courier. Receipt of the security is confirmed directly with
the custodian. A log is maintained of all securities sent to a transfer agent for
change of the nominee name. Follow-up is required if the security is not re-
turned in 30 days. Mail-loss affidavits are prepared if the security is lost in
transit to or from the transfer agent.

Asset Custody and Control

The organization maintains trust assets at three depositories, one custodian
bank, and in the organization's vault in New York City. Custodial relationships
are reviewed on a periodic basis to ensure that the quality and extent of services
are adequate for the organization's needs.

Assets are recorded on the SMAC by location code. Asset-holding lists can be
provided on an asset, account, or location code level. Asset-holding lists are
used by the organization to prepare custodian reconciliations and to resolve
any out-of-balance positions. Assets are recorded on the SMAC and identified
to individual accounts. Physical holdings of securities or book-entry holdings at
depositories are held in aggregate under Example Trust Organization's name as
trustee or nominee. Asset-holding lists provide detailed information by account
to permit the reconciliation of aggregate positions by security to the individual
account positions.

Reconciliations of asset positions between the DTC, the DTC/MBS, and the FED
and the organization's SMAC are performed on a daily basis. Reconciliations of
asset positions between XYZ Bank and the organization's SMAC are performed
on a daily basis. The reconciliations are produced by comparing the custodian's
position, per custodian-provided computer tapes, to the SMAC's asset-position
listing. An aged exception report is produced that is used for follow-up. Recon-
ciling items aged over 30 days are reported to senior management.

The trust vaults are maintained under dual control at all times. Securities
placed into or removed from the vaults are recorded in vault logs. Any security
removed from the vaults must be returned to the main vault or placed in a
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night vault at the end of each business day. Annual vault counts are performed
by internal auditors on a surprise basis.

Income Accrual, Collections, and Corporate Actions

The Income Accrual and Collection Department of the Securities Processing
Group is responsible for processing and recording income accruals, collecting
dividends and interest due on the payable date, processing income received,
investigating underpayments and overpayments, and processing due bills and
claims for income. Interest income is recorded to accounts on an accrual basis.
Discounts are accreted and premiums are amortized in accordance with cus-
tomer instructions. Dividend income is recorded to accounts on the ex-dividend
date, as directed by the corporate actions department of the securities process-
ing group.

Income collections, accruals, and cash dividends are processed using the AIS.
Other corporate actions, such as tender offers and stock splits, are processed
using the CAS. Both the AIS and the CAS receive data regarding corporate
actions by independent sources. Information about trust-asset holdings of the
organization is obtained by the AIS and the CAS through an automated inter-
face with the SMAC. The AIS reads the security-holdings files of the SMAC
daily to identify securities for which dividends have been declared and to en-
sure that AIS files of fixed-income securities are complete and accurate. The AIS
then prepares, by user, a file of expected-income collections or an "income map."
These maps are matched against the paying agent's records before the exp-
ected payment date to research and correct any discrepancies before the
payment date. For securities held at depositories, information on expected pay-
ments is received from the depositories and from an automated interface with
the AIS. For securities held in the vault, a printout of the income map is gener-
ated by the AIS and manually compared to the paying agent's advice. Similarly,
income collections are subsequently reconciled to the income maps in the AIS.
Differences between actual and expected receipts are identified by the AIS, and
an exception report is generated and used for investigation. Once differences
are resolved, the income maps are adjusted, if necessary, and then released to
the TAS. This release causes the collection to be reflected in each user's account.

On a daily basis, the AIS provides information on income accruals to the SMAC
so that the customer accounting records can be automatically updated.

On a daily basis, the CAS prepares a list of new and pending corporate ac-
tions. For mandatory actions, such as bond calls or stock splits, CAS updates
the SMAC, the TAS, and the AIS to ensure that subsequent security pricings,
income payments, and other items are accurate. Nonmandatory actions, such
as tender offers, are assigned to a client-service representative by the area
supervisor. The client-service representative contacts the customer or invest-
ment manager to obtain instructions. The outstanding action is maintained
on a "tickler file" within the CAS. As the deadline for the action approaches,
the customer or investment manager is contacted at specified and increasingly
shorter intervals. If no instructions are received by the day before the action is
due, the matter is referred to the account administrator for resolution.

Client Accounting

Periodic accounting statements are prepared for each account by the TAS.

The TAS receives information on income and corporate actions affecting ac-
counts from interfaces with the SMAC, the AIS, and the CAS. Holdings of
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exchange-traded securities are recorded at market value in the accounting
statements based on prices transmitted from independent pricing service or-
ganizations. If prices are received from more than one pricing service or-
ganization, the prices are compared and any significant deviations are in-
vestigated. Nonexchange-traded securities or other types of investments are
valued....

Subservice Organizations
The organization uses industry-recognized subservice organizations to achieve
operating efficiency and to obtain specific expertise. The organization periodi-
cally reviews the quality of the subservice organizations' performance.

The following are the principal subservice organizations used by the organiza-
tion:

• Depositories and Subcustodians—In addition to the organization's
vaults, the organization uses domestic depositories, such as the
DTC and FED, to settle and safekeep customer assets.

• Pricing Services—The organization uses multiple pricing services
such as . . . for customer asset valuation. Information from pricing
services is primarily received electronically and interfaces with
SMAC.

• Corporate Actions Services—The organization uses multiple cor-
porate action services such as . . . to obtain corporate action events
and dividend data. Corporate action information is obtained both
automatically and manually.

Control Objectives, Related Controls, and Service
Auditor’s Tests of Operating Effectiveness
This section presents the following information provided by the organization:

• The control objectives specified by the management of the organi-
zation

• The controls established and specified by the Organization to
achieve the specified control objectives

Also included in this section is the following information provided by the service
auditor:

• A description of the testing performed by the service auditor to de-
termine whether the organization's controls were operating with
sufficient effectiveness to achieve specified control objectives. The
service auditor determined the nature, timing, and extent of the
testing performed.

• The results of the service auditor's tests of operating effectiveness.

Note to Readers: SAS No. 70, as amended, does not require that a service
auditor describe tests of the control environment, risk assessment, moni-
toring, or information and communication. However, if the service auditor
determines that describing tests of these components may be useful to user
auditors, the service auditor may include such tests in the description of
tests. This sample report does not include such information.
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Transaction Processing

Control objective 1: Controls provide reasonable assurance that invest-
ment purchases and sales are properly authorized.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Only authorized users are
able to input trades into the
IDS.

Tested the logical access
controls, as described in
control objective X.†

Tested the program change
controls, as described in
control objective Y.‡

See control objective
X for the results of
tests.†

See control objective
Y for the results of
tests.‡

Trades that are initiated via
fax or telephone are
authenticated by signature
verification or callback.

Inspected a sample of fax
source documentation for
evidence of signature
verification. Compared the
input documentation with
the IDS output.

For a sample of
transactions, observed the
performance of the callback
procedure over five days.

Observed personnel in the
securities processing group
input transactions.

No relevant
exceptions were
noted.

No relevant
exceptions were
noted.

No relevant
exceptions were
noted.

Control objective 2: Controls provide reasonable assurance that invest-
ment purchases and sales are recorded completely, accurately, and on
a timely basis.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

The IDS compares the trade
information from the
investment adviser with the
trade notifications from the
broker/dealer. Differences
are identified by IDS and
resolved on a timely basis.
Items that are unresolved
on a timely basis require
review and approval by
management.

Processed a sample of
test purchase and sale
transactions through the
IDS to determine
whether differences
were properly identified
by the system. The
sample included
matched and unmatched
items.

No relevant exceptions
were noted.

(continued)

† This refers to a control objective that would include a description of the logical access controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Inspected a sample of
IDS trade difference
reports noting the
number and age of
differences reported.

Observed personnel in
the execution of
follow-up procedures to
resolve trade differences.

To corroborate written
evidential matter, made
inquiries of the trade
settlement personnel
regarding the
procedures followed to
resolve differences.

Made inquiries of the
trade-settlement
personnel regarding the
operation of the
procedures through
December 31, 20XX.

Tested the program
change controls, as
described in control
objective Y.‡

Noted that the number
and age of differences
appeared reasonable
and within the
organization's
guidelines.

The procedures
observed were
consistent with the
written policy. No
relevant exceptions
were noted.

No relevant exceptions
were noted.

No relevant exceptions
were noted.

See control objective Y
for the results of tests.‡

The IDS compares the trade
affirmations received from
outside depositories with
the trade input information
received from the
investment adviser.
Differences are identified by
the IDS and resolved on a
timely basis.

Processed a sample of
test purchase and sale
transactions through the
IDS to determine
whether exceptions are
properly identified and
reported by the IDS. The
sample included
matched and unmatched
items.

Inspected a sample of
IDS trade difference
reports noting the
number and age of the
differences reported.

Observed personnel in
the execution of
follow-up procedures to
resolve trade differences.

No relevant exceptions
were noted.

Noted that the number
and age of the
differences appeared
reasonable and within
the organization's
guidelines.

The procedures
observed were
consistent with written
policies. No relevant
exceptions were noted.

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Made inquiries of the
trade settlement
personnel regarding the
operation of the
procedures through
December 31, 20XX.

Tested the program
change controls, as
described in control
objective Y.‡

No relevant exceptions
were noted.

See control objective Y
for the results of tests.‡

Security positions with the
DTC, the DTC/MBS, and the
FED are reconciled on a
daily basis, and security
positions with XYZ Bank
are reconciled monthly. The
reconciliations are
performed through a
tape-to-tape
computer-matching process
(SMAC versus IDS). A
report listing balancing
positions and out-of-balance
positions is produced for
review and follow-up (as
subsequently described).

Used CAT to match
various system records
used to create the
system generated DTC,
DTC/MBS and FED to
SMAC security position
reconciliation to assess
its completeness and
accuracy.

Determined whether
changes had been made
to the computer
programs that affect the
SMAC and IDS
reconciliations. (The
program source code for
the SMAC and IDS
reconciliation logic was
reviewed and tested in
20XX.)

Inspected the balancing
report at December 31,
20XX, noting the
number and age of the
SMAC/IDS security
position differences.

Tested the program
change controls, as
described in control
objective Y.‡

No relevant exceptions
were noted.

No changes were noted.

No relevant exceptions
were noted in the
review of the balancing
report. Noted that the
number and age of the
differences appeared
reasonable and within
the organization's
guidelines.

See control objective Y
for the results of tests.‡

(continued)

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Corporate actions are
monitored and identified on
a timely basis and are
recorded in the CAS. The
CAS properly values and
records corporate actions.

Observed the daily
processing and made
inquiries of the
corporate-actions unit
personnel regarding the
CAS's ability to identify
and process corporate
actions and the
third-party sources for
corporate actions that
are interfaced directly to
CAS.

Used online testing to
determine whether
corporate action data
feeds are received
completely and
accurately.

Tested the proper
recording for a sample of
corporate actions per the
CAS and the TAS and
the validity of the
reported corporate
actions. Selected
corporate actions
occurring on a sample of
days during 20XX that
had been recorded in
business publications to
ascertain whether they
were properly recorded
by the CAS.

Tested the
program-change controls
as described in control
objective Y.‡

No relevant exceptions
were noted.

No relevant exceptions
were noted.

No relevant exceptions
were noted.

See control objective Y
for the results of tests.‡

Fixed-Income Securities
Assets with regular or fixed
payments, such as corporate
and government bonds, are
set up on the SMAC at the
time of acquisition. The
SMAC automatically passes
information about such
assets to the AIS. Only
authorized personnel can set
up securities on the SMAC
at the time of acquisition.

For a sample of
fixed-income security
positions, compared the
details of the security
holdings (for example,
coupon rate, maturity
date, payment frequency
and dates) per the
SMAC to the AIS.

No relevant exceptions
were noted.

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

For a sample of
securities set up on the
SMAC during 20XX,
compared the details of
the security holding per
the SMAC with the
offering prospectus or
comparable external
documentation noting
agreement.

Tested the logical access
controls as described in
control objective X.†

Noted that the payment
date for X of the
securities included in a
XX-item sample was
incorrectly stated on the
SMAC. Resampled an
additional XX items
noting no exceptions.

See control objective X
for the results of
tests.‡

Control objective 3: Controls provide reasonable assurance that invest-
ment income is recorded accurately and timely.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

The SMAC and the AIS
security holdings are
automatically compared
daily and, if necessary,
reconciled by authorized
individuals.

Made inquiries of
management regarding
the reconciliation
procedures and the
exception-resolution
process.

Observed the performance
of the daily reconciliation
procedures.

Inspected a sample of
reconciliations to assess
the reasonableness,
number, and age of the
reconciling items.

Made inquiries of the
income-collection
personnel regarding the
operation of the procedure
through December 31,
20XX.

No relevant
exceptions were noted.

The procedures
observed were
consistent with
management's
description.

No relevant
exceptions were noted.

No relevant
exceptions were noted.

The AIS accrues uncollected
investment income and
automatically passes the
accrual information to the
TAS.

For a sample of various
types of securities,
recalculated the income
accruals at September 30,
20XX, and compared the
accrual per the AIS to the
accrual per the TAS.

No relevant
exceptions were noted.

(continued)

† This refers to a control objective that would include a description of the logical access controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Tested the program
change controls as
described in control
objective Y.‡

See control objective Y
for the results of
tests.‡

Equity Securities
To properly record income
on equity securities, a
computer tape of dividends
declared is prepared and
transmitted to the AIS by an
outside service on a daily
basis. The computer tape of
securities reporting
dividends for the day is
compared with asset
holdings on the SMAC, and
anticipated dividend maps
are created by the AIS.

Made inquiries of the
income-collection
personnel regarding the
source of daily dividend
tapes and the
procedures followed to
interface with the SMAC
and the AIS. Observed
the daily processing.

For a sample of equity
securities, determined
whether dividends
declared were properly
reflected in the AIS.

Tested the controls over
data transmission, as
described in control
objective Z.||

No relevant exceptions
were noted.

No relevant exceptions
were noted.

See control objective Z
for the results of tests.||

Dividend income is credited
to the customer on the
ex-dividend date.

Selected a sample of
dividends per the AIS
and verified that they
were recorded in the
TAS on the ex-date.

No relevant exceptions
were noted.

Control objective 4: Controls provide reasonable assurance that invest-
ment income is collected on a timely basis.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

The AIS compares the income
received from the depository
or directly from the issuer to
the anticipated income map on
a security-by-security basis.
Differences between the
expected receipts and the
actual receipts are reported,
investigated, and resolved by
authorized income-collection
personnel on a timely basis.

Processed a sample of
test collections and
corrections through the
AIS to determine the
propriety of the AIS
income exception report.

No relevant
exceptions were noted.

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.

|| This refers to a control objective that would include a description of the data transmission
controls, the tests of the controls, and the results of the tests. Such information is not included in this
sample report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Inspected the
anticipated income
reports noting whether
the nature and age of
the outstanding
differences were
reasonable and within
organization guidelines.

Made inquiries of the
income-collection
personnel regarding the
operation of the
procedure through
December 31, 20XX.

Observed the
income-collection
personnel investigating
unresolved differences.

Tested the program
change controls as
described in control
objective Y.‡

No relevant
exceptions were noted.

No relevant
exceptions were noted.

No relevant
exceptions were noted.

See control objective Y
for the results of
tests.‡

Control objective 5: Controls provide reasonable assurance that the
market value of exchange-traded securities is properly calculated us-
ing prices obtained from outside pricing services.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Daily transmissions of
prices of exchange-traded
securities are received from
independent sources.

Made inquiries of the
organization's personnel
regarding the sources of
prices for various kinds
of securities (for
example, governments,
corporate bonds,
equities, asset-backed)
and the procedures
followed for the
transmission and
verification of prices.
Observed the daily
processing.

Tested the controls over
data transmission, as
described in control
objective Z.||

No relevant exceptions
were noted.

See control objective Z
for the results of tests.||

(continued)

‡ This refers to a control objective that would include a description of the program change controls,
the tests of the controls, and the results of the tests. Such information is not included in this sample
report.

|| This refers to a control objective that would include a description of the data transmission
controls, the tests of the controls, and the results of the tests. Such information is not included in this
sample report.
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Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Market prices obtained from
independent sources are
automatically compared
daily to assess the
reasonableness of the prices
received. Discrepancies in
the prices are identified,
researched, and resolved by
authorized personnel.

Market prices are multiplied
by the holdings in each
customer's account on
SMAC to determine the
market value of the
positions.

Market prices obtained
from independent
sources are
automatically compared
daily to assess the
reasonableness of the
prices received.
Discrepancies in the
prices are identified,
researched, and resolved
by authorized personnel.

Used the CAT to
recalculate the market
value of the securities
based on information
provided by independent
sources and the
information contained on
the SMAC.

No relevant exceptions
were noted.

No relevant exceptions
were noted.

Existence

Control objective 6: Controls provide reasonable assurance that phys-
ically held securities are protected from loss, misappropriation, and
unauthorized use.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

Vaulted securities are
physically inspected (or, in
the case of a vault receipt,
confirmed with the third
party) on a cyclical basis by
operations staff not involved
in maintaining the vault.
Annually, internal audit
performs a full inspection or
confirmation of vault
securities and receipts.
Securities inspected or
receipts confirmed are
compared to the SMAC
records and differences are
investigated. All inspections
are conducted on a surprise
basis.

Inspected or confirmed
selected vault securities
and receipts on
September 8, 20XX, and
compared to SMAC
records. Reviewed the
results of periodic
inspections by
operations staff and
internal audit.

No relevant exceptions
noted.
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Control objective 7: Controls provide reasonable assurance that the
entity's records accurately reflect securities held by third parties.

Controls Specified by
Example Trust Organization

Testing Performed by the
Service Auditor Results of Tests

For depository-eligible
securities, SMAC security
positions are automatically
reconciled to depository
records on a regular basis.
Differences are identified,
researched, and resolved on
a timely basis by personnel
not involved in transaction
initiation or processing.
Reconciliations and
adjustments are subject to
supervisory review. The
volume by type and age of
outstanding reconciling
items are reported to
management on a weekly
basis.

Non-depository-eligible
securities are maintained in
the vault. Vault access is
physically restricted. Access
to the vault requires the
presence, at all times, of two
authorized individuals; all
such authorized individuals
are not otherwise involved
in transaction processing.

Reperformed, using CAT,
the automatic depository
reconciliations and the
preparation of the
weekly management
report regarding
reconciliations.

Reviewed a selection of
management reports for
evidence that items are
timely reported to
management.

Inspected a sample of
reconciling items to
ascertain whether they
were researched and
resolved on a timely
basis.

Observed the process by
which dual control over
and restricted access to
the vault is maintained.

No relevant exceptions
noted.

No relevant exceptions
noted.

No relevant exceptions
noted.

No relevant exceptions
noted.

Note to Readers: The control objectives included in this sample report are
presented for illustrative purposes only and are not intended to represent
a complete set of control objectives. Controls objectives 1 through 6 and the
related controls presented on the preceding pages cover certain aspects of
transaction processing. Other control objectives related to transaction pro-
cessing and control objectives related to CIS that might need to be included
in an actual report are not illustrated in this sample report.

User Control Considerations
The organization's processing of transactions and the controls over the process-
ing were designed with the assumption that certain controls would be placed
in operation at user organizations. This section describes some of the controls
that should be in operation at user organizations to complement the controls at
the organization. User auditors should determine whether user organizations
have established controls to ensure that:

• Instructions and information provided to the organization from in-
stitutional trust users are in accordance with the provisions of the
servicing agreement, trust agreement, or other applicable govern-
ing agreements or documents between the organization and the
user.

AAG-SRV APP A



P1: G.Shankar

ACPA090-AppA ACPA090.cls May 20, 2009 6:48

114 Service Organizations: Applying SAS No. 70

• Physical and logical access to the organization's systems via ter-
minals at user locations are restricted to authorized individuals.

• Timely written notification of changes to the plan, its objectives,
participants, and investment managers is adequately communi-
cated to the organization.

• Timely written notification of changes in the designation of indi-
viduals authorized to instruct the organization regarding activi-
ties, on behalf of the institutional trust user, is adequately com-
municated to the organization.

• Timely review of reports provided by the organization of institu-
tional trust account balances and related activities is performed
by the institutional trust user, and written notice of discrepancies
is provided to the organization.

• Timely written notification of changes in related parties for pur-
poses of identifying parties-in-interest transactions is adequately
communicated to the organization.

3

Information Provided by the Service Auditor

The description of the service auditor's tests of operating effectiveness and
the results of those tests are presented in section 2 of this report, adjacent to
the service organization's description of controls. The description of the tests
of operating effectiveness and the results of those tests are the responsibility
of the service auditor and should be considered information provided by the
service auditor.
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Appendix B

Illustrative Representation Letter for a
Service Auditor’s Engagement

[Date]

To [Name of Service Auditor]

In connection with your engagement to report on Example Computer Service
Organization's (the organization) description of controls placed in operation and
tests of operating effectiveness, we recognize that obtaining representations
from us concerning the information contained in this letter is a significant pro-
cedure in enabling you to form an opinion on whether the description presents
fairly, in all material respects, the relevant aspects of the organization's con-
trols that had been placed in operation as of [specify date], and whether the
controls were suitably designed to provide reasonable assurance that the spec-
ified control objectives would be achieved if those controls were complied with
satisfactorily (and whether the controls that were tested were operating with
sufficient effectiveness to provide reasonable, but not absolute, assurance that
the related control objectives were achieved for the [specify the period covered
by the tests of operating effectiveness]).1 Accordingly, we make the following
representations, which are true to the best of our knowledge and belief.

General

We recognize that, as members of management of the organization, we are
responsible for the fair presentation of the description of the organization's
controls and for establishing and maintaining appropriate controls related to
the processing of transactions for user organizations.

We believe that the description of controls presents fairly, in all material re-
spects, those aspects of the organization's controls that may be relevant to user
organizations' internal control.

We have responded fully to all inquiries made to us by you during your exami-
nation.

Description of Controls Placed in Operation

The control objectives specified in our description of controls include all of the
control objectives that we believe are relevant to users of the services described
in this report and are appropriate based on the services provided to user orga-
nizations [or based on third-party criteria].

The controls described in the description of controls had been placed in opera-
tion as of [specify date].

1 Included only when reporting on the operating effectiveness of controls to achieve specified
control objectives.
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The controls are suitably designed to achieve the control objectives specified in
the description of controls.

We have disclosed to you any significant changes in controls that have occurred
since the organization's last examination [or "within the last 12 months" for
initial examinations].

We have disclosed to you all design deficiencies in controls of which we are
aware, including those for which we believe the cost of corrective action may
exceed the benefits.

Operating Effectiveness of Controls2

We have disclosed to you all instances of which we are aware of controls not
operating with sufficient effectiveness to achieve specified control objectives.

Illegal Acts, Fraud, or Uncorrected Error

We are not aware of any illegal acts, fraud, or uncorrected errors attributable
to management or employees of the organization who have significant roles
relevant to the processing performed for user organizations.3

We understand that your examination was conducted in accordance with gen-
erally accepted auditing standards as defined and described by the American
Institute of Certified Public Accountants and was, therefore, designed primar-
ily for the purpose of expressing an opinion on (1) the organization's description
of controls, (2) the suitability of the design of the controls, [and (3) the operating
effectiveness of the controls4], as described in the first paragraph of this letter,
and that your procedures were limited to those that you considered necessary
for this purpose.

Very truly yours,

[Signature of appropriate service organization personnel]

The letter of representation should be dated as of the completion of fieldwork.

2 Included only when reporting on the operating effectiveness of controls to achieve specified
control objectives.

3 If there are such matters, management should include a representation as to whether the illegal
acts, fraud, or uncorrected errors are clearly inconsequential. If such matters are not clearly inconse-
quential, management should include a representation that such matters have been communicated
to the affected organizations.

4 Included only when reporting on the operating effectiveness of controls to achieve specified
control objectives.
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Appendix C

Responsibilities of Service Organizations,
Service Auditors, and User Auditors If
Subservice Organizations Perform
Significant Functions for User Organizations
and Control Objectives Are Established by
the Service Organization

Service Organization's
Responsibilities

Service Auditor's
Responsibilities

User Auditor's
Responsibilities

Describe the service
organization's controls
that may be relevant to
user organizations'
internal control
(Statement on Auditing
Standards [SAS] No. 70,
Service Organizations, as
amended [AICPA,
Professional Standards,
vol. 1, AU sec. 324 par.
.26]).

Describe the control
objectives established by
the service organization
(SAS No. 70, as amended
[AU section 324 par.
.34a]).

Identify the functions and
nature of the processing
performed by the
subservice organization,
and either:

Disclose in the service
auditor's report that the
control objectives were
established by the
service organization
(SAS No. 70, as amended
[AU section 324 par. .29c
and .44c]). The service
auditor should be
satisfied that the control
objectives, as set forth by
the service organization,
are reasonable in the
circumstances and
consistent with the
service organization's
contractual obligations
(SAS No. 70, as amended
[AU section 324 par.
.35]).

Opine on (1) the fairness
of the presentation of the
description of controls
placed in operation, (2)
whether the controls
were suitably designed to
achieve specified control
objectives [and, when the
report includes tests of
operating effectiveness,
(3) whether the controls
that were tested were
operating with sufficient
effectiveness to achieve
the related control
objectives], and either:

Determine whether the
report meets the user
auditor's needs. If the user
auditor requires further
information about the
functions performed by
the subservice
organization or about the
subservice organization's
controls, the user auditor
should consider obtaining
information about the
subservice organization in
a manner similar to that
described in SAS No. 70,
as amended (AU section
324 par. .07–.21).

(continued)
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Service Organization's
Responsibilities

Service Auditor's
Responsibilities

User Auditor's
Responsibilities

Carve-Out Method1

1. Omit from the
description the subservice
organization's relevant
controls and control
objectives and state in the
description that the
controls and control
objectives have been
omitted.

Carve-Out Method
1. Modify the scope
paragraph of the service
auditor's report to briefly
summarize the functions
and the nature of the
processing performed by
the subservice
organization and to
indicate that the
relevant controls and
control objectives of the
subservice organization
were omitted from the
description.

or or

Inclusive Method1

2. Include the subservice
organization's relevant
controls and control
objectives in the
description. The control
objectives will include all
of the objectives a user
auditor would expect both
the service organization
and the subservice
organization to achieve.

Inclusive Method
2. Identify the entities
included in the scope of
the examination. With
respect to the controls of
the subservice
organization, follow
procedures comparable
to those described in SAS
No. 70, as amended (AU
section 324 par. .12),
which include

• performing procedures
related to the service
organization's controls
over the activities of
the subservice
organization.

• performing procedures
at the subservice
organization.

1 This guide does not provide for the option of having a service auditor make
reference to or rely on a subservice auditor's report as the basis, in part, for the
service auditor's opinion.
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Appendix D

Responsibilities of Service Organizations,
Service Auditors, and User Auditors If
Subservice Organizations Perform
Significant Functions for User Organizations
and Control Objectives Are Established by
an Outside Party

Service Organization's
Responsibilities

Service Auditor's
Responsibilities

User Auditor's
Responsibilities

Describe the service
organization's controls
that may be relevant to
user organizations'
internal control
(Statement on Auditing
Standards [SAS] No. 70,
Service Organizations, as
amended [AICPA,
Professional Standards,
vol. 1, AU sec. 324 par.
.26]).

Describe the control
objectives established by
the outside party (SAS
No. 70, as amended [AU
section 324 par. .34a]).

Identify the functions and
nature of the processing
performed by the
subservice organization,
and either:

Identify in the service
auditor's report the
source of the control
objectives (SAS No. 70,
as amended [AU section
324 par. .29c and .44c]).
The service auditor does
not need to determine
whether the control
objectives are reasonable
in the circumstances and
consistent with the
service organization's
contractual obligations
because the control
objectives have been
established by an outside
party (SAS No. 70, as
amended [AU section 324
par. .35]).

Opine on (1) the fairness
of the presentation of the
description of controls
placed in operation, (2)
whether the controls
were suitably designed to
achieve specified control
objectives [and, when the
report includes tests of
operating effectiveness,
(3) whether the controls
that were tested were
operating with sufficient
effectiveness to achieve
the related control
objectives], and either:

Determine whether the
report meets the user
auditor's needs. If the user
auditor requires further
information about the
functions performed by
the subservice
organization or about the
subservice organization's
controls, the user auditor
should consider obtaining
information about the
subservice organization in
a manner similar to that
described in SAS No. 70,
as amended (AU section
324 par. .07–.21).

(continued)
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Service Organization's
Responsibilities

Service Auditor's
Responsibilities

User Auditor's
Responsibilities

Carve-Out Method1

1. Omit from the
description the subservice
organization's relevant
controls and state in the
description that these
controls have been
omitted.

Carve-Out Method
1. Modify the scope
paragraph of the service
auditor's report to briefly
summarize the functions
and the nature of the
processing performed by
the subservice
organization and to
indicate that the controls
and related control
objectives of the
subservice organization
are omitted from the
description.

or or

Inclusive Method
2. Include in the
description the controls
that the subservice
organization is

responsible for. 1

Inclusive Method
2. Identify the entities
included in the scope of
the examination. With
respect to the controls of
the subservice
organization, follow
procedures comparable
to those described in SAS
No. 70, as amended (AU
section 324 par. .12),
which include

• performing procedures
related to the service
organization's controls
over the activities of
the subservice
organization.

• performing procedures
at the subservice
organization.

1 This guide does not provide for the option of having a service auditor make
reference to or rely on a subservice auditor's report as the basis, in part, for the
service auditor's opinion.
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Appendix E

Illustrative Control Objectives for Various
Types of Service Organizations1

Information Systems
The following illustrative IT control objectives may be applicable to any ser-
vice organization that uses IT in providing services that are part of a user
organization's information system. They should be considered in addition to
the illustrative control objectives that are applicable to specific types of service
organizations.

Controls provide reasonable assurance that

• new applications being developed are authorized, tested, ap-
proved, properly implemented, and documented;

• changes to existing applications are authorized, tested, approved,
properly implemented, and documented;

• changes to the existing system software and implementation of
new system software are authorized, tested, approved, properly
implemented, and documented;

• physical access to computer equipment, storage media, and pro-
gram documentation is restricted to properly authorized individ-
uals;

• logical access to system resources (for example, programs, data,
tables, and parameters) is restricted to properly authorized indi-
viduals;

• processing is appropriately authorized and scheduled and that
deviations from scheduled processing are identified and resolved;
and

• data transmissions between the service organization and its user
organizations are complete and accurate.

Investment Adviser
The control objectives included in this section would be appropriate for an in-
vestment adviser who performs some or all of the following functions:

• Initiating and executing purchase and sale transactions, either by
specific direction from the client or under discretionary authority
granted by the client

• Determining whether transactions comply with guidelines and re-
strictions

• Reconciling records of security transactions and portfolio holdings,
for each client, to statements received from the custodian

• Reporting to the customer on portfolio performance and activities

1 This appendix does not include controls that might be required by regulatory agencies.
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Illustrative Control Objectives for an Investment Adviser

Controls provide reasonable assurance that

• investment guidelines and restrictions are established and moni-
tored;

• securities transactions and portfolio holdings are monitored for
compliance with client guidelines and regulatory requirements,
and are managed in accordance with investment objectives;

• portfolio security purchase and sale transactions are appropri-
ately authorized;

• portfolio security purchase and sale transactions are executed
timely and accurately;

• the cost of securities purchased and the proceeds of securities sold
are accurately allocated among client accounts in accordance with
company policy;

• client account transactions and cash and security positions are
completely and accurately recorded and settled in a timely man-
ner;

• securities are valued using current prices obtained from sources
authorized by the customer;

• controls provide reasonable assurance that investment income is
accurately recorded in the proper period;

• investment management fees and other account expenses are ac-
curately calculated and recorded; and

• corporate actions are identified, processed, and recorded accu-
rately and timely.

Securities Custodian and Servicer
The control objectives in this section would be appropriate for a securities holder
(custodian) and servicer that performs some or all of the following functions:

• Maintaining custody of securities and records of the securities held
for the entities (Such securities may exist in physical or electronic
form.)

• Collecting dividend and interest income and distributing such in-
come to the entities

• Receiving notification of corporate actions and reflecting such ac-
tions in the records of entities

• Receiving notification of security purchase and sale transactions
on behalf of entities for which the custodian is holding securities,
and reflecting such transactions in the records of the entities

• Receiving payments from purchasers and disbursing proceeds to
sellers for security purchase and sale transactions

AAG-SRV APP E



P1: G.Shankar

ACPA090-AppE ACPA090.cls May 20, 2009 7:1

Illustrative Control Objectives for Various Service Organizations 123

Illustrative Control Objectives for a Securities Custodian and Servicer

Controls provide reasonable assurance that

• changes to nonmonetary participant data (for example, address
changes and changes in allocation instructions) are authorized
and correctly recorded on a timely basis;

• trades are authorized, recorded, settled, and reported completely,
accurately, and timely and in accordance with the client agree-
ment;

• investment income is collected and recorded accurately and
timely;

• corporate actions are identified, processed, settled, and recorded
accurately and timely;

• the market values of securities are calculated based on market
prices obtained from authorized pricing sources;

• cash receipts and disbursements are authorized, processed, and
recorded completely, accurately, and timely;

• physically held securities are protected from loss, misappropria-
tion, and unauthorized use;

• the entity's records accurately reflect securities held by third par-
ties, for example, depositories or subcustodians;

• lender and borrower participation in lending programs is autho-
rized;

• loan initiation, processing, maintenance, and termination are
recorded accurately and timely;

• loans are adequately collateralized, and collateral is recorded
timely and accurately; and

• collateral is invested in accordance with the lender agreement and
income is calculated and distributed accurately and timely.

Participant Recordkeeper for Defined Contribution Plans
The illustrative control objectives included in this section would be appropriate
for a participant recordkeeper for defined contribution plans that perform some
or all of the following functions:

• Maintaining records of participant and employer contributions,
disbursements, and account balances based on information re-
ceived from the plan sponsor, participant, mutual fund investment
adviser, transfer agent, custodian and others

• Receiving instructions from participants and plan sponsors re-
garding investment elections, distributions, loans, hirings, termi-
nations, and other matters, and communicating these instructions
to other service organizations, such as transfer agents and custo-
dians responsible for executing these instructions

• Performing valuations of participant accounts and transactions

• Periodic reporting to participants and plan sponsors
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Illustrative Control Objectives for Participant Recordkeepers for Defined
Contribution Plans

Controls provide reasonable assurance that

• new accounts are properly established in the system in accordance
with the plan agreement and individual elections;

• changes to nonmonetary participant data (for example, address
changes and changes in allocation instructions) are authorized
and correctly recorded on a timely basis;

• cash receipt transactions, loans, distributions of plan assets, and
transactions reflecting a transfer of participants' funds among in-
vestment options are recorded accurately, timely, and in accor-
dance with instructions received from plan sponsors or partici-
pants;

• investment income (loss) is accurately and timely allocated and
recorded to individual participant accounts;

• transactions and participant account balances are valued based
on market prices obtained from authorized pricing sources; and

• participant transaction confirmations, and participant account
statements, are accurate, distributed timely, and mailed directly
to participants without intervention by individuals responsible for
processing transactions.

Portfolio Accountant
The illustrative control objectives in this section would be appropriate for a
portfolio accountant that performs some or all of the following services for en-
tities such as mutual funds:

• Maintaining records of securities, cash, and other portfolio assets
based on information received from the plan sponsor, investment
adviser, transfer agent, custodian and others

• Performing valuations of portfolio assets and determining net
asset values (aggregate and per unit)

• Periodic reporting to plan sponsors, investment advisers, and
others

Illustrative Control Objectives for a Portfolio Accountant

Controls provide reasonable assurance that

• portfolio transactions are authorized, and processed and settled
accurately and timely;

• securities costs are accurately calculated and recorded;

• portfolio securities are valued using current prices obtained from
sources authorized by the customer;

• investment income is accurately and timely calculated, and
recorded;

• corporate actions are processed completely, accurately, and timely;
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• expenses are accurately calculated, and recorded in accordance
with the customer's instructions;

• the entity's capital stock (unit) activity is recorded completely, ac-
curately, and timely;

• dividend distribution rates are authorized and dividend amounts
are timely and accurately calculated and recorded; and

• net asset value is accurately calculated.

Transfer Agent
A transfer agent may perform a transfer function, registrar function, or both.
The transfer function includes2

• canceling old certificates that are properly presented and endorsed
in good deliverable form (which usually includes a signature guar-
antee);

• making appropriate adjustments to the issuer's shareholder
records;

• establishing a new account and issuing new certificates in the
name of the new owner;

• reviewing legal documents to ensure that they are complete and
in perfect order before transferring the securities; and

• if the legal documents are incomplete, notifying the presenter that
the documents are incomplete and holding the old certificate and
accompanying documentation until the presenter sends the trans-
fer agent the proper documents or rejecting the transfer and re-
turning the securities.

The registrar function includes

• monitoring the issuance of securities in an issue to prevent the
unauthorized issuance of securities;

• ensuring that the issuance of the securities will not cause the au-
thorized number of shares in an issue to be exceeded and that the
number of shares represented by the new certificates corresponds
to the number of shares on the canceled ones; and

• countersigning the certificate, after performing the functions
listed previously.

In addition to the functions of a transfer agent, a transfer agent that processes
for mutual funds is also responsible for

• recording the amount of securities purchased by a shareholder on
the issuer's books and redeeming (liquidating) shares upon receipt
of the customer's written or wire request;

• maintaining records of the name and address of each security
holder, the amount of securities owned by each security holder,
the certificate numbers corresponding to a security holder's posi-
tion, the issue date of the security certificate, and the cancellation
date of the security certificate; and

2 Source: AICPA Audit and Accounting Guide Brokers and Dealers in Securities.
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• for many transfer agents, acting as paying agents for cash divi-
dends and distributions of stock dividends and stock splits.

The following set of control objectives are applicable depending on the functions
performed.

Illustrative Control Objectives for a Transfer Agent

Controls provide reasonable assurance that

• transactions and adjustments, including as-of transactions, are
authorized, processed accurately and timely, and valued at proper
dollar and share amounts;

• dividend and distribution rates are authorized, and dividend and
distribution amounts are accurately and timely calculated and
recorded;

• transactions and adjustments are authorized and processed accu-
rately;

• fund distributions are properly recorded in shareholder accounts
and are properly updated to the system;

• tax withholdings are properly calculated, recorded, and remitted;

• shareholder account maintenance transactions are properly au-
thorized and recorded and accurately and timely recorded;

• the master security file, the detail security holder file, and the
authorized share total records are accurately maintained;

• securities in the custody or possession of the transfer agent are
protected from loss, misappropriation, or unauthorized use;

• transfer-agent records accurately reflect cash held by third par-
ties;

• checks and certificates issued are authorized and timely and ac-
curately recorded; and

• lost and stolen certificates are recorded timely and accurately.
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Appendix F

AICPA Professional Standards,
AU Section 324: Service Organizations *

(Supersedes SAS No. 44)

Sources: SAS No. 70; SAS No. 78; SAS No. 88; SAS No. 98.

See section 9324 for interpretations of this section.

Effective for service auditors' reports dated after March 31, 1993, un-
less otherwise indicated.

Introduction and Applicability

.01 This section provides guidance on the factors an independent auditor
should consider when auditing the financial statements of an entity that uses
a service organization to process certain transactions. This section also pro-
vides guidance for independent auditors who issue reports on the processing of
transactions by a service organization for use by other auditors.

.02 For purposes of this section, the following definitions apply.

• User organization—The entity that has engaged a service organi-
zation and whose financial statements are being audited

• User auditor—The auditor who reports on the financial state-
ments of the user organization

• Service organization—The entity (or segment of an entity) that
provides services to a user organization that are part of the user
organization's information system

• Service auditor—The auditor who reports on controls of a service
organization that may be relevant to a user organization's internal
control as it relates to an audit of financial statements

• Report on controls placed in operation—A service auditor's re-
port on a service organization's description of its controls that
may be relevant to a user organization's internal control as it
relates to an audit of financial statements, on whether such con-
trols were suitably designed to achieve specified control objectives,
and on whether they had been placed in operation as of a specific
date

• Report on controls placed in operation and tests of operating
effectiveness—A service auditor's report on a service organiza-
tion's description of its controls that may be relevant to a user
organization's internal control as it relates to an audit of finan-
cial statements,1 on whether such controls were suitably designed
to achieve specified control objectives, on whether they had been
placed in operation as of a specific date, and on whether the

* Title amended, effective December 1999, by Statement on Auditing Standards No. 88.
1 In this section, a service organization's controls that may be relevant to a user organization's

internal control as it relates to an audit of financial statements will be referred to as a service orga-
nization's controls.
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controls that were tested were operating with sufficient effective-
ness to provide reasonable, but not absolute, assurance that the re-
lated control objectives were achieved during the period specified

[Revised, April 2002, to reflect conforming changes necessary due to the is-
suance of Statement on Auditing Standards No. 94.]

.03 Auditing Standards Auditing Standards The guidance in this section
is applicable to the audit of the financial statements of an entity that obtains
services from another organization that are part of its information system. A
service organization's services are part of an entity's information system if they
affect any of the following:

• The classes of transactions in the entity's operations that are sig-
nificant to the entity's financial statements

• The procedures, both automated and manual, by which the entity's
transactions are initiated, authorize, recorded, processed, and re-
ported from their occurrence to their inclusion in the financial
statements

• The related accounting records, whether electronic or manual,
supporting information, and specific accounts in the entity's fi-
nancial statements involved in initiating, recording, processing
and reporting the entity's transactions

• How the entity's information system captures other events and
conditions that are significant to the financial statements

• The financial reporting process used to prepare the entity's finan-
cial statements, including significant accounting estimates and
disclosures

Service organizations that provide such services include, for example, bank
trust departments that invest and service assets for employee benefit plans or
for others, mortgage bankers that service mortgages for others, and application
service providers that provide packaged software applications and a technol-
ogy environment that enables customers to process financial and operational
transactions. The guidance in this section may also be relevant to situations
in which an organization develops, provides, and maintains the software used
by client organizations. The provisions of this section are not intended to apply
to situations in which the services provided are limited to executing client or-
ganization transactions that are specifically authorized by the client, such as
the processing of checking account transactions by a bank or the execution of
securities transactions by a broker. This section also is not intended to apply to
the audit of transactions arising from financial interests in partnerships, cor-
porations, and joint ventures, such as working interests in oil and gas ventures,
when proprietary interests are accounted for and reported to interest holders.
[As amended, effective December 1999, by Statement on Auditing Standards
No. 88. Revised, April 2002, to reflect conforming changes necessary due to the
issuance of Statement on Auditing Standards No. 94. Revised, March 2006,
to reflect conforming changes necessary due to the issuance of Statement on
Auditing Standards No. 106.]

.04 This section is organized into the following sections.

a. The user auditor's consideration of the effect of the service organiza-
tion on the user organization's internal control and the availability
of evidence to:
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• Obtain the necessary understanding of the user organi-
zation's internal control to assess the risks of material
misstatement.

• Assess the risks of material misstatement at the user or-
ganization.

• Perform further audit procedures.

b. Considerations in using a service auditor's report.

c. Responsibilities of service auditors.

[Revised, May 2007, to reflect conforming changes necessary due to the issuance
of Statement on Auditing Standards No. 109.]

The User Auditor’s Consideration of the Effect of the Service
Organization on the User Organization’s Internal Control and the
Availability of Audit Evidence

.05 The user auditor should consider the discussion in paragraphs .06–.21
when obtaining an understanding of the entity and its environment, including
its internal controls and performing the audit of an entity that uses a service
organization to process its transactions. [Revised, May 2007, to reflect conform-
ing changes necessary due to the issuance of Statement on Auditing Standards
No. 109.]

The Effect of Use of a Service Organization on a User Organization’s
Internal Control

.06 When a user organization uses a service organization, transactions
that affect the user organization's financial statements are subjected to con-
trols that are, at least in part, physically and operationally separate from the
user organization. The significance of the controls of the service organization
to those of the user organization depends on the nature of the services pro-
vided by the service organization, primarily the nature and materiality of the
transactions it processes for the user organization and the degree of interaction
between its activities and those of the user organization. To illustrate how the
degree of interaction affects user organization controls, when the user organi-
zation initiates transactions and the service organization executes and does the
accounting processing of those transactions, there is a high degree of interaction
between the activities at the user organization and those at the service organi-
zation. In these circumstances, it may be practicable for the user organization
to implement effective controls for those transactions. However, when the ser-
vice organization initiates, executes, and does the accounting processing of the
user organization's transactions, there is a lower degree of interaction and it
may not be practicable for the user organization to implement effective controls
for those transactions. [As amended, effective December 1999, by Statement on
Auditing Standards No. 88.]

Planning the Audit
.07 Section 314, Understanding the Entity and its Environment and As-

sessing the Risks of Material Misstatement, states that an auditor should obtain
an understanding of each of the five components of the entity's internal control
sufficient to assess the risks of material misstatement and to design the na-
ture, timing, and extent of further audit procedures. This understanding may
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encompass controls placed in operation by the entity and by service organiza-
tions whose services are part of the entity's information system. The auditor
should use such knowledge to:

• Identify types of potential misstatements.

• Consider factors that affect the risks of material misstatement.

• Design tests of controls, when applicable. Paragraphs .23–.27 of
section 318 discuss factors the auditor considers in determining
whether to perform tests of controls

• Design substantive tests.

[As amended, effective for service auditor's reports covering descriptions as
of or after January 1, 1997, by Statement on Auditing Standards No. 78. As
amended, effective December 1999, by Statement on Auditing Standards No.
88. Revised, May 2001, to reflect conforming changes necessary due to the is-
suance of Statement on Auditing Standards No. 94. Revised, March 2006 and
May 2007, to reflect conforming changes necessary due to the issuance of State-
ments on Auditing Standards No. 109 and No. 110.]

[.08] [Paragraph deleted by the issuance of Statement on Auditing Stan-
dards No. 88, December 1999.]

.09 Information about the nature of the services provided by a service or-
ganization that are part of the user organization's information system and the
service organization's controls over those services may be available from a wide
variety of sources, such as user manuals, system overviews, technical manu-
als, the contract between the user organization and the service organization,
and reports by service auditors, internal auditors, or regulatory authorities
on the service organization's controls. If the services and the service organiza-
tion's controls over those services are highly standardized, information obtained
through the user auditor's prior experience with the service organization may
be helpful in assessing the risks of material misstatement. [As amended, effec-
tive December 1999, by Statement on Auditing Standards No. 88. Revised, May
2007, to reflect conforming changes necessary due to the issuance of Statement
on Auditing Standards No. 109.]

.10 After considering the available information, the user auditor may con-
clude that he or she has the means to obtain a sufficient understanding of in-
ternal control to assess the risks of material misstatement. If the user auditor
concludes that information is not available to obtain a sufficient understanding
to assess the risks of material misstatement, he or she may consider contact-
ing the service organization, through the user organization, to obtain specific
information or request that a service auditor be engaged to perform procedures
that will supply the necessary information, or the user auditor may visit the
service organization and perform such procedures. If the user auditor is unable
to obtain sufficient audit evidence to achieve his or her audit objectives, the
user auditor should qualify his or her opinion or disclaim an opinion on the
financial statements because of a scope limitation. [As amended, effective De-
cember 1999, by Statement on Auditing Standards No. 88. Revised, May 2007,
to reflect conforming changes necessary due to the issuance of Statement on
Auditing Standards No. 109.]
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Assessing Control Risk at the User Organization
.11 The user auditor uses his or her understanding of the internal control

to assess control risk for the as-sertions embodied in the account balances and
classes of transactions, including those that are affected by the activities of
the service organization. In doing so, the user auditor may identify certain
user organization controls that, if effective, would permit the user auditor to
assess control risk as low or moderate for particular assertions. Such controls
may be applied at either the user organization or the service organization. The
user auditor may conclude that it would be efficient to obtain audit evidence
about the operating effectiveness of controls to provide a basis for assessing
control risk as low or moderate. [Revised, April 2002, to reflect conforming
changes necessary due to the issuance of Statement on Auditing Standards
No. 94. Revised, March 2006, to reflect conforming changes necessary due to
the issuance of Statement on Auditing Standards No. 105. Revised, May 2007,
to reflect conforming changes necessary due to the issuance of Statement on
Auditing Standards No. 109.]

.12 A service auditor's report on controls placed in operation at the service
organization should be helpful in providing a sufficient understanding to assess
the risks of material misstatement of the user organization. Such a report,
however, is not intended to provide any evidence of the operating effectiveness
of the relevant controls that would allow the user auditor to reduce the assessed
level of control risk as low or moderate. Such audit evidence should be derived
from one or more of the following:

a. Tests of the user organization's controls over the activities of the
service organization (for example, the user auditor may test the
user organization's independent reperformance of selected items
processed by a service organization or test the user organization's
reconciliation of output reports with source documents)

b. A service auditor's report on controls placed in operation and tests
of operating effectiveness, or a report on the application of agreed-
upon procedures that describes relevant tests of controls

c. Appropriate tests of controls performed by the user auditor at the
service organization

[Revised, March 2006, to reflect conforming changes necessary due to the is-
suance of Statement on Auditing Standards No. 105. Revised, May 2007, to
reflect conforming changes necessary due to the issuance of Statement on Au-
diting Standards No. 109.]

.13 The user organization may establish effective controls over the service
organization's activities that may be tested and that may enable the user au-
ditor to reduce the assessed level of control risk as low or moderate for some
or all of the relevant assertions. If a user organization, for example, uses a ser-
vice organization to process its payroll transactions, the user organization may
establish controls over the submission and receipt of payroll information that
could prevent or detect material misstatements. The user organization might
reperform the service organization's payroll calculations on a test basis. In
this situation, the user auditor should obtain a sufficient understanding of the
user organization's controls over payroll processing to (1) evaluate the design
of such controls and (2) determine whether they have been implemented. The
understanding of the user organization's controls over payroll processing would
provide a basis for assessing control risk for the assertions related to payroll
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transactions. [Revised, April 2002, to reflect conforming changes necessary due
to the issuance of Statement on Auditing Standards No. 94. Revised, May 2007,
to reflect conforming changes necessary due to the issuance of Statement on
Auditing Standards No. 109.]

.14 The user auditor may find that controls relevant to assessing control
risk as low or moderate for particular assertions are applied only at the service
organization. If the user auditor plans to assess control risk as low or moder-
ate for those assertions, he or she should evaluate the operating effectiveness
of those controls by obtaining a service auditor's report that describes the re-
sults of the service auditor's tests of those controls (that is, a report on controls
placed in operation and tests of operating effectiveness, or an agreed-upon pro-
cedures report)2 or by performing tests of controls at the service organization.
If the user auditor decides to use a service auditor's report, the user auditor
should consider the extent of the evidence provided by the report about the ef-
fectiveness of controls intended to prevent or detect material misstatements in
the particular assertions. The user auditor remains responsible for evaluating
the evidence presented by the service auditor and for determining its effect on
the assessment of control risk at the user organization. [Revised, May 2007,
to reflect conforming changes necessary due to the issuance of Statement on
Auditing Standards No. 109.]

.15 The user auditor's assessments of control risk regarding assertions
about account balances or classes of transactions are based on the combined
evidence provided by the service auditor's report and the user auditor's own
procedures. In making these assessments, the user auditor should consider
the nature, source, and interrelationships among the evidence, as well as the
period covered by the tests of controls. The user auditor uses the assessed
levels of control risk, as well as his or her understanding of internal control, in
determining the nature, timing, and extent of substantive tests for particular
assertions.

.16 The guidance in section 326.06, regarding the auditor's consideration
of the sufficiency of audit evidence to support a specific assessed level of con-
trol risk is applicable to user auditors considering audit evidence provided by
a service auditor's report on controls placed in operation and tests of operating
effectiveness. Because the report may be intended to satisfy the needs of several
different user auditors, a user auditor should determine whether the specific
tests of controls and results in the service auditor's report are relevant to as-
sertions that are significant in the user organization's financial statements.
For those tests of controls and results that are relevant, a user auditor should
consider whether the nature, timing, and extent of such tests of controls and
results provide appropriate evidence about the effectiveness of the controls to
support the user auditor's assessed level of control risk. In evaluating these
factors, user auditors should also keep in mind that, for certain assertions, the
shorter the period covered by a specific test and the longer the time elapsed
since the performance of the test, the less support for control risk reduction the
test may provide. [Revised, May 2001, to reflect conforming changes necessary
due to the issuance of Statement on Auditing Standards No. 94. Revised, March

2 See AT section 201, Agreed-Upon Procedures Engagements, for guidance on performing and
reporting on agreed-upon procedures engagements. [Footnote added, April 2002, to reflect conform-
ing changes necessary due to the issuance of Statement on Standards for Attestation Engagements
No. 10.]
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2006, to reflect conforming changes necessary due to the issuance of Statements
on Auditing Standards No. 105 and No. 106.]

Audit Evidence From Substantive Audit Procedures Performed by
Service Auditors

.17 Service auditors may be engaged to perform procedures that are sub-
stantive in nature for the benefit of user auditors. Such engagements may in-
volve the performance, by the service auditor, of procedures agreed upon by the
user organization and its auditor and by the service organization and its auditor.
In addition, there may be requirements imposed by governmental authorities
or through contractual arrangements whereby service auditors perform desig-
nated procedures that are substantive in nature. The results of the application
of the required procedures to balances and transactions processed by the service
organization may be used by user auditors as part of the evidence necessary to
support their opinions.

Considerations in Using a Service Auditor’s Report
.18 In considering whether the service auditor's report is satisfactory for

his or her purposes, the user auditor should make inquiries concerning the
service auditor's professional reputation. Appropriate sources of information
concerning the professional reputation of the service auditor are discussed
in section 543, Part of Audit Performed by Other Independent Auditors, para-
graph .10a.

.19 In considering whether the service auditor's report is sufficient to meet
his or her objectives, the user auditor should give consideration to the guidance
in section 543.12. If the user auditor believes that the service auditor's re-
port may not be sufficient to meet his or her objectives, the user auditor may
supplement his or her understanding of the service auditor's procedures and
conclusions by discussing with the service auditor the scope and results of the
service auditor's work. Also, if the user auditor believes it is necessary, he or
she may contact the service organization, through the user organization, to re-
quest that the service auditor perform agreed-upon procedures at the service
organization, or the user auditor may perform such procedures.

.20 When assessing a service organization's controls and how they interact
with a user organization's controls, the user auditor may become aware of the
existence of significant deficiencies or material weaknesses in internal control.
In such circumstances, the user auditor should consider the guidance provided
in section 325, Communicating Internal Control Related Matters Identified in
an Audit. [Revised, May 2006, to reflect conforming changes necessary due to
the issuance of Statement on Auditing Standards No. 112.]

.21 The user auditor should not make reference to the report of the service
auditor as a basis, in part, for his or her own opinion on the user organization's
financial statements. The service auditor's report is used in the audit, but the
service auditor is not responsible for examining any portion of the financial
statements as of any specific date or for any specified period. Thus, there cannot
be a division of responsibility for the audit of the financial statements.

Responsibilities of Service Auditors
.22 The service auditor is responsible for the representations in his or her

report and for exercising due care in the application of procedures that support
those representations. Although a service auditor's engagement differs from an
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audit of financial statements conducted in accordance with generally accepted
auditing standards, it should be performed in accordance with the general stan-
dards and with the relevant fieldwork and reporting standards. Although the
service auditor should be independent from the service organization, it is not
necessary for the service auditor to be independent from each user organization.

.23 As a result of procedures performed at the service organization, the
service auditor may become aware of illegal acts, fraud, or uncorrected errors
attributable to the service organization's management or employees that may
affect one or more user organizations. The terms errors, fraud, and illegal acts
are discussed in section 312, Audit Risk and Materiality in Conducting an Au-
dit, and section 317, Illegal Acts by Clients; the discussions therein are relevant
to this section. When the service auditor becomes aware of such matters, he or
she should determine from the appropriate level of management of the service
organization whether this information has been communicated appropriately
to affected user organizations, unless those matters are clearly inconsequen-
tial. If the management of the service organization has not communicated the
information to affected user organizations and is unwilling to do so, the service
auditor should inform those charged with governance of the service organi-
zation. If those charged with governance do not respond appropriately to the
service auditor's communication, the service auditor should consider whether
to resign from the engagement. The service auditor may wish to consult with
his or her attorney in making this decision. [Revised, April 2007, to reflect
conforming changes necessary due to the issuance of Statement on Auditing
Standards No. 114.]

.24 The type of engagement to be performed and the related report to
be prepared should be established by the service organization. However, when
circumstances permit, discussions between the service organization and the
user organizations are advisable to determine the type of report that will be
most suitable for the user organizations' needs. This section provides guidance
on the two types of reports that may be issued:

a. Reports on controls placed in operation—A service auditor's report
on a service organization's description of the controls that may be
relevant to a user organization's internal control as it relates to an
audit of financial statements, on whether such controls were suit-
ably designed to achieve specified control objectives, and on whether
they had been placed in operation as of a specific date. Such reports
may be useful in providing a user auditor with an understanding of
the controls necessary to assess the risks of material misstatement
and to design effective tests of controls and substantive tests at the
user organization, but they are not intended to provide the user
auditor with a basis for reducing his or her assessments of control
risk as low or moderate.

b. Reports on controls placed in operation and tests of operating
effectiveness—A service auditor's report on a service organization's
description of the controls that may be relevant to a user orga-
nization's internal control as it relates to an audit of financial
statements, on whether such controls were suitably designed to
achieve specified control objectives, on whether they had been
placed in operation as of a specific date, and on whether the controls
that were tested were operating with sufficient effectiveness to pro-
vide reasonable, but not absolute, assurance that the related control
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objectives were achieved during the period specified. Such reports
may be useful in providing the user auditor with an understanding
of the controls necessary to plan the audit and may also provide
the user auditor with a basis for reducing his or her assessments
of control risk as low or moderate.

[Revised, May 2007, to reflect conforming changes necessary due to the issuance
of Statement on Auditing Standards No. 109.]

Reports on Controls Placed in Operation
.25 The information necessary for a report on controls placed in operation

ordinarily is obtained through discussions with appropriate service organiza-
tion personnel and through reference to various forms of documentation, such
as system flowcharts and narratives.

.26 After obtaining a description of the relevant controls, the service au-
ditor should determine whether the description provides sufficient information
for user auditors to obtain an understanding of those aspects of the service
organization's controls that may be relevant to a user organization's internal
control. The description should contain a discussion of the features of the ser-
vice organization's controls that would have an effect on a user organization's
internal control. Such features are relevant when they directly affect the service
provided to the user organization. They may include controls within the control
environment, risk assessment, control activities, information and communica-
tion, and monitoring components of internal control. The control environment
may include hiring practices and key areas of authority and responsibility. Risk
assessment may include the identification of risks associated with processing
specific transactions. Control activities may include policies and procedures
over the modification of computer programs and are ordinarily designed to meet
specific control objectives. The specific control objectives of the service organi-
zation should be set forth in the service organization's description of controls.
Information and communication may include ways in which user transactions
are initiated and processed. Monitoring may include the involvement of inter-
nal auditors. [As amended, effective for service auditor's reports covering de-
scriptions as of or after January 1, 1997, by Statement on Auditing Standards
No. 78.]

.27 Evidence of whether controls have been placed in operation is ordi-
narily obtained through previous experience with the service organization and
through procedures such as inquiry of appropriate management, supervisory,
and staff personnel; inspection of service organization documents and records;
and observation of service organization activities and operations. For the type of
report described in paragraph .24a, these procedures need not be supplemented
by tests of the operating effectiveness of the service organization's controls.

.28 Although a service auditor's report on controls placed in operation
is as of a specified date, the service auditor should inquire about changes in
the service organization's controls that may have occurred before the begin-
ning of fieldwork. If the service auditor believes that the changes would be
considered significant by user organizations and their auditors, those changes
should be included in the description of the service organization's controls. If
the service auditor concludes that the changes would be considered significant
by user organization's and their auditors and the changes are not included in
the description of the service organization's controls, the service auditor should
describe the changes in his or her report. Such changes might include:
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• Procedural changes made to accommodate provisions of a new
FASB Statement of Financial Accounting Standards.

• Major changes in an application to permit on-line processing.

• Procedural changes to eliminate previously identified deficiencies.

Changes that occurred more than twelve months before the date being reported
on normally would not be considered significant, because they generally would
not affect user auditors' considerations.

.29 A service auditor's report expressing an opinion on a description of
controls placed in operation at a service organization should contain:

a. A specific reference to the applications, services, products, or other
aspects of the service organization covered.

b. A description of the scope and nature of the service auditor's proce-
dures.

c. Identification of the party specifying the control objectives.

d. An indication that the purpose of the service auditor's engagement
was to obtain reasonable assurance about whether (1) the service
organization's description presents fairly, in all material respects,
the aspects of the service organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit
of financial statements, (2) the controls were suitably designed to
achieve specified control objectives, and (3) such controls had been
placed in operation as of a specific date.

e. A disclaimer of opinion on the operating effectiveness of the con-
trols.

f. The service auditor's opinion on whether the description presents
fairly, in all material respects, the relevant aspects of the service
organization's controls that had been placed in operation as of a
specific date and whether, in the service auditor's opinion, the con-
trols were suitably designed to provide reasonable assurance that
the specified control objectives would be achieved if those controls
were complied with satisfactorily.

g. A statement of the inherent limitations of the potential effective-
ness of controls at the service organization and of the risk of pro-
jecting to future periods any evaluation of the description.

h. Identification of the parties for whom the report is intended.

.30 If the service auditor believes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor's report should
so state and should contain sufficient detail to provide user auditors with an
appropriate understanding.

.31 It may become evident to the service auditor, when considering the ser-
vice organization's description of controls placed in operation, that the system
was designed with the assumption that certain controls would be implemented
by the user organization. If the service auditor is aware of the need for such
complementary user organization controls, these should be delineated in the
description of controls. If the application of controls by user organizations is
necessary to achieve the stated control objectives, the service auditor's report
should be modified to include the phrase "and user organizations applied the
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controls contemplated in the design of the Service Organization's controls" fol-
lowing the words "complied with satisfactorily" in the scope and opinion para-
graphs.

.32 The service auditor should consider conditions that come to his or
her attention that, in the service auditor's judgment, represent significant de-
ficiencies in the design or operation of the service organization's controls that
preclude the service auditor from obtaining reasonable assurance that specified
control objectives would be achieved. The service auditor should also consider
whether any other information, irrespective of specified control objectives, has
come to his or her attention that causes him or her to conclude (a) that design
deficiencies exist that could adversely affect the ability to initiate, authorize,
record, process, or report financial data to user organizations without error, and
(b) that user organizations would not generally be expected to have controls in
place to mitigate such design deficiencies. [Revised, April 2002, to reflect con-
forming changes necessary due to the issuance of Statement on Auditing Stan-
dards No. 94. Revised, March 2006, to reflect conforming changes necessary
due to the issuance of Statement on Auditing Standards No. 106.]

.33 The description of controls and control objectives required for these
reports may be prepared by the service organization. If the service auditor
prepares the description of controls and control objectives, the representations
in the description remain the responsibility of the service organization.

.34 For the service auditor to express an opinion on whether the controls
were suitably designed to achieve the specified control objectives, it is necessary
that:

a. The service organization identify and appropriately describe such
control objectives and the relevant controls.

b. The service auditor consider the linkage of the controls to the stated
control objectives.

c. The service auditor obtain sufficient appropriate audit evidence to
reach an opinion.

.35 The control objectives may be designated by the service organization
or by outside parties such as regulatory authorities, a user group, or others.
When the control objectives are not established by outside parties, the service
auditor should be satisfied that the control objectives, as set forth by the ser-
vice organization, are reasonable in the circumstances and consistent with the
service organization's contractual obligations.

.36 The service auditor's report should state whether the controls were
suitably designed to achieve the specified control objectives. The report should
not state whether they were suitably designed to achieve objectives beyond the
specifically identified control objectives.

.37 The service auditor's opinion on whether the controls were suitably
designed to achieve the specified control objectives is not intended to provide
evidence of operating effectiveness or to provide the user auditor with a basis for
concluding that control risk may be assessed as low or moderate. [Revised, May
2007, to reflect conforming changes necessary due to the issuance of Statement
on Auditing Standards No. 109.]

.38 The following is a sample report on controls placed in operation at a
service organization. The report should have, as an attachment, a description of
the service organization's controls that may be relevant to a user organization's
internal control as it relates to an audit of financial statements. This report is
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illustrative only and should be modified as appropriate to suit the circumstances
of individual engagements.

To XYZ Service Organization:

We have examined the accompanying description of controls related
to the application of XYZ Service Organization. Our examination
included procedures to obtain reasonable assurance about whether (1)
the accompanying description presents fairly, in all material respects,
the aspects of XYZ Service Organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit of
financial statements, (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily,3 and (3)
such controls had been placed in operation as of . The control ob-
jectives were specified by . Our examination was performed in
accordance with standards established by the American Institute of
Certified Public Accountants and included those procedures we con-
sidered necessary in the circumstances to obtain a reasonable basis
for rendering our opinion.

We did not perform procedures to determine the operating effective-
ness of controls for any period. Accordingly, we express no opinion on
the operating effectiveness of any aspects of XYZ Service Organiza-
tion's controls, individually or in the aggregate.

In our opinion, the accompanying description of the aforementioned
application presents fairly, in all material respects, the relevant as-
pects of XYZ Service Organization's controls that had been placed in
operation as of . Also, in our opinion, the controls, as described,
are suitably designed to provide reasonable assurance that the speci-
fied control objectives would be achieved if the described controls were
complied with satisfactorily.

The description of controls at XYZ Service Organization is as of and
any projection of such information to the future is subject to the risk
that, because of change, the description may no longer portray the
controls in existence. The potential effectiveness of specific controls
at the Service Organization is subject to inherent limitations and, ac-
cordingly, errors or fraud may occur and not be detected. Furthermore,
the projection of any conclusions, based on our findings, to future pe-
riods is subject to the risk that changes may alter the validity of such
conclusions.

This report is intended solely for use by the management of XYZ Ser-
vice Organization, its customers, and the independent auditors of its
customers .

.39 If the service auditor concludes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor should so state
in an explanatory paragraph preceding the opinion paragraph. An example of
such an explanatory paragraph follows:

3 If the application of controls by user organizations is necessary to achieve the stated control
objectives, the service auditor's report should be modified to include the phrase "and user organizations
applied the controls contemplated in the design of XYZ Service Organization's controls" following the
words "complied with satisfactorily" in the scope and opinion paragraphs. [Footnote renumbered,
April 2002, to reflect conforming changes necessary due to the issuance of Statement on Standards
for Attestation Engagements No. 10.]
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The accompanying description states that XYZ Service Organization
uses operator identification numbers and passwords to prevent unau-
thorized access to the system. Based on inquiries of staff personnel
and inspections of activities, we determined that such procedures are
employed in Applications A and B but are not required to access the
system in Applications C and D.

In addition, the first sentence of the opinion paragraph would be modified to
read as follows:

In our opinion, except for the matter referred to in the preceding para-
graph, the accompanying description of the aforementioned applica-
tion presents fairly, in all material respects, the relevant aspects of
XYZ Service Organization's controls that had been placed in operation
as of .

.40 If, after applying the criteria in paragraph .32, the service auditor
concludes that there are significant deficiencies in the design or operation of
the service organization's controls, the service auditor should report those con-
ditions in an explanatory paragraph preceding the opinion paragraph. An ex-
ample of an explanatory paragraph describing a significant deficiency in the
design or operation of the service organization's controls follows:

As discussed in the accompanying description, from time to time the
Service Organization makes changes in application programs to cor-
rect deficiencies or to enhance capabilities. The procedures followed in
determining whether to make changes, in designing the changes, and
in implementing them do not include review and approval by autho-
rized individuals who are independent from those involved in making
the changes. There are also no specified requirements to test such
changes or provide test results to an authorized reviewer prior to im-
plementing the changes.

In addition, the second sentence of the opinion paragraph would be modified to
read as follows:

Also in our opinion, except for the deficiency referred to in the preced-
ing paragraph, the controls, as described, are suitably designed to pro-
vide reasonable assurance that the specified control objectives would
be achieved if the described controls were complied with satisfactorily.

Reports on Controls Placed in Operation and Tests
of Operating Effectiveness
Paragraphs .41– .56 repeat some of the information contained in paragraphs
.25–.40 to provide readers with a comprehensive, stand-alone presentation of
the relevant considerations for each type of report.

.41 The information necessary for a report on controls placed in operation
and tests of operating effectiveness ordinarily is obtained through discussions
with appropriate service organization personnel, through reference to various
forms of documentation, such as system flowcharts and narratives, and through
the performance of tests of controls. Evidence of whether controls have been
placed in operation is ordinarily obtained through previous experience with
the service organization and through procedures such as inquiry of appropri-
ate management, supervisory, and staff personnel; inspection of service orga-
nization documents and records; and observation of service organization activ-
ities and operations. The service auditor applies tests of controls to determine
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whether specific controls are operating with sufficient effectiveness to achieve
specified control objectives. Section 350, Audit Sampling, as amended, provides
guidance on the application and evaluation of audit sampling in performing
tests of controls.

.42 After obtaining a description of the relevant controls, the service au-
ditor should determine whether the description provides sufficient information
for user auditors to obtain an understanding of those aspects of the service
organization's controls that may be relevant to a user organization's internal
control. The description should contain a discussion of the features of the ser-
vice organization's controls that would have an effect on a user organization's
internal control. Such features are relevant when they directly affect the service
provided to the user organization. They may include controls within the control
environment, risk assessment, control activities, information and communica-
tion, and monitoring components of internal control. The control environment
may include hiring practices and key areas of authority and responsibility. Risk
assessment may include the identification of risks associated with processing
specific transactions. Control activities may include policies and procedures
over the modification of computer programs and are ordinarily designed to meet
specific control objectives. The specific control objectives of the service organi-
zation should be set forth in the service organization's description of controls.
Information and communication may include ways in which user transactions
are initiated and processed. Monitoring may include the involvement of inter-
nal auditors. [As amended, effective for service auditor's reports covering de-
scriptions as of or after January 1, 1997, by Statement on Auditing Standards
No. 78.]

.43 The service auditor should inquire about changes in the service orga-
nization's controls that may have occurred before the beginning of fieldwork. If
the service auditor believes the changes would be considered significant by user
organizations and their auditors, those changes should be included in the de-
scription of the service organization's controls. If the service auditor concludes
that the changes would be considered significant by user organizations and
their auditors and the changes are not included in the description of the service
organization's controls, the service auditor should describe the changes in his
or her report. Such changes might include:

• Procedural changes made to accommodate provisions of a new
FASB Statement of Financial Accounting Standards.

• Major changes in an application to permit on-line processing.

• Procedural changes to eliminate previously identified deficiencies.

Changes that occurred more than twelve months before the date being reported
on normally would not be considered significant, because they generally would
not affect user auditors' considerations.

.44 A service auditor's report expressing an opinion on a description of
controls placed in operation at a service organization and tests of operating
effectiveness should contain:

a. A specific reference to the applications, services, products, or other
aspects of the service organization covered.

b. A description of the scope and nature of the service auditor's proce-
dures.

c. Identification of the party specifying the control objectives.
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d. An indication that the purpose of the service auditor's engagement

was to obtain reasonable assurance about whether (1) the service
organization's description presents fairly, in all material respects,
the aspects of the service organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit
of financial statements, (2) the controls were suitably designed to
achieve specified control objectives, and (3) such controls had been
placed in operation as of a specific date.

e. The service auditor's opinion on whether the description presents
fairly, in all material respects, the relevant aspects of the service
organization's controls that had been placed in operation as of a
specific date and whether, in the service auditor's opinion, the con-
trols were suitably designed to provide reasonable assurance that
the specified control objectives would be achieved if those controls
were complied with satisfactorily.

f. A reference to a description of tests of specific service organiza-
tion controls designed to obtain evidence about the operating effec-
tiveness of those controls in achieving specified control objectives.
The description should include the controls that were tested, the
control objectives the controls were intended to achieve, the tests
applied, and the results of the tests. The description should in-
clude an indication of the nature, timing, and extent of the tests,
as well as sufficient detail to enable user auditors to determine the
effect of such tests on user auditors' assessments of control risk. To
the extent that the service auditor identified causative factors for
exceptions, determined the current status of corrective actions, or
obtained other relevant qualitative information about exceptions
noted, such information should be provided.

g. A statement of the period covered by the service auditor's report on
the operating effectiveness of the specific controls tested.

h. The service auditor's opinion on whether the controls that were
tested were operating with sufficient effectiveness to provide rea-
sonable, but not absolute, assurance that the related control objec-
tives were achieved during the period specified.

i. When all of the control objectives listed in the description of con-
trols placed in operation are not covered by tests of operating effec-
tiveness, a statement that the service auditor does not express an
opinion on control objectives not listed in the description of tests
performed at the service organization.

j. A statement that the relative effectiveness and significance of spe-
cific service organization controls and their effect on assessments of
control risk at user organizations are dependent on their interaction
with the controls and other factors present at individual user orga-
nizations.

k. A statement that the service auditor has performed no procedures
to evaluate the effectiveness of controls at individual user organi-
zations.

l. A statement of the inherent limitations of the potential effective-
ness of controls at the service organization and of the risk of
projecting to the future any evaluation of the description or any
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conclusions about the effectiveness of controls in achieving control
objectives.

m. Identification of the parties for whom the report is intended.

.45 If the service auditor believes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor's report should
so state and should contain sufficient detail to provide user auditors with an
appropriate understanding.

.46 It may become evident to the service auditor, when considering the ser-
vice organization's description of controls placed in operation, that the system
was designed with the assumption that certain controls would be implemented
by the user organization. If the service auditor is aware of the need for such
complementary user organization controls, these should be delineated in the de-
scription of controls. If the application of controls by user organizations is neces-
sary to achieve the stated control objectives, the service auditor's report should
be modified to include the phrase "and user organizations applied the controls
contemplated in the design of the Service Organization's controls" following
the words "complied with satisfactorily" in the scope and opinion paragraphs.
Similarly, if the operating effectiveness of controls at the service organization
is dependent on the application of controls at user organizations, this should
be delineated in the description of tests performed.

.47 The service auditor should consider conditions that come to his or
her attention that, in the service auditor's judgment, represent significant de-
ficiencies in the design or operation of the service organization's controls that
preclude the service auditor from obtaining reasonable assurance that specified
control objectives would be achieved. The service auditor should also consider
whether any other information, irrespective of specified control objectives, has
come to his or her attention that causes him or her to conclude (a) that design
deficiencies exist that could adversely affect the ability to initiate, authorize,
record, process, or report financial data to user organizations without error, and
(b) that user organizations would not generally be expected to have controls in
place to mitigate such design deficiencies. [Revised, April 2002, to reflect con-
forming changes necessary due to the issuance of Statement on Auditing Stan-
dards No. 94. Revised, March 2006, to reflect conforming changes necessary
due to the issuance of Statement on Auditing Standards No. 106.]

.48 The description of controls and control objectives required for these
reports may be prepared by the service organization. If the service auditor
prepares the description of controls and control objectives, the representations
in the description remain the responsibility of the service organization.

.49 For the service auditor to express an opinion on whether the controls
were suitably designed to achieve the specified control objectives, it is necessary
that:

a. The service organization identify and appropriately describe such
control objectives and the relevant controls.

b. The service auditor consider the linkage of the controls to the stated
control objectives.

c. The service auditor obtain sufficient appropriate audit evidence to
reach an opinion.

.50 The control objectives may be designated by the service organization
or by outside parties such as regulatory authorities, a user group, or others.
When the control objectives are not established by outside parties, the service
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auditor should be satisfied that the control objectives, as set forth by the ser-
vice organization, are reasonable in the circumstances and consistent with the
service organization's contractual obligations.

.51 The service auditor's report should state whether the controls were
suitably designed to achieve the specified control objectives. The report should
not state whether they were suitably designed to achieve objectives beyond the
specifically identified control objectives.

.52 The service auditor's opinion on whether the controls were suitably
designed to achieve the specified control objectives is not intended to provide
evidence of operating effectiveness or to provide the user auditor with a basis for
concluding that control risk may be assessed as low or moderate. Evidence that
may enable the user auditor to conclude that control risk may be assessed as
low or moderate may be obtained from the results of specific tests of operating
effectiveness. [Revised, May 2007, to reflect conforming changes necessary due
to the issuance of Statement on Auditing Standards No. 109.]

.53 The management of the service organization specifies whether all or
selected applications and control objectives will be covered by the tests of oper-
ating effectiveness. The service auditor determines which controls are, in his or
her judgment, necessary to achieve the control objectives specified by manage-
ment. The service auditor then determines the nature, timing, and extent of the
tests of controls needed to evaluate operating effectiveness. Testing should be
applied to controls in effect throughout the period covered by the report. To be
useful to user auditors, the report should ordinarily cover a minimum reporting
period of six months.

.54 The following is a sample report on controls placed in operation at a
service organization and tests of operating effectiveness. It should be assumed
that the report has two attachments: (a) a description of the service organiza-
tion's controls that may be relevant to a user organization's internal control as
it relates to an audit of financial statements and (b) a description of controls
for which tests of operating effectiveness were performed, the control objectives
the controls were intended to achieve, the tests applied, and the results of those
tests. This report is illustrative only and should be modified as appropriate to
suit the circumstances of individual engagements.

To XYZ Service Organization:

We have examined the accompanying description of controls related
to the application of XYZ Service Organization. Our examination
included procedures to obtain reasonable assurance about whether (1)
the accompanying description presents fairly, in all material respects,
the aspects of XYZ Service Organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit of
financial statements, (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily,4 and (3)

4 If the application of controls by user organizations is necessary to achieve the stated control
objectives, the service auditor's report should be modified to include the phrase "and user organizations
applied the controls contemplated in the design of XYZ Service Organization's controls" following the
words "complied with satisfactorily" in the scope and opinion paragraphs. [Footnote renumbered,
April 2002, to reflect conforming changes necessary due to the issuance of Statement on Standards
for Attestation Engagements No. 10.]
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such controls had been placed in operation as of . The control ob-
jectives were specified by . Our examination was performed in
accordance with standards established by the American Institute of
Certified Public Accountants and included those procedures we con-
sidered necessary in the circumstances to obtain a reasonable basis
for rendering our opinion.

In our opinion, the accompanying description of the aforementioned
application presents fairly, in all material respects, the relevant as-
pects of XYZ Service Organization's controls that had been placed in
operation as of . Also, in our opinion, the controls, as described,
are suitably designed to provide reasonable assurance that the speci-
fied control objectives would be achieved if the described controls were
complied with satisfactorily.

In addition to the procedures we considered necessary to render our
opinion as expressed in the previous paragraph, we applied tests to
specific controls, listed in Schedule X, to obtain evidence about their
effectiveness in meeting the control objectives, described in Schedule
X, during the period from to . The specific controls and the na-
ture, timing, extent, and results of the tests are listed in Schedule X.
This information has been provided to user organizations of XYZ Ser-
vice Organization and to their auditors to be taken into consideration,
along with information about the internal control at user organiza-
tions, when making assessments of control risk for user organizations.
In our opinion the controls that were tested, as described in Schedule X,
were operating with sufficient effectiveness to provide reasonable, but
not absolute, assurance that the control objectives specified in Sched-
ule X were achieved during the period from to . [However, the
scope of our engagement did not include tests to determine whether
control objectives not listed in Schedule X were achieved; accordingly,
we express no opinion on the achievement of control objectives not
included in Schedule X.]5

The relative effectiveness and significance of specific controls at XYZ
Service Organization and their effect on assessments of control risk at
user organizations are dependent on their interaction with the controls
and other factors present at individual user organizations. We have
performed no procedures to evaluate the effectiveness of controls at
individual user organizations.

The description of controls at XYZ Service Organization is as of , and
information about tests of the operating effectiveness of specific con-
trols covers the period from to . Any projection of such information
to the future is subject to the risk that, because of change, the descrip-
tion may no longer portray the controls in existence. The potential
effectiveness of specific controls at the Service Organization is subject
to inherent limitations and, accordingly, errors or fraud may occur and
not be detected. Furthermore, the projection of any conclusions, based

5 This sentence should be added when all of the control objectives listed in the description of
controls placed in operation are not covered by the tests of operating effectiveness. This sentence
would be omitted when all of the control objectives listed in the description of controls placed in
operation are included in the tests of operating effectiveness. [Footnote renumbered, April 2002, to
reflect conforming changes necessary due to the issuance of Statement on Standards for Attestation
Engagements No. 10.]
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on our findings, to future periods is subject to the risk that changes
may alter the validity of such conclusions.

This report is intended solely for use by the management of XYZ Ser-
vice Organization, its customers, and the independent auditors of its
customers.

.55 If the service auditor concludes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor should so state
in an explanatory paragraph preceding the opinion paragraph. An example of
such an explanatory paragraph follows:

The accompanying description states that XYZ Service Organization
uses operator identification numbers and passwords to prevent unau-
thorized access to the system. Based on inquiries of staff personnel
and inspection of activities, we determined that such procedures are
employed in Applications A and B but are not required to access the
system in Applications C and D.

In addition, the first sentence of the opinion paragraph would be modified to
read as follows:

In our opinion, except for the matter referred to in the preceding para-
graph, the accompanying description of the aforementioned applica-
tion presents fairly, in all material respects, the relevant aspects of
XYZ Service Organization's controls that had been placed in operation
as of .

.56 If, after applying the criteria in paragraph .47, the service auditor
concludes that there are significant deficiencies in the design or operation of
the service organization's controls, the service auditor should report those con-
ditions in an explanatory paragraph preceding the opinion paragraph. An ex-
ample of an explanatory paragraph describing a significant deficiency in the
design or operation of the service organization's controls follows:

As discussed in the accompanying description, from time to time the
Service Organization makes changes in application programs to cor-
rect deficiencies or to enhance capabilities. The procedures followed in
determining whether to make changes, in designing the changes, and
in implementing them do not include review and approval by autho-
rized individuals who are independent from those involved in making
the changes. There are also no specified requirements to test such
changes or provide test results to an authorized reviewer prior to im-
plementing the changes.

In addition, the second sentence of the opinion paragraph would be modified to
read as follows:

Also in our opinion, except for the deficiency referred to in the pre-
ceding paragraph, the controls, as described, are suitably designed to
provide reasonable assurance that the related control objectives would
be achieved if the described controls were complied with satisfactorily.

Responsibilities of Service Organizations and Service Auditors With
Respect to Subsequent Events

.57 Auditing Standards Auditing Standards Changes in a service orga-
nization's controls that could affect user organizations' information systems
may occur subsequent to the period covered by the service auditor's report but
before the date of the service auditor's report. These occurrences are referred
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to as subsequent events. A service auditor should consider information about
two types of subsequent events that come to his or her attention. [Paragraph
added, effective for reports issued on or after January 1, 2003, by Statement on
Auditing Standards No. 98.]

.58 The first type consists of events that provide additional information
about conditions that existed during the period covered by the service auditor's
report. This information should be used by the service auditor in determining
whether controls at the service organization that could affect user organiza-
tions' information systems were placed in operation, suitably designed, and, if
applicable, operating effectively during the period covered by the engagement.
[Paragraph added, effective for reports issued on or after January 1, 2003, by
Statement on Auditing Standards No. 98.]

.59 The second type consists of those events that provide information about
conditions that arose subsequent to the period covered by the service auditor's
report that are of such a nature and significance that their disclosure is nec-
essary to prevent users from being misled. This type of information ordinarily
will not affect the service auditor's report if the information is adequately dis-
closed by management in a section of the report containing "Other Information
Provided by the Service Organization." If this information is not disclosed by
the service organization, the service auditor should disclose it in a section of the
report containing "Other Information Provided by the Service Auditor" and/or
in the service auditor's report. [Paragraph added, effective for reports issued
on or after January 1, 2003, by Statement on Auditing Standards No. 98.]

.60 Although a service auditor has no responsibility to detect subsequent
events, the service auditor should inquire of management as to whether it is
aware of any subsequent events through the date of the service auditor's re-
port that would have a significant effect on user organizations. In addition,
a service auditor should obtain a representation from management regarding
subsequent events. [Paragraph added, effective for reports issued on or after
January 1, 2003, by Statement on Auditing Standards No. 98.]

Written Representations of the Service Organization’s Management
.61 Regardless of the type of report issued, the service auditor should

obtain written representations from the service organization's management
that:

• Acknowledge management's responsibility for establishing and
maintaining appropriate controls relating to the processing of
transactions for user organizations.

• Acknowledge the appropriateness of the specified control objec-
tives.

• State that the description of controls presents fairly, in all material
respects, the aspects of the service organization's controls that may
be relevant to a user organization's internal control.

• State that the controls, as described, had been placed in operation
as of a specific date.

• State that management believes its controls were suitably de-
signed to achieve the specified control objectives.

• State that management has disclosed to the service auditor any
significant changes in controls that have occurred since the service
organization's last examination.
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• State that management has disclosed to the service auditor any
illegal acts, fraud, or uncorrected errors attributable to the service
organization's management or employees that may affect one or
more user organizations.

• State that management has disclosed to the service auditor all
design deficiencies in controls of which it is aware, including those
for which management believes the cost of corrective action may
exceed the benefits.

• State that management has disclosed to the service auditor any
subsequent events that would have a significant effect on user
organizations.

If the scope of the work includes tests of operating effectiveness, the service
auditor should obtain a written representation from the service organization's
management stating that management has disclosed to the service auditor all
instances, of which it is aware, when controls have not operated with sufficient
effectiveness to achieve the specified control objectives. [Paragraph renumbered
and amended, effective for reports issued on or after January 1, 2003, by State-
ment on Auditing Standards No. 98.]

Reporting on Substantive Procedures
.62 The service auditor may be requested to apply substantive procedures

to user transactions or assets at the service organization. In such circumstances,
the service auditor may make specific reference in his or her report to having
carried out the designated procedures or may provide a separate report in ac-
cordance with AT section 201, Agreed-Upon Procedures Engagements. Either
form of reporting should include a description of the nature, timing, extent,
and results of the procedures in sufficient detail to be useful to user auditors
in deciding whether to use the results as evidence to support their opinions.
[Revised, January 2001, to reflect conforming changes necessary due to the is-
suance of Statement on Standards for Attestation Engagements No. 10. Para-
graph renumbered by the issuance of Statement on Auditing Standards No. 98,
September 2002.]

Effective Date
.63 This section is effective for service auditors' reports dated after March

31, 1993. Earlier application of this section is encouraged. [Paragraph renum-
bered by the issuance of Statement on Auditing Standards No. 98, Septem-
ber 2002.]

AAG-SRV APP F



P1: G.Shankar

ACPA090-AppF ACPA090.cls May 20, 2009 7:2

148



P1: G.Shankar

ACPA090-AppG ACPA090.cls May 20, 2009 7:3

Service Organizations 149

Appendix G

AICPA Professional Standards, AU Section
9324: Service Organizations: Auditing
Interpretations of Section 324

1. Describing Tests of Operating Effectiveness and the Results of
Such Tests

.01 Question—Paragraph .44f of section 324, Service Organizations, spec-
ifies the elements that should be included in a description of tests of operating
effectiveness, which is part of a report on controls placed in operation and tests
of operating effectiveness. Section 324.44f states:

"... The description should include the controls that were tested, the
control objectives the controls were intended to achieve, the tests ap-
plied and the results of the tests. The description should include an
indication of the nature, timing, and extent of the tests, as well as suf-
ficient detail to enable user auditors to determine the effect of such
tests on user auditors' assessments of control risk. To the extent that
the service auditor identified causative factors for exceptions, deter-
mined the current status of corrective actions, or obtained other rele-
vant qualitative information about exceptions noted, such information
should be provided."

When a service auditor performs an engagement that includes tests of operating
effectiveness, what information and how much detail should be included in the
description of the "tests applied" and the "results of the tests"?

.02 Interpretation—In all cases, for each control objective tested, the de-
scription of tests of operating effectiveness should include all of the elements
listed in section 324.44f, whether or not the service auditor concludes that the
control objective has been achieved. The description should provide sufficient
information to enable user auditors to assess control risk for financial state-
ment assertions affected by the service organization. The description need not
be a duplication of the service auditor's detailed audit program, which in some
cases would make the report too voluminous for user auditors and would pro-
vide more than the required level of detail.

.03 In describing the nature, timing, and extent of the tests applied, the
service auditor also should indicate whether the items tested represent a sam-
ple or all of the items in the population, but need not indicate the size of the
population. In describing the results of the tests, the service auditor should
include exceptions and other information that in the service auditor's judg-
ment could be relevant to user auditors. Such exceptions and other information
should be included for each control objective, whether or not the service auditor
concludes that the control objective has been achieved. When exceptions that
could be relevant to user auditors are noted, the description also should include
the following information:

• The size of the sample, when sampling has been used

• The number of exceptions noted

• The nature of the exceptions
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If no exceptions or other information that could be relevant to user auditors
are identified by the tests, the service auditor should indicate that finding (for
example, "No relevant exceptions noted").

[Issue Date: April, 1995.]

2. Service Organizations That Use the Services of Other Service
Organizations (Subservice Organizations)

.04 Question—A service organization may use the services of another ser-
vice organization, such as a bank trust department that uses an independent
computer processing service organization to perform its data processing. In this
situation, the bank trust department is a service organization and the computer
processing service organization is considered a subservice organization. How
are a user auditor's and a service auditor's procedures affected when a service
organization uses a subservice organization?

.05 Interpretation—When a service organization uses a subservice orga-
nization, the user auditor should determine whether the processing performed
by the subservice organization affects assertions in the user organization's fi-
nancial statements and whether those assertions are significant to the user
organization's financial statements. To plan the audit and assess control risk, a
user auditor may need to consider the controls at both the service organization
and the subservice organization. Paragraphs .06–.17 of section 324, Service Or-
ganizations, provide guidance to user auditors on considering the effect of a
service organization on a user organization's internal control. Although section
324.06–.17 do not specifically refer to subservice organizations, when a sub-
service organization provides services to a service organization, the guidance
in these paragraphs should be interpreted to include the subservice organi-
zation. For example, in situations where subservice organizations are used,
the interaction between the user organization and the service organization
described in section 324.06 would be expanded to include the interaction be-
tween the user organization, the service organization and the subservice organi-
zation.

.06 Similarly, a service auditor engaged to examine the controls of a service
organization and issue a service auditor's report may need to consider functions
performed by the subservice organization and the effect of the subservice orga-
nization's controls on the service organization.

.07 The degree of interaction and the nature and materiality of the trans-
actions processed by the service organization and the subservice organization
are the most important factors to consider in determining the significance of
the subservice organization's controls to the user organization's internal con-
trol. Section 324.11–.16 describe how a user auditor's assessment of control
risk is affected when a user organization uses a service organization. When
a subservice organization is involved, the user auditor may need to consider
activities at both the service organization and the subservice organization in
applying the guidance in these paragraphs.

.08 Question—How does a user auditor obtain information about controls
at a subservice organization?

.09 Interpretation—If a user auditor concludes that he or she needs infor-
mation about the subservice organization to plan the audit or to assess control
risk, the user auditor (a) may contact the service organization through the
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user organization and may contact the subservice organization either through
the user organization or the service organization to obtain specific informa-
tion or (b) may request that a service auditor be engaged to perform proce-
dures that will supply the necessary information. Alternatively, the user auditor
may visit the service organization or subservice organization and perform such
procedures.

.10 Question—When a service organization uses a subservice organiza-
tion, what information about the subservice organization should be included in
the service organization's description of controls?

.11 Interpretation—A service organization's description of controls should
include a description of the functions and nature of the processing performed by
the subservice organization in sufficient detail for user auditors to understand
the significance of the subservice organization's functions to the processing of
the user organizations' transactions. Ordinarily, disclosure of the identity of
the subservice organization is not required. However, if the service organiza-
tion determines that the identity of the subservice organization would be rel-
evant to user organizations, the name of the subservice organization may be
included in the description. The purpose of the description of the functions and
nature of the processing performed by the subservice organization is to alert
user organizations and their auditors to the fact that another entity (that is,
the subservice organization) is involved in the processing of the user organiza-
tions' transactions and to summarize the functions the subservice organization
performs.

.12 When a subservice organization performs services for a service orga-
nization, there are two alternative methods of presenting the description of
controls. The service organization determines which method will be used.

a. The Carve-Out Method—The subservice organization's relevant
control objectives and controls are excluded from the description
and from the scope of the service auditor's engagement. The service
organization states in the description that the subservice organi-
zation's control objectives and related controls are omitted from
the description and that the control objectives in the report include
only the objectives the service organization's controls are intended
to achieve.

b. The Inclusive Method—The subservice organization's relevant con-
trols are included in the description and in the scope of the engage-
ment. The description should clearly differentiate between controls
of the service organization and controls of the subservice organiza-
tion. The set of control objectives includes all of the objectives a
user auditor would expect both the service organization and the
subservice organization to achieve. To accomplish this, the service
organization should coordinate the preparation and presentation
of the description of controls with the subservice organization.

In either method, the service organization includes in its description of controls
a description of the functions and nature of the processing performed by the
subservice organization, as set forth in paragraph .11.

.13 If the functions and processing performed by the subservice orga-
nization are significant to the processing of user organization transactions,
and the service organization does not disclose the existence of the subservice
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organization and the functions it performs, the service auditor may need to is-
sue a qualified or adverse opinion as to the fairness of the presentation of the
description of controls.

.14 Question—How is the service auditor's report affected by the method
of presentation selected?

.15 Interpretation—If the service organization has adopted the carve-out
method, the service auditor should modify the scope paragraph of the service
auditor's report to briefly summarize the functions and nature of the processing
performed by the subservice organization. This summary ordinarily would be
briefer than the information provided by the service organization in its descrip-
tion of the functions and nature of the processing performed by the subservice
organization. The service auditor should include a statement in the scope para-
graph of the service auditor's report indicating that the description of controls
includes only the control objectives and related controls of the service organiza-
tion; accordingly, the service auditor's examination does not extend to controls
at the subservice organization.

.16 An example of the scope paragraph of a service auditor's report using
the carve-out method is presented below. Additional or modified report language
is shown in boldface italics.

Sample Scope Paragraph of a Service Auditor’s Report Using the
Carve-Out Method

Independent Service Auditor's Report

To the Board of Directors of Example Trust Company:

We have examined the accompanying description of the controls of Ex-
ample Trust Company applicable to the processing of transactions for
users of the Institutional Trust Division. Our examination included
procedures to obtain reasonable assurance about whether (1) the ac-
companying description presents fairly, in all material respects, the
aspects of Example Trust Company's controls that may be relevant
to a user organization's internal control as it relates to an audit of fi-
nancial statements; (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily, and user
organizations applied the controls contemplated in the design of Ex-
ample Trust Company's controls; and (3) such controls had been placed
in operation as of June 30, 20XX. Example Trust Company uses a
computer processing service organization for all of its comput-
erized application processing. The accompanying description
includes only those control objectives and related controls of Ex-
ample Trust Company and does not include control objectives
and related controls of the computer processing service organi-
zation. Our examination did not extend to controls of the com-
puter processing service organization. The control objectives were
specified by the management of Example Trust Company. Our exami-
nation was performed in accordance with standards established by the
American Institute of Certified Public Accountants and included those
procedures we considered necessary in the circumstances to obtain a
reasonable basis for rendering our opinion.
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[The remainder of the report is the same as the standard service auditor's report
illustrated in section 324.38 and .54.]

.17 If the service organization has used the inclusive method, the service
auditor should perform procedures comparable to those described in section
324.12. Such procedures may include performing tests of the service organiza-
tion's controls over the activities of the subservice organization or performing
procedures at the subservice organization. If the service auditor will be perform-
ing procedures at the subservice organization, the service organization should
arrange for such procedures. The service auditor should recognize that the sub-
service organization generally is not the client for the engagement. Accordingly,
in these circumstances the service auditor should determine whether it will be
possible to obtain the required evidence to support the portion of the opinion
covering the subservice organization and whether it will be possible to obtain
an appropriate letter of representations regarding the subservice organization's
controls.

.18 An example of a service auditor's report using the inclusive method is
presented below. Additional or modified report language is shown in boldface
italics.

Sample Service Auditor’s Report Using the Inclusive Method
Independent Service Auditor's Report

To the Board of Directors of Example Trust Company:

We have examined the accompanying description of the controls of
Example Trust Company and Computer Processing Service Or-
ganization, an independent service organization that provides
computer processing services to Example Trust Company, appli-
cable to the processing of transactions for users of the Institutional
Trust Division. Our examination included procedures to obtain rea-
sonable assurance about whether (1) the accompanying description
presents fairly, in all material respects, the aspects of Example Trust
Company's and Computer Processing Service Organization’s con-
trols that may be relevant to a user organization's internal control as
it relates to an audit of financial statements; (2) the controls included
in the description were suitably designed to achieve the control ob-
jectives specified in the description, if those controls were complied
with satisfactorily, and user organizations applied the controls con-
templated in the design of Example Trust Company's controls; and
(3) the controls had been placed in operation as of June 30, 20XX.
The control objectives were specified by the management of Example
Trust Company. Our examination was performed in accordance with
standards established by the American Institute of Certified Public
Accountants and included those procedures we considered necessary
in the circumstances to obtain a reasonable basis for rendering our
opinion.

In our opinion, the accompanying description of the aforementioned
controls presents fairly, in all material respects, the relevant aspects
of Example Trust Company's and Computer Processing Service
Organization’s controls that had been placed in operation as of June
30, 20XX. Also, in our opinion, the controls, as described, are suitably

AAG-SRV APP G



P1: G.Shankar

ACPA090-AppG ACPA090.cls May 20, 2009 7:3

154 Service Organizations: Applying SAS No. 70

designed to provide reasonable assurance that the specified control
objectives would be achieved if the described controls were complied
with satisfactorily and user organizations applied the controls contem-
plated in the design of Example Trust Company's controls.

In addition to the procedures we considered necessary to render our
opinion as expressed in the previous paragraph, we applied tests to
specific controls, listed in Schedule X to obtain evidence about their
effectiveness in meeting the control objectives, described in Schedule
X, during the period from January 1, 20XX, to June 30, 20XX. The
specific controls and the nature, timing, extent, and results of the tests
are listed in Schedule X. This information has been provided to user
organizations of Example Trust Company and to their auditors to be
taken into consideration, along with information about internal control
at user organizations, when making assessments of control risk for
user organizations. In our opinion the controls that were tested, as
described in Schedule X, were operating with sufficient effectiveness
to provide reasonable, but not absolute, assurance that the control
objectives specified in Schedule X were achieved during the period
from January 1, 20XX, to June 30, 20XX.

The relative effectiveness and significance of specific controls at Ex-
ample Trust Company and Computer Processing Service Organi-
zation, and their effect on assessments of control risk at user organi-
zations are dependent on their interaction with the controls and other
factors present at individual user organizations. We have performed
no procedures to evaluate the effectiveness of controls at individual
user organizations.

The description of controls at Example Trust Company and Com-
puter Processing Service Organization is as of June 30, 20XX,
and information about tests of the operating effectiveness of specific
controls covers the period from January 1, 20XX, to June 30, 20XX.
Any projection of such information to the future is subject to the risk
that, because of change, the description may no longer portray the
controls in existence. The potential effectiveness of specific controls at
the Service Organization and Computer Processing Service Orga-
nization is subject to inherent limitations and, accordingly, errors or
fraud may occur and not be detected. Furthermore, the projection of
any conclusions, based on our findings, to future periods is subject to
the risk that changes may alter the validity of such conclusions.1

This report is intended solely for use by the management of Example
Trust Company, its users, and the independent auditors of its users.

July 10, 20XX

[Issue Date: April, 1995; Revised: February, 1997;
Revised: April, 2002.]

1 This sentence has been expanded to describe the risks of projecting any evaluation of the
controls to future periods because of the failure to make needed changes to a system or controls, as
provided for in Interpretation No. 5, "Statements About the Risk of Projecting Evaluations of the
Effectiveness of Controls to Future Periods" (paragraphs .38–.40).
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[3.] Responsibilities of Service Organizations and Service Auditors

With Respect to Information About the Year 2000 Issue in a Service
Organization's Description of Controls

[.19–.34] [Withdrawn July, 2000 by the Audit Issues Task Force.]

4. Responsibilities of Service Organizations and Service Auditors
With Respect to Forward-Looking Information in a Service Organiza-
tion's Description of Controls

.35 Question—Section 324.32 requires a service auditor to consider
"whether any other information, irrespective of specified control objectives, has
come to his or her attention that causes him or her to conclude (a) that design
deficiencies exist that could adversely affect the ability to initiate, authorize,
record, process, or report financial data to user organizations without error,
and (b) that user organizations would not generally be expected to have con-
trols in place to mitigate such design deficiencies." A service auditor performing
a service auditor's engagement may become aware that a service organization,
whose system is correctly processing data during the period covered by the ser-
vice auditor's examination, has not performed contingency planning or made
adequate provision for disaster recovery, and may not be able to retrieve or
process data in future periods. Does section 324.32 require a service auditor
to identify, in his or her report, design deficiencies that do not affect process-
ing during the period covered by the service auditor's examination but may
represent potential problems in future periods?

.36 Interpretation—No. Section 324.32 addresses design deficiencies that
could adversely affect processing during the period covered by the service au-
ditor's examination. Section 324.32 does not apply to design deficiencies that
potentially could affect processing in future periods. If the computer programs
are correctly processing data during the period covered by the service auditor's
examination, and such design deficiencies currently do not affect user organi-
zations' abilities to initiate, authorize, record, process, or report financial data,
the service auditor would not be required to report such design deficiencies in
his or her report, based on the requirements in section 324.32. However, if a
service auditor becomes aware of design deficiencies at the service organization
that could potentially affect the processing of user organizations' transactions
in future periods, the service auditor, in his or her judgment, may choose to
communicate this information to the service organization's management and
advise management to disclose this information and its plans for correcting the
design deficiencies in a section of the service auditor's document titled "Other
Information Provided by the Service Organization."2

.37 If the service organization includes information about the design de-
ficiencies in the section of the document titled "Other Information Provided by

2 Chapter 2 of the AICPA Audit Guide Service Organizations: Applying SAS No. 70, as Amended,
proposes four sections of a service auditor's document.

1. Independent service auditor's report (the letter from the service auditor expressing his
or her opinion)

2. Service organization's description of controls

3. Information provided by the independent service auditor (This section generally con-
tains a description of the service auditor's tests of operating effectiveness and the results
of those tests.)

4. Other information provided by the service organization
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the Service Organization," the service auditor should read the information and
consider applying by analogy the guidance in section 550, Other Information in
Documents Containing Audited Financial Statements. In addition, the service
auditor should include a paragraph in his or her report disclaiming an opinion
on the information provided by the service organization. The following is an
example of such a paragraph.

The information in section 4 describing XYZ Service Organization's
plans to modify its disaster recovery plan is presented by the Service
Organization to provide additional information and is not a part of the
Service Organization's description of controls that may be relevant
to a user organization's internal control. Such information has not
been subjected to the procedures applied in the examination of the
description of the controls applicable to the processing of transactions
for user organizations and, accordingly, we express no opinion on it.

A service auditor also may consider communicating information about the de-
sign deficiencies in the section of the service auditor's document titled "Other
Information Provided by the Service Auditor."

[Issue Date: February, 2002; Revised: March, 2006.]

5. Statements About the Risk of Projecting Evaluations of the
Effectiveness of Controls to Future Periods

.38 Question—Section 324.29g and .44l state that a service auditor's re-
port should contain a statement of the inherent limitations of the potential
effectiveness of controls at the service organization and of the risk of projecting
to future periods any evaluation of the description. Section 324.44l goes on to
state that the report also should refer to the risk of projecting to the future "any
conclusions about the effectiveness of controls in achieving control objectives."
The sample service auditor's reports in section 324.38 and .54 include illustra-
tive paragraphs that illustrate this caveat. The following excerpt is from section
324.54:

The description of controls at XYZ Service Organization is as
of____________, and information about tests of the operating effectiveness
of specific controls covers the period from ____________ to ____________. Any
projection of such information to the future is subject to the risk that,
because of change, the description may no longer portray the controls in
existence. The potential effectiveness of specific controls at the Service
Organization is subject to inherent limitations and, accordingly, errors
or fraud may occur and not be detected. Furthermore, the projection
of any conclusions, based on our findings, to future periods is subject
to the risk that changes may alter the validity of such conclusions.

The validity of projections to the future about the effectiveness of controls may
be affected by changes made to the system and the controls, and also by the
failure to make needed changes, for example, changes to accommodate new pro-
cessing requirements. May a service auditor's report be expanded to describe
the risk of projecting to the future conclusions about the effectiveness of con-
trols?

.39 Interpretation—The sample reports in section 324.38 and .54 may be
expanded to describe this risk. The first and second sentences of the illustrative
paragraph above address the potential effect of change on the description of
controls as of a specified date; accordingly, they do not require modification
because new processing requirements would not affect the description as of
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the specified date. However, the last sentence in the sample report paragraph
above could be expanded to describe the risk of projecting an evaluation of the
controls to future periods because of changes to the system or controls, or the
failure to make needed changes to the system or controls.

.40 Suggested additions to the paragraph in the illustrative service audi-
tor's reports in section 324.38 and .54 are the following (new language is shown
in italics.):

The description of controls at XYZ Service Organization is as of
___________, and information about tests of the operating effectiveness
of specific controls covers the period from ____________ to _____________. Any
projection of such information to the future is subject to the risk that,
because of change, the description may no longer portray the controls
in existence. The potential effectiveness of specific controls at the Ser-
vice Organization is subject to inherent limitations and, accordingly,
errors or fraud may occur and not be detected. Furthermore, the pro-
jection of any conclusions, based on our findings, to future periods is
subject to the risk that changes made to the system or controls, or the
failure to make needed changes to the system or controls, may alter the
validity of such conclusions.

[Issue Date: February, 2002.]

[6.] Responsibilities of Service Organizations and Service Auditors
With Respect to Subsequent Events in a Service Auditor's Engagement

[.41–.42] [Rescinded September, 2002, by Statement on Auditing Stan-
dards No. 98.]
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Appendix H

AICPA, PCAOB Standards and Related Rules,
AU Section 324: Service Organizations *

(Supersedes SAS No. 44)

Sources: SAS No. 70; SAS No. 78; SAS No. 88; SAS No. 98.

See section 9324 for interpretations of this section.

Effective for service auditors' reports dated after March 31, 1993, un-
less otherwise indicated.

Introduction and Applicability
.01 This section provides guidance on the factors an independent auditor

should consider when auditing the financial statements of an entity that uses
a service organization to process certain transactions. This section also pro-
vides guidance for independent auditors who issue reports on the processing of
transactions by a service organization for use by other auditors.

[The following note is effective for audits of fiscal years ending on or after Novem-
ber 15, 2007. See PCAOB Release 2007-005. For audits of fiscal years ending
before November 15, 2007, see the former AU section 324.01 in the references
section.]

Note: When performing an integrated audit of financial statements
and internal control over financial reporting, refer to paragraphs B17–
B27 of Appendix B, Special Topics, of PCAOB Auditing Standard No.
5, An Audit of Internal Control Over Financial Reporting That Is In-
tegrated with An Audit of Financial Statements, regarding the use of
service organizations.

.02 For purposes of this section, the following definitions apply:

• User organization—The entity that has engaged a service organi-
zation and whose financial statements are being audited

• User auditor—The auditor who reports on the financial state-
ments of the user organization

• Service organization—The entity (or segment of an entity) that
provides services to a user organization that are part of the user
organization's information system

• Service auditor—The auditor who reports on controls of a service
organization that may be relevant to a user organization's internal
control as it relates to an audit of financial statements

• Report on controls placed in operation—A service auditor's report
on a service organization's description of its controls that may be
relevant to a user organization's internal control as it relates to
an audit of financial statements, on whether such controls were
suitably designed to achieve specified control objectives, and on
whether they had been placed in operation as of a specific date

* Title amended, effective December 1999, by Statement on Auditing Standards No. 88.
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• Report on controls placed in operation and tests of operating
effectiveness—A service auditor's report on a service organiza-
tion's description of its controls that may be relevant to a user
organization's internal control as it relates to an audit of finan-
cial statements,1 on whether such controls were suitably designed
to achieve specified control objectives, on whether they had been
placed in operation as of a specific date, and on whether the con-
trols that were tested were operating with sufficient effectiveness
to provide reasonable, but not absolute, assurance that the related
control objectives were achieved during the period specified.

[Revised, April 2002, to reflect conforming changes necessary due to the is-
suance of Statement on Auditing Standards No. 94.]

.03 The guidance in this section is applicable to the audit of the financial
statements of an entity that obtains services from another organization that
are part of its information system. A service organization's services are part of
an entity's information system if they affect any of the following:

• The classes of transactions in the entity's operations that are sig-
nificant to the entity's financial statements

• The procedures, both automated and manual, by which the entity's
transactions are initiated, recorded, processed, and reported from
their occurrence to their inclusion in the financial statements

• The related accounting records, whether electronic or manual,
supporting information, and specific accounts in the entity's fi-
nancial statements involved in initiating, recording, processing
and reporting the entity's transactions

• How the entity's information system captures other events and
conditions that are significant to the financial statements

• The financial reporting process used to prepare the entity's finan-
cial statements, including significant accounting estimates and
disclosures

Service organizations that provide such services include, for example, bank
trust departments that invest and service assets for employee benefit plans or
for others, mortgage bankers that service mortgages for others, and application
service providers that provide packaged software applications and a technol-
ogy environment that enables customers to process financial and operational
transactions. The guidance in this section may also be relevant to situations
in which an organization develops, provides, and maintains the software used
by client organizations. The provisions of this section are not intended to apply
to situations in which the services provided are limited to executing client or-
ganization transactions that are specifically authorized by the client, such as
the processing of checking account transactions by a bank or the execution of
securities transactions by a broker. This section also is not intended to apply to
the audit of transactions arising from financial interests in partnerships, cor-
porations, and joint ventures, such as working interests in oil and gas ventures,
when proprietary interests are accounted for and reported to interest holders.

1 In this section, a service organization's controls that may be relevant to a user organization's
internal control as it relates to an audit of financial statements will be referred to as a service orga-
nization's controls.
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[As amended, effective December 1999, by Statement on Auditing Standards
No. 88. Revised, April 2002, to reflect conforming changes necessary due to the
issuance of Statement on Auditing Standards No. 94.]

.04 This section is organized into the following sections:

a. The user auditor's consideration of the effect of the service organiza-
tion on the user organization's internal control and the availability
of evidence to—

• Obtain the necessary understanding of the user organiza-
tion's internal control to plan the audit

• Assess control risk at the user organization

• Perform substantive procedures

b. Considerations in using a service auditor's report

c. Responsibilities of service auditors

The User Auditor’s Consideration of the Effect of the Service
Organization on the User Organization’s Internal Control and the
Availability of Audit Evidence

.05 The user auditor should consider the discussion in paragraphs .06
through .21 when planning and performing the audit of an entity that uses a
service organization to process its transactions.

The Effect of Use of a Service Organization on a User Organization’s
Internal Control

.06 When a user organization uses a service organization, transactions
that affect the user organization's financial statements are subjected to con-
trols that are, at least in part, physically and operationally separate from the
user organization. The significance of the controls of the service organization
to those of the user organization depends on the nature of the services pro-
vided by the service organization, primarily the nature and materiality of the
transactions it processes for the user organization and the degree of interaction
between its activities and those of the user organization. To illustrate how the
degree of interaction affects user organization controls, when the user organi-
zation initiates transactions and the service organization executes and does the
accounting processing of those transactions, there is a high degree of interaction
between the activities at the user organization and those at the service organi-
zation. In these circumstances, it may be practicable for the user organization
to implement effective controls for those transactions. However, when the ser-
vice organization initiates, executes, and does the accounting processing of the
user organization's transactions, there is a lower degree of interaction and it
may not be practicable for the user organization to implement effective controls
for those transactions. [As amended, effective December 1999, by Statement on
Auditing Standards No. 88.]

Planning the Audit
.07 Section 319, Consideration of Internal Control in a Financial State-

ment Audit, states that an auditor should obtain an understanding of each of
the five components of the entity's internal control sufficient to plan the audit.
This understanding may encompass controls placed in operation by the entity
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and by service organizations whose services are part of the entity's information
system. In planning the audit, such knowledge should be used to—

• Identify types of potential misstatements.

• Consider factors that affect the risk of material misstatement.

• Design tests of controls, when applicable. Paragraphs 65 through
69 of SAS No. 55 discuss factors the auditor considers in deter-
mining whether to perform tests of controls

• Design substantive tests.

[As amended, effective for service auditor's reports covering descriptions as of or
after January 1, 1997, by Statement on Auditing Standards No. 78. As amended,
effective December 1999, by Statement on Auditing Standards No. 88. Revised,
May 2001, to reflect conforming changes necessary due to the issuance of State-
ment on Auditing Standards No. 94.]

[.08] [Paragraph deleted by the issuance of Statement on Auditing Stan-
dards No. 88, December 1999.]

.09 Information about the nature of the services provided by a service or-
ganization that are part of the user organization's information system and the
service organization's controls over those services may be available from a wide
variety of sources, such as user manuals, system overviews, technical manuals,
the contract between the user organization and the service organization, and
reports by service auditors, internal auditors, or regulatory authorities on the
service organization's controls. If the services and the service organization's con-
trols over those services are highly standardized, information obtained through
the user auditor's prior experience with the service organization may be helpful
in planning the audit. [As amended, effective December 1999, by Statement on
Auditing Standards No. 88.]

.10 After considering the available information, the user auditor may con-
clude that he or she has the means to obtain a sufficient understanding of
internal control to plan the audit. If the user auditor concludes that informa-
tion is not available to obtain a sufficient understanding to plan the audit, he
or she may consider contacting the service organization, through the user or-
ganization, to obtain specific information or request that a service auditor be
engaged to perform procedures that will supply the necessary information, or
the user auditor may visit the service organization and perform such proce-
dures. If the user auditor is unable to obtain sufficient evidence to achieve his
or her audit objectives, the user auditor should qualify his or her opinion or
disclaim an opinion on the financial statements because of a scope limitation.
[As amended, effective December 1999, by Statement on Auditing Standards
No. 88.]

Assessing Control Risk at the User Organization
.11 The user auditor uses his or her understanding of the internal control

to assess control risk for the assertions embodied in the account balances and
classes of transactions, including those that are affected by the activities of the
service organization. In doing so, the user auditor may identify certain user
organization controls that, if effective, would permit the user auditor to assess
control risk below the maximum for particular assertions. Such controls may
be applied at either the user organization or the service organization. The user
auditor may conclude that it would be efficient to obtain evidential matter about
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the operating effectiveness of controls to provide a basis for assessing control
risk below the maximum. [Revised, April 2002, to reflect conforming changes
necessary due to the issuance of Statement on Auditing Standards No. 94.]

.12 A service auditor's report on controls placed in operation at the service
organization should be helpful in providing a sufficient understanding to plan
the audit of the user organization. Such a report, however, is not intended to
provide any evidence of the operating effectiveness of the relevant controls that
would allow the user auditor to reduce the assessed level of control risk below
the maximum. Such evidential matter should be derived from one or more of
the following:

a. Tests of the user organization's controls over the activities of the
service organization (for example, the user auditor may test the
user organization's independent reperformance of selected items
processed by a service organization or test the user organization's
reconciliation of output reports with source documents)

b. A service auditor's report on controls placed in operation and tests
of operating effectiveness, or a report on the application of agreed-
upon procedures that describes relevant tests of controls

c. Appropriate tests of controls performed by the user auditor at the
service organization

.13 The user organization may establish effective controls over the service
organization's activities that may be tested and that may enable the user au-
ditor to reduce the assessed level of control risk below the maximum for some
or all of the related assertions. If a user organization, for example, uses a ser-
vice organization to process its payroll transactions, the user organization may
establish controls over the submission and receipt of payroll information that
could prevent or detect material misstatements. The user organization might
reperform the service organization's payroll calculations on a test basis. In this
situation, the user auditor may perform tests of the user organization's con-
trols over payroll processing that would provide a basis for assessing control
risk below the maximum for the assertions related to payroll transactions. Al-
ternatively, the user auditor may decide to assess control risk at the maximum
level because he or she believes controls are unlikely to pertain to an assertion,
are unlikely to be effective, or because he or she believes obtaining evidence
about the operating effectiveness of the service organization's controls, such as
those over changes in payroll programs, would not be efficient. [Revised, April
2002, to reflect conforming changes necessary due to the issuance of Statement
on Auditing Standards No. 94.]

.14 The user auditor may find that controls relevant to assessing control
risk below the maximum for particular assertions are applied only at the service
organization. If the user auditor plans to assess control risk below the maxi-
mum for those assertions, he or she should evaluate the operating effectiveness
of those controls by obtaining a service auditor's report that describes the re-
sults of the service auditor's tests of those controls (that is, a report on controls
placed in operation and tests of operating effectiveness, or an agreed-upon pro-
cedures report)2 or by performing tests of controls at the service organization.

2 See AT section 201, Agreed-Upon Procedures Engagements, for guidance on performing and
reporting on agreed-upon procedures engagements. [Footnote added, April 2002, to reflect conform-
ing changes necessary due to the issuance of Statement on Standards for Attestation Engagements
No. 10.]
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If the user auditor decides to use a service auditor's report, the user auditor
should consider the extent of the evidence provided by the report about the ef-
fectiveness of controls intended to prevent or detect material misstatements in
the particular assertions. The user auditor remains responsible for evaluating
the evidence presented by the service auditor and for determining its effect on
the assessment of control risk at the user organization.

.15 The user auditor's assessments of control risk regarding assertions
about account balances or classes of transactions are based on the combined
evidence provided by the service auditor's report and the user auditor's own
procedures. In making these assessments, the user auditor should consider
the nature, source, and interrelationships among the evidence, as well as the
period covered by the tests of controls. The user auditor uses the assessed
levels of control risk, as well as his or her understanding of internal control, in
determining the nature, timing, and extent of substantive tests for particular
assertions.

.16 The guidance in section 319.90 through .99, regarding the auditor's
consideration of the sufficiency of evidential matter to support a specific as-
sessed level of control risk is applicable to user auditors considering evidential
matter provided by a service auditor's report on controls placed in operation and
tests of operating effectiveness. Because the report may be intended to satisfy
the needs of several different user auditors, a user auditor should determine
whether the specific tests of controls and results in the service auditor's report
are relevant to assertions that are significant in the user organization's finan-
cial statements. For those tests of controls and results that are relevant, a user
auditor should consider whether the nature, timing, and extent of such tests
of controls and results provide appropriate evidence about the effectiveness of
the controls to support the user auditor's assessed level of control risk. In eval-
uating these factors, user auditors should also keep in mind that, for certain
assumptions, the shorter the period covered by a specific test and the longer
the time elapsed since the performance of the test, the less support for control
risk reduction the test may provide. [Revised, May 2001, to reflect conforming
changes necessary due to the issuance of Statement on Auditing Standards
No. 94.]

Audit Evidence From Substantive Audit Procedures Performed
by Service Auditors

.17 Service auditors may be engaged to perform procedures that are sub-
stantive in nature for the benefit of user auditors. Such engagements may in-
volve the performance, by the service auditor, of procedures agreed upon by the
user organization and its auditor and by the service organization and its auditor.
In addition, there may be requirements imposed by governmental authorities
or through contractual arrangements whereby service auditors perform desig-
nated procedures that are substantive in nature. The results of the application
of the required procedures to balances and transactions processed by the service
organization may be used by user auditors as part of the evidence necessary to
support their opinions.

Considerations in Using a Service Auditor’s Report
.18 In considering whether the service auditor's report is satisfactory for

his or her purposes, the user auditor should make inquiries concerning the
service auditor's professional reputation. Appropriate sources of information
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concerning the professional reputation of the service auditor are discussed
in section 543, Part of Audit Performed by Other Independent Auditors, para-
graph .10a.

.19 In considering whether the service auditor's report is sufficient to meet
his or her objectives, the user auditor should give consideration to the guidance
in section 543.12. If the user auditor believes that the service auditor's re-
port may not be sufficient to meet his or her objectives, the user auditor may
supplement his or her understanding of the service auditor's procedures and
conclusions by discussing with the service auditor the scope and results of the
service auditor's work. Also, if the user auditor believes it is necessary, he or
she may contact the service organization, through the user organization, to re-
quest that the service auditor perform agreed-upon procedures at the service
organization, or the user auditor may perform such procedures.

.20 [The following paragraph is effective for audits of fiscal years ending
on or after November 15, 2004, for accelerated filers, and on or after July 15,
2005, for all other issuers. See PCAOB Release No. 2004-008.

For audits of fiscal years ending before November 15, 2004, for accelerated filers,
and before July 15, 2005, for all other issuers, see the former AU section 324.20
in the references section.]

When assessing a service organization's controls and how they interact with
a user organization's controls, the user auditor may become aware of the exis-
tence of significant deficiencies. In such circumstances, the user auditor should
consider the guidance provided in section 325, Communications About Control
Deficiencies in An Audit of Financial Statements.

.21 The user auditor should not make reference to the report of the service
auditor as a basis, in part, for his or her own opinion on the user organization's
financial statements. The service auditor's report is used in the audit, but the
service auditor is not responsible for examining any portion of the financial
statements as of any specific date or for any specified period. Thus, there cannot
be a division of responsibility for the audit of the financial statements.

Responsibilities of Service Auditors
.22 The service auditor is responsible for the representations in his or her

report and for exercising due care in the application of procedures that support
those representations. Although a service auditor's engagement differs from an
audit of financial statements conducted in accordance with generally accepted
auditing standards, it should be performed in accordance with the general stan-
dards and with the relevant fieldwork and reporting standards. Although the
service auditor should be independent from the service organization, it is not
necessary for the service auditor to be independent from each user organization.

.23 As a result of procedures performed at the service organization, the
service auditor may become aware of illegal acts, fraud, or uncorrected errors
attributable to the service organization's management or employees that may
affect one or more user organizations. The terms errors, fraud, and illegal acts
are discussed in section 312, Audit Risk and Materiality in Conducting an Au-
dit, and section 317, Illegal Acts by Clients; the discussions therein are relevant
to this section. When the service auditor becomes aware of such matters, he or
she should determine from the appropriate level of management of the service
organization whether this information has been communicated appropriately
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to affected user organizations, unless those matters are clearly inconsequen-
tial. If the management of the service organization has not communicated the
information to affected user organizations and is unwilling to do so, the ser-
vice auditor should inform the service organization's audit committee or others
with equivalent authority or responsibility. If the audit committee does not re-
spond appropriately to the service auditor's communication, the service auditor
should consider whether to resign from the engagement. The service auditor
may wish to consult with his or her attorney in making this decision.

.24 The type of engagement to be performed and the related report to
be prepared should be established by the service organization. However, when
circumstances permit, discussions between the service organization and the
user organizations are advisable to determine the type of report that will be
most suitable for the user organizations' needs. This section provides guidance
on the two types of reports that may be issued:

a. Reports on controls placed in operation—A service auditor's report
on a service organization's description of the controls that may be
relevant to a user organization's internal control as it relates to an
audit of financial statements, on whether such controls were suit-
ably designed to achieve specified control objectives, and on whether
they had been placed in operation as of a specific date. Such reports
may be useful in providing a user auditor with an understanding
of the controls necessary to plan the audit and to design effective
tests of controls and substantive tests at the user organization, but
they are not intended to provide the user auditor with a basis for
reducing his or her assessments of control risk below the maximum.

b. Reports on controls placed in operation and tests of operating
effectiveness—A service auditor's report on a service organization's
description of the controls that may be relevant to a user organi-
zation's internal control as it relates to an audit of financial state-
ments, on whether such controls were suitably designed to achieve
specified control objectives, on whether they had been placed in
operation as of a specific date, and on whether the controls that
were tested were operating with sufficient effectiveness to provide
reasonable, but not absolute, assurance that the related control
objectives were achieved during the period specified. Such reports
may be useful in providing the user auditor with an understanding
of the controls necessary to plan the audit and may also provide
the user auditor with a basis for reducing his or her assessments
of control risk below the maximum.

Reports on Controls Placed in Operation
.25 The information necessary for a report on controls placed in operation

ordinarily is obtained through discussions with appropriate service organiza-
tion personnel and through reference to various forms of documentation, such
as system flowcharts and narratives.

.26 After obtaining a description of the relevant controls, the service au-
ditor should determine whether the description provides sufficient information
for user auditors to obtain an understanding of those aspects of the service
organization's controls that may be relevant to a user organization's internal
control. The description should contain a discussion of the features of the ser-
vice organization's controls that would have an effect on a user organization's
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internal control. Such features are relevant when they directly affect the service
provided to the user organization. They may include controls within the control
environment, risk assessment, control activities, information and communica-
tion, and monitoring components of internal control. The control environment
may include hiring practices and key areas of authority and responsibility. Risk
assessment may include the identification of risks associated with processing
specific transactions. Control activities may include policies and procedures
over the modification of computer programs and are ordinarily designed to meet
specific control objectives. The specific control objectives of the service organi-
zation should be set forth in the service organization's description of controls.
Information and communication may include ways in which user transactions
are initiated and processed. Monitoring may include the involvement of inter-
nal auditors. [As amended, effective for service auditor's reports covering de-
scriptions as of or after January 1, 1997, by Statement on Auditing Standards
No. 78.]

.27 Evidence of whether controls have been placed in operation is ordi-
narily obtained through previous experience with the service organization and
through procedures such as inquiry of appropriate management, supervisory,
and staff personnel; inspection of service organization documents and records;
and observation of service organization activities and operations. For the type of
report described in paragraph .24a, these procedures need not be supplemented
by tests of the operating effectiveness of the service organization's controls.

.28 Although a service auditor's report on controls placed in operation
is as of a specified date, the service auditor should inquire about changes in
the service organization's controls that may have occurred before the begin-
ning of fieldwork. If the service auditor believes that the changes would be
considered significant by user organizations and their auditors, those changes
should be included in the description of the service organization's controls. If
the service auditor concludes that the changes would be considered significant
by user organization's and their auditors and the changes are not included in
the description of the service organization's controls, the service auditor should
describe the changes in his or her report. Such changes might include—

• Procedural changes made to accommodate provisions of a new FASB
Statement of Financial Accounting Standards.

• Major changes in an application to permit on-line processing.

• Procedural changes to eliminate previously identified deficiencies.

Changes that occurred more than twelve months before the date being reported
on normally would not be considered significant, because they generally would
not affect user auditors' considerations.

.29 A service auditor's report expressing an opinion on a description of
controls placed in operation at a service organization should contain—

a. A specific reference to the applications, services, products, or other
aspects of the service organization covered.

b. A description of the scope and nature of the service auditor's proce-
dures.

c. Identification of the party specifying the control objectives.

d. An indication that the purpose of the service auditor's engagement
was to obtain reasonable assurance about whether (1) the service
organization's description presents fairly, in all material respects,
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the aspects of the service organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit
of financial statements, (2) the controls were suitably designed to
achieve specified control objectives, and (3) such controls had been
placed in operation as of a specific date.

e. A disclaimer of opinion on the operating effectiveness of the con-
trols.

f. The service auditor's opinion on whether the description presents
fairly, in all material respects, the relevant aspects of the service
organization's controls that had been placed in operation as of a
specific date and whether, in the service auditor's opinion, the con-
trols were suitably designed to provide reasonable assurance that
the specified control objectives would be achieved if those controls
were complied with satisfactorily.

g. A statement of the inherent limitations of the potential effective-
ness of controls at the service organization and of the risk of pro-
jecting to future periods any evaluation of the description.

h. Identification of the parties for whom the report is intended.

.30 If the service auditor believes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor's report should
so state and should contain sufficient detail to provide user auditors with an
appropriate understanding.

.31 It may become evident to the service auditor, when considering the ser-
vice organization's description of controls placed in operation, that the system
was designed with the assumption that certain controls would be implemented
by the user organization. If the service auditor is aware of the need for such
complementary user organization controls, these should be delineated in the
description of controls. If the application of controls by user organizations is
necessary to achieve the stated control objectives, the service auditor's report
should be modified to include the phrase "and user organizations applied the
controls contemplated in the design of the Service Organization's controls" fol-
lowing the words "complied with satisfactorily" in the scope and opinion para-
graphs.

.32 The service auditor should consider conditions that come to his or
her attention that, in the service auditor's judgment, represent significant de-
ficiencies in the design or operation of the service organization's controls that
preclude the service auditor from obtaining reasonable assurance that specified
control objectives would be achieved. The service auditor should also consider
whether any other information, irrespective of specified control objectives, has
come to his or her attention that causes him or her to conclude (a) that design
deficiencies exist that could adversely affect the ability to initiate, record, pro-
cess, or report financial data to user organizations without error, and (b) that
user organizations would not generally be expected to have controls in place
to mitigate such design deficiencies. [Revised, April 2002, to reflect conforming
changes necessary due to the issuance of Statement on Auditing Standards
No. 94.]

.33 The description of controls and control objectives required for these
reports may be prepared by the service organization. If the service auditor
prepares the description of controls and control objectives, the representations
in the description remain the responsibility of the service organization.
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.34 For the service auditor to express an opinion on whether the controls

were suitably designed to achieve the specified control objectives, it is necessary
that—

a. The service organization identify and appropriately describe such
control objectives and the relevant controls.

b. The service auditor consider the linkage of the controls to the stated
control objectives.

c. The service auditor obtain sufficient evidence to reach an opinion.

.35 The control objectives may be designated by the service organization
or by outside parties such as regulatory authorities, a user group, or others.
When the control objectives are not established by outside parties, the service
auditor should be satisfied that the control objectives, as set forth by the ser-
vice organization, are reasonable in the circumstances and consistent with the
service organization's contractual obligations.

.36 The service auditor's report should state whether the controls were
suitably designed to achieve the specified control objectives. The report should
not state whether they were suitably designed to achieve objectives beyond the
specifically identified control objectives.

.37 The service auditor's opinion on whether the controls were suitably
designed to achieve the specified control objectives is not intended to provide
evidence of operating effectiveness or to provide the user auditor with a basis
for concluding that control risk may be assessed below the maximum.

.38 The following is a sample report on controls placed in operation at a
service organization. The report should have, as an attachment, a description of
the service organization's controls that may be relevant to a user organization's
internal control as it relates to an audit of financial statements. This report is
illustrative only and should be modified as appropriate to suit the circumstances
of individual engagements.

To XYZ Service Organization:

We have examined the accompanying description of controls related
to the application of XYZ Service Organization. Our examination
included procedures to obtain reasonable assurance about whether (1)
the accompanying description presents fairly, in all material respects,
the aspects of XYZ Service Organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit of
financial statements, (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily,3 and (3)
such controls had been placed in operation as of . The control ob-
jectives were specified by . Our examination was performed in
accordance with standards established by the American Institute of
Certified Public Accountants and included those procedures we con-
sidered necessary in the circumstances to obtain a reasonable basis
for rendering our opinion.

3 If the application of controls by user organizations is necessary to achieve the stated control
objectives, the service auditor's report should be modified to include the phrase "and user organizations
applied the controls contemplated in the design of XYZ Service Organization's controls" following the
words "complied with satisfactorily" in the scope and opinion paragraphs. [Footnote renumbered,
April 2002, to reflect conforming changes necessary due to the issuance of Statement on Standards
for Attestation Engagements No. 10.]
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We did not perform procedures to determine the operating effective-
ness of controls for any period. Accordingly, we express no opinion on
the operating effectiveness of any aspects of XYZ Service Organiza-
tion's controls, individually or in the aggregate.

In our opinion, the accompanying description of the aforementioned
application presents fairly, in all material respects, the relevant as-
pects of XYZ Service Organization's controls that had been placed in
operation as of . Also, in our opinion, the controls, as described,
are suitably designed to provide reasonable assurance that the speci-
fied control objectives would be achieved if the described controls were
complied with satisfactorily.

The description of controls at XYZ Service Organization is as of and
any projection of such information to the future is subject to the risk
that, because of change, the description may no longer portray the
controls in existence. The potential effectiveness of specific controls
at the Service Organization is subject to inherent limitations and, ac-
cordingly, errors or fraud may occur and not be detected. Furthermore,
the projection of any conclusions, based on our findings, to future pe-
riods is subject to the risk that changes may alter the validity of such
conclusions.

This report is intended solely for use by the management of XYZ Ser-
vice Organization, its customers, and the independent auditors of its
customers .

.39 If the service auditor concludes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor should so state
in an explanatory paragraph preceding the opinion paragraph. An example of
such an explanatory paragraph follows:

The accompanying description states that XYZ Service Organization
uses operator identification numbers and passwords to prevent unau-
thorized access to the system. Based on inquiries of staff personnel
and inspections of activities, we determined that such procedures are
employed in Applications A and B but are not required to access the
system in Applications C and D.

In addition, the first sentence of the opinion paragraph would be modified to
read as follows:

In our opinion, except for the matter referred to in the preceding para-
graph, the accompanying description of the aforementioned applica-
tion presents fairly, in all material respects, the relevant aspects of
XYZ Service Organization's controls that had been placed in operation
as of .

.40 If, after applying the criteria in paragraph .32, the service auditor
concludes that there are significant deficiencies in the design or operation of
the service organization's controls, the service auditor should report those con-
ditions in an explanatory paragraph preceding the opinion paragraph. An ex-
ample of an explanatory paragraph describing a significant deficiency in the
design or operation of the service organization's controls follows:

As discussed in the accompanying description, from time to time the
Service Organization makes changes in application programs to cor-
rect deficiencies or to enhance capabilities. The procedures followed in
determining whether to make changes, in designing the changes, and
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in implementing them do not include review and approval by autho-
rized individuals who are independent from those involved in making
the changes. There are also no specified requirements to test such
changes or provide test results to an authorized reviewer prior to im-
plementing the changes.

In addition, the second sentence of the opinion paragraph would be modified to
read as follows:

Also in our opinion, except for the deficiency referred to in the pre-
ceding paragraph, the controls, as described, are suitably designed
to provide reasonable assurance that the specified control objectives
would be achieved if the described controls were complied with satis-
factorily.

Reports on Controls Placed in Operation and Tests
of Operating Effectiveness
Paragraphs .41 through .56 repeat some of the information contained in para-
graphs .25 through .40 to provide readers with a comprehensive, stand-alone
presentation of the relevant considerations for each type of report.

.41 The information necessary for a report on controls placed in opera-
tion and tests of operating effectiveness ordinarily is obtained through discus-
sions with appropriate service organization personnel, through reference to
various forms of documentation, such as system flowcharts and narratives, and
through the performance of tests of controls. Evidence of whether controls have
been placed in operation is ordinarily obtained through previous experience
with the service organization and through procedures such as inquiry of ap-
propriate management, supervisory, and staff personnel; inspection of service
organization documents and records; and observation of service organization
activities and operations. The service auditor applies tests of controls to de-
termine whether specific controls are operating with sufficient effectiveness
to achieve specified control objectives. Section 350, Audit Sampling, provides
guidance on the application and evaluation of audit sampling in performing
tests of controls.

.42 After obtaining a description of the relevant controls, the service au-
ditor should determine whether the description provides sufficient information
for user auditors to obtain an understanding of those aspects of the service
organization's controls that may be relevant to a user organization's internal
control. The description should contain a discussion of the features of the ser-
vice organization's controls that would have an effect on a user organization's
internal control. Such features are relevant when they directly affect the service
provided to the user organization. They may include controls within the control
environment, risk assessment, control activities, information and communica-
tion, and monitoring components of internal control. The control environment
may include hiring practices and key areas of authority and responsibility.
Risk assessment may include the identification of risks associated with pro-
cessing specific transactions. Control activities may include policies and proce-
dures over the modification of computer programs and are ordinarily designed
to meet specific control objectives. The specific control objectives of the ser-
vice organization should be set forth in the service organization's description
of controls. Information and communication may include ways in which user
transactions are initiated and processed. Monitoring may include the involve-
ment of internal auditors. [As amended, effective for service auditor's reports
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covering descriptions as of or after January 1, 1997, by Statement on Auditing
Standards No. 78.]

.43 The service auditor should inquire about changes in the service orga-
nization's controls that may have occurred before the beginning of fieldwork. If
the service auditor believes the changes would be considered significant by user
organizations and their auditors, those changes should be included in the de-
scription of the service organization's controls. If the service auditor concludes
that the changes would be considered significant by user organizations and
their auditors and the changes are not included in the description of the service
organization's controls, the service auditor should describe the changes in his
or her report. Such changes might include—

• Procedural changes made to accommodate provisions of a new
FASB Statement of Financial Accounting Standards.

• Major changes in an application to permit on-line processing.

• Procedural changes to eliminate previously identified deficiencies.

Changes that occurred more than twelve months before the date being reported
on normally would not be considered significant, because they generally would
not affect user auditors' considerations.

.44 A service auditor's report expressing an opinion on a description of
controls placed in operation at a service organization and tests of operating
effectiveness should contain—

a. A specific reference to the applications, services, products, or other
aspects of the service organization covered.

b. A description of the scope and nature of the service auditor's proce-
dures.

c. Identification of the party specifying the control objectives.

d. An indication that the purpose of the service auditor's engagement
was to obtain reasonable assurance about whether (1) the service
organization's description presents fairly, in all material respects,
the aspects of the service organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit
of financial statements, (2) the controls were suitably designed to
achieve specified control objectives, and (3) such controls had been
placed in operation as of a specific date.

e. The service auditor's opinion on whether the description presents
fairly, in all material respects, the relevant aspects of the service
organization's controls that had been placed in operation as of a
specific date and whether, in the service auditor's opinion, the con-
trols were suitably designed to provide reasonable assurance that
the specified control objectives would be achieved if those controls
were complied with satisfactorily.

f. A reference to a description of tests of specific service organiza-
tion controls designed to obtain evidence about the operating effec-
tiveness of those controls in achieving specified control objectives.
The description should include the controls that were tested, the
control objectives the controls were intended to achieve, the tests
applied, and the results of the tests. The description should in-
clude an indication of the nature, timing, and extent of the tests,
as well as sufficient detail to enable user auditors to determine the

AAG-SRV APP H



P1: G.Shankar

ACPA090-AppH ACPA090.cls May 20, 2009 7:4

Service Organizations 173
effect of such tests on user auditors' assessments of control risk. To
the extent that the service auditor identified causative factors for
exceptions, determined the current status of corrective actions, or
obtained other relevant qualitative information about exceptions
noted, such information should be provided.

g. A statement of the period covered by the service auditor's report on
the operating effectiveness of the specific controls tested.

h. The service auditor's opinion on whether the controls that were
tested were operating with sufficient effectiveness to provide rea-
sonable, but not absolute, assurance that the related control objec-
tives were achieved during the period specified.

i. When all of the control objectives listed in the description of con-
trols placed in operation are not covered by tests of operating effec-
tiveness, a statement that the service auditor does not express an
opinion on control objectives not listed in the description of tests
performed at the service organization.

j. A statement that the relative effectiveness and significance of spe-
cific service organization controls and their effect on assessments
of control risk at user organizations are dependent on their interac-
tion with the controls and other factors present at individual user
organizations.

k. A statement that the service auditor has performed no procedures
to evaluate the effectiveness of controls at individual user organi-
zations.

l. A statement of the inherent limitations of the potential effective-
ness of controls at the service organization and of the risk of project-
ing to the future any evaluation of the description or any conclusions
about the effectiveness of controls in achieving control objectives.

m. Identification of the parties for whom the report is intended.

.45 If the service auditor believes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor's report should
so state and should contain sufficient detail to provide user auditors with an
appropriate understanding.

.46 It may become evident to the service auditor, when considering the ser-
vice organization's description of controls placed in operation, that the system
was designed with the assumption that certain controls would be implemented
by the user organization. If the service auditor is aware of the need for such
complementary user organization controls, these should be delineated in the de-
scription of controls. If the application of controls by user organizations is neces-
sary to achieve the stated control objectives, the service auditor's report should
be modified to include the phrase "and user organizations applied the controls
contemplated in the design of the Service Organization's controls" following
the words "complied with satisfactorily" in the scope and opinion paragraphs.
Similarly, if the operating effectiveness of controls at the service organization
is dependent on the application of controls at user organizations, this should
be delineated in the description of tests performed.

.47 The service auditor should consider conditions that come to his or
her attention that, in the service auditor's judgment, represent significant de-
ficiencies in the design or operation of the service organization's controls that
preclude the service auditor from obtaining reasonable assurance that specified
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control objectives would be achieved. The service auditor should also consider
whether any other information, irrespective of specified control objectives, has
come to his or her attention that causes him or her to conclude (a) that design
deficiencies exist that could adversely affect the ability to initiate, record, pro-
cess, or report financial data to user organizations without error, and (b) that
user organizations would not generally be expected to have controls in place
to mitigate such design deficiencies. [Revised, April 2002, to reflect conforming
changes necessary due to the issuance of Statement on Auditing Standards
No. 94.]

.48 The description of controls and control objectives required for these
reports may be prepared by the service organization. If the service auditor
prepares the description of controls and control objectives, the representations
in the description remain the responsibility of the service organization.

.49 For the service auditor to express an opinion on whether the controls
were suitably designed to achieve the specified control objectives, it is necessary
that—

a. The service organization identify and appropriately describe such
control objectives and the relevant controls.

b. The service auditor consider the linkage of the controls to the stated
control objectives.

c. The service auditor obtain sufficient evidence to reach an opinion.

.50 The control objectives may be designated by the service organization
or by outside parties such as regulatory authorities, a user group, or others.
When the control objectives are not established by outside parties, the service
auditor should be satisfied that the control objectives, as set forth by the ser-
vice organization, are reasonable in the circumstances and consistent with the
service organization's contractual obligations.

.51 The service auditor's report should state whether the controls were
suitably designed to achieve the specified control objectives. The report should
not state whether they were suitably designed to achieve objectives beyond the
specifically identified control objectives.

.52 The service auditor's opinion on whether the controls were suitably
designed to achieve the specified control objectives is not intended to provide
evidence of operating effectiveness or to provide the user auditor with a basis
for concluding that control risk may be assessed below the maximum. Evidence
that may enable the user auditor to conclude that control risk may be assessed
below the maximum may be obtained from the results of specific tests of oper-
ating effectiveness.

.53 The management of the service organization specifies whether all or
selected applications and control objectives will be covered by the tests of oper-
ating effectiveness. The service auditor determines which controls are, in his or
her judgment, necessary to achieve the control objectives specified by manage-
ment. The service auditor then determines the nature, timing, and extent of the
tests of controls needed to evaluate operating effectiveness. Testing should be
applied to controls in effect throughout the period covered by the report. To be
useful to user auditors, the report should ordinarily cover a minimum reporting
period of six months.

.54 The following is a sample report on controls placed in operation at a
service organization and tests of operating effectiveness. It should be assumed
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that the report has two attachments: (a) a description of the service organiza-
tion's controls that may be relevant to a user organization's internal control as
it relates to an audit of financial statements and (b) a description of controls
for which tests of operating effectiveness were performed, the control objectives
the controls were intended to achieve, the tests applied, and the results of those
tests. This report is illustrative only and should be modified as appropriate to
suit the circumstances of individual engagements.

To XYZ Service Organization:

We have examined the accompanying description of controls related
to the application of XYZ Service Organization. Our examination
included procedures to obtain reasonable assurance about whether (1)
the accompanying description presents fairly, in all material respects,
the aspects of XYZ Service Organization's controls that may be rele-
vant to a user organization's internal control as it relates to an audit of
financial statements, (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily,4 and (3)
such controls had been placed in operation as of . The control ob-
jectives were specified by . Our examination was performed in
accordance with standards established by the American Institute of
Certified Public Accountants and included those procedures we con-
sidered necessary in the circumstances to obtain a reasonable basis
for rendering our opinion.

In our opinion, the accompanying description of the aforementioned
application presents fairly, in all material respects, the relevant as-
pects of XYZ Service Organization's controls that had been placed in
operation as of . Also, in our opinion, the controls, as described,
are suitably designed to provide reasonable assurance that the speci-
fied control objectives would be achieved if the described controls were
complied with satisfactorily.

In addition to the procedures we considered necessary to render our
opinion as expressed in the previous paragraph, we applied tests to
specific controls, listed in Schedule X, to obtain evidence about their
effectiveness in meeting the control objectives, described in Schedule
X, during the period from to . The specific controls and the na-
ture, timing, extent, and results of the tests are listed in Schedule X.
This information has been provided to user organizations of XYZ Ser-
vice Organization and to their auditors to be taken into consideration,
along with information about the internal control at user organiza-
tions, when making assessments of control risk for user organizations.
In our opinion the controls that were tested, as described in Schedule X,
were operating with sufficient effectiveness to provide reasonable, but
not absolute, assurance that the control objectives specified in Sched-
ule X were achieved during the period from to . [However, the
scope of our engagement did not include tests to determine whether
control objectives not listed in Schedule X were achieved; accordingly,

4 If the application of controls by user organizations is necessary to achieve the stated control
objectives, the service auditor's report should be modified to include the phrase "and user organizations
applied the controls contemplated in the design of XYZ Service Organization's controls" following the
words "complied with satisfactorily" in the scope and opinion paragraphs. [Footnote renumbered,
April 2002, to reflect conforming changes necessary due to the issuance of Statement on Standards
for Attestation Engagements No. 10.]
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we express no opinion on the achievement of control objectives not
included in Schedule X.]5

The relative effectiveness and significance of specific controls at XYZ
Service Organization and their effect on assessments of control risk at
user organizations are dependent on their interaction with the controls
and other factors present at individual user organizations. We have
performed no procedures to evaluate the effectiveness of controls at
individual user organizations.

The description of controls at XYZ Service Organization is as of ,
and information about tests of the operating effectiveness of specific
controls covers the period from to . Any projection of such
information to the future is subject to the risk that, because of change,
the description may no longer portray the controls in existence. The
potential effectiveness of specific controls at the Service Organization
is subject to inherent limitations and, accordingly, errors or fraud may
occur and not be detected. Furthermore, the projection of any conclu-
sions, based on our findings, to future periods is subject to the risk that
changes may alter the validity of such conclusions.

This report is intended solely for use by the management of XYZ Ser-
vice Organization, its customers, and the independent auditors of its
customers.

.55 If the service auditor concludes that the description is inaccurate or
insufficiently complete for user auditors, the service auditor should so state
in an explanatory paragraph preceding the opinion paragraph. An example of
such an explanatory paragraph follows:

The accompanying description states that XYZ Service Organization
uses operator identification numbers and passwords to prevent unau-
thorized access to the system. Based on inquiries of staff personnel
and inspection of activities, we determined that such procedures are
employed in Applications A and B but are not required to access the
system in Applications C and D.

In addition, the first sentence of the opinion paragraph would be modified to
read as follows:

In our opinion, except for the matter referred to in the preceding para-
graph, the accompanying description of the aforementioned applica-
tion presents fairly, in all material respects, the relevant aspects of
XYZ Service Organization's controls that had been placed in operation
as of .

.56 If, after applying the criteria in paragraph .47, the service auditor
concludes that there are significant deficiencies in the design or operation of
the service organization's controls, the service auditor should report those con-
ditions in an explanatory paragraph preceding the opinion paragraph. An ex-
ample of an explanatory paragraph describing a significant deficiency in the
design or operation of the service organization's controls follows:

5 This sentence should be added when all of the control objectives listed in the description of
controls placed in operation are not covered by the tests of operating effectiveness. This sentence
would be omitted when all of the control objectives listed in the description of controls placed in
operation are included in the tests of operating effectiveness. [Footnote renumbered, April 2002, to
reflect conforming changes necessary due to the issuance of Statement on Standards for Attestation
Engagements No. 10.]
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As discussed in the accompanying description, from time to time the
Service Organization makes changes in application programs to cor-
rect deficiencies or to enhance capabilities. The procedures followed in
determining whether to make changes, in designing the changes, and
in implementing them do not include review and approval by autho-
rized individuals who are independent from those involved in making
the changes. There are also no specified requirements to test such
changes or provide test results to an authorized reviewer prior to im-
plementing the changes.

In addition, the second sentence of the opinion paragraph would be modified to
read as follows:

Also in our opinion, except for the deficiency referred to in the pre-
ceding paragraph, the controls, as described, are suitably designed to
provide reasonable assurance that the related control objectives would
be achieved if the described controls were complied with satisfactorily.

Responsibilities of Service Organizations and Service Auditors With
Respect to Subsequent Events

.57 Changes in a service organization's controls that could affect user or-
ganizations' information systems may occur subsequent to the period covered
by the service auditor's report but before the date of the service auditor's re-
port. These occurrences are referred to as subsequent events. A service auditor
should consider information about two types of subsequent events that come to
his or her attention. [Paragraph added, effective for reports issued on or after
January 1, 2003, by Statement on Auditing Standards No. 98.]

.58 The first type consists of events that provide additional information
about conditions that existed during the period covered by the service auditor's
report. This information should be used by the service auditor in determining
whether controls at the service organization that could affect user organiza-
tions' information systems were placed in operation, suitably designed, and, if
applicable, operating effectively during the period covered by the engagement.
[Paragraph added, effective for reports issued on or after January 1, 2003, by
Statement on Auditing Standards No. 98.]

.59 The second type consists of those events that provide information about
conditions that arose subsequent to the period covered by the service auditor's
report that are of such a nature and significance that their disclosure is nec-
essary to prevent users from being misled. This type of information ordinarily
will not affect the service auditor's report if the information is adequately dis-
closed by management in a section of the report containing "Other Information
Provided by the Service Organization." If this information is not disclosed by
the service organization, the service auditor should disclose it in a section of the
report containing "Other Information Provided by the Service Auditor" and/or
in the service auditor's report. [Paragraph added, effective for reports issued
on or after January 1, 2003, by Statement on Auditing Standards No. 98.]

.60 Although a service auditor has no responsibility to detect subsequent
events, the service auditor should inquire of management as to whether it is
aware of any subsequent events through the date of the service auditor's re-
port that would have a significant effect on user organizations. In addition,
a service auditor should obtain a representation from management regarding
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subsequent events. [Paragraph added, effective for reports issued on or after
January 1, 2003, by Statement on Auditing Standards No. 98.]

Written Representations of the Service Organization’s Management
.61 Regardless of the type of report issued, the service auditor should

obtain written representations from the service organization's management
that—

• Acknowledge management's responsibility for establishing and
maintaining appropriate controls relating to the processing of
transactions for user organizations.

• Acknowledge the appropriateness of the specified control objec-
tives.

• State that the description of controls presents fairly, in all material
respects, the aspects of the service organization's controls that may
be relevant to a user organization's internal control.

• State that the controls, as described, had been placed in operation
as of a specific date.

• State that management believes its controls were suitably de-
signed to achieve the specified control objectives.

• State that management has disclosed to the service auditor any
significant changes in controls that have occurred since the service
organization's last examination.

• State that management has disclosed to the service auditor any
illegal acts, fraud, or uncorrected errors attributable to the service
organization's management or employees that may affect one or
more user organizations.

• State that management has disclosed to the service auditor all
design deficiencies in controls of which it is aware, including those
for which management believes the cost of corrective action may
exceed the benefits.

• State that management has disclosed to the service auditor any
subsequent events that would have a significant effect on user
organizations.

If the scope of the work includes tests of operating effectiveness, the service
auditor should obtain a written representation from the service organization's
management stating that management has disclosed to the service auditor all
instances, of which it is aware, when controls have not operated with sufficient
effectiveness to achieve the specified control objectives. [Paragraph renumbered
and amended, effective for reports issued on or after January 1, 2003, by State-
ment on Auditing Standards No. 98.]

Reporting on Substantive Procedures
.62 The service auditor may be requested to apply substantive procedures

to user transactions or assets at the service organization. In such circumstances,
the service auditor may make specific reference in his or her report to having
carried out the designated procedures or may provide a separate report in ac-
cordance with AT section 201, Agreed-Upon Procedures Engagements. Either
form of reporting should include a description of the nature, timing, extent,
and results of the procedures in sufficient detail to be useful to user auditors
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in deciding whether to use the results as evidence to support their opinions.
[Revised, January 2001, to reflect conforming changes necessary due to the is-
suance of Statement on Standards for Attestation Engagements No. 10. Para-
graph renumbered by the issuance of Statement on Auditing Standards No. 98,
September 2002.]

Effective Date
.63 This section is effective for service auditors' reports dated after March

31, 1993. Earlier application of this section is encouraged. [Paragraph renum-
bered by the issuance of Statement on Auditing Standards No. 98, September
2002.]
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Appendix I

AICPA, PCAOB Standards and Related Rules,
AU Section 9324: Service Organizations:
Auditing Interpretations of Section 324

1. Describing Tests of Operating Effectiveness and the Results of
Such Tests

.01 Question—Paragraph .44f of section 324, Service Organizations, spec-
ifies the elements that should be included in a description of tests of operating
effectiveness, which is part of a report on controls placed in operation and tests
of operating effectiveness. Section 324.44f states:

"...The description should include the controls that were tested, the
control objectives the controls were intended to achieve, the tests ap-
plied and the results of the tests. The description should include an
indication of the nature, timing, and extent of the tests, as well as suf-
ficient detail to enable user auditors to determine the effect of such
tests on user auditors' assessments of control risk. To the extent that
the service auditor identified causative factors for exceptions, deter-
mined the current status of corrective actions, or obtained other rele-
vant qualitative information about exceptions noted, such information
should be provided."

When a service auditor performs an engagement that includes tests of operating
effectiveness, what information and how much detail should be included in the
description of the "tests applied" and the "results of the tests"?

.02 Interpretation—In all cases, for each control objective tested, the de-
scription of tests of operating effectiveness should include all of the elements
listed in section 324.44f, whether or not the service auditor concludes that the
control objective has been achieved. The description should provide sufficient
information to enable user auditors to assess control risk for financial state-
ment assertions affected by the service organization. The description need not
be a duplication of the service auditor's detailed audit program, which in some
cases would make the report too voluminous for user auditors and would pro-
vide more than the required level of detail.

.03 In describing the nature, timing, and extent of the tests applied, the
service auditor also should indicate whether the items tested represent a sam-
ple or all of the items in the population, but need not indicate the size of the
population. In describing the results of the tests, the service auditor should
include exceptions and other information that in the service auditor's judg-
ment could be relevant to user auditors. Such exceptions and other information
should be included for each control objective, whether or not the service auditor
concludes that the control objective has been achieved. When exceptions that
could be relevant to user auditors are noted, the description also should include
the following information:

• The size of the sample, when sampling has been used

• The number of exceptions noted

• The nature of the exceptions
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If no exceptions or other information that could be relevant to user auditors
are identified by the tests, the service auditor should indicate that finding (for
example, "No relevant exceptions noted").

[Issue Date: April, 1995.]

2. Service Organizations That Use the Services of Other Service
Organizations (Subservice Organizations)

.04 Question—A service organization may use the services of another ser-
vice organization, such as a bank trust department that uses an independent
computer processing service organization to perform its data processing. In this
situation, the bank trust department is a service organization and the computer
processing service organization is considered a subservice organization. How
are a user auditor's and a service auditor's procedures affected when a service
organization uses a subservice organization?

.05 Interpretation—When a service organization uses a subservice organi-
zation, the user auditor should determine whether the processing performed by
the subservice organization affects assertions in the user organization's finan-
cial statements and whether those assertions are significant to the user organi-
zation's financial statements. To plan the audit and assess control risk, a user
auditor may need to consider the controls at both the service organization and
the subservice organization. Paragraphs .06 through .17 of section 324, Service
Organizations, provide guidance to user auditors on considering the effect of a
service organization on a user organization's internal control. Although section
324.06-.17 do not specifically refer to subservice organizations, when a subser-
vice organization provides services to a service organization, the guidance in
these paragraphs should be interpreted to include the subservice organization.
For example, in situations where subservice organizations are used, the inter-
action between the user organization and the service organization described in
section 324.06 would be expanded to include the interaction between the user
organization, the service organization and the subservice organization.

.06 Similarly, a service auditor engaged to examine the controls of a service
organization and issue a service auditor's report may need to consider functions
performed by the subservice organization and the effect of the subservice orga-
nization's controls on the service organization.

.07 The degree of interaction and the nature and materiality of the trans-
actions processed by the service organization and the subservice organization
are the most important factors to consider in determining the significance of
the subservice organization's controls to the user organization's internal con-
trol. Section 324.11–.16 describe how a user auditor's assessment of control
risk is affected when a user organization uses a service organization. When
a subservice organization is involved, the user auditor may need to consider
activities at both the service organization and the subservice organization in
applying the guidance in these paragraphs.

.08 Question—How does a user auditor obtain information about controls
at a subservice organization?

.09 Interpretation—If a user auditor concludes that he or she needs infor-
mation about the subservice organization to plan the audit or to assess control
risk, the user auditor (a) may contact the service organization through the user
organization and may contact the subservice organization either through the
user organization or the service organization to obtain specific information or (b)
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may request that a service auditor be engaged to perform procedures that will
supply the necessary information. Alternatively, the user auditor may visit the
service organization or subservice organization and perform such procedures.

.10 Question—When a service organization uses a subservice organiza-
tion, what information about the subservice organization should be included in
the service organization's description of controls?

.11 Interpretation—A service organization's description of controls should
include a description of the functions and nature of the processing performed by
the subservice organization in sufficient detail for user auditors to understand
the significance of the subservice organization's functions to the processing of
the user organizations' transactions. Ordinarily, disclosure of the identity of the
subservice organization is not required. However, if the service organization de-
termines that the identity of the subservice organization would be relevant to
user organizations, the name of the subservice organization may be included in
the description. The purpose of the description of the functions and nature of
the processing performed by the subservice organization is to alert user organi-
zations and their auditors to the fact that another entity (that is, the subservice
organization) is involved in the processing of the user organizations' transac-
tions and to summarize the functions the subservice organization performs.

.12 When a subservice organization performs services for a service orga-
nization, there are two alternative methods of presenting the description of
controls. The service organization determines which method will be used.

a. The Carve-Out Method—The subservice organization's relevant
control objectives and controls are excluded from the description
and from the scope of the service auditor's engagement. The service
organization states in the description that the subservice organi-
zation's control objectives and related controls are omitted from
the description and that the control objectives in the report include
only the objectives the service organization's controls are intended
to achieve.

b. The Inclusive Method—The subservice organization's relevant con-
trols are included in the description and in the scope of the engage-
ment. The description should clearly differentiate between controls
of the service organization and controls of the subservice organiza-
tion. The set of control objectives includes all of the objectives a
user auditor would expect both the service organization and the
subservice organization to achieve. To accomplish this, the service
organization should coordinate the preparation and presentation
of the description of controls with the subservice organization.

In either method, the service organization includes in its description of controls
a description of the functions and nature of the processing performed by the
subservice organization, as set forth in paragraph .11.

.13 If the functions and processing performed by the subservice organi-
zation are significant to the processing of user organization transactions, and
the service organization does not disclose the existence of the subservice orga-
nization and the functions it performs, the service auditor may need to issue
a qualified or adverse opinion as to the fairness of the presentation of the de-
scription of controls.
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.14 Question—How is the service auditor's report affected by the method
of presentation selected?

.15 Interpretation—If the service organization has adopted the carve-out
method, the service auditor should modify the scope paragraph of the service
auditor's report to briefly summarize the functions and nature of the processing
performed by the subservice organization. This summary ordinarily would be
briefer than the information provided by the service organization in its descrip-
tion of the functions and nature of the processing performed by the subservice
organization. The service auditor should include a statement in the scope para-
graph of the service auditor's report indicating that the description of controls
includes only the control objectives and related controls of the service organiza-
tion; accordingly, the service auditor's examination does not extend to controls
at the subservice organization.

.16 An example of the scope paragraph of a service auditor's report using
the carve-out method is presented below. Additional or modified report language
is shown in boldface italics.

Sample Scope Paragraph of a Service Auditor’s Report Using the
Carve-Out Method

Independent Service Auditor's Report

To the Board of Directors of Example Trust Company:

We have examined the accompanying description of the controls of Ex-
ample Trust Company applicable to the processing of transactions for
users of the Institutional Trust Division. Our examination included
procedures to obtain reasonable assurance about whether (1) the ac-
companying description presents fairly, in all material respects, the
aspects of Example Trust Company's controls that may be relevant
to a user organization's internal control as it relates to an audit of fi-
nancial statements; (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the de-
scription, if those controls were complied with satisfactorily, and user
organizations applied the controls contemplated in the design of Ex-
ample Trust Company's controls; and (3) such controls had been placed
in operation as of June 30, 20XX. Example Trust Company uses a
computer processing service organization for all of its comput-
erized application processing. The accompanying description
includes only those control objectives and related controls of Ex-
ample Trust Company and does not include control objectives
and related controls of the computer processing service organi-
zation. Our examination did not extend to controls of the com-
puter processing service organization. The control objectives were
specified by the management of Example Trust Company. Our exami-
nation was performed in accordance with standards established by the
American Institute of Certified Public Accountants and included those
procedures we considered necessary in the circumstances to obtain a
reasonable basis for rendering our opinion.

[The remainder of the report is the same as the standard service auditor's report
illustrated in section 324.38 and .54.]

.17 If the service organization has used the inclusive method, the service
auditor should perform procedures comparable to those described in section
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324.12. Such procedures may include performing tests of the service organiza-
tion's controls over the activities of the subservice organization or performing
procedures at the subservice organization. If the service auditor will be perform-
ing procedures at the subservice organization, the service organization should
arrange for such procedures. The service auditor should recognize that the sub-
service organization generally is not the client for the engagement. Accordingly,
in these circumstances the service auditor should determine whether it will be
possible to obtain the required evidence to support the portion of the opinion
covering the subservice organization and whether it will be possible to obtain
an appropriate letter of representations regarding the subservice organization's
controls.

.18 An example of a service auditor's report using the inclusive method is
presented below. Additional or modified report language is shown in boldface
italics.

Sample Service Auditor’s Report Using the Inclusive Method
Independent Service Auditor's Report

To the Board of Directors of Example Trust Company:

We have examined the accompanying description of the controls of
Example Trust Company and Computer Processing Service Or-
ganization, an independent service organization that provides
computer processing services to Example Trust Company, appli-
cable to the processing of transactions for users of the Institutional
Trust Division. Our examination included procedures to obtain rea-
sonable assurance about whether (1) the accompanying description
presents fairly, in all material respects, the aspects of Example Trust
Company's and Computer Processing Service Organization’s con-
trols that may be relevant to a user organization's internal control as it
relates to an audit of financial statements; (2) the controls included in
the description were suitably designed to achieve the control objectives
specified in the description, if those controls were complied with sat-
isfactorily, and user organizations applied the controls contemplated
in the design of Example Trust Company's controls; and (3) the con-
trols had been placed in operation as of June 30, 20XX. The control
objectives were specified by the management of Example Trust Com-
pany. Our examination was performed in accordance with standards
established by the American Institute of Certified Public Accountants
and included those procedures we considered necessary in the circum-
stances to obtain a reasonable basis for rendering our opinion.

In our opinion, the accompanying description of the aforementioned
controls presents fairly, in all material respects, the relevant aspects
of Example Trust Company's and Computer Processing Service
Organization’s controls that had been placed in operation as of June
30, 20XX. Also, in our opinion, the controls, as described, are suitably
designed to provide reasonable assurance that the specified control
objectives would be achieved if the described controls were complied
with satisfactorily and user organizations applied the controls contem-
plated in the design of Example Trust Company's controls.

In addition to the procedures we considered necessary to render our
opinion as expressed in the previous paragraph, we applied tests to
specific controls, listed in Schedule X to obtain evidence about their
effectiveness in meeting the control objectives, described in Schedule
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X, during the period from January 1, 20XX, to June 30, 20XX. The
specific controls and the nature, timing, extent, and results of the tests
are listed in Schedule X. This information has been provided to user
organizations of Example Trust Company and to their auditors to be
taken into consideration, along with information about internal control
at user organizations, when making assessments of control risk for
user organizations. In our opinion the controls that were tested, as
described in Schedule X, were operating with sufficient effectiveness
to provide reasonable, but not absolute, assurance that the control
objectives specified in Schedule X were achieved during the period
from January 1, 20XX, to June 30, 20XX.

The relative effectiveness and significance of specific controls at Ex-
ample Trust Company and Computer Processing Service Organi-
zation, and their effect on assessments of control risk at user organi-
zations are dependent on their interaction with the controls and other
factors present at individual user organizations. We have performed
no procedures to evaluate the effectiveness of controls at individual
user organizations.

The description of controls at Example Trust Company and Com-
puter Processing Service Organization is as of June 30, 20XX,
and information about tests of the operating effectiveness of specific
controls covers the period from January 1, 20XX, to June 30, 20XX.
Any projection of such information to the future is subject to the risk
that, because of change, the description may no longer portray the
controls in existence. The potential effectiveness of specific controls at
the Service Organization and Computer Processing Service Orga-
nization is subject to inherent limitations and, accordingly, errors or
fraud may occur and not be detected. Furthermore, the projection of
any conclusions, based on our findings, to future periods is subject to
the risk that changes may alter the validity of such conclusions.1

This report is intended solely for use by the management of Example
Trust Company, its users, and the independent auditors of its users.

July 10, 20XX

[Issue Date: April, 1995; Revised: February, 1997;
Revised: April, 2002.]

[3.] Responsibilities of Service Organizations and Service Auditors
With Respect to Information About the Year 2000 Issue in a Service
Organization's Description of Controls

[.19–.34] [Withdrawn July, 2000 by the Audit Issues Task Force.]

4. Responsibilities of Service Organizations and Service Auditors
With Respect to Forward-Looking Information in a Service Organiza-
tion's Description of Controls

.35 Question—Section 324.32 requires a service auditor to consider
"whether any other information, irrespective of specified control objectives, has
come to his or her attention that causes him or her to conclude (a) that design

1 This sentence has been expanded to describe the risks of projecting any evaluation of the
controls to future periods because of the failure to make needed changes to a system or controls, as
provided for in Interpretation No. 5, "Statements About the Risk of Projecting Evaluations of the
Effectiveness of Controls to Future Periods" (paragraphs .38–.40).
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deficiencies exist that could adversely affect the ability to initiate, record, pro-
cess, or report financial data to user organizations without error, and (b) that
user organizations would not generally be expected to have controls in place to
mitigate such design deficiencies." A service auditor performing a service audi-
tor's engagement may become aware that a service organization, whose system
is correctly processing data during the period covered by the service auditor's
examination, has not performed contingency planning or made adequate pro-
vision for disaster recovery, and may not be able to retrieve or process data in
future periods. Does section 324.32 require a service auditor to identify, in his
or her report, design deficiencies that do not affect processing during the pe-
riod covered by the service auditor's examination but may represent potential
problems in future periods?

.36 Interpretation—No. Section 324.32 addresses design deficiencies that
could adversely affect processing during the period covered by the service au-
ditor's examination. Section 324.32 does not apply to design deficiencies that
potentially could affect processing in future periods. If the computer programs
are correctly processing data during the period covered by the service audi-
tor's examination, and such design deficiencies currently do not affect user
organizations' abilities to initiate, record, process, or report financial data, the
service auditor would not be required to report such design deficiencies in his
or her report, based on the requirements in section 324.32. However, if a ser-
vice auditor becomes aware of design deficiencies at the service organization
that could potentially affect the processing of user organizations' transactions
in future periods, the service auditor, in his or her judgment, may choose to
communicate this information to the service organization's management and
advise management to disclose this information and its plans for correcting the
design deficiencies in a section of the service auditor's document titled "Other
Information Provided by the Service Organization."2

.37 If the service organization includes information about the design de-
ficiencies in the section of the document titled "Other Information Provided by
the Service Organization," the service auditor should read the information and
consider applying by analogy the guidance in section 550, Other Information in
Documents Containing Audited Financial Statements. In addition, the service
auditor should include a paragraph in his or her report disclaiming an opinion
on the information provided by the service organization. The following is an
example of such a paragraph.

The information in section 4 describing XYZ Service Organization's
plans to modify its disaster recovery plan is presented by the Service
Organization to provide additional information and is not a part of the
Service Organization's description of controls that may be relevant
to a user organization's internal control. Such information has not
been subjected to the procedures applied in the examination of the

2 Chapter 2 of the AICPA Audit Guide Service Organizations: Applying SAS No. 70, as Amended,
proposes four sections of a service auditor's document.

1. Independent service auditor's report (the letter from the service auditor expressing his
or her opinion)

2. Service organization's description of controls

3. Information provided by the independent service auditor (This section generally con-
tains a description of the service auditor's tests of operating effectiveness and the results
of those tests.)

4. Other information provided by the service organization
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description of the controls applicable to the processing of transactions
for user organizations and, accordingly, we express no opinion on it.

A service auditor also may consider communicating information about the de-
sign deficiencies in the section of the service auditor's document titled "Other
Information Provided by the Service Auditor."

[Issue Date: February, 2002.]

5. Statements About the Risk of Projecting Evaluations of the Ef-
fectiveness of Controls to Future Periods

.38 Question—Section 324.29g and .44l state that a service auditor's re-
port should contain a statement of the inherent limitations of the potential
effectiveness of controls at the service organization and of the risk of projecting
to future periods any evaluation of the description. Section 324.44l goes on to
state that the report also should refer to the risk of projecting to the future "any
conclusions about the effectiveness of controls in achieving control objectives."
The sample service auditor's reports in section 324.38 and .54 include illustra-
tive paragraphs that illustrate this caveat. The following excerpt is from section
324.54:

The description of controls at XYZ Service Organization is as
of____________, and information about tests of the operating effectiveness
of specific controls covers the period from ____________ to ____________. Any
projection of such information to the future is subject to the risk that,
because of change, the description may no longer portray the controls in
existence. The potential effectiveness of specific controls at the Service
Organization is subject to inherent limitations and, accordingly, errors
or fraud may occur and not be detected. Furthermore, the projection
of any conclusions, based on our findings, to future periods is subject
to the risk that changes may alter the validity of such conclusions.

The validity of projections to the future about the effectiveness of controls may
be affected by changes made to the system and the controls, and also by the
failure to make needed changes, for example, changes to accommodate new pro-
cessing requirements. May a service auditor's report be expanded to describe
the risk of projecting to the future conclusions about the effectiveness of con-
trols?

.39 Interpretation—The sample reports in section 324.38 and .54 may be
expanded to describe this risk. The first and second sentences of the illustrative
paragraph above address the potential effect of change on the description of
controls as of a specified date; accordingly, they do not require modification
because new processing requirements would not affect the description as of
the specified date. However, the last sentence in the sample report paragraph
above could be expanded to describe the risk of projecting an evaluation of the
controls to future periods because of changes to the system or controls, or the
failure to make needed changes to the system or controls.

.40 Suggested additions to the paragraph in the illustrative service audi-
tor's reports in section 324.38 and .54 are the following (new language is shown
in italics.):

The description of controls at XYZ Service Organization is as
of ___________, and information about tests of the operating effectiveness
of specific controls covers the period from ____________ to _____________. Any
projection of such information to the future is subject to the risk that,
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because of change, the description may no longer portray the controls
in existence. The potential effectiveness of specific controls at the Ser-
vice Organization is subject to inherent limitations and, accordingly,
errors or fraud may occur and not be detected. Furthermore, the pro-
jection of any conclusions, based on our findings, to future periods is
subject to the risk that changes made to the system or controls, or the
failure to make needed changes to the system or controls, may alter the
validity of such conclusions.

[Issue Date: February, 2002.]

[6.] Responsibilities of Service Organizations and Service Auditors
With Respect to Subsequent Events in a Service Auditor's Engagement

.41 [Rescinded September, 2002, by Statement on Auditing Standards
No. 98.]
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Appendix J

Major Existing Differences Between AICPA
Standards and PCAOB Standards
The Public Company Accounting Oversight Board (PCAOB) adopted, and the
Securities and Exchange Commission (SEC) approved, interim standards that
were essentially the generally accepted auditing standards (GAAS), attestation
standards, and quality control standards issued by the Auditing Standards
Board (ASB); certain former AICPA SEC Practice Section (SECPS) membership
requirements; certain AICPA ethics and independence rules; and Independence
Standards Board (ISB) rules, as they existed on April 16, 2003.

In its Release No. 2003-006 dated April 18, 2003, the PCAOB adopted on an
initial, transitional basis these interim standards (known as the Interim Pro-
fessional Auditing Standards) consisting of five rules that are applicable to reg-
istered public accounting firms and that govern the conduct of audits of issuers
and, where applicable, interim reviews of the financial statements of issuers.
The five rules include PCAOB Rule 3200T, Interim Auditing Standards; Rule
3300T, Interim Attestation Standards; Rule 3400T, Interim Quality Control
Standards; Rule 3500T, Interim Ethics Standards; and Rule 3600T, Interim
Independence Standards (AICPA, PCAOB Standards and Related Rules, Rules
of the Board, "Rules").

These interim standards will remain in effect while the PCAOB conducts a re-
view of standards applicable to registered public accounting firms. Based on this
review, the PCAOB may modify, repeal, replace, or adopt, in part or in whole,
the interim standards. If a provision of a PCAOB standard addresses a subject
matter that also is addressed in the interim standards, the affected position of
the interim standard should be considered superseded or effectively amended.
Moreover, as clarification, the PCAOB's interim independence standards are
not to be interpreted to supersede the SEC's independence requirements.

The ASB is the senior technical committee of the AICPA that is designated
to issue auditing, attestation, and quality control standards applicable to the
performance and issuance of audit and attestation reports for nonissuers. The
PCAOB is a private, nonprofit corporation created by the Sarbanes-Oxley Act
of 2002 (the act) and is in many respects the ASB's counterpart for issuers.

At the time of this writing, the following major differences existed between
AICPA standards, as issued and approved by the ASB, and final PCAOB stan-
dards approved by the SEC:

• Risk Assessment Standards. Statements on Auditing Stan-
dards (SAS) Nos. 104–111, collectively referred to as the risk as-
sessment standards, provide extensive guidance concerning the
auditor's assessment of the risks of material misstatement in a
financial statement audit and the design and performance of au-
dit procedures whose nature, timing, and extent are responsive to
the assessed risks. Additionally, the SASs establish standards and
provide guidance on planning and supervision, the nature of au-
dit evidence, and evaluating whether the audit evidence obtained
affords a reasonable basis for an opinion regarding the financial
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statements under audit. These standards and their changes do not
apply to audits conducted in accordance with PCAOB standards.

• Auditors' Reports. In its Release No. 2003-025 dated Decem-
ber 17, 2003, the PCAOB issued Auditing Standard No. 1, Refer-
ences in Auditors' Reports to the Standards of the Public Company
Accounting Oversight Board (AICPA, PCAOB Standards and Re-
lated Rules, Rules of the Board, "Standards"), that directs audi-
tors to state that the engagement was conducted in accordance
with "the standards of the Public Company Accounting Oversight
Board (United States)" whenever the registered public account-
ing firm has performed the engagement in accordance with the
PCAOB's standards. Refer to the additional discussion of Audit-
ing Standard No. 1 in the section that follows. Numerous other
conforming amendments related to auditors' reports have been
made to the PCAOB's interim standards.

• Audit Documentation. In its Release No. 2004-006 dated June
9, 2004, the PCAOB issued Auditing Standard No. 3, Audit Docu-
mentation (AICPA, PCAOB Standards and Related Rules, Rules
of the Board, "Standards"), and related conforming amendments
that, among other significant provisions, establishes the following
requirements:

— An audit documentation retention period of seven years
from the date the auditor grants permission to use the
auditor's report in connection with the issuance of the is-
suer's financial statements unless a longer period of time
is required by law

— A documentation completion date of not more than 45
days after the release date of the auditor's report, at which
time the auditor must have completed all necessary au-
diting procedures and obtained sufficient evidence to sup-
port the representations in the auditor's report

— The principal auditor's unconditional responsibility to ob-
tain certain information from the other auditor when the
principal auditor decides not to make reference to the au-
dit of the other auditor

• Audit of Internal Control. PCAOB Auditing Standard No.
5, An Audit of Internal Control Over Financial Reporting That
Is Integrated with An Audit of Financial Statements (AICPA,
PCAOB Standards and Related Rules, Rules of the Board, "Stan-
dards"), establishes requirements and provides guidance that ap-
plies when an auditor is engaged to audit an issuer's internal
control over financial reporting that is integrated with the au-
dit of that issuer's financial statements. Section 404(b) of the act
requires an integrated audit for issuers whereas an integrated
audit is not required for nonissuers under GAAS; however, practi-
tioners may perform an examination of a nonissuer's internal con-
trol over financial reporting in the context of an integrated audit
under Statement on Standards for Attestation Engagements No.
15, An Examination of an Entity's Internal Control Over Finan-
cial Reporting That Is Integrated With an Audit of Its Financial
Statements (AICPA, Professional Standards, vol. 1, AT sec. 501).

AAG-SRV APP J



P1: G.Shankar

ACPA090-AppJ ACPA090.cls May 20, 2009 7:8

Major Existing Differences Between AICPA and PCAOB Standards 193
Auditing Standard No. 5 superseded PCAOB Auditing Standard
No. 2, and contains several conforming amendments to other
PCAOB auditing standards and interim standards.

• Attestation Matters. PCAOB Rule 3300T has been amended by
PCAOB Auditing Standard No. 4, Reporting on Whether a Pre-
viously Reported Material Weakness Continues to Exist (AICPA,
PCAOB Standards and Related Rules, Rules of the Board, "Stan-
dards"). The conforming amendment adds another type of engage-
ment not covered by the interim attestation standards. The ex-
empted engagement is one in which the practitioner is engaged
to report on whether a material weakness in internal control over
financial reporting continues to exist and is conducted for any pur-
pose other than the company's internal use. Such engagements
must be conducted pursuant to PCAOB Auditing Standard No. 4.

• Quality Control Matters. PCAOB Rule 3400T incorporates the
following SECPS membership requirements in the interim stan-
dards:

— Continuing professional education of audit firm person-
nel

— Concurring partner review of the audit report and the
financial statements of SEC registrants

— Written communication statement to all professional per-
sonnel of firm policies and procedures on the recommen-
dation and approval of accounting principles, present and
potential client relationships, and the types of services
provided

— Notification to the SEC of resignations and dismissals
from audit engagements for SEC registrants

— Audit firm obligations with respect to the policies and
procedures of correspondent firms and other members of
international firms or international associations of firms

— Policies and procedures to comply with applicable inde-
pendence requirements

• Ethics Matters. In addition to PCAOB Rule 3500T, the PCAOB
has adopted other ethics rules applicable to registered public ac-
counting firms and their associated persons. PCAOB Rule 3501,
Definitions of Terms Employed in Section 3, Part 5 of the Rules
(AICPA, PCAOB Standards and Related Rules, Rules of the Board,
"Rules"), sets forth certain definitions and PCAOB Rule 3502, Re-
sponsibility Not to Knowingly or Recklessly Contribute to Viola-
tions (AICPA, PCAOB Standards and Related Rules, Rules of the
Board, "Rules"), addresses certain responsibilities of persons as-
sociated with registered public accounting firms.

• Independence Matters. In addition to PCAOB Rule 3600T, the
PCAOB has adopted other independence rules concerning tax
transactions and tax services, contingent fees, and audit commit-
tees. See PCAOB Rule 3520, Auditor Independence; Rule 3521,
Contingent Fees; Rule 3522, Tax Transactions; Rule 3523, Tax
Services for Persons in Financial Reporting Oversight Roles; Rule
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3524, Audit Committee Pre-approval of Certain Tax Services; Rule
3525, Audit Committee Pre-approval of Non-audit Services Re-
lated to Internal Control Over Financial Reporting; and Rule 3526,
Communication with Audit Committees Concerning Independence
(AICPA, PCAOB Standards and Related Rules, Rules of the Board,
"Rules").

Pursuant to PCAOB Release No. 2008-003 dated April 22, 2008,
Rule 3526 establishes, among other requirements, the following
provisions:

— Requires a registered public accounting firm, before ac-
cepting an initial engagement pursuant to the standards
of the PCAOB, to describe in writing to the audit com-
mittee all relationships between the registered public ac-
counting firm or any affiliates of the firm and the poten-
tial audit client or persons in financial reporting oversight
roles at the potential audit client that, as of the date of
the communication, may reasonably be thought to bear
on independence

— Requires that a registered firm, at least annually with re-
spect to each of its issuer audit clients, describe in writing
to the audit committee of the issuer all relationships be-
tween the registered public accounting firm or any affili-
ates of the firm and the audit client or persons in financial
reporting oversight roles at the audit client that, as of the
date of the communication, may reasonably be thought to
bear on independence

— Supersedes ISB Standard No. 1, Independence Discus-
sions with Audit Committees, and two related interpreta-
tions, ISB Interpretation 00-1, The Applicability of ISB
Standard No. 1 When "Secondary Auditors" Are Involved
in the Audit of a Registrant, and ISB Interpretation 00-2,
The Applicability of ISB Standard No. 1 When "Secondary
Auditors" Are Involved in the Audit of a Registrant, An
Amendment of Interpretation 00-1

Please note that in the time since publication, these differences might have
been eliminated and others might have arisen.
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Appendix K

Proposed Statement on Auditing Standards,
Audit Considerations Relating to an Entity
Using a Service Organization

Introduction
Currently, Statement on Auditing Standards (SAS) No. 70, Service Organiza-
tions (AICPA, Professional Standards, vol. 1, AU sec. 324), provides guidance
to auditors reporting on controls at a service organization (service auditors)
and auditors auditing the financial statements of an entity that uses a service
organization (user auditors). The AICPA recently issued two exposure drafts
of proposed standards, which would create a new Statement on Standards for
Attestation Engagements (SSAE), Reporting on Controls at a Service Organi-
zation, for use by service auditors, and a new SAS, Audit Considerations Re-
lating to an Entity Using a Service Organization, for use by user auditors. The
proposed SAS would supersede SAS No. 70 and the proposed SSAE would su-
persede the requirements and guidance for service auditors in AU section 324.
The two exposure drafts were issued in November 2008 with comments due by
February 2009. These changes will have significant effect on future editions of
this guide, and we will make the necessary revisions in a future edition of this
guide.

How the Proposed SAS Affects Existing Standards
The proposed SAS would affect AU section 324 in the following ways:

• A user organization would be known as a user entity.

• In a type 2 report, the service auditors report would contain an
opinion on the fairness of the description of the service organiza-
tions system and on the suitability of the design of the controls for
a period rather than as of a specified date, as it currently does.

• A user auditor would be permitted to make reference to the work of
a service auditor in his or her report to explain a modification of the
user auditors opinion. In those circumstances, the user auditors
report would be required to indicate that such reference does not
diminish the user auditors responsibility for that opinion. (As in
extant AU section 324, the user auditor would be prohibited from
making reference to the work of a service auditor in a user auditors
report containing an unmodified opinion.)

• A user auditor would be required to inquire of management of the
user entity about whether the service organization has reported
to the user entity any fraud, noncompliance with laws and regula-
tions, or uncorrected misstatements. If so, the user auditor would
be required to evaluate how such matters affect the nature, timing,
and extent of the user auditors further audit procedures.
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• The SAS would also be applicable to situations in which an en-
tity uses a shared service organization that provides services to a
group of related entities.

Clarity
To address concerns over the clarity, length, and complexity of its standards, the
Auditing Standards Board (ASB) is undertaking a significant effort to clarify
its standards.1 In March 2007, the ASB issued a discussion paper, "Improving
the Clarity of ASB Standards."2 In response to the feedback received on the
discussion paper and subsequent discussions with interested parties, the ASB
established clarity drafting conventions and began to revise its standards in
accordance with those conventions. The clarity drafting conventions include
the following:

• Establishing objectives for each of the standards

• Including a definitions section in each standard, where relevant

• Separating requirements from application and other explanatory
material

• Numbering application and other explanatory material para-
graphs using an A-prefix and presenting them in a separate sec-
tion that follows the requirements section

• Using formatting techniques, such as bulleted lists, to enhance
readability

• Including, where appropriate, special considerations relevant to
audits of smaller, less complex entities

• Including, where appropriate, special considerations relevant to
audits of governmental entities

Convergence
Consistent with the ASBs strategy to converge its standards with those of the
International Auditing and Assurance Standards Board (IAASB),3 the proposed
SAS has been drafted using the December 2007 exposure draft of International
Standard on Auditing (ISA) 402 (Revised and Redrafted), Audit Considerations
Relating to an Entity Using a Third Party Service Organization, as a base.
Differences between the proposed SAS and the ISA 402 exposure draft, for
which the ASB believes there is no compelling reason, have been eliminated.
Any differences in objectives, definitions, or requirements between the proposed
SAS and the ISA 402 exposure draft are identified in exhibit B of the exposure
draft.

The ASB made various changes to the language in the proposed ISA, including
replacing terms or phrases used in the proposed ISA with those more commonly
used in the United States, and tailoring examples and guidance so that they are
more appropriate for the U.S. environment. Where the ASB believes that such

1 The pamphlet, "Clarification and Convergence," provides information about the Auditing Stan-
dards Board's (ASB) clarity project.

2 The pamphlet, "Clarification and Convergence," provides information about the ASB's clarity
project.

3 The paper, "AICPA's ASB's International Convergence Plan," provides information regarding
the AICPA's ASB International Convergence Plan.
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changes in language have resulted in a substantive difference, these differences
have been identified in exhibit B.

Effective Date
Paragraph 6 of the exposure draft indicates that the SAS is effective for audits
of financial statements for periods beginning on or after December 15, 2010.
Although this is a provisional effective date, the actual effective date will not
be earlier than December 15, 2010.

Supplements to the Exposure Draft
To assist respondents in commenting on the proposed SAS, the Audit and Attest
Standards staff has prepared the following supplementary materials:

• A table comparing the ISA 402 exposure draft to the proposed SAS.
The table is a paragraph-by-paragraph comparison that contains
the following four columns:

— The December 2007 exposure draft of ISA 402

— A marked draft of the ISA 402 exposure draft showing
changes made to that draft to arrive at the proposed SAS

— Related paragraphs in extant AU section 324

— Explanations of substantive changes to the ISA 402 ex-
posure draft and other comments

• A table showing how the paragraphs in extant AU section 324
are reflected in the proposed SAS and in the proposed SSAE. This
table is a paragraph-by-paragraph comparison that contains the
following three columns:

— The paragraphs in extant AU section 324

— The related paragraphs in the proposed SAS and in the
proposed SSAE

— Comments and explanations

This staff-prepared supplementary material is for informational purposes only
and is not a part of the exposure draft. The supplementary material can be found
at www.aicpa.org/Professional+Resources/Accounting+and+Auditing/Audit+
and+Attest+Standards/Exposure+Drafts+of+Proposed+Statements/Audit+
Considerations+Service+Organization.htm.

(To supersede Statement on Auditing Standards No. 70, Service Orga-
nizations [AICPA, Professional Standards, vol. 1, AU sec. 324])

November 17, 2008

Explanatory Memorandum

Introduction
This memorandum provides background for the proposed Statement on Audit-
ing Standards (SAS) Audit Considerations Relating to an Entity Using a Service
Organization (Redrafted). This proposed SAS would supersede Statement on

AAG-SRV APP K



P1: G.Shankar

ACPA090-AppK ACPA090.cls May 20, 2009 7:9

198 Service Organizations: Applying SAS No. 70

Auditing Standards No. 70, Service Organizations (AICPA, Professional Stan-
dards, vol. 1, AU sec. 324), which contains guidance for auditors auditing the
financial statements of entities that use a service organization (user auditors)
and for auditors reporting on controls at a service organization (service audi-
tors). The proposed SAS will only contain guidance for user auditors. Guidance
for service auditors will be contained in a new Statement on Standards for
Attestation Engagements (SSAE), Reporting on Controls at a Service Organi-
zation, which is being exposed for comment concurrently with this proposed
SAS.

How the Proposed SAS Affects Existing Standards
The proposed SAS would affect AU section 324 in the following ways:

• A user organization would be known as a user entity.

• In a type 2 report, the service auditor's report would contain an
opinion on the fairness of the description of the service organiza-
tion's system and on the suitability of the design of the controls
for a period rather than as of a specified date, as it currently does.

• A user auditor would be permitted to make reference to the work of
a service auditor in his or her report to explain a modification of the
user auditor's opinion. In those circumstances, the user auditor's
report would be required to indicate that such reference does not
diminish the user auditor's responsibility for that opinion. (As in
extant AU section 324, the user auditor would be prohibited from
making reference to the work of a service auditor in a user auditor's
report containing an unmodified opinion.)

• A user auditor would be required to inquire of management of the
user entity about whether the service organization has reported
to the user entity any fraud, noncompliance with laws and regula-
tions, or uncorrected misstatements. If so, the user auditor would
be required to evaluate how such matters affect the nature, timing,
and extent of the user auditor's further audit procedures.

• The SAS would also be applicable to situations in which an en-
tity uses a shared service organization that provides services to a
group of related entities.

Background

Clarity
To address concerns over the clarity, length, and complexity of its standards, the
Auditing Standards Board (ASB) is undertaking a significant effort to clarify
its standards.1 In March 2007, the ASB issued a discussion paper, "Improving
the Clarity of ASB Standards."2 In response to the feedback received on the
discussion paper and subsequent discussions with interested parties, the ASB
established clarity drafting conventions and began to revise its standards in

1 The pamphlet "Clarification and Convergence," provides information about the Auditing
Standards Board's (ASB) clarity project and can be viewed at www.aicpa.org/download/auditstd/
ASB_Clarity_%20and_Convergence_(8.5x11).pdf.

2 The discussion paper Improving the Clarity of ASB Standards can be viewed at
www.aicpa.org/download/auditstd/Clarity_of_ASB_Standards_Discussion_Memo.pdf.
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accordance with those conventions. The clarity drafting conventions include
the following:

• Establishing objectives for each of the standards

• Including a definitions section in each standard, where relevant

• Separating requirements from application and other explanatory
material

• Numbering application and other explanatory material para-
graphs using an A- prefix and presenting them in a separate sec-
tion that follows the requirements section

• Using formatting techniques, such as bulleted lists, to enhance
readability

• Including, where appropriate, special considerations relevant to
audits of smaller, less complex entities

• Including, where appropriate, special considerations relevant to
audits of governmental entities

Convergence
Consistent with the ASB's strategy to converge its standards with those of the
International Auditing and Assurance Standards Board (IAASB),3 the proposed
SAS has been drafted using the December 2007 exposure draft of International
Standard on Auditing (ISA) 402 (Revised and Redrafted), Audit Considerations
Relating to an Entity Using a Third Party Service Organization, as a base.
Differences between the proposed SAS and the ISA 402 exposure draft, for
which the ASB believes there is no compelling reason, have been eliminated.
Any differences in objectives, definitions, or requirements between the proposed
SAS and the ISA 402 exposure draft are identified in exhibit B.

The ASB has made various changes to the language in the proposed ISA, in-
cluding replacing terms or phrases used in the proposed ISA with those more
commonly used in the United States, and tailoring examples and guidance so
that they are more appropriate for the U.S. environment. Where the ASB be-
lieves that such changes in language have resulted in a substantive difference,
these differences have been identified in exhibit B.

Effective Date
Paragraph 6 of the exposure draft indicates that the SAS is effective for audits
of financial statements for periods beginning on or after December 15, 2010.
Although this is a provisional effective date, the actual effective date will not
be earlier than December 15, 2010.

Guide for Respondents
The ASB is seeking comments on the effect on the proposed SAS of applying
the clarity drafting conventions to the proposed SAS and of converging it with
the ISA 402 exposure draft. Respondents are asked to comment in particular
on the appropriateness of

1. the objectives stated in the proposed SAS to be achieved by the
auditor.

3 The paper AICPA's Auditing Standards Board International Convergence Plan, can be viewed
at www.aicpa.org/download/auditstd/ASB_Convergence_Plan.pdf.
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2. the revisions made to the existing standards to converge with the
ISA 402 exposure draft.

3. the differences between the proposed SAS and the ISA 402 exposure
draft identified in exhibit B, and other language changes.

4. the manner with which considerations for audits of smaller, less
complex entities and governmental entities have been dealt.

Comments are most helpful when they refer to specific paragraphs; include the
reasons for the comments; and, where appropriate, make specific suggestions
for any proposed changes to wording. When a respondent agrees with proposals
in the exposure draft, it is helpful if the ASB is made aware of this view.

The comment period for the exposure draft ends on February 17, 2009. Written
comments on the exposure draft will become part of the public record of the
AICPA and will be available for public inspection at the offices of the AICPA
after March 17, 2009, for one year. Responses should be sent to Sharon Macey
at smacey@aicpa.org, or mailed to Audit and Attest Standards, AICPA, 1211
Avenue of the Americas, New York, NY 10036-8775 in time to be received by
February 17, 2009.

Supplements to the Exposure Draft
To assist respondents in commenting on the proposed SAS, the Audit and Attest
Standards staff has prepared the following supplementary materials:

• A table comparing the ISA 402 exposure draft to the proposed SAS.
The table is a paragraph-by-paragraph comparison that contains
the following four columns:

1. The December 2007 exposure draft of ISA 402

2. A marked draft of the ISA 402 exposure draft showing
changes made to that draft to arrive at the proposed SAS

3. Related paragraphs in extant AU section 324

4. Explanations of substantive changes to the ISA 402 expo-
sure draft and other comments

• A table showing how the paragraphs in extant AU section 324
are reflected in the proposed SAS and in the proposed SSAE. This
table is a paragraph-by-paragraph comparison that contains the
following three columns:

1. The paragraphs in extant AU section 324

2. The related paragraphs in the proposed SAS and in the
proposed SSAE

3. Comments and explanations

This staff-prepared supplementary material is for informational purposes
only and is not a part of the exposure draft. However, it may be useful to
respondents in formulating comments and is available on the AICPA Web site at
www.aicpa.org/Professional+Resources/Accounting+and+Auditing/Audit+and+
Attest+Standards/Improving+the+Clarity+of+ASB+Standards.htm.

Comment Period
The comment period for this exposure draft ends on February 17, 2009.
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Proposed Statement on Auditing Standards Audit
Considerations Relating to an Entity Using a Service
Organization (Redrafted)

Introduction

Scope of This Statement on Auditing Standards
1. This Statement on Auditing Standards (SAS) addresses the user audi-

tor's responsibilities for obtaining sufficient appropriate audit evidence in an
audit of the financial statements of an entity that uses one or more service
organizations. Specifically, it expands on how the auditor applies AU section
314, Understanding The Entity and Its Environment and Assessing the Risks
of Material Misstatement, and AU section 318, Performing Audit Procedures
in Response to Assessed Risks and Evaluating the Audit Evidence Obtained
(AICPA, Professional Standards, vol. 1), in identifying and assessing the risks
of material misstatement and in designing and performing further audit pro-
cedures.
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2. Many entities outsource aspects of their business activities to organi-
zations that provide services ranging from performing a specific task under
the direction of the entity to replacing entire business units or functions of the
entity. Many of the services provided by such organizations are integral to the
entity's business operations; however, not all of those services are necessarily
directly linked to an entity's information and communication systems relevant
to financial reporting.1

3. A service organization's services are part of an entity's information
and communication systems, including related business processes, relevant to
financial reporting if they affect any of the following:

a. The classes of transactions in the entity's operations that are sig-
nificant to the entity's financial statements

b. The procedures within both automated and manual systems by
which the entity's transactions are initiated, authorized, recorded,
processed, corrected as necessary, and reported in the financial
statements

c. The related accounting records (whether electronic or manual); sup-
porting information; and specific accounts in the entity's financial
statements involved in initiating, authorizing, recording, process-
ing, and reporting the entity's transactions. This includes the cor-
rection of incorrect information.

d. How the entity's information and communication systems capture
events and conditions, other than transactions, that are significant
to the financial statements

e. The financial reporting process used to prepare the entity's financial
statements, including significant accounting estimates and disclo-
sures

4. The focus of this SAS is on an entity's use of an outside service organiza-
tion, but it may also be applicable, adapted as necessary in the circumstances,
to situations where an entity uses a shared service organization that provides
services to a group of related entities.

5. This SAS does not apply to services that are limited to processing an
entity's transactions that are specifically authorized by the entity, such as the
processing of checking account transactions by a bank or the processing of se-
curities transactions by a broker. In these situations, the user entity retains
responsibility for authorizing the transactions and maintaining the related
accountability. In addition, this SAS does not apply to the audit of transac-
tions arising from proprietary financial interests in other entities, such as
partnerships, corporations, and joint ventures, when proprietary interests are
accounted for and reported to interest holders.

Effective Date
6. This SAS is effective for audits of financial statements for periods be-

ginning on or after December 15, 2010.* Earlier application is permitted.

1 Paragraph .41 of AU section 314, Understanding the Entity and Its Environment and Assessing
the Risks of Material Misstatement (AICPA, Professional Standards, vol. 1), indicates that an entity's
information and communication systems is a component of its internal control over financial reporting.
The other components are the control environment, the entity's risk assessment, control activities,
and monitoring.

* This effective date is provisional, but will not be earlier than December 15, 2010.
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Objective
7. The objective of the auditor when the user entity uses a service orga-

nization is to obtain an understanding of the nature and significance of the
services provided by the service organization and their effect on the user en-
tity's internal control relevant to the audit sufficient to identify, assess, and
respond to the risks of material misstatement.

Definitions
8. For purposes of this SAS, the following terms have the meanings at-

tributed as follows:

Complementary user entity controls. Controls that the service organiza-
tion assumes, in the design of its service, will be implemented by user
entities, and which, if necessary to achieve the control objectives stated in
the description of the service organization's system, are identified as such
in that description.

Report on a description of a service organization's system and the suit-
ability of the design of controls (referred to in this SAS as a type 1
report). (Ref: par. A1) A report that comprises

a. a description of the service organization's system, prepared by man-
agement of the service organization.

b. a written assertion by the service organization's management about
whether, in all material respects, and based on suitable criteria

(1) the description of the service organization's system fairly
presents the service organization's system that was de-
signed and implemented as of a specified date.

(2) the controls related to the control objectives stated in the
description were suitably designed to achieve those control
objectives as of the specified date.

c. a service auditor's report that expresses an opinion on the matters
in b(1)–b(2).

Report on a description of a service organization's system and the
suitability of the design and operating effectiveness of controls
(referred to in this SAS as a type 2 report). (Ref: par. A1) A report that
comprises

a. a description of the service organization's system prepared by man-
agement of the service organization.

b. a written assertion by the service organization's management,
about whether in all material respects and, based on suitable cri-
teria,

(1) the description of the service organization's system fairly
presents the service organization's system that was de-
signed and implemented throughout the specified period.

(2) the controls related to the control objectives stated in the
description of the service organization's system were suit-
ably designed throughout the specified period to achieve
those control objectives.

(3) the controls related to the control objectives stated in the
description of the service organization's system operated
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effectively throughout the specified period to achieve those
control objectives.

c. A service auditor's report that

(1) expresses an opinion about the matters in b(1)–b(3).

(2) includes a description of the service auditor's tests of con-
trols and the results thereof.

Service auditor. A practitioner who reports on controls at a service organiza-
tion.

Service organization. An organization or segment of an organization that
provides services to user entities that are part of those user entities' infor-
mation and communication systems relevant to financial reporting.

Subservice organization. A service organization used by another service or-
ganization to perform some of the services provided to user entities that are
part of the user entities' information and communication systems relevant
to financial reporting.

User auditor. An auditor who audits and reports on the financial statements
of a user entity.

User entity. An entity that uses a service organization and whose financial
statements are being audited.

Requirements

Obtaining an Understanding of the Services Provided by a Service
Organization

9. When obtaining an understanding of the entity in accordance with para-
graphs .21 and .40 of AU section 314, the user auditor should obtain an under-
standing of how the user entity uses a service organization in its operations,
including

a. the nature of the services provided by the service organization and
the significance of those services to the user entity, including the
user entity's internal control. (Ref: par. A2–A3)

b. the nature and materiality of the transactions processed or ac-
counts affected by the service organization and the degree of inter-
action between the activities of the service organization and those
of the user entity. (Ref: par. A4–A5)

c. the nature of the relationship between the user entity and the ser-
vice organization, including the contractual terms for the relevant
activities undertaken by the service organization. (Ref: par. A6–A9)

10. When obtaining an understanding of internal control relevant to the
audit in accordance with paragraphs .40 and .47 of AU section 314, the user
auditor should evaluate the design and implementation of relevant controls at
the user entity that relate to the services performed by the service organization,
including those controls that are applied to the transactions processed by the
service organization, and relevant monitoring controls. (Ref: par. A10–A12)

11. The user auditor should determine whether he or she has obtained
a sufficient understanding of the user entity's internal control relevant to the
audit to provide a basis for the identification and assessment of risks of material
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misstatement. If the user auditor is unable to obtain that understanding from
information about the service organization available at the user entity, the
user auditor should obtain audit evidence from one or more of the following
procedures: (Ref: par. A13–A17)

a. Obtaining a type 1 or type 2 report

b. Contacting the service organization through the user entity to ob-
tain specific information

c. Requesting that a service auditor be engaged to perform procedures
that will provide the necessary information

d. Visiting the service organization and performing such procedures

Assessing the Risks of Material Misstatement
12. When the user auditor's risk assessment includes an expectation that

controls at the service organization are operating effectively for certain asser-
tions for which controls are applied only at the service organization, the user
auditor should obtain audit evidence about the operating effectiveness of those
controls from one or more of the following procedures: (Ref: par. A18)

a. Obtaining a type 2 report

b. Requesting through the user entity that the service auditor perform
tests of controls at the service organization on behalf of the user
auditor

c. Performing appropriate tests of controls at the service organization

d. Performing tests of the user entity's controls over the activities of
the service organization

Using a Service Auditor’s Report
13. If the user auditor plans to use a type 1 or type 2 report as audit

evidence about the design and implementation of controls at the service orga-
nization, the user auditor should (Ref: par. A19–A29)

a. evaluate whether the description of the service organization's sys-
tem is as of a date or for a period that is appropriate for the user
auditor's purposes.

b. evaluate the sufficiency and appropriateness of the evidence pro-
vided for the understanding of internal control relevant to the audit.

c. determine whether complementary user entity controls identified
by the service organization are relevant to the user entity and, if so,
obtain an understanding of whether the user entity has designed
and implemented such controls.

14. A type 2 report may be intended to satisfy the needs of several differ-
ent user auditors; therefore, specific tests of controls and results thereof in the
service auditor's description of tests of controls may not be relevant to asser-
tions that are significant to a particular user entity's financial statements. If
the user auditor plans to use information in a type 2 report as audit evidence
that the controls at the service organization are operating effectively, the user
auditor should perform the procedure in paragraph 13b and the following pro-
cedures to determine whether the service auditor's report provides sufficient
appropriate audit evidence about the effectiveness of the controls to support
the user auditor's risk assessment: (Ref: par. A21–A28)
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a. Evaluate whether (1) the description of the service organization's
system, and (2) the service auditor's description of tests of controls
and results thereof are for a period that is appropriate for the user
auditor's purposes.

b. Determine whether complementary user entity controls identified
by the service organization are relevant to the user entity and, if so,
obtain an understanding of whether the user entity has designed
and implemented such controls. If so, test their operating effective-
ness.

c. Evaluate the adequacy of the period covered by the tests of controls
and the time elapsed since the performance of the tests of controls.

d. Evaluate whether the specific tests of controls performed by the
service auditor and the results thereof as described in the type
2 report are relevant to assertions in the user entity's financial
statements.

15. In determining the sufficiency and appropriateness of the audit ev-
idence provided by a type 1 or type 2 report in support of the user auditor's
opinion, the user auditor should be satisfied concerning the service auditor's
professional reputation, competence, and independence. (Ref: par. A30–A31)

Reference to the Work of a Service Auditor (Ref: par. A32)

16. The user auditor should not refer to the work of a service auditor in
the user auditor's report containing an unmodified opinion.

17. If reference to the work of a service auditor is relevant to an under-
standing of a modification of the user auditor's opinion, the user auditor's report
should indicate that such reference does not diminish the user auditor's respon-
sibility for that opinion.

Other Audit Evidence Considerations Regarding Service Organizations
18. In responding to assessed risks in accordance with AU section 318, the

user auditor should (Ref: par. A33–A36)

a. determine whether sufficient appropriate audit evidence concern-
ing the relevant financial statement assertions is available from
records held at the user entity; and, if not,

b. perform further audit procedures to obtain sufficient appropriate
audit evidence or ask the service auditor through the user entity to
perform those procedures on the user auditor's behalf.

Fraud, Noncompliance With Laws and Regulations, and Uncorrected
Misstatements in Relation to Activities at the Service Organization

19. The user auditor should inquire of management of the user entity about
whether the service organization has reported to the user entity any fraud,
noncompliance with laws and regulations, or uncorrected misstatements. If so,
the user auditor should evaluate how such matters affect the nature, timing,
and extent of the user auditor's further audit procedures. (Ref: par. A37)
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Application and Explanatory Material

Definitions
A1. The terms type 1 report and type 2 report have the same meaning as

the terms type A report and type B report, respectively, that are used in In-
ternational Standards on Auditing and International Standards for Assurance
Engagements issued by the International Auditing and Assurance Standards
Board. (Ref: par. 8)

Obtaining an Understanding of the Services Provided by a Service
Organization

Nature of the Services Provided by the Service Organization
(Ref: par. 9a)

A2. A user entity may use a service organization, such as one that pro-
cesses transactions and maintains the related accountability for the user en-
tity or records transactions and processes related data for the user entity.
Service organizations that provide such services include, for example, bank
trust departments that invest and service assets for employee benefit plans
or for others, mortgage servicers that service mortgages for others, and ap-
plication service providers that provide packaged software applications and a
technology environment that enables customers to process financial and opera-
tional transactions. Exhibit A of this SAS contains examples of service organi-
zations.

A3. Examples of services provided by service organizations that are rele-
vant to the audit include

• maintaining the user entity's accounting records.

• management of assets.

• initiating, recording, or processing transactions for user entities.

Nature and Materiality of Transactions Processed by the Service
Organization and the Degree of Interaction (Ref: par. 9b)

A4. A service organization may establish policies and procedures (con-
trols) that affect the user entity's information and communication systems.
These controls are at least in part physically and operationally separate from
the user entity. The significance of the controls at the service organization to
the user entity's internal control depends on the nature of the services pro-
vided by the service organization, including the nature and materiality of the
transactions it processes for the user entity. In certain situations, the transac-
tions processed and the accounts affected by the service organization may not
appear to be material to the user entity's financial statements, but the nature
of the transactions processed may be significant and the user auditor may de-
termine that an understanding of those controls is necessary in the circum-
stances.

A5. The significance of the controls at the service organization to the user
entity's internal control also depends on the degree of interaction between
the service organization's activities and those of the user entity. The degree
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of interaction refers to the extent to which a user entity is able to and elects
to implement effective controls over the processing performed by the service
organization. For example, a high degree of interaction exists between the ac-
tivities of the user entity and those at the service organization when the user
entity authorizes transactions and the service organization processes and ac-
counts for those transactions. In these circumstances, it may be practicable for
the user entity to implement effective controls over those transactions. On the
other hand, when the service organization initiates, processes, and accounts
for the user entity's transactions, there is a lower degree of interaction between
the two organizations. In these circumstances, the user entity may be unable
to, or may elect not to, implement effective controls over these transactions.

Nature of the Relationship Between the User Entity and the Service
Organization (Ref: par. 9c)

A6. The contract or service level agreement between the user entity and
the service organization may provide for matters such as

• the information to be provided to the user entity and the responsi-
bilities for initiating transactions relating to the activities under-
taken by the service organization.

• the application of requirements of regulatory bodies concerning
the form of records to be maintained or access to them.

• the indemnification, if any, to be provided to the user entity in the
event of a performance failure.

• whether the service organization will provide a type 1 or type 2
report.

• whether the user auditor has rights of access to the user entity's
accounting records at the service organization and other informa-
tion necessary for the conduct of the audit.

• how the service organization is compensated.

A7. There is a direct relationship between the service organization and
the user entity (the user entity enters into an agreement with the service or-
ganization) and between the service organization and the service auditor (the
service organization engages the service auditor). These relationships do not
create a direct relationship between the user auditor and the service auditor.
Communications between the user auditor and the service auditor are usually
conducted through the user entity and the service organization.

A8. A user auditor, for example, may request through the user entity that
a service auditor perform procedures on behalf of the user auditor in addition to
reporting on controls. For example, a service auditor may be engaged to perform
an agreed-upon procedures engagement related to controls at a service orga-
nization or a user entity's transactions or balances maintained by the service
organization. AT section 201, Agreed-Upon Procedures Engagements (AICPA,
Professional Standards, vol. 1), establishes standards and provides guidance
for agreed-upon procedures engagements.

Considerations Specific to Governmental Entities

A9. For governmental entities, the auditor may be required to perform au-
dit procedures with respect to the entity's compliance with laws and regulations.
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Such required procedures may include obtaining an understanding of internal
control over compliance, performing tests of compliance controls, and perform-
ing tests of compliance. Consequently, governmental entities that use a service
organization or their auditors may determine that it is appropriate to request
that the service auditor perform such compliance-related audit procedures with
respect to services provided by the service organization.2

Understanding the Controls Relating to Services Provided by the
Service Organization (Ref: par. 10)

A10. The user entity may establish controls over the service organization's
services that may be tested by the user auditor and that may enable the user
auditor to conclude that the user entity's controls are operating effectively for
some or all of the related assertions. If a user entity, for example, uses a service
organization to process its payroll transactions, the user entity may establish
controls over the submission and receipt of payroll information that could pre-
vent or detect and correct material misstatements. In this situation, the user
auditor may perform tests of the user entity's controls over payroll process-
ing that would provide a basis for the user auditor to conclude that the user
entity's controls are operating effectively for the assertions related to payroll
transactions.

A11. A user entity may use a service organization that in turn uses a sub-
service organization to perform some of the services provided to the user entity
that are part of the user entity's information and communication systems as
it relates to an audit of financial statements. The subservice organization may
be a separate entity from the service organization or may be related to the
service organization. A user auditor may need to consider controls at the sub-
service organization. In situations where one or more subservice organizations
are used, the interaction between the user entity and the service organization
is expanded to include the interaction between the user entity, the service orga-
nization, and the subservice organization. The degree of this interaction, and
the nature and materiality of the transactions processed by the service orga-
nization and the subservice organization, are the most important factors for
the user auditor to consider in determining the significance of the service or-
ganization's and subservice organization's controls to the user entity's internal
control.

A12. As noted in paragraph .117 of AU section 314, for some risks the
auditor may judge that it is not possible or practicable to obtain sufficient ap-
propriate audit evidence only from substantive procedures. Such risks may re-
late to the inaccurate or incomplete recording of routine and significant classes
of transactions and account balances that often involve highly automated pro-
cessing with little or no manual intervention. Risks related to such automated
processing may be particularly present when the user entity uses a service or-
ganization. In such cases, the entity's controls over such risks are relevant to
the audit and the user auditor is required to obtain an understanding of such
controls in accordance with paragraph 10 of this SAS.

2 AU section 801, Compliance Auditing Considerations in Audits of Governmental Entities and
Recipients of Governmental Financial Assistance (AICPA, Professional Standards, vol. 1), addresses
audits of an entity's compliance.
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Sufficiency of the User Auditor’s Understanding (Ref: par. 11)

A13. Information about the nature of the services provided by a service
organization may be available from a wide variety of sources, such as

• user manuals;

• system overviews;

• technical manuals;

• the contract between the user entity and the service organization;

• reports by the service organization's internal auditors or by regu-
latory authorities on controls at the service organization; and

• reports by the service auditor.

A14. Knowledge obtained through the user auditor's experience with the
service organization may also be helpful in obtaining an understanding of the
nature of the services provided by the service organization. This may be partic-
ularly helpful if the services at the service organization and controls over those
services are highly standardized.

A15. A service organization may engage a service auditor to report on a
description of its system and the suitability of the design of controls (type 1
report) or on a description of its system and the suitability of the design and
operating effectiveness of controls (type 2 report). Type 1 and type 2 reports
typically are reports issued under AT section XXX,† Reporting on Controls at a
Service Organization.

A16. If a report on controls at the service organization is not available,
the user auditor's ability to gain an understanding of controls at the service
organization that affect user entities' internal control may depend on the user
auditor's direct interaction with management of the service organization.

A17. Paragraphs .22–.26 of AU section 508, Reports on Audited Financial
Statements (AICPA, Professional Standards, vol. 1), provide guidance on mod-
ifying the report if the user auditor is unable to obtain an understanding of the
user entity's internal control relevant to the audit by performing the procedures
required by paragraphs 9–11 of this SAS.

Assessing the Risks of Material Misstatement (Ref: par. 12)
A18. If a type 2 report is not available, a user auditor may contact the

service organization through the user entity to request that a service auditor
be engaged to perform a type 2 engagement that includes tests of the operat-
ing effectiveness of the relevant controls or to perform agreed-upon procedures
that test the operating effectiveness of those controls; for example, procedures
a user auditor may perform to test a user entity's controls over the activities of
the service organization include independent reperformance of selected items
processed by the service organization and tests of the user organization's recon-
ciliation of output reports with source documents. A user auditor may also visit
the service organization and perform tests of relevant controls if the service
organization agrees to it. In all cases, the user auditor's risk assessments are
based on the combined evidence provided by the service auditor's report and
the user auditor's own procedures.

† The number of this Statement on Standards for Attestation Engagements (and subsequent
AT section in Professional Standards) will be determined when it is issued as a final standard.
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Using a Service Auditor’s Report

Using a Type 1 Report (Ref: par. 13)

A19. A type 1 report, along with information about the user entity, may
be helpful in providing an understanding of

a. the controls at the service organization that may affect the process-
ing of the user entity's transactions, including the use of subservice
organizations.

b. the flow of significant transactions through the service organiza-
tion's system to determine the points in the transaction flow where
material misstatements in the user entity's financial statements
could occur.

c. the control objectives stated in the description of the service or-
ganization's system that are relevant to the user entity's financial
statement assertions.

d. whether controls at the service organization are implemented and
suitably designed to prevent or detect and correct processing errors
that could result in material misstatements in the user entity's fi-
nancial statements. A type 1 report may be helpful in providing a
sufficient understanding to identify and assess the risks of mate-
rial misstatement of the user entity's financial statements. Such
a report, however, does not provide any evidence of the operating
effectiveness of the relevant controls.

A20. A type 1 report that is as of a date outside of the reporting period
of a user entity may be helpful in providing a user auditor with a preliminary
understanding of the controls implemented at the service organization if the
report is supplemented by additional current information from other sources.
If the type 1 report is as of a date that precedes the period under audit, the user
auditor may perform procedures to update the information in a type 1 report,
such as

• discussing changes at the service organization with user entity
personnel who would be in a position to know of such changes;

• reviewing current documentation and correspondence issued by
the service organization; or

• discussing the changes with service organization personnel.

Using a Type 2 Report (Ref: par. 14–15)

A21. In evaluating the nature, timing, and extent of tests of controls rel-
evant to the user entity and results thereof included in a service auditor's type
2 report to determine whether the report provides sufficient appropriate audit
evidence about the effectiveness of the controls to support the user auditor's
risk assessment, the user auditor may consider the following factors:

a. The period covered by the tests of controls and the time elapsed
since the performance of the tests of controls

b. The applications covered, controls tested, types of tests performed,
and way in which tested controls relate to the user entity's financial
statement assertions
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c. The results of the tests of controls and the service auditor's opinion
on the operating effectiveness of the controls

A22. For certain assertions, the shorter the period covered by a specific
test and the longer the time elapsed since the performance of the test, the
less audit evidence the test may provide. In comparing the period covered by
the type 2 report to the user entity's financial reporting period, the auditor may
conclude that the type 2 report offers less audit evidence if there is little overlap
between the period covered by the type 2 report and the period covered by the
user entity's financial statements. When this is the case, an additional type 2
report covering a preceding or subsequent period may provide additional audit
evidence.

A23. If there is little overlap between the period covered by the type 2
report and the period covered by the user entity's financial statements, it may
be necessary for the user auditor to obtain additional evidence about significant
changes in the relevant controls at the service organization during the period
outside the period covered by the type 2 report, or to determine what additional
audit procedures need to be performed. Relevant factors in determining the
additional audit evidence to obtain about controls at the service organization
that were operating outside the period covered by the service auditor's report
may include

• the significance of the assessed risks of material misstatement at
the assertion level;

• the specific controls that were tested during the interim period
and significant changes to them since they were tested includ-
ing changes in the information and communication systems, pro-
cesses, and personnel;

• the degree to which audit evidence about the operating effective-
ness of those controls was obtained;

• the length of the remaining period;

• the extent to which the user auditor intends to reduce further
substantive procedures based on the reliance on controls;

• the control environment; and

• the effectiveness of the control environment and monitoring con-
trols at the user entity.

A24. Additional audit evidence may be obtained, for example, by perform-
ing tests of controls during the remaining period or testing the user entity's
monitoring controls.

A25. If the service auditor's testing period is completely outside the user
entity's financial reporting period, the user auditor will be unable to rely on such
tests to conclude that the user entity's controls are operating effectively because
the tests do not provide current audit period evidence of the effectiveness of the
controls.

A26. In certain circumstances, a service provided by the service organi-
zation may be designed with the assumption that certain controls will be im-
plemented by the user entity. For example, the service may be designed with
the assumption that the user entity will have controls in place for authorizing
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transactions before they are sent to the service organization for processing.
In such a situation, the description of the service organization's system may
include a description of those complementary user entity controls. The user
auditor considers whether those complementary user entity controls are re-
quired and whether they are relevant to the service provided to the user entity.
(Ref: par. 13c)

A27. If the user auditor believes that the service auditor's report may
not provide sufficient audit evidence, for example, if a service auditor's report
does not contain a description of the service auditor's tests of controls and
results thereof, the user auditor may supplement his or her understanding
of the service auditor's procedures and conclusions by contacting the service
organization through the user entity to discuss the scope and results of the
service auditor's work. Also, if the user auditor believes it is necessary, the user
auditor may contact the service organization through the user entity to request
that the service auditor perform procedures at the service organization, or the
user auditor may perform such procedures.

A28. The service auditor's description of tests of controls identifies re-
sults of tests, including deviations, and other information that could affect the
user auditor's conclusions. Deviations noted by the service auditor or a modi-
fied opinion in the service auditor's report do not automatically mean that the
service auditor's report will not be useful for the audit of the user entity's fi-
nancial statements in assessing the risks of material misstatement. Rather,
the deviations and the matter giving rise to a modified opinion in the service
auditor's report are considered in the user auditor's assessment of the tests of
controls performed by the service auditor. In considering the deviations and
matters giving rise to a modified opinion, the user auditor may wish to discuss
such matters with the service auditor through the user entity and the service
organization.

Communication of Significant Deficiencies and Material Weaknesses
Identified During the Audit

A29. When assessing a service organization's controls and how they inter-
act with a user entity's internal control relevant to the audit, the user auditor
may identify user entity control deficiencies related to the use of a service or-
ganization, for example:

• Any needed monitoring controls that have not been implemented
by the user entity, including those identified as a result of obtain-
ing a type 1 or type 2 report

• Instances where complementary user entity controls identified in
the type 1 or type 2 report are not implemented at the user entity

• Controls that may be needed at the service organization that do
not appear to have been implemented or that were implemented,
but are not operating effectively

If a deficiency in internal control is deemed a significant deficiency or material
weakness, the user auditor is required to communicate these deficiencies in
writing on a timely basis to management and those charged with governance
in accordance with AU section 325, Communicating Internal Control Related
Matters Identified in an Audit (AICPA, Professional Standards, vol. 1).
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The Service Auditor’s Professional Reputation, Competence,
and Independence (Ref: par. 15)

A30. The user auditor may inquire about the professional reputation and
standing of the service auditor from the auditor's professional organization
or other practitioners and inquire whether the service auditor is subject to
regulatory oversight. The service auditor may be practicing in a jurisdiction
where different standards are followed with respect to reports on controls at a
service organization. In such a situation, the user auditor may inquire about
the adequacy of those standards.

A31. A service auditor need not be independent of each user entity.

Reference to the Work of a Service Auditor (Ref: par. 16–17)

A32. The fact that a user entity uses a service organization does not alter
the user auditor's responsibility to obtain sufficient appropriate audit evidence
to afford a reasonable basis to support the user auditor's opinion. Therefore, the
user auditor does not make reference to the service auditor's examination report
as a basis, in part, for the user auditor's opinion on the user entity's financial
statements. However, when the user auditor expresses a modified opinion be-
cause of a modified opinion in a service auditor's examination report, the user
auditor is not precluded from referring to the service auditor's examination
report if such reference assists in explaining the reason for the user auditor's
modified opinion. In such circumstances, the user auditor may need the consent
of the service auditor before making such a reference and need not identify the
service auditor by name.

Other Audit Evidence Considerations Regarding Service Organizations
(Ref: par. 18)

A33. When the service organization maintains material elements of the
accounting records of the user entity, direct access to those records may be nec-
essary for the user auditor to obtain sufficient appropriate audit evidence relat-
ing to the operations of controls over those records, to substantiate transactions
and balances recorded in them, or both. Such access may involve physical in-
spection of records at the service organization's premises, electronic access from
the user entity or another location to electronic records, or both. Where direct
access is achieved electronically, the user auditor may obtain evidence concern-
ing the adequacy of the service organization's controls over the completeness
and integrity of the user entity's data for which the service organization is re-
sponsible. The user auditor also may ask the service organization through the
user entity for access to the user entity's records maintained by the service
organization.

A34. In determining the nature and extent of audit evidence to be obtained
for financial statement assertions about balances maintained or transactions
processed by a service organization for a user entity, the following procedures
may be considered by the user auditor:

a. Inspecting records and documents held by the user entity. The reli-
ability of this source of evidence is determined by the nature and
extent of the accounting records and supporting documentation re-
tained by the user entity. In some cases the user entity may not
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maintain independent detailed records or documentation of specific
transactions undertaken on its behalf.

b. Inspecting records and documents held by the service organization.
The user auditor's access to the records of the service organization
is likely to be established as part of the contractual arrangements
between the user entity and the service organization.

c. Obtaining confirmations of balances and transactions from the ser-
vice organization. Where the user entity maintains independent
records of balances and transactions and a service organization pro-
cesses transactions only at the specific authorization of the user en-
tity or acts only as a custodian of assets, confirmation from the ser-
vice organization corroborating those records usually constitutes
reliable audit evidence concerning the existence of the transactions
and assets concerned. If the user entity does not maintain indepen-
dent records, information obtained in confirmations from the ser-
vice organization is merely a statement of what is reflected in the
records maintained by the service organization. Hence, such con-
firmations do not, taken alone, constitute reliable audit evidence.
In these circumstances the user auditor considers whether there
is a separation of functions for the services provided such that an
alternative source of independent evidence can be identified.

d. Performing analytical procedures on the records maintained by the
user entity or on the reports received from the service organization.
The effectiveness of analytical procedures is likely to vary by as-
sertion and will be affected by the extent and detail of information
available.

e. Requesting the service auditor to perform further audit procedures
on the user auditor's behalf at the service organization.

A35. As noted in paragraph A8, a service auditor may perform procedures
under AT section 201 that are substantive in nature for the benefit of user audi-
tors. Such an engagement may involve the performance by the service auditor
of procedures agreed upon by the user entity and its user auditor and by the
service organization and its service auditor. The findings resulting from the
procedures performed by the service auditor are reviewed by the user auditor
to determine whether they constitute sufficient appropriate audit evidence. In
addition, there may be requirements imposed by governmental authorities or
through contractual arrangements whereby a service auditor performs desig-
nated procedures that are substantive in nature. The results of the application
of the required procedures to balances and transactions processed by the service
organization may be used by the user auditor as part of the evidence necessary
to support his or her audit opinions. In these circumstances, it may be useful for
the user auditor and the service auditor to establish an understanding prior to
the performance of the procedures regarding the audit documentation or means
of access to the audit documentation that will be provided to the user auditor.

A36. In certain circumstances, in particular when a user entity outsources
some or all of its finance function to a service organization, the user auditor may
face a situation where a significant portion of the audit evidence resides at the
service organization. Substantive procedures may need to be performed at the
service organization by the user auditor or the service auditor on behalf of the
user auditor. A service auditor may provide a type 2 report and, in addition,
may perform substantive procedures on behalf of the user auditor. As noted in
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paragraph A32, the involvement of a service auditor does not alter the user au-
ditor's responsibility to obtain sufficient appropriate audit evidence to afford a
reasonable basis to support the user auditor's opinion. Accordingly, the user au-
ditor's consideration of whether sufficient appropriate audit evidence has been
obtained and whether the user auditor needs to perform further substantive
procedures includes the user auditor's involvement with or evidence of the di-
rection, supervision, and performance of the substantive procedures performed
by the service auditor.

Fraud, Noncompliance With Laws and Regulations, and Uncorrected
Misstatements in Relation to Activities at the Service Organization
(Ref: par. 19)

A37. A service organization may be required under the terms of the con-
tract with user entities to disclose to affected user entities any fraud, noncom-
pliance with laws and regulations, or uncorrected misstatements attributable
to the service organization's management or employees. As required by para-
graph 19, the user auditor makes inquiries of the user entity management
regarding whether the service organization has reported any such matters and
evaluates whether any matters reported by the service organization affect the
nature, timing, and extent of the user auditor's further audit procedures. In
certain circumstances, the user auditor may require additional information to
perform this evaluation and may consider contacting the service organization
or the service auditor to obtain the necessary information.

Exhibit A: Examples of Service Organizations (Ref: par. A2)

A38. The following are examples of service organizations that perform ser-
vices that are part of the user entity's information and communication systems
relevant to financial reporting:

• Trust departments of banks and insurance companies. The trust
department of a bank or an insurance company may provide a wide
range of services to user entities, such as employee benefit plans.
This type of service organization could be given authority to make
decisions about how a plan's assets are invested. It also may serve
as custodian of the plan's assets, maintain records of each par-
ticipant's account, allocate investment income to the participants
based on a formula in the trust agreement, make distributions to
the participants, and prepare filings for the plan.

• Transfer agents, custodians, and record keepers for investment
companies. Transfer agents process purchases, sales, and other
shareholder activity for investment companies. Custodians may
be responsible for the receipt, delivery, and safekeeping of the com-
pany's portfolio securities; the receipt and disbursement of cash
resulting from transactions in these securities; and the mainte-
nance of records of the securities held for the investment company.
The custodian also may perform other services for the investment
company, such as collecting dividend and interest income and dis-
tributing that income to the investment company. Record keepers
maintain the financial accounting records of the investment com-
pany based on information provided by the transfer agent and the
custodian of the investment company's investments.

AAG-SRV APP K



P1: G.Shankar

ACPA090-AppK ACPA090.cls May 20, 2009 7:9

Proposed Statement on Auditing Standards 217

• Insurers that maintain the accounting for ceded reinsurance. Rein-
surance is the assumption by one insurer (the assuming company)
of all or part of the risk originally undertaken by another insurer
(the ceding company). Generally, the ceding company retains re-
sponsibility for claims processing and is reimbursed by the assum-
ing company for claims paid.

• Mortgage servicers or depository institutions that service loans for
others. Investor organizations may purchase mortgage loans or
participation interests in such loans from thrifts, banks, or mort-
gage companies. These loans become assets of the investor organi-
zations and the sellers continue to service the loans. Mortgage ser-
vicing activities generally include collecting mortgage payments
from borrowers, conducting collection and foreclosure activities,
maintaining escrow accounts for the payment of property taxes
and insurance, paying taxing authorities and insurance compa-
nies as payments become due, remitting monies to investors (user
entities), and reporting data concerning the mortgage to user en-
tities.

• Application service providers. Application service providers gen-
erally provide packaged software applications and a technology
environment that enable customers to process financial and op-
erational transactions. An application service provider may spe-
cialize in providing a particular software package solution to its
users, provide services similar to traditional mainframe data cen-
ter service bureaus, perform business processes for user entities
that they traditionally had performed themselves, or some combi-
nation of these services.

• Internet service providers and Web hosting service providers. Inter-
net service providers enable user entities to connect to the Inter-
net. Web hosting service providers generally develop, maintain,
and operate Web sites for user entities. If the user entity is using
the Internet or Web site to process transactions, the user entity's
information and communication systems may be affected by cer-
tain controls maintained by the Internet service provider or Web
hosting service provider, such as controls over the completeness
and accuracy of the recording of transactions and controls over
access to the system.

• Third party financial shared service center. A third party financial
shared service center enables an entity to centralize finance and
administrative operations and handling of financial processing ac-
tivities to eliminate redundancies and create economies of scale.
A third party financial shared service center operates as a stand
alone business, treating individual units as customers.

• Payroll Processors. User entities commonly outsource their payroll
function to a service organization. The user entity transmits the
payroll data (name, address, salary, withholding rate, 401(k) con-
tribution rate, and so on) to the payroll processor either manually
or electronically. The payroll processor calculates the amounts for
each paycheck, generates the paychecks or executes direct deposit
instructions, and provides the user entity with the data for the
journal entry that records the payroll.
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Exhibit B: Substantive Differences Between the Proposed Statement on
Auditing Standards, Audit Considerations Relating to an Entity Using a
Service Organization, and the Exposure Draft of International Standard
on Auditing 402 (Revised and Redrafted), Audit Considerations Relating
to an Entity Using a Third Party Service Organization

A39. This analysis was prepared by the AICPA Audit and Attest Standards
staff to highlight substantive differences between the proposed Statement on
Auditing Standards (SAS), Audit Considerations Relating to an Entity Using a
Service Organization, and the December 2007 exposure draft of International
Standard on Auditing (ISA) 402 (Revised and Redrafted), Audit Considerations
Relating to an Entity Using a Third Party Service Organization, and to explain
the rationale for those differences. This analysis is not authoritative and is
prepared for informational purposes only. It has not been acted on or reviewed
by the Auditing Standards Board.

Description of Difference Explanation

1. Definitions of type 1 and type 2
reports. The definitions of Report on a
description of a service organization's
system and the suitability of the design
of controls (type 1 report) and Report on
a description of a service organization's
system and the suitability of the design
and operating effectiveness of controls
(type 2 report), in paragraph 8 of the
proposed SAS, indicate that

a. management's written assertion is an
element of these reports.

b. the service auditor reports on man-
agement's written assertion.

The definitions of Report on the
description and design of controls at a
service organization (Type A report) and
Report on the description, design and
operating effectiveness of controls at a
service organization (Type B report), in
paragraph 9 of the ISA 402 exposure
draft, differ from the definitions in the
proposed SAS because

a. management's written assertion is
not listed as an element of the reports.

b. the service auditor expresses an opin-
ion directly on the subject matter
rather than on management's asser-
tion.

Requiring management to provide a
written assertion about the subject
matter, and the auditor to report on
that assertion underscores the fact
that management of the service
organization is responsible for
controls at the service organization
that affect user entities' information
and communication systems.
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Description of Difference Explanation

2. Procedures for obtaining
evidence about operating
effectiveness of controls. Paragraph
12 of the proposed SAS lists a fourth
procedure, "Performing tests of the user
entity's controls over the activities of the
service organization," as one or more of
the audit procedures an auditor should
perform when obtaining audit evidence
about the operating effectiveness of
controls. The ISA 402 exposure draft
does not include this procedure.

In some situations, a user entity
may be able to establish controls
over the activities of the service
organization to prevent or detect
and correct financial statement
misstatements that might result if
incorrect information were provided
to the user entity. For example, user
entities commonly outsource their
payroll function to a payroll
processor. The user entity transmits
payroll data (name, address, salary,
withholding rate, 401(k)
contribution rate, and so on) to the
payroll processor. The user entity
records the payroll based on the
data provided by the payroll
processor. A user entity may
establish controls over the
information provided by the payroll
processor, for example, by
recalculating a sample of the
paychecks each pay period.
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Appendix L

Proposed Statement on Standards for
Attestation Engagements, Reporting on
Controls at a Service Organization

Introduction
Currently, Statement on Auditing Standards (SAS) No. 70, Service Organiza-
tions (AICPA, Professional Standards, vol. 1, AU sec. 324), provides guidance
to auditors reporting on controls at a service organization (service auditors)
and auditors auditing the financial statements of entities that use a service
organization (user auditors). The AICPA recently issued two exposure drafts of
proposed standards that would create a new Statement on Standards for Attes-
tation Engagements (SSAE), Reporting on Controls at a Service Organization,
for use by service auditors, and a new SAS, Audit Considerations Relating to
an Entity Using a Service Organization, for use by user auditors. The proposed
SAS would supersede SAS No. 70 and would only contain guidance for user
auditors; the proposed SSAE would only contain guidance for service auditors.
The proposed SSAE would supersede the requirements and guidance for service
auditors in AU section 324. The two exposure drafts were issued in November
2008 with comments due by February 2009. These changes will have a signif-
icant effect on future editions of this guide, and we will make the necessary
revisions in a future edition of this guide.

How the Proposed SSAE Would Affect Existing Standards
The proposed SSAE would affect AU section 324 in the following ways:

• As a condition of engagement performance, management of the
service organization would be required to provide the service au-
ditor with a written assertion about (1) the fairness of the pre-
sentation of the description of the service organization's system;
(2) the suitability of the design of the controls to achieve the re-
lated control objectives stated in the description; and, in a type
2 engagement, (3) the operating effectiveness of those controls to
achieve the related control objectives stated in the description.

• A service auditor would be able to report on controls at a service
organization other than controls that are relevant to user entities'
financial reporting (for example, controls related to user entities'
regulatory compliance, production, or quality control).

• In a type 2 report, the service auditor's opinion on the fairness
of the presentation of the description of the service organization's
system and on the suitability of the design of the controls would
be for a period rather than as of a specified date, as it currently is
in AU section 324.

• When obtaining an understanding of the service organization's
system, the service auditor would be required to obtain in-
formation to identify risks that the description of the service
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organization's system is not fairly presented or that the control
objectives stated in the description were not achieved due to in-
tentional acts by service organization personnel.

• In a type 2 engagement, evidence obtained in prior engagements
about the satisfactory operation of controls in prior periods would
not provide a basis for a reduction in testing of the operating effec-
tiveness of controls, even if supplemented with evidence obtained
during the current period.

• A service auditor's type 2 report would identify the customers to
whom use of the report is restricted as "customers of the service
organization's system during some or all of the period covered
by the service auditor's report," and in a service auditor's type 1
report, as, "customers as of the date of the service organization's
description covered by the report."

Clarity
To address concerns over the clarity, length, and complexity of its standards, the
Auditing Standards Board (ASB) is undertaking a significant effort to clarify
its standards.1 In March 2007, the ASB issued a discussion paper, "Improving
the Clarity of ASB Standards."2 In response to the feedback received on the
discussion paper and subsequent discussions with interested parties, the ASB
established clarity drafting conventions and began to revise its standards in
accordance with those conventions. The clarity drafting conventions include
the following:

• Establishing objectives for each of the standards

• Including a definitions section in each standard, where relevant

• Separating requirements from application and other explanatory
material

• Numbering application and other explanatory material para-
graphs using an A- prefix and presenting them in a separate sec-
tion that follows the requirements section

• Using formatting techniques, such as bulleted lists, to enhance
readability

• Including, where appropriate, special considerations relevant to
audits of smaller, less complex entities

• Including, where appropriate, special considerations relevant to
audits of governmental entities

Convergence
Consistent with the ASB's strategy to converge its standards with those of
the International Auditing and Assurance Standards Board (IAASB),3 the pro-
posed SSAE has been drafted using the December 2007 exposure draft of Inter-
national Standard on Assurance Engagements (ISAE) 3402, Assurance Reports

1 The pamphlet, "Clarification and Convergence," provides information about the Auditing Stan-
dards Board's (ASB) clarity project.

2 The discussion paper, "Improving the Clarity of ASB Standards," provides information about
the ASB regarding persons interested in auditing and reporting issues.

3 The paper, "AICPA's ASB International Convergence Plan," provides information regarding the
AICPA's ASB International Convergence Plan.
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on Controls at a Third Party Service Organization, as a base. Differences be-
tween the proposed SSAE and the ISAE 3402 exposure draft, for which the ASB
believes there is no compelling reason, have been eliminated. Any differences
in objectives, definitions, or requirements between the proposed SSAE and the
ISAE 3402 exposure draft are identified in exhibit E of the exposure draft.

The ASB has made various changes to the language in the proposed ISAE, in-
cluding replacing terms or phrases used in the proposed ISAE with those more
commonly used in the United States, and tailoring examples and guidance so
that they are more appropriate for the U.S. environment. Where the ASB be-
lieves that such changes in language have resulted in a substantive difference,
these differences have been identified in exhibit E.

Issues for Consideration

Effective Date
The ASB plans to make most of its clarified standards effective at the same
time (no earlier than periods beginning on or after December 15, 2010). The ef-
fective date of the ISAE has not yet been determined. However, if the ISAE and
the SSAE were to become effective at different times, two different standards
resulting in two different reports, that frequently are used by auditors in mul-
tiple jurisdictions, would be available at the same time. To avoid the confusion
that might result from that situation, the ASB has proposed making the SSAE
effective concurrently with the ISAE. Accordingly, if the ISAE is effective for
periods beginning earlier than December 15, 2010, the effective date for this
proposed SSAE may be before, and not tied to, the effective date of the afore-
mentioned proposed SAS, Audit Considerations Relating to an Entity Using
a Service Organization (Redrafted). The ASB is seeking specific comments on
an appropriate effective date. Should the effective date of the proposed SSAE
precede the effective date of the other converged standards?

Management’s Assertion
The proposed SSAE requires management of the service organization to pro-
vide the service auditor with a written assertion about the fair presentation
of the description of the service organization's system, the suitability of the
design of the controls and, in the case of a type 2 report, the operating effective-
ness of the controls (an assertion-based engagement). Management's written
assertion would accompany the description of the service organization's sys-
tem, as required by paragraph 8(c) of the proposed SSAE. The ASB believes
that an assertion-based engagement is more appropriate than the alternative,
a direct-reporting engagement, in which the subject matter of the engagement
is included in the service auditor's report, and no management assertion accom-
panies the report. An assertion-based engagement includes an explicit acknowl-
edgement by management of its responsibility for the matters addressed in its
assertion. Assertion-based engagements are prevalent in some jurisdictions; in
others, direct-reporting engagements are more common.

It should be noted that the nature, timing, and extent of the service auditor's
procedures ordinarily would be the same regardless of whether the engagement
to report on controls at a service organization is an assertion-based or direct-
reporting engagement. Further, in the case of a direct-reporting engagement, a
service auditor would be required to obtain representations from management
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of the service organization that contain confirmations equivalent to the asser-
tions outlined in the proposed SSAE. The ASB is seeking views on whether there
are situations in which it would not be possible or practicable for management
of the service organization to provide an assertion.

Supplement to the Exposure Draft
To assist respondents in commenting on the proposed SSAE, the Audit and
Attest Standards staff has prepared the following supplementary material:

• A table comparing the ISAE 3402 exposure draft to the proposed
SSAE. The table is a paragraph-by-paragraph comparison that
contains the following four columns:

— The December 2007 exposure draft of ISAE 3402

— A marked draft of the ISAE 3402 exposure draft showing
changes made to that draft to arrive at the proposed SSAE

— The related paragraphs in extant AU section 324

— Explanations of substantive changes to the ISAE 3402
ED and other comments

• A table showing how the paragraphs in extant AU section 324,
Service Organizations, are reflected in the proposed SAS and in
the proposed SSAE. This table is a paragraph-by-paragraph com-
parison that contains the following three columns:

— The paragraphs in extant AU section 324

— The related paragraphs in the proposed SAS and in the
proposed SSAE

— Comments and explanations

This staff-prepared supplementary material is for informational purposes only
and is not a part of the exposure draft. The supplementary material can be found
at www.aicpa.org/Professional+Resources/Accounting+and+Auditing/Audit+
and+Attest+Standards/Exposure+Drafts+of+Proposed+Statements/Reporting
+Service+Organization.htm.

(To supersede the guidance for service auditors in AU section 324, Ser-
vice Organizations [AICPA, Professional Standards, vol. 1])

November 17, 2008

Explanatory Memorandum

Introduction
This memorandum provides background for the proposed Statement on Stan-
dards for Attestation Engagements (SSAE), Reporting on Controls at a Ser-
vice Organization. The proposed SSAE would supersede the requirements and
guidance for auditors reporting on controls at service organizations (service
auditors) in AU section 324, Service Organizations (AICPA, Professional Stan-
dards, vol. 1). The guidance in AU section 324 for auditors of the financial
statements of entities that use a service organization (user auditors) is being
revised, renamed Audit Considerations Relating to an Entity Using a Service
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Organization, and retained in AU section 324. The proposed Statement on Au-
diting Standards (SAS) that would replace the guidance for user auditors is
being exposed for comment concurrently with this proposed SSAE.

How the Proposed SSAE Would Affect Existing Standards
The proposed SSAE would affect AU section 324 in the following ways:

• As a condition of engagement performance, management of the
service organization would be required to provide the service au-
ditor with a written assertion about (1) the fairness of the pre-
sentation of the description of the service organization's system,
(2) the suitability of the design of the controls to achieve the re-
lated control objectives stated in the description, and, in a type
2 engagement, (3) the operating effectiveness of those controls to
achieve the related control objectives stated in the description.

• A service auditor would be able to report on controls at a service
organization other than controls that are relevant to user entities'
financial reporting, for example, controls related to user entities'
regulatory compliance, production, or quality control.

• In a type 2 report, the service auditor's opinion on the fairness
of the presentation of the description of the service organization's
system and on the suitability of the design of the controls would
be for a period rather than as of a specified date, as it currently is
in AU section 324.

• When obtaining an understanding of the service organization's
system, the service auditor would be required to obtain informa-
tion to identify risks that the description of the service organiza-
tion's system is not fairly presented or that the control objectives
stated in the description were not achieved due to intentional acts
by service organization personnel.

• Indicates that when assessing the operating effectiveness of con-
trols in a type 2 engagement, evidence obtained in prior engage-
ments about the satisfactory operation of controls in prior periods
does not provide a basis for a reduction in testing, even if supple-
mented with evidence obtained during the current period.

• A service auditor's type 2 report would identify the customers to
whom use of the report is restricted as "customers of the service
organization's system during some or all of the period covered
by the service auditor's report," and in a service auditor's type 1
report, as, "customers as of the date of the service organization's
description covered by the report."

Background
Clarity
To address concerns over the clarity, length, and complexity of its standards, the
Auditing Standards Board (ASB) is undertaking a significant effort to clarify
its standards.1 In March 2007, the ASB issued a discussion paper, "Improving

1 The pamphlet, "Clarification and Convergence," provides information about the Auditing Stan-
dards Board's (ASB) clarity project and can be viewed at www.aicpa.org/download/auditstd/ASB_
Clarity_%20and_Convergence_(8.5x11).pdf.

AAG-SRV APP L



P1: G.Shankar

ACPA090-AppL ACPA090.cls May 20, 2009 7:11

226 Service Organizations: Applying SAS No. 70

the Clarity of ASB Standards."2 In response to the feedback received on the
discussion paper and subsequent discussions with interested parties, the ASB
established clarity drafting conventions and began to revise its standards in
accordance with those conventions. The clarity drafting conventions include
the following:

• Establishing objectives for each of the standards

• Including a definitions section in each standard, where relevant

• Separating requirements from application and other explanatory
material

• Numbering application and other explanatory material para-
graphs using an A- prefix and presenting them in a separate sec-
tion that follows the requirements section

• Using formatting techniques, such as bulleted lists, to enhance
readability

• Including, where appropriate, special considerations relevant to
audits of smaller, less complex entities

• Including, where appropriate, special considerations relevant to
audits of governmental entities

Convergence
Consistent with the ASB's strategy to converge its standards with those of
the International Auditing and Assurance Standards Board (IAASB),3 the pro-
posed SSAE has been drafted using the December 2007 exposure draft of Inter-
national Standard on Assurance Engagements (ISAE) 3402, Assurance Reports
on Controls at a Third Party Service Organization, as a base. Differences be-
tween the proposed SSAE and the ISAE 3402 exposure draft, for which the ASB
believes there is no compelling reason, have been eliminated. Any differences
in objectives, definitions, or requirements between the proposed SSAE and the
ISAE 3402 exposure draft are identified in exhibit E.

The ASB has made various changes to the language in the proposed ISAE, in-
cluding replacing terms or phrases used in the proposed ISAE with those more
commonly used in the United States, and tailoring examples and guidance so
that they are more appropriate for the U.S. environment. Where the ASB be-
lieves that such changes in language have resulted in a substantive difference,
these differences have been identified in exhibit E.

Issues for Consideration
Effective Date
The ASB plans to make most of its clarified standards effective at the same
time (no earlier than periods beginning on or after December 15, 2010). The ef-
fective date of the ISAE has not yet been determined. However, if the ISAE and
the SSAE were to become effective at different times, two different standards
resulting in two different reports, that frequently are used by auditors in mul-
tiple jurisdictions, would be available at the same time. To avoid the confusion
that might result from that situation, the ASB has proposed making the SSAE

2 The discussion paper, "Improving the Clarity of ASB Standards," can be viewed at
www.aicpa.org/download/auditstd/Clarity_of_ASB_Standards_Discussion_Memo.pdf.

3 The paper, "AICPA's Auditing Standards Board International Convergence Plan," can be viewed
at www.aicpa.org/download/auditstd/ASB_Convergence_Plan.pdf.
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effective concurrently with the ISAE. Accordingly, if the ISAE is effective for
periods beginning earlier than December 15, 2010, the effective date for this
proposed SSAE may be before, and not tied to, the effective date of the afore-
mentioned proposed SAS, Audit Considerations Relating to an Entity Using a
Service Organization. The ASB is seeking specific comments on an appropri-
ate effective date. Should the effective date of the proposed SSAE precede the
effective date of the other converged standards?

Management’s Assertion
The proposed SSAE requires management of the service organization to pro-
vide the service auditor with a written assertion about the fair presentation
of the description of the service organization's system, the suitability of the
design of the controls and, in the case of a type 2 report, the operating effective-
ness of the controls (an assertion-based engagement). Management's written
assertion would accompany the description of the service organization's sys-
tem, as required by paragraph 8(c) of the proposed SSAE. The ASB believes
that an assertion-based engagement is more appropriate than the alternative,
a direct-reporting engagement, in which the subject matter of the engagement
is included in the service auditor's report, and no management assertion accom-
panies the report. An assertion-based engagement includes an explicit acknowl-
edgement by management of its responsibility for the matters addressed in its
assertion. Assertion-based engagements are prevalent in some jurisdictions; in
others, direct-reporting engagements are more common.

It should be noted that the nature, timing, and extent of the service auditor's
procedures ordinarily would be the same regardless of whether the engagement
to report on controls at a service organization is an assertion-based or direct-
reporting engagement. Further, in the case of a direct-reporting engagement, a
service auditor would be required to obtain representations from management
of the service organization that contain confirmations equivalent to the asser-
tions outlined in the proposed SSAE. The ASB is seeking views on whether there
are situations in which it would not be possible or practicable for management
of the service organization to provide an assertion.

Guide for Respondents
In addition to the aforementioned specific areas on which the ASB is seeking
comments, the ASB is seeking comments on the effect of applying the clarity
drafting conventions to the proposed SSAE and of converging it with the ISAE
3402 exposure draft. Respondents are asked to comment in particular on the
appropriateness of

1. the objectives stated in the proposed SSAE to be achieved by the
service auditor.

2. the revisions made to the existing standard to converge it with the
ISAE 3402 exposure draft.

3. the differences between the proposed SSAE and the ISAE 3402
exposure draft identified in exhibit E, and other language changes.

4. the manner in which considerations for audits of smaller, less com-
plex entities and governmental entities have been dealt with.

Comments are most helpful when they refer to specific paragraphs, include the
reasons for the comments, and, where appropriate, make specific suggestions
for any proposed changes to wording. When a respondent agrees with proposals
in the exposure draft, it is helpful if the ASB is made aware of this view.

AAG-SRV APP L



P1: G.Shankar

ACPA090-AppL ACPA090.cls May 20, 2009 7:11

228 Service Organizations: Applying SAS No. 70

The comment period for the exposure draft ends on February 17, 2009. Written
comments on the exposure draft will become part of the public record of the
AICPA and will be available for public inspection at the offices of the AICPA
after March 17, 2009, for one year. Responses should be sent to Sharon Macey
at smacey@aicpa.org or mailed to Audit and Attest Standards, AICPA, 1211
Avenue of the Americas, New York, NY 10036-8775 in time to be received by
February 17, 2009.

Supplement to the Exposure Draft
To assist respondents in commenting on the proposed SSAE, the Audit and
Attest Standards staff has prepared the following supplementary material:

• A table comparing the ISAE 3402 exposure draft to the proposed
SSAE. The table is a paragraph-by-paragraph comparison that
contains the following four columns:

1. The December 2007 exposure draft of ISAE 3402

2. A marked draft of the ISAE 3402 exposure draft showing
changes made to that draft to arrive at the proposed SSAE

3. The related paragraphs in extant AU section 324

4. Explanations of substantive changes to the ISAE 3402 ED
and other comments

• A table showing how the paragraphs in extant AU section 324,
Service Organizations, are reflected in the proposed SAS and in
the proposed SSAE. This table is a paragraph-by-paragraph com-
parison that contains the following three columns:

1. The paragraphs in extant AU section 324

2. The related paragraphs in the proposed SAS and in the
proposed SSAE

3. Comments and explanations

This staff-prepared supplementary material is for informational purposes only
and is not a part of the exposure draft. However, it may be useful to respondents
in formulating comments and is available on the AICPA Web site at www.aicpa.
org/Professional+Resources/Accounting+and+Auditing/Audit+and+Attest+
Standards/Improving+the+Clarity+of+ASB+Standards.htm.

Comment Period
The comment period for this exposure draft ends on February 17, 2009.
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Robert D. Dohrer Thomas M. Stemlar

Charles E. Frazier Stephanie A. Westington

Nicholas J. Mastracchio, Jr. Arthur M. Winstead, Jr.

Jorge Milo Megan F. Zietsman
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Proposed Statement on Standards for Attestation
Engagements, Reporting on Controls at a Service
Organization

Introduction

Scope of this Statement on Standards for Attestation Engagements
1. This Statement on Standards for Attestation Engagements (SSAE) ad-

dresses examination engagements undertaken by a service auditor to report on
controls at organizations that provide services to user entities when those con-
trols are likely to be part of the user entities' information and communication
systems relevant to financial reporting. It complements proposed AU section
324, Audit Considerations Relating to an Entity Using a Service Organization
(AICPA, Professional Standards, vol. 1), in that reports prepared in accordance
with this SSAE may provide appropriate evidence under AU section 324.

2. The focus of this SSAE is on engagements to report on controls at service
organizations relevant to financial reporting by user entities. It also may be
applied, adapted as necessary, to engagements to report on

a. a service organization's controls other than those that are part of
user entities' information and communication systems relevant to
financial reporting, for example, controls that affect user entities'
regulatory compliance,1 production, or quality control.

b. controls at a shared service center that provides services to a group
of related entities.

3. In addition to performing an examination of a service organization's
controls, a service auditor may be engaged to (a) report on a user entity's
transactions or balances2 maintained by a service organization, or (b) perform
agreed upon procedures3 related to the controls of a service organization or to

1 AT section 601, Compliance Attestation (AICPA, Professional Standards, vol. 1), of Statements
on Standards for Attestation Engagements (SSAE) is applicable if a practitioner is reporting on an
entity's own regulatory compliance.

2 Paragraphs .11–.13 of AU section 623, Special Reports (AICPA, Professional Standards, vol. 1),
address engagements to report on specified elements, accounts, or items of a financial statement.

3 AT section 201, Agreed-Upon Procedures Engagements (AICPA, Professional Standards, vol. 1),
addresses engagements in which a practitioner reports on agreed upon procedures.
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transactions or balances of a user entity maintained by a service organization.
However, these engagements are not dealt with in this SSAE.

4. Paragraph .09 of AT section 101, Attest Engagements (AICPA, Profes-
sional Standards, vol. 1), indicates that a practitioner may report on either
management's written assertion or directly on the subject matter to which it
relates. The reporting guidance in this SSAE is based on the premise that
management will provide the service auditor with a written assertion that is
included in management's description of the service organization's system, ex-
cept in the circumstances described in paragraph 9 of this SSAE.

Effective Date
5. This SSAE is effective for service auditors' reports for periods beginning

on or after [date].* Earlier implementation is permitted.

Objectives
6. The objectives of the service auditor are to

a. obtain reasonable assurance about whether, in all material re-
spects, based on suitable criteria

(1) management's description of the service organization's
system is fairly presented.

(2) the controls are suitably designed to achieve the control
objectives stated in management's description of the ser-
vice organization's system.

(3) when included in the scope of the engagement, the con-
trols operated effectively throughout the specified period
to achieve the control objectives stated in management's
description of the service organization's system.

b. report in accordance with the service auditor's findings.

Definitions
7. For purposes of this SSAE, the following terms have the meanings at-

tributed in the subsequent text:

Carve-out method. Method of dealing with the services provided by a sub-
service organization whereby the description of the service organization's
system identifies the nature of the services performed by the subservice or-
ganization and excludes from the description and from the scope of the ser-
vice auditor's engagement, the subservice organization's relevant control
objectives and related controls. The description of the service organization's
system and the scope of the service auditor's engagement include controls
at the service organization for monitoring the effectiveness of controls at
the subservice organization, which may include the service organization's
review of a service auditor's report on controls at the subservice organiza-
tion.

Complementary user entity controls. Controls that the service organiza-
tion assumes, in the design of its service, will be implemented by user
entities, and which, if necessary to achieve the control objectives stated in

* See the discussion of the effective date under "Issues for Consideration."
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the description of the service organization's system, are identified as such
in that description.

Control objectives. The aim or purpose of specified controls at the service
organization. Control objectives ordinarily address the risks that controls
are intended to mitigate. In the context of internal control over financial
reporting, a control objective generally relates to one or more relevant
assertions for a significant account or disclosure in user entities' finan-
cial statements and addresses the risk that the controls in a specific area
will not provide reasonable assurance that a misstatement or omission in
that relevant assertion is prevented or detected and corrected on a timely
basis.

Controls at a service organization. The policies and procedures at a service
organization that are likely to be relevant to user entities' internal con-
trol over financial reporting. These policies and procedures are designed,
implemented, and maintained by the service organization to provide rea-
sonable assurance about the achievement of the control objectives relevant
to the services covered by the service auditor's report (Ref: par. A1)

Controls at a subservice organization. The policies and procedures de-
signed, implemented, and maintained by a subservice organization to pro-
vide reasonable assurance about the achievement of control objectives that
are relevant to the services covered by the service auditor's report.

Criteria. The standards or benchmarks used to measure and present the sub-
ject matter and against which the service auditor evaluates the subject
matter. Management is responsible for selecting the criteria. Suitable cri-
teria are required for reasonably consistent evaluation or measurement
of a subject matter. Criteria need to be available to the intended users to
enable them to understand how the subject matter has been evaluated or
measured. Information about suitable criteria is provided in paragraphs
.23–.34 of AT section 101. Paragraphs 15–17 of this SSAE discuss the crite-
ria for evaluating the fairness of the presentation of management's descrip-
tion of the service organization's system and the suitability of the design
and operating effectiveness of the controls.

Inclusive method. Method of dealing with the services provided by a sub-
service organization whereby the service organization's description of its
system includes a description of the nature of the services provided by the
subservice organization as well as the subservice organization's relevant
control objectives and related controls included in the scope of the service
auditor's engagement. (Ref: par. A2)

Internal audit function. The service organization's internal auditors and oth-
ers (for example, a compliance or risk department) who perform activities
similar to those performed by internal auditors.

Report on a description of a service organization's system and the suit-
ability of the design of controls (referred to in this SSAE as a type 1
report). (Ref: par. A3). A report that comprises

a. a description of the service organization's system prepared by man-
agement of the service organization.

b. a written assertion by the service organization's management about
whether, in all material respects, and based on suitable criteria
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(1) the description of the service organization's system fairly
presents the service organization's system that was de-
signed and implemented as of a specified date.

(2) the controls related to the control objectives stated in the
description were suitably designed to achieve those control
objectives as of the specified date.

c. a service auditor's report that expresses an opinion on the matters
in b1–2.

Report on a description of a service organization's system and the
suitability of the design and operating effectiveness of controls
(referred to in this SSAE as a type 2 report) (Ref: par. A3). A report that
comprises

a. a description of the service organization's system prepared by man-
agement of the service organization.

b. a written assertion by the service organization's management,
about whether in all material respects, and based on suitable
criteria

(1) the description of the service organization's system fairly
presents the service organization's system that was de-
signed and implemented throughout the specified period.

(2) the controls related to the control objectives stated in the
description of the service organization's system were suit-
ably designed throughout the specified period to achieve
those control objectives.

(3) the controls related to the control objectives stated in the
description of the service organization's system operated
effectively throughout the specified period to achieve those
control objectives.

c. a service auditor's report that

(1) expresses an opinion on the matters in b1–3.

(2) includes a description of the service auditor's tests of con-
trols and the results thereof.

Service auditor. A practitioner who reports on controls at a service organiza-
tion.

Service organization. An organization or segment of an organization that
provides services to user entities that are part of those user entities' infor-
mation and communication systems relevant to financial reporting.

Service organization's system. The policies and procedures designed, imple-
mented, and maintained by the service organization to provide user entities
with the services covered by the service auditor's report. The description
of the service organization's system, prepared by management of the ser-
vice organization, identifies the services covered, the period to which the
description relates, the control objectives specified by management or an
outside party, the party specifying the control objectives (if not specified by
management), and the related controls.

Subservice organization. A service organization used by another service or-
ganization to perform some of the services provided to user entities that
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are part of those user entities' information and communication systems
relevant to financial reporting.

Test of controls. A procedure designed to evaluate the operating effectiveness
of controls in preventing or detecting and correcting deficiencies in internal
control that could result in the nonachievement of the control objectives
stated in the description of the service organization's system.

User auditor. An auditor who audits and reports on the financial statements
of a user entity.

User entity. An entity that uses a service organization.

Requirements

Acceptance and Continuance (Ref: par. A4–A6)
8. Unless the service auditor is required by law or regulation to continue

(or accept as applicable) an engagement to report on controls at a service orga-
nization, the service auditor should continue (or accept as applicable) a service
auditor's engagement only if

a. the service auditor's preliminary knowledge of the engagement cir-
cumstances indicates that

(1) the criteria to be used will be suitable and available to the
intended users;

(2) the service auditor will have access to sufficient, appropri-
ate evidence to the extent necessary; and

(3) the scope of the engagement and the description of the
service organization's system will not be so limited that
they are unlikely to be useful to user entities and their
auditors.

b. in agreeing to the terms of the engagement, management of the
service organization acknowledges and accepts responsibility for
the following:

(1) Preparing and presenting the description of the service or-
ganization's system and the accompanying assertion, in-
cluding the completeness, accuracy, and method of presen-
tation of the description and assertion

(2) Selecting the criteria used and stating them in the asser-
tion

(3) Specifying the control objectives, stating them in the de-
scription of the service organization's system, and, if the
control objectives are specified by law, regulation, or an-
other party (for example, a user group or a professional
body), identifying in the description the party specifying
the control objectives

(4) Identifying the risks that threaten the achievement of the
control objectives

(5) Designing, implementing, and maintaining controls to
provide reasonable assurance that the control objectives
stated in the description of the service organization's sys-
tem will be achieved
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(6) Providing the service auditor with the following:

(a) All information relevant to the preparation and
presentation of the description of the service or-
ganization's system and accompanying assertion,
such as information contained in records and doc-
umentation

(b) Any additional relevant information that the ser-
vice auditor may request

(c) Unrestricted access to personnel within the ser-
vice organization from whom the service auditor
determines it is necessary to obtain evidence rel-
evant to the service auditor's engagement

(d) Written representations at the conclusion of the
engagement

c. Management of the service organization provides a written asser-
tion that will accompany the description of the service organiza-
tion's system provided to user entities (Ref: par. A5).

9. If management subsequently refuses to furnish a written assertion,
the service auditor should withdraw from the engagement. If law or regulation
does not allow the service auditor to withdraw from the engagement, the service
auditor should disclaim an opinion.

10. When the service auditor plans to disclaim an opinion, the limited
procedures performed by the service auditor may cause the service auditor to
conclude that certain aspects of the description of the service organization's
system are not fairly presented in all material respects; that certain controls
were not suitably designed to provide reasonable assurance that the control
objectives stated in the description would be achieved if the controls operated
as described; or, in the case of a type 2 report, certain controls did not oper-
ate effectively throughout the specified period to achieve the control objectives
stated in the description. In such instances, the service auditor's report also
should identify the aspects of the description that are not fairly presented; the
controls that were not suitably designed to achieve the control objectives stated
in the description; and, in the case of a type 2 report, the controls that were
not operating effectively throughout the specified period to achieve the control
objectives stated in the description.

11. The service auditor's inability to obtain a written assertion from man-
agement represents a scope limitation. When disclaiming an opinion because
of a scope limitation, the service auditor should state that he or she does not
express an opinion on the fairness of the presentation of the description of the
service organization's system or on the suitability of the design or operating ef-
fectiveness of the service organization's controls to achieve the related control
objectives stated in the description. In a separate paragraph of the service au-
ditor's report, the service auditor should state the substantive reasons for the
disclaimer. The auditor should not identify the procedures that were performed
nor include statements describing the characteristics of a service auditor's en-
gagement; to do so might overshadow the disclaimer.

12. If management requests a change in the scope of the engagement
before the completion of the engagement, the service auditor should be satisfied,
before agreeing to the change, that there is reasonable justification for the
change (Ref: par. A4).
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13. If management of the service organization will not provide the ser-

vice auditor with a written assertion, this SSAE precludes the service auditor
from performing a service auditor's engagement under AT section 101, Attest
Engagements (Ref: par. A5).

Assessing the Suitability of the Criteria (Ref: par. A7–A8)
14. As required by paragraph .23 of AT section 101, the service auditor

should assess whether management has used suitable criteria in preparing
and presenting the description of the service organization's system; evaluating
whether controls were suitably designed to achieve the control objectives stated
in the description; and in the case of a type 2 report, evaluating whether con-
trols operated effectively throughout the specified period to achieve the control
objectives stated in the description.

15. Suitable criteria for evaluating whether the description of the ser-
vice organization's system is fairly presented should include, at a minimum,
whether the description

a. presents how the service organization's system made available to
user entities was designed and implemented to process relevant
transactions, including the following information about the service
organization's system:

(1) The classes of transactions processed

(2) The procedures, within both automated and manual sys-
tems, by which transactions are initiated, authorized,
recorded, processed, corrected as necessary, and reported
to user entities

(3) The related accounting records, whether electronic or man-
ual, and supporting information involved in initiating, au-
thorizing, recording, processing, and reporting transac-
tions; this includes the correction of incorrect information
and how information is transferred to the reports pre-
sented to user entities

(4) How the service organization's system captures significant
events and conditions, other than transactions

(5) The process used to prepare reports provided to user enti-
ties

(6) The specified control objectives and controls designed to
achieve those objectives

(7) Other aspects of the service organization's control environ-
ment, risk assessment process, information and communi-
cation systems (including the related business processes),
control activities, and monitoring controls that are rele-
vant to achieving the control objectives stated in the de-
scription of the service organization's system.

b. does not omit or distort information relevant to the scope of the ser-
vice organization's system, while acknowledging that the descrip-
tion of the service organization's system is presented to meet the
common needs of a broad range of user entities and their audi-
tors, and may not, therefore, include every aspect of the service
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organization's system that each individual user entity and its au-
ditor may consider important in its own particular environment.

16. Suitable criteria for evaluating whether controls are suitably designed
to provide reasonable assurance that the control objectives stated in the de-
scription of the service organization's system would be achieved if the controls
operated effectively should include, at a minimum, whether

a. the risks that threaten the achievement of the control objectives
stated in the description have been identified.

b. the identified controls would, if operating as described, provide rea-
sonable assurance that those risks would not prevent the control
objectives stated in the description from being achieved.

17. Suitable criteria for evaluating whether controls operated effectively to
provide reasonable assurance that the control objectives stated in the descrip-
tion of the service organization's system would be achieved should include, at
a minimum, whether the controls were consistently applied as designed, in-
cluding whether manual controls were applied by individuals who have the
appropriate competence and authority.

Materiality (Ref: par. A9–A10)
18. When planning and performing the engagement, the service auditor

should evaluate materiality with respect to the fair presentation of the descrip-
tion of the service organization's system, the suitability of the design of controls
to achieve the related control objectives stated in the description and, in the
case of a type 2 report, the operating effectiveness of the controls to achieve the
related control objectives stated in the description.

Using the Work of an Internal Audit Function

Obtaining an Understanding of the Internal Audit Function (Ref: par.
A11–A12)

19. The service auditor should obtain an understanding of the aspects of
the internal audit function that are relevant to the engagement.

Planning to Use the Work of the Internal Audit Function

20. When the service auditor intends to use the work of the internal audit
function, the service auditor should evaluate the following:

a. The objectivity and technical competence of members of the internal
audit function

b. Whether the internal audit function is carried out with due profes-
sional care

c. The effect of any constraints or restrictions placed on the internal
audit function by management or those charged with governance

21. In making judgments about the effect of the internal audit function's
work on the service auditor's procedures, the service auditor should evaluate
the following:

a. The significance of that work to the service auditor's conclusions
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b. The degree of subjectivity involved in the evaluation of the evidence

gathered in support of those conclusions

Using the Work of the Internal Audit Function

22. When the service auditor uses specific work of the internal audit func-
tion or the internal audit function provides direct assistance to the service au-
ditor, the service auditor should perform procedures to evaluate the adequacy
of that work.

23. When evaluating specific work performed by the internal audit func-
tion, the service auditor should consider the adequacy of the scope of the work
and whether the evaluation of the internal audit function remains appropriate.
The service auditor should evaluate whether

a. the work is performed by persons having appropriate skill and ex-
pertise.

b. the work is properly supervised, reviewed, and documented.

c. sufficient, appropriate evidence is obtained to be able to draw rea-
sonable conclusions.

d. conclusions reached are appropriate in the circumstances, and any
reports prepared are consistent with the results of the work per-
formed.

e. any exceptions or unusual matters disclosed by the internal audit
function are properly resolved.

Effect on the Service Auditor’s Report

24. If the work of the internal audit function has been used, the service
auditor should make no reference to that work in the service auditor's opin-
ion. Notwithstanding its degree of autonomy and objectivity, the internal audit
function is not independent of the service organization. The service auditor has
sole responsibility for the opinion expressed in the service auditor's report and,
accordingly, that responsibility is not reduced by the service auditor's use of the
work of the internal audit function.

25. In the case of a type 2 report, if the work of the internal audit function
has been used in performing tests of controls, the service auditor's description of
tests of controls and results thereof should include a description of the internal
auditor's work and of the service auditor's procedures with respect to that work.

Using the Work of a Service Auditor’s Specialist

The Capabilities, Competence, and Objectivity of the Service Auditor’s
Specialist

26. If the service auditor intends to use the work of a specialist, the service
auditor should evaluate whether the service auditor's specialist has the neces-
sary capabilities, competence, and objectivity for the service auditor's purposes.
In evaluating the specialist's objectivity, the service auditor should inquire
about interests and relationships that may create a threat to that specialist's
objectivity.
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Obtaining an Understanding of the Field of Expertise
of the Service Auditor’s Specialist

27. The service auditor should obtain a sufficient understanding of the
field of expertise of the service auditor's specialist to enable the service
auditor to

a. determine the nature, scope, and objectives of that specialist's work
for the service auditor's purposes.

b. evaluate the adequacy of that work for the service auditor's pur-
poses.

Establishing an Understanding With the Service
Auditor’s Specialist

28. The service auditor should establish a written understanding with the
service auditor's specialist regarding the following matters:

a. The nature, scope, and objectives of that specialist's work

b. The respective roles of the service auditor and that specialist

c. The nature, timing, and extent of communication between the ser-
vice auditor and that specialist, including the form of any report to
be provided by that specialist

Evaluating the Adequacy of the Work of the Service Auditor’s Specialist

29. The service auditor should evaluate the adequacy of the work of the
service auditor's specialist for the service auditor's purposes.

Effect on the Service Auditor’s Report

30. If the work of the service auditor's specialist has been used, the service
auditor should make no reference to that work in the section of the service
auditor's report that contains the service auditor's opinion. The service auditor
has sole responsibility for the opinion expressed in the service auditor's report
and, accordingly, that responsibility is not reduced by the service auditor's use
of the work of a service auditor's specialist.

Obtaining an Understanding of the Service Organization’s System
(Ref: par. A13–A19)

31. The service auditor should obtain an understanding of the service
organization's system, including controls that are included in the scope of the
engagement (Ref: par. A13–A14).

32. When obtaining an understanding of the service organization 's sys-
tem, the service auditor should obtain information for use in identifying risks
that the description of the service organization's system is not fairly presented
or that the control objectives stated in that description were not achieved due
to intentional acts by service organization personnel (Ref: par. A15–A19).
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Obtaining Evidence Regarding the Description of the Service
Organization’s System (Ref: par. A20–A24)

33. The service auditor should obtain and read the description of the ser-
vice organization's system and should evaluate whether those aspects of the
description that are included in the scope of the engagement are presented
fairly, including whether

a. the control objectives stated in the description are reasonable in
the circumstances

b. controls identified in the description were implemented.

c. complementary user entity controls, if any, are adequately de-
scribed.

d. services performed by a subservice organization, if any, are ade-
quately described, including whether the inclusive method or the
carve-out method has been used.

34. The service auditor should determine, through inquiries of manage-
ment and other service organization personnel in combination with other pro-
cedures, whether the service organization's system described in management's
description has been implemented.

Obtaining Evidence Regarding the Design of Controls
(Ref: par. A25–A27)

35. The service auditor should determine which of the controls at the
service organization are necessary to achieve the control objectives stated in
the description of the service organization's system and should assess whether
they were suitably designed to achieve those control objectives by

a. identifying the risks that threaten the achievement of the control
objectives stated in the description.

b. evaluating the linkage of the controls identified in the description
with those risks.

Obtaining Evidence Regarding the Effectiveness of Controls
(Ref: par. A28–A34)

36. When performing a type 2 engagement, the service auditor should test
those controls that the service auditor has determined are necessary to achieve
the control objectives stated in the description of the service organization's
system and should assess their operating effectiveness throughout the period.
Evidence obtained in prior engagements about the satisfactory operation of
controls in prior periods does not provide a basis for a reduction in testing, even
if it is supplemented with evidence obtained during the current period.

37. The service auditor should inquire about changes in the service or-
ganization's controls that were implemented during the period covered by the
service auditor's report. If the service auditor believes the changes would be con-
sidered significant by user entities and their auditors, those changes should be
included in the description of the service organization's system. If such changes
are not included in the description, the service auditor should describe the
changes in his or her report. If the superseded controls are relevant to the
achievement of the control objectives stated in the description, the service au-
ditor should determine from management whether it is possible for the controls
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to be tested before and after the change, and if it is not possible, to determine
the effect on the service auditor's report.

38. When designing and performing tests of controls, the service auditor
should

a. perform other procedures in combination with inquiry to obtain
evidence about the following:

(1) How the control was applied

(2) The consistency with which the control was applied

(3) By whom or by what means the control was applied

b. determine whether the controls to be tested depend on other con-
trols, and if so, whether it is necessary to obtain evidence supporting
the operating effectiveness of those other controls.

c. determine an effective method for selecting the items to be tested
to meet the objectives of the procedure.

39. When determining the extent of tests of controls and whether sampling
is appropriate, the service auditor should consider the characteristics of the
population of the controls to be tested, including the nature of the controls,
the frequency of their application (for example, monthly, daily, many times per
day), and the expected rate of deviation. If the service auditor determines that
sampling is appropriate, the service auditor should refer to AU section 350,
Audit Sampling (AICPA, Professional Standards, vol. 1).

Nature and Cause of Deviations

40. The service auditor should investigate the nature and cause of any
deviations identified, including considering whether the deviations may be the
result of intentional acts by service organization personnel and should deter-
mine whether

a. identified deviations are within the expected rate of deviation and
are acceptable. If so, the testing that has been performed provides
an appropriate basis for concluding that the control operated effec-
tively throughout the specified period.

b. additional testing of the control or of compensating controls is nec-
essary to reach a conclusion about whether the controls related to
the control objectives stated in the description of the service or-
ganization's system operated effectively throughout the specified
period. Compensating controls, if effective, may limit the severity
of a deficiency and prevent it from being a significant deficiency or
a material weakness.

c. the testing that has been performed provides an appropriate basis
for concluding that the control did not operate effectively through-
out the specified period.

41. When the service auditor considers a deviation discovered in a sam-
ple to be an anomaly, and no compensating controls have been identified, the
service auditor should obtain a high degree of certainty that such deviation
is not representative of the population. The service auditor should obtain this
degree of certainty by performing additional procedures to obtain sufficient,
appropriate evidence that such deviations do not exist in the remainder of the
population.
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Written Representations (Ref: par. A35–A37)
42. The service auditor should ask management to provide written repre-

sentations, based on its knowledge and belief

a. that reaffirm the assertion accompanying the description of the
service organization's system.

b. about whether all records, documentation, unusual matters of
which they are aware, and other information relevant to the en-
gagement have been made available to the service auditor.

c. that they have disclosed to the service auditor any of the following
of which they are aware:

(1) Instances of noncompliance with laws and regulations or
uncorrected errors attributable to the service organiza-
tion's management or employees that may affect one or
more user entities

(2) Knowledge of any actual, suspected, or alleged intentional
acts by the service organization's management or employ-
ees, such as overrides of controls or misappropriation of
user entity assets, that could adversely affect the fairness
of the presentation of the description of the service organi-
zation's system or the completeness or achievement of the
control objectives stated in the description

(3) Design deficiencies in controls, including those for which
management believes the cost of corrective action may ex-
ceed the benefits

(4) Instances where controls have not operated as described

(5) Subsequent events regarding the services covered by the
engagement that could have a significant effect on user
entities

43. If a service organization uses a subservice organization, and the de-
scription of the service organization's system uses the inclusive method, the
service auditor also should obtain the written representations identified in
paragraph 42 from management of the subservice organization.

44. These written representations should be in the form of a representation
letter addressed to the service auditor and should be as of the same date as the
date of the service auditor's report.

45. If management does not provide one or more of the written represen-
tations requested by the service auditor, the service auditor should

a. discuss the matter with management.

b. consider the assessment of the integrity of management and deter-
mine the effects on the engagement.

c. take appropriate actions, including determining the possible effect
on the opinion in the service auditor's report (also see paragraph
.62 of AT section 101).

Other Information
46. The service auditor should read other information, if any, included in

a document containing the description of the service organization's system and
the service auditor's report to identify material inconsistencies, if any, with that
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description. While reading the other information for the purpose of identifying
material inconsistencies, the service auditor may become aware of an apparent
misstatement of fact in the other information.

47. If the service auditor becomes aware of a material inconsistency or
an apparent misstatement of fact in the other information, the service auditor
should discuss the matter with management. If the service auditor concludes
that there is a material inconsistency or a misstatement of fact in the other
information that management refuses to correct, the service auditor should
take further appropriate action.

Subsequent Events
48. The service auditor should inquire whether management is aware of

any events subsequent to the period covered by the description of the service
organization's system up to the date of the service auditor's report that could
have a significant effect on the controls at the service organization or on the
service auditor's report. If so, and information about that event is not disclosed
by the service organization in its description, the service auditor should disclose
it in the service auditor's report.

49. The service auditor has no obligation to perform any procedures re-
garding the description of the service organization's system or the suitability of
the design or operating effectiveness of the controls after the date of the service
auditor's report.

Documentation
50. The service auditor should prepare documentation that would enable

an experienced service auditor, having no previous connection with the engage-
ment, to understand the following:

a. The nature, timing, and extent of the procedures performed to com-
ply with this SSAE and with applicable legal and regulatory re-
quirements

b. The results of the procedures and the evidence obtained

c. Significant matters arising during the engagement, the conclusions
reached thereon, and significant professional judgments made in
reaching those conclusions

51. In documenting the nature, timing, and extent of procedures per-
formed, the service auditor should record the following:

a. The identifying characteristics of the specific items or matters
tested

b. Who performed the procedures and the date such procedures were
completed

c. Who reviewed the work performed and the date and extent of such
review

52. The service auditor should document discussions with service orga-
nization personnel and others of significant matters, including when and with
whom the discussions took place.

53. If the service auditor has identified information that is inconsistent
with the service auditor's final conclusion regarding a significant finding or
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issue, the service auditor should document how the service auditor addressed
the inconsistency in forming the final conclusion.

54. The service auditor should complete the assembly of the final engage-
ment file on a timely basis after the date of the service auditor's report.

55. After the assembly of the final engagement file has been completed,
the service auditor should not delete or discard documentation before the end
of its retention period.

56. If the service auditor finds it necessary to modify existing engagement
documentation or add new documentation after the assembly of the final en-
gagement file has been completed, the service auditor should, regardless of the
nature of the modifications or additions, document the following:

a. When and by whom they were made, and where applicable, re-
viewed

b. The specific reasons for making them

c. Their effect, if any, on the service auditor's conclusions

Preparing the Service Auditor’s Report

Content of the Service Auditor’s Report (Ref: par. A38–A41)

57. The service auditor's report should include the following elements:

a. A title that clearly indicates that the report is an independent ser-
vice auditor's report

b. An addressee

c. Identification of the following:

(1) The description of the service organization's system pre-
pared by management of the service organization, and
management's assertion about the matters identified in
the definitions, in paragraph 7, of "report on a description
of a service organization's system and the suitability of the
design of controls" and "report on a description of a service
organization's system and the suitability of the design and
operating effectiveness of controls."

(2) If parts of the description of the service organization's sys-
tem are not covered by the service auditor's report, an iden-
tification of those parts

(3) If the description of the service organization's system
refers to the need for complementary user entity controls,
a statement that the service auditor has not evaluated the
suitability of the design or operating effectiveness of com-
plementary user entity controls, and that the control ob-
jectives stated in the description can be achieved only if
complementary user entity controls are suitably designed
and operating effectively, along with the controls at the
service organization

(4) If services are performed by a subservice organization,
an identification of those services and whether the inclu-
sive method or the carve-out method was used in relation
to them. If the carve-out method was used, a statement
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that the description of the service organization's system
excludes the control objectives and related controls at rel-
evant subservice organizations, and that the service audi-
tor's procedures do not extend to the subservice organiza-
tion. If the inclusive method has been used, a statement
that the description of the service organization's system
includes the subservice organization's specified control ob-
jectives and related controls, and that the service auditor's
procedures included procedures at or related to the subser-
vice organization

d. Identification of the criteria

e. A statement of the inherent limitations of the potential effective-
ness of controls at the service organization and of the risk of pro-
jecting to the future any evaluation of the description of the service
organization's system or any conclusions about the effectiveness of
controls in achieving the related control objectives stated in the
description

f. A description of the service organization's and the service auditor's
responsibilities, including a statement that management of the ser-
vice organization is responsible for the following:

(1) Preparing and presenting the description of the service or-
ganization's system and the accompanying assertion, in-
cluding the completeness, accuracy, and method of presen-
tation of the description and assertion

(2) Providing the services covered by the description of the
service organization's system

(3) Specifying the control objectives and stating them in the
description of the service organization's system. If the con-
trol objectives are specified by law, regulation, or another
party (for example, a user group or a professional body),
management is responsible for identifying, in the descrip-
tion, the party specifying the control objectives

(4) Designing, implementing, and maintaining controls to
achieve the related control objectives stated in the descrip-
tion of the service organization's system

(5) Selecting the criteria

g. A statement that the engagement was performed in accordance
with Statements on Standards for Attestation Engagements

h. A summary of the service auditor's procedures to obtain reasonable
assurance and, in the case of a type 1 report, a statement that
the service auditor has not performed any procedures regarding
the operating effectiveness of controls and, therefore, expresses no
opinion thereon

I. The service auditor's opinion on whether, in all material respects,
based on the criteria specified in management's assertion

(1) in the case of a type 2 report,

(a) the description of the service organization's sys-
tem fairly presents the service organization's sys-
tem that was designed and implemented through-
out the specified period.
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(b) the controls related to the control objectives

stated in the description of the service organi-
zation's system were suitably designed to pro-
vide reasonable assurance that those control ob-
jectives would be achieved if the controls operated
effectively throughout the specified period.

(c) the controls the service auditor tested, which
were those necessary to provide reasonable assu-
rance that the control objectives stated in the
description were achieved, operated effectively
throughout the specified period.

(2) in the case of a type 1 report,

(a) the description of the service organization's sys-
tem fairly presents the service organization's sys-
tem that was designed and implemented as of the
specified date.

(b) the controls related to the control objectives
stated in the description of the service organi-
zation's system were suitably designed to pro-
vide reasonable assurance that those control ob-
jectives would be achieved if the controls operated
effectively as of the specified date.

j. A paragraph at the end of the report that contains the following
elements (Ref: par. A39):

(1) In the case of a type 2 report,

(a) a statement restricting the use of the service audi-
tor's report and description of tests of controls and
results thereof to management of the service orga-
nization, customers of the service organization's
system during some or all of the period covered
by the service auditor's report and their auditors.

(b) a statement that the report is not intended to be
and should not be used by anyone other than these
specified parties.

(2) In the case of a type 1 report,

(a) a statement restricting the use the service audi-
tor's report to management of the service orga-
nization, customers of the service organization's
system as of the end of the period covered by the
service auditor's report, and their auditors.

(b) a statement that the report is not intended to be
and should not be used by anyone other than these
specified parties.

k. The date of the service auditor's report

l. The name of the service auditor and the city where the service
auditor maintains the office that has responsibility for the engage-
ment
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58. If the application of complementary user entity controls is necessary
to achieve the control objectives stated in the description of the service organi-
zation's system, the service auditor should add the phrase,

• "and customers applied the complementary user entity controls
contemplated in the design of XYZ Service Organization's controls
throughout the period [date] to [date]," at the end of subparagraph
57I(1)(b) of the opinion paragraph of a type 2 report.

• "if customers applied the complementary user entity controls con-
templated in the design of XYZ Service Organization's controls
throughout the period [date] to [date]," at the end of subparagraph
57i(1)(c) of the opinion paragraph of a type 2 report.

• "and customers applied the complementary user entity controls
contemplated in the design of XYZ Service Organization's controls
as of [date]" at the end of subparagraph 57I(2)(b) of the opinion
paragraph in a type 1 report.

Description of the Service Auditor’s Tests of Controls and the Results
Thereof (Ref: par. A40)

59. In the case of a type 2 report, the service auditor's report should include
a separate section after the opinion or an attachment that describes the service
auditor's tests of controls and the results thereof. In describing the tests of
controls, the service auditor should clearly indicate which controls were tested,
the period covered by the testing, whether the items tested represent all or a
selection of the items in the population, and the nature of the tests in sufficient
detail to enable user auditors to determine the effect of such tests on their
risk assessments. If deviations have been identified, the service auditor should
include the extent of testing performed by the service auditor that led to the
identification of the deviations, the nature of the deviations, and the number of
deviations noted. The service auditor should report deviations even if, on the
basis of tests performed, the service auditor concludes that the related control
objective was achieved, or if the control that was tested is subsequently removed
from the description of the service organization's system.

Modified Opinions

60. If the service auditor concludes that (Ref: par. A41)

a. management's description of the service organization's system is
not fairly presented in all material respects,

b. the controls are not suitably designed to provide reasonable as-
surance that the control objectives stated in the description of the
service organization's system would be achieved if the controls op-
erated as described,

c. in the case of a type 2 report, the controls did not operate effec-
tively throughout the specified period to achieve the related control
objectives stated in the description,

d. the service auditor is unable to obtain sufficient, appropriate evi-
dence,

the service auditor's opinion should be modified, and the service auditor's report
should contain a clear description of all the reasons for the modification.
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61. The service auditor also should modify the report if information, irre-

spective of specified control objectives, comes to the service auditor's attention
that causes him or her to conclude (1) that design deficiencies exist that could
adversely affect the ability of the service organization to initiate, authorize,
record, process, or report financial data to user organizations without error,
and (2) that user organizations would not generally be expected to have con-
trols in place to mitigate such design deficiencies.

Other Communication Responsibilities
62. A service auditor may become aware of incidents of noncompliance

with laws and regulations, fraud, or uncorrected errors attributable to the ser-
vice organization that are not clearly trivial and that may affect one or more
user entities. In those circumstances, the service auditor should determine the
effect of such incidents on the description of the service organization's system,
the achievement of the control objectives, and the service auditor's report. Ad-
ditionally, the service auditor should determine whether this information has
been communicated appropriately to affected user entities. If the information
has not been so communicated, and management of the service organization is
unwilling to do so, the service auditor should take appropriate action, which
could, depending on the significance of the matter, include withdrawing from the
engagement and communicating the reasons for withdrawal to those charged
with governance (Ref: par: A42).

Application and Other Explanatory Material

Definitions
A1. The policies and procedures referred to in the definition of "controls

at a service organization" in paragraph 7 invariably include aspects of user
entities' information and communication systems maintained by the service
organization and also aspects of one or more of the other components of internal
control at the service organization. For example, it may include aspects of the
service organization's control environment, monitoring, and control activities
that relate to the services provided. It does not, however, include controls at
a service organization that are not related to the achievement of the control
objectives stated in the description of the service organization's system, for
example, controls related to the preparation of the service organization's own
financial statements (Ref: par. 7).

A2. As indicated in the definition of "inclusive method" in paragraph 7,
a service organization that uses a subservice organization may present its de-
scription of the service organization's system by using the inclusive method.
When the inclusive method is used, performing procedures at the subservice
organization entails coordination and communication between the service or-
ganization, the subservice organization, and the service auditor. The inclusive
method generally is feasible if the service organization and the subservice or-
ganization are related, or if the contract between the service organization and
the subservice organization provides for issuance of such a report.

A3. The terms type 1 report and type 2 report, referred to in the definitions
in paragraph 7 of "report on a description of a service organization's system
and the suitability of the design of controls" and "report on a description of a
service organization's system and the suitability of the design and operating
effectiveness of controls," have the same meaning as the terms type A report
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and type B report, respectively , that are used in International Standards on
Auditing and International Standards for Assurance Engagements issued by
the International Auditing and Assurance Standards Board (Ref: par. 7).

Acceptance and Continuance
A4. A request to change the scope of the engagement may not have a

reasonable justification if, for example, the request is made (Ref: par. 12)

• to exclude certain controls at the service organization from the
scope of the engagement because of the likelihood that the service
auditor's opinion would be modified with respect to those controls.

• to change the report from a type 2 to a type 1 report because of
the likelihood that the service auditor's opinion would be modified
with respect to the operating effectiveness of controls.

A5. A recent change in management or the appointment of the service
auditor by a party other than management are examples of situations that
might cause management to be unwilling to provide the service auditor with a
written assertion. However, there may be other members of management who
are in a position to, and will agree to, sign the assertion so that the service
auditor can meet the requirement of paragraph 8(c) (Ref: par. 13).

A6. In performing a service auditor's engagement, the service auditor need
not be independent of each user entity.

Assessing the Suitability of the Criteria (Ref: par. 14–17)
A7. AT section 101 requires a practitioner, among other things, to deter-

mine whether the subject matter is capable of evaluation against criteria that
are suitable and available to users. As indicated in paragraph .27 of AT sec-
tion 101, regardless of who establishes or develops the criteria, management is
responsible for selecting the criteria and for determining whether the criteria
are appropriate. The subject matter is the underlying condition of interest to
intended users of an attestation report. The following table identifies the sub-
ject matter and minimum criteria for each of the opinions in type 2 and type 1
reports.
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A8. The requirement to include in the description of the service organiza-
tion's system "other aspects of the service organization's control environment,
risk assessment process, information and communication systems (including
the related business processes), control activities, and monitoring controls, that
are relevant to achieving the control objectives stated in the description" is
also applicable to the internal control components of subservice organizations
used by the service organization when the inclusive method is used (Ref: par.
15(a)(7)).

Materiality (Ref: par. 18)
A9. Paragraph .67 of AT section 101 requires the practitioner to con-

sider materiality in applying AT section 101. It indicates that the practitioner
should deem an omission or a misstatement to be material if the omission or
misstatement—individually or when aggregated with others—is such that a
reasonable person would be influenced by the omission or misstatement. In the
context of a service auditor's engagement, a reasonable person would be, for
example, a member of the user entity's management or the user auditor. AT
section 101 requires the practitioner to consider both qualitative and quantita-
tive aspects of omissions and misstatements.

A10. In an engagement to report on controls at a service organization,
the concept of materiality relates to the information being reported on, not
the financial statements of user entities. The service auditor plans and per-
forms procedures to determine whether the description of the service organi-
zation's system is fairly presented in all material respects; whether controls
at the service organization are suitably designed in all material respects to
achieve the control objectives stated in the description; and in the case of
a type 2 report, whether controls at the service organization operated effec-
tively throughout the specified period in all material respects to achieve the
control objectives stated in the description. In applying the concept of ma-
teriality, the service auditor recognizes that the service auditor's report pro-
vides information about the service organization's system to meet the com-
mon information needs of a broad range of user entities and their auditors
who have an understanding of the manner in which the system is being used
by a particular user entity for financial reporting. Materiality with respect to
the fair presentation of the description, and with respect to the design of con-
trols, primarily includes the consideration of qualitative factors, for example,
whether

• the description includes the significant aspects of the processing
of significant transactions.

• the description omits or distorts relevant information.

• the controls have the ability, as designed, to provide reasonable as-
surance that the control objectives stated in the description would
be achieved.

Materiality with respect to the operating effectiveness of controls includes
the consideration of both quantitative and qualitative factors, for example,
the tolerable rate and observed rate of deviation of a quantitative mat-
ter, and the nature and cause of any observed deviations of a qualitative
matter.
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Using the Work of an Internal Audit Function

Obtaining an Understanding of the Internal Audit Function
(Ref: par. 19)

A11. An internal audit function may be responsible for providing analyses,
evaluations, assurances, recommendations, and other information to manage-
ment and those charged with governance. An internal audit function at a service
organization may perform activities related to the service organization's inter-
nal control or activities related to the services and systems, including controls
that the service organization provides to user entities.

A12. The scope and objectives of an internal audit function vary widely
and depend on the size and structure of the service organization and the re-
quirements of management and those charged with governance. Internal audit
function activities may include one or more of the following:

• Monitoring the service organization's internal control or the appli-
cation processing systems. This may include controls relevant to
the services provided to user entities. The internal audit func-
tion may be assigned specific responsibility for reviewing con-
trols, monitoring their operation, and recommending improve-
ments thereto.

• Examination of financial and operating information. The internal
audit function may be assigned to review the means by which the
service organization identifies, measures, classifies, and reports
financial and operating information; to make inquiries about spe-
cific matters; and to perform other procedures including detailed
testing of transactions, balances, and procedures.

• Evaluation of the economy, efficiency, and effectiveness of operat-
ing activities including nonfinancial activities of the service orga-
nization.

• Evaluation of compliance with laws, regulations, and other exter-
nal requirements and with management policies, directives, and
other internal requirements.

Obtaining an Understanding of the Service Organization’s System
(Ref: par. 31–32).

A13. Obtaining an understanding of the service organization's system,
including related controls, assists the service auditor in the following:

• Identifying the boundaries of the system and how it interfaces
with other systems

• Assessing whether the description of the service organization's
system fairly presents the service organization's system that has
been designed and implemented

• Determining which controls are necessary to achieve the control
objectives stated in the description, whether controls were suit-
ably designed to achieve those control objectives, and, in the case
of a type 2 report, whether controls were operating effectively
throughout the period to achieve those control objectives
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A14. Procedures to obtain this understanding may include the following:

• Inquiring of management and others within the service organi-
zation who, in the service auditor's judgment, may have relevant
information

• Observing operations and inspecting documents, reports, and
printed and electronic records of transaction processing

• Inspecting a selection of agreements between the service organi-
zation and user entities to identify their common terms

• Reperforming the application of a control

A15. Procedures the service auditor may perform to obtain information
to be used in identifying risks that the description of the service organiza-
tion's system is not fairly presented or that the control objectives stated in that
description were not achieved due to intentional acts by service organization
personnel include the following:

• Discussing, among the members of the service auditor's team, fac-
tors at the service organization that could affect the risks that the
description is not fairly presented or that the control objectives
stated in the description were not achieved due to intentional acts
by service organization personnel, such as management override
of controls

• Making inquiries of management and others within the service
organization to obtain their views about such risks and how they
are addressed

• Considering whether factors exist at the service organization that
increase such risks

• Considering other information that comes to the service auditor's
attention that may be helpful in the identification of such risks

A16. The procedures and controls that the service organization imple-
ments to address the risks that the description of the service organization's
system is not fairly presented or that the control objectives were not achieved
due to intentional acts by service organization personnel may include relevant
aspects of the control environment, risk assessment, monitoring, the informa-
tion and communication systems used to process user transactions, and control
activities.

A17. In addition to management override of controls at the service organi-
zation, other intentional acts by service organization personnel that may affect
the fairness of the presentation of the description of the service organization's
system or the completeness or achievement of the control objectives stated in
that description include the following:

• Misappropriation of user entity assets by service organization per-
sonnel

• Creation, by service organization personnel, of false or misleading
documents or records of user organization transactions processed
by the service organization

A18. The risk of management override and the risk of misappropriation
of user entity assets may result in false or misleading records or documents
being provided to user entities. Factors that may increase the risk of manage-
ment override include unrealistic processing schedules, significant increases in
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processing volumes that exceed normal processing capacity, or an environment
in which established procedures and controls are not consistently followed.
Depending on the nature of the services provided by the service organization
and the extent to which the service organization initiates, authorizes, records,
processes, and reports transactions for user entities, a significant risk of mis-
appropriation of user entity assets by service organization personnel may ex-
ist. Factors that may increase the risk of misappropriation of assets include
inadequate supervision or monitoring, processing or maintaining records of
large amounts of cash or investments, inadequate segregation of duties or in-
dependent checks, and inadequate physical or electronic safeguards over cash
or investments. The service auditor's procedures are affected by the service
auditor's risk assessment and the extent to which management has identified
and addressed the identified risks through monitoring or other controls, and
the nature and extent of the identified risks.

A19. Although AU section 316, Consideration of Fraud in a Financial
Statement Audit (AICPA, Professional Standards, vol. 1), is not applicable to
engagements performed under this SSAE, it, nonetheless, provides a frame-
work that may be useful to the service auditor for identifying and responding
to risks that the description of the service organization's system is not fairly
presented or that control objectives stated in that description would not be
achieved due to intentional acts by service organization personnel.

Obtaining Evidence Regarding the Description of the Service
Organization’s System (Ref: par. 33–34)

A20. Considering the following questions may assist the service auditor
in determining whether the description of the service organization's system is
fairly presented in all material respects:

• Does the description address the major aspects of the service pro-
vided and included in the scope of the engagement that could rea-
sonably be expected to be relevant to the common needs of a broad
range of user auditors in planning their audits of user entities'
financial statements?

• Is the description presented at a level of detail that could reason-
ably be expected to provide a broad range of user auditors with suf-
ficient information to obtain an understanding of internal control
in accordance with AU section 314, Understanding the Entity and
Its Environment and Assessing the Risks of Material Misstatement
(AICPA, Professional Standards, vol. 1). The description need not
address every aspect of the service organization's processing or
the services provided to user entities and need not be so detailed
that it would potentially enable a reader to compromise security
or other controls at the service organization.

• Is the description prepared and presented in a manner that does
not omit or distort information that might affect the decisions of
a broad range of user auditors; for example, does the description
contain any significant omissions or inaccuracies regarding pro-
cessing of which the service auditor is aware?

• Have the controls identified in the description actually been im-
plemented?

• Are complementary user entity controls, if any, adequately de-
scribed? In most cases, the control objectives stated in the
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description are worded so that they are capable of being achieved
through the effective operation of controls implemented by the
service organization alone. In some cases, however, the control ob-
jectives stated in the description cannot be achieved by the service
organization alone because their achievement requires particular
controls to be implemented by user entities. This may be the case
when, for example, the control objectives are specified by a reg-
ulatory authority. When the description includes complementary
user entity controls, they are separately identified as such.

A21. The service auditor's procedures to evaluate the fair presentation of
the description of the service organization's system may include the following:

• Considering the nature of the user entities and how the services
provided by the service organization are likely to affect them, for
example, the predominant types of user entities, and whether the
user entities are regulated by government agencies.

• Reading standard contracts or standard terms of contracts with
user entities to gain an understanding of the service organization's
contractual obligations

• Observing procedures performed by service organization person-
nel

• Reviewing the service organization's policy and procedure manu-
als and other documentation of the system, for example, flowcharts
and narratives

• Performing walkthroughs of transactions through the service or-
ganization's system

A22. Paragraph 33(a) requires the service auditor to evaluate whether the
control objectives stated in the description of the service organization's system
are reasonable in the circumstances. Considering the following questions may
assist the service auditor in this evaluation:

• Have the control objectives stated in the description been des-
ignated by management of the service organization or by outside
parties, such as regulatory authorities, a user group, a professional
body, or others?

• Do the control objectives stated in the description and designated
by management relate to the types of assertions commonly em-
bodied in the broad range of user entities' financial statements
to which controls at the service organization could reasonably be
expected to relate? Although the service auditor ordinarily will
not be able to determine how controls at a service organization
specifically relate to the assertions embodied in individual user
entities' financial statements, the service auditor's understanding
of the nature of the service organization's system, including con-
trols, and the services being provided is used to identify the types
of assertions to which those controls are likely to relate.

• Are the control objectives stated in the description and designated
by management complete? A complete set of control objectives can
provide a broad range of user auditors with a framework for as-
sessing the effect of controls at the service organization on asser-
tions commonly embodied in user entities' financial statements.
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If the control objectives are specified by an outside party, includ-
ing control objectives specified by law or regulation, the outside
party is responsible for their completeness and reasonableness.

A23. Other procedures that the service auditor may use in combination
with inquiry of management and other service organization personnel to deter-
mine whether the system described by the service organization has been im-
plemented include observation, inspection of records and other documentation,
as well as reperformance of the manner in which transactions are processed
through the system and controls are applied.

A24. If the inclusive method has been used, it is important that the de-
scription of the service organization's system adequately differentiate between
controls at the service organization and controls at the subservice organization.
If the carve-out method has been used, it is important that the description iden-
tify the functions that are performed by the subservice organization, but need
not describe the detailed processing or controls at the subservice organization.

Obtaining Evidence Regarding the Design of Controls (Ref: par. 35)
A25. From the viewpoint of a user auditor, a control is suitably designed

to achieve the control objectives stated in the description of the service organi-
zation's system if individually or in combination with other controls, it would,
when complied with satisfactorily, provide reasonable assurance that material
misstatements, whether due to fraud or error, are prevented or detected and
corrected. A service auditor, however, is not aware of the circumstances at indi-
vidual user entities that would affect whether or not a misstatement resulting
from a control deficiency is material to those user entities. Therefore, from the
viewpoint of a service auditor, a control is suitably designed if individually or
in combination with other controls, it would, when complied with satisfactorily,
provide reasonable assurance that the control objective stated in the description
of the service organization's system is achieved.

A26. A service auditor may consider using flowcharts, questionnaires, or
decision tables to facilitate understanding the design of the controls.

A27. Controls may consist of a number of integrated activities directed
at the achievement of various control objectives. Consequently, if the service
auditor evaluates certain activities as being ineffective in achieving a partic-
ular control objective, the existence of other activities, sometimes known as
compensating controls may, nonetheless, enable the service auditor to conclude
that controls related to the control objective stated in the description of the
service organization's system are suitably designed to achieve those control
objectives.

Obtaining Evidence Regarding the Effectiveness of Controls

Assessing Operating Effectiveness (Ref: par. 36–41)

A28. From the viewpoint of a user auditor, a control is operating effec-
tively if individually or in combination with other controls, it provides reason-
able assurance that material misstatements, whether due to fraud or error, are
prevented or detected and corrected. A service auditor, however, is not aware
of the circumstances at individual user entities that would determine whether
or not a misstatement resulting from a deficiency in internal control is mate-
rial. Therefore, from the viewpoint of a service auditor, a control is operating
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effectively if individually or in combination with other controls, it provides rea-
sonable assurance that the control objectives stated in the description of the
service organization's system are achieved. Similarly, a service auditor is not
in a position to determine whether any observed deficiency in internal control
would result in a material misstatement from the viewpoint of an individual
user entity.

A29. Obtaining an understanding of controls sufficient to opine on the
suitability of their design is not sufficient evidence regarding their operating
effectiveness unless there is some automation that provides for the consistent
operation of the controls as they were designed and implemented. For example,
obtaining information about the implementation of a manual control at a point
in time does not provide evidence about operation of the control at other times.
However, because of the inherent consistency of IT processing, performing pro-
cedures to determine the design of an automated control and whether it has
been implemented may serve as evidence of that control's operating effective-
ness, depending on the service auditor's assessment and testing of controls such
as those over program changes.

A30. To be useful to user auditors, a type 2 report ordinarily covers a
minimum period of six months. If the period is less than six months, the service
organization's description of the system may describe the reasons for the shorter
period, and the service auditor's report may include that information as well.
Circumstances that may result in a report covering a period of less than six
months include the following:

a. The service auditor was engaged close to the date by which the
report on controls is to be issued, and controls cannot be tested for
operating effectiveness for a six month period.

b. The service organization or a particular system or application has
been in operation for less than six months.

c. Significant changes have been made to the controls, and it is not
practicable either to wait six months before issuing a report or to
issue a report covering the system both before and after the changes.

A31. Certain control procedures may not leave evidence of their operation
that can be tested at a later date and, accordingly, the service auditor may find
it appropriate to test the operating effectiveness of such control procedures at
various times throughout the reporting period.

A32. Determining the effect of changes in the service organization's con-
trols that were implemented during the period covered by the service audi-
tor's report involves gathering information about the nature and extent of such
changes, how they affect processing at the service organization, and how they
might affect assertions in the user entities' financial statements.

A33. Evidence about the satisfactory operation of controls in prior periods
does not provide a basis for a reduction in the testing of controls in the current
period because the service auditor expresses an opinion on the effectiveness
of controls throughout each period. Therefore, sufficient, appropriate evidence
about the operating effectiveness of controls throughout the current period is
required for the service auditor to express that opinion.

A34. A service auditor may decide to test less than 100 percent of the
executions of a control, for example, a control that is designed to be performed
daily, to enable the service auditor to project the results of his or her tests to
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the population of controls. In those circumstances, the guidance in AU section
350 is applicable.

Written Representations (Ref: par. 42–45)
A35. Written representations reaffirming management's assertion about

the effective operation of controls may be based on ongoing monitoring activ-
ities, separate evaluations, or a combination of the two. Ongoing monitoring
activities are often built into the normal recurring activities of a service or-
ganization and include regular management and supervisory activities. Inter-
nal auditors or personnel performing similar functions may contribute to the
monitoring of a service organization's activities. Monitoring activities also may
include using information obtained through communications from external par-
ties, such as customer complaints and regulator comments that may indicate
problems or highlight areas in need of improvement.

A36. In certain circumstances, a service auditor may obtain written repre-
sentations from parties in addition to management of the service organization,
such as those charged with governance.

A37. The written representations required by paragraph 42 are separate
from, and in addition to, the assertion accompanying the service organization's
description of the system required by paragraph 8(c).

Preparing the Service Auditor’s Report

Content of the Service Auditor’s Report (Ref: par. 57)

A38. Examples of service auditors' reports are contained in exhibits B–
D, and illustrative assertions by management of the service organization are
presented in exhibit A.

Use of the Service Auditor’s Report (Ref: par. 57(j))

A39. Paragraph .79 of AT section 101 requires that use of a practitioner's
report be restricted to specified parties when the criteria used to evaluate or
measure the subject matter are available only to specified parties or appro-
priate only for a limited number of parties who either participated in their
establishment or can be presumed to have an adequate understanding of the
criteria. The criteria used for engagements to report on controls at a service
organization are relevant only for the purpose of providing information about
the service organization's system, including controls, to those who have an un-
derstanding of how the system is used for financial reporting by user entities
and, accordingly, the service auditor's report states that the report and the de-
scription of tests of controls are intended only for use by management of the
service organization, customers of the service organization ("during some or all
of the period covered by the report" for a type 2 report) ("as of the ending date of
the period covered by the report" for a type 1 report), and their financial state-
ment auditors. (The illustrative service auditor's reports in exhibit A illustrate
language for a paragraph restricting the use of a service auditor's report.)

Description of the Service Auditor’s Tests of Controls (Ref: par. 59)

A40. In describing the service auditor's tests of controls for a type 2 re-
port, it assists readers if the service auditor's report includes information about
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causative factors for identified deviations, to the extent the service auditor has
identified such factors.

Modified Opinions (Ref: par. 60–61)

A41. Examples of elements of modified service auditor's reports are pre-
sented in exhibit C.

Other Communication Responsibilities (Ref: par. 62)
A42. The following are actions that a service auditor may take when he

or she becomes aware of noncompliance with laws and regulations, fraud, or
uncorrected errors at the service organization, giving additional consideration
to instances in which the service organization has not appropriately communi-
cated this information to affected user entities, and management of the service
organization is unwilling to do so:

• Obtaining legal advice about the consequences of different courses
of action

• Communicating with those charged with governance of the service
organization

• Modifying the service auditor's opinion or adding an emphasis of
a matter paragraph

• Communicating with third parties, for example, a regulator, when
required to do so

• Withdrawing from the engagement

Exhibit A: Illustrative Management Assertions
A43. The following illustrative management assertions are for guidance

only and are not intended to be exhaustive or applicable to all situations.

Example 1: Management Assertion for a Type 2 Report

Management's Assertion

We have prepared the accompanying description of XYZ Service Organization's
[type or name of ] system for customers of the system during some or all of the
period [date] to [date], and their financial statement auditors who have a suffi-
cient understanding to consider it, along with other information, including in-
formation about controls implemented by customers of the system themselves,
when assessing the risks of material misstatements of customers' financial
statements. We confirm, to the best of our knowledge and belief, that

a. the accompanying description on pages [bb–cc] fairly presents the
[type or name of] system made available to customers of the system
during some or all of the period [date] to [date] for processing their
transactions. The criteria we used in making this assertion were
that the accompanying description

(1) presents how the system was designed and implemented
to process relevant transactions, including

• the classes of transactions processed.

• the procedures, within both automated and man-
ual systems, by which those transactions are ini-
tiated, authorized, recorded, processed, corrected
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as necessary, and transferred to the reports pre-
sented to customers of the system.

• the related accounting records, supporting infor-
mation, and specific accounts involved in initi-
ating, authorizing, recording, processing, and re-
porting transactions; this includes the correction
of incorrect information and how information is
transferred to the reports presented to customers
of the system.

• how the system captures significant events and
conditions, other than transactions.

• the process used to prepare reports provided to
customers of the system.

• specified control objectives and controls designed
to achieve those objectives.

• other aspects of our control environment, risk
assessment process, information and communi-
cation systems (including the related business
processes), control activities, and monitoring con-
trols that are relevant to processing and report-
ing transactions of customers of the system.

(2) does not omit or distort information relevant to the scope
of the [type or name of] system, while acknowledging that
the description is presented to meet the common needs of
a broad range of customers of the system and their au-
ditors, and may not, therefore, include every aspect of the
[type or name of] system that each individual customer and
its auditor may consider important in its own particular
environment.

b. the controls related to the control objectives stated in the accompa-
nying description were suitably designed and operated effectively
throughout the period [date] to [date] to achieve the control objec-
tives stated in the description. The criteria we used in making this
assertion were that

(1) the risks that threaten the achievement of the control ob-
jectives stated in the description have been identified;

(2) the identified controls would, if operating as described,
provide reasonable assurance that those risks would not
prevent the control objectives stated in the description
from being achieved; and

(3) the controls were consistently applied as designed, includ-
ing whether manual controls were applied by individuals
who have the appropriate competence and authority.

Management's signature

Example 2: Management Assertion for a Type 1 Report

Management's Assertion

We have prepared the accompanying description of XYZ Service Organization's
[type or name of] system for customers of the system as of [date], and their finan-
cial statement auditors who have a sufficient understanding to consider it, along
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with other information including information about controls implemented by
customers themselves, when obtaining an understanding of customers' infor-
mation and communication systems relevant to financial reporting. We confirm,
to the best of our knowledge and belief, that

a. the accompanying description, on pages [bb–cc], fairly presents our
[type or name of] system made available to customers of the system
as of [date] for processing their transactions. The criteria we used
in making this assertion were that the accompanying description

(1) presents how the system made available to customers of
the system was designed and implemented to process rel-
evant transactions, including

• the classes of transactions processed.

• the procedures, within both automated and man-
ual systems, by which those transactions are ini-
tiated, authorized, recorded, processed, corrected
as necessary, and transferred to the reports pre-
sented to customers of the system.

• the related accounting records, supporting infor-
mation, and specific accounts that are used to ini-
tiate, authorize, record, process, and report trans-
actions; this includes the correction of incorrect
information and how information is transferred
to the reports provided to customers of the sys-
tem.

• how the system captures significant events and
conditions, other than transactions.

• the process used to prepare reports provided to
customers of the system.

• specified control objectives and controls designed
to achieve those objectives.

• other aspects of our control environment, risk
assessment process, information and communi-
cation systems (including the related business
processes), control activities, and monitoring con-
trols that are relevant to processing and report-
ing transactions of customers of the system.

(2) does not omit or distort information relevant to the scope
of the [type or name of] system, while acknowledging that
the description is presented to meet the common needs of a
broad range of customers of the system and their auditors,
and may not, therefore, include every aspect of the [type
or name of] system that each individual customer of the
system and its auditor may consider important in its own
particular environment.

b. the controls related to the control objectives stated in the accom-
panying description were suitably designed as of [date] to achieve
those control objectives. The criteria we used in making this asser-
tion were that
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(1) the risks that threaten achievement of the control objec-

tives stated in the description have been identified.

(2) the identified controls would, if operating as described,
provide reasonable assurance that those risks would not
prevent the control objectives stated in the description
from being achieved.

Management's signature

Exhibit B: Illustrative Service Auditor’s Reports
A44. The following illustrative reports are for guidance only and are not

intended to be exhaustive or applicable to all situations.

Example 1: Type 2 Service Auditor's Report

Independent Service Auditor's Report on a Description of a Service
Organization's System and the Suitability of the Design and Operating
Effectiveness of Controls

To: XYZ Service Organization

Scope

We have examined XYZ Service Organization's description on pages [bb–cc]
of the [type or name of] system made available to customers of the system
throughout the period [date] to [date] for processing their transactions and the
suitability of the design and operating effectiveness of controls to achieve the
related control objectives stated in the description.

Management's responsibilities

Management of XYZ Service Organization is responsible for preparing and
presenting the description and accompanying assertion on page [aa], includ-
ing the completeness, accuracy, and method of presentation of the description
and assertion, providing the services covered by the description, specifying the
control objectives and stating them in the description, selecting the criteria,
and designing, implementing, and maintaining controls to achieve the control
objectives stated in the description.

Service auditor's responsibilities

Our responsibility is to express an opinion on the description and on the suit-
ability of the design and operating effectiveness of the controls to achieve the
related control objectives stated in the description, based on our procedures. We
conducted our examination in accordance with Statements on Standards for At-
testation Engagements issued by the American Institute of Certified Public Ac-
countants. Those standards require that we plan and perform our procedures to
obtain reasonable assurance about whether the description is fairly presented
and whether the controls were suitably designed and operating effectively to
achieve the related control objectives stated in the description throughout the
period [date] to [date] in all material respects.

An examination of a description of a service organization's system and the suit-
ability of the design and operating effectiveness of the service organization's
controls involves performing procedures to obtain evidence about the fairness
of the presentation of the description and about the suitability of the design
and operating effectiveness of those controls to achieve the related control ob-
jectives stated in the description. Our procedures included assessing the risks
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that the description is not fairly presented and that the controls were not suit-
ably designed or operating effectively to achieve the related control objectives
stated in the description, whether due to fraud or error. Our procedures included
testing the operating effectiveness of those controls that we consider necessary
to provide reasonable assurance that the related control objectives stated in
the description were achieved. An examination engagement of this type also
includes evaluating the overall presentation of the description and the suit-
ability of the control objectives stated in the description. We believe that the
evidence we obtained is sufficient and appropriate to provide a reasonable basis
for our opinion.

Inherent limitations

Because of their nature, controls at a service organization may not prevent or
detect and correct all errors or omissions in processing or reporting transac-
tions. The description of XYZ Service Organization's [type or name of] system
and information about tests of the operating effectiveness of specific controls
covers the period [date] to [date]. Any projection of such information to the fu-
ture is subject to the risk that, because of change, the description may no longer
portray the controls in existence. The potential effectiveness of specific controls
at the Service Organization is subject to inherent limitations and, accordingly,
fraud or error may occur and not be detected. Also, the projection of any conclu-
sions based on our findings to future periods is subject to the risk that changes
may alter the validity of such conclusions.

Opinion

In our opinion, based on the criteria described in management's assertion on
page [aa], in all material respects

a. the description of XYZ Service Organization's system fairly
presents the [type or name of] system that was designed and imple-
mented throughout the period [date] to [date].

b. the controls related to the control objectives stated in the descrip-
tion of XYZ Service Organization's system were suitably designed
to provide reasonable assurance that those control objectives would
be achieved if the controls operated effectively throughout the pe-
riod [date] to [date].

c. the controls we tested, which were those necessary to provide rea-
sonable assurance that the control objectives stated in the descrip-
tion of XYZ Service Organization's system were achieved, operated
effectively throughout the period [date] to [date].

Description of tests of controls

The specific controls that were tested and the nature, timing, and results of
those tests are listed on pages [yy–zz].

Restricted use

This report and the description of tests of controls on pages [yy–zz] are intended
solely for the information and use of management of XYZ Service Organiza-
tion, customers of the [type or name of] system during some or all of the period
[date] to [date], and their financial statement auditors, who have a sufficient
understanding to consider it, along with other information including informa-
tion about controls implemented by customers themselves, when assessing the
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risks of material misstatements of customers' financial statements. This report
is intended to be and should not be used by anyone other than these specified
parties.

[Service auditor's signature]
[Date of the service auditor's report]
[Service auditor's city]

Following is a modification of subparagraphs 57i (1)(b) and 57i (1)(c) of the opin-
ion paragraph of a type 2 report if the application of complementary controls by
user entities is necessary to achieve the control objectives stated in the descrip-
tion of the service organization's system (New language is shown in boldface
italics):

b. The controls related to the control objectives stated in the descrip-
tion of XYZ Service Organization's system were suitably designed
to provide reasonable assurance that those control objectives would
be achieved if the controls operated effectively throughout the pe-
riod [date] to [date] and customers applied the complementary
user entity controls contemplated in the design of XYZ Ser-
vice Organization’s controls throughout the period [date] to
[date].

c. The controls we tested, which were those necessary to provide rea-
sonable assurance that the related control objectives stated in the
description were achieved, operated effectively throughout the pe-
riod [date] to [date] if customers applied the complementary
user entity controls contemplated in the design of XYZ Ser-
vice Organization’s controls throughout the period [date] to
[date].

Following is a modification of the paragraph that describes management's re-
sponsibilities to be used in a type 1 or type 2 report when the control objectives
have been specified by an outside party. (New language is shown in boldface
italics):

Management of XYZ Service Organization is responsible for prepar-
ing and presenting the description of its [type or name of] system and
accompanying assertion on page [aa], including the completeness, ac-
curacy, and method of presentation of the description and assertion,
providing the services covered by the description, selecting the criteria,
and designing, implementing, and maintaining controls to achieve the
control objectives stated in the description. The control objectives
have been specified by [name of party specifying the control ob-
jectives] and are stated on page [aa] of the description.

Example 2: Type 1 Service Auditor's Report

Independent Service Auditor's Report on a Description of a Service
Organization's System and the Suitability of the Design of Controls

To: XYZ Service Organization

Scope

We have examined XYZ Service Organization's description on pages [bb–cc] of
the [type or name of] system made available to customers of the system for
processing their transactions as of [date], and the suitability of the design of
controls to achieve the related control objectives stated in the description.
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Management's responsibilities

Management of XYZ Service Organization is responsible for preparing and
presenting the description and accompanying assertion on page [aa], including
the completeness, accuracy, and method of presentation of the description and
the assertion, providing the services covered by the description, specifying the
control objectives and stating them in the description, selecting the criteria,
and designing, implementing, and maintaining controls to achieve the related
control objectives stated in the description.

Service auditor's responsibilities

Our responsibility is to express an opinion on the fairness of the presentation
of the description and on the suitability of the design of controls in achieving
the related control objectives stated in the description, based on our procedures.
We conducted our examination in accordance with Statements on Standards for
Attestation Engagements issued by the American Institute of Certified Public
Accountants. Those standards require that we plan and perform our proce-
dures to obtain reasonable assurance about whether the description is fairly
presented and the controls are suitably designed to achieve the related control
objectives stated in the description as of [date] in all material respects.

An examination of a description of a service organization's system and the
suitability of the design of controls in achieving the related control objectives
stated in the description involves performing procedures to obtain evidence
about the fairness of the presentation of the description of the system and the
suitability of the design of the controls to achieve the related control objectives
stated in the description. An examination engagement of this type also includes
evaluating the overall presentation of the description and the suitability of the
control objectives stated in the description.

We did not perform any procedures regarding the operating effectiveness of the
controls stated in the description and, accordingly, do not express an opinion
thereon.

We believe that the evidence we obtained is sufficient and appropriate to provide
a reasonable basis for our opinion.

Inherent limitations

Because of their nature, controls at a service organization may not prevent or de-
tect and correct all errors or omissions in processing or reporting transactions.
The description of controls at XYZ Service Organization is as of [date] and any
projection of such information to the future is subject to the risk that, because
of change, the description may no longer portray the controls in existence. The
potential effectiveness of specific controls at the Service Organization is subject
to inherent limitations and, accordingly, fraud or error may occur and not be
detected. Furthermore, the projection of any conclusions, based on our findings
to future periods, is subject to the risk that changes may alter the validity of
such conclusions.

Opinion

In our opinion, based on the criteria described in management's assertion on
page [aa], in all material respects

a. the description of XYZ Service Organization's system fairly
presents the [type or name of] system that was designed and imple-
mented as of [date], and
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b. the controls related to the control objectives stated in the descrip-

tion of XYZ Service Organization's system were suitably designed
to provide reasonable assurance that the control objectives would
be achieved if the controls operated effectively as of [date].

Restricted use

This report is intended solely for the information and use of management of XYZ
Service Organization, customers of XYZ Service Organization's [type or name
of] system as of [date], and their auditors, who have a sufficient understanding
to consider it, along with other information including information about con-
trols implemented by customers themselves, when obtaining an understanding
of customers' information and communication systems relevant to financial re-
porting. This report is not intended to be and should not be used by anyone
other than these specified parties.

[Service auditor's signature]

[Date of the service auditor's report]

[Service auditor's city]

Following is a modification of subparagraph "b" of the opinion paragraph in a
type 1 report if the application of complementary user entity controls is nec-
essary to achieve the control objectives stated in the description of the service
organization's system (New language is shown in boldface italics):

b. The controls related to the control objectives stated in the descrip-
tion of XYZ Service Organization's [type or name of] system were
suitably designed to provide reasonable assurance that those con-
trol objectives would be achieved if the controls operated effectively
as of [date] and customers applied the complementary user en-
tity controls contemplated in the design of XYZ Service Or-
ganization’s controls as of [date].

Exhibit C: Illustrative Modified Service Auditor’s Reports
A45. The following examples of modified service auditors' reports are for

guidance only and are not intended to be exhaustive or applicable to all situa-
tions. They are based on the illustrative reports in exhibit B.

[Example 1: Qualified opinion for a type 2 report— the description of
the service organization's system is not fairly presented in all material
respects

Illustrative explanatory paragraph that would be inserted before the modified
opinion paragraph. All other report paragraphs are unchanged.]

Explanatory paragraph

The accompanying description of the [type or name of] system states on page
[mn] that XYZ Service Organization uses operator identification numbers and
passwords to prevent unauthorized access to the system. Based on inquiries of
staff personnel and observation of activities, we have determined that operator
identification numbers and passwords are employed in applications A and B
but are not required to access the system in applications C and D.

Opinion

In our opinion, except for the matter described in the preceding paragraph, and
based on the criteria described in management's assertion on page [aa], in all
material respects.
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Example 2: Qualified opinion—the controls are not suitably designed
to provide reasonable assurance that the control objectives stated in
the description of the service organization's system would be achieved
if the controls operated effectively

[Illustrative explanatory paragraph that would be inserted before the modified
opinion paragraph. All other report paragraphs are unchanged.]

Explanatory paragraph

As discussed at page [mn] of the accompanying description, from time to time,
XYZ Service Organization makes changes in application programs to correct
deficiencies or to enhance capabilities. The procedures followed in determining
whether to make changes, in designing the changes, and in implementing them
do not include review and approval by authorized individuals who are indepen-
dent from those involved in making the changes. There are also no specified
requirements to test such changes or provide test results to an authorized re-
viewer prior to implementing the changes.

Opinion

In our opinion, except for the matter described in the preceding paragraph, and
based on the criteria described in management's assertion on page [aa], in all
material respects...

Example 3: Qualified opinion for a type 2 report—the controls did not
operate effectively throughout the specified period to achieve the con-
trol objectives stated in the description of the service organization's
system

[Illustrative explanatory paragraph that would be inserted before the modified
opinion paragraph. All other report paragraphs are unchanged.]

Explanatory paragraph

XYZ Service Organization states in its description of the [type or name of] sys-
tem that it has automated controls in place to reconcile loan payments received
with the various output reports. However, as noted at page [mn] of the de-
scription of tests of controls and results thereof, this control was not operating
effectively throughout the period [date] to [date] due to a programming error.
This resulted in the nonachievement of the control objective, "Controls pro-
vide reasonable assurance that loan payments received are properly recorded"
throughout the period January 1, 20X1 to April 30, 20X1. Management imple-
mented a change to the program performing the calculation as of May 1, 20X1,
and our tests indicate that it was operating effectively throughout the period
May 1, 20X1 to December 31, 20X1.

Opinion

In our opinion, except for the matter described in the preceding paragraph, and
based on the criteria described in management's assertion on page [aa], in all
material respects:...

Example 4: Qualified opinion—the service auditor is unable to obtain
sufficient appropriate evidence

[Illustrative explanatory paragraph that would be inserted before the modified
opinion paragraph. All other report paragraphs are unchanged.]
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Explanatory paragraph

XYZ Service Organization states in its description of the [type or name of] sys-
tem that it has automated controls in place to reconcile loan payments received
with the output generated. However, electronic records of the performance of
this reconciliation for the period from [date] to [date] were deleted as a result of
a computer processing error and, therefore, we were unable to test the opera-
tion of this control for that period. Consequently, we were unable to determine
whether the control objective, "Controls provide reasonable assurance that loan
payments received are properly recorded" was achieved throughout the period
[date] to [date].

Opinion

In our opinion, except for the matter described in the preceding paragraph, and
based on the criteria described in management's assertion on page [aa], in all
material respects...

Example 5: Disclaimer of opinion on other information included in
management's description of the service organization's system that is
not covered by the service auditor's report.

[Illustrative explanatory paragraph that would be inserted following the opinion
paragraph. All other report paragraphs are unchanged.]

Explanatory paragraph

The information in section X describing XYZ Service Organization's inventory
application is presented by management of XYZ Service Organization to pro-
vide additional information and is not a part of XYZ Service Organization's
description of its [type ofname of] system made available to customers during
some or all of the period [date] to [date]. Information about XYZ Service Organi-
zation's inventory application has not been subjected to the procedures applied
in the examination of the description of the [type ofname of] system and of the
suitability of the design and operating effectiveness of controls to achieve the
related control objectives stated in the description of the [type ofname of system]
and, accordingly, we express no opinion on it.

Exhibit D: Illustrative Report Paragraphs for Service Organizations That
Use a Subservice Organization

A46. Following are modifications of the illustrative type 2 report in exam-
ple 1 of exhibit B for use in engagements in which the service organization uses
a subservice organization.

New language is shown in boldface italics; deleted language is shown by
strikethrough.

Example 1: Carve-out method

Scope

We have examined XYZ Service Organization's description on pages [bb–cc]
of the [type or name of] system made available to customers of the system
throughout the period [date] to [date] for processing their transactions and
the suitability of the design and operating effectiveness of controls to achieve
the related control objectives stated in the description. XYZ Service Orga-
nization uses a computer processing service organization for all of its
computerized application processing. The description on pages [bb–cc]
includes only the controls and related control objectives of XYZ Service
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Organization and excludes the control objectives and related controls
of the computer processing service organization. Our examination did
not extend to controls of the computer processing service organization.

All other report paragraphs are unchanged.

Example 2: Inclusive Method

Scope

We have examined XYZ Service Organization's and ABC Subservice Orga-
nization’s description on pages [bb–cc] of the [type or name of] system made
available to customers of the system throughout the period [date] to [date] for
processing their transactions and the suitability of the design and operating ef-
fectiveness of XYZ Service Organization’s and ABC Subservice Organiza-
tion’s controls to achieve the related control objectives stated in the description.
ABC Subservice Organization is an independent service organization
that provides computer processing services to XYZ Service Organiza-
tion. XYZ Service Organization’s description includes a description of
ABC Subservice Organization’s [type or name of] system used by XYZ
Service Organization to process transactions for its customers, as well
as relevant control objectives and controls of ABC Subservice Organi-
zation.

Management's responsibilities

Management of XYZ Service Organization and ABC Subservice Organiza-
tion are is responsible for preparing and presenting the description and ac-
companying assertion at page [aa], including the completeness, accuracy, and
method of presentation of the description and assertion, providing the services
covered by the description, specifying the control objectives and stating them in
the description, selecting the criteria, and designing, implementing, and main-
taining controls to achieve the control objectives stated in the description.

Inherent limitations

Because of their nature, controls at a service organization may not prevent or
detect and correct all errors or omissions in processing or reporting transac-
tions. The description of XYZ Service Organization's [type or name of] system
and ABC Subservice Organization’s [type or name of] system and infor-
mation about tests of the operating effectiveness of specific controls covers the
period [date] to [date]. Any projection of such information to the future is subject
to the risk that, because of change, the description may no longer portray the
controls in existence. The potential effectiveness of specific controls at the XYZ
Service Organization and ABC Subservice Organization is subject to inher-
ent limitations and, accordingly, fraud or error may occur and not be detected.
Also, the projection of any conclusions based on our findings to future periods
is subject to the risk that changes may alter the validity of such conclusions.

Opinion

In our opinion, based on the criteria specified in managements' assertions on
page [aa], in all material respects

a. the description fairly presents XYZ Service Organization’s the
[type or name of] system and ABC Subservice Organization’s
[type or name of] system used by XYZ Service Organization to
process transactions for its customers that were was designed
and implemented throughout the period [date] to [date], and
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b. the controls related to the control objectives of XYZ Service Orga-

nization and ABC Subservice Organization stated in the de-
scription were suitably designed to provide reasonable assurance
that those control objectives stated in the description were achieved
if the controls operated effectively throughout the period [date] to
[date].

c. the controls of XYZ Service Organization and ABC Computer
Processing Service Organization that we tested, which were
those necessary to provide reasonable assurance that the control
objectives stated in the description were achieved, operated effec-
tively throughout the period [date] to [date].

All other report paragraphs are unchanged.

Exhibit E: Substantive Differences Between the Proposed Statement on
Standards for Attestation Engagements, Reporting On Controls at a
Service Organization, and the Exposure Draft of International Standard
on Assurance Engagements 3402, Assurance Reports on Controls at a
Third-Party Service Organization

A47. This analysis was prepared by the AICPA Audit and Attest Standards
staff to highlight substantive differences between the proposed Statement on
Standards for Attestation Engagements (SSAE), Reporting on Controls at a
Service Organization, and the December 2007 exposure draft of International
Standard on Assurance Engagements (ISAE) 3402, Assurance Reports on Con-
trols at a Third Party Service Organization, and to explain the rationale for
those differences. This analysis is not authoritative and is prepared for infor-
mational purposes only. It has not been acted on or reviewed by the Auditing
Standards Board.

Description of Difference Explanation

1. Intentional acts by service organization
personnel.
Paragraph 32 of the proposed SSAE requires the
auditor, when obtaining an understanding of the
service organization's system, to obtain
information for use in identifying risks that the
description of the service organization's system is
not fairly presented, or that the control objectives
stated in that description were not achieved due to
intentional acts by service organization personnel.
The ISAE 3402 exposure draft (ED) does not
contain this requirement.

Enables the service
auditor to give
adequate consideration
to the risk that
incorrect information
resulting from
intentional acts by
service organization
personnel may be
reported to user
entities.

(continued)
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Description of Difference Explanation

2. Changes in the service organization's
controls.
Paragraph 37 of the proposed SSAE, which
addresses type 2 reports, requires the service
auditor to

• inquire about changes in the service
organization's controls implemented during
the period covered by the service auditor's
report.

• describe the changes in his or her report if
they are not included in the description of
the service organization's system, and the
service auditor believes the changes would
be considered significant by user entities
and their auditors.

• determine from management whether it is
possible for the controls to be tested before
and after the change, if the superseded
controls are relevant to the achievement of
the control objectives stated in the
description during the period covered by
the service auditor's report.

• determine the effect on the service auditor's
report, if it is not possible for the service
auditor to test the controls before and after
the change.

These procedures are not required in the ISAE
3402 ED.

In a type 2 report, the
service auditor's
opinion on the fairness
of the presentation of
the description and the
suitability of the design
and operating
effectiveness of the
controls covers a
specified period.
Information about
changes in a service
organization's controls
implemented during
the period covered by
the service auditor's
report could be
significant to user
entities and their
auditors.

3. Requiring an assertion
Paragraph 8c of the proposed SSAE requires the
service auditor to obtain a written assertion from
management regarding the fairness of the
presentation of the description, the suitability of
the design of the controls, and, in a type 2 report,
the operating effectiveness of the controls.

Paragraph 4 of the ISAE 3402 ED states, in part,
"This ISAE applies to assertion-based
engagements." This sentence is not worded as a
requirement and would, therefore, enable a service
auditor to perform the engagement without
obtaining an assertion.

Requiring management
to provide a written
assertion about the
subject matter
underscores the fact
that management of the
service organization is
responsible for controls
at the service
organization that affect
user entities'
information and
communication
systems.
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Description of Difference Explanation

4. Sampling and means of selecting items for
testing
Paragraph 39 of the proposed SSAE states that the
service auditor should refer to AU section 350,
Audit Sampling (AICPA, Professional Standards,
vol. 1) if the service auditor determines that
sampling is appropriate in performing tests of the
operating effectiveness of controls. The ISAE 3402
ED does not contain this requirement and instead
contains requirements and application guidance on
this subject in paragraphs 39, A23, and A24.

Audit sampling and
methods of selecting
items for testing is a
relatively complex topic
that is more
comprehensively and
accurately addressed in
AU section 350.

5. Third party service organizations
The term third party is used in the title of and
elsewhere in the ISAE 3402 ED to describe the
service organizations that are the subject of the
exposure draft. That descriptive is not used in the
proposed SSAE.

The term third party
denotes a service
organization that is
external to the entity.
Paragraph 2(b) of the
ISAE 3402 ED indicates
that the ISAE would
also be applicable to
controls at a shared
service center. Use of
the descriptive third
party unnecessarily
narrows the scope of
the ISAE and makes it
inconsistent with the
statement in paragraph
2(b) and the intent of
the ISAE.

6. Obtaining representations from those
charged with governance
Paragraph 42 of the proposed SSAE requires the
service auditor to ask management to provide
written representations; whereas, paragraph 42 of
the ISAE 3402 ED requires the service auditor to
ask management and those charged with
governance to provide written representations.

In practice, a service
auditor is rarely
engaged by and has
very little interaction
with those charged with
governance. As a rule, a
service auditor is
engaged by and
primarily interacts with
management.

(continued)
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Description of Difference Explanation

7. Obtaining representations from
management of the subservice organization
If the service organization uses a subservice
organization and the description of the service
organization's system is presented using the
inclusive method, paragraph 43 of the proposed
SSAE requires the service auditor to obtain
written representations from management of the
subservice organization. The ISAE 3402 ED does
not contain this requirement.

When the inclusive
method is used to
present the description
of the service
organization's system,
and the subservice
organization's control
objectives and related
controls are included in
the description, that
information is on the
same footing as the
information provided by
the service organization
about its own control
objectives and related
controls. Accordingly,
the service auditor has
the same responsibility
for reporting on the
subservice
organization's
information as he or
she does for reporting
on the service
organization's
information.

8. Other Reasons for Report Modification
Paragraph 61 of the proposed SSAE requires the
service auditor to modify his or her report if
information, regardless of specified control
objectives, comes to the service auditor's attention
that causes him or her to conclude that (1) design
deficiencies exist that could adversely affect the
ability of the service organization to initiate,
authorize, record, process, or report financial data
to user entities without error and (2) user entities
would not generally be expected to have controls in
place to mitigate such design deficiencies. The
ISAE 3402 ED does not contain this requirement.

Paragraph 61 enables
the service auditor to
modify his or her report
in circumstances other
than those
contemplated in
paragraph 60.
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Appendix M

Schedule of Changes Made to the Text From
the Previous Edition
As of May 1, 2009

This schedule of changes identifies areas in the text and footnotes of this guide
that have that have changed since the previous edition. Entries in the table of
this appendix reflect current numbering, lettering (including that in appendix
names), and character designations that resulted from the renumbering or re-
ordering that occurred in the updating of this guide.

Reference Change

General Accounting guidance conformed to reflect
reference to Financial Accounting Standards
Board (FASB) Accounting Standards
Codification™ (ASC) as it existed on May 1,
2009 (through FASB ASC Update 2009-122).
See the preface for additional information
about FASB ASC.

Notice to Readers and
Preface

Updated.

Footnote * in
paragraph 1.12

Revised to reflect the issuance of SAS No. 115.

Paragraph 1.34 Revised to reflect the issuance of SSAE No. 15.

Footnote ‡ in
paragraph 1.34

Added to reflect the issuance of SAS No. 115.

Paragraph 1.35 Updated.

Footnote * in
paragraph 3.15

Added to reflect the issuance of SAS No. 115.

Footnote * in
paragraph 4.120

Added to reflect the issuance of SAS No. 115.

Appendix J Updated.

Former Appendix K Deleted.

Appendix K Added to reflect issuance of exposure draft for
new Statement on Auditing Standards, Audit
Considerations Relating to an Entity Using a
Service Organization.

Appendix L Added to reflect issuance of exposure draft for
new Statement on Standards for Attestation
Engagements, Reporting on Controls at a
Service Organization.
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