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Notice to Readers

This publication, PCAOB Auditing Standard No. 2: A Guide for Financial Managers, was devel-
oped by an independent consultant and the staff of the AICPA. Its contents represent the opin-
ions of the author. It is written for financial managers charged with evaluating their company’s
internal control as required by Section 404 of the Sarbanes-Oxley Act of 2002 and for the CPAs
in public practice who provide them with consulting services. This publication has not been ap-
proved, disapproved, or otherwise acted upon by any senior technical committee of the AICPA

and therefore its contents have no official or authoritative status

Copyright © 2004 by
American Institute of Certified Public Accountants, Inc.
New York, NY 10036-8775

All vights reserved. For information about the procedure for requesting permission to make copies of any
part of this work, please call the AICPA Copyright Permissions Hotline at (201) 938-3245. A Permissions
Request Form for e-mailing requests is available at www.aicpa.org by clicking on the copyright notice on
any page. Otherwise, requests should be written and mailed to the Permissions Department, AICPA, Har-
borside Financial Center, 201 Plaza Three, Jersey City, NJ 07311-3881.
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Introduction

The series of business failures that began with Enron in late 2001 exposed serious weak-
nesses in the system of checks and balances that were intended to protect the interests of
shareholders, pension beneficiaries and employees of public companies—and to protect the
confidence of the American public in the stability and fairness of U.S. capital markets. . . .

Congress responded to the corporate failures with the Sarbanes-Oxley Act of 2002, creating
a broad, new oversight regime for auditors of public companies while prescribing specific
steps to address specific failures and codifying the responsibilities of corporate executives,
corporate directors, lawyers and accountants. . . .

Failures in internal control, particularly over financial reporting, were among the specific
concerns addressed by Congress in the Sarbanes-Oxley Act. . . .

The bottom line for Congress, and for the PCAOB, is the reliability of the company’s finan-
cial statements—statements relied on by shareholders, management, directors, regulators,
lenders, investors and the market at large. . . .

In the simplest terms, investors can have much more confidence in the reliability of a corpo-
rate financial statement if corporate management demonstrates that it exercises adequate
internal control.

The Public Company Accounting Oversight Board
Introduction to Auditing Standard No. 2

MANAGEMENT’S REQUIREMENT TO REPORT ON INTERNAL CONTROL

In July of 2003, as directed by Section 404 of the Sarbanes-Oxley Act of 2002, the Securities and
Exchange Commission (SEC) adopted rules requiring registrants to include in their annual re-
ports a report of management on the company’s internal control over financial reporting. The
SEC final rule, Management’s Report on Internal Control Over Financial Reporting and Certifi-
cation of Disclosure in Exchange Act Periodic Reports, states that the internal control report
must include:

* A statement of management’s responsibility for establishing and maintaining adequate internal
control over financial reporting for the company

* Management’s assessment of the effectiveness of the company’s internal control over financial
reporting as of the end of the company’s most recent fiscal year

* A statement identifying the framework used by management to evaluate the effectiveness of
the company’s internal control over financial reporting

* A statement that the registered public accounting firm that audited the company’s financial
statements included in the annual report has issued an audit report on management’s assess-
ment of the company’s internal control over financial reporting

xi
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The SEC’s rules included guidance on the form and content of management’s report, but pro-
vided only the following general guidance on the procedures that management should follow to
assess internal control:

* A company must maintain evidential matter, including documentation, to provide reasonable
support for management’s reporting.

* Management must perform procedures sufficient both to evaluate the design and to test the op-
erating effectiveness of internal control over financial reporting.

» Controls subject to management’s assessment of internal control include but are not limited to:

— Controls over initiating, recording, processing, and reconciling account balances, classes
of transactions and disclosure and related assertions included in the financial statements.

— Controls related to the initiation and processing of nonroutine and nonsystematic transac-
tions.

— Controls related to the selection and application of appropriate accounting policies.

— Controls related to the prevention, identification, and detection of fraud.

* Inquiry alone generally will not provide an adequate basis for management’s assessment.

* Management should document its assessment of internal control effectiveness to provide rea-
sonable support:

— For the evaluation of whether the control is designed to prevent or detect material mis-
statements or omissions.

— For the conclusion that the tests were appropriately planned and performed.

— The results of the tests were appropriately considered.

Although this guidance was helpful, the SEC specifically refrained from specifying the method
or procedures to be performed by management in its evaluation of internal control. More detailed
guidance became available when the Public Company Accounting Oversight Board (PCAOB) is-
sued its standard relating to the auditor’s requirements for auditing management’s report on in-
ternal control.

INTRODUCTION TO PCAOB AUDITING STANDARD NoO. 2

In June 2004, the SEC approved PCAOB Auditing Standard No. 2, An Audit of Internal Control
Over Financial Reporting Performed in Conjunction With an Audit of Financial Statements
(AICPA, Professional Standards, vol. 1, PC sec. 140). This standard requires auditors for the
first time to conduct two audits of their publicly traded clients: the traditional audit of financial

xii



Introduction

statements and a new audit of internal control. The standard provides definitive guidance for in-
dependent auditors on the performance of their audit of internal control.

Auditing Standard No. 2: Not Just for Auditors

The Auditing Standard also will have a significant effect on the way in which company man-
agement conducts its own required assessment in internal control effectiveness. For example, the
standard:

» Requires auditors to assess the quality of the company’s self-assessment of internal control. In
providing this guidance, the standard describes certain required elements of management’s
process that must be present for the auditor to conclude that the process was adequate.

» Requires auditors to assess the adequacy of the company’s documentation of internal control.
The standard goes on to provide definitive guidance on what management’s documentation
should contain for the auditor to conclude that it is adequate. Lack of adequate documentation
is considered a control deficiency that may preclude an unqualified opinion on internal control
or may result in a scope limitation on the auditor’s engagement.

 Allows the auditor to rely on the work performed by the company in its self-assessment proc-
ess to support his or her conclusion on internal control effectiveness. However, to rely on this
work to the maximum extent, certain conditions regarding the nature of the work and the peo-
ple who performed it must be met.

* Establishes the definition of a material weakness in internal control. To conclude that internal
control is effective, management should have reasonable assurance that there were no material
weaknesses in internal control as of the reporting date.

Subsequent to the approval of the Auditing Standard, both the PCAOB and the SEC released
documents of answers to frequently asked questions. These documents set forth the PCAOB and
SEC staff’s opinions and views on certain matters. Although both the PCAOB and the SEC point
out that these opinions and views do not represent official “rules,” you should be prepared to jus-
tify any departure from the answers to questions discussed in these documents. Pertinent guid-
ance from both of these documents has been included in this Practice Aid.

This Practice Aid is designed for company management and those under their supervision who
are involved in the company’s self-evaluation of internal control effectiveness. This Practice Aid
will walk you through all of the key requirements of the standard that have a bearing on how you
should conduct your evaluation. It will provide you with insight and analysis on what these re-
quirements mean. This Practice Aid covers:

» Management’s responsibilities relating to the company’s self-assessment of internal control
and the related audit

xiii



PCAOB Auditing Standard No. 2: A Guide for Financial Managers

» How the company may and may not work with its auditors to carry out its responsibilities

* The performance requirements for each major phase of the assessment of internal control, in-
cluding:

— Planning the scope of the work

— Documenting internal control

— Evaluating the design effectiveness of internal control
— Testing the operating effectiveness of internal control

— Assessing internal control deficiencies

Relationship to the Authoritative Standard

This Practice Aid contains many excerpts taken directly from the Auditing Standard and the an-
swers to frequently asked questions documents prepared by the staffs of the SEC and PCAOB.
However, the Practice Aid does not include the complete standard or the answers to frequently
asked questions. This Practice Aid is not a substitute for reading the actual standard or frequently
asked questions. Before completing your self-assessment, and possibly in conjunction with read-
ing this Practice Aid, you should obtain and read the actual, authoritative text and related imple-
mentation guidance.

PCAOB Auditing Standard No. 2 is quite lengthy. It includes several appendixes, including a
background and basis for conclusions in Appendix E. When reading the standard, you should
note that all appendixes are an integral part of the standard and carry the same authoritative
weight as the actual standard itself.

You can download the Auditing Standard directly from the PCAOB Web site at http://www.
pcaobus.org/pcaob_standards.asp (Release 2004-1).

The answers to frequently asked questions can be found at:

» SEC staff Management’s Report on Internal Control Over Financial Reporting and Disclosure
in Exchange Act Periodic Reports: Frequently Asked Questions; http://www.sec.gov/info/
accountants/controlfaq0604.htm

* PCAOB Staff Questions and Answers: Auditing Internal Control Over Financial Reporting;
http://www.pcaobus.org/documents/Staff Q and A/Staff Internal Control.pdf.

When reading this Practice Aid, please note the following.
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References to paragraphs in PCAOB Auditing Standard No. 2 that are in boldface type indi-
cate that the information that follows was taken directly from the standard. If paragraph refer-
ences are in regular text, the information that follows was paraphrased.

PCAOB Auditing Standard No. 2 includes guidance labeled “Note” within the body of the
text. These notes and the footnotes to the standard are considered to be an integral part of the
standard and carry the same authoritative weight as any other information in the standard. In
this Practice Aid, we have retained the PCAOB’s label, “Notes,” clearly distinguishing them
from this Practice Aid author’s observations.

This Practice Aid uses the phrase “Auditing Standard” to refer to PCAOB Auditing Standard
No. 2. When we make references to other auditing standards, those references are clearly la-
beled.

At the end of the Practice Aid are appendixes. Most of the materials are reproduced from the
Auditing Standard and are included here for your convenience.
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CHAPTER 1: ROLES AND RESPONSIBILITIES
OF MANAGEMENT AND THE EXTERNAL AUDITOR

BACKGROUND OF AUDITING STANDARD No. 2

Overview of Sarbanes-Oxley Section 404

The Sarbanes-Oxley Act of 2002 was created in response to a series of business failures, begin-
ning with Enron in 2001. Failures in internal control, particularly over financial reporting, were
among the specific concerns addressed by Sarbanes-Oxley, and Section 404 of the law, which
requires:

+ Company management to issue a report on internal control that—

1. States its responsibility for establishing and maintaining adequate internal control
over financial reporting; and

2. Contains an assessment, as of year-end, of the effectiveness of the company’s inter-
nal control structure over financial reporting.

» The company’s external auditors to audit and report on management’s internal control
assessment and on the effectiveness of the company’s internal control.

+ The law requires two separate evaluations of your company’s internal control: yours and the external
auditors’. In some cases, there wili be a duplication of effort. Certain aspects of internal control will be
tested twice. In other areas, the external auditors will be able to rely on your work to support their own
conclusion on internal control. Determining the extent to which your work can directly benefit the audit
and, on a broader level, the extent of cooperation that is possible between you and your external audi-
tors will be significant considerations as you undertake your assessment.

* Note that your assessment of internal control effectiveness is “as of” year end, which is different from
an assessment of effectiveness throughout the period. The as-of reporting requirements have signifi-
cant affect on how your audit of internal control is performed. For example, you will probably perform
some of your tests in advance of year end. But to report on the effectiveness of internal control as of
year end, you will be required to perform procedures to obtain evidence that the conclusions you
reached at an interim date remain valid at the reporting date. The issues that result from the as-of re-
porting requirements will be highlighted in subsequent chapters of this Practice Aid.

* ltis common for companies with international operations to have a lag in reporting the financial results
of certain foreign subsidiaries for financial reporting purposes. For example, a company may consoli-
date the operations of a foreign subsidiary with a November 30 year end, rather than the December 31
year end of the parent company. This difference in period ends under these circumstances is consid-
ered acceptable for the evaluation of internal control. (See Securities and Exchange (SEC) Manage-
ment’s Report on Internal Control Over Financial Reporting and Disclosure in Exchange Act Periodic
Reports: Frequently Asked Questions (http://www.sec.gov/info/accountants/controlfag0604.htm), ques-
tion 12.)
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Management’s Internal Control Report

Management’s report on internal control effectiveness is contained in the company’s Form 10-K
or 10-KSB, which is filed annually with the SEC. Under the SEC rules, the company’s internal
control report must include:'

(a) Management’s Annual Report on Internal Control Over Financial Reporting. Provide a
report on the company’s internal control over financial reporting that contains:

(1) A statement of management’s responsibilities for establishing and maintaining
adequate internal control over financial reporting,

(2) A statement identifying the framework used by management to evaluate the effec-
tiveness of the company’s internal control over financial reporting

(3) Management’s assessment of the effectiveness of the company’s internal control
over financial reporting as of the end of the most recent fiscal year, including a
statement as to whether or not internal control over financial reporting is effective.
This discussion must include disclosure of any material weakness in the com-
pany’s internal control over financial reporting identified by management. Man-
agement is not permitted to conclude that the registrant’s internal control over fi-
nancial reporting is effective if there are one or more material weaknesses in the
company’s internal control over financial reporting, and

(4) A statement that the registered public accounting firm that audited the financial
statements included in the annual report has issued an attestation report on man-
agement’s assessment of the registrant’s internal control over financial reporting

(b) Audit Report of the Registered Public Accounting Firm. Provide the registered public
accounting firm’s audit report on management’s assessment of the company’s internal
control over financial reporting

(c) Changes in Internal Control Over Financial Reporting. Disclose any change in the
company’s internal control over financial reporting that has materially affected, or is
reasonably likely to materially affect the company’s internal control over financial re-
porting.

The SEC staffs answers to frequently asked questions (FAQ) provide guidance on the following matters
related to management’s internal control report:

+ Management may not “qualify” its conclusions by saying that the company’s internal control is effective
“subject to” certain qualifications or exceptions. That is, the report should state that controls either are
or are not effective. If management concludes that internal control is not effective, it may report that
controls are ineffective for specific reasons. (Question 5)

+  Generally, the SEC staff would expect a company to disclose all material changes in internal control
that occur in a fiscal quarter. However, if the company makes changes or improvements to controls as
a result of preparing for the company's first report on internal control, the staff will not object if these
changes are not disclosed. However, if (in preparing for its first internal control report) the company
discovers a material weakness and makes changes to internal control in response, the SEC staff

!'See Regulation S-K, Item 308 (17 CFR § 229.308), or Regulation S-B, Item 308 (17 CFR § 228.308).
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states that management should “carefully consider” whether the material weakness and related correc-
tive action should be disclosed. (Question 9)

+ The company must disclose material weaknesses in internal control. However, it is not obligated to
disclose the existence or nature of a significant deficiency, unless a combination of significant deficien-
cies is deemed to be a material weakness. (Question 11)

Effective Dates

The requirement to disclose material changes in the entity’s internal control (17 CFR §
229.308(c)) became effective on August 14, 2003. The effective date for the other provisions of
the rules described above, that is, management’s report on the effectiveness of internal control
and the related external auditor attestation, become effective at different times, depending on the
filing status of the company.

» Accelerated filer. A company that is an accelerated filer as of the end of its first fiscal year
ending on or after November 15, 2004, must begin to comply with the internal control report-
ing and attestation requirements in its annual report for that fiscal year.’

e Non-accelerated filers. Smaller companies, foreign private issuers, and other non-accelerated
filers are required to comply with the full requirements of the new rules for their first fiscal
year ending on or after July 15, 2005.

Definition of Internal Control and the COSO Framework
SEC Definition of Internal Control

For the purposes of complying with the internal control reporting requirements of the Sarbanes-
Oxley Act, the SEC rules provide the working definition of the term internal control over finan-
cial reporting. Rule 13a-15(f) defines internal control over financial reporting as follows:

The term internal control over financial reporting is defined as a process designed by, or un-
der the supervision of, the issuer’s principal executive and principal financial officers, or
persons performing similar functions, and effected by the issuer’s board of directors, man-
agement and other personnel, to provide reasonable assurance regarding the reliability of fi-
nancial reporting and the preparation of financial statements for external purposes in accor-
dance with generally accepted accounting principles and includes those policies and proce-
dures that:

(1) Pertain to the maintenance of records that in reasonable detail accurately and fairly re-
flect the transactions and dispositions of the assets of the issuer;

(2) Provide reasonable assurance that transactions are recorded as necessary to permit
preparation of financial statements in accordance with generally accepted accounting
principles, and that receipts and expenditures of the issuer are being made only in ac-
cordance with authorizations of management and directors of the issuer; and

% Accelerated filer is defined in the Securities Exchange Act of 1934, Rule 12b-2. Generally, companies with a market
capitalization of $75 million or more are considered accelerated filers.
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(3) Provide reasonable assurance regarding prevention or timely detection of unauthorized
acquisition, use or disposition of the issuer’s assets that could have a material effect on
the financial statements.

« The term internal control is a broad concept that extends to all areas of the management of an enter-
prise. The SEC definition narrows the scope of your consideration of internal control to the preparation
of the financial statements, hence the use of the term internal control over financial reporting.

+ The SEC intends its definition to be consistent with the definition of internal control that pertains to fi-
nancial reporting objectives included in the Treadway Commission’s Committee of Sponsoring Organi-
zations’ (COSO) report, Internal Control—Integrated Framework.

+ The rule makes explicit reference to the use or disposition of the entity's assets, that is, the safeguard-
ing of assets.

+ Public Company Accounting Oversight Board (PCAOB) Auditing Standard No. 2, An Audit of Internal
Control Over Financial Reporting Performed in Conjunction With an Audit of Financial Statements
(AICPA, Professional Standards, vol. 1, PC sec. 140), provides some guidance on controls relating to
the safeguarding of assets. See Appendix B in this Practice Aid.

Note: This Practice Aid, unless otherwise indicated, uses the term internal control synonymously
with internal control over financial reporting, as defined by the SEC rules.

PCAOB Auditing Standard No. 2 frequently refers to “financial statements and related disclo-
sures.” The term disclosures refers to the notes to the financial statements and does not include
the preparation of Management’s Discussion and Analysis (MD&A) or other similar information
presented outside the financial statements. In this Practice Aid, unless otherwise indicated, we

use the term financial statements interchangeably with financial statements and related disclo-
sures.

The COSO Framework

To gauge the company’s internal control effectiveness, you must be able to compare it to an es-
tablished standard for effectiveness. Choosing an appropriate control criterion is a precondition
to performing an assessment of the effectiveness of your company’s internal control.

As indicated in the previous section, your company’s internal control report must identify the
framework used to assess internal control effectiveness. The rules do not require or otherwise
endorse any of the several frameworks that are available for such purposes. The COSO internal
control framework is one widely accepted framework for internal control.?

3 The Guidance on Assessing Control, published by the Canadian Institute of Chartered Accountants, and The Turnbull
Report, published by the Institute of Chartered Accountants in England & Wales, are examples of other suitable frame-
works.
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The roots of the COSO framework date back to 1985, when COSO was formed to sponsor the
National Commission on Fraudulent Financial Reporting. The charge of that group was to study
and report on the factors that can lead to fraudulent financial reporting. Since this initial under-
taking, COSO has expanded its mission to include improving the quality of financial reporting. A
significant part of this mission is aimed at developing guidance on internal control. In 1992,
COSO published Internal Control—Integrated Framework, which established a framework for
internal control and provided evaluation tools that businesses and other entities could use to
evaluate their control systems.”

The COSO framework describes five interrelated components of internal control:

Control environment. Senior management must set an appropriate “tone at the top” that posi-
tively influences the control consciousness of entity personnel. The control environment is
the foundation for all other components of internal controls and provides discipline and struc-
ture.

Risk assessment. The entity must be aware of and deal with the risks it faces. It must set ob-
jectives, integrated throughout all value chain activities, so the organization’s units operate in
concert. Once these objectives are set, the entity must then identify and analyze the risks to
achieving those objectives and develop ways to manage them.

Control activities. Control policies and procedures must be established and executed to help
ensure the actions identified by management as necessary to address risks are effectively car-
ried out.

Information and communications. Surrounding the control activities are information and
communication systems, including the accounting system. These systems enable the entity’s
people to capture and exchange the information needed to conduct, manage, and control en-
tity operations.

Monitoring. The entire control process must be monitored, and modifications made as neces-
sary. In this way, the system can react dynamically, changing as conditions warrant.

« Even though the SEC does not require companies to use the COSO framework, the performance and
reporting requirements of PCAOB Auditing Standard No. 2 are based on the COSO internal control

‘*In 2004, the Committee of Sponsoring Organizations of the Treadway Commission (COSO) published a document
entitled Enterprise Risk Management Framework, whose purpose was to provide guidance on the process used by man-
agement to identify and manage risk across the enterprise. This new framework does not supersede or otherwise amend
its earlier internal control framework. Internal control is encompassed by and is an integral part of enterprise risk man-
agement. Enterprise risk management is broader than internal control, expanding and elaborating on internal control to
form a more robust conceptualization focusing more fully on risk. Internal Control—lIntegrated Framework remains in
place for entities and others looking at internal control by itself.
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framework. That the PCAOB has used the COSO framework to structure its guidance does not pre-
clude you from using other, suitable frameworks. Paragraph 14 of the standard states:

[suitable frameworks other than COSQ] have been published in other countries and may be devel-
oped in the future. Such other suitable frameworks may be used in an audit of internal control over
financial reporting. Although different frameworks may not contain exactly the same elements as
COSO, they should have elements that encompass, in general, all the themes in COSO. There-
fore, the [external] auditor should be able to apply the concepts and guidance in this standard in a
reasonable manner.

MANAGEMENT’S RESPONSIBILITIES IN AN AUDIT OF INTERNAL CONTROL

As indicated in the Introduction to this Practice Aid, SEC Release No. 33-8238 (which describes
the requirements related to management’s report on internal control) provides general direction

to management on the methods that should be used to evaluate internal control effectiveness.
(See Section B.3.d.)

The Auditing Standard incorporates the SEC guidance on management’s methods and proce-
dures. Paragraph 20 of the Auditing Standard requires management to do the following.

a. Accept responsibility for the effectivepess of the company’s internal control over
financial reporting;

b. Evaluate the effectiveness of the company’s internal control over financial reporting us-
ing suitable control criteria;

c. Support its evaluation with sufficient evidence, including documentation; and

d. Present a written assessment of the effectiveness of the company’s internal control over
financial reporting as of the end of the company’s most recent fiscal year.

If management has not fulfilled these responsibilities, the external auditors are required to dis-
claim an opinion. When auditors disclaim an opinion, they will state that the scope of their work
was not sufficient for them to express—and they do not express—an opinion on internal control
effectiveness. The whole point of engaging an auditor to audit internal control is to have them
express an opinion on its effectiveness, so it is clearly in your best interests to ensure that com-
pany management fulfills its responsibilities.

Management’s Assessment Process

The Auditing Standard provides substantial guidance on what management should do to effec-
tively comply with the requirements described in paragraph 20b and 20c. These requirements de-
scribe the required elements of the company’s assessment process and its documentation. This
guidance is discussed in detail in Chapter 2 of this Practice Aid.



Chapter 1: Roles and Responsibilities of Management and the External Auditor

Management’s Representations

As they are required to do in a traditional financial statement audit, company management are
required to make certain written representations to the external auditors at the conclusion of the
internal control audit, in order for the auditors to render an unqualified opinion. Paragraph 142
of the Auditing Standard requires management to provide to the external auditors written
representations:

a. Acknowledging management’s responsibility for establishing and maintaining effective
internal control over financial reporting;

b. Stating that management has performed an assessment of the effectiveness of the com-
pany’s internal control over financial reporting and specifying the control criteria;

c. Stating that management did not use the [external] auditor’s procedures performed dur-
ing the audits of internal control over financial reporting or the financial statements as
part of the basis for management’s assessment of the effectiveness of internal control
over financial reporting;

d. Stating management’s conclusion about the effectiveness of the company’s internal con-
trol over financial reporting based on the control criteria as of a specified date;

e. Stating that management has disclosed to the [external] auditor all deficiencies in the de-
sign or operation of internal control over financial reporting identified as part of man-
agement’s assessment, including separately disclosing to the [external] auditor all such
deficiencies that it believes to be significant deficiencies or material weaknesses in inter-
nal control over financial reporting;

/. Describing any material fraud and any other fraud that, although not material, involves
senior management or management or other employees who have a significant role in the
company’s internal control over financial reporting;

g Stating whether control deficiencies identified and communicated to the audit committee
during previous engagements pursuant to paragraph 207 have been resolved, and specifi-
cally identifying any that have not; and

h. Stating whether there were, subsequent to the date being reported on, any changes in in-
ternal control over financial reporting or other factors that might significantly affect in-
ternal control over financial reporting, including any corrective actions taken by man-
agement with regard to significant deficiencies and material weaknesses.

If management fails to provide these written representations, the scope of the internal control au-
dit has been limited, and the external auditors are precluded from issuing an unqualified opinion.
In some cases, the external auditors may conclude that the scope limitation is so severe that they
have no choice but to withdraw from the engagement. See Chapter 2 of this Practice Aid for an
additional discussion of how an external auditor’s scope limitation will adversely affect the com-

pany.
Additionally, paragraph 143 of the Auditing Standard requires the external auditors to “evaluate

the effects of management’s refusal on [their] ability to rely on other representations, including,
if applicable, representations obtained in an audit of the company’s financial statements.”



PCAOB Auditing Standard No. 2: A Guide for Financial Managers

described in the Auditing Standard, providing these representations is not considered optional. Even
though you will not be signing a representation letter until the end of the audit, you should be familiar
with what will be required of you from the beginning of the process. Some of the representations will re-
quire you to take certain action throughout the performance of the self-assessment process, and so you
should plan and perform the process to take these requirements into account.

.} Practice Pointer. Because of the severe consequences of not providing the written representations

s

The written representations requirement highlights certain other requirements of management’s process
that were not previously mentioned in paragraph 20. From reading management’s required representa-
tions, it is apparent that management’s responsibilities also include:

+ Assessing internal control effectiveness in a way that does not rely on the work performed by the com-
pany’s auditors during either the audit of internal control or the financial statements.

+ Disclosing to the external auditors all control deficiencies discovered during the company’s self-
assessment process.

+ Disclosing to the external auditors any material fraud and any fraud involving senior management or
others with significant internal control responsibilities.

+ Describing how internal control deficiencies identified by the external auditors in the past have, or have
not, been resolved.

+ Describing significant control changes that occurred after year end.

The external auditor requires that the engagement letter be signed by “those members of man-
agement with overall responsibility for financial and operating matters whom the auditor be-
lieves are responsible for and knowledgeable about, directly or through others in the organiza-
tion, the matters covered by the representations.” Normally, these management group members
include the chief executive officer and chief financial officer. In some cases, either the external
auditors or company management may ask those individuals who are directly supervised by
management to provide certain specific representations.

THE EXTERNAL AUDITOR’S RESPONSIBILITIES
IN AN AUDIT OF INTERNAL CONTROL

The Objective of an Audit of Internal Control

As indicated previously, company management and the external auditors share some common
goals related to internal control—both are charged with evaluating the effectiveness of the com-
pany’s internal control as of year end. For this reason, a reading of how the Auditing Standard
describes the external auditor’s objectives may help you articulate your own.
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Paragraph 4 of the Auditing Standard states in part.

The [external] auditor’s objective in an audit of internal control over financial reporting is to
express an opinion on management’s assessment of the effectiveness of the company’s in-
ternal control over financial reporting . . . . Maintaining effective internal control over finan-
cial reporting means that no material weaknesses exist; therefore, the objective of the audit
of internal control over financial reporting is to obtain reasonable assurance that no material
weaknesses exist as of the date specified in management’s assessment.

+ Note the standard’s reference to “reasonable assurance” as a threshold for determining whether inter-
nal control is effective. Reasonable assurance is a very high threshold, but it stops short of absolute
assurance. When drawing your conclusions about internal control effectiveness, you should consider
using this same “reasonable assurance” threshold.

+ The last sentence of paragraph 4 rephrases the objective of an audit of internal control as a process to
obtain reasonable assurance that no material weaknesses exist as of the reporting date. For this rea-
son, the definition of the term material weakness will be a driving force in the planning and perform-
ance of company management’s self-assessment process. To effectively plan and perform this as-
sessment, the project team should have a good working knowledge of the term.

+ Chapter 5 of this Practice Aid defines and discusses the term material weakness and the related terms
significant deficiency and control deficiency.

To anticipate and respond effectively to the external auditor’s requirements during an internal
control audit, it helps if you have a working understanding of how they approach their work.

Paragraph 5 of the Auditing Standard lays out a broad framework for how external auditors will
conduct an audit of internal control.

To obtain reasonable assurance, the [external] auditor evaluates the assessment performed
by management and obtains and evaluates evidence about whether the internal control over
financial reporting was designed and operated effectively. The [external] auditor obtains this
evidence from a number of sources, including using the work performed by others and per-
forming auditing procedures himself or herself.

S

+ The external auditor’s audit of internal control involves two main evaluations:
— An evaluation of management’s assessment of internal control effectiveness.
— An evaluation of whether internal control was designed and operating effectively.

+ Evidence relating to the design and operation of internal control comes from two sources:
— The work performed by the company in its self-assessment process.

— The work the external auditor performs himself or herself.
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+ Early in the planning stages of your self-assessment project, you should consider how to maximize the
extent to which the external auditors can use the company'’s work.

The External Auditor’s Other Responsibilities

Management’s Quarterly Reports and Certifications on Internal Control Over Financial
Reporting

Section 302 of the Sarbanes-Oxley Act requires company management to report quarterly on,
among other things, the effectiveness of the company’s internal control and all material changes
in the entity’s internal control over financial reporting.

With its rules implementing this requirement, the SEC introduces a new term, disclosure con-
trols and procedures, which is different from internal controls over financial reporting defined
earlier. SEC Rule 13a-15(e) defines disclosure controls and procedures as essentially encompass-
ing the controls over all material financial and nonfinancial information in the Securities Ex-
change Act of 1934 reports. The internal control over financial reporting is just one element of a
company’s disclosure controls and procedures.

In addition to providing a report on the effectiveness of its disclosure controls and internal con-
trol over financial reporting, the company’s principal executive officer and principal financial of-
ficer are required to sign a certification, which is included as exhibits to the entity’s 10-Q and
10-K or 10-KSB. The text of this certification is reproduced in Exhibit 1-1.

Exhibit 1-1 Section 302 Certification

SEC Rule 13a-14(a)/15d-14(a)
|, [identify the certifying individual], certify that:
1. I have reviewed this [specify reporf] of [identify registrant];

2. Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a
material fact necessary to make the statements made, in light of the circumstances under which such statements
were made, not misleading with respect to the period covered by this report;

3. Based on my knowledge, the financial statements, and other financial information included in this report, fairly
present in all material respects the financial condition, results of operations and cash flows of the registrant as of,
and for, the periods presented in this report;

4. The registrant’s other certifying officer(s) and | are responsible for establishing and maintaining disclosure controls
and procedures (as defined in Exchange Act Rules 13a-15(e) and 15d-15(e)) and internal control over financial
reporting (as defined in Exchange Act Rules 13a-15(f) and 15d-15(f)) for the registrant and have:

(a) Designed such disclosure controls and procedures, or caused such disclosure controls and procedures to be
designed under our supervision, to ensure that material information relating to the registrant, including its
consolidated subsidiaries, is made known to us by others within those entities, particularly during the period in
which this report is being prepared;

(b) Designed such internal control over financial reporting, or caused such internal control over financial reporting
to be designed under our supervision, to provide reasonable assurance regarding the reliability of financial
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reporting and the preparation of financial statements for external purposes in accordance with generally
accepted accounting principles;

(c) Evaluated the effectiveness of the registrant's disclosure controls and procedures and presented in this report
our conclusions about the effectiveness of the disclosure controls and procedures, as of the end of the period
covered by this report based on such evaluation; and

(d) Disclosed in this report any change in the registrant's internal control over financial reporting that occurred
during the registrant's most recent fiscal quarter (the registrant’s fourth fiscal quarter in the case of an annual
report) that has materially affected, or is reasonably likely to materially affect, the registrant's internal control
over financial reporting; and

5. The registrant’s other certifying officer(s) and | have disclosed, based on our most recent evaluation of internal
control over financial reporting, to the registrant's auditors and the audit committee of the registrant’s board of
directors (or persons performing the equivalent functions):

(@) Al significant deficiencies and material weaknesses in the design or operation of internal control over financial
reporting which are reasonably likely to adversely affect the registrant’s ability to record, process, summarize
and report financial information; and

(b)  Any fraud, whether or not material, that involves management or other employees who have a significant role
in the registrant’s internal control over financial reporting.

* To help public companies implement the SEC’s requirement to report on and certify disclosure controls
and procedures, the SEC also advised all public companies to create a disclosure committee to over-
see the process by which disclosures are created and reviewed. The effective functioning of this com-
mittee and its work product may be helpful to you as you plan and perform your annual assessment of
internal control effectiveness.

+ The quarterly certification includes statements about both disclosure controls and procedures and in-
ternal control over financial reporting.

+ An external auditor’s responsibility as it relates to the quarterly certifications in internal control is differ-
ent from his or her responsibility relating to the annual audit of internal control. For the quarterly report-
ing, the external auditor will perform limited procedures to:

— Inquire of management about significant changes in the design or operation of internal control that
could have occurred subsequent to the preceding annual audit or prior review of interim financial in-
formation.

* Management should be prepared to respond thoroughly to these inquiries.

Differences Between the Audit of Internal Control and the Financial Statement Audit

You are probably accustomed to responding to external auditor inquiries and requests for infor-
mation related to a traditional financial statement audit. As indicated earlier, the Sarbanes-Oxley
Act adds a second audit, the audit of internal control, to the traditional financial statement audit.
Moreover, the same audit firm must perform both audits.

11
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PCAOB Auditing Standard No. 2 describes how the audit of the financial statements and the in-
ternal control audit should be integrated. Essentially, the external auditor will use the information
obtained in one audit to inform his or her judgments and procedures made in the other.

You also should be aware that the external auditor’s tests of internal control effectiveness per-
formed during an audit of internal control will be much more extensive than the internal control
tests typically performed as part of the financial statement audit.

Finally, you should be aware of how an external auditor’s adverse opinion on internal control af-
fects his or her opinion on the financial statements. The identification of a material weakness in
internal control (and the resulting adverse opinion on internal control effectiveness) does not
preclude the external auditor from issuing a “clean” opinion on the financial statements, if cer-
tain additional procedures can be performed successfully.

KEY CONSIDERATIONS IN THE AUDITOR-MANAGEMENT RELATIONSHIP

12

Both Sarbanes-Oxley and the PCAOB Auditing Standard describe a two-pronged approach for
providing financial statement users with useful information about the reliability of a company’s
internal control:

 First, management assesses and reports on the effectiveness of the entity’s internal control.

» Second, the company’s external auditors audit management’s report and issue a separate, in-
dependent opinion on the effectiveness of the company’s internal control.

In this scheme, it is vital that the two perform their duties independently of each other.

By the same token, the practical aspects of implementing the requirements of Sarbanes-Oxley
Section 404 suggest that external auditors should be able to use, to some degree, the work per-
formed by management in its self-assessment of internal control in their audit. To do otherwise,
to completely prohibit external auditors from using some of management’s work, would make
the cost of compliance quite steep.

Thus, the Auditing Standard balances two competing goals: objectivity and independence of the
parties involved versus the use of management’s work by the external auditor as a means of lim-
iting the overall cost of compliance.

Note: As discussed in subsequent chapters, the company is prohibited in its self-assessment of
internal control from relying on the work performed by the external auditors in their audit.
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The External Auditor’s Use of the Company’s Internal Control Work

The company is required to perform a thorough, detailed assessment of its internal control. As
much as possible, management will want to provide the results of its work to the external audi-
tors, so the auditors will not have to duplicate the company’s efforts.

Paragraphs 108 through 126 of the Auditing Standard provide extensive guidance on the degree
to which the company’s work on internal control can be used by the external auditors. The rele-
vant section is titled “Using the Work of Others.” The standard indicates that the work of “oth-
ers” includes the relevant work performed by:

* Internal auditors.
* Other company personnel.

 Third parties working under the direction of management or the audit committee.

The external auditor’s ability to rely on the work of others has its limits. Paragraph 108 of the
standard describes the fundamental principle in the external auditor’s using the work of others.
The external auditor must “perform enough of the testing himself or herself so that the external
auditor’s own work provides the principal evidence for the [external] auditor’s opinion.” The
standard goes on to describe a framework for ensuring that the [external] auditors comply with
this principle. Essentially:

+ The external auditor is prohibited from using the company’s work in certain areas of the au-
dit.

» For all other areas, the external auditor may use the company’s work, if certain conditions are
met.

Work That Must Be Performed by the External Auditors

There are two areas where the external auditors are prohibited from using the company’s work in
their audit.

» Control environment. The external auditors are prohibited from using the work of company
management and others to reduce the amount of work they perform on controls in the control
environment. This does not mean that they can ignore your work in this area. To the contrary,
paragraph 113 of the standard requires the external auditor to “consider the results of work
performed in this area by others because it might indicate the need for the [external] auditor
to increase his or her own work.”

»  Walkthroughs. External auditors are required to perform at least one walkthrough for each
major class of transactions. A walkthrough involves tracing a transaction from origination
through the company’s information systems until it is reflected in the company’s financial re-
ports. Chapter 3 of this Practice Aid discusses the requirements for walkthroughs in more de-
tail.

13
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Included in Appendix F of this Practice Aid are several examples, taken from the Auditing Stan-
dard, of how this framework (described in the following pages) would be applied in practice.

14

« Paragraph 115 of the standard states that “controls specifically established to prevent and detect
fraud” are part of the control environment. Thus, the external auditors will be testing antifraud pro-
grams and controls themselves.

+ The answer to question 23 in the PCAOB's Staff Questions and Answers: Auditing Internal Control
Over Financial Reporting (http://www.pcaobus.org/documents/Staff_Q_and_A/Staff_Interal_Control.
pdf) discusses the interaction between the requirement that external auditors test antifraud programs
and controls themselves and other requirements relating to procedures to detect material
misstatements due to fraud that are performed in the financial statement audit. The PCAOB staff
clarifies that certain procedures that the external auditors will perform in a financial statement audit to
assess the risk of material misstatement due to fraud, should be performed by the external auditors
(and not others) in their audit of internal control.

+ Paragraph 110 of the standard provides the general guidance that “[jjudgments about the sufficiency
of evidence obtained and . . . the significance of identified control deficiencies, should be those of the
[external] auditor.”

Using the Work of Others

For all areas other than the control environment and the walkthroughs, the external auditors may
use the company’s tests on internal control during their audit.

Paragraph 109 of the standard summarizes the steps that the external auditor must follow to use
the work of others to support his or her conclusions reached in the audit of internal control. To
determine the extent to which the external auditor may use the company’s work, the external
auditor is required to:
a. Evaluate the nature of the controls subjected to the work of others (See paragraphs 112
through 116);

b. Evaluate the competence and objectivity of the individuals who performed the work (See
paragraphs 117 through 122); and

c¢. Test some of the work performed by others to evaluate the quality and effectiveness of
their work (See paragraphs 123 through 125).

Evaluating the Nature of the Controls Paragraph 112 of the standard provides relatively
straightforward guidance on determining whether the nature of the controls subjected to the work
of others would make those controls good candidates for the external auditors to rely on in their
audit.

112. Evaluating the Nature of the Controls Subjected to the Work of Others. The auditor
should evaluate the following factors when evaluating the nature of the controls subjected to
the work of others. As these factors increase in significance, the need for the auditor to per-
form his or her own work on those controls increases. As these factors decrease in signifi-
cance, the need for the auditor to perform his or her own work on those controls decreases.
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The materiality of the accounts and disclosures that the control addresses and the risk of
material misstatement.

The degree of judgment required to evaluate the operating effectiveness of the control
(that is, the degree to which the evaluation of the effectiveness of the control requires
evaluation of subjective factors rather than objective testing).

The pervasiveness of the control.
The level of judgment or estimation required in the account or disclosure.
The potential for management override of the control.

Exhibit 1-2 summarizes the guidance provided in paragraph 112 of the Auditing Standard.

Exhibit 1-2 Evaluating the Nature of the Controls

External Auditor More Likely to Do External Auditor More Likely to Rely

Factor His or Her Own Work on the Company’s Work
Materiality of account related to the Account is material Account is not material
control
Risk of material misstatement of High risk of material misstatement Low risk of material misstatement
account related to the control
Judgment required to evaluate Highly subjective Highly objective
operating effectiveness of control
Pervasiveness of control Pervasive Restricted to specific account,
transaction, or assertion
Judgment or estimation required in Highly subjective/extensive use of Highly objective
the account estimates
Potential for management override High potential Low potential

Competence and Objectivity of Individuals Who Performed the Work The extent to which
the external auditors can use the company’s work depends on the degree of competence and ob-
jectivity of the individuals performing the work. The more objective and competent the individu-
als are who performed the work, the more use the external auditors can make of it in their audit.

Competence and objectivity must be considered together. That is, the work of an individual who
has one trait but not the other should not be relied on in the audit.

Paragraphs 119 and 120 provide guidance on the factors external auditors must consider to
evaluate competence and objectivity.

119. Factors concerning the competence of the individuals performing the tests of controls
include:

.

Their educational level and professional experience.

Their professional certification and continuing education.
Practices regarding the assignment of individuals to work areas.
Supervision and review of their activities.

15
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* Quality of the documentation of their work, including any reports or recommendations
issued.

» Evaluation of their performance.

120. Factors concerning the objectivity of the individuals performing the tests of controls
include:

+ The organizational status of the individuals responsible for the work of others (“testing
authority”) in testing controls, including—

a. Whether the testing authority reports to an officer of sufficient status to ensure suffi-
cient testing coverage and adequate consideration of, and action on, the findings and
recommendations of the individuals performing the testing.

b. Whether the testing authority has direct access and reports regularly to the board of
directors or the audit committee.

¢.  Whether the board of directors or the audit committee oversees employment deci-
sions related to the testing authority.

 Policies to maintain the individuals’ objectivity about the areas being tested, including—

a. Policies prohibiting individuals from testing controls in areas in which relatives are
employed in important or internal control sensitive positions.

b. Policies prohibiting individuals from testing controls in areas to which they were
recently assigned or are scheduled to be assigned upon completion of their controls
testing responsibilities.

Use of the Work of Internal Auditors The Auditing Standard makes special note of the work
of internal auditors, noting that their work may be used “to a greater extent than the work of
other company personnel.” Paragraph 121 provides guidance to the external auditors regarding
the conditions that should exist if they are to use the company’s internal auditors to the maxi-
mum possible extent.

121. Internal auditors normally are expected to have greater competence with regard to in-
ternal control over financial reporting and objectivity than other company personnel. There-
fore, the auditor may be able to use their work to a greater extent than the work of other
company personnel. This is particularly true in the case of internal auditors who follow the
International Standards for the Professional Practice of Internal Auditing issued by the In-
stitute of Internal Auditors. If internal auditors have performed an extensive amount of rele-
vant work and the auditor determines they possess a high degree of competence and objec-
tivity, the auditor could use their work to the greatest extent an auditor could use the work of
others. On the other hand, if the internal audit function reports solely to management, which
would reduce internal auditors’ objectivity, or if limited resources allocated to the internal
audit function result in very limited testing procedures on its part or reduced competency of
the internal auditors, the auditor should use their work to a much lesser extent and perform
more of the testing himself or herself.

Testing the Work of Others In order to evaluate the overall quality and effectiveness of the
work of others, the external auditors are required to test some of their work, either by:

» Testing some of the controls that they tested; or

» Testing similar controls not actually tested by them.
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Paragraph 125 provides the following broad guidance on what the external auditors will look
for when evaluating the quality and effectiveness of the company’s work.

Scope of work is appropriate to meet the objectives.

Work programs are adequate.

Work performed is adequately documented, including evidence of supervision and review.

Conclusions are appropriate in the circumstances.

Reports are consistent with the results of the work performed.

External auditors are not required to test the work of others in every significant account in which
they plan to use the company’s work.

_

Practice Pointers. To allow the company’s external auditors to make as much use as possible of the
company’s own assessment of internal control, you should have a clear understanding of the conditions
that must be met for the external auditors to use the work. To help the external auditors determine that
those criteria have been met, you may wish to document your compliance with the key requirements
described previously and make this documentation available to the external auditors early on in their
audit planning process. For example, you should consider:

Obtaining the bios or resumes of project team members showing their education level, experience,
professional certification, and continuing education.

Documenting the company’s policies regarding the assignment of individuals to work areas.

Documenting the “organizational status” of the project team and how they have been provided ac-
cess to the board of directors and audit committee.

Determining that the internal auditors follow the relevant internal auditing standards.
Establishing policies that ensure that the documentation of the work performed includes:
— A description of the scope of the work

— Work programs

— Evidence of supervision and review

— Conclusions about the work performed

Seeking Help and Advice From External Auditors

During the course of its assessment of internal control, the company is likely to encounter many

issues for which management needs advice. The company may find itself short on resources and
needing to engage third parties to help in the process. In these situations, it is natural for man-
agement to turn to its external auditors for advice and other assistance.

17
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You should be cautious in seeking the assistance of the company’s external auditors to help with
the company’s internal control assessment. Paragraph A7 of the PCAOB staff’s FAQs provides
some general guidance to both management and external auditors on how to seck and provide
advice. The guidance from the staff was in answer to a question directed specifically to an exter-
nal auditor’s review of a company’s draft financial statements or their providing advice on the
adoption of a new accounting principle or emerging issue—services that historically have been
considered a routine part of a high quality audit. The PCAOB staff had the following observa-
tion.

A7. The inclusion of this circumstance in Auditing Standard No. 2 as a significant defi-
ciency and a strong indicator of a material weakness emphasizes that a company must have
effective internal control over financial reporting on its own. More specifically, the results
of auditing procedures cannot be considered when evaluating whether the company’s inter-
nal control provides reasonable assurance that the company’s financial statements will be
presented fairly in accordance with generally accepted accounting principles. There are a
variety of ways that a company can emphasize that it, rather than the auditor, is responsible
for the financial statements and that the company has effective controls surrounding the
preparation of financial statements.

Modifying the traditional audit process such that the company provides the auditor with
only a single draft of the financial statements to audit when the company believes that all its
controls over the preparation of the financial statements have fully operated is one way to
demonstrate management’s responsibility and to be clear that all the company’s controls
have operated. However, this process is not necessarily what was expected to result from the
implementation of Auditing Standard No. 2. Such a process might make it difficult for some
companies to meet the accelerated filing deadlines for their annual reports. More impor-
tantly, such a process, combined with the accelerated filing deadlines, might put the auditor
under significant pressure to complete the audit of the financial statements in too short a
time period thereby impairing, rather than improving, audit quality. Therefore, some type of
information-sharing on a timely basis between management and the auditor is necessary.

A company may share interim drafts of the financial statements with the auditor. The com-
pany can minimize the risk that the auditor would determine that his or her involvement in
this process might represent a significant deficiency or material weakness through clear
communications (either written or oral) with the auditor about the following:

» State of completion of the financial statements;
+ Extent of controls that had operated or not operated at the time; and
* Purpose for which the company was giving the draft financial statements to the auditor.

For example, a company might give the auditor draft financial statements to audit that lack
two notes required by generally accepted accounting principles. Absent any communication
from the company to clearly indicate that the company recognizes that two specific required
notes are lacking, the auditor might determine that the lack of those notes constitutes a mate-
rial misstatement of the financial statements that represents a significant deficiency and is a
strong indicator of a material weakness. On the other hand, if the company makes it clear
when it provides the draft financial statements to the auditor that two specific required notes
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are lacking and that those completed notes will be provided at a later time, the auditor would
not consider their omission at that time a material misstatement of the financial statements.

As another example, a company might release a partially completed note to the auditor and
make clear that the company’s process for preparing the numerical information included in a
related table is complete and, therefore, that the company considers the numerical informa-
tion to be fairly stated even though the company has not yet completed the text of the note.
At the same time, the company might indicate that the auditor should not yet subject the en-
tire note to audit, but only the table. In this case, the auditor would evaluate only the nu-
merical information in the table and the company’s process to complete the table. However,
if the auditor identifies a misstatement of the information in the table, he or she should con-
sider that circumstance a misstatement of the financial statements. If the auditor determines
that the misstatement is material, a significant deficiency as well as a strong indicator of a
material weakness would exist.

This type of analysis, focusing on the company’s responsibility for internal control, may be
extended to other types of auditor involvement. For example, many audit firms prepare ac-
counting disclosure checklists to assist both companies and auditors in evaluating whether
financial statements include all the required disclosures under GAAP. Obtaining a blank ac-
counting disclosure checklist from the company’s auditor and independently completing the
checklist as part of the procedures to prepare the financial statements is not, by itself, an in-
dication of a weakness in the company’s controls over the period-end financial reporting
process. As another example, if the company obtains the blank accounting disclosure check-
list from its auditor, requests the auditor to complete the checklist, and the auditor deter-
mines that a material required disclosure is missing, that situation would represent a signifi-
cant deficiency and a strong indicator of a material weakness.

These evaluations, focusing on the company’s responsibility for internal control over finan-
cial reporting, will necessarily involve judgment on the part of the auditor. A discussion
with management about an emerging accounting issue that the auditor has recently become
aware of, or the application of a complex and highly technical accounting pronouncement in
the company’s particular circumstances, are all types of timely auditor involvement that
should not necessarily be indications of weaknesses in a company’s internal control over fi-
nancial reporting. However, as described above, clear communication between management
and the auditor about the purpose for which the auditor is being involved is important. Al-
though the auditor should not determine that the implications of Auditing Standard No. 2
force the auditor to become so far removed from the financial reporting process on a timely
basis that audit quality is impaired, some aspects of the traditional audit process may need to
be carefully structured as a result of this increased focus on the effectiveness of the com-
pany’s internal control over financial reporting.

Even though the staff's answer was directed to specific situations, it sets forth several broad principles that
can be analyzed for how they apply to others. These broad principles include the following.

+ Management cannot consider the results of the external auditor's procedures when evaluating internal
control effectiveness. That is, “the auditor's review of the draft financial statements” is not a control
procedure encompassed by the company’s internal control over financial reporting. The company’s in-
ternal control must exist separately and independently from the audit.
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+ In working with external auditors, the company should take care to emphasize that management, not
the external auditor, is responsible for internal control.

+ Information-sharing on a timely basis between management and the external auditors is clearly neces-
sary.

+ Itis incumbent on management to clearly communicate with the external auditors the nature of the ad-
vice they are seeking and the purpose for which the auditor is being involved.

« Some aspects of the traditional relationship between management and its external auditors will
change. Companies may not be able to reflexively turn to their external auditors to provide the same
type of advice and counsel that they have in the past. Other sources of knowledge and expertise will
have to be used, either through the development of in-house resources or the establishment of rela-
tionships with experts that are not members of the company’s external audit firm.

Auditor Independence Issues

To render an opinion on either the financial statements or the effectiveness of internal control,
the external auditors are required to maintain their independence, in accordance with applicable
SEC rules. A failure to comply with these rules could have significant adverse consequences, not
only for the auditors, but for the company as well. For example, if the SEC determines that the
company’s external auditors were not independent from the company, it could require a reaudit
of the company’s financial statements and its internal control.

The SEC independence rules are guided by four basic principles. If the detailed rules do not ad-
dress a particular circumstance (such as internal control-related services), the SEC will consider
the situation in light of the basic principles. The basic principles state that independence would
be impaired whenever a relationship between the auditor and the company or the auditor’s ser-
vices to the company:

* Creates a mutual or conflicting interest between the firm and the client.

* Places the firm in a position where it subsequently audits its own work.

* Results in the firm acting as management or as an employee of the client.

* Places the firm in a position where it acts as an advocate for the client.

The PCAOB Auditing Standard incorporates these four basic principles in its guidance on inde-
pendence when performing an audit of internal control. Paragraph 32 of the standard clarifies
that these four basic principles “do not preclude the auditor from making substantive recommen-

dations as to how management may improve the design or operation of the company’s internal
controls as a by-product of an audit.”

In addition to enumerating the basic principles of external auditor independence, paragraphs 32
through 35 of the Auditing Standard provide the following broad guidance on independence mat-
ters, as described in the subsequent bullets.
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Maintaining independence is primarily the responsibility of the external auditors. However, note
that several of the independence requirements impose certain responsibilities on management
and the audit committee.

* Preapproval by the audit committee. Each internal control-related service to be provided by
the external auditor must be preapproved by the audit committee. In its introduction to the
standard, the PCAOB clarifies that “the audit committee cannot pre-approve internal control-
related services as a category, but must approve each service.”

For proxy or other disclosure purposes, the company may designate some auditor services as
“audit” or “nonaudit” services. The requirement to preapprove internal control services ap-
plies to any internal control-related services, regardless of how they might be designated.

Paragraph A4 of the PCAOB staff’s FAQs clarifies that there is no “grandfathering” for in-
ternal control-related engagements that were preapproved by the audit committee before the
effective date of the Auditing Standard. If that preapproval does not meet the requirements in
the Auditing Standard, the audit committee should “specifically evaluate the independence
implications of the continuation of those services as soon as practicable.”

» Active involvement of management. Management must be “actively involved” in a “substan-
tive and extensive” way in all internal control services the external auditor provides. Man-
agement cannot delegate these responsibilities, nor can it satisfy the requirement to be ac-
tively involved by merely accepting responsibility for documentation and testing performed
by the auditors.

» Independence in fact and appearance. The company’s audit committee and external auditors
must be diligent to ensure that independence both in fact and appearance is maintained. As
articulated in paragraph 35:

The test for independence in fact is whether the activities would impede the ability of any-
one on the engagement team or in a position to influence the engagement team from exercis-
ing objective judgment in the audits of the financial statements or internal control over fi-
nancial reporting. The test for independence in appearance is whether a reasonable investor,
knowing all relevant facts and circumstances, would perceive an auditor as having interests

which could jeopardize the exercise of objective and impartial judgments on all issues en-
compassed within the auditor’s engagement.

In its answers to FAQs, the SEC staff chose not to provide expanded, detailed guidance on inde-
pendence matters. In question 17 of that document, they merely stated the following:

The auditor is allowed to provide limited assistance to management in documenting internal
controls and making recommendations for changes to internal controls.
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Section 404 of the Sarbanes-Oxley Act established a requirement for publicly traded companies
that:

* Management assess and report on the effectiveness of the company’s internal control; and

* The company’s external auditors audit internal control and provide a separate, independent
opinion on the company’s internal control effectiveness.

Management’s responsibilities—as defined by the SEC and incorporated into the Auditing Stan-
dard—are significant.

Some of the work performed by management in the company’s self-assessment process may be
able to be used by the external auditors in their audit of internal control. However, certain condi-
tions must be met, including certain requirements related to the competence and objectivity of
the individuals who performed the work.
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DETERMINING THE SCOPE OF MANAGEMENT’S ASSESSMENT PROCESS

The Securities and Exchange Commission (SEC) rules relating to the scope of management’s as-
sessment of internal control effectiveness are rather general. In practice, companies frequently
encounter situations for which the SEC has not provided guidance. In those situations, manage-
ment should consider the Auditing Standard to help determine which business units or controls
should be included in their assessment.

As described in Chapter 1 of this Practice Aid, Public Company Accounting Oversight Board
(PCAOB) Auditing Standard No. 2, An Audit of Internal Control Over Financial Reporting Per-
Jormed in Conjunction With an Audit of Financial Statements (AICPA, Professional Standards,
vol. 1, PC sec. 140), provides extensive guidance on the required scope of management’s self-
assessment of the company’s internal control. This guidance is in the context of the external
auditor’s evaluation of the quality of the company’s assessment process, stating that the external
auditor should determine whether management’s evaluation includes certain elements.

If the company’s self-assessment process does not include all the elements listed in the standard,
the external auditor will conclude that the process was inadequate, in which case he or she will
be forced to determine that a scope limitation had been placed on the engagement.

When an audit scope limitation exists, the external auditor would choose either of the following:

» Issue a qualified opinion, stating that “management’s assessment of internal control effec-
tiveness was fairly stated, except for . . .” and then describing the elements of the assessment
process that were missing.

* Disclaim an opinion on management’s assessment process, or withdraw from the engage-
ment.

The external auditor’s course of action will depend on the relative significance of the elements

that are missing from the company’s assessment process.

Clearly, it is in the company’s best interests for management to take care that their assessment
process includes all the required elements listed in the standard.

THE REQUIRED ELEMENTS OF MANAGEMENT’S ASSESSMENT PROCESS

Paragraph 40 of the standard provides detailed guidance on what is required of management’s
process, stating that management should address the following elements.
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Determining which controls should be tested, including controls over all relevant asser-
tions related to all significant accounts and disclosures in the financial statements. Gen-
erally, such controls include:

— Controls over initiating, authorizing, recording, processing, and reporting significant
accounts and disclosures and related assertions embodied in the financial statements.

— Controls over the selection and application of accounting policies that are in confor-
mity with generally accepted accounting principles.

— Antifraud programs and controls.

— Controls, including information technology general controls, on which other controls
are dependent.

— Controls over significant nonroutine and nonsystematic transactions, such as accounts
involving judgments and estimates.

— Company-level controls (as described in paragraph 53), including:
¢ The control environment, and

* Controls over the period-end financial reporting process, including controls over
procedures used to enter transaction totals into the general ledger; to initiate, au-
thorize, record, and process journal entries in the general ledger; and to record re-
curring and nonrecurring adjustments to the financial statements (for example,
consolidating adjustments, report combinations, and reclassifications).

Note: References to the period-end financial reporting process in this standard refer to
the preparation of both annual and quarterly financial statements.

Evaluating the likelihood that failure of the control could result in a misstatement, the
magnitude of such a misstatement, and the degree to which other controls, if effective,
achieve the same control objectives.

Determining the locations or business units to include in the evaluation for a company
with multiple locations or business units (See paragraphs B1 through B17).

Evaluating the design effectiveness of controls.

Evaluating the operating effectiveness of controls based on procedures sufficient to as-
sess their operating effectiveness. Examples of such procedures include testing of the
controls by internal audit, testing of controls by others under the direction of manage-
ment, using a service organization’s report (see paragraphs B18 through B29), inspection
of evidence of the application of controls, or testing by means of a self-assessment proc-
ess, some of which might occur as part of management’s ongoing monitoring activities.
Inquiry alone is not adequate to complete this evaluation. To evaluate the effectiveness
of the company’s internal control over financial reporting, management must have evalu-
ated controls over all relevant assertions related to all significant accounts and disclo-
sures.

Determining the deficiencies in internal control over financial reporting that are of such a
magnitude and likelihood of occurrence that they constitute significant deficiencies or
material weaknesses.

Communicating findings to the auditor and to others, if applicable.

Evaluating whether findings are reasonable and support management’s assessment.
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+ The first bullet point in paragraph 40 provides definitive guidance for determining which controls should
be included within the scope of management’s assessment process. That guidance includes a wide
variety of controls that go beyond what you typically might consider an accounting control, such as:

— The selection and application of accounting policies
— Antifraud programs and controls
— The company’s “tone at the top” and other elements of the control environment

+ The standard states that “inquiry alone is not adequate” to test operating effectiveness. The testing of
controls is discussed in Chapter 4 of this Practice Aid.

+ The remaining guidance in paragraph 40 describes an extremely comprehensive and complex process
for testing, evaluating, documenting, and communicating internal control effectiveness. These other
requirements are covered in other chapters of this Practice Aid.

This chapter focuses primarily on the requirements of paragraph 40 that have an effect on deter-
mining the scope of the controls that should be included in the assessment process.

What if management decides to forgo the required testing or documentation that is required by
the Auditing Standard and the SEC? Would it be acceptable for the external auditors to simply
render an adverse opinion on internal control or management’s assessment process and then
“move on”?

The PCAOB staff addresses this question in question 8 of its Staff Questions and Answers. Au-
diting Internal Control Over Financial Reporting (http://www.pcaobus.org/documents/Staff
Q _and A/Staff Interal Control.pdf). The answer is no. As described in Chapter 1 of this Prac-
tice Aid, management’s responsibilities in an audit of internal control include evaluating the ef-
fectiveness of the company’s internal control. If management does not fulfill these responsibili-
ties (as described more completely in Chapter 4 of this Practice Aid), the external auditors will
communicate to the audit committee that the internal control audit cannot be satisfactorily com-
pleted, and that they are required to disclaim an opinion.

The PCAOB staff goes on to point out:

Additionally, management is required to fulfill these responsibilities under Items 308(a) and
(c) of Regulation S-B and S-K, 17 C.F.R. 228.308 (a) and (c¢) and 229.308 (a) (c), respec-
tively. To the extent that management has willfully decided not to fulfill these responsibili-
ties, the [external] auditor also may have responsibilities under AU sec. 317, lllegal Acts by
Clients, and Section 10A of the Securities Exchange Act of 1934.

What if the company’s assessment does not encompass certain controls that should have been in-
cluded because it does not have the ability to evaluate those controls. For example, what if the
company was unable to obtain evidence of operating effectiveness of controls at a service or-
ganization because:
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* A Type 2 SAS No. 70 report is not available; and

* Management cannot perform its own tests of controls at the service organization because they
don’t have a contractual right to do so.

Answer 19 of the SEC staff’s Management’s Report on Internal Control Over Financial Report-
ing and Disclosure in Exchange Act Periodic Reports: Frequently Asked Questions
(http://www.sec.gov/info/accountants/controlfaq1004.htm) provides guidance on this situation
and states that:
Management’s annual report on internal control over financial reporting must include a
statement as to whether or not internal control over financial reporting is effective. While
the staff will allow the exceptions outlined in Questions 1, 2, and 3 [of their Frequently
Asked Questions document], the disclosure requirement does not permit management to is-
sue a report on internal control over financial reporting with a scope limitation. Therefore,
management must determine whether the inability to assess controls over a particular proc-
ess is significant enough to conclude in their report that internal control over financial re-
porting is not effective. Further, management is precluded from concluding that the regis-

trant’s internal control over financial reporting is effective if there are one or more material
weaknesses in the internal control over financial reporting.

ADDITIONAL GUIDANCE NECESSARY FOR UNDERSTANDING
THE REQUIRED SCOPE OF MANAGEMENT’S PROCESS

The first bullet point in paragraph 40 describes the definitive guidance on the scope of manage-
ment’s process for assessing internal control. However, many of the terms used in this section
are defined elsewhere in the standard or, in some cases, described outside the standard itself. To
properly set the scope of your project, you should have a working definition of the following
terms.

* Relevant assertions

» Significant accounts

» Controls over the selection and application of accounting policies
* Antifraud programs and controls

» Information technology (IT) general controls

* Accounting estimates

* Company-level controls

» Period-end financial reporting processes

The following provides guidance and suggestions on each of these items.
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Relevant Assertions

The term assertions is not defined in PCAOB Auditing Standard No. 2. Assertions is an auditing
term that is defined elsewhere in the auditing literature.

Assertions are the representations of management that are embodied in the entity’s financial
statements. These assertions may be either explicit or implicit. For example, the balance
sheet line item that reads “Cash......... $xx,xxx” is an explicit assertion that the company’s
cash accounts at the balance sheet date totaled the stated amount. Implicit assertions include
the following.

» The company has the right to spend the cash.
* The stated amount includes a// the company’s cash accounts.

» The accounts included in the total are valid company accounts that exist at bona fide financial
institutions.

The auditing literature describes the following financial statement assertions.

» Existence (of assets or liabilities) or occurrence (of transactions). Assertions about existence
or occurrence address whether assets or liabilities of the entity exist at a given date and
whether recorded transactions have occurred during the period. For example, management
asserts that finished goods inventories in the balance sheet are available for sale. Similarly,
management asserts that sales in the income statement represent the exchange of goods or
services with customers for cash or other consideration.

»  Valuation or allocation of the amounts reported in the financial statements. Assertions about
valuation or allocation address whether asset, liability, equity, revenue, and expense compo-
nents have been included in the financial statements at appropriate amounts. For example,
management asserts that property is recorded at historical cost and that such cost is system-
atically allocated to appropriate accounting periods. Similarly, management asserts that trade
accounts receivable included in the balance sheet are stated at net realizable value.

» Completeness of the financial statements. Assertions about completeness address whether all
transactions and accounts that should be presented in the financial statements are so included.
For example, management asserts that all purchases of goods and services are recorded and
are included in the financial statements. Similarly, management asserts that notes payable in
the balance sheet include all such obligations of the entity.

* Rights (to reported assets) and obligations (for reported liabilities). Assertions about rights
and obligations address whether assets are the rights of the entity and liabilities are the obli-
gations of the entity at a given date. For example, management asserts that amounts capital-
ized for leases in the balance sheet represent the cost of the entity’s rights to leased property
and that the corresponding lease liability represents an obligation of the entity.
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* Presentation and disclosure of the amounts and captions in the financial statements. Asser-
tions about presentation and disclosure address whether particular components of the finan-
cial statements are properly classified, described, and disclosed. For example, management
asserts that obligations classified as long-term liabilities in the balance sheet will not mature
within one year. Similarly, management asserts that amounts presented as extraordinary items
in the income statement are properly classified and described.

Auditing Standard No. 2 requires you to describe the “relevant” assertions for each significant
account. It does not require you to use the five assertions listed above, and the company may
choose to define different relevant assertions. The articulation of relevant assertions is important
because ultimately it will drive your testing and evaluation of individual controls. That is, for
each significant account, there should be an effective control or combination of controls that ad-
dresses each of the relevant assertions.

Paragraph 70 provides the following guidance on the consideration of relevant assertions.

Relevant assertions are assertions that have a meaningful bearing on whether the account is
fairly stated. For example, valuation may not be relevant to the cash account unless currency
translation is involved; however, existence and completeness are always relevant. Similarly,
valuation may not be relevant to the gross amount of the accounts receivable balance, but is
relevant to the related allowance accounts.

Significant Accounts

The scope of management’s assessment of the company’s internal control should include all
“significant” accounts and disclosures in the financial statements.

Paragraph 60 of the standard requires that external auditors identify all significant accounts
“first at the financial-statement level and then at the account or disclosure-component level.”
That is, the audit of internal control will be conducted not at the highly aggregated financial
statement line-item level, but rather, at the more detailed general ledger account level. Manage-
ment should conduct its assessment at this same detailed level.

The standard observes that some accounts may comprise different components with different
levels of risk. For example, the company may have two locations or two kinds of inventory that
are aggregated for financial statement reporting purposes. In those situations, you should evalu-
ate the relative significance of the components separately.

Paragraph 61 of the Auditing Standard defines a significant account as one in which:

[T]here is more than a remote likelihood that the account could contain misstatements that
individually, or when aggregated with others, could have a material effect on the financial
statements, considering the risks of both overstatement and understatement. Other accounts
may be significant on a qualitative basis based on the expectations of a reasonable user.
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It is important to note that:

The threshold for determining whether an account is significant turns on whether there is
“more than a remote likelihood,” which is a fairly low threshold. The term remote has the
same meaning as defined in Financial Accounting Standards Board (FASB) Statement No. 5,
Accounting for Contingencies, that is, “the chance of the future event or events occurring is
slight.” Thus, a significant account is one in which there is more than a slight chance that the
account could contain a misstatement, either individually or when aggregated with others.

When considering whether an account is significant, you have to consider both quantitative
and qualitative factors.

Paragraph 65 of the standard lists several factors that you should consider when determining
whether an account is significant. These factors are presented in the first column of Exhibit 2-1,
together with an interpretation of how the factors might be considered.

Exhibit 2-1 Significant Accounts

Guidance Included in the
Auditing Standard

How the Factor Might Be Considered

Indicates Account is
More Significant

Indicates Account is
Less Significant

Size and composition of the ac-
count;

Susceptibility of loss due to errors
or fraud;

Volume of activity, complexity,
and homogeneity of the individual
transactions processed through the
account;

Nature of the account (for exam-
ple, suspense accounts generally
warrant greater attention);

Accounting and reporting com-
plexities associated with the ac-
count;

Exposure to losses represented by
the account, (for example, loss ac-
cruals related to a consolidated
construction contracting subsidi-

ary);

Large balance

Highly susceptible

Large volume, complex
transactions, great variety of
transactions included in
the account

Relative significance based
on several factors that
will require judgment
to evaluate

Complex accounting
and reporting

Significant exposure
to loss

Small balance

Less susceptible

Small volume, simple,
homogeneous transactions

Relative significance based
on several factors that
will require judgment
to evaluate

Relatively simple
accounting and reporting

Minimal exposure
to loss

(continued)
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Exhibit 2-1 Significant Accounts (continued)

Guidance Included in the
Auditing Standard

How the Factor Might Be Considered

Indicates Account is
Less Significant

Indicates Account is
More Significant

Likelihood (or possibility) of sig-
nificant contingent liabilities aris-
ing from the activities represented
by the account;

Existence of related-party transac-
tions in the account; and

Changes from the prior period in
account characteristics, (for exam-
ple, new complexities or subjectiv-
ity or new types of transactions).

Greater than remote
possibility of significant
contingent loss

Remote possibility
of significant
contingent loss

Related-party transactions
included in account

No related-party transactions
included in account

Substantial changes from
prior period

Minimal changes from
prior period

_

disclosure. To create such a matrix:

Practice Pointer. In determining which accounts are considered significant, consider creating a two-
dimensional matrix to summarize your judgments made about each financial statement account and

1. Across the horizontal axis (the first row), list each of the factors mentioned in the auditing literature,

as described in Exhibit 2-1.

2. Down the vertical axis (the first column), list each account.

3. Start with the first account listed and work left to right. For that account, review the factor listed in
each column. Determine the degree to which the factor is relevant to the given account, for exam-

” i

ple, “high,” “medium,” or “low.”

4. Accounts with a preponderance of “high” or “medium” designations are probably significant, while
those where all of the factors have “low” relevance probably will not be considered significant.

Exhibit 2-2 is an example of a matrix like the one described here.
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Controls Over the Selection and Application of Accounting Policies

Financial statement preparers frequently have many decisions to make in the selection and appli-
cation of accounting policies. For example, generally accepted accounting principles may allow a
company to account for a given event or transaction in a variety of ways. One example would be
depreciation expense, which the company may determine using several different methods, each
of which is acceptable (that is, select an accounting policy). To apply a given accounting method,
the company may need to make several judgments. In the case of depreciation expense, once the
company chooses a depreciation method, judgments would need to be made about asset useful
lives, salvage values (for example, apply the selected policy). In the final analysis, the com-
pany’s selection and application of accounting policies should produce financial statements that
are “presented fairly.”

Auditing Standard No. 2 does not provide guidance on the controls that should be in place rela-
tive to a company’s selection and application of the accounting policies included in the com-
pany’s financial statements. However, other auditing literature' on this topic requires the external
auditor to make certain communications to company management and the audit committee re-
garding the company’s:

+ Selection of new accounting policies

» Changes to existing accounting policies

+ Accounting policies relating to significant financial statement items, including the timing of
transactions and the period in which they are recorded

Guidance pertaining to the controls that should be in place regarding the selection and applica-

tion of significant accounting policies indicates that:”

* The audit committee should be informed about the initial selection of and subsequent changes
to significant accounting policies or their application.

* The audit committee should be informed about the methods used to account for significant
unusual transactions, which may include:’

— Bill-and-hold transactions

— Self-insurance

! See AICPA Statement on Auditing Standards (SAS) No. 61, Communication With Audit Committees (AICPA, Profes-
sional Standards, vol. 1, AU sec. 380). The Securities and Exchange Commission (SEC) references this same guidance
in Release No. 33-8040, “Cautionary Advice Regarding Disclosure About Critical Accounting Policies.”

% See SAS No. 61 (AU sec. 380.07).

3 The following list of items was adapted from nonauthoritative technical guidance provided by the SEC Practice Sec-
tion of the AICPA. See PITF 2000-2, Quality of Accounting Principles—Guidance for Discussions with Audit Commit-
tees, item 3.7.
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— Multielement arrangements contemporaneously negotiated
— Sales of assets or licensing arrangements with continuing involvement of the enterprise

* The audit committee should be informed about the effect of significant accounting policies in
controversial or emerging areas for which there is a lack of authoritative accounting guidance
or consensus. For example, significant accounting issues may exist in areas such as:

— Revenue recognition

— Off-balance-sheet financing

— Accounting for equity investments
— Research and development activities

— Special purpose financing structures that affect ownership rights (such as leveraged recapi-
talizations, joint ventures, and preferred stock of subsidiaries)

Antifraud Programs and Controls

Management is responsible for designing and implementing systems and procedures for the pre-
vention and detection of fraud and, along with the board of directors, for ensuring a culture and
environment that promotes honesty and ethical behavior. The internal control Auditing Standard
requires these antifraud programs and controls to be included within the scope of management’s
documentation, testing, and evaluation process.

The framework, Internal Control—Integrated Framework, issued by the Committee of Sponsor-
ing Organizations of the Treadway Commission (COSO), does not include a discussion of anti-
fraud measures, and there is no widely accepted antifraud equivalent to COSO. However, in
2002 a group of seven accounting professional organizations (including the AICPA) jointly pub-
lished Management Antifraud Programs and Controls: Guidance to Help Prevent, Deter, and
Detect Fraud. This document listed three fundamental activities as being essential to implement-
ing antifraud programs and controls:

* Create and maintain a culture of honesty and high ethics

 Evaluate the risks of fraud and implement the processes, procedures, and controls needed to
mitigate the risks and reduce the opportunities for fraud

» Develop an appropriate oversight process

This document should be helpful in understanding the elements of an entity’s antifraud programs
and controls that should be documented. The entire document is included as Appendix C to this
Practice Aid.
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IT General Controls

The COSO framework identifies two types of IT-relatéd controls: general computer controls and
application-specific controls.

* General controls include controls over:
— Data center operations, for example, job scheduling, backup and recovery procedures.

— Systems software controls, for example, the acquisition and implementation of operating
systems.

— Access security.

— Application system development and maintenance controls, for example, the acquisition
and implementation of individual computer software applications.

» Application controls are designed to control information processing and ensure the complete-
ness and accuracy of transaction processing, authorization, and validity. Application controls
also encompass the way in which different applications interface with each other and ex-
change data.

The COSO report does not mandate this framework for assessing the effectiveness of internal
controls but states that this is one set of groupings of IT-related control activities that can be
used.

Many entities will find the COSO guidance on IT-related controls to be insubstantial and may
look for additional guidance. The Control Objectives for Information and Related Technology
(COBIT) framework is a good source for such guidance.

The COBIT Framework

Since the release of COSO, the Information Systems Audit and Control Association and Founda-
tion (ISACA) has developed its COBIT framework, which provides a generally applicable and
accepted standard for information technology (IT) security and control practices. Among IT au-
dit professionals, COBIT is widely accepted.

The COBIT framework is similar to COSO in that it puts controls in the context of an entity’s
need to achieve certain business objectives and the risks it faces in reaching those objectives. In
defining the goals of IT governance and control, COBIT takes a rather broad brush and does not
limit itself to the financial reporting process. For the purpose of complying with the SEC internal
control reporting requirements, management should limit its consideration of IT controls to those
that affect the reliability of financial reporting, either directly (for example, application controls)
or indirectly (for example, general controls).
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COBIT groups the IT processes into four categories, each of which is critical in delivering in-
formation that meets certain stated criteria:

* Planning and organization. These processes cover strategy and tactics, and address how IT
can best contribute to the achievement of stated business objectives, both now and in the fu-
ture.

* Acquisition and implementation. To realize the IT strategy, IT solutions need to be identified,
developed, or acquired, as well as implemented and integrated into business processes.

* Delivery and support. These processes include the actual processing of data by application
systems.

* Monitoring. All IT processes need to be regularly assessed over time for their quality and
compliance with control requirements.

Note that the delivery and support category of processes is analogous to the COSO category of
application controls. The other categories identified by COBIT approximate the general controls
described by COSO but are somewhat broader in scope.

Information Technology Governance Institute (ITGI), in conjunction with the ISACA, has pub-
lished IT Control Objectives for Sarbanes-Oxley. This publication is intended to help IT profes-
sionals understand management’s required reporting on the effectiveness of internal control and
to plan and perform procedures to help management comply with these requirements. The docu-
ment also provides an important bridge between the control components described in the COBIT
framework and those described by COSO.

The document also can be used by company management as a means for understanding the over-
all objectives and general procedures for an IT review of internal control over financial report-
ing. The document can be downloaded from either the ITGI Web site at www.itgi.org or the
ISACA Web site at www.isaca.org.

Accounting Estimates

The internal control Auditing Standard requires management’s assessment process to include
controls over significant estimates. Guidance on these controls is provided in another auditing
standard,® which states:

Specific relevant aspects of internal control [over accounting estimates] include the follow-

ing.

a. Management communication of the need for proper accounting estimates

b. Accumulation of relevant, sufficient, and reliable data on which to base an accounting
estimate

* See AICPA SAS No. 57, Auditing Accounting Estimates (AICPA, Professional Standards, vol. 1, AU sec. 342.06).
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c¢. Preparation of the accounting estimate by qualified personnel

d. Adequate review and approval of the accounting estimates by appropriate levels of au-
thority, including—

1. Review of sources of relevant factors

2. Review of development of assumptions

3. Review of reasonableness of assumptions and resulting estimates
4. Consideration of the need to use the work of specialists
5

Consideration of changes in previously established methods to arrive at accounting
estimates

e. Comparison of prior accounting estimates with subsequent results to assess the reliability
of the process used to develop estimates

/. Consideration by management of whether the resulting accounting estimate is consistent
with the operational plans of the entity.

In addition, the audit committee should be informed about the process used by management in
formulating particularly sensitive accounting estimates.

Company-Level Controls

The Auditing Standard introduces a new term, company-level controls, which it uses to describe
certain controls, such as the control environment, that have a pervasive effect on the functioning
of other controls and that reside at the company level. Company-level controls are in contrast to
activity-level controls, which exist at the transaction or business process level, for example, the
matching of invoices and shipping documents for the sale of goods, and whose influence is lim-
ited to that transaction or process.

Although the term company-level controls is new, the concept is not; many of the control com-
ponents described in the COSO report are acknowledged as being applied at the company level,
rather than at the activity level.

The Auditing Standard requires the scope of management’s assessment process to include com-
pany-level controls. Paragraphs 52 and 53 of the standard state the following.

52. Identifying Company-Level Controls. Controls that exist at the company level often

have a pervasive impact on controls at the process, transaction, or application level. For that

reason, as a practical consideration, it may be appropriate for the auditor to test and evaluate

the design effectiveness of company-level controls first, because the results of that work

might affect the way the auditor evaluates the other aspects of internal control over financial

reporting.

53. Company-level controls are controls such as the following;:

* Controls within the control environment, including tone at the top, the assignment of au-
thority and responsibility, consistent policies and procedures, and company-wide pro-

grams, such as codes of conduct and fraud prevention, that apply to all locations and
business units (see paragraphs 113 through 115 for further discussion);
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* Management’s risk assessment process;
» Centralized processing and controls, including shared service environments;
» Controls to monitor results of operations;

» Controls to monitor other controls, including activities of the internal audit function, the
audit committee, and self-assessment programs;

» The period-end financial reporting process; and

* Board-approved policies that address significant business control and risk management
practices.

Note: The controls listed above are not intended to be a complete list of company-level con-
trols nor is a company required to have all the controls in the list to support its assessment of
effective company-level controls. However, ineffective company-level controls are a defi-
ciency that will affect the scope of work performed, particularly when a company has multi-
ple locations or business units, as described in Appendix B.

fore testing activity-level controls. The standard points out that these controls should be tested first be-
cause what you learn from these tests will affect the nature, timing, and extent of your tests of activity-
level controls. There is another equally important reason to test company-level controls first. If weak-
nesses are found in company-level controls, management must make changes to correct these defi-
ciencies. Some changes, most notably to the control environment and the “tone at the top,” will require
a significant period of time to effectively implement.

.} Practice Pointer. The standard recommends that external auditors test company-level controls first be-

Although not required, company management also may want to test company-level controls first,
before testing activity-level controls.

s

+ Paragraphs 52 and 53 in the standard impose no additional requirements on company management.
However, they do make the point of distinguishing between activity-level and company-level controls,
and there is a good reason for doing this. First, as noted in the standard, testing company-level con-
trols will lead to more effective and efficient audits. Understanding the distinction between company-
level and activity-level controls is important for other reasons as well.

— Nature of the control. Activity-level controls tend to be transaction-oriented. During an audit period,
the control procedure may be performed hundreds or thousands of times. Company-level controls
may not be transaction-oriented but more policy-oriented. Some company-level control procedures
may be performed only a few times during the audit period.

— Nature of tests. Because of their transaction-oriented nature, activity-level controls lend themselves
to the testing of individual transactions; because the procedures may have been performed numer-
ous times, sampling techniques may be necessary. Policy-oriented controls may not lend them-
selves to transactions testing or walkthroughs. If a company-level procedure is performed only once
a quarter, for example, period-end financial reporting process, the company will need to carefully
plan its tests if you are to observe the procedure on a real-time basis.

+ The standard describes three of the COSO components as operating at the company level: risk as-
sessment, monitoring, and the control environment. It is natural to consider risk assessment and moni-
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toring at the activity level, but these paragraphs remind you that these two control components also
should function at the company level.

+ The standard makes reference to centralized processes and controls, and these may include proc-
esses and controls that are physically maintained and implemented at a separate entity—for example,
a third-party service organization. Appendix B to the standard discusses considerations when the en-
tity uses a third-party service organization, and this guidance will be discussed later in this chapter.

Period-End Financial Reporting Processes

Paragraph 78 of the standard states that the client’s period-end financial reporting process is al-
ways a significant process.

Paragraph 76 defines the period-end financial reporting process as consisting of the following:

» The procedures used to enter transaction totals into the general ledger;

+ The procedures used to initiate, authorize, record, and process journal entries in the gen-
eral ledger;

* Other procedures used to record recurring and non-recurring adjustments to the annual
and quarterly financial statements, such as consolidating adjustments, report combina-
tions, and classifications; and

» Procedures for drafting annual and quarterly financial statements and related disclosures.
Paragraph 77 requires an understanding of the following:

* The inputs, procedures performed, and outputs of the processes the company uses to
produce its annual and quarterly financial statements;

+ The extent of information technology involvement in each period-end financial reporting
process element;

*  Who participates from management;
» The number of locations involved;

» Types of adjusting entries (for example, standard, non-standard, eliminating, and con-
solidating); and

» The nature and extent of the oversight of the process by appropriate parties, including
management, the board of directors, and the audit committee.

OTHER ENGAGEMENT SCOPE CONSIDERATIONS

40

Use of Service Organizations

Your company may use a service organization to perform a wide variety of services related to the
preparation of its financial statements. These services may include executing transactions and
maintaining related accountability, recording transactions, and processing data. When a company
uses a service organization to process transactions, those transactions are subject to the service
organization’s controls. This situation raises the issue of the nature and extent of documentation
and testing management should obtain about the controls in place at the service organization.
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Appendix B, paragraphs B18 through B29 of the Auditing Standard, provide guidance on how
the company’s use of a service organization should be considered in an audit of internal control.
Essentially, the guidance summarizes and refers you to the guidance provided in AICPA State-
ment on Auditing Standards (SAS) No. 70, Service Organizations (AICPA, Professional Stan-
dards, vol. 1, AU sec. 324).

Exhibit 2-3 provides an overview of the key questions you should consider when your company
uses a service organization.

Exhibit 2-3 Use of a Service Organization

SAS No. 70 does not apply.

Is the service organization No Information about service
part of the company’s organization controls is not
information system? necessary to assess

internal control.
Yes

You should:

+ Understand service organization and user
controls; and

+ Assess their operating effectiveness

. . Consider whether report
‘ 3323 ﬂ.}e serz\ngigng‘low 70 Yes provides sufficient evidence
provide a 1ype 2 ' about operating effectiveness
report! of relevant controls.
No

Consider one or a combination of;

+ Tests of service organization
controls

+ Tests of user controls
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Determining Whether the Service Organization Is Part of the Information System

SAS No. 70 (AU sec. 324.03) states that a service organization’s services are part of your com-
pany’s information system if they affect any of the following.

The classes of transactions in the company’s operations that are significant to the entity’s
financial statements.

The procedures, both automated and manual, by which the company’s transactions are initi-
ated, recorded, processed, and reported from their occurrence to their inclusion in the finan-
cial statements.

The related accounting records, whether electronic or manual, supporting information, and
specific accounts in the entity’s financial statements involved in initiating, recording, proc-
essing, and reporting the entity’s transactions.

How the company’s information system captures other events and conditions that are signifi-
cant to the financial statements.

The financial reporting process used to prepare the company’s financial statements, including
significant accounting estimates and disclosures.

When a service organization performs services that are part of a company’s information system,

the related controls over those services may reside either at the service organization, the com-
pany (referred to in the auditing literature as the “user organization”) or, as frequently is the case,
at both locations.

activities that previously were performed in-house. Typically, these outsourced service providers have

.} Practice Pointer. Over the past several years, many entities have “outsourced” many of their business

not been considered “service organizations.” However, in some circumstances, these service providers
may meet the criteria listed above and may be considered part of the client's information system. In
planning your company’s assessment of internal control, you should review its use of outsourcing and
determine whether controls at any outsourced service providers should be in the scope of the project.

Service Organization Is Part of Information System

When a service organization is part of your company’s information system you should:

Obtain an understanding of the controls at the service organization that are relevant to the
company’s internal control and the controls at the company over the services provided by the
service organization.

Obtain evidence that the controls that are relevant to management’s assessment are operating
effectively.
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To obtain this understanding of controls and their operating effectiveness, the company may:

» Perform tests of the controls located at the company that pertain to the services provided by
the service organization, for example, testing the company’s independent reperformance of
selected items processed by the service organization or testing the company’s reconciliation
of the service organization’s output reports with source documents that were prepared by the
company.

» Perform tests of controls at the service organization.

+ Obtain a service auditor’s report on controls placed in operation and tests of operating effec-
tiveness, or a report on the application of agreed-upon procedures that describes relevant tests
of controls.

Not all of a service organization’s controls are relevant for planning and performing an assess-
ment of internal control. In determining which service organization controls are relevant, you
should consider:

* The relevant assertions in the company’s financial statements
» The control objectives of the service organization related to those assertions

» The controls in place at the service organization to meet those control objectives

The Service Organization and SAS No. 70 Reports

A service organization may engage an auditor (the service auditor) to report on controls at the
service organization that affect the financial statements of user organizations; such reports may
be used by user organizations and their external auditors. There are two types of reports a service
auditor might issue, which are summarized in Exhibit 2-4.

Exhibit 2-4 Summary of Service Auditor Reports
Relevance to

Title Contents the Company
Reports on Controls Placed +  Describes controls and whether +  Provides an understanding of
in Operation they are suitably designed to control design effectiveness.
(Type 1 Report) achieve specified control

*  Does not provide a basis for
assessing operating

+  States whether controls had effectiveness.
been placed in operation by a
specified date.

objectives.

Report on Controls Placed Includes all elements of the Reporton  Has the same utility as a Type 1

in Operation and Tests of Operating ~ Controls Placed in Operation, plus: report, and, in addition:

ETffectl\;elgess " *  An opinion about whether the +  Provides a basis for assessing

(Type 2 Report) controls that were tested were operating effectiveness of
operating effectively. controls for a period of time.
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In your assessment of internal control you must evaluate the operating effectiveness of internal
control. Only a Type 2 SAS No. 70 report allows you to draw conclusions about the operating ef-
fectiveness of internal controls that are located at the service organization and affect user organi-
zations’ financial statements. In evaluating whether such a report provides sufficient evidence,
you should consider the following:

» The time period covered by the tests of controls and its relation to the date of management’s
assessment.

» The scope of the examination and applications covered, the controls tested, and the way in
which tested controls relate to the company’s controls.

» The results of those tests of controls and the service auditor’s opinion on the operating effec-
tiveness of the controls.

When a significant period of time has elapsed between the time period covered by the tests of
controls in the service auditor’s report and the date of your assessment of control effectiveness,
you should determine whether additional procedures should be performed. Paragraph B26 of
the standard states that as the following factors increase in significance, the need for you to per-
form additional procedures also increases.

» The elapsed time between the time period covered by the tests of controls in the service audi-
tor’s report and the date of management’s assessment,

» The significance of the activities of the service organization,

*  Whether there are errors that have been identified in the service organization’s processing,
and

» The nature and significance of any changes in the service organization’s controls identified by
management or the auditor.

Recall from Chapter 1 of this Practice Aid that the company is prohibited from using the work of
the company’s external auditors to support management’s conclusion about internal control ef-
fectiveness. Question 14 of the SEC staff’s Management’s Report on Internal Control Over Fi-
nancial Reporting and Disclosure in Exchange Act Periodic Reports: Frequently Asked Ques-
tions (http://www.sec.gov/info/accountants/controlfaq0604.htm) addresses those situations in
which the company’s auditors are the same as the service organization’s auditors. The staff’s
view is that, in those situations, “management would be able to rely on the Type 2 SAS No. 70
report even if the auditors for both companies were the same.” However, if management engages
its external auditors to prepare a Type 2 SAS No. 70 report on its service organization, then
management would not be able to rely on that report for purposes of assessing internal control.
(See SEC staff’s FAQ, question 14.)


http://www.sec.gov/info/accountants/controlfaq0604.htm
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Additional Resources

SAS No. 70 provides extensive guidance to external auditors when their clients use service or-
ganizations to process information. Although this guidance is applicable to audits of financial
statements of nonpublic companies, PCAOB Auditing Standard No. 2 incorporates much of this
guidance in establishing standards for management’s assessment and the audit of internal con-
trol.

The scope of this Practice Aid does not allow a thorough exploration of all the guidance provided
in SAS No. 70. For additional information please refer to the Auditing Standard or the AICPA
Audit Guide Service Organizations: Applying SAS No. 70, as Amended.

Multiple Location/Multiple Business Unit Entities

When your company comprises more than one business unit or it operates in more than one loca-
tion, you must determine which of those locations or business units should be included in the
scope of your assessment project. The Auditing Standard provides explicit guidance on how to
make this determination. Exhibit 2-5 is a reproduction of Illustration B-1 from Appendix B of
the standard, and this illustration summarizes the guidance contained in paragraphs B1 through
B12. This illustration is annotated here to cross-reference the guidance to the comments that fol-
low.
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Exhibit 2-5

Multi-location Testing Considerations

150 [A] Yes ‘
B Y Evaluate J
[B] °s > documentatlon and test|
controls over speCiftc
nsks
60 [Cl  ves No further acﬁoh
> requnred for such
“units .
Evaluate documentatlon
Yes N “and test company-level |
> controls over group**
[D] N —
° > Some testmg of controls at

individual locations or
~ business units required ‘

In this example from the Auditing Standard, the company that is evaluating its internal control operates in
150 locations. For example, suppose that the company is a retailer that operates 150 stores. The question
is which and how many of these retail stores should be included in the scope of its assessment project.
Note that the numbers represent the number of locations in our illustrative company that meet the crite-
rion.

A. The first step in the process is to determine the relative financial significance of the locations and
identify those locations that individually are considered to be financially significant. The standard
states that, “generally, a relatively small number of locations or business units will encompass a
large portion of a company’s operations and financial position, making them financially significant.”
In this example, 15 of the retail stores are considered to be individually significant.
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For each of these individually significant locations, you should, for all relevant assertions related to
significant accounts and disclosures:

+ Evaluate the documentation of internal control; and
» Perform tests to determine the design and operating effectiveness of the controls.

Paragraph A16 of the PCACB staff's FAQs clarifies that to apply this guidance you should first de-
termine the significant accounts and relevant assertions at the consolidated financial statement
level. Next, you would evaluate documentation and test the controls for those accounts only at the
significant location for which the selected accounts are material. Thus, if you identify accounts re-
ceivable as a significant account, but at location A, receivables are immaterial, you do not have to
test the controls over receivables at location A. However, if accounts receivable is material at a lo-
cation or business unit that is not otherwise considered financially significant, the external auditor
should test controls over all relevant assertions for accounts receivable at that location. This direc-
tion is consistent with the directions in paragraph B6 addressing locations or business units that
involve specific risk.

In this example, we started with 150 separate locations. Of these, 15 were determined to be indi-
vidually significant, which leaves 135 to evaluate.

The next test is to determine whether any of these remaining locations pose certain specific risks
that, by themselves, could create a material misstatement. For example, suppose that, instead of
a retailer, the company in our example was a financial institution that operated in multiple loca-
tions. One of the locations was actively involved in trading derivatives. Suppose that the financial
results and level of activity of the derivatives trading were not significant to the entity’s financial
statements. However, because of the significant potential risks posed to the company by the de-
rivatives trading activity, you would want to include this location within the scope of your engage-
ment. In these circumstances, you would limit your testwork to the specific identified risks and not
consider the entire location or business unit.

In this example, 20 locations meet one of the conditions already considered. What remains are
130 locations, and none of these locations is individually significant. The next step is to consider
which of these remaining locations, when aggregated, might have a high level of financial signifi-
cance, which is defined as one that:

Could create a greater than remote risk of material misstatement of the financial statement.

Locations that meet this condition are passed along to Step D in the process. Those that do not
meet this condition are locations that are insignificant, both individually and when combined. No
additional work is required for these locations. In our example, 60 locations meet this condition.

Finally, we are left with locations that are not individually significant but which, if left untested,
would constitute a high level of financial significance as a group. You are now faced with determin-
ing which of these locations should be visited and/or tested individually.

To do this, you first should determine whether the client has company-level controls that are oper-
ating effectively over this remaining group of locations or business units. To determine whether
these company-level controls are indeed effective, paragraph B9 of the Auditing Standard notes
only that you “might conclude that [you] cannot evaluate the operating effectiveness of such [com-
pany-level] controls without visiting some or all of the locations or business units.” Thus, if com-
pany-level controls exist, you must use your judgment to determine which, if any, locations need to
be tested to support your conclusion about the operating effectiveness of these controls over this
population of locations.
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However, paragraph B11 cautions that “testing company-level controls is not a substitute
for . . . testing of controls over a large portion of the company’s operations or financial position. If
[you] cannot test a large portion of the company’s operations and financial position by selecting a
relatively small number of locations or business units, [you] should expand the number of locations
or business units selected.” The standard does not name a specific percentage of what would
constitute a “large portion” but leaves that to your judgment.

If company-level controls do not exist, the standard requires you to select some or all locations for
detailed testing. To determine which locations or business units to visit and the controls to test,
paragraph B10 requires you to evaluate the following factors.

The relative financial significance of each location or business unit.
The risk of material misstatement arising from each location or business unit.

The similarity of business operations and internal control over financial reporting at the various
locations or business units.

The degree of centralization of processes and financial reporting applications.

The effectiveness of the control environment, particularly management’s direct control over
the exercise of authority delegated to others and its ability to effectively supervise activities at
the various locations or business units. An ineffective control environment over the locations
or business units might constitute a material weakness.

The nature and amount of transactions executed and related assets at the various locations
or business units.

The potential for material unrecognized obligations to exist at a location or business unit and
the degree to which the location or business unit could create an obligation on the part of the
company.

Management’s risk assessment process and analysis for excluding a location or business unit
from its assessment of internal control over financial reporting.

Practice Pointer. For entities such as retailers, banks, or others that have a large network of branches
or locations engaged in the same or essentially the same business transactions, the scope of the as-
sessment project will depend largely on whether the company:

+ Is characterized by strong, centralized controls and processes.
+ Has effective company-level controls that encompass all its locations.
In these circumstances and others in which a company has a very large number of individually insignifi-

cant locations or business units and management believes that controls have been documented and
are effective at all locations, you may be able to test a representative sample of these locations.

Paragraph A18 of the PCAOB staffs FAQs addresses this issue. When using sampling techniques for
this purpose, the staff recommends the following:

+  The sample should be representative of the entire population.

«  Your sampling will be based on the expectation of no, or very few, control testing exceptions.

«  The existence of testing exceptions would not support your underlying belief that controls had been
documented and were effective.
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+  Therefore, if you use a sampling technique and encounter testing exceptions beyond a negligible
rate, you may need to test a large number of individual locations or business units.

Early in the planning process, you should evaluate your company's overall approach to controlling its
network of locations, and you should plan on testing company-level controls early. Be sure to allow
yourself the flexibility to increase the scope of your project should you determine that company-level
controls do not operate effectively.

Compliance With Laws and Regulations

The SEC rules (Release No. 33-8238) define internal control over financial reporting. Included
in that definition is “compliance with applicable laws and regulations directly related to the
preparation of financial statements.”

Questions have been raised about whether this inclusion of laws and regulations includes the
possible accrual or disclosure of a contingency related to the violation of laws and regulations—
which is a circumstance that might have a material effect on the reliability of financial reporting.
Answer 27 of the PCAOB staff’s FAQs (http://www.pcaobus.org/documents/Staff Q and A/
Auditing_Internal Control over Financial Reporting 2004-10-06.pdf) provides guidance on
this matter.

The PCAOB staff believes that, yes, the definition of internal control over financial reporting
“encompasses controls over the identification, measurement, and reporting of all material actual
loss events which have occurred, including controls over the monitoring and risk assessment of
areas in which, given the nature of the company’s operations, such actual loss events are rea-
sonably possible.” As such, these controls should be included in the scope of your assessment of
internal control.

Other Scope Considerations

The SEC staff’s answers to frequently asked questions provides additional guidance on issues re-
lating to the scope of the company’s assessment process.

* Variable interest entities (VIEs) and proportional consolidations. Ordinarily, the SEC would
expect management’s report on internal control to include a// consolidated entities, including
VIEs and those accounted for via proportional consolidation. However, these entities may be
excluded from the scope of management’s assessment if all of the following conditions are
met.

— The variable interest entity was in existence before December 15, 2004.

— The VIE would not have been consolidated absent the application of FASB Interpretation
No. 46, Consolidation of Variable Interest Entities.

— The company does not have the right or authority to assess the internal controls of the con-
solidated entity and also lacks the ability, in practice, to make that assessment.
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If all of the above conditions are met, the company does not have to include the VIE in its
control assessment process. However, the company should make the following disclosures.

— A reference in the 10K to the scope of management’s report on internal control.

— A statement that the company has not evaluated the internal controls of the entity excluded
from its scope and any conclusions regarding internal control do not extend to that entity.

— Key sub-totals that result from consolidation of entities whose internal controls have not
been assessed.

— A statement that the financial statements include the accounts of certain entities consoli-
dated pursuant to FASB Interpretation No. 46, Emerging Issues Task Force (EITF) Issue
No. 00-1, Investor Balance Sheet and Income Statement Display under the Equity Method
for Investments in Certain Partnerships and Other Ventures, but that management has
been unable to assess the effectiveness of internal control at those entities due to the fact
that the registrant does not have the ability to dictate or modify the controls of the entities
and does not have the ability, in practice, to assess those controls.

Equity method investments. Controls over the recording of transactions into the investee’s ac-
counts are not part of the company’s internal control. That is, if the company has equity
method investments, the controls that relate to investee’s transactions are outside the scope of
the company’s internal control. However, the company should have controls over the re-
cording of amounts in its own financial statements, such as the recognition of equity method
earnings and losses, or its investment account balance.

Business combinations during the year. Ordinarily, the SEC staff would expect manage-
ment’s assessment process to include controls over business combinations during the year.
However, the staff recognizes that it might not always be possible to conduct such an assess-
ment between the consummation date of the acquisition and year end. Thus, the SEC will not
object to the company excluding such a business combination from its internal control as-
sessment, provided that:

— The company identifies the acquired business and its relative significance to the financial
statements and discloses that the acquired business has been excluded from the company’s
assessment of internal control.

— The company discloses any material change to its internal control due to the acquisition.

— The exclusion of the acquired business from the scope of the company’s internal control
assessment may not extend beyond one year from the date of acquisition.

— The exclusion of the acquired business cannot be for more than one annual management
report on internal control.
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SUMMARY

Determining the scope of your assessment project will be a significant part of your planning ef-
fort. The auditing standard requires the scope of the project to include all of the following control
areas:

Activity-level controls related to all relevant assertions for all significant accounts.
Controls over the selection and application of accounting policies.

Controls over accounting estimates.

The monitoring of internal control effectiveness.

The control environment.

Other company-level controls, including:

— Centralized processing and controls, including shared services.

— Period-end financial reporting processes.

— Board-approved policies that address significant business control and risk management
practices.

— Antifraud programs and controls.

— Information technology general controls.

Finally, you should consider how the company’s use of a service organization or the existence of
multiple locations or business units will affect engagement scope.
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REQUIRED DOCUMENTATION

The previous chapter describes how the external auditors evaluate the company’s process for as-
sessing the effectiveness of its internal control. Public Company Accounting Oversight Board
(PCAOB) Auditing Standard No. 2, An Audit of Internal Control Over Financial Reporting Per-
formed in Conjunction With an Audit of Financial Statements (AICPA, Professional Standards,
vol. 1, PC sec. 140), provides detailed guidance to external auditors on what should be included
in that process, and it is in the company’s best interests to ensure that it, too, follows this guid-
ance.

Similarly, the external auditors evaluate the adequacy of management’s documentation of inter-
nal control. Again, the consequences of not complying with the requirements of the Auditing
Standard are severe. Paragraphs 45 and 46 of the standard state that inadequate documentation is
an internal control deficiency that may constitute a significant deficiency or may even rise to the
level of a material weakness. Without adequate documentation, management’s ability to ade-
quately monitor the entity’s internal control (one of the five control components defined by the
framework, Internal Control—Integrated Framework, issued by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO)) may be compromised. Lack of adequate
documentation may also result in a scope limitation on the audit of internal control. The external
auditor’s options when a scope limitation exists are covered in Chapter 2 of this Practice Aid.

Paragraph 42 of the standard provides the requirements for your documentation of internal con-
trol. That paragraph requires management’s documentation to include the following.
» The design of controls over all relevant assertions related to all significant accounts and
disclosures in the financial statements. The documentation should include the five com-

ponents of internal control over financial reporting as discussed in paragraph 49, includ-
ing the control environment and company-level controls as described in paragraph 53;

* Information about how significant transactions are initiated, authorized, recorded, proc-
essed and reported;

» Sufficient information about the flow of transactions to identify the points at which ma-
terial misstatements due to error or fraud could occur;

» Controls designed to prevent or detect fraud, including who performs the controls and
the related segregation of duties;

» Controls over the period-end financial reporting process;
» Controls over safeguarding of assets (See paragraphs C1 through C6); and
* The results of management’s testing and evaluation.
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+ The company’s documentation must link the controls to financial statement assertions. A mere descrip-
tion of the control procedure, for example, “Ann Brown in the finance department performs bank
reconciliations,” is not sufficient. Without linking the control to the relevant assertion, there is no way of
knowing whether all of the assertions relevant for a particular account have been “covered’ by all the
controls.

« The documentation is required for all “significant accounts,” which were defined in Chapter 2 of this
Practice Aid.

*You are required to document all five components of internal control. Additional guidance on complying
with this requirement is discussed in the next section of this chapter.

+ The Auditing Standard provides guidance on what is required of the entity’s period-end financial report-
ing process. This guidance is in Chapter 2 of this Practice Aid.

+ Safeguarding of assets is defined in paragraph 7(3) of the standard as those policies and procedures
that “provide reasonable assurance regarding prevention or timely detection of unauthorized acquisi-
tion, use or disposition of the company’s assets that could have a material effect on the financial
statements.” Appendix B of this Practice Aid provides further guidance on the safeguarding of assets.

* The Auditing Standard does not require the documentation to be in a particular format. Paragraph 43
of the standard states, “Documentation might take many forms, such as paper, electronic files, or other
media, and can include a variety of information, including policy manuals, process models, flowcharts,
job descriptions, documents, and forms. The form and extent of documentation will vary depending on
the size, nature, and complexity of the company.”

COSO Control Components

The first bullet point in paragraph 42 states that your documentation should include “the five
components of internal control.” The remaining bullet points describe certain other required ele-
ments of documentation and refer the reader to the definition of company-level controls provided
in paragraph 53. Questions may arise about the relationship between the detailed bullet points in
paragraphs 42 and 53 and the five COSO components. For example:

* How do the bullet points in paragraphs 42 and 53 relate to the five COSO components?

 If the company’s documentation includes each of the bullet points listed in paragraphs 42 and
53, does it satisfy the requirement to document each of the five control components?

Exhibit 3-1 sets forth the relationship between the requirements of paragraphs 42 and 53 and
how these relate to the COSO components. As the table points out, there is some overlap be-
tween the two requirements; however, the requirement that you document each of the COSO
components will require you to prepare additional documentation that goes beyond the detailed
requirements of paragraph 42.
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Exhibit 3-1 Documenting Each Component of Internal Control

Documentation Requirement Related COSO Author’s
of Paragraph 42 Control Component Observations
1. Controls for all significant Control activities Compliance with the requirements
accounts of paragraph 42 probably allows
. e . to satisfy the requirements to
2. Information about initiation, Information you
authorization, processing and document the C.OSQ control
reporting components, as indicated.
However, note that items 2 and 3
3. Flow of transactions Information refer only to the accounting
4. Antifraud proarams and N/A information system and not to the
I prog communications part of COSO’s
controls . . e
“information and communication”
5. Period-end financial reporting Information control activities component.
process
6. Safeguarding of assets N/A

Documentation Requirement Related COSO Author’s
of Paragraph 53 Control Component Observations

1. Control environment Control environment Compliance with the requirements
2. Management's risk Risk assessment ;:;5??2;;2%?t?eprrggjitr)claymaélr\ot\ﬁo

assessment process document the COSO control
3. Centralized processing and N/A components, as indicated.

controls
4. Controls to monitor results of N/A

operations
5. Controls to monitor other Monitoring

controls
6. Period-end financial reporting N/A

process
7. Certain board-approved Control environment

policies

— Communications

The control component listed in the
middle column will require you to
prepare documentation in addition
to the documentation listed in
detailed bullet point items of
paragraphs 42 and 53.
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The Auditing Standard does not provide guidance on the how to document “each of the five
components of internal control.” However, paragraph 42 does reference you to the requirements
of paragraph 49. That paragraph of the standard describes the external auditor’s requirements,
not management’s.

Paragraph 49 of the standard requires the external auditor to obtain an understanding of the five
COSO components, and it provides guidance on what 1s required of the external auditor to obtain
this understanding. As you read this paragraph, you should consider that part of the external
auditors’ procedures for obtaining the requisite understanding will be their review of your docu-
mentation. In that context, your understanding of what the external auditors will look for may be
helpful as you prepare your documentation of each of the five COSO components.

Paragraph 49 provides guidance to external auditors on what to consider when reviewing the
company’s documentation of the COSO control components. Exhibit 3-2 reproduces this guid-
ance combined with some observations about its implications.

Exhibit 3-2 The Five Elements of Internal Control

Requirements of the Standard Observations

» Control Environment. Because In general, the standard emphasizes the importance
of the pervasive effect of the of the control environment. During your assessment of
control environment on the reli- internal control, you should be sure to test and
ability of financial reporting, evaluate the control environment. The standard also
the auditor’s preliminary judg- recommends that you evaluate the control
ment about its effectiveness of- environment first, before you test activity-level control
ten influences the nature, tim- procedures. As indicated here, the results of your
ing, and extent of the tests of tests of the control environment will influence your
operating effectiveness consid- tests of activity-level controls.

ered necessary. Weaknesses in
the control environment should
cause the auditor to alter the na-
ture, timing, or extent of tests of
operating effectiveness that oth-
erwise should have been per-
formed in the absence of the
weaknesses.
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Exhibit 3-2 The Five Elements of Internal Control (continued)

Requirements of the Standard

Risk Assessment. When obtain-
ing an understanding of the
company’s risk assessment pro-
cess, the auditor should evaluate
whether management has iden-
tified the risks of material mis-
statement in the significant ac-
counts and disclosures and re-
lated assertions of the financial
statements and has implemented
controls to prevent or detect er-
rors or fraud that could result in
material misstatements. For ex-
ample, the risk assessment pro-
cess should address how man-
agement considers the possibil-
ity of unrecorded transactions or
identifies and analyzes signifi-
cant estimates recorded in the
financial statements. Risks rele-
vant to reliable financial re-
porting also relate to specific
events or transactions.

Control Activities. The auditor’s
understanding of control activi-
ties relates to the controls that
management has implemented
to prevent or detect errors or
fraud that could result in mate-
rial misstatement in the ac-
counts and disclosures and re-
lated assertions of the financial
statements. For the purposes of
evaluating the effectiveness of
internal control over financial
reporting, the auditor’s under-
standing of control activities
encompasses a broader range of
accounts and disclosures than
what is normally obtained for
the financial statement audit.

Observations

In an assessment of internal control, be sure you are
evaluating the risk assessment process. What does
management do to evaluate and respond to the risk of
misstatement in an account?

The last sentence in this paragraph is significant. In
an audit of internal control, the auditors will test
controls over more accounts than they traditionally
have in their financial statement audit. Be prepared for
this increased scope.

(continued)
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Exhibit 3-2 The Five Elements of Internal Control (continued)

Requirements of the Standard Observations

» Information and Communica- This paragraph also describes how the scope of an
tion. The auditor’s understand- audit of internal control will be greater than the tests of
ing of management’s informa- controls the external auditor normally performs in a
tion and communication in- financial statement audit.

volves understanding the same
systems and processes that he or
she addresses in an audit of fi-
nancial statements. In addition,
this understanding includes a
greater emphasis on compre-
hending the safeguarding con-
trols and the processes for au-
thorization of transactions and
the maintenance of records, as
well as the period-end financial
reporting process (discussed
further beginning at paragraph

76).

* Monitoring. The auditor’s un- The requirement that you understand management’s
derstanding of management’s monitoring of all controls should be taken to imply that
monitoring of controls extends management should monitor the other four
to and includes its monitoring components described by the COSO framework.

of all controls, including control
activities, which management
has identified and designed to
prevent or detect material mis-
statement in the accounts and
disclosures and related asser-
tions of the financial statements.
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Significant Processes and Major Classes of Transactions

In an assessment of internal control, you are evaluating the controls over a process—for exam-
ple, the way in which information was processed to report transactions in a given general ledger
account. In an internal control assessment, your planning does not end when you identify signifi-
cant accounts. Once those accounts have been identified, you must understand the significant
processes and major classes of transactions that affect those accounts.

Paragraph 71 of the standard requires you to “identify each significant process over each major
class of transactions affecting significant accounts or groups of accounts.” It goes on to state that
“major classes of transactions are those classes of transactions that are significant to the com-
pany’s financial statements.”
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For each significant process, paragraph 74 of the standard requires you to:
* Understand the flow of transactions, including how transactions are initiated, authorized,
recorded, processed, and reported.

 Identify the points within the process at which a misstatement—including a misstatement
due to fraud—related to each relevant financial statement assertion could arise.

+ Identify the controls that management has implemented to address these potential mis-
statements.

+ Identify the controls that management has implemented over the prevention or timely de-
tection of unauthorized acquisition, use, or disposition of the company’s assets.

The second bullet point requires you to identify the “points within the process at which a misstatement . . .
could arise.” The third bullet point requires you to “identify the controls that management has implemented
to address these potential misstatements.” In the author’s opinion, the requirements of the third bullet
should not be interpreted to mean that you are required to identify controls at each point where a mis-
statement could occur. For example, a given control, such as a reconciliation, may be designed to prevent
or detect several errors that could occur at various points in the process. In this instance, you may focus
your attention on the reconciliation and not necessarily on redundant controls resident at various points in
the processing stream.

The key point to the third bullet would seem to be that you should identify the controls that have been im-
plemented to address all of the potential misstatements, not all of the points at which the misstatements
may occur.

OPTIONAL DOCUMENTATION CONSIDERATIONS

Documenting Management’s Assessment Process

As part of their internal control audit, the external auditors are required to obtain an understand-
ing of and evaluate management’s process for assessing the effectiveness of the company’s in-
ternal control. Paragraph 40 of the Auditing Standard describes a list of elements that should be
included in this process, and this list is discussed in detail in Chapter 2 of this Practice Aid.

To facilitate an effective and efficient review of its process, management should consider prepar-
ing summary-level documentation that guides the external auditors through the steps the com-
pany followed to assess its internal control and comply with the requirements of paragraph 40 of
the Auditing Standard.

Organization Scheme

By clearly documenting its process and conclusions, management will effectively guide the ex-
ternal auditors through the support of its assessment of internal control effectiveness. Guiding the
external auditors in this way should:

* Decrease the time spent by the external auditors in their audit
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* Increase the confidence the external auditors have in the quality of management’s process,
which allows them to rely more on the company’s testwork to reach their audit conclusion

+ Improve the effectiveness of management’s communications with the external auditors re-
garding the basis for its conclusions

The documentation of management’s process and conclusions will create a three-tiered system of
documentation, as indicated in Exhibit 3-3.

Exhibit 3-3 Organizing the Entity’s Documentation

Management's Internal Control
Assessment Process and
Summary of Conclusions

Supports
Conclusions

II i II Supports
Company- o | Adtivity- || Conclusions

Level Level

Drives Test Design

Company- I|I Activity- II

Level G Level

In Exhibit 3-3, the summary of management’s assessment process and conclusions provides a
top-level overview of the entire process. Documentation of internal control design, of both com-
pany- and activity-level controls, feeds into this top-level documentation and supports manage-
ment’s conclusions about design effectiveness. The documented design of internal control then
serves as a basis for designing tests of operating effectiveness.
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Tests of operating effectiveness are performed and the results documented. These results provide
the basis for management’s conclusions about operating effectiveness of controls.

What to Include in the Documentation of Process and Conclusions

The following are some suggestions for what management might include to document its as-
sessment process.

Significant Accounts and Disclosures

Provide a list of all significant accounts and disclosures together with a rationale for how man-
agement made the determination of which accounts were deemed significant. Merely listing all
the accounts tested probably will not be sufficient for most external auditors; management
should describe how they made their determination.

Chapter 2 of this Practice Aid discusses the Auditing Standard’s guidance on determining
whether an account is significant and it provides a matrix for how management might document
its judgments.

Summary of Conclusions

To facilitate the external audit process and to avoid miscommunication between the external
auditor and the company, management should summarize:

» The nature, timing, and extent of tests performed.

» The results of those tests, including the identification and assessment of any internal control
deficiencies.

» Management’s conclusions about control effectiveness, based on the testwork results.

To clearly communicate the company’s control assessment process, the summary of conclusions
should distinguish between the following:

» Those related to design effectiveness versus operating effectiveness.

» Those related to the control environment and company-level controls versus activity-level
controls.

Subcertification A great deal of the information included in financial statements originates in
areas of the company that are outside the direct control of the CEO and CFO. Because of the sig-
nificance of information prepared by others, the CEO and CFO may request those individuals
who are directly responsible for this information to certify it. This process is known as “subcerti-
fication,” and it usually requires the individuals to provide a written affidavit to the CEO and
CFO that will allow them to reach a conclusion on internal control effectiveness in good faith.
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Items that may be the subject of subcertification affidavits include the following:

* Adequacy of specific disclosures in the financial statements or other reports filed with the
SEC, such as Management’s Disclosure and Analysis included in the entity’s 10Q or 10K.

* Accuracy of specific account balances.

» Compliance with company policies and procedures, including the company’s code of con-
duct.

* Adequacy of the design and/or operating effectiveness of departmental internal controls and
disclosure controls.

* Accuracy of reported financial results of the department, subsidiary, or business segment.

To the extent that management has relied on subcertifications to support their conclusions about
internal control, these should be summarized and made available to the external auditors for their
review.

Summary of Communications

As discussed in Chapter 1 of this Practice Aid, the external auditors will require management to
provide certain written representations. Included in these representations is a statement “that
management has disclosed to the auditor all deficiencies in the design or operation of internal
control over financial reporting identified as part of management’s assessment, including sepa-
rately disclosing to the auditor all such deficiencies that it believes to be significant deficiencies
or material weaknesses in internal control over financial reporting.”

To help ensure the effective communication between the company and its external auditors,
management should consider briefly summarizing the disclosures it has made to the external
auditors regarding internal control deficiencies, including:

* The form of the communication, for example, written or oral
» The content of the communication and the deficiencies identified
*  When the communication was made

+ The individuals, both from the company and the external auditors, who were involved in the
communication

Project Team Qualifications and Work Performed

As discussed in Chapter 1 of this Practice Aid, if certain conditions are met, the external auditors
can rely on the work of company employees or others under the direction of management to sup-
port their conclusion about internal control effectiveness. In general, the more the external audi-
tors can use the work of the company, the lower the overall costs of compliance for the entity.
Thus, it is in the company’s best interests to understand the conditions that must be met for the
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external auditors to place reliance on the company’s work and to document those instances
where the conditions have been met.

In general, to use the work of company personnel and others, the external auditors will have to
evaluate their:

* Competence

* Objectivity

Details on how the external auditors will evaluate these qualities are provided in Chapter 1 of
this Practice Aid.

To facilitate the external auditor’s evaluation, the company should document all the items de-
scribed in Chapter 1 that the external auditor will evaluate and make this documentation avail-
able to the external auditors as early in the audit process as possible, to enable them to better plan
the scope of their audit.

SUMMARY

Paragraphs 42 and 43 of the Auditing Standard provide guidance to management on the elements
that must be included in the company’s documentation of its internal control. Failure to comply
with these requirements, that is, providing inadequate documentation, is considered a control de-
ficiency that may rise to the level of material weakness. It also may impose a scope restriction on
the audit of internal control. Thus, management should take steps to understand the documenta-
tion requirements of the Auditing Standard and ensure that its documentation complies. There
are no requirements on the form of the documentation, only its content.

In addition to documenting its internal control, management should consider documenting the
steps it followed in its assessment process. By clearly documenting these steps, the company will
be in a better position to communicate to the external auditors how it complied with the require-
ments of paragraph 40 of the standard.
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As described in Chapter 2 of this Practice Aid, Public Company Accounting Oversight Board
(PCAOB) Auditing Standard No. 2, An Audit of Internal Control Over Financial Reporting Per-
formed in Conjunction With an Audit of Financial Statements (AICPA, Professional Standards,
vol. 1, PC sec. 140), requires that your company’s assessment process include:

» Evaluating the design effectiveness of controls.

» Evaluating the operating effectiveness of controls based on procedures sufficient to assess
their operating effectiveness.

You are required to evaluate controls over all relevant assertions related to all significant ac-
counts and disclosures.

This chapter summarizes the guidance contained in the Auditing Standard relating to the testing
of internal controls. Although this guidance applies directly to the external auditor’s testing of in-
ternal control effectiveness, you are strongly encouraged to apply this same guidance when plan-
ning and performing the company’s tests of internal control.

TESTING THE CONTROL ENVIRONMENT AND
OTHER COMPANY-LEVEL CONTROLS

Note: Much of the guidance provided in the Auditing Standard relating to the tests of controls is
geared toward tests of process-level and transaction-level controls. You should nof conclude that
this paucity of guidance on the control environment and other company-level controls means that
these controls do not need to be tested. To the contrary, you definitely are required to assess the
design and operating effectiveness of the company’s control environment and other company-
level controls. Judgment and creativity will be required to apply the general principles regarding
the nature, timing, and extent of tests of design and operating effectiveness provided in the Au-
diting Standard to the testing of company-level controls.

TESTING ACTIVITY-LEVEL CONTROLS

Within an information processing stream, there is often a myriad of different control procedures.
In an assessment of internal control, your objective is to assess the effectiveness of internal con-
trol as a whole, not the effectiveness of each individual control procedure. Thus, when designing
your control tests, one of the first issues you must face is determining which activity-level con-
trols to test. That is, you are not required to test all controls.

65



PCAOB Auditing Standard No. 2: A Guide for Financial Managers

66

Control Procedures Versus Control Objectives

The internal control Auditing Standard provides guidance to external auditors on determining
which control procedures to test. To properly apply this guidance to the company’s assessment
process, you need to have a solid conceptual understanding of control objectives and how these
differ from and relate to individual control procedures. The purpose of this section is to provide
that necessary background.

Control procedures have no value, without a related and well-defined control objective. A com-
pany does not perform a control procedure, for example, reconciling a subsidiary ledger to the
general ledger account total, because doing so is “good” and to not do so is “bad.” A control pro-
cedure has value only to the extent that it addresses a specific well-defined control objective.

At its most general level, the objective of internal control over financial reporting is to provide
reasonable assurance that the company’s financial statements are fairly stated in accordance with
generally accepted accounting principles (GAAP). Similarly, at the account level, you could say
that the overall objective of internal control is to provide reasonable assurance that the account is
free of material misstatement.

The company faces risks in achieving its objectives. The objective of individual control proce-
dures is to reduce these risks to an acceptable level. These risks and the related control objectives
are directly related to financial statement assertions. For example, there is a risk that valid trans-
actions are not captured and processed (completeness) or that unauthorized transactions are
mistakenly processed (existence or occurrence).

When determining which controls to test, you will need to first understand the control objectives
for the relevant assertions for significant accounts. From there, you will be able to determine
which controls are most significant and should be tested to determine whether internal controls
are designed and operating effectively to meet the stated objective.

Determining the Controls to Test

Paragraph 83 of the standard requires external auditors to (and would therefore strongly suggest
that management) evaluate the following to identify the controls to be tested:

» Points at which errors or fraud could occur;
* The nature of the controls implemented by management;

» The significance of each control in achieving the objectives of the control criteria and
whether more than one control achieves a particular objective or whether more than one
control is necessary to achieve a particular objective; and

» The risk that the controls might not be operating effectively. Factors that affect whether
the control might not be operating effectively include the following:

— Whether there have been changes in the volume or nature of transactions that might
adversely affect control design or operating effectiveness;
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— Whether there have been changes in the design of controls;

— The degree to which the control relies on the effectiveness of other controls (for ex-
ample, the control environment or information technology general controls);

— Whether there have been changes in key personnel who perform the control or moni-
tor its performance;

— Whether the control relies on performance by an individual or is automated; and
— The complexity of the control.

Exhibit 4-1 summarizes these factors and how they might affect the operating effectiveness of a
control.

Exhibit 4-1 Risks of Control Not Operating Effectively
Risk That Control Might Not Operate Effectively

Factor Increased Risk Decreased Risk
Changes in the volume or nature of Significant changes Few if any changes
transactions
Changes in the design of controls Significant changes Few if any changes
Reliance of control on the Extensive reliance on other controls Minimal reliance on other controls
effectiveness of other controls
Changes in key personnel Significant changes Few if any changes
Performance by an individual or Individual Automated
automated
Complexity of the control Complex Relatively simple

Paragraph 84 of the standard requires a clear link between the individual controls you will be
testing with the significant accounts and assertions to which they relate.

sertions to which they relate is crucial if you are to perform an effective and efficient assessment of in-
ternal control. To perform an effective assessment, you should be sure that you have tested controls
that relate to each assertion for all significant accounts. Similarly, to perform an efficient assessment,
you should be sure not to test too many controls directed at the same assertions for the same account.
To make these decisions about the controls to test, you need to link the controls to the related account
and assertion.

.} Practice Pointer. The linking or mapping of individual control procedures to the financial statement as-

« To evaluate the “points at which errors or fraud could occur,” you will need to develop a solid under-
standing of the entire information system, from the initiation of the transaction through processing and
eventual posting in the general ledger and inclusion in the financial statements. In general, errors or
fraud can occur:
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— At the initiation of a transaction, when data about it is first captured by the information system; and

— At any point where that data is subsequently processed, manipulated, or changed.

« Control procedures that are highly significant to achieving given control objectives generally should be
tested.

+ It is not uncommon for an information processing stream to have redundant controls. For example, a
cash disbursements system may have controls related to each assertion at each step of the transac-
tion initiation and processing stream. Additionally, the company’s monthly bank reconciliation may
achieve some of the same control objectives achieved by controls at each processing step within the
information system. In this example, when the reconciliation achieves more than one control objective,
it may be more efficient to test the reconciliation, rather than detail testing all the individual control pro-
cedures.

* In those circumstances where more than one control procedure is required to achieve a given control
objective, you need to test all the control procedures related to that objective.

TESTING AND EVALUATING DESIGN EFFECTIVENESS

68

Paragraphs 88 and 89 of the standard provide relatively easy-to-understand guidance about the
testing and evaluation of internal control design effectiveness.

88. Internal control over financial reporting is effectively designed when the controls com-
plied with would be expected to prevent or detect errors or fraud that could result in material
misstatements in the financial statements. The [external] auditor should determine whether
the company has controls to meet the objectives of the control criteria by:

Identifying the company’s control objectives in each area;
Identifying the controls that satisfy each objective; and

Determining whether the controls, if operating properly, can effectively prevent or detect
errors or fraud that could result in material misstatements in the financial statements.

89. Procedures the auditor performs to test and evaluate design effectiveness include in-
quiry, observation, walkthroughs, inspection of relevant documentation, and a specific
evaluation of whether the controls are likely to prevent or detect errors or fraud that could
result in misstatements if they are operated as prescribed by appropriately qualified persons.

_

Practice Pointer. Paragraph 88 states that internal control is effectively designed when it would be ex-
pected to prevent or detect material misstatements. Central to your judgment about whether the design
of controls is effective is your understanding of the relevant control objectives and whether the individ-
ual or combination of controls, as designed, meets those objectives. As described earlier in this chap-
ter, control objectives can be linked to financial statement assertions. In an effectively designed system,
control objectives (and the related control procedures) will exist to ensure that each financial statement
assertion is free of material misstatement. Exhibit 4-2 summarizes this link between financial statement
assertions and control objectives.
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Exhibit 4-2* Linking Financial Statement Assertions to Control Objectives

Assertion

Description

Control Objectives

Existence

Occurrence

Valuation or Measurement

Completeness

Rights and Obligations

Presentation and Disclosure

Reported assets and liabilities exist at

the reporting date.

Reported transactions or events took
place during the reporting period.

Assets, liabilities, transactions, and
events are recorded at their proper
amount,

The financial statements include all
the assets and liabilities of the entity
and the effect of its transactions during
the reporting period.

The entity has the rights to use
reported assets and is obligated to
settle reported liabilities.

ltems are properly classified,
described, and disclosed in the
financial statements.

Only properly authorized assets and
liabilities are recorded.

Assets are safeguarded and
protected from unauthorized use or
disposition.

Accountability for assets is
maintained.

Proper cut-off exists between
accounting periods.

Fictitious, unauthorized, or duplicate
transactions are detected and
prevented from being recorded.

Assets and liabilities are initially
recorded at the appropriate amount.

Recoverability of assets and
valuation of liabilities are assessed
periodically.

Transactions are recorded at correct
amounts.

All authorized valid transactions are
reported in the financial statements.

Proper cut-off exists between
accounting periods.

Entity has legal title to assets.

Proper authorization exists for the
assignment of rights or encumbrance
of assets.

Only the obligations of the entity are
reported or disclosed.

Financial statements are fairly
presented in accordance with GAAP.

Disclosure is adequate and not
misleading.

* From How to Comply With Sarbanes-Oxley Section 404 by Michael Ramos, page 208; © Michael Ramos 2004. This material is used by permis-

sion of John Wiley & Sons, Inc.
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Paragraph 88 of the standard describes the requirement for determining effective design as an evaluation
of whether the controls would “prevent or detect errors or fraud that could result in material misstate-
ments.” This definition is appropriate and easy to understand in the context of activity-level controls. How-
ever, many company-level controls, such as the control environment or information technology (IT) gen-
eral controls, are not designed to directly prevent or detect errors or fraud. Rather, these controls are de-
signed to have a positive effect on the performance of activity-level controls. In that regard, some com-
pany-level controls have only an indirect effect on the company’s ability to prevent or detect errors or
fraud.

When considering the design effectiveness of these company-level controls, it might be helpful to consider
whether the control helps create an overall environment or “tone at the top” that facilitates the effective
operation of activity-level controls.

Walkthroughs

A walkthrough is a procedure in which you trace a transaction from its origination, through the
company’s information processing system, all the way to the transaction’s reporting in the finan-
cial statements. The Auditing Standard places a great deal of emphasis on walkthroughs as an
audit procedure. In fact:

» External auditors are required to perform at least one walkthrough for each major class of
transactions.

» External auditors must perform the walkthroughs themselves. They are prohibited from rely-
ing on the work of management or others to satisfy the standard’s walkthrough requirement.

The Auditing Standard does nof require management to perform their own walkthroughs. How-
ever, the walkthrough procedure will allow you to confirm your understanding of the information
processing stream, the design of related controls, and whether they have been placed in opera-
tion. As such, the walkthrough can help you evaluate the effectiveness of the design of internal
control for each major transaction. While performing your walkthrough, you also may obtain
evidence about the operating effectiveness of controls. For these reasons, the company should se-
riously consider performing walkthroughs as part of its self-assessment process.

Walkthrough Scope and Procedures

Paragraph 80 of the Auditing Standard describes what is required by the walkthrough proce-
dures. Exhibit 4-3 reproduces these requirements together with some observations.
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Exhibit 4-3 Walkthrough Scope and Procedures

Auditing Standard Requirements
(Paragraph 80)

The auditor’s walkthroughs should
encompass the entire process of
initiating, authorizing, recording,
processing, and reporting individ-
ual transactions and controls for
each of the significant processes
identified, including controls in-
tended to address the risk of fraud.

During the walkthrough, at each
point at which important process-
ing procedures or controls occur,
the auditor should question the
company’s personnel about their
understanding of what is required
by the company’s prescribed pro-
cedures and controls and determine
whether the processing procedures
are performed as originally under-
stood and on a timely basis. (Con-
trols might not be performed regu-
larly but may still be timely.) Dur-
ing the walkthrough, the auditor
should be alert for exceptions to
the company’s prescribed proce-
dures and controls.

Observations About the Requirements

As indicated, the walkthrough is a complete tracing of
the entire information processing stream. It is common
to begin the walkthrough at the transaction initiation
and proceed forward. Authorization is a control that
usually is located at the point the transaction is
initiated. Other controls should be identified and
confirmed at each major processing step.

Paragraph 81 of the standard provides additional
guidance on performing walkthrough procedures. The
standard requires you to “be alert” for exceptions to
prescribed procedures. However, to improve the
effectiveness of your audit, particularly the detailed
tests of activity-level controls, you may wish to more
actively seek out the existence of situations in which
personnel do not or did not perform the control
procedures as described in the company’s internal
control documentation. The requirements of
Paragraph 81 (discussed in the next section) suggest
this more active approach to identifying exceptions.

Performance of the Walkthrough Procedures

Paragraph 81 provides detailed guidance on how to perform a walkthrough. Exhibit 4-4 repro-
duces these requirements together with some observations.

Exhibit 4-4 Walkthrough Scope and Procedures

Auditing Standard Requirements
(Paragraph 81)

While performing a walkthrough,
the auditor should evaluate the
quality of the evidence obtained
and perform walkthrough proce-
dures that produce a level of evi-
dence consistent with the objec-
tives listed in Paragraph 79.

Observations About the Requirements

How much work is required in a walkthrough? It
depends. This sentence provides broad guidance that
says you essentially should use your judgment to
make sure that your work is sufficient to meet your
audit objective, for example, confirming your
understanding of internal control design.

(continued)
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Exhibit 4-4 Walkthrough Scope and Procedures (continued)

Auditing Standard Requirements
(Paragraph 81)

Observations About the Requirements

Rather than reviewing copies of
documents and making inquiries of
a single person at the company, the
auditor should follow the process
flow of actual transactions using
the same documents and informa-
tion technology that company per-
sonnel use and make inquiries of
relevant personnel involved in sig-
nificant aspects of the process or
controls.

To corroborate information at vari-
ous points in the walkthrough, the
auditor might ask personnel to de-
scribe their understanding of the
previous and succeeding process-
ing or control activities and to
demonstrate what they do.

This requirement suggests a relatively “hands-on”
approach to performing the procedures in which you
observe and test “live” transactions and documents
and make inquiries of the individuals who actually
perform the control procedures on a daily basis. There
is a strong suggestion to make inquiries of more than
one person. For many information processing
streams, it is unlikely that one person will have a
complete, thorough understanding of the entire
information system.

Note that:

* Inquiries are used not only to gather information
for the first time, but also to corroborate your
understanding of information you may have
received previously.

* Inawalkthrough, your inquiries may be
supplemented with other procedures, such as
observation.
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Practice Pointer. Nothing in the standard requires you to make your inquiries with each individual one-
on-one. Consider performing your walkthroughs as part of a focus group that includes all individuals
who participate in the information processing stream. The focus group approach may improve audit ef-

ficiency. It may also improve your effectiveness, since the group can exchange ideas and share experi-
ences 1o provide a deeper, more complete picture of the process.

Making Inquiries

Paragraph 81 of the Auditing Standard also requires external auditors to ask follow-up questions
during the walkthroughs that are specifically designed to help identify the abuse of controls or
indicators of fraud. Examples of the types of questions are provided by the standard, which rec-
ommends asking company personnel:

What kind of errors they have found.

What they do when they find an error or what they are looking for to determine if there is an
error (rather than simply asking them if they perform listed procedures and controls).

What happened as a result of finding the errors, and how the errors were resolved. (Note: If
the person being interviewed has never found an error, you should evaluate whether that
situation is due to good preventive controls or whether the individual performing the control
lacks the necessary skills.)
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Whether they have ever been asked to override the process or controls, and if so, to describe:

— The situation

— Why it occurred

— What happened

_

_

Practice Pointer. Consider the difference between asking the question “Do you perform the proce-
dures?” and the question “What happens when you find an error?” The standard recommends asking
the second type of question.

With the first question, you address the issue of control exceptions only in the most indirect manner,
and the structure of the question {closed-ended) leaves no room for explanation. A reasonable person,
when asked the first question, might think that, if he or she performs the procedure 99 percent of the
time, the answer to your question is, “Yes, | perform the procedure.” Unfortunately, what you are most
interested in is an explanation of what happens the other 1 percent of the time. By asking the second
type of question (direct, open-ended) you will be better able to solicit the response you need.

Practice Pointer. To test the operating effectiveness of certain control procedures, you may perform
detailed tests of a sampling of transactions. Some of the sampling methods used to determine sample
sizes are based on an assumption that there are one or fewer exceptions in the population to be sam-
pled. When this is the case, you should be careful when defining the population to be sampled. To im-
prove the effectiveness of your tests—especially when you assume that there are one or fewer excep-
tions—it is best to make the population as homogeneous as possible. During your walkthrough proce-
dures, you should identify all circumstances that employees regularly encounter that can lead to a de-
viation from established procedures. These circumstances should then be evaluated separately from
the population from which the sample is drawn. It is much better to discover exceptions during the walk-
through rather than during the performance of detailed tests based on a sampling plan that provides lit-
tle or no margin for error.

Updating Your Walkthrough

Whenever there is a significant change in the information processing stream, you should consider
the need to evaluate the change and consider whether to update your walkthrough for transac-
tions subsequent to the change.

After your initial walkthrough, the standard allows for the carryforward of the documentation to
subsequent years, updating as necessary for any changes to procedures.

_

Practice Pointer. The procedures you perform and inquiries you make to identify changes in the proc-
esses should be just as structured and rigorous as those you made during the initial walkthrough.
Again, you want to avoid unexpected surprises during detailed testing, so it is important that your walk-
throughs retain their integrity over time. Appendix D to this Practice Aid provides a list of illustrative in-
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