
University of Mississippi
eGrove

Industry Developments and Alerts American Institute of Certified Public Accountants
(AICPA) Historical Collection

2004

Internal control reporting : implementing Sarbanes-
Oxley Act section 404; Financial reporting alerts
Michael J. Ramos

Robert Durak

Follow this and additional works at: https://egrove.olemiss.edu/aicpa_indev

Part of the Accounting Commons, and the Taxation Commons

This Book is brought to you for free and open access by the American Institute of Certified Public Accountants (AICPA) Historical Collection at
eGrove. It has been accepted for inclusion in Industry Developments and Alerts by an authorized administrator of eGrove. For more information,
please contact egrove@olemiss.edu.

Recommended Citation
Ramos, Michael J. and Durak, Robert, "Internal control reporting : implementing Sarbanes-Oxley Act section 404; Financial reporting
alerts" (2004). Industry Developments and Alerts. 709.
https://egrove.olemiss.edu/aicpa_indev/709

brought to you by COREView metadata, citation and similar papers at core.ac.uk

provided by eGrove (Univ. of Mississippi)

https://core.ac.uk/display/288030216?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1
https://egrove.olemiss.edu?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
https://egrove.olemiss.edu/aicpa_indev?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
https://egrove.olemiss.edu/aicpa_pubs?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
https://egrove.olemiss.edu/aicpa_pubs?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
https://egrove.olemiss.edu/aicpa_indev?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/625?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/643?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
https://egrove.olemiss.edu/aicpa_indev/709?utm_source=egrove.olemiss.edu%2Faicpa_indev%2F709&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:egrove@olemiss.edu


F I N A N C I A L  R E P O R T I N G  A L E R T S

Internal Control 
Reporting
Implementing Sarbanes-Oxley Act 
Section 404



A
m

e
r

ic
a

n
 I

n
s

t
it

u
t

e
 o

f
 C

e
r

t
if

ie
d

 P
u

b
l

ic
 A

c
c

o
u

n
t

a
n

t
s

F I N A N C I A L  R E P O R T I N G  A L E R T S

Internal Control 
Reporting
Implementing Sarbanes-Oxley Act 
Section 404



Notice to Readers

This Financial Reporting Alert was developed by an independent
consultant and the staff of the American Institute of Certified Pub-
lic Accountants (AICPA). Its content represents the opinions of
the author. This Financial Reporting Alert has not been approved,
disapproved, or otherwise acted upon by any senior technical com-
mittee of the AICPA and has no official or authoritative status.

Written by
Michael J. Ramos, CPA

Edited by
Robert Durak, CPA

Senior Manager
Accounting and Auditing Publications

Copyright © 2004 by
American Institute of Certified Public Accountants, Inc.
New York, NY 10036-8775

All rights reserved. For information about the procedure for requesting 
permission to make copies of any part of this work, please call the AICPA 
Copyright Permissions Hotline at (201) 938-3245. A Permissions Request Form
for e-mailing requests is available at www.aicpa.org by clicking on the copyright
notice on any page. Otherwise, requests should be written and mailed to the 
Permissions Department, AICPA, Harborside Financial Center, 201 Plaza Three,
Jersey City, NJ 07311-3881.

1 2 3 4 5 6 7 8 9 0  AAG  0 9 8 7 6 5 4  

FRA--Internal Control.qxd  1/26/2004  11:22 AM  Page ii



Table of Contents 

INTERNAL CONTROL REPORTING—IMPLEMENTING

SARBANES-OXLEY ACT SECTION 404 ...............................................1

Introduction ..............................................................................1

Summary of Relevant Rules and Other Authoritative Literature ...1

The SEC Rules......................................................................2

The External Auditor’s Standards ..........................................5

The COSO Internal Control Integrated Framework................10

The COSO Internal Control Components .........................10

Key Characteristics of the COSO Framework .....................11

Information Technology Considerations..............................14

Project Planning Considerations..............................................16

General Planning Considerations ........................................17

Structuring the Project Team...............................................18

Working With the External Auditors...................................20

Documentation of Internal Control and Tests of Controls ......23

Documentation of Internal Control Policies 
and Procedures..................................................................23

Documentation of Tests of Controls....................................26

Automated Documentation Tools .......................................27

Testing of Internal Control ......................................................30

Testing the Control Environment........................................31

Testing Activity-Level Controls ...........................................32

Reporting ................................................................................34

Material Weaknesses and Significant Deficiencies................35

Resource Central .....................................................................37

On the Bookshelf ................................................................37

Educational Courses and Training .......................................38

FRA--Internal Control.qxd  1/26/2004  11:22 AM  Page iii



AICPA’s Antifraud & Corporate Responsibility 
Resource Center................................................................39

AICPA Audit Committee Effectiveness Center....................39

Member Satisfaction Center ................................................40

Hotlines ..............................................................................40

Web Sites ............................................................................40

FRA--Internal Control.qxd  1/26/2004  11:22 AM  Page iv



1

Internal Control Reporting—Implementing 
Sarbanes-Oxley Act Section 404

Introduction

In July 2002, the Sarbanes-Oxley Act of 2002 (the “Act”) was
signed into law, bringing with it sweeping changes to many as-
pects of the financial reporting, corporate governance, and regu-
latory landscape for public companies. Section 404 of the Act
requires public companies to include with their annual report to
the Securities and Exchange Commission (SEC) a separate report
on the assessment of the effectiveness of the entity’s internal con-
trol. Additionally, the entity’s external auditors must attest to and
report on the assessment made by management. These reporting
requirements generally become effective for the end of the entity’s
first fiscal year ending on or after June 15, 2004.

Since the passage of the Act, many issues have arisen regarding
the implementation of the internal control assessment and re-
porting process. The purpose of this Alert is to articulate signifi-
cant technical issues that have surfaced and to provide direction
for those responsible for managing or participating in the imple-
mentation of section 404, including:

• The entity’s CEO and CFO, who have the overall respon-
sibility for assessing and reporting on internal control

• Internal auditors

• Third parties who might be engaged by the entity to assist
with the assessment process

Summary of Relevant Rules and Other 
Authoritative Literature

Management’s assessment and reporting on internal control will
be shaped by several key rules and standards, including:
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• SEC rules. The Sarbanes-Oxley Act directed the SEC to
adopt detailed rules to implement the requirements of the
Act relating to internal control. These rules define for is-
suers the requirements for assessing and reporting on inter-
nal control. To read the SEC rules, go to the SEC Web site
at www.sec.gov/rules/final/33-8238.htm.

• External auditor standards. These standards describe the
approach, required tests, and other guidance that the en-
tity’s external auditors are expected to follow when report-
ing on management’s assertion about the effectiveness of
internal control. These standards do not affect the issuer
directly, but they do have a significant indirect effect on the
procedures performed by management.

• The COSO Internal Control Integrated Framework. Man-
agement’s report on internal control effectiveness is re-
quired to disclose the criteria against which management
assesses effectiveness. The COSO framework is one exam-
ple set of criteria and it is anticipated that most U.S. enti-
ties will use COSO in their evaluation. To obtain the
COSO framework, call the AICPA at (888) 777-7077 or
visit www.cpa2biz.com and order Internal Control—Inte-
grated Framework (product no. 990012kk).

The SEC Rules

The SEC issued its final rule on management’s report on internal
control in May 2003, and the rule became effective on August
14, 2003. It is the entity’s annual report to the SEC (Form 10-K)
which contains management’s report on internal control, and
therefore, it is the SEC rules regarding those reports that manage-
ment must follow in planning and performing its assessment of
control effectiveness.

Definition of Internal Control

The SEC rules clarify that management’s assessment and report is
limited to internal control over financial reporting. Management is
not required to consider other aspects of control, such as controls
pertaining to operating efficiency. The SEC’s definition of inter-

2
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nal control encompasses the COSO definition (described later in
this Alert in the section entitled “The COSO Internal Control
Integrated Framework”) but the SEC does not mandate that the
entity use COSO as its criteria for judging effectiveness.

Annual Reporting Requirements

Under the SEC rules, the company’s annual 10-K must include:

1. Management’s Annual Report on Internal Control Over Fi-
nancial Reporting. This report on the company’s internal
control over financial reporting should contain:

a. A statement of management’s responsibilities for estab-
lishing and maintaining adequate internal control over
financial reporting. 

b. A statement identifying the framework used by man-
agement to evaluate the effectiveness of the company’s
internal control over financial reporting.

c. Management’s assessment of the effectiveness of the com-
pany’s internal control over financial reporting as of the
end of the most recent fiscal year, including a statement
as to whether or not internal control over financial re-
porting is effective. This discussion must include disclo-
sure of any material weakness in the company’s internal
control over financial reporting identified by manage-
ment. Management is not permitted to conclude that the
registrant’s internal control over financial reporting is ef-
fective if there are one or more material weaknesses in the
company’s internal control over financial reporting.

d. A statement that the registered public accounting firm
that audited the financial statements included in the an-
nual report has issued an attestation report on manage-
ment’s assessment of the registrant’s internal control
over financial reporting.

2. Attestation Report of the Registered Public Accounting Firm.
This is the registered public accounting firm’s attestation
report on management’s assessment of the company’s in-
ternal control over financial reporting.
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3. Changes in Internal Control Over Financial Reporting. This
report must disclose any change in the company’s internal
control over financial reporting that has materially affected
or is reasonably likely to materially affect the company’s in-
ternal control over financial reporting.

Key provisions of these reporting requirements that merit man-
agement’s consideration include the following.

• “As of ” reporting. Management assesses the effectiveness of
internal control as of the end of the fiscal year, rather than
throughout the reporting period. This reporting require-
ment has significant implications for the reporting of ma-
terial weaknesses that were identified and corrected during
the period. It also will affect the timing of management’s
tests of the design and operating effectiveness of controls.

• Material weakness in internal control. Management is re-
quired to disclose any material weakness1 in the company’s
internal control. Further, the existence of one or more ma-
terial weaknesses precludes management from concluding
that its internal control is effective. 

Both of these considerations are discussed in more detail in the
section titled “Reporting” in this Alert.

Quarterly Reporting Requirements

The SEC rules also require management to evaluate any change in
the entity’s internal control that occurred during a fiscal quarter
and that has materially affected, or is reasonably likely to materi-
ally affect, the entity’s internal control over financial reporting. 

Additionally, management is required to evaluate the effective-
ness of the entity’s “disclosure controls and procedures” and issue
a report as to their effectiveness on a quarterly basis. With these
rules, the SEC introduced a new term, “disclosure controls and
procedures,” which is different from “internal controls over fi-
nancial reporting” and much broader. 

1. For a definition of material weakness, see the “Reporting” section of this Alert.

4
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As defined, “disclosure controls and procedures” encompass the
controls over all material financial and nonfinancial information
in Exchange Act reports. Information that would fall under this
definition that would not be part of an entity’s internal control
over financial reporting might include the signing of a significant
contract, changes in a strategic relationship, management com-
pensation, or legal proceedings. 

This Alert will not discuss the evaluation of disclosure controls
and procedures but will be limited to a discussion of the annual
and quarterly evaluation and reporting of internal control over fi-
nancial reporting.

The External Auditor’s Standards

The entity’s external auditors are required to audit management’s
internal control report in accordance with certain professional
standards. These standards directly affect only the work of the ex-
ternal auditor. The work performed by the entity to assess the ef-
fectiveness of its internal controls need only comply with the
requirements of the SEC rules. However, the auditing standards
related to internal control reporting will have a significant indirect
effect on the way in which management plans and performs its
internal control testwork. For example, the standards may require
the external auditors to include certain divisions, categories of
controls, or control procedures within the scope of their work. If
that is the case, then management would need to ensure that the
scope of their assessment process is congruent with the require-
ments of external auditors. 

The Current State of the Audit Standards Relating 
to Internal Control

At the time this Alert was prepared, the Public Company Ac-
counting Oversight Board (PCAOB) had released a draft of a
proposed auditing standard relating to the independent auditor’s
audit of management’s report on internal controls. This proposed
standard would provide the definitive guidance to auditors on the
requirements for auditing management’s report on internal con-
trol. The following overview is based on this proposed standard.
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Expectations are that this standard will become final early in
2004. To more fully understand the independent auditor’s re-
quirements and how they affect management’s assessment
process, you should obtain and read the final standard once it be-
comes available. The current proposed standard is posted on the
PCAOB Web site at www.pcaobus.org/rules/Release2003-
017.pdf. Remember that the final standard issued by the PCAOB
may differ significantly from the proposed standard.

Highlights of the Proposed Auditing Standard

The PCAOB’s proposed auditing standard addresses several im-
portant areas that will affect financial statement issuers. A brief
discussion of these follows.

The Audit Process. The overall objective of the external auditor’s
engagement is to form an opinion about management’s assess-
ment of the effectiveness of internal control. To form his or her
opinion, the auditor will:

• Evaluate the reliability of the process used by management
to assess the entity’s internal control.

• Review and rely on the results of some of the tests per-
formed by management, internal auditors, and others dur-
ing their assessment process.

• Perform his or her own tests.

This framework of the auditor’s process poses several important
questions for management, including:

• What are the qualities of management’s process for assess-
ing internal control that the external auditors deem neces-
sary to make the process “reliable”?

• Which of management’s tests will the external auditor be able
to rely on and which will be subject to retesting by the auditor?

Required Elements of Management’s Process. The proposed stan-
dard provides guidance on the required elements of management’s
process for assessing the effectiveness of internal control. The ab-
sence of one or more of those required elements may result in a

6
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modification to the standard audit report. For this reason, it is
critical that management’s process comply with all requirements
established by the new standard.

The proposed audit standard states that the auditor should deter-
mine whether management’s assessment process has addressed
the following elements.

• Determining which controls should be tested, including
controls over relevant assertions related to all significant
accounts and disclosures in the financial statements. Gen-
erally, such controls include:

– Controls over initiating, recording, processing, and re-
porting significant accounts and disclosures and related
assertions embodied in the financial statements.

– Controls over the selection and application of account-
ing policies that are in conformity with generally ac-
cepted accounting principles.

– Antifraud programs and controls.

– Controls, including information technology general
controls, on which other controls are dependent.

– Controls over significant nonroutine and nonsystem-
atic transactions, such as accounts involving judgments
and estimates.

– Controls over the period-end financial reporting process,
including controls over procedures used to enter transac-
tion totals into the general ledger; to initiate, record, and
process journal entries in the general ledger; and to
record recurring and nonrecurring adjustments to the
financial statements (for example, consolidating ad-
justments, report combinations, and reclassifications).

• Evaluating the likelihood that failure of the control could
result in a misstatement and the degree to which other
controls, if effective, achieve the same control objectives.

• Determining the locations or business units to include in
the evaluation for a company with multiple locations or
business units.

FRA--Internal Control.qxd  1/26/2004  11:22 AM  Page 7



• Evaluating the design effectiveness of controls.

• Evaluating the operating effectiveness of controls based on
procedures sufficient to assess their operating effectiveness.
To evaluate the effectiveness of the company’s internal con-
trol over financial reporting, management must have eval-
uated controls over all relevant assertions related to all
significant accounts and disclosures.

• Determining the deficiencies in internal control over fi-
nancial reporting that are of such a magnitude and likeli-
hood of occurrence that they constitute significant
deficiencies or material weaknesses.

• Communicating findings to the auditor and to others, if
applicable.

• Evaluating whether findings are reasonable and support
management’s assessment.

Documentation of Testwork to Support Management’s Assertion.
The proposed standard provides additional guidance on the na-
ture and extent of the documentation required by the entity to
support management’s assessment of internal control. The pro-
posed standard also states that inadequate documentation is a
control deficiency that may rise to the level of a material weakness. 

The proposed standard also addresses other situations that are
likely to occur in practice, including:

• Extent of testing of multiple locations, business segments,
or subsidiaries

• Required tests when the entity uses a service organization
to process transactions

• Updated testwork required when the original testing was
performed at an interim date in advance of the year-end re-
porting date

Using the Work of Internal Auditors and Others. Many entities
are using the work of their own internal audit staff and others

8
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within the organization to perform tests of the effectiveness of in-
ternal control. At issue is the extent to which the external auditors
can rely on those tests to reach their own conclusion.

The proposed auditing standard provides extensive guidance on
the extent to which the independent auditors may rely on the
work performed by management (including work performed by
internal auditors and others) in their internal control audit. The
standard defines three categories of controls and the extent to
which the independent auditor may rely on the work of others to
reach a conclusion.

• No reliance. For some areas the auditor is prohibited from
using the results of management’s tests. These areas include:

– Controls that are part of the control environment

– Controls over the period-end financial reporting
process

– Controls that have a pervasive effect on the financial
statements

That the independent auditors can not rely on the results
of management’s tests in these areas does not relieve man-
agement of its responsibilities to perform these tests. That
is, tests directed toward these control areas will be per-
formed twice, once by management and again by the inde-
pendent auditors.

• Limited reliance. The auditor’s use of the results of proce-
dures performed by management should be limited to the
following areas:

– Controls over significant nonroutine and nonsystematic
transactions

– Controls over significant accounts, processes, or disclo-
sures where the auditor has assessed the risk of failure of
the controls to operate effectively as high

• Full reliance. Auditors are allowed to use the results of
management’s tests in all other areas, such as controls over
routine processing of significant accounts and disclosures.

FRA--Internal Control.qxd  1/26/2004  11:22 AM  Page 9



The COSO Internal Control Integrated Framework

In 1985, the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) was formed to sponsor the Na-
tional Commission on Fraudulent Financial Reporting, whose
charge was to study and report on the factors that can lead to
fraudulent financial reporting. Since this initial undertaking,
COSO has expanded its mission to improving the quality of fi-
nancial reporting. A significant part of this mission is aimed at
developing guidance on internal control. In 1992, COSO pub-
lished Internal Control—Integrated Framework, which estab-
lished a framework for internal control and provided evaluation
tools that business and other entities could use to evaluate their
control systems.2 This COSO report can be obtained through
the AICPA by calling (888) 777-7077 or by going online at
www.cpa2biz.com. The product number is 990012kk. 

The COSO Internal Control Components

The COSO framework describes five interrelated components of
internal control.

• Control environment. Senior management must set an ap-
propriate “tone at the top” that positively influences the
control consciousness of entity personnel. The control en-
vironment is the foundation for all other components of
internal controls and provides discipline and structure.

• Risk assessment. The entity must be aware of and deal with
the risks it faces. It must set objectives, integrated through-

10

2. In 2003, the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) published a draft of a document entitled Enterprise Risk Management
Framework, whose purpose was to provide guidance on the process used by manage-
ment to identify and manage risk across the enterprise. This new framework does
not supersede or otherwise amend its earlier internal control framework. Internal
control is encompassed within and an integral part of enterprise risk management.
Enterprise risk management is broader than internal control, expanding and elabo-
rating on internal control to form a more robust conceptualization focusing more
fully on risk. Internal Control—Integrated Framework remains in place for entities
and others looking at internal control by itself. 
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out all value chain activities, so that the organization is op-
erating in concert. Once these objectives are set, the entity
must then identify the risks to achieving those objectives,
analyze them, and develop ways to manage them.

• Control activities. Control policies and procedures must be
established and executed to help ensure the actions identi-
fied by management as necessary to address risks are effec-
tively carried out.

• Information and communications. Surrounding the control
activities are information and communication systems, in-
cluding the accounting system. These systems enable the
entity’s people to capture and exchange the information
needed to conduct, manage, and control its operations. 

• Monitoring. The entire control process must be monitored,
and modifications made as necessary. In this way, the sys-
tem can react dynamically, changing as conditions warrant.

The COSO report describes these individual components as
being tightly integrated with each other. Each component has a
relationship with and can influence the functioning of every
other component. When evaluating the effectiveness of internal
control, management should consider it as an integrated whole.
Weak controls in one area can be offset by stronger controls in
another area.

Key Characteristics of the COSO Framework

Flexible, Adaptable, No “One Size Fits All” Approach

The COSO framework is not a rigid, prescriptive approach to in-
ternal controls. It recognizes that different entities will make dif-
ferent choices about how to control their businesses. Internal
control is not a “one size fits all” proposition. Consequently, in-
ternal control can not be evaluated against a detailed set of fixed,
required procedures. Management will have to exercise a great
deal of judgment, driven by the particular needs of the entity, to
determine the nature of the controls in place and whether they
are functioning effectively.
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Effectiveness Determined by Achievement of Objectives

Management should judge the effectiveness of internal control by
how well the controls enable the entity to achieve stated objec-
tives. Controls have value only to the degree to which they allow
the entity to achieve its objectives. Thus, the COSO framework
adopts a business objectives-driven approach to defining internal
control. Under that approach, the entity:

1. Establishes business objectives. The SEC rules describe
those objectives as relating to the preparation of reliable fi-
nancial statements.

2. Identifies the risks to achieving those objectives.

3. Determines how to manage the identified risks. The estab-
lishment of internal controls is just one of several options.

4. Where appropriate, establishes control objectives as a way to
manage certain risks. Individual controls are then designed
and implemented to meet the stated control objectives.

Significant Control Objectives

The COSO framework focuses on the achievement of control ob-
jectives (rather than the existence of predetermined control proce-
dures), and it is expected that management will rely on some
control procedures more than others to achieve these objectives.
For example, management may decide to rely more on detective
controls rather than preventive controls to identify and correct
unauthorized transactions. At the entity level, some control ob-
jectives or activity-level processing streams may be more signifi-
cant to the entity’s financial statements or financial reporting
process than others.

When assessing the effectiveness of internal control as a whole,
management should be sure to identify the controls it relies on
most to produce reliable financial statements, and to include the
testing of these controls in the scope of its work.

The Importance of the Control Environment

Managers typically think of internal control only in terms of the
policies and procedures related to the processing of transactions.

12

FRA--Internal Control.qxd  1/26/2004  11:22 AM  Page 12



13

For example, the matching of a vendor invoice to a master file of
approved vendors, the recalculation of that invoice, or the recon-
ciliation of the accounts payable subsidiary ledger to the general
ledger account are all examples of controls over the processing
of purchases.

The COSO framework does not limit itself to these types of busi-
ness activity-level procedures. The framework acknowledges that
the environment in which those procedures operate has a direct
effect on their effectiveness. In fact, this environment is described
as the foundation of all other control components. The control
environment encompasses the following:

• Integrity and ethical values

• Commitment to competence

• Board of directors or audit committee

• Management’s philosophy and operating style

• Organizational structure

• Assignment of authority and responsibility

• Human resource policies and practices

When evaluating the effectiveness of internal control, manage-
ment must be sure to perform tests that allow it to assess the effec-
tiveness of the control environment. The section of this Alert titled
“Testing of Internal Control” discusses this matter in more detail.

Antifraud Programs and Controls. Management is responsible
for designing and implementing systems and procedures for the
prevention and detection of fraud and, along with the board of
directors, for ensuring a culture and environment that promotes
honesty and ethical behavior. Broadly stated, three fundamental
elements are essential when implementing a system to prevent,
deter, and detect fraud. They are: (1) create and maintain a cul-
ture of honesty and high ethics; (2) evaluate the risks of fraud and
implement the processes, procedures, and controls needed to
mitigate the risks and reduce the opportunities for fraud; and
(3) develop an appropriate oversight process. The AICPA
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Antifraud & Corporate Responsibility Resource Center provides
extensive guidance for developing antifraud programs and controls.

Reasonable Assurance

No matter how well designed or operated, internal control can
provide only reasonable assurance that objectives will be met.
Reasonable assurance is a high threshold, but it stops short of ab-
solute assurance. The presence of an internal control failure does
not, in and of itself, mean that a system is ineffective. The COSO
report states that “even an effective internal control system can
experience failure.”

Information Technology Considerations

The COSO framework groups information technology (IT)-re-
lated controls into two types: general computer controls and ap-
plication-specific controls.

• General controls include controls over:

– Data center operations (for example, job scheduling,
backup, and recovery procedures)

– Systems software controls (for example, the acquisition
and implementation of operating systems)

– Access security

– Application system development and maintenance con-
trols (for example, the acquisition and implementation
of individual computer software applications)

• Application controls are designed to control information pro-
cessing and help ensure the completeness and accuracy of
transaction processing, authorization, and validity. Applica-
tion controls also encompass the way in which different ap-
plications interface with each other and exchange data.

The COSO report does not mandate this approach to assessing
the effectiveness of internal controls but states that this is one set
of groupings of IT-related control activities that can be used.

Many entities will find the COSO guidance on IT-related con-
trols to be insubstantial and may look for additional guidance.

14
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The Control Objectives for Information and Related Technology
(COBIT) framework is a good source for such guidance.

The COBIT Framework

Since the release of COSO, the Information Systems Audit and
Control Association and Foundation (ISACA) has developed its
COBIT framework, which provides a generally applicable and
accepted standard for IT security and control practices. Among
IT audit professionals, COBIT is widely accepted.

The COBIT framework is similar to COSO in that it puts con-
trols within the context of an entity’s need to achieve certain busi-
ness objectives and the risks it faces toward achievement. In
defining the goals of IT governance and control, COBIT takes a
rather broad brush and does not limit itself to the financial re-
porting process. For the purpose of complying with the SEC in-
ternal control reporting requirements, management should limit
its consideration of IT controls to those that affect the reliability
of financial reporting, either directly (for example, application
controls) or indirectly (for example, general controls).

COBIT groups the IT processes into four categories, each of
which is critical in delivering information that meets certain
stated criteria.

• Planning and organization. These processes cover strategy
and tactics and concern the identification of the way IT
can best contribute to the achievement of stated business
objectives, both now and in the future.

• Acquisition and implementation. To realize the IT strategy, IT
solutions need to be identified, developed, or acquired, as
well as implemented and integrated into business processes.

• Delivery and support. These processes include the actual
processing of data by application systems.

• Monitoring. All IT processes need to be regularly as-
sessed over time for their quality and compliance with
control requirements.
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The delivery and support category of processes is analogous to
the COSO category of application controls. The other categories
identified by COBIT approximate the general controls described
by COSO but are somewhat broader in scope.

AICPA Trust Services, Including SysTrustSM and WebTrustSM

SysTrust and WebTrust are professional services that address areas
such as security, privacy, processing integrity, availability, and
confidentiality through the use of the AICPA/CICA Trust Ser-
vices Principles and Criteria. Management can benefit from using
these suitable criteria in several ways when implementing Sar-
banes-Oxley section 404 requirements. They can use the
AICPA/CICA Trust Services Principles and Criteria as:

1. A guideline to setting up appropriate controls and systems
that will instill confidence and trust. 

2. A method of evaluating a system to determine whether it
meets specific criteria and employs best practices. 

3. An internal method of assurance and self-assessment that
management, the board, and others can rely upon.

For more information about Trust Services, visit AICPA Online
at www.aicpa.org/trustservices.

Project Planning Considerations

In order to reach a reliable conclusion about the effectiveness of
the entity’s internal control, management will need to plan a logi-
cal, structured approach to its testing and evaluation, for example:

1. Ensure adequate documentation of existing controls. If
controls are found to be missing or to contain design defi-
ciencies, then new or redesigned controls need to be docu-
mented and implemented.

2. Perform tests of the design and operating effectiveness of
all significant controls.

3. Evaluate the test results and form a conclusion about the
effectiveness of internal control. If the tests reveal signifi-
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cant deficiencies or material weaknesses in internal control,
then corrective action should be taken immediately.

4. Prepare management’s report on internal control.

General Planning Considerations

During the course of the project to assess internal control effec-
tiveness, management will be required to make important judg-
ments regarding:

• The focus of testing and areas of risk requiring increased scrutiny

• The nature of the testwork and other procedures necessary
to achieve the project’s objectives 

• The scope of the work to be performed, for example, the
locations or business units to be included in testing

Planning involves gathering information to help make broad, pre-
liminary judgments on these matters. The knowledge gained from
gathering this information also provides the requisite knowledge
to make informed decisions as the engagement proceeds. In that
sense, planning is an ongoing process. Preliminary judgments
made at the onset of the project are revisited continuously as the
project progresses and more information becomes available.

Information Sources

Sources of information that are useful for planning an assessment
of internal control include the following:

• Published sources such as:

– Form 10K and other SEC filings

– Annual report

– Information available in the Investor Relations section
of the entity’s Web site

– Analyst reports

• Inquiries of key individuals with knowledge of the entity’s
most significant business process and financial reporting processes
and how these processes are monitored and controlled.
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Areas of Focus

The tests of control effectiveness should be focused on the entity’s
most significant control objectives. Determining these control
objectives is largely a matter of judgment that requires manage-
ment to consider the most significant risks of producing reliable
financial statements and the controls that mitigate these risks.
Factors that management should consider include the following:

• The entity’s most significant business process activities

• Significant risks facing the entity and the industry

• Significant accounts, classes of transactions, and disclo-
sures in the entity’s financial statements

• Areas that pose a high risk of material misstatement to the
financial statements, including those that:

– Have a known or suspected control weakness

– Possess a high risk for material misstatement irrespec-
tive of any controls

Management Override of Controls

Assessing internal control effectiveness may necessitate addressing
the key area of management override of controls, a characteristic
of many fraudulent financial reporting schemes. The audit com-
mittee plays an important role in helping the board of directors
fulfill its oversight responsibilities with respect to the entity’s fi-
nancial reporting process and the system of internal control. In ex-
ercising this oversight responsibility, the audit committee should
consider the potential for management override of controls or
other inappropriate influence over the financial reporting process.

Structuring the Project Team

Performing an assessment of internal control is a complex
process. Management should assemble a project team that in-
cludes individuals with a wide variety of technical expertise, in-
cluding the following:

• Financial reporting requirements and processes

18
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• Operations management

• Auditing concepts, techniques, and tools

• Information technology

• Securities law and SEC reporting requirements

Members of the project team should have sufficient authority and
stature within the organization to allow them access to informa-
tion and resources. The team should report directly to the CEO
and CFO, who ultimately bear the responsibility for establishing
and maintaining internal control and reporting on its effectiveness.

Engaging Third Parties for Assistance

Entities that lack sufficient resources or expertise may look to
third parties for assistance. Completely outsourcing the entire
project to a third party normally would be inappropriate for
management to do—ultimately, management should remain re-
sponsible for evaluating and reporting on the effectiveness of the
entity’s internal control. However, third parties may be engaged
to participate as part of the project team or to provide other ser-
vices such as training.

When engaging third parties for help on the project, manage-
ment should clarify with the third party:

• Qualifications. This includes the nature of their expertise
and their experience in performing the work you will ask
of them.

• Scope of work. Management should be sure to define, as
unambiguously as possible, the scope of the third party’s
work. For example, if the entity engages a third party to as-
sist “in the documentation of internal control,” what does
that entail? Is that limited to the preparation of documen-
tation for controls already in existence? What if, during
this process, management discovers that some necessary
controls do not exist or the ones that do are inadequately
designed? Is the design or re-design of controls within the
original scope of work?
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• Work product. The work performed by a third party may
result in evidence used by management to support its as-
sessment of internal control effectiveness. As such, the
external auditors also may rely on some or all of the
work to reach their conclusion about management’s as-
sertion. When engaging third parties, management
should obtain a clear understanding about the form and
content of the work product to ensure that it is suitable
for their purposes and, if necessary, acceptable for use by
the external auditors.

Working With the External Auditors

Management’s relationship with its external auditor will play a
role in determining effectiveness, efficiency, and cost of the pro-
ject. Particularly in the first year of implementation, the entity’s
efforts to assess internal control effectiveness should be closely co-
ordinated with the needs of the external auditor. A lack of coordi-
nation with the auditors could result in a variety of negative,
unforeseen consequences, including:

• Duplication of effort

• Reperformance of certain tests

• Performance of additional tests or unanticipated expansion
of the scope of the engagement

• Misunderstandings relating to the definition or reporting
of material weaknesses

Issues to Consider With the External Auditors

The communication between management and the external au-
ditors should take place early and continue throughout the pro-
ject. Many issues will arise during the course of the project. For
some of these issues, the input of the external auditors will be im-
portant if management is to reach a suitable resolution. Issues
that management should consider discussing with its external au-
ditors include the following.

20
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Project Planning

• The overall process and approach management will take to
evaluate internal control effectiveness

• The scope of the project

• The degree to which the external auditors will rely on the
results of management’s test work to reach their conclusion

• The list of controls determined to be significant and,
therefore, the primary focus of the project

• The use of service centers and reliance on service center reports

Documentation

• Documentation of internal control policies and proce-
dures, including the form of the documentation and what
the documentation will contain

• The nature and extent of the documentation of tests of
controls

• How to determine whether documentation of controls and
tests of controls is sufficient

Tests of Internal Control

• The nature and extent of the planned tests of controls and
whether the evidence expected to be obtained in those tests
is sufficient to allow management to draw a reliable con-
clusion about the design and operating effectiveness of in-
ternal control

• The general type of deviations or conditions that might be
considered significant deficiencies3 or material weaknesses4

and therefore should be considered when designing tests
of controls

3. See definitions of “significant deficiencies” and “material weaknesses” in the “Re-
porting” section of this Alert.

4. See footnote 3.
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• The planned timing of management’s tests of controls and
whether this timing will allow management to draw con-
clusions about the design and operating effectiveness of in-
ternal control “as of” year end

• The nature and extent of procedures that may be required
to update management’s conclusions about effectiveness
from the time the procedures were performed until year-end

• The results of management’s tests of controls and the conclu-
sions reached regarding the effectiveness of internal control

Reporting

• Contents of management’s report on internal control,
including:

– Completeness of the report and whether the contents
satisfy the SEC reporting requirements

– Possible deletion of material that is not required

• Disclosure of material weaknesses that exist at the report-
ing date

• The nonreporting of material weaknesses that existed and
were reported at an interim period but subsequently have
been remediated

Auditor Independence

To perform an audit of an entity’s financial statements, the ex-
ternal auditor must be independent of the entity. The SEC has
developed a detailed body of rules that define auditor indepen-
dence. Underlying these detailed rules are fundamental concepts
of independence including:

• Auditors should not act in the capacity of management

• Auditors should not audit their own work

At the time this Alert was prepared, there was considerable debate
regarding the extent to which an entity’s external auditors could
become involved in management’s assessment of the effectiveness
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of internal control without violating the SEC’s independence
rules or their underlying concepts.

Until these issues of auditor independence become more settled,
the audit committee should proceed carefully when engaging the
entity’s external auditors to assist in management’s internal con-
trol assessment process. The nature of the relationship and scope
of work should be defined in a way that the auditor’s indepen-
dence both in appearance and in fact remains uncompromised.
The audit committee or board of directors should be involved in
all discussions and have the final authority for determining
whether and how the external auditors will be engaged to assist in
any internal control related matters. The consequences of violat-
ing the SEC’s auditor independence rules may be severe, and in
some cases, the SEC may even require the entity to have its fi-
nancial statements re-audited.

Documentation of Internal Control and Tests of Controls

Within the context of assessing internal control to comply with
the SEC reporting requirements, there are two separate sets of
documentation:

• Documentation of the entity’s internal control policies and
procedures

• Documentation of management’s tests to support its con-
clusion about the design and operating effectiveness of
those controls

Documentation of Internal Control Policies and Procedures

The adequate documentation of internal control is important for
the following reasons.

• To improve reliability of internal control. The documentation
of an entity’s internal control policies and procedures im-
proves the effectiveness and reliability of the system. With-
out adequate documentation, the performance of the
system depends exclusively on the skills and competence of
the individual responsible for performing the procedure. As
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such, performance can vary greatly between individuals or
over time. Adequate documentation reduces this variability
by facilitating the consistent dissemination of critical infor-
mation. Additionally, by clearly stating the parameters
within which control procedures should be performed, it
becomes easier to identify deviations from the policy or
procedure—that is, material weaknesses can be identified.

• To enable effective monitoring. Management is required to
report material changes in internal control on a quarterly
basis. As a result, one of the most important features of the
monitoring component of the entity’s internal control sys-
tem is its ability to identify changes. Documentation facil-
itates this monitoring element. 

In addition to enhancing the overall effectiveness of internal con-
trol, documentation of control policies and procedures also will
facilitate management’s assessment of effectiveness by providing a
basis for:

• Evaluating design effectiveness 

• Planning tests of operating effectiveness

Management should be careful to distinguish between the docu-
mentation of internal control and internal control itself. Creating
a document that describes the control policies and procedures
that should be followed is not internal control. Internal control is
the process used by the people to carry out those documented poli-
cies and procedures.

The mere documentation of a control policy or procedure pro-
vides no evidence to support the operating effectiveness of the
control. To support a conclusion about effectiveness, manage-
ment will need to gather evidence by performing tests of controls.

Assessing the Adequacy of Existing Documentation

Many entities currently are involved in projects to assess the ade-
quacy of their existing documentation of internal control. In as-
sessing the adequacy of documentation, management should
determine whether:
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• All significant controls objectives have been considered. As de-
scribed above, some control objectives, policies, and proce-
dures will be more significant to the entity’s overall internal
control structure than others. When considering the ade-
quacy of an entity’s documentation of internal control, in-
dividual policies and procedures should be documented
for all significant control objectives. If control policies have
not been documented for certain significant control objec-
tives, management must determine whether:

– Controls do not exist to achieve the stated control ob-
jective, in which case the entity must design, imple-
ment, and document new control procedures, or

– Controls exist to achieve the control objective; however
they are informal, communicated verbally, or otherwise
not documented. In this case, suitable documentation
must be developed to facilitate an evaluation of the ef-
fectiveness of the design of the control.

• Documentation is sufficient. To be sufficient, the documenta-
tion should allow management and the external auditor to:

– Determine whether the policy or procedure is ade-
quately designed

– Design and perform procedures to test the operating ef-
fectiveness of the controls

Documenting the Control Environment

The documentation of the entity’s control environment should
encompass all of the control environment elements described in
COSO and summarized in “The Importance of the Control En-
vironment” in the “Key Characteristics of the COSO Frame-
work” section of this Alert. Those elements usually are described
in documents such as:

• Board of directors’ charter

• Audit committee documents and charter

• Company code of conduct
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• Disclosure committee5 charter

• Human resource policies and personnel handbook

Documentation can also encompass the elements essential in
management’s antifraud programs and controls.

Documenting Activity Level Control Policies and Procedures

The documentation of controls related to transaction processing
streams should contain the following elements.

• A link between the control objective and the control policy
or procedure

• A description of the control policy or procedure that
achieves the control objective 

• A description of:

– How the control procedure is to be applied

– Who is responsible for performing the procedure

– How frequently the procedure is performed

There are no requirements for the form of the documentation.
There are many different acceptable ways to document control
policies and procedures, including narratives, “walk through” de-
scriptions of key documents, and flowcharts. Computerized doc-
umentation tools may be used to facilitate this process. 

Documentation of Tests of Controls

The entity should document the tests performed and evidence
obtained to evaluate both the design and operating effectiveness
of internal control. This documentation serves two purposes.

• It provides the CEO and CFO with the information
needed to make and support their assessment of the effec-
tiveness of internal control

5. As described in the section of this Alert titled “The SEC Rules” management is re-
quired to report on the effectiveness of the entity’s disclosure controls and procedures
on a quarterly basis. The SEC has recommended that entities form a disclosure com-
mittee to comply with this requirement.
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• It may be used, at least in part, by the external auditors to
reach their conclusion about management’s assertion6

No definitive guidance on the form or content of the entity’s docu-
mentation of its tests of controls currently exists. However, one
might expect such guidance to address matters such as the following:

• The objective of the test performed

• A description of the test performance, including:

– The scope of the procedures, for example, the number
of transactions tested or business segments reviewed

– When the test was performed or the period covered by
the test

– Who performed the test

• The results of the tests

• The conclusion reached as a result of the tests performed

Automated Documentation Tools

Since the passage of the Sarbanes-Oxley Act, many companies
have developed computer software products that aid in comply-
ing with the internal control provisions of the Act. These software
tools typically center on helping companies automate the docu-
mentation of internal control policies and procedures, although
some products perform additional functions such as automating
the testing and reporting on internal controls, business process
activities (for example, the approval and payment of vendor in-
voices), or both.

The first function of an automated tool typically is to serve as a
repository for all of the documentation relating to the design of
internal control. In those instances where the documentation of
the control or the control itself either does not exist or otherwise
is deficient, the software may allow the company to efficiently (1)
document existing policies or (2) design and document new ones.

6. The degree to which the external auditors may rely on tests performed by the entity to
evaluate the effectiveness of internal control is a matter that is expected to be addressed
in the Public Company Accounting Oversight Board’s (PCAOB’s) final standard, as
discussed in the section of this Alert titled “The External Auditor’s Standards.”
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Documentation Process

Automated internal control documentation tools typically use a
combination of the following methods for creating and accumu-
lating internal control documentation.

• Reference existing documentation. In many instances, the
documentation of a policy or procedure already exists, for
example, human resource policies or personnel manuals.
When that is the case, the automated tool will allow this
existing documentation to be accessed and reviewed by the
user. To allow for this sharing of existing information, the
automated tool may have to:

– Interface with existing systems

– Import existing data

• Menu-driven responses. To create documentation for a new
or existing control procedure, the automated tool may
provide users with choices from a pull down menu. For
example, in order to describe a control objective, the user
may be presented with a choice of: “ensure proper autho-
rization of transactions,” “verify accuracy,” “ensure the cap-
ture of all valid transactions,” and so on.

• Free responses. Instead of choosing from a predetermined
list of possibilities, users may enter their own response into
a text box.

Regardless of the method used to document new or existing con-
trols, the goal remains the same—to accurately describe the en-
tity’s control policies and procedures as they currently exist.
Whether that goal is achieved depends primarily on the qualifica-
tions, knowledge, and training of the user. To effectively docu-
ment the entity’s control policies and procedures, the user should
have an in-depth understanding of all of the following:

• The entity’s operations and existing control policies and
procedures

• Internal control concepts, as described in the COSO frame-
work (or other framework, if the entity does not use COSO)
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• The financial reporting process

• The assertions that are represented in the financial statements7

Maintaining Information Integrity

In order to be effective, management must be able to rely on the ac-
curacy of the documentation maintained. In order to achieve this
integrity, the automated tool should have the following features.

• Logical access controls. The ability to modify documenta-
tion should be tightly controlled in the same way that ac-
cess to all of an entity’s sensitive information and computer
applications is controlled. Individual users should be
granted access privileges only to those areas of documenta-
tion that pertain to their assigned responsibilities. These
access privileges should be administered carefully.

• Standardized updating procedures. As with any database,
changes to data—in this case, the documentation of inter-
nal control—should be monitored and controlled. Modifi-
cations to the documentation should be done in an orderly
fashion that ensures that all required changes are made.
Once the changes have been made, they should be reviewed.

Monitoring Documentation Changes

Once the documentation warehouse becomes established as an
accurate reflection of internal control, and standardized updating
procedures are in place, any changes to the documentation
should represent actual changes to internal control. Management
is required to report material changes in internal control. Identi-
fying and capturing changes to the internal control documenta-
tion will enable this requirement to be met.

7. Financial statement assertions are described in the auditing literature as the asser-
tions that are embodied in an entity’s financial statements. For example, implicit
in the financial statements is the assertion that the statements present all transac-
tions and that only bona fide, authorized transactions are included. The five fi-
nancial statement assertions are: completeness, existence or occurrence, valuation,
rights or ownership, and presentation and disclosure. A working knowledge of
these assertions will help users understand risks and related controls. For example,
there is a risk that the entity will fail to capture and process all valid transactions
(completeness assertion). Therefore, a control objective of the entity’s system
should be to ensure completeness.
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The automated documentation tool should have a means for
identifying changes since the last reporting date. In order to help
reviewers evaluate their significance, these changes should be able
to be grouped in a variety of ways, including business process,
control objective, and financial statement account grouping.

Testing of Internal Control

Management’s tests of internal control should be:

• Complete. If the COSO criteria are used to measure inter-
nal control effectiveness, then all five components of in-
ternal control, including the control environment, should
be tested.

• Sufficient. The scope and extent of the tests should be
sufficient for management to draw a reliable conclusion
about the overall effectiveness of internal control taken
as a whole. 

• Timely. The timing of the tests, or the time period covered
by the tests, should allow management to draw a reliable
conclusion as to the effectiveness of controls as of the re-
porting date, that is, fiscal year end.

Additionally, the entity should address both the design and the
operating effectiveness of the control. 

• Design effectiveness. A control policy or procedure should
be designed in a way that material misstatements to the fi-
nancial statements will be prevented or detected in a
timely manner.

• Operating effectiveness. Tests to evaluate operating effective-
ness should allow management to evaluate how the control
procedure was applied, the consistency with which it was
applied, and by whom it was applied.

To be effective, the tests should have:

• Clearly stated objectives

• A design that is appropriate to achieve those objectives
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• A scope and extent that is comprehensive enough to draw
a reliable conclusion

Testing the Control Environment

The control environment has a significant influence on the oper-
ating effectiveness of the other components of the COSO inte-
grated framework. The control environment is different from the
other components in that it:

• Has an indirect effect on the amounts and disclosures re-
ported in the financial statement, and

• Is not transaction-oriented. As such, it does not lend itself
to transaction-oriented testing.

Testing the operating effectiveness of the control environment
may pose a challenge for management. Documenting the control
policies that make up the control environment is not sufficient to
draw a conclusion as to operating effectiveness. For example, the
mere existence of a company code of conduct and its dissemina-
tion is not sufficient to allow management to conclude on the ef-
fectiveness of the related elements of the entity’s control
environment. Following the guidance provided above, tests must
be performed to allow management to determine:

• How management, the board of directors, the audit com-
mittee, and the employees of the company applied the
policies described in the code of conduct to their work

• The consistency with which individuals followed the
guidelines contained in the code

• Who followed the code and who did not

In general, two different approaches have begun to emerge for
testing the control environment.

• Indirect. Under this approach, management focuses its pri-
mary testing on activity-level controls. The results of those
tests are evaluated carefully, and any deficiencies are inves-
tigated thoroughly to understand their root causes. Based
on the information gained from these tests of activity-level
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controls, management is able to infer the relative effective-
ness of the control environment.

• Direct. Under this approach, management plans and per-
forms tests to gather evidence directly about the operating
effectiveness of the control environment. Such tests might
include employee surveys, interviews with selected individ-
uals, and the performance of a computer general controls
review. Management uses the results of these tests of the
control environment to design the activity-level tests. 

At the time this Alert was prepared the definitive guidance on in-
ternal control reporting did not express a preference for either ap-
proach. In the opinion of the author, directly testing the control
environment will lead to more reliable conclusions about its op-
erating effectiveness. Designing and performing these types of
tests may be outside the realm of tests normally performed by
audit or financial professionals; however, credentialed specialists
in organizational development and other disciplines have devel-
oped tools and methodologies in this area that may be appropri-
ate for management wishing to gain a direct understanding of an
entity’s control environment effectiveness.

Testing Activity-Level Controls

Assessing the Effectiveness of Design

Activity-level controls are effective when they can provide reason-
able assurance that material financial statement errors will be pre-
vented or detected in a timely fashion. To assess design
effectiveness, management should consider:

• The general types of errors that could occur

• The points in the processing stream where errors may be
introduced

After gaining an understanding of what could go wrong and
where, management will then determine whether the system,
as designed, adequately addresses these potential errors and
error points.
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Assessing Operating Effectiveness

Nature. Management will need to decide about the kinds of tests
it will perform. For example, will the entity conduct inquiries,
observe controls being performed, or re-perform certain control
procedures? The nature of the tests performed depends on the
kind of control procedure being tested and whether its perfor-
mance is documented.

Typically, management will perform a combination of one or more
controls to gather evidence about their effective operations. It
would be unlikely that one test will provide all the evidence needed
to support a conclusion. An opinion about control effectiveness
most likely will be formed by the congruence and consistency of
the evidence gathered from several sources and kinds of tests.

Typical tests that management may choose from include:

• Tests of transactions

• Re-performance of control procedures

• Tests of computer application controls

• Inquiries 

• Direct observation

Timing. The Sarbanes-Oxley Act requires management to report
on the effectiveness of internal control as of a point in time,
namely, year end. As a practical matter, many tests will be per-
formed in advance of the reporting date. In those situations,
management will need to consider the need to perform addi-
tional tests to establish the effectiveness of the control procedure
from the time the tests were performed until the reporting date.
For example, if the entity tests the effectiveness of bank reconcili-
ations as of June 30 and the reporting date is December 31, man-
agement will need to consider performing tests to cover the
period from July 1 through December 31. These tests may not re-
quire a repeat of the detailed tests performed at June 30 for the
subsequent six-month period. Once management establishes the
effectiveness of the control procedure at June 30 it may be able to
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support the effectiveness of the control at the reporting date indi-
rectly through the consideration of entity-level controls and other
procedures such as:

• The effectiveness of personnel-related controls such as the
training and supervision of personnel who perform control
procedures.

• The effectiveness of risk identification and management
controls, including change management.

• The effectiveness of the monitoring component of the en-
tity’s internal control.

• Inquiries of personnel to determine what changes, if any,
occurred during the period that would affect the perfor-
mance of controls.

• Repeating the procedures performed earlier in the year, fo-
cusing primarily on elements of the control procedure that
have changed during the period.

Reporting

The section of this Alert titled “The SEC Rules” describes what
management’s report on internal control must contain. However,
the SEC has not mandated a prescribed form for management’s
report. Of the items required to be included in management’s re-
port, the one that will require the most judgment is that which
requires the report to contain:

Management’s assessment of the effectiveness of the company’s
internal control over financial reporting as of the end of the
most recent fiscal year, including a statement as to whether or
not internal control over financial reporting is effective. This
discussion must include disclosure of any material weakness in
the company’s internal control over financial reporting identi-
fied by management. Management is not permitted to conclude
that the registrant’s internal control over financial reporting is
effective if there are one or more material weaknesses in the
company’s internal control over financial reporting.
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In its commentary to the final rules, the SEC requires manage-
ment to state whether internal control is functioning effectively or
not. “Negative assurance”—in which management states that
“nothing came to its attention that would lead it to believe that in-
ternal control was not functioning effectively”—is not acceptable.

Material Weaknesses and Significant Deficiencies

Management is required to disclose any “material weakness” in
the company’s internal control. Further, the existence of one or
more material weaknesses precludes management from conclud-
ing that its internal control is effective.

The SEC has stated that the term “material weakness” has the
same meaning as the definition under generally accepted
auditing standards (GAAS). The auditing literature defines
material weakness in Statement on Auditing Standards (SAS)
No. 60, Communication of Internal Control Related Matters
Noted in an Audit (AICPA, Professional Standards, vol. 1, AU
sec. 325). The terms “reportable condition” (as used in the au-
diting literature) and “significant deficiency” (which the SEC
uses in its rules) are synonymous.8

The accepted definitions for the two key terms are as follows.

• Significant deficiency. An internal control deficiency in a
significant control or an aggregation of such deficiencies
that could result in a misstatement of the financial state-
ments that is more than inconsequential. 

• Material weakness. A significant deficiency or an aggrega-
tion of significant deficiencies that precludes the entity’s in-
ternal control from providing reasonable assurance that
material misstatements in the financial statements will be
prevented or detected on a timely basis by employees in the
normal course of performing their assigned functions. The

8. The PCAOB’s proposed auditing standard relating to the independent auditor’s
audit of management’s report on internal controls addresses the auditor’s responsi-
bilities regarding internal control deficiencies, material weaknesses, and related mat-
ters. Management may want to consult the proposed standard for further guidance
and information.
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inability to provide such reasonable assurance results from
one or more significant deficiencies in which the design or
operation of one or more of the internal control compo-
nents does not reduce to a relatively low level the risk that
misstatements caused by errors or fraud in amounts that
would be material in relation to the financial statements
may occur and not be detected within a timely period by
employees in the normal course of performing their as-
signed functions. 

Making Judgments About the Severity of Internal 
Control Deficiencies

Determining whether an internal control deficiency rises to the
level of a material weakness will require management to consider:

• Likelihood, that is, the chance that the deficiency could re-
sult in a financial statement misstatement. When assessing
likelihood, consider:

– The relative importance of the control and whether the
overall control objective is achieved by other control ac-
tivities or a combination of control activities.

– If the deficiency is an operating deficiency, the frequency
of the operating failure rate. For example, numerous or
repeated failures in the operation of a control would be
more likely to be considered a significant deficiency than
failures that are considered isolated occurrences.

– Whether the control is automated and therefore could
be expected to perform consistently over time.

• Significance, that is, the magnitude of potential misstate-
ments resulting from the deficiency. When assessing signif-
icance, consider:

– The nature of the account balance or classes of transac-
tions affected by the deficiency and the financial state-
ment assertions involved.

– Whether the deficiency relates to an entity-level or activ-
ity-level control. Because entity-level controls can affect
many account balances, classes of transactions, or finan-
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cial statement assertions, weaknesses in entity-level con-
trols that seem relatively insignificant by themselves could
result in material financial statement misstatements.

Annual Reporting of Material Weaknesses That 
Have Been Corrected

Management is required to report on the effectiveness of internal
control over financial reporting as of year end. In some cases,
management may have identified and corrected a material weak-
ness in internal control during an interim period. At issue is
whether that corrected weakness is required to be reported in the
entity’s annual report on internal control.

To make that determination, management should consider
whether the corrected deficiency has been operational for a pe-
riod of time that is sufficient to draw a reliable conclusion about
its operating effectiveness as of year end. Testing the corrected de-
ficiency for design and operational effectiveness would be re-
quired to support management’s conclusion. Before making its
final decision regarding the reporting of a corrected deficiency,
management should consult with its SEC legal counsel and the
external auditors.

Resource Central

On the Bookshelf

The following publications deliver valuable guidance and practi-
cal assistance related to internal control.

• Internal Control—Integrated Framework (product no.
990012kk), a paperbound version of the COSO report
that established a common definition of internal control
different parties can use to assess and improve their control
systems. It also includes information on how to prepare ex-
ternal reports and five tools for evaluating each of the com-
ponents identified in the framework. 

• Financial Reporting Fraud: A Practical Guide to Detection
and Internal Control (product no. 029879kk), a paperbound
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publication for CPAs in both public practice and industry.
It uses case studies to provide information necessary to min-
imize fraud exposure for CPAs, employers, and clients.

• Audit Committee Toolkit (product no. 991001kk), a prac-
tice aid that brings you checklists, matrixes, question-
naires, and other materials that are designed to help the
audit committee do the job it needs to do.

AICPA’s reSOURCE Online Accounting and 
Auditing Literature

Get access—anytime, anywhere—to the AICPA’s latest Profes-
sional Standards, Technical Practice Aids, Audit and Accounting
Guides, Audit Risk Alerts, and Accounting Trends & Techniques.
To subscribe to this essential service, go to www.cpa2biz.com.

reSOURCE CD-ROM

The AICPA is currently offering a CD-ROM product entitled
reSOURCE: AICPA’s Accounting and Auditing Literature. This
CD-ROM enables subscription access to AICPA Professional Lit-
erature products in a Windows format, namely, Professional Stan-
dards, Technical Practice Aids, and Audit and Accounting Guides
(available for purchase as a set or as individual publications). This
dynamic product allows you to purchase the specific titles you
need and includes hypertext links to references within and be-
tween all products. 

Educational Courses and Training

The AICPA offers the following continuing professional educa-
tion (CPE) courses related to internal control:

• Internal Control Reporting for Public Companies, a self-
study course on CD (product no. 737132kk).

• Internal Control and Design, a CPE course (product no.
731850kk) that provides information on regulatory re-
quirements and techniques for meeting them.

• Internal Control Reporting: Standards for Compliance, a
video CPE course, expected to be available in April 2004.

38
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• Internal Control Reporting for Public Companies, a July 17,
2003, Webcast that described what the SEC’s final rules re-
quire of companies and who is affected. Available on CD-
ROM (product no. 737132kk).

• Internal Controls: Design and Documentation, a CPE self-
study course that explains why internal controls matter to
management, auditors, and regulators; what makes up a
good system; how internal controls can be both cost-effec-
tive and efficient; and how to create useable, affordable
documentation. This course is expected to be available be-
ginning February 2004.

Online CPE

The AICPA offers an online learning tool, AICPA InfoBytes. An
annual fee will offer unlimited access to over 1,000 credits of on-
line CPE in one- and two-hour segments. Register today at
www.cpa2biz.com.

AICPA’s Antifraud & Corporate Responsibility Resource Center

The AICPA’s Antifraud & Corporate Responsibility Resource
Center (www.aicpa.org/antifraud/) allows you to select optional
ways to learn about fraud. The Center spotlights the new Web-
based fraud and ethics case studies and commentaries recently is-
sued; the AICPA antifraud Webcast series; the interactive CPA
course Fraud and the CPA, and a competency model that allows
you to assess your overall skills and proficiencies as they relate to
fraud prevention, detection, and investigation, among other top-
ics. In addition, the site offers press releases and newsworthy
items on other AICPA courses related to prevention and detec-
tion and an overview of the AICPA Antifraud & Corporate Re-
sponsibility Program.

AICPA Audit Committee Effectiveness Center

Located at www.aicpa.org/audcommctr/homepage.htm, the
AICPA Audit Committee Effectiveness Center presents the guid-
ance and tools necessary to make audit committee best practices
actionable. Available at the center is the AICPA Audit Commit-
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tee Toolkit, the Audit Committee Matching System, Audit Com-
mittee e-Alerts, and other guidance and resources.

Member Satisfaction Center

To order AICPA products, receive information about AICPA ac-
tivities, and find help on your membership questions call the
AICPA Member Satisfaction Center at (888) 777-7077.

Hotlines

Accounting and Auditing Technical Hotline

The AICPA Technical Hotline answers members’ inquiries about
accounting, auditing, attestation, compilation, and review ser-
vices. Call (888) 777-7077.

Ethics Hotline 

Members of the AICPA’s Professional Ethics Team answer in-
quiries concerning independence and other behavioral issues re-
lated to the application of the AICPA Code of Professional
Conduct. Call (888) 777-7077.

Web Sites

Sarbanes-Oxley Act/PCAOB Implementation Central

Visit Sarbanes-Oxley Act/PCAOB Implementation Central at
www.aicpa.org/Sarbanes/index.asp. This AICPA Web site pro-
vides extensive, up-to-date compliance information for CPAs.

AICPA Online and CPA2Biz

AICPA Online (www.aicpa.org) offers CPAs the unique opportu-
nity to stay abreast of matters relevant to the CPA profession.
AICPA Online informs you of developments in the accounting
and auditing world as well as developments in congressional and
political affairs affecting CPAs. In addition, www.cpa2biz.com
offers all the latest AICPA products, including the Audit and Ac-
counting Guides, the professional standards, CPE courses, prac-
tice aids, and alerts.
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