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For a varie ty  of reasons control usually  takes  a  
b ack  seat to other o b jec tives  in the d e v e lo p m e n t 
of innovative e lec tro n ic  d a ta  p ro cessing  
a p p lica tio n s . The p ressure to bring a  new  
a p p lic a tio n  "on the a ir” by its s c h e d u le d  d a te  
often cau ses  d e s ira b le  control o b je c tiv e s  to be  
o verlo o ked  or not im p lem en ted . This, in turn, 
m ay result in the need  to retrofit control 
m ech an ism s— usually  at c o n s id e ra b le  
exp en se— after the ap p lic a tio n  has been  
o p era tin g  for a  tim e.

In ad d ition , cons id era tion  of au d it 
a p p ro a c h e s  often is d eferred  until a  new  system  
has been  o pera tio n a l for som e tim e. Therefore, 
opp o rtu n ities  to use cost e ffec tive  E D P  au d it 
tech n iq u es  m ay be lost.

A d e q u a te  control m ech an ism s have been  
d e v is e d  for m any p resen t-d ay  system s, but 
te c h n o lo g ic a l d ev e lo p m e n ts  are lead in g  to 
m ore system  ch ang es . A d van ced  system s are  
now a reality . If the h ard w are  for th ese  system s  
d oes not p ro v id e  a d e q u a te  controls, or if 
o pera tin g  system s do not have the processing  
in tegrity  to assure p ro p er treatm ent of all 
transactions by a p p lic a tio n  program s, 
contro lling  and  au d iting  these system s after they  
have begun  opera tio n s  w ill be u n n ecessarily  
costly  and p erh ap s  less successfu l.

It is to h e lp  p revent such serious and  
exp en s ive  m istakes that this report has been  
p rep ared .
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Chapter 1

Introduction
N ew  d a ta  p rocessing  co ncep ts  in la rg e -s c a le  
system s, in creased  c a p a b ilitie s  of 
m in ico m p uter system s, and the linking of 
co m m u n ica tio ns  and d a ta  processing  are  
b rin g in g  so ph is tica ted  in form ation system s to 
la rge  and sm all users alike . In the future virtually  
all business activ ities  w ill in teract in som e w ay  
with E DP system s. Control and au d itab ility  are  
param ount co nsid eration s in the d es ig n  of these  
system s. S ince  trad itio n a l control and aud iting  
tech n iq u es  m ay not be responsive to such  
system s, new  tech n iq u es  m ay be requ ired .

The sco p e  of this report inc ludes the a reas  of 
m an ag em en t and aud ito r concern  about 
a d v a n c e d  ED P  system s, the iden tification  of 
sp ec ific  prob lem s, and  som e proposed  
solutions to these p roblem s. B asic  control and  
au d it features for a d v a n c e d  E D P  system s are  
presen ted  and p o ss ib le  au d it a p p ro ach es  are

co ns id ered . Also, certa in  of these  ap p lica tio n s  
are re levant to to d a y ’s system s.

M ost im portantly , this report is in tended  to 
stim u late  d iscussion  and research  in ad v a n c e d  
system s tech n o lo g y  by co m p uter hardw are  
m anufacturers, softw are deve lo p ers , EDP  
personnel, m an ag em en t, users, and auditors. 
This report d e fin es  or iden tifies  problem s, but 
does not p rov ide  final conclusions or solutions. 
H opefu lly , it m ay p rov ide  a portion of the  
im petus n eed ed  to launch the study, research, 
and exp erim enta tio n  that w ill be requ ired  to 
d e v e lo p  sound m an ag em en t, control, and aud it 
tech n iq u es  a p p lic a b le  to ad v a n c e d  system s. 
The m atters a d d ressed  herein  should be  
c o n s id ered  in the d es ig n  and d ev e lo p m e n t of 
a d v a n c e d  ED P  system s to assure that such  
system s m eet all of m a n a g e m e n ts ’ needs and  
can be au d ited  at a reaso n ab le  cost.

Objectives and Concerns
E D P  system s are now b eing  d e s ig n e d  to 
ac h ie v e  som e of the fo llow ing  objectives:

1. D erive  m axim um  benefit from the c a p a b ility  
of linking h ig h -sp eed  co m puting  with  
h ig h -sp eed  com m unications.

2. Bring the system  c lo ser to the user. U sers  
m ay in c lu d e  em p lo yees , custom ers, 
vendors, and  others.

3. A utom ate  the d ec is io n -m a k in g  process as it 
re la tes  to es tab lish ed  m an ag em en t 
o b jec tives .

4. P rovide a  s in g le  re lia b le  source of 
inform ation reg ard in g  the enterprise , and  
e lim in a te  d u p lica tio n  of reco rd -keep in g  by 
re p la c in g  p reviously  sep ara te  system s with  
one in tegrated  system .

5. E lim in a te  the printing of la rge  am ounts of 
d eta il and the  use of la rge  am ounts of 
p aperw o rk  to support transactions and  other 
activity.

A d v a n c e d  E D P  system s d e v e lo p e d  to m eet 
these  o b jec tives  w ill use new  p ro cessin g  
concepts; thus, new  m an a g e m e n t skills  and  
te ch n iq u es  w ill be n e e d e d  to m a n a g e  these  
system s. N ew  control p ro ced u res  w ill be

req u ired  to m ain ta in  the  in tegrity  of the system s, 
and auditors w ill requ ire  new  skills and  
tech n iq u es  to au d it th ese  system s effectively .

This report re flects  the concerns of auditors  
with a d v a n c e d  E D P  system s and has been  
p rep ared  for the co ns id era tion  of m anag em en t, 
hard w are  m anufacturers, system s designers , 
and d eve lo p ers , as w e ll as auditors. The  
p rin c ip a l co ncerns d iscu ssed  in this report can  
be su m m arized  as fo llow s.

Internal Accounting Control
□  Control features  an d  pro cedu res  m ust be  

p ro v id ed  for co m m u n ica tio n -b ased  networks  
and o ther system s in w h ich  accounting  
inform ation can  be a c c e s s e d  or ch an g ed  
from rem ote locations.

□  A uthorization  system s are requ ired  to control 
acce s s  to and  the processing  of accounting  
inform ation and  to m ain ta in  a  sep ara tion  of 
e m p lo y e e  functions.

□  P ro g ram m ed  system  contro ls m ust be  
p ro v id ed  s in ce  a  m anual rev iew  of input by 
e m p lo y e e s  w ill no longer be a p p lic a b le  
w hen  acco un tin g  transactions are  g en era ted  
and p ro cessed  au to m atica lly  by the system .
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□  Provisions for trac ing  the h istorical flow  of 
acco un tin g  transactions should be provided  
in system s having  accounting  s ig n ifican ce .

□  Provisions should be m ad e  for tim e ly  and  
eco n o m ica l reconstruction of accounting  
inform ation in the event of its destruction.

□  M an ag em en t, auditors, and  others should  be  
p ro v id ed  with fe e d b a c k  on the perfo rm ance  
and integrity  of a d v a n c e d  ED P  system s.

Auditability
□  In creased  au d it re lian ce  w ill be p la c e d  on 

contro ls in a d v a n c e d  E D P  system s.
□  The a v a ila b ility  of trad itiona l h ard -co p y  

d ocum ents  and  other au d it e v id e n c e  is 
d e c re a s e d  and the a c c e p ta b ility  of 
system  p ro d u ced  au d it e v id e n c e  w ill 
b e c o m e  h igh ly  d e p e n d e n t on the a d e q u a c y

of system  controls.
□  R equ irem en ts  for e ffec tive  au d it tech n iq u es  

and au dit tim ing  co nsid eration s need to be  
a d d ressed .

□  A uditors need  to p a rtic ip a te  in the system  
d es ig n  and d e v e lo p m e n t process to a 
g rea te r extent than they have in the past.

□  A ud it cost is s ig n ifican tly  affected  by the  
d es ig n  of the system , the usefu lness of 
system  d ocum entation , and  the  
effec tiven ess  of control of accounting  
ap p lic a tio n s  p ro cessed  on ad van ced  
system s.

EDP Technical Proficiency
□  H ig h e r leve ls  of E D P  tec h n ic a l kn o w led g e  

w ill be necessary  for m an ag em en t, users, 
and auditors.

Summary
C o o p era tio n  be tw een  auditors, m anag em en t, 
users, h ard w are  m anufacturers, and  softw are  
d e v e lo p e rs  w ill h e lp  ensure that a d v a n c e d  
system s p ro v id e  the ad v a n ta g e s  they are  
c a p a b le  of p rov id ing  w ithout in troducing  
serious in ternal acco un tin g  control d e fic ie n c ie s . 
This p a p e r c a te g o rize s  the areas  that requ ire  
ad d itio n a l control tech n iq u es  and suggests  the  
fo llow ing  ap p ro ach es:

1. T e c h n iq u e s  a n d  p ro c e d u re s  fo r id e n t i
fication  of users.

2. A uthorization  co n cep ts  for va lid a tin g  user 
requests  prior to processing .

3. T ec h n iq u e s  to ensure tim e ly  processing  of 
au thorized  transactions, record ing  of user 
and process activ ity , and  retrieval of 
historical data.

4. Too ls  and  tech n iq u es  for au d iting  ad v a n c e d  
system s.

Organization of the Report
C h a p te r 2 d e s c rib e s  the nature and  sco p e  of the  
au d it process as it re la tes  to E D P  system s for 
read ers  u n fam ilia r w ith this area. C h a p te r 3  
in troduces the ch arac teris tics  of a d v a n c e d  E D P  
system s, d iscu sses  th e ir control im plicatio n s, 
and raises various co ncerns  and  questions  
a d d re s s e d  to m an ag em en t. C h a p te r 4  presents  
re c o m m en d e d  features  for e ffec tive  control and  
au d itin g  of a d v a n c e d  E D P  system s and is 
a d d re s s e d  to h ard w are  m anufacturers  and  
softw are d e s ig n e rs  as w e ll as m an ag em en t. 
C h a p te r 5  d iscu sses  au d it a p p ro a c h e s  to 
a d v a n c e d  E D P  system s and d e s c rib e s  various

au d it tools and tech n iq u es . C h a p te r 6   
su m m arizes  the report, p ro v id es  conclusions, 
and m akes reco m m en d ation s .

T he report conta ins  four ap p en d ixes . 
A p p e n d ix  1 conta ins  an illustration of an  
“a d v a n c e d ” E D P  system  that m igh t som e day  
exist in a  m ythical o rg an iza tio n  c a lle d  U ltim ate  
C orporation. A p p e n d ix  2 p resents certa in  
authorization  co n cep ts  re la ted  to inform ation  
p ro cessing  system s. S u g g es ted  au d ito r  
p ro cedu res  that m igh t be perfo rm ed  during  
system  d es ig n  are  p resen ted  in A p p e n d ix  3. 
A p p e n d ix  4  is a  b rie f g lossary.
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Chapter 2

Nature of the Audit Process
Audit Objectives and General Nature of 
the Audit Process

“T h e  o b je c tiv e  of the ord inary  exam inatio n  of 
finan c ia l s tatem ents by the in d ep en d en t aud ito r  
is the express ion  of an op in ion  on the fa irness  
with w h ich  they p resent the finan c ia l position, 
results of operations, and ch an g es  in finan c ia l 
position in conform ity w ith g en era lly  a c c e p te d  
acco un tin g  p rin c ip le s .”1 A lthough s p e c ific  audit 
p ro cedu res  m ay differ, the au d ito r’s o b jec tive  
d oes not c h a n g e  w hen EDP is u tilized  in the  
acco un tin g  process.

In d ep en d en t audits  in c lud e  two broad  
ca teg o ries  of p ro cedu res  d es ig n ed  to d e term in e  
the re liab ility  of accounting  d a ta  and finan c ia l

reports p ro du ced  by the system . The first 
categ o ry  in c lu d es  p ro cedu res  for the study and  
evaluation  of in ternal control. The  second  
categ o ry  inc ludes p rocedures , c a lle d  
substantive tests, d e s ig n e d  to assist the aud ito r 
in form ulating  an opin ion  about the va lid ity  and  
the reaso n ab len ess  of transactions and the  
propriety  of acco un tin g  treatm ent of transactions  
and b a lan ces . In an a d v a n c e d  system  
environm ent both ca teg o ries  of p ro cedu res  can  
requ ire  au d it te ch n iq u es  that use or involve the  
com puter.

Study and Evaluation of
An und ers tand ing  of the process by w hich  
acco un tin g  inform ation flow s through an 
acco un tin g  system  is fu n dam enta l to the  
a u d ito r’s eva lu atio n  of internal accounting  
contro ls and to the d es ig n  of aud iting  
procedures . The ab ility  to fo llow  the flow  of 
acco un tin g  inform ation through the system , 
norm ally  c a lle d  an a u d it  trail, or m an ag em en t  
trail, is of p articu la r concern  to the auditor. The  
b asic  com ponents of this flow  are the c o m p a n y ’s 
transactions covering  the ex c h a n g e  of assets or 
services w ith parties  o uts ide of the co m p any  as 
w ell as internal transfers w ithin it.

The  in d ep en d en t aud ito r is in terested  
p rin c ip a lly  in internal accounting  controls, 
w hich  are co ncerned  with the sa feg u ard in g  of 
assets and the re liab ility  of fin an c ia l records. 
Controls, such as those co ncerned  with  
o pera tio n a l effic iency, personnel p ractices , and  
so forth are c a lle d  adm in is tra tive  controls and  
usually  concern  the in d ep en d en t aud ito r only  
in d ire c tly .2 H ow ever, internal auditors, that is, 
professional auditors  em p lo yed  by the  
enterp rise  as d is tin gu ished  from in d e p e n d e n t or 
“e x te rn a l” auditors, frequently  are very

Internal Control
in terested in ad m in is tra tive  controls.

The use of E D P  in an accounting  system  
requ ires ap p ro p ria te  p ro cedu res  to assure  
effective  internal acco un tin g  control. Typ ica lly , 
m any internal acco un tin g  control functions, 
w hich  w ere  o nce perform ed by sep arate  
in d iv id ua ls  in a m anual system , have now  
b eco m e concen tra ted  in an EDP system ; thus, 
basic  acco un tin g  records frequently  lose their 
v is ib ility  and can  be a ltered  w ithout leaving  a  
trace. These records m ay be a c c e s s ib le  to 
program m ers, operators, system s personnel, 
and, in som e situations, to users over w hose  
actions these  records m ay be used to m ainta in  
accountab ility .

The au d ito r iden tifies  internal accounting  
controls upon w hich  re lian ce  can  be p la c e d  as 
a basis for restricting substantive tests. The  
audito r then perform s tests of co m p lian ce , 
w hich  p rov ide  reaso n ab le  assurance that 
acco un tin g  control p ro cedu res  are functioning  
as p rescribed .

In a m anual system  the aud ito r exam in es  
ev id en ce , such as in d ications of approval and  
can ce lla tio n s , that in d ica tes  w hether the control

1 Statement on Auditing Standards (SAS) no. 1 (New York: AICPA, 1972), Sec. 110.01.
2See SAS no. 1, Sec. 320, for a definition and discussion of accounting controls.
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pro cedu res  w ere  in fact function ing  as  
p rescrib ed  during the period  co vered  by the  
finan c ia l s tatem ents being  exam in ed . S im ilarly , 
in an E D P  system  the aud ito r seeks assurance  
that control p ro cedu res  have functioned  
throughout that period . Such assurance, 
how ever, is frequ en tly  o b ta in ed  in d ifferent 
w ays. P ro gram m ed  E D P  acco un tin g  control 
pro cedu res  d e s ig n e d  to d e te c t erroneous d a ta  
frequently  leave  no v is ib le  e v id e n c e  ind ica tin g  
that the p ro ced u res  w ere  perform ed. The aud ito r  
can test these controls by rev iew ing  p rocessed  
transactions to d e te rm in e  w h eth er u n a c c e p ta b le  
cond itions ex is ted  and  w ere  d e tec ted . For 
e xam p le , a  co m p u ter program  d e v e lo p e d  and  
run under the au d ito r’s control m ay be u tilized  to 
rev iew  a file  of sa les  transactions for the y e a r in 
o rd er to d e tec t varia tions from a c o m p a n y ’s 
stated c re d it policy.

In an a d v a n c e d  ED P  system  the au d ito r m ay  
use the c lie n t’s co m p u te r system  to perform  
tests of co m p lia n c e . The auditor, in effect, then  
b eco m es d e p e n d e n t on the integrity of the  
system  w h ile  perform ing  these tests and should  
fo llow  a d d itio n a l p ro cedu res  to gain  assurance  
reg ard in g  in tegrity  over au d it p rocessing .

T he au d ito r then co ns id ers  the nature of the  
acco un tin g  system , the a d e q u a c y  of p rescribed  
acco un tin g  controls, and the  d e g re e  of 
c o m p lia n c e  w ith those contro ls and d eterm ines  
the extent to w h ich  su bstantive testing  
pro cedu res  can  be restricted . Som e substantive  
testing  is a lw ays  requ ired , s ince  aud iting  
standards do not p erm it the au d ito r to p la c e  
co m p le te  re lia n c e  on internal control to the  
exclus ion  of substantive  au d iting  p rocedures  
with resp ect to m ateria l am ounts in the financia l 
statem en ts .3

Substantive Procedures
S ubstantive au d it p ro cedu res  are d irec ted  at 
obta in in g  e v id e n c e  as to the va lid ity  and the  
propriety  of acco un tin g  treatm ent of transactions  
and b a la n c e s  and m ay in c lud e inspection, 
observation , inquiry, and confirm ation.

E v id en ce  supporting  the finan c ia l 
statem ents o b ta in ed  through these p ro cedu res  
consists of the  u nderly ing  acco un tin g  d a ta  and  
all corroborating  inform ation. This in c lud es  
docu m en tary  m ateria l such as checks, invoices, 
contracts, and  m inutes of m eetings, 
confirm ations and other w ritten  representations  
by k n o w le d g e a b le  p eo p le , inform ation o b ta in ed  
by the au d ito r from inquiry, observation , 
inspection , and p hysica l exam ination , and other

inform ation d e v e lo p e d  by, or a v a ila b le  to, the  
au d ito r that perm its  reach in g  conclusions  
through va lid  reaso n in g .4

The trad itio n a l in d ep en d en t ev id en ce , such  
as c o p ie s  of invo ices  and  p urchase orders, is 
often re p la c e d  by co m p u te r p rep ared  records. 
The records usually  are  in m ach in e -s e n s ib le  
form and can  be in sp ected  only by using EDP  
tech n iq u es . W ithout a d e q u a te  controls over 
a c c e s s  to p re c lu d e  unauthorized  ch ang es, 
th ese  records m ay pro v id e  little e v id e n c e  for 
au d it purposes.

T he  e ffect of a d v a n c e d  system s on the aud it 
process d iscu ssed  in this ch ap te r is exp lo red  in 
g rea te r d epth  in c h a p te r 5.

4

3SAS no. 1, Sec. 320.71.
4SAS no. 1, Sec. 330.03 and 330.05.



Chapter 3

Characteristics and Implications 
of Advanced Systems

Early co m p uter ap p lica tio n s  ten d ed  to be  
s in g le -p u rp o se  system s d e a lin g  with one  
co m p o n en t of the o rgan ization , such as, payroll 
or b illing . A d van ced  ap p lic a tio n s  now  
transcen d  d epartm en ta l bou n d aries  and  
perform  m ultip le  functions sim ultaneously. 
A d van ced  system s are b eg in n in g  to en com pass  
m ost or all of the ac tiv ities  w ithin a business  
enterp rise  and interact d irectly  w ith the  
a d v a n c e d  system s of other firms. T h ese  system s  
m ay lead  to m ore e ffic ien t and effective  
inform ation m an ag em en t, but they w ill in troduce  
differen t control and aud it problem s.

A utom atic  in teractions am ong various  
e lem ents  of an ad v a n c e d  system  m ay leave  no

v is ib le  aud it trail. Such system s should  
ord in arily  be d e s ig n e d  to p rovide som e form of 
an au d it trail. System  in teraction  with persons or 
system s external to the en terp rise  w ill present 
control p rob lem s. Such features w ill likely  
b eco m e m ore w id e s p re a d  and m ore co m p lex  as 
tech n o lo gy  ad vances .

Such soph istication  frequently  m akes it 
im p ra c tic a b le  to use trad itiona l control and  
au dit te ch n iq u es  d e v e lo p e d  for, and  
ap p ro p ria te  to, e a rlie r system s. Batch control 
tech n iq u es , for e xam p le , are u nsu itab le  for 
system s in w h ich  files  are im m ed ia te ly  upd ated  
as each  transaction  is en tered  from various  
g e o g ra p h ic  locations.

Characteristics of Advanced Systems
A d v a n c e d  E D P  system s can  be large  or sm all. 
M any "m in i-co m p u te r system s” incorporate  
a d v a n c e d  system  ch aracteris tics . For purposes  
of this report, ad v a n c e d  E D P  system s are those  
system s (la rg e  or sm all) that possess one or 
m ore of the fo llow ing  characteris tics:

□  D ata  co m m u n icatio ns
□  D ata  in tegration
□  A utom atic  transaction  in itiation

□  U nconventional or tem porary  au d it trail

E ach  of these  features is d iscu ssed  below  
to g eth er w ith a sum m ary of its control 
im plications.

Data communications. D ata com m unications, 
in this context, is the linking of e lec tro n ic  
com m u n ica tio ns  with e lec tro n ic  d a ta  
processing . T he  co m p lex ity  of d a ta  
co m m u n ica tio ns  system s ranges from a s im p le  
rem ote te le ty p e  term ina l linking a  sm all 
com puter, to a  co m p lex  netw ork of com puters  
and term ina ls . D ata  com m u n ica tio n  fac ilities  
p rovide  the processing  lin kages  for 
tim e  sharing , on-line , rea l-tim e, rem ote job  
entry, and d is tribu ted  processing  system s. 
Inform ation in these system s, in c lud ing

program s, transactions, d ec is io n  rules, and so 
forth, can be in troduced, m od ified , or accessed  
at sites d istant from the d a ta  processing  
installation. This is a m arked  ch an g e  from most 
early  ED P  system s in w hich  all access , input, 
processing , and output w as p hysica lly  
ac c o m p lis h e d  and contro lled  at the com puter  
center.

D ata  co m m u n ica tio ns  c a p a b ility  m ay be 
illustrated by an a irlines  reservation system . A 
national term ina l netw ork is used to 
co m m u n ica te  w ith a centra l co m p uter system  to 
reserve seating  sp ace , can ce l reservations, and  
inqu ire about the booking  status and  
p asseng ers  on any flight.

System s of th is typ e  frequently  are term ed  
tra n sa c tio n -d rive n  or even t-d rive n  b ecau se  
each  transaction  is en tered  into the system  
in d iv id u a lly  and im m e d ia te ly  p ro cessed  ag ain st 
all files  it w ill affect. This contrasts w ith e a rlie r  
system s in w h ich  input w as frequently  c o llec ted  
and b a tch ed  for su b seq u en t p rocessing .

D a ta  co m m u n ica tio ns  a lso  m akes  
d istrib u ted  p ro cessin g  poss ib le . For exam p le , a  
netw ork of sm all com puters, usually  used for 
local processing , can  be linked to large central 
com puters  such that sharing  of inform ation and
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p rocessing  can  o ccur throughout the network. 
Such netw orks also p rov ide  large sca le  
com puting  c a p a b ility  to the user of sm all 
com puters.

T rad itio na l co m p u te r system s usually  
requ ire  in form ation to be en tered  on s p ec ia l 
form s, su b jec ted  to control total check in g , 
rev iew ed  and ap p ro ved  by responsib le  
em p lo yees , and p ro cessed  in b atch es by 
co m p u ter d ep artm en t em p lo yees . A d van ced  
system s e lim inate  m any of these procedures and  
m ay acco m p lish  eq u iv a le n t functions in 
d ifferent w ays. W hen  d a ta  co m m u n icatio ns  
c a p a b ility  is used to p rovide d irec t in teraction  
with outsiders, in tervention and rev iew  by 
em p lo y e e s  m ay be e lim in a ted . For exam p le , 
bank currency d isp en sers  or au tom ated  te lle r  
term in a ls  are  now com m on in m any areas  of the  
country. A bank custom er inserts a s p e c ia l card , 
enters a s p e c ia l iden tificatio n  co de  num ber, and  
d ep resses  keys to in d ica te  the am ount and type  
of transactions b e ing  consum m ated . C ash  is 
d isp en sed , transferred  betw een  accounts, 
a p p lie d  to loans, or d ep o s ited . The inform ation  
is reco rd ed  e le c tro n ic a lly  w ithout the action  or 
even the p resen ce  of a bank em p lo yee .

Im p lica tio n s . C ontrols at a ll locations  
a ccess in g  the system  are essentia l. Control at 
term inal sites is im portant b ecau se  co m 
p uterized  inform ation m ay be su b jec t to 
alteration  from any term inal in the a b s e n c e  of 
such controls. P rocedures  for iden tification  and  
authorization  of users are  necessary. W hen  
several com puters  or te rm in a ls  at d ifferent 
locations are  used in a system, w eak  controls at 
one location m ay co m p ro m ise  the e ffectiveness  
of controls e lsew h ere  in the system .

D istributed  system s also need  carefu lly  
d e s ig n e d  controls; not only to properly  h and le  
the d a ta  transm itted, but a lso to m an ag e  the  
operation  of each  ind iv id ua l com puter. As with  
te rm in a ls  ac c e s s in g  a central com puter,

d is trib u ted  system s com puters  at various points  
in the netw ork can m odify or access  inform ation  
at other locations.

Data Integration. D ata  in tegration can lead to 
m ore e ffective  use of the com puter. Essentia lly , 
it m in im izes  red u nd an t re c o rd -keep in g  w hich  
u sually  arises w hen sep ara te  ap p lic a tio n s  each  
use th e ir own sep ara te  files. For exam p le , 
ap p lic a tio n -o rie n te d  files  m ay contain  iden tica l 
inform ation for each  em p lo yee , as shown in the  
ta b le  below .

R ecord ing  id en tica l d a ta  e lem ents  in more  
than one file  m ay w aste  co m p u ter resources  
since  ad d itio n a l file  s p a c e  m ust be a llo ca ted  in 
o rd er to record the  sam e inform ation in m u ltip le  
locations; a d d itio n a l p ro cessing  is requ ired  to 
m odify the inform ation in e ach  file  w hen  
ch an g es  occur.

P erio d ic  rev iew  must be m ad e  of iden tica l 
e lem en ts  in m u ltip le  files  to m ake certa in  the  
va lu es  in each  file  are  the sam e and to correct 
w rong va lues . In an in tegrated  system , it is often  

co st-e ffec tive  to record  most inform ation  
e lem en ts  only o nce and au to m atica lly  retrieve  
them  w hen d es ired  for processing .

The d a ta  in the previous e x a m p le  could  be  
p hys ica lly  reco rd ed  in a d a ta  b ase  system  as 
follows: O n e  a rea  of sto rage w ould  contain  the  
em p lo y e e  num ber, nam e, ad dress , and other 
personnel inform ation; another storage area  
m ight contain  all m anufacturing  history 
transactions in jo b  n u m b er s e q u e n c e  (those  
transaction  records conta in in g  labor inform ation  
w ould  not contain  any em p lo y e e  inform ation, 
rather, they w ou ld  contain  an identifier, c a lle d  a 
po in te r, sp ec ify in g  w h ere  that inform ation could  
be found); a third a re a  m ight contain  payroll 
d isb u rsem en t inform ation that m igh t consist of 
only d ate  paid , gross pay, w ithh o ld in g , and net 
pay am ounts with pointers to the re lated  
m anufacturing  history and personnel records.

File

6

Data Element
1. Name
2. Employee number
3. Social security number
4. Home address and city
5. Rate of pay
6. Withholding information
7. Job assignment
8. Other skills
9. Education

10. Employee history
11. Next of kin, beneficiaries
12. Job hour charges
13. Job number
14. Date charged
15. Operation code

Payroll Personnel
Manufacturing

History



The d a ta  base m an ag em en t system  m akes the  
log ica l connections betw een  these various d a ta  
e lem en ts  by using the pointers and p roduces  
the eq u iva len ts  of each  of the three flies  
d e s c rib e d  in the ta b le  on p a g e  6.

Im p lica tio n s . T o d a y ’s system s frequently  
have features or controls that restrict access  to 
d ata  files  to au thorized  persons for au thorized  
purposes. B ecause  d a ta  base inform ation m ay  
be a v a ila b le  to the system  at a ll tim es, d ifferent 
authorization  p ro cedu res  w ill be requ ired . A 
care fu lly  constructed  system  of authorization  for 
acce s s  to each  d a ta  e lem en t in the system  
should be es tab lish ed  to prevent im prop er 
a c cess  or m an ip u la tio n  by persons having no 
leg itim ate  purpose for access in g  the  
inform ation. Thus, au thorized  em p lo yees  in the  
personnel d ep artm en t m ight be a b le  to access  
and c h a n g e  pay rate inform ation but w ould  be 
p rec lu d ed  from access in g  or ch an g in g  
m anufacturing  data. It is only through such an  
authorization  system  that the co n c e p t of 
s e g re g a tio n  of fu n c tio n s — a c o n c e p t fu n d a 
m ental to a d e q u a te  internal acco un tin g  control 
— can be m ain ta in ed  in an in tegrated  system .

R espo n s ib ility  for each  d a ta  e le m e n t in the  
d ata  base should be es tab lish ed . For exam p le , 
only one d ep artm en t should  be a b le  to add  
nam es to the custom er file , assign  num bers, and  
m ainta in  ad d resses  for each  custom er even  
though this d a ta  is a c c e s s e d  by m any users.

An au d ito r n eed in g  inform ation in a d ata  
base w ill requ ire  a p p ro p ria te  tools to access  it 
in an in d e p e n d e n t m anner. Such access  m ay  
p resent control, tim ing , and aud ito r tra in ing  
problem s.

Automatic Transaction Initiation. A utom atic  
transaction  in itiation is present in m any system s  
today, and its use w ill increase in ad v a n c e d  
system s. A lread y  m any system s au to m atica lly  
g en era te  invoices, checks, or orders to ship, 
produce, or purchase g oo d s— actions  
frequently  are taken w ithout hum an review  of 
th e ir correctness. An inventory control system  
w ill serve to illustrate the situation.

In early  E D P  system s, w hen on-hand  
b a la n c e s  reach ed  certa in  p red e te rm in ed  levels, 
the co m p uter m ay have p ro d u ced  a reorder 
notice. This notice w ou ld  be rev iew ed  by an 
em p lo y e e  and, if ap p ro p ria te , a purchase o rder  
w ould  be p rep ared . A d v a n c e d  system s have  
eco n o m ic  o rder quantity  inform ation in the  
system  and not only d e tec t reorder points but 
also p ro du ce  the purchase o rd er for resupply  in 
the m ost eco no m ic  lot s ize. Issuance of such  
purchase  orders w ithout hum an review  has 
b eco m e com m on and m ay b eco m e m ore  
w id e s p re a d  w hen p urchase orders are  
transm itted  d irectly  to ven d o r system s by d ata  
co m m u n icatio ns. In som e cases, w here

autom atic  transaction  in itiation uses  
sen sor-b ased  d a ta  co llec tio n  m ethods an d /o r 
d ata  co m m unications, h ard -co py  docum ents  
m ay not be p ro du ced , although the supporting  
d ata  w ou ld  be re ta in ed  in m ach in e -sen s ib le  
form and w ould  be a v a ila b le  for recall. (S ee  
A p p e n d ix  1 for an e x a m p le  of such a system .)

Im p lica tio n s . T h ese  system s frequently  do  
not use h ard -co p y  source docum ents to support 
transactions other than the action docum ents  
crea ted  by the system . In the case  of the  
au to m atica lly  g en era ted  purchase o rder  
system s c ited  above, there m ay be no m an u ally  
rev ie w a b le  output to perm it an eva luation  of the  
proposed  action. In the ab s e n c e  of a re a d a b le  
d ocu m en t show ing a history of usage, p lan n ed  
requ irem ents, present b a lan ces , and  am ounts  
a lread y  on order, the correctness of the  
au to m atica lly  in itia ted  d ocu m en t m ay be  
d ifficu lt to ju d g e .

H ere  ag a in , system  controls assum e g reat 
im po rtance and it behooves both m an ag em en t 
and auditors to assure them selves  that such  
controls are d es ig n ed  into the system s and  
cannot be c ircum vented . For e xam p le , one such  
control for the au to m atica lly  g enera ted  
p urchase o rders m ight be to print out supporting  
inform ation for a ll p urchase  orders over a g iven  
am ount and for a s p ec ified  p ercen tag e  of 
sm alle r p urchase orders. This supporting  
inform ation cou ld  be m an u a lly  rev iew ed  before  
the o rd er is re leased  and should be reta ined  for 
au d it rev iew  purposes. W h ere  possib le , contro ls  
should be in co rp o rated  into system s of this kind  
to v a lid a te  the g en u in en ess  and reaso n ab len ess  
of au to m atica lly  in itia ted  transactions and to 
prevent or d e te c t erroneous transactions.

Unconventional or Temporary Audit Trail.
M ost EDP system s today g en era te  a trail of 
transaction activ ity  used by both m an ag em en t 
and auditors. This inform ation is frequently  
prin ted  in d e ta il, m aking  it read ily  a v a ila b le  for 
use. These  printouts are g rad u a lly  being  
d isco n tin u ed  as system s evolve, although the 
inform ation m ay be re ta ined  in m ach in e - 
sen s ib le  form. A uditors have d e v e lo p e d  and  
p resently  use g e n e ra lize d  aud it retrieval 
p ackag es , or co m p uter program s, to access  
such inform ation.

A ll system s should  possess aud it trail 
c a p a b ilitie s , but som e ad v a n c e d  system s m ay  
pro du ce  a m a c h in e -s e n s ib le  audit trail w hose  
retention period  m ay be re la tive ly  short. The  
short retention m ay result from the exp en se  of 
preserving  the inform ation for an ex ten d ed  
period  of tim e  in m a c h in e -s e n s ib le  form  
co m p ared  to low er cost a lternatives, such as 
m icrofiche.

In som e cases  transaction  d ocum ents  are  
m icro film ed  and the docum ents  them selves
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destroyed  shortly after orig ination . The m ag n etic  
m e d ia  on w h ich  the d a ta  w as en tered  m ay be  
“s c ra tc h e d ” (e le c tro n ic a lly  e ra s e d ) and  used for 
other purposes. To fo llow  the au d it trail m ay  
n ecess ita te  the use of a m icrofilm  reader. 
A lthough h ig h -s p e e d  m icrofilm  retrieval 
system s are a v a ila b le , the use of g e n e ra lize d  
au dit retrieval p a c k a g e s  is p rec lu d ed .

A b acku p  co p y  or “d u m p ” of the d a ta  base  
poses p articu la r p ro b lem s for auditors, who  
w ill n eed  to be k n o w le d g e a b le  about the  
tech n ica l and co m p le x  structure of such  
m ateria l in o rd er to be a b le  to d ea l with it 
effectively . Such d um ps m ay be of lim ited  va lue  
for au d it purposes.

Im p lica tio n s . If o rig ina l d ocu m en ts  of the

kind used by auditors  are  no longer a v a ila b le  for 
in d efin ite  p eriods of tim e, certa in  au d it 
p ro cedu res  w ill c h an g e . External auditors, for 
e xam p le , m ay have to a lte r both the tim ing  of 
the ir au d iting  p ro ced u res  and  the p ro cedu res  
them selves . T he  o rg a n iza tio n ’s internal auditors  
m ay pro v id e  ass is tance  to the external auditors  
by co ord in a tin g  with them  on the se lection  and  
testing of s p e c ific  kinds of c ritica l transactions. 
This w ou ld  req u ire  the external au d ito r to 
b eco m e m ore involved in the work of the internal 
a u d ito r.1 M a n a g e m e n t a lso  requ ires  the ab ility  
to investigate  reported  results and  frequently  
uses au d iting  tech n iq u es  for this purpose. 
S uitab le  au d it c a p a b ilit ie s  and the requ is ite  
tech n ica l p ro fic ien cy to d ea l w ith such  
situations m ust be d e v e lo p e d .

Management Implications of Advanced 
EDP Systems

M a n a g e m e n t im p lem en ts  a d v a n c e d  system s  
w hen it b e lie v e s  they offer potentia l for 
en h an c in g  the o rg a n iza tio n ’s co m p etitive  
position, im proving  cost control, and  fac ilita tin g  
opera tio n s  in g enera l. M a n a g e m e n t should  
c o n s id er the total im pact of such system s.

Changing Environment. As ED P  evo lves  from  
ind iv id ua l a p p lic a tio n s  to those that co m p le te ly  
en co m p ass  o p era tin g  and p lann ing  functions, it 
is very p ro b a b le  that som e o rg an iza tion a l 
structures w ill ch an g e . As m an ag em en t 
reco g n izes  inform ation for w hat it is, that is, an  
o rg an iza tio n a l resource, the need  for 
ap p ro p ria te ly  contro lling  and  m an ag in g  it 
b eco m es obvious. P roper ch an n e ls  of 
inform ation, both w ith in  the o rgan ization  and  
betw een  it and its environm ent, w ill cut across  
trad itiona l b o u n d aries  and m ay prom ote  
restructuring of the o rg an iza tion  to he lp  a ch ieve  
m an ag em en t o b jec tives .

T he  co ntinued  co m p uteriza tio n  and  
in tegration  of functions into a unified  system  
also raises co ns id era tion s  for m anagem ent; 
am ong  them  are the fo llow ing:

1. D a ta  b ases in a d v a n c e d  system s m ay  
contain  very sensitive  corp ora te  data, such  
as s tra teg ies , g oals , and forecasts. S p ec ia l 
s a feg u ard s  w ill be n e e d e d  restricting  
a c c e s s  to this d a ta  to au th orized  users only.

2. In m ost of to d a y ’s system s, certa in  
in d iv id u a ls  are resp o ns ib le  for passw ords

and s im ila r contro ls and therefore can  
access  any file , p rogram , or tab le , and m ake  
u n traceab le  ch ang es . This c a p a b ility  could  
extend  to anyone o b ta in in g  the a p p ro p ria te  
passw ords. Control p ro cedu res  over the  
actions of those w ho are resp o ns ib le  for 
a c cess  controls are  n eed ed .

3. Training of personnel who will interact with  
the system  can  be a m a jor undertak ing  and  
w ill involve m an ag ers , users, des igners , 
program m ers, operators, auditors,  
custom ers, su pp liers , and governm ent 
a g en c ies .

As a d v a n c e d  system s evolve, there w ill be 
a reduction  in hum an intervention in the  
p ro cessing  of inform ation. S ince  crite ria  for 
d ec is io n -m a k in g  w ill be incorporated  in the  
co m p uter system s they should be a p p lie d  
consistently . Such system s w ill requ ire  effective  
control m ech an ism s to p re c lu d e  the entry and  
processing  of erroneous inform ation.

D ata  m ay be en tered  from rem ote term in a ls  
w ithout m anual review . The result is that 
o pera tin g  personnel an d  outsiders w ill d irec tly  
in teract w ith the com puter. Such interaction  
requ ires  control m ech an ism s to strictly m onitor 
and en force au thorization  and  transaction  
p rocessing  rules.

Erroneous input a c c e p te d  by the system  m ay  
rem ain  u n d e tec ted  and  cau se  a d d itio n a l errors. 
D esig n ers  of th ese  a d v a n c e d  system s should
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pro v id e  a d e q u a te  controls to a llo w  only  
au thorized  use of the system , to d e tec t 
erroneous data, and to p revent such d a ta  from  
b e ing  processed.

Control seem s to fo llow  innovation in ED P  
system s. Early p unched  card  system s used the  
sam e controls as m anual system s until it w as  
found that a card  could  too eas ily  d is a p p e a r  
e ither a c c id e n ta lly  or in tentionally . Control to tals  
or “h ash ” totals w ere  in troduced to v a lid a te  the  
ac c u ra c y  and  co m p le ten ess  of a file.

W hen m ag n etic  ta p e  files  w ere d e v e lo p e d , 
those sam e co ncep ts  w ere  transferred  to tap e  
lab e ls  until it w as found that they, too, could  be  
b ypassed  easily . W ith the d ev e lo p m e n t of 
m ag n etic  d isc  files, h ard w are  vendors corrected  
the control w eakness of bypassing  lab e ls  by 
forcing  the user to c rea te  a labe l for every d isc  
file  used.

F ac ilities  w ill be n eed ed  for control in 
in tegrated  d a ta  bases and co m m u n ica tio n - 
b ased  system s. P rocedures  should be  
es tab lish ed  to m ax im ize  the opportun ity  for 
those control fa c ilitie s  to keep  p a c e  w ith future  
innovation rather than lag beh ind .

If the p o ss ib le  d ifficu lties  and risks of 
a d v a n c e d  EDP system s are not p roperly  
an a lyzed , eva lu a ted , and co n s id ered  and  
countered  in p lann ing  by m an ag em en t, a s ing le  
ad verse  o ccu rren ce  could  seriously affect a 
firm ’s business. C ontrols m ust p rov ide  for a high  
level of system  integrity. M a n a g e m e n t and  
auditors  w ill need  an o ng o ing  c a p a b ility  to 
d ete rm in e  that system  integrity is being  
m ain ta in ed .

Audit Implications for Management. Early  
ED P  system s had both h ard -co p y  source  
d ocum ents  and d e ta ile d  prin ted  output. M any

au dit o b jec tives  could  be ac h ie v e d  w ithout 
audito r invo lvem ent with the com puter system . 
As these docum ents  and outputs are e lim in a ted  
the au d ito r’s ap p ro a c h  w ill ch ang e. This m ay  
im p act au d it cost— a su b jec t of m an ag em en t 
concern. In an a d v a n c e d  system  environm ent, 
au dit cost m ay be co n s id ered  a co m p on en t of 
system  cost. Factors substantia lly  affecting  
au dit cost in this env ironm ent are q uality  of 
system  docu m en tatio n , e ffectiveness of 
controls, eas e  of locating , retrieving, and testing  
inform ation, and au d it m ethodology.

The au d ito r review s system  docum entation  
to understand  the system  and choose e ffic ien t 
au d it p ro cedu res  to acco m p lish  the aud it 
objec tives . A ud it cost is greatly  in creased  if 
a d e q u a te  docu m en tatio n  is not ava ila b le .

A poorly co ntro lled  system  could  also  
greatly  increase  au d it cost b ecau se  substantive  
au d it tests cannot be red u ced . In som e of 
these situations au d it testing m ay becom e  
im possib le . M a n a g e m e n t should c o n s id er the  
effect on au d it e ffic ien cy  w hen co ns id erin g  
control costs and m aking  d ec is ion s  on the  
control system  tech n iq u es  to be em p lo yed . 
A uditors and m an a g e m e n t have a com m onality  
of interest in e ffec tive  control. Prudent 
m an ag em en t w ill, therefore, request aud ito r  
invo lvem ent during  the system  d es ig n  process. 
This should result in s ig n ifican t su bsequent 
au dit eco n o m ies  and should provide  
m an a g e m e n t w ith ad d itio n a l co n fid en ce  that a 
w ell contro lled  system  w ill be p roduced .

The a v a ila b ility  of e ffective  tools and  
tech n iq u es  for au d it retrieval and testing can  
often help  im prove au d it e ffectiveness and  
red u ce  audit cost. Therefore, a lternative  aud it 
m ethods and  re la ted  tools should  be co n s id ered  
during system s des ig n .
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Chapter 4

Effective Control and Audit of 
Advanced EDP Systems

This  chapter, w h ich  sets forth control and S u g g ested  control and  au d ita b ility  features are
au d iting  o b je c tiv e s  for a d v a n c e d  ED P  system s, set forth together with som e p ractica l 
is d irec ted  to m a n a g e m e n t and to the d es ig n ers  m etho d o lo gy for m eeting  these  req u irem en ts . 
and d eve lo p ers  of h ard w are  and software.

Control and Auditability Objectives
Internal control and au d itab ility  o b jec tives  in 
a d v a n c e d  E D P  system s cannot be a c h ie v e d  by 
the aud ito r a lone. Control and a u d itab ility  
features m ust be d e s ig n e d  into ad v a n c e d  
system s by both h ard w are  m anufacturers  and  
system  and a p p lic a tio n  softw are des ig n ers .

Control Objectives
□  A cce ss  to asse ts  is perm itted  only in 

a c c o rd a n c e  w ith m a n a g e m e n t’s p o licy  and  
o b jec tives . O bviously , certa in  in d iv id ua ls  
w ill requ ire  access . The n um ber of persons  
having  such acce s s  should be lim ited  and  
there should be a seg reg atio n  of functions  
b etw een  the E D P  d ep artm en t and  users.

□  T ransactions  are in it ia te d  in a c c o rd a n c e  
with m a n a g e m e n t’s authorizations. 
Tran sactio n s  m ay in c lud e  accounting  
transactions, system  or program  ch ang es, 
authorization  ta b le  chang es , and  so forth, 
and m ay o rig in a te  externa lly  or w ith in the  
system .

□  A ll tran sac tio n s  are  p ro m p tly  re c o rd e d  (1 ) to 
p erm it p rep ara tion  of finan c ia l statem ents in 
conform ity w ith g e n e ra lly  a c c e p te d  
acco un tin g  p rin c ip le s  or any other c rite ria  
a p p lic a b le  to such statem ents and  (2) to 
m ainta in  acco u n tab ility  for assets.

□  A c c o u n ta b ility  re co rd s  are co m p a re d

p e rio d ic a lly  with the actual assets or other 
resources and a p p ro p ria te  action is taken  
with resp ect to any d ifferences.

Auditability Objectives
□  A u d it tra ils  should identify  w hat deta il 

transactions are in c lu d ed  in sum m arized  
results. An au d it trail should  consist of 
inform ation about w ho perform ed what, 
w hen, in w hat seq u en ce , and the results  
thereof.

□  A u d it e v id e n ce  should  be contro lled  and  
p ro tected  from loss, a lteration , or  
destruction.

□  A u d it co n tro l should  result from ach iev in g  
the ab o ve  control o b jec tives  such that the  
au dito r can obta in  assu ran ce  that the au d it 
p rocessing  in tegrity  is m ain ta in ed .

□  A u d it too ls  are  p ro v id ed  to perm it the auditor 
to in terface w ith system s and inform ation in 
an in d ep en d en t and  cost e ffec tive  m anner.

A d v a n c e d  co m p u te r system s m ay be 
u n au d itab le  unless th ese  requ irem ents  are  
p roperly  understood and  im p lem en ted . O n e  of 
the p rim ary  p urposes of th is p a p e r is to identify  
those features that are  necessary  for effective  
control and  provision of au d ita b ility  in an  
a d v a n c e d  ED P  system s environm ent.
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Control Features
To ac h ie v e  the control o b jec tives  in an  
a d v a n c e d  ED P  system s environm ent, the  
system  should be d e s ig n e d  to p ro v id e  the  
fo llow ing  features:

1. U ser Id e n tifica tio n . The  system  should  
have the c a p a b ility  to u n iq uely  identify  each  
of the s p ec ific  persons using the system .

2. R equest A u thoriza tion . The  system  should  
be a b le  to d e term in e  if the processing  or 
inform ation request of a user is au thorized .

3. P rocess In tegrity . The system  should  be  
c a p a b le  of contro lling  and processing  all 
v a lid a te d  user requests in an a p p ro p ria te  
tim e  fram e.

4. A c tiv ity  L og g ing . The system  should  be  
c a p a b le  of record ing  all user activ ity , such  
as the num ber of a ttem p ted  log-ons, request 
type, and the like, as w ell as record ing  
inform ation about the p rocesses execu ted .

User Identification. A cornerstone of any 
control system  is the d eterm in atio n  of w ho is 
auth orized  to do what. Therefore, the system  
should be a b le  to d e term in e  with w hom  it is 
in teracting . The system  m ust be a b le  to identify  
each  user or set of users. It should be c a p a b le  of 
respond ing  to a w id e  variety  of requests ranging  
from a ch ie f execu tive  o fficer w ho n eeds  
inform ation re lated  to com petitors, industry  
trends, execu tive  perform ance, and so forth, to 
c le r ic a l personnel who m ay only need  d eta il 
transaction  inform ation.

C urrently, most in teractive system s identify  a 
sp ec ific  subset of users by passw ord and /or by 
term inal location. Thus, anyone who knows the  
passw ord  and w ho has a c cess  to the term inal 
location can access  system  files. Som e system s  
carry  this process a step further and a llo w  users  
to nam e and identify  the ir own files. Thus, even  
though one user can access  the system , another 
u ser’s files  cannot be ac c e s s e d  unless the file  
nam es are known. H ow ever, m ost of these  
in teractive  system s have an ‘‘ad m in is tra tive  
u ser” w ho is resp o nsib le  for issuance and  
control of user identity  co d es  and  passw ords  
and can  th eo re tica lly  access  all of the  
inform ation co nta ined  w ithin the system . Any  
user who can  obtain  the ad m in is tra tive  user’s 
passw ord  can do the sam e.

There are som e sp ec ific  tech n iq u es  under 
d e v e lo p m e n t that w ou ld  a llo w  a system  to 
u niq uely  identify a g iven  user. The  use of vo ice  
print, thum b print, or s im ila r tech n o lo g y  m ay  
b eco m e com m on in the future. Future system s  
should  be a b le  to s p e c ific a lly  identify  users as 
a req u is ite  to any e ffective  user control schem e.

The iden tification  m ethodology im p lem en ted  
must a llow  an en terp rise  to c lassify  users so that 
all sp ec ific  subgroups or s ing le  users can  be  
iden tified  by the system . For exam p le , a system  
could  a llo w  all acco un tin g  c lerks access  to the  
system  through s p ec ific  term inals , but a llo w  the  
finan c ia l v ice  p res id en t access  through any  
term ina l. The  iden tificatio n  of users is the  
precursor to the authorization  of user actions.

Request Authorization. O n ce  the user has 
been id en tified  the system  should p rovide the  
c a p a b ility  to d e term in e  p rec ise ly  w hat 
inform ation can be ac c e s s e d  and w hat 
processes can  be perfo rm ed  by that user. 
A lthough som e te rm in a l-b a s e d  system s  
presently  incorporate  access  authorization  and  
activ ity /secu rity  routines, this c a p a b ility  does  
not e ffective ly  exist in m any system s today. For 
exam p le , in the a b s e n c e  of effective  request 
authorization  p rocedures , a p p lica tio n  
program m ers  or system  program m ers  could  
obtain  unauthorized  access  to stored d a ta  or 
program s. These in d iv id ua ls  frequently  possess  
the necessary  ab ility  to obta in  such access.

A d van ced  system s m ay contain  a w id e  
range of sen sitive  inform ation and should be 
a b le  to restrict users to only the d a ta  they are  
authorized  to access . N aturally , this requ ires the  
en terp rise  to identify  and m ainta in  som e typ e of 
form al authorization  p rocedure . This could  be in 
the form of an authorization  ta b le  that w ould  
re late  users to the types of transactions they  
could  process ag a in s t sp ec ific  d a ta  e lem ents.

O n ce  the system  has iden tified  a sp ec ific  
user or c lass  of users an authorization  control 
routine could  determ in e , by in terrogating the  
authorization  tab le , if the user has been  
au thorized  to p rocess the transaction  en tered  
and to access  the inform ation or d a ta  requ ired . 
The au thorization  routines should be fle x ib le  so 
that factors such as the tim e of day, term inal 
input location, day of the year, and so forth, can  
be factored  into the process. W hen a user 
request passes all a p p lic a b le  authorization  
tests, the a p p ro p ria te  ap p lic a tio n  p rogram  then  
w ould be execu ted  and the output routed  
d irec tly  to the user or w h erever d es ig n a ted .

A lthough a co m p reh en s ive  authorization  
process w ith all these  c a p a b ilitie s  p ro bab ly  
could  not be im p lem en ted  with p resen t-d ay  
technology, ne ither auditors  nor system  
d es ig n ers  should be lim ited  to th inking  in term s  
of p resen t-d ay  technology. For exam p le , d a ta  
d ic tio nary /d irecto ries , w hich  identify  each  d a ta  
e lem en t and its re la tionsh ip  to other d a ta  
e lem ents  and program s, are being  im p lem en ted
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in m any of to d a y ’s m ore a d v a n c e d  co m p uter  
system s. This is a trend  that w ill continue and  
that could  be e x p a n d e d  to p rov ide  authorization  
ta b le  c a p a b ilitie s . Future co m p u te r system s  
could  have e x p a n d e d  d ic tio n ary /d irec to ries  or 
other m ech an ism s that relate users to au th orized  
input requests, p rocesses, and inform ation. This  
kind of lin kage  w ou ld  a llo w  the au d ito r to 
d ete rm in e  the p ro cesses execu ted  for a g iven  
typ e  of input request. For exam p le , the typ ica l 
process s teps asso c ia ted  w ith the entry of a  
sales  transaction  are  as follows:

P reparation  of sh ip p in g  docum ents. 
P reparation  of sa les  invoice.
U p d a te  of the a p p ro p ria te  accounts  
re c e iv a b le  d a ta  e lem ents.
U p d a te  of a p p ro p ria te  product inventory  
d a ta  e lem ents .
E xplosion of p roducts sold into co m p on en t 
parts an d /o r raw m ateria l requirem ents.
Test for reorder point for all com ponents  
an d /o r raw m ateria ls  a ffected .
U p d a te  the a p p ro p ria te  sa les  registers. 
U p d a te  the a p p ro p ria te  sa les  com m ission  
d ata  e lem ents .
U p d a te  any a p p ro p ria te  royalty d a ta  
elem ents .
U p d a te  the a p p ro p ria te  contingent liab ility  
d a ta  e lem ents  if p roduct is g u aran teed  or 
w arran teed .
U p d a te  the other a p p ro p ria te  d a ta  
elem ents .

In a co nven tio nal system , m ost of th ese  are  
treated  as s ep ara te  transactions and are  
h an d led  by such d ep artm en ts  as sales, 
acco un tin g , or sh ip p in g . Each step w ould  
requ ire  som e form of au thorization  procedure . 
A p p lic a tio n  system s have been  and  are  being  
d e v e lo p e d  that w ould  have the c a p a b ility  to 
perform  all of the ab o ve  steps and u p d a te  all 
a p p ro p ria te  in form ation e lem ents  w h en ever a 
sa les  transaction  is en tered  into the system . The  
audito r w ill no longer be a b le  to w a lk  through a  
typ ica l transaction  to understand  the process  
steps involved; he m ay, how ever, be req u ired  to 
an a lyze  the contents of the d ic tio nary /d irecto ry  
to d e te rm in e  the path  that a sp ec ific  typ e  of 
request fo llow s through the system  and the  
authorization  p ro cedu res  re la ted  thereto.

Process Integrity. C urrently , as p rogram s are  
execu ted  in e ither a  batch  or in teractive  m ode, 
h ard w are  contro ls and  o p era tin g  system  
contro ls m ain ta in  p rogram  integrity. These  
contro ls are  a c c e p ta b le  now, but should be  
e x p a n d e d  to m eet a d v a n c e d  system  n eed s  for 
program  and d a ta  integrity.

In an a d v a n c e d  system s environm ent a  w id e

variety  of users w ill be in teracting  with the  
system  and execu tin g  the sam e or d ifferent 
processes s im ultaneously . T yp ica l p rocesses  
can in c lud e  c o m p ilin g  a program , upd atin g  
d a ta  e lem ents , va lid a tin g  a u ser’s passw ord, 
and so forth. O n c e  a system  has d e term in ed  that 
a user has been  au th orized  to execu te  a sp ec ific  
process, the system  m ust be a b le  to co m p le te  
that process w ithin the tim e  constraints requ ired  
by the user.

To acco m p lish  this the system  must 
sch ed u le  each  user p rocess and p erm it m u ltip le  
users to access  m any of the sam e inform ation  
e lem en ts  alm ost s im ultaneously . As a p rac tica l 
m atter, the system  m ust be a b le  to m ain ta in  the  
status of each  d a ta  e le m e n t and control the  
seq u en ce  of access  and u pdate .

S p ec ific  system  controls are requ ired  to 
m ainta in  p rocess in tegrity  and  consistency, and  
to perm it reconstruction of events and recovery  
in the event of system  fa ilu re . T hese controls  
m ay requ ire  the use of h ig h -sp eed  m em ory to 
record the status of a lI p rogram s b e ing  execu ted  
and d a ta  ac c e s s e d  or a s im ila r tech n iq u e  that 
allow s d e fin itive  b ou n d aries  to be draw n around  
processes and th e ir effects.

T he  results of any g iven  process activ ity  m ay  
n ecess ita te  a  system  g en era ted  response to 
co m p u ter operations, m anagers , auditors, or 
others w ith in  the en terprise . For exam p le , an 
o peratio n s o fficer in a bank m ay w ant to be  
notified  w hen and by w hom  a transaction  g rea ter  
than a  s tipu la ted  d o lla r am ount w as p rocessed, 
or an au d ito r m ay w an t to know w hen a 
transaction  affecting  a dorm ant acco un t w as  
p ro cessed — the system  could  p ro v id e  this  
inform ation.

O ther control features w ill be req u ired  if 
a d v a n c e d  system s have the c a p a b ility  to 
a n a ly ze  the results of e ach  processing  step or 
program  execution  and d y n a m ic a lly  generate , 
e lim in a te , or rese q u e n c e  the steps in the q ueue  
aw aiting  processing .

Activity Logging. O n c e  a sp ec ific  step  in a 
process has been  co m p le ted , the system  should  
have the c a p a b ility  to record or log who  
execu ted  w h at p rocess step  and  w hat d a ta  
e lem ents  w ere  a ffected . T he  system  m ust be  
a b le  to record this d a ta  on a file  a c c e s s ib le  only 
to s p ec ific  personnel. This d a ta  should not be  
a c c e s s ib le  to those persons over whom  
acco u n tab ility  has b een  reco rd ed . As an 
e xam p le , the activ ity  log that records passw ord  
ch a n g e s  m ad e  by au th orized  personnel should  
not be a c c e s s ib le  to those personnel. S im ilarly , 
the activ ity  log that records the au d ito r’s access  
to the d a ta  base  m ust not be a c c e s s ib le  to the  
auditor.

A lthough the prim ary purpose of the activity  
log w ould  be for control, it w ould  be useful to
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m a n a g e m e n t in rev iew ing  c o m p lia n c e  with  
stated  p o lic ies  and p ro cedu res  and for other 
au dit purposes.

An entry in this log need  not be g en era ted  
each  tim e a user enters a transaction, or each  
tim e a p ro cess step is execu ted . Rather, it is up  
to the en terp rise  to identify  sp ec ific  users, kinds  
of transactions, and process steps that requ ire  
log g in g . For exam p le , the activ ity  log m ight 
contain  the fo llow ing  inform ation:

□  Identity  of the user

□  P rocess(es) requested
□  T im e  and d ate  of request
□  P rocess(es) perform ed
□  Results o b ta in ed

T he  g en era tin g  and lo gg ing  of the  foregoing  
inform ation w ill a llo w  the au d ito r or others to 
effec tive ly  m onitor w ho is access in g  w hat 
inform ation w ithin the enterprise.

Auditability Features
The features  d e s ira b le  in a d v a n c e d  ED P  
system s to ensure that the system s are g en era lly  
a u d ita b le  are  the sam e features  d e s ira b le  for 
effec tive  m an ag em en t of the inform ation system . 
A p oss ib le  excep tio n  m ight be the form and  
period  for retention of inform ation for audit 
purposes. Previously stated au d itab ility  
o b jec tives  re la te  to au d it trails, au d it ev id en ce , 
au d it control, and au d it tools. T h ese  au d itab ility  
o b jec tives  m ight be m et if the control features  
previously  stated  are im p lem en ted  into 
a d v a n c e d  co m p uter system s. For e xam p le , one  
of the au d itab ility  o b jec tives  is au d it control; that 
is, the au d ito r requ ires the c a p a b ility  to au d it the  
system  w ithout b e ing  w ho lly  d e p e n d e n t on it. In

the past this has m ean t that the auditor m ight 
co py  files  re la ted  to finan c ia l ap p lic a tio n s  and  
process them  on a se p a ra te  co m p uter system  
with s p e c ia lly  w ritten  au d it program s. How ever, 
w hen system s have the high level of control 
a c h ie v a b le  with the reco m m en d ed  control 
features in this chapter, the aud ito r m ight gain  
assu ran ce reg ard in g  the in d e p e n d e n c e  of audit 
processing  by rev iew ing  activ ity  logs that cover  
p eriods during  w h ich  the au d it p rocessing  w as  
perform ed.

The au thorization  control co n cep t a lone w ill 
provide all auditors  of a d v a n c e d  system s with  
p otentia lly  m uch g rea te r in d e p e n d e n c e  than is 
a v a ila b le  today.

Audit Tools
A ud it tools p ro v id e  fle x ib le  inform ation retrieval 
and testing  c a p a b ilitie s  for the auditor. T hese  
ca p a b ilitie s  are outlined below  and in ch apter 5.

A d v a n c e d  ED P  system s should in c lu d e  an 
easy -to -lea rn  d e c la ra tiv e  lan g u ag e  that w ill 
a llo w  auditors  to in terrogate a d a ta  base, 
perform  m ath em atica l opera tio n s  on d a ta  base  
e lem ents , form at output files, g e n e ra te  reports, 
and so forth.

N atura lly , auditors  should  b e  a b le  to perform  
these o peratio n s using co m p ou n d  se lection  
crite ria  such that a s p e c ific  subset of inform ation  
could  be g en era ted  w ithout involved  
pro gram m ing . For e xam p le , an au d ito r in a  
banking  environm ent m a y  w ant to se lec t only  
those em p lo y e e  accounts  with acco un t 
b a la n c e s  g re a te r than $ 1 ,0 0 0  that had m ore  
than ten transactions in a b iw eek ly  period .

T he system  should  p rov ide  this kind of 
c a p a b ility  and provide users w ith sp e c ia l 
p urpose routines such as s tatistica l sam p lin g , 
regression  analysis , m o d e l-b u ild in g  m odules,

and  the like to a id  in the au d it effort. W ith these  
routines the au d ito r w ou ld  be a b le  to s ta tistica lly  
se lec t random  sa m p le s  for testing and  perform  
an a ly tica l au d it p rocedures .

A dd itio n a lly , the au d ito r should be p ro v id ed  
with the c a p a b ility  to sp ec ify  w hich  kinds of user 
requests should be au to m atica lly  lo g g ed  onto  
an au d it file . The  au d ito r should  be a b le  to 
sp ecify  that all requests, a stipu la ted  
p e rc e n ta g e  of a ll requests, or those that m eet a 
g iven  criteria , be w ritten  to the “au d it lo g ” file. 
This c a p a b ility  is d ifferen t from an activ ity  log 
that docu m en ts  w ho perfo rm ed  w h at request. 
The au d it log p ro v id es  the au d ito r w ith  an au d it 
trail of the transactions that w ere  p rocessed  
ag a in s t s p e c ific  in form ation e lem ents . For 
e xam p le , the au d ito r w ou ld  be a b le  to sp ec ify  
that a ll transactions affecting  a  p articu la r cash  
g en era l le d g e r acco u n t or that a ll em p lo yee  
b a la n c e  acco un ts  be au to m atica lly  logged.

A d v a n c e d  system s should be d e s ig n e d  w ith  
“au d it hooks” that w ou ld  a llo w  the au d ito r’s
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program s to b e  in tegrated  into the norm al 
process ac tiv ities  asso c ia ted  with sp ec ific  
transactions. This feature  w ould  p rov ide  the 
au dito r w ith the c a p a b ility  to m onitor p ro cessing  
activ ity  and s e lec t sp ec ific  transactions for 
excep tio n  reporting  or au d it testing. This  
c a p a b ility  could  be used in various w ays. For 
e xam p le , the au d it d ep artm en t could  be notified  
"o n -lin e ” w hen a user request of a sp ec ific  kind  
w as en tered  into the  system . This typ e  of 
routine could  be used to m onitor transactions  
involving dorm ant accounts  in a banking  
environm ent. System s and ap p lica tio n s  
program  ch a n g e s  could  be s im ilarly  m onitored.

Today, p ortab le  com puters  that can process  
in a “s ta n d -a lo n e ” environm ent, or co m m u n ica te  
with a large  co m p u ter system  are a reality. The  
au d ito r could  a c cess  the inform ation system , 
se lec t finan c ia l transactions for testing, and  
transfer th ese  transactions to a sep ara te  
"au d ito r’s c o m p u te r” for analysis. This ap p ro ach  
is fast b eco m in g  cost effective  in to d a y ’s 
environm ent. A d van ces  in tech n o lo gy  w ill surely  
m ake this ap p ro a c h  even  m ore cost e ffective  
tom orrow.

T he inform ation system  sch em atic  (exhib it 
4 -1 ) d e p ic ts  the control features d e s c rib e d  in 
the previous sections.

U sers who have term ina l e q u ip m e n t access  the  
inform ation system , and the authorization  
control routine a c c esses  the authorization  tab le  
and d e term in es  w h eth er or not a user’s 
iden tification  or s ign-on  param eters  are  
a c c e p ta b le  to the system . If they are, user 
en tered  d a ta  re la ted  to transaction  typ e  are  
v a lid a te d  ag a in s t a p p ro p ria te  entries in the  
authorization  tab le .

If all c rite ria  are met, the processing  
p rogram (s) are then c a lle d  and control is 
p assed  to them . W hen processing  is co m p le te , 
control is p assed  b ack  to the authorization  
control routine and a p p ro p ria te  activ ity  logs 
crea ted .

The purpose of this sch em atic  is to p resent 
on a co n cep tu a l level the control features that 
auditors  b e lieve  are n ecessary  in an ad van ced  
system s environm ent— it is not a p roposed  
solution. T h ese  features  w ill perm it the control 
o b jec tives  re lating  to a c cess  to assets, 
transaction  in itiation and record ing , and  
co m parison  of records of acco u n tab ility  to be 
ach ieved .

All of th ese  c a p a b ilit ie s  can  be incorporated  
into an a d v a n c e d  system . If they are, they w ill 
provide m an ag em en t and the auditor with much  
n eed ed  control and aud itab ility  features.

EXHIBIT 4— 1 INFORMATION SYSTEM SCHEMATIC

Audit
Hook

Interface

User
Authorization

Table

Application
Data

1Includes the following routines:
Input/output 
Authorization control 
Data management 
Audit hook
System management

User Output
Report

System Software1

Application
Processing
Program(s)

Activity
Log

14



Chapter 5

Audit Approaches fa Advanced 
EDP Systems

This ch a p te r re lates a d v a n c e d  E D P  system s to 
the au d it process d e s c rib e d  in ch a p te r 2 and  
presents potentia l p rob lem  areas  with the ir 
re la ted  au d it co nsid eration s and su gg ested  
tools and tech n iq u es  for auditors. This ch ap te r  
provides  the au d ito r w ith a starting point for 
co ns id erin g  the effect of an a d v a n c e d  E DP  
system  on the au d it process. The m ateria l is 
d irec ted  to the in d ep en d en t or external auditor; 
but, m any of the au d it tech n iq u es  and  
a p p ro a c h e s  m ay be suited for use by internal 
auditors. This ch ap te r a lso has the seco nd ary  
purpose of provid ing  inform ation to 
m an a g e m e n t and EDP personnel reg ard in g  
au d iting  co nsiderations re levant to their 
a d v a n c e d  ED P  system s.

The p rin c ip a l o b je c tiv e  of the in d ep en d en t 
audito r is the expression  of an opin ion  on the  
fa irness of the finan c ia l s tatem ents of the  
en terp rise  in conform ity w ith g e n e ra lly  a c c e p te d  
acco un tin g  p rin c ip les  or w ith  a co m p reh ens ive  
basis  of acco un tin g  other than g e n e ra lly  
a c c e p te d  acco un tin g  p rin c ip les . The study and  
evaluation  of internal acco un tin g  control is an 
in te rm ed ia te  step in the  au d it process. The

term  “au d iting  a d v a n c e d  EDP system s” refers  
to those au d iting  p ro cedu res  that re late  to the  
und erstand ing  or testing  of such system s or the  
results p ro d u ced  therefrom . Such  
u nd erstand ing  and  testing  is not an end  in 
itself, but a  part of the au d it process.

M an y  acco un tin g  control tech n iq u es  in 
a d v a n c e d  E D P  system s w ill d iffer m arked ly  from  
those in present conventional ED P  system s. 
N onethe less , the rev iew  and eva luation  
ap p ro a c h  to E D P  acco un tin g  controls fo llow ed  
by an au d ito r w ill m ost likely continue to be 
along the lines set forth in the A IC P A  au d it and  
acco un tin g  g u id e  on that s u b je c t.1

W hen au d iting  a d v a n c e d  E DP system s, the  
au dito r w ill likely p la c e  a high d e g re e  of 
re lian ce  on a d v a n c e d  E DP system s controls and  
m ay use the system  to perform  c o m p lia n c e  and  
substantive testing  p ro cedu res  d e s c rib e d  in 
ch ap te r 2. Therefore, au d it review  of the d es ig n  
and d e v e lo p m e n t of an ad v a n c e d  E D P  system  
can h e lp  assure that control and au d itab ility  are  
a d e q u a te ly  c o n s id ered . The aud it 
cons id era tion s  during  the system s d es ig n  stage  
are outlined  in this chapter.

Auditing Advanced EDP Systems— Some 
Differences

T he  areas  of d iffe ren ce  b etw een  co nventional 
ED P  system s and a d v a n c e d  E D P  system s, from  
an au d iting  point of v iew , in c lud e  the fo llow ing:

1. C o m p lex ity
2. N ature  of ev id en tia l m atter
3. R e la tion sh ip  b etw een  acco un tin g  controls  

and ev id en tia l m atter
4. N ature  of au d it control
5. A udit trail co nsid eration s
6. T ech n iq u es  req u ired  for acce s s  to 

inform ation

7. T im in g  of au d it p ro cedu res

E ach of th ese  is d iscu ssed  be lo w  w ith the ir 
attendant au d it concerns.

Complexity. O n e  of the m ost s ig n ifican t 
pro b lem s fac in g  the au d ito r of an a d v a n c e d  EDP  
system  is und ers tand ing  the flow  of accounting  
inform ation through w h at m ay be a very co m p lex  
series of p ro cessin g  steps that frequently  
in teract w ith e ach  other and  with those in other 
system s. T he au d ito r’s p re lim inary  o b jec tives  
are to identify  (1 ) how transactions are in itia ted

1See AICPA Audit and Accounting Guide, The Auditor's Study and Evaluation of Internal Control in EDP Systems (New York: 
AICPA, 1977).
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and flow  into the fin an c ia l s tatem ents, (2) the  
re la tionsh ip  be tw een  the ED P  and m anual 
portions of the system , and (3 ) the basic  
structure of acco un tin g  control.

P roper d ocum entation , au d it rev iew  during  
system  d es ig n , and  e ffective  internal aud it 
review s of a d v a n c e d  ED P  system s can  all 
sign ifican tly  red u ce  the tim e and, consequently , 
the cost of this phase  of the  audit. 
S tan d ard iza tio n  of system s (such as operatin g  
system s and a p p lic a tio n  system s) by the ir 
d eve lo p ers , to g eth er w ith an ap p ro a c h  s im ila r to 
the “third party aud ito r re v ie w ,’’2 could  also  
red u ce  au d it cost. U n d er this su gg ested  
ap p ro ach , an au d itin g  firm m ight obta in  a 
system  d e scrip tio n  su itab le  for au d it use, review  
and test the s ta n d a rd ize d  system , and  provide a 
report d irec ted  to other auditors  d e s c rib in g  the  
results of th ese  p ro cedu res  and sugg est tests  
that an au d ito r m igh t perform  on such a system .

Nature of Evidential Matter. The auditor 
needs  suffic ient co m p eten t ev id en tia l m atter to 
afford a reaso n ab le  basis  for an opin ion  
reg ard in g  the fin an c ia l statem ents under 
e x a m in a tio n .3 In m anual system s and som e E D P  
system s, th is e v id e n c e  in c lud es  docum ents  
ev id e n c in g  actions (for e xam p le , approva ls ), 
transactions, assets, or oblig atio ns, w hich  
the au d ito r can  exam in e  or confirm  with  
in d ep en d en t parties.

M a c h in e -s e n s ib le  e v id e n c e  can  be c h a n g e d  
w ithout leav ing  a trace. Today, auditors  
frequently  co m p are  item s se le c te d  from  
m a c h in e -s e n s ib le  records to ap p ro p ria te  source  
d ocum ents  to o bta in  satisfaction  that 
transactions have b een  p roperly  recorded . 
T hese a p p ro a c h e s  m ay not be fe a s ib le  in som e  
a d v a n c e d  E D P  system s b ec a u s e  in d ep en d en t 
or supporting  d ocu m en ts  m ay not be a v a ila b le . 
O ther tech n iq u es  w ill be req u ired  to p ro v id e  and  
control the ev id en tia l m atter n e e d e d  by the  
auditor.

Relationship Between Accounting Controls 
and Evidential Matter. In a p p ly in g  a 
trad itiona l au d it ap p ro ach , the au d ito r seeks to 
identify  acco un tin g  controls upon w hich  
re lian ce  m ay be p la c e d . The aud ito r then tests  
c o m p lia n c e  w ith th ese  control p ro cedu res  to 
obtain  satisfaction  that they are o p era tin g  as 
p rescrib ed . W h en ever these contro ls a p p e a r to 
be function ing  e ffective ly , the au d ito r m ay be in 
a position to rely on them  as a basis  for 
a p p ro p ria te ly  restricting the extent of 
substantive  au d itin g  p rocedures .

A lternatively , if the au d ito r chooses not to rely  
upon acco un tin g  controls, c o m p lia n c e  testing is 
not n ecessary, a lthough  su bstantive testing  
cannot be red u ced .

In a d v a n c e d  E D P  system s the a ltern ative  of 
not relying upon acco un tin g  contro ls m ay not 
exist. The  aud ito r m ay be requ ired  to understand  
and test for c o m p lia n c e  those contro ls that effect 
the fo llow ing:

1. A ffect the va lid ity  or in tegrity of system
contro lled  or in itia ted  au d it ev id en ce .

2. R estrict the ab ility  to a lter e v id e n c e  in
m a c h in e -s e n s ib le  form.

3. P rovide a bas is  for effective  au d it control
w hen the au d ito r re lies  on the system  for
testing purposes.

For e xam p le , m ost bank currency d isp en sers  
p ro du ce  a transaction  record, one co py of w hich  
is p ro v id ed  to the custom er. A second  copy is 
reta ined  w ithin the d isp en s in g  d e v ic e  and  is 
used to support the d a ily  transactions, such as 
the cash  d isb u rsed . Th is  transaction  record  
co py  m ight p rov ide  useful e v id e n c e  for audit 
purposes if the contro ls over the in itiation of 
transactions and over the creation  and hand lin g  
of these  d ocu m en ts  are  effective. If these  
controls are  not effective , the trad itio n a l audit 
ap p ro ach  of ex ten d in g  the testing  of these  
d ocu m en ts  w o u ld  not be effective . In such a 
situation, the au d ito r w o u ld  have to c o n s id er  
w h eth er a lte rn a tive  p ro cedu res , such as  
confirm ation  w ith the b a n k ’s custom ers, could  
p ro v id e  satisfactory a u d it ev id en ce , or w hether 
contro ls  are so lack in g  that it is unlikely  that any  
conclus ions can be m a d e  from further aud it 
testing.

In o rder to au d it e ffec tive ly  in an ad v a n c e d  
system s environm ent, the aud ito r w ill p ro bab ly  
p la c e  a high d e g re e  of re lian ce  upon the  
controls in the system . Effective accounting  
contro ls are requ is ite  to such re lian ce . The  
auditor, therefore, m ay be requ ired  to 
understand  and test th ese  controls. In the  
a b s e n c e  of th ese  controls, the au d ito r m ay be  
u n ab le  to au d it at a reaso n ab le  cost.

Nature of Audit Control. All au d it testing, 
w h eth er m anual or involving E D P  system s, must 
be perform ed w ith in d e p e n d e n c e  and  
objectiv ity . W h en ever c lie n t personnel p rovide  
assis tance  in the p erfo rm ance  of aud it 
procedures , an a c c e p te d  p rac tice  is to 
supervise, review , and test this work before  
p lac in g  re lian ce  upon it.

2See AICPA Audit and Accounting Guide, Audits of Service-Center-Produced Records (New York: AICPA, 1974), wherein the 
concept of a review of an accounting system in use at a service center is made by a “third party auditor" and relied upon by 
auditors of the customers of the service center.

3See SAS no. 1, Sec. 330.
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W hen the auditor perform s tests in an EDP  
environm ent, certa in  c lien t p rov ided  program s  
frequently  are  used. For e xam p le , if the auditor 
w ere  to p repare , test, an d  process a  program  to 
m ake statistical se lectio n s from files  m ain ta in ed  
on a c lien t ED P  system , the au d ito r usually  w ill 
be requ ired  to use the c lie n t’s o pera tin g  system , 
d a ta  m an ag em en t system , or s im ila r program s. 
In o rd er to obta in  satisfaction that au d it re lian ce  
can  be a p p ro p ria te ly  p la c e d  on those program s  
and that the integrity of the au d it testing has not 
been co m p ro m ised , the auditor should obta in  
reaso n ab le  satisfaction  that those e lem ents  of 
the system  being  used are p roperly  function ing .

In an a d v a n c e d  system s environm ent this  
re lian ce  m ay be m ore d ifficu lt to obtain . 
E ffective and au d ita b le  controls over acce s s  to 
system s program s, such as the o perating  
system  and the d a ta  base m an ag em en t system , 
could  p rov ide  a basis for re lian ce  for aud it 
purposes. In the a b s e n c e  of such controls, the  
au d ito r m ay be requ ired  to use an in d ep en d en t 
co m p u ter system  or use m ore costly a lternative  
pro cedu res  that provide the d e g re e  of 
in d e p e n d e n c e  required.

W h en ever aud it testing  is to be perform ed  
using ED P  tech n iq u es  in an a d v a n c e d  system s  
environm ent, the fo llow ing  g enera l p ro cedu res  
are su ggested :

1. C o n s id er w hich  of the fo llow ing  e lem ents  of 
the c lie n t’s system  are b e in g  re lied  upon for 
the au d it tests to be perform ed:
a. O p era tin g  system
b. D ata  base  m an a g e m e n t system
c. D ata  co m m u n icatio ns system
d. A p p lica tio n  program s

2. C o n s id e r w hether ap p ro p ria te  controls exist 
to p rovide a satisfactory basis for relying  
upon each  of the ab ove  id en tified  e lem ents .

3. Identify how co m p lian ce  with these control 
pro cedu res  can be tested  to the extent 
d eem ed  necessary if re liance  is to be p laced  
on such control procedures.

4. Process the aud it ap p lic a tio n  and  co n s id er  
som e m ethod of in d ep en d en t verificatio n  of 
the au d it p ro cessing  results.

Audit Trail Considerations. O n e of the
ch arac teris tics  of a d v a n c e d  system s is the use 
of unconventional or tem po rary  au d it trails. 
A udit tra ils  in the form of transaction  listings and  
the like m ay not exist in these  system s. M ore  
likely, the au d it trail w ill exist in 
m a c h in e -s e n s ib le  form for lim ited  perio d s  of 
tim e. M icro film , m icrofiche, and  h igh ly  
co n d en sed  printouts and sum m aries  of 
inform ation w ill likely constitu te m ore perm an en t 
form s of au d it tra il inform ation. D ocum ents  
supporting  transactions m ay not be cen tra lly  
filed  and, in m any cases, m ay not exist.

A typ ica l au d it trail environm ent m ight be as 
follows: The accounts rece ivab le  system is 
d es ig n ed  to retain  m icro fich e  co p ies  of 
cu sto m ers ’ s ta tem ents for au d it trail purposes. 
This inform ation is a lso  reta ined  in 
m ach in e -s e n s ib le  form on the d a ta  base system  
for ap p ro x im ate ly  two months, after w hich  tim e it 
is destroyed . In o rd er to au d it e ffic ien tly , the  
audito r w ill requ ire  a c cess  to the  
m a c h in e -re a d a b le  records. O therw ise, the 
auditor m ay be forced into the uneconom ical 
a lternative  of rev iew ing  large  volum es of 
m icro fich e  records and ap p ly in g  essen tia lly  
m anual au d it p ro cedu res  to them .

M a c h in e -s e n s ib le  au d it tra ils  m ay exist for 
shorter tim es (as little as a few  hours) in som e  
system s. The au d ito r m ay choose to access  this  
inform ation d irec tly  from the d a ta  base. This  
ap p ro ach  is d iscu ssed  below . A nother 
ap p ro ach  is to use one or m ore of the tools and  
tech n iq u es  d iscu ssed  in the last section of this 
chapter. T hese tech n iq u es  m ay e n a b le  the  
audito r to c rea te  "se lec tive  au d it tra ils ’’ b ased  
upon transaction  type, transaction  am ount, tim e  
of day, or any other criteria .

Techniques Required for Access to 
Information. As m ore and more information is 
in teg rated  into a d v a n c e d  E D P  system s, 
co m p u ter-ass is ted  au d iting  tech n iq u es  w ill 
likely b eco m e the m ost eco n o m ica l m ethod to 
access  this inform ation for audit purposes. The  
audito r w ill req u ire  tools to access  inform ation  
contained  in a  d a ta  base and to access control 
inform ation re lating  to a d v a n c e d  E D P  system s. 
This c a p a b ility  w ill be fundam enta l to 
perform ing  an e ffec tive  audit.

In a trad itio n a l E D P  system , inform ation  
usually  is stored or reco rd ed  (physica l form ) in a 
m anner that represents the log ica l or co ncep tu a l 
view  (lo g ica l form ) of the file. For exam p le , an 
accounts re c e iv a b le  file  m ay contain  one or 
m ore records for ea c h  custom er w ith b a lan ces  
due. Each record m ight contain  the custom er 
num ber, nam e, and re la ted  inform ation  
perta in in g  to that cu s to m er’s account. These  
records are  norm ally  o rd ered  in custom er 
num ber seq u en ce .

In a m odern  d a ta  b ase  system , inform ation is 
p h ys ica lly  reco rd ed  in a m anner that bears little  
re s e m b la n c e  to its lo g ica l form. For exam p le , 
the log ica l form of the previous e x a m p le  w ou ld  
be u nch an g ed . The phys ica l form m ight be to 
record  on one a re a  of a d isc  the custom er 
num ber, nam e, ad dress , and  so forth. A nother 
d isc  a re a  m ight contain  a ll sa les  transactions in 
d ate  and  invo ice  n u m b er seq u en ce . These  
transaction  records w o u ld  not contain  any  
custom er in form ation, rather, they w ou ld  contain  
a p o in ter to the  in form ation in the custom er d isc  
area. A th ird  d isc  a re a  m ight contain  custom er
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rem ittance inform ation. This m ight consist of 
only d a te  rece ived , am ount, and pointers to the  
re lated  sa les  transaction  records. The d a ta  base  
m an a g e m e n t system  m akes the p red efin ed  
lo g ica l connection  betw een  these resp ective  
physica l d a ta  e lem en ts  and w ould  be used to 
p ro du ce  the log ica l eq u iv a le n t of the b a la n c e  
due file  d e s c rib e d  in the previous parag rap h .

O bviously , the  au d ito r access in g  
inform ation in such a d a ta  base o rd in arily  w ill 
have to use the d a ta  base  m an ag em en t system  
to m ake the necessary  lo g ica l connections  
b etw een  p hysica l d a ta  e lem ents . In that case, 
the aud ito r should  c o n s id er the au d it control 
im p lica tio n s  of such use. In d ep en d en t co m p uter  
au d it program s could  be d e v e lo p e d  as an 
a ltern ative  to p la c in g  re lian ce  on the d a ta  base  
m an ag em en t system . Such program s have not 
b eco m e w id e ly  used, p rin c ip a lly  b ec a u s e  of the  
co m p lex ity  of d e v e lo p in g  a g e n e ra lize d  
ap p ro ach  to a ccess in g  d a ta  in physical form  
from a varie ty  of d a ta  base  form ats.

G en era lly , d a ta  base inform ation m ust be at 
a static  point in o rd er to be useful for audit

purposes. An in teractive  system  that operates  
on a tw enty-four-hour basis  m ay not be su itab le  
for au d it use unless a p ro per cutoff can be 
estab lish ed .

Timing of Auditing Procedures. The auditor 
trad itio n a lly  has perform ed au d it testing  som e  
tim e after transactions have occurred . In an 
a d v a n c e d  ED P  system s environm ent, certain  
au d iting  p ro cedu res  w ill be perform ed  
im m ed ia te ly  fo llow ing  transaction  o ccurrence. 
In som e situations, au d iting  p ro cedu res  m ay be 
perform ed before transaction  processing  is 
co m p le te . This m ay be ac c o m p lis h e d  by aud ito r  
contro lled  co m p u ter au d it p rogram s that are  
“e m b e d d e d ” in the system . U n sch ed u led  visits  
or testing  in itia ted  from rem ote term in a ls  are  
other tech n iq u es  a p p lic a b le  for this environ
ment. Idea lly , the au d ito r w ill b eco m e involved  
during  the system s d es ig n  process to ensure  
that necessary  acco un tin g  controls, audit 
routines, and the like are incorporated  into the  
system .

Auditing Approaches to Advanced Systems
The au d ito r of an o rg an iza tion  using ad v a n c e d  
E D P  system s w ill need  to possess a d e q u a te  
k n o w led g e  and e x p e rie n c e  of E D P  in ad d ition  to 
that req u ired  in accounting , au d iting , taxation, 
and re la ted  subjects . M any s ituations w ill 
requ ire  the au d ito r to u tilize , supervise, and  
rev iew  the w ork of E D P  au d it spec ia lis ts .

Technical Proficiency. Som e of the functional 
areas  of skill and  p ro fic ien cy  that w ill be  
n ecessary  for these  auditors and E DP au dit 
sp ec ia lis ts  in c lud e  the fo llow ing:

1. D ata  p ro cessing  functions
a. D a ta  entry tech n iq u es
b. C o m p u te r configurations (for exam p le , 

m in ico m p uters  and  co m m u n icatio n  
netw orks)

c. O p e ra tin g  environm ents (for e xam p le , 
m u ltip ro cess in g  and virtual sto rage)

d. F ile  o rg an iza tio n  and  u p d atin g  (for 
e xam p le , random  processing , in tegrated  
d a ta  base  processing , and  shared  files )

e. P rocessing  environm ents (for e xam p le , 
b atch -m o d e  and rea l-tim e)

2. E D P  au d itin g  tools an d  tech n iq u es

3. E D P  control co ncep ts

A lthough the “g e n e ra l” au d ito r w ill obviously  
not requ ire  an in -d ep th  kn o w led g e  in all these  
areas, som e kn o w le d g e  at the co n cep tu a l level 
w ill be n ecessary  in o rd er to properly  supervise  
and rev iew  the w ork of those E D P  au d it 
sp ec ia lis ts  p ossessing  such in -dep th  
k n o w le d g e . 4

The Auditor’s Participation During Systems 
Design. The au d ito r is co n cern ed  w ith the  
fo llow ing  k inds of questions during  the d es ig n  of 
a d v a n c e d  E D P  system s:

•  W h at control p ro ced u res  should be in c lud ed  
in the system  to p rov ide  for e ffective  
acco un tin g  contro l?

•  W hat is the b est a p p ro a c h  for au d iting  the  
system  in a  cost e ffec tive  m anner?

•  W h at au d it c a p a b ilit ie s  should be 
incorporated  into the system ?

•  W h at d e g re e  of au d it control should  be  
p ro v id ed  over au d it p rogram s and d a ta  
files?

The au d ito r has the best opportun ity  to 
assure that th ese  issues a re  satisfactorily
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reso lved  by rev iew ing  system s during the  
d es ig n  stage. Frequently, the au d ito r m ay  
su gg est that ad d itio n a l control p ro cedu res  be  
incorporated  into the system , that certa in  
u nn ecessary  control p ro cedu res  be e lim in a ted , 
or that a d d itio n a l records or testing c a p a b ilit ie s  
be p ro v id ed  for au d it purposes. Such controls  
m ay result in m ore e ffic ien t o peration  of the  
system . M o d ifica tion s  are m ore eas ily  m ad e  
during  system s d esig n  rather than after the  
system  has b eco m e opera tio n a l. C h an g es  to an 
opera tio n a l system  can  be ex trem ely  costly  and  
w ill m ost likely be m et with a g rea t d ea l of 
resistance. W h ile  this ap p ro ach  is a p p lic a b le  to 
all E D P  system s, it is m uch m ore im portant in 
a d v a n c e d  ED P  system s.

The g enera l steps that an aud ito r m ight take  
during  the system s d es ig n  s tage are  set forth in 
A p p e n d ix  3.

Review and Evaluation of Accounting 
Controls. B ecause  of the co m p lex ity  of som e  
a d v a n c e d  system s, a first-tim e rev iew  of 
accounting  controls m ay be tim e consum ing. 
This review, w h ich  m ay be substantia lly  
c o m p le ted  during the system s d es ig n  stage, 
should be fo llo w ed  by su b seq u en t rev iew  and  
testing  procedures . A udits at a later tim e  
m ay requ ire  rep eating  th ese  procedures .

The first review  of a proposed  or an existing  
system  should be d irec ted  at g a in in g  an 
u nd erstand ing  of the system , identify ing  
acco un tin g  controls and the au d it trails, 
d eterm in in g  the potentia l d e g re e  of re lian ce  to 
be p la c e d  on the controls, and d e v e lo p in g  an 
effective  au d it ap proach . The p ro cedu res  to be 
a p p lie d  during the system s d es ig n  stage, w hich  
are  d iscu ssed  in the p re c e d in g  section and in 
A p p e n d ix  3, can be a d a p te d  to m eet the  
o b jec tives  of a first review  of an existing  system.

S u b seq u ent p ro cedu res  are those necessary  
to co m p le te  the review , perform  c o m p lia n c e  
testing, eva lu a te  the acco un tin g  contro ls in the  
system , and  d e term in e  the nature, tim ing , and  
extent of substantive testing. These  p ro cedu res  
also  are outlined  in A p p e n d ix  3.

G enera l C ontro ls . G en era l controls in c lud e  
those that re late  to m ore than one a p p lica tio n . 
T hey include such p ro cedu res  as seg reg a tio n  of 
functions, and controls over access  to d a ta  and  
program s. In an ad v a n c e d  system s  
environm ent, a high d e g re e  of re lian ce  upon  
g en era l controls w ill be necessary. T he  g enera l 
contro ls incorporated  into operatin g  system s, 
d a ta  base  m an ag em en t system s, d a ta  
co m m u n ica tio n  system s, and s im ila r system s  
can  b e  key e lem ents  that contribu te  to e ffective  
acco un tin g  control.

S ince  g enera l controls span  ap p lic a tio n  
b oundaries , the ac tiv ities  of personnel

resp o ns ib le  for these  contro ls should be su b jec t 
to c lose  supervis ion  and control. For exam p le , 
system s program m ers, who are resp o ns ib le  for 
m ain ta in in g  the p rogram s in the operatin g  
system , w hich  contro ls  the function ing  of all 
other program s, could  d is a b le  a key control 
feature, such as the  n ecessity  for passw ords to 
access  data, th e reb y  rendering  m any other 
contro ls in the system  ineffective. An e ffective  
p ro cedu re  for rev iew  and ap proval of all 
ch ang es  to o p era tin g  system  program s could  be 
used to m itig a te  this possib ility . For e xam p le , a 
program  is p resently  a v a ila b le  that crea tes  a log 
of all m od ifica tion s  a p p lie d  to the operatin g  
system . This cou ld  prove to be a useful 
m an ag em en t and au d it tool.

The au d ito r should  co n s id er the e ffect that 
controls at o ther locations m ay have on those at 
the location b e ing  eva lu a ted . For exam p le , in a 
d istribu ted  system , poor controls at one location  
could  co m p ro m ise  o therw ise effective  controls  
elsew here .

A p p lic a tio n  C ontro ls. A p p lica tio n  controls  
are those that a p p ly  to a s ing le  a p p lica tio n . For 
exam p le , the control p ro cedu res  that w ou ld  be  
used in an au to m atic  inventory reordering  
system  w ould  be u n ique to that a p p lica tio n . 
E xam p les  of ap p lic a tio n  control p rocedures  
in c lud e  those d e s ig n e d  to a llo w  (1) only  
authorized  input to be a c c e p te d  for p rocessing , 
(2) the rev iew  and control of correction  and  
resubm ission  of errors d e tec ted  by the system , 
and (3) p rocessing  results to be su b jec ted  to 
lim it and reaso n ab len ess  checks. A p p lica tio n  
controls, to be effective , d e p e n d  upon effective  
g enera l controls.

The trend in system s d eve lo p m en t a p p e a rs  
to be tow ard g rea te r use of “g e n e ra l” system s, 
for exam p le , d ata  base systems, w here possible, 
and is m oving aw ay  from system s that handle  
only a s in g le  ap p lic a tio n . H ence , a g rea ter  
em p h as is  w ill be requ ired  on the review  and  
und erstand ing  of g en era l controls as a requ is ite  
to the eva lu atio n  of ap p lic a tio n  controls.

Audit Testing—Advanced System 
Considerations. A udit testing can be  
c lass ified  into tw o types of tests:

1. S ubstan tive tests of the va lid ity  of d a ta
u nderly ing  transactions and b a lances.

2. C o m p lia n c e  tests d e s ig n e d  to p rov ide
assu ran ce that the controls being  re lied
upon are function ing  properly.

The au d itin g  p ro b lem s d iscu ssed  e a rlie r  in 
this chapter, p a rticu la rly  those re la ted  to 
ev id en tia l m atter and  re lia n c e  on controls, 
should be co n s id ered  w hen ap p ly in g  testing  
tech n iq u es  to a d v a n c e d  E DP system s. The  
b a la n c e  of this ch a p te r w ill d iscuss au d it testing
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in an a d v a n c e d  system s environm ent and w ill 
d iscuss the co n s id era tio n s  for d es ig n in g  such  
tests to g e th er with som e tools and tech n iq u es  
w hich  m ay be useful for such testing.

S ubstan tive  Testing. T he  au d ito r should  
co n s id er the p ro b lem s ra ised  u nd er ev id en tia l 
m atter e a rlie r  in this c h a p te r w hen d es ig n in g  
substantive tests. S p e c ific a lly , the a v a ila b ility  of 
in d e p e n d e n t ev id e n c e , the d e p e n d e n c e  upon  
the p ro per function ing  of contro ls and  the ir 
re la tio n sh ip  to the a c c e p ta b ility  of this  
ev id e n c e , and  the su scep tib ility  of unauthorized  
ch an g es  to th is e v id e n c e  should all be  
c o n s id ered  by the auditor. C lo se  in tegration  
betw een  c o m p lia n c e  testing  and  substantive  
testing  m ay be requ ired .

C o m p lia n ce  Testing. A g en era l ap p ro ach  to 
d es ig n in g  and d e v e lo p in g  c o m p lia n c e  tests  
co u ld  be as follows:

1. Identify  the control p ro cedu res  b e ing  re lied  
upon in the  fo llow ing  areas:
a. To p la c e  re lian ce  upon the controls over 

system  p ro d u ced  e v id e n c e  used for 
substantive  testing.

b. To red u ce  the extent of substantive  
testing.

c. To p la c e  re lian ce  upon system  contro ls or 
system  p rogram s w h ile  perform ing  other 
tests,

2. Identify  the a p p ro p ria te  tim e perio d s  to be  
co vered  by the test. In au d it situations  
su bstan tia lly  a ll of the  p erio d  b e ing  au d ited  
is p re ferab le .

3. Identify  w h ich  kinds of transactions, logs, or 
other records of c o m p lia n c e  are  a v a ila b le  for 
testing.

4. C o n s id e r the exten t to w h ich  each  of the  
id en tified  records m ight be used for other 
au d it purposes.

5. D es ig n  an d  a p p ly  the p a rtic u la r c o m p lia n c e  
test.

6. D e te rm in e  the e ffect of the  testing  results  
upon the contro ls b e in g  eva lu a ted .

C o m p lia n c e  testing  can be perfo rm ed  using  
e ither actual transactions, such as live or 
historical d ata , or s im u la ted  transactions, such  
as dum m y data .

W hen the aud ito r e lec ts  to test actual 
transactions, th ey  are  u sually  tes ted  for 
e v id e n c e  th a t control or system  features  being  
re lied  upon by the au d ito r have functioned  
properly . T ran sactio n s, as v ie w e d  in this  
context, co u ld  in c lu d e  acco u n tin g  transactions  
or system s transactions, such as program  or 
system  ch an g es . C o m p lia n c e  tests are  in tended  
to p rov ide  assu ran ce  ab ou t the controls, but not 
about the  v a lid ity  of the  und erly in g  acco un tin g  
transactions.

A ctual transactions can  be tested  m anually  
o r can  b e  tested  during  co m p uter-ass is ted  au d it 
tech n iq u es . Live d a ta  in c lud es  actual 
transactions as they are  b e in g  processed. 
H istorica l data, on the other hand, in c lud es  
transactions that have b een  p ro cessed  
co m p le te ly .

T estin g  with s im u la ted  or dum m y  
transactions involves the use of aud ito r 
in troduced test transactions in an a ttem pt to 
ascerta in  w h eth er a control o pera tes  as 
p rescrib ed  on these  transactions. The system  
b e ing  tested  in this m anner could  be the actual 
system  operatin g  in a live m ode, or it could  be a 
copy of the system  or p a rticu la r program  of 
concern. In s ituations w h ere  a copy is u tilized , 
the aud ito r needs  to obta in  reaso n ab le  
assu ran ce that the program  and ch an g es  tested  
rep resen ted  a copy of those ac tu a lly  used  
throughout the p erio d  co ve red  by the au d it 
procedure . W h ile  it m ay be d ifficu lt to obtain  
ev id en tia l m atter ab ou t w h ich  p rogram s w ere  
used, lib rarian  system s that m ainta in  a record of 
all p rogram  m o d ification s can  prove to be 
help fu l.

Audit Testing—Tools and Techniques. This  
section  d iscu sses  som e tools and  
so ftw are -b ased  tech n iq u es  a p p lic a b le  to 
au d iting  in an a d v a n c e d  system s environm ent. 
The tools and tech n iq u es  can  be d iv id e d  into 
the fo llow ing  th ree  g enera l ca tegories: (1) those  
that o p era te  on live d a ta  on a rea l-tim e  basis, (2) 
those that o p era te  on h istorical d ata , and (3) 
those that u tilize  s im u la ted  or dum m y data.

The tech n iq u es  m atrix at the end  of this  
ch a p te r su m m arizes  the inform ation d iscu ssed  
in the fo llow ing  sections. The fo llow ing  is not 
in ten d ed  to be an exh austive  list or teach in g  
g u id e , but rather serves to fa m ilia rize  the read er  
with som e a d v a n c e d  au d iting  techn iques.

T e ch n iq u e s  U s in g  L ive  D ata . T ech n iq u es  in 
this ca teg o ry  usually  req u ire  that a ll d a ta  
re lating  to the p articu la r test to be perform ed  
be su b jec ted  to an au d it se lectio n  step before or 
during  norm al p ro cessing . This se lection  step  
iden tifies  s p e c ific  transactions of au d it interest. 
The id en tification  w ould  usually  be b ased  on 
au dito r d e te rm in ed  c rite ria  such as d o lla r  
am ount, transaction  type, authorization  code, 
statistica l s am p lin g  co nsid eration s, and  so 
forth. In m ost situations all transactions of 
in terest w ou ld  be p ro cessed  through an audit 
program  or “au d it m o d u le ,” w h ich  perform s the 
req u ested  iden tification . A ud it m o d ules  could  
be a part of the ven d o r su p p lie d  operatin g  
system , the a p p lic a tio n  program s, or som e other 
system  com ponent.

A ud it hooks are  points in a system  that a llow  
a u d it m o d u les  or program s to be in tegrated  into
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the norm al processing  activ ities . A udit hooks  
can be d e s c rib e d  as “w indow s" into the system  
and audit m odules  could  “ look through" these  
w in do w s and se lec t transactions as they are  
being  processed. A udit hook cap ab ilities  should  
be p ro v id ed  by system s d es ig n ers  at certa in  
points in the o p era tin g  system , d a ta  
co m m u n ica tio ns  system , d a ta  base  
m an ag em en t system , and  ap p lic a tio n  system . 
A lso au d it hooks should be p ro v id ed  by the  
vendors of co m p u ter h ard w are  so that certa in  
types of hard w are  control operations could  be 
su b jec ted  to aud it testing. A ud it hook c ap ab ility , 
o nce incorporated , should  be carefu lly  
contro lled .

O n ce  the p articu la r transaction  of audit 
interest has been  iden tified , it is a v a ila b le  for 
analys is  by the aud ito r and  could  be re ta ined  in 
m a c h in e -s e n s ib le  form or prin ted  for 
su b seq u en t au d it fo llow up. E ach  of the  
tech n iq u es  be lo w  is illustrative of one typ e  of 
p rocessing  of these  iden tified  transactions.

“ T a g g in g ”  tra n s a c tio n s — A “tag " or in d ica tor is 
affixed  to “ iden tified  transactions" early  in the  
p ro cessing  cyc le . The au d ito r is then provided  
with a co m p le te  trail of all paths fo llo w ed  by the  
ta g g e d  transaction  in the ap p lic a tio n  system . 
This trail can be in m a c h in e -s e n s ib le  form or 
prin ted  so it can  be a n a ly ze d  by the auditor. 
O ther d a ta  with w hich the ta g g e d  transaction  
in teracts at each  s ig n ifican t processing  step  
can  be cap tu red  and d is p la y e d  for the aud ito r 
as w ell.

For e xam p le , a ll sa les  transactions over a 
certa in  am ount or any of a  p red e te rm in ed  
list of custom ers could  be ta g g e d . T ransaction  
data, c red it limit, current unp a id  b a la n c e  due, 
d e lin q u e n t am ounts due, and  so forth, co u ld  be  
re ta in ed  to perm it the  au d ito r to an a lyze  the  
cre d it ap p ro va l process.

This tech n iq u e  could  be useful for 
c o m p lia n c e  testing purposes. The au d ito r m ight 
p la c e  m ore re lian ce  on the  results b ec a u s e  
actu a l transactions are  used in the p rocessing . 
The flow  of transactions through the system  can  
be portrayed  in a m an n er that w ill g reatly  
en h an ce  the a u d ito r’s und ers tand ing  of the  
system . In som e situations, transaction  ta g g in g  
m ay prove to be an a c c e p ta b le  a ltern ative  to a 
co m p le te  au d it trail for all transactions.

The c a p a b ility  of cap turing  and d isp lay in g  
au d it inform ation for previously ta g g e d  
transactions should be c o n s id ered  and  
incorporated  at the tim e a system  is d es ig n ed . 
A ttem pts to a p p ly  such an ap p ro a c h  to a 
previously  d e s ig n e d  and  p ro g ram m ed  system  
can be ex trem ely  costly.

R ea l-tim e  n o tif ic a tio n — R ea l-tim e  notification  is 
the continual rev iew  of p reviously  id en tified  
transaction  types for au d it purposes. This review

could  be im p lem en ted  by using an audit hook 
ap p ro ach . T ransactions having  certa in  au d it 
s ig n ifican ce  can be prin ted  im m ed ia te ly  on an 
auditor’s term inal or listed for audit fo llow -up  at a 
later point in tim e. S p e c ific  transactions could  
be an a lyzed , and  if they m eet sp ec ific  criteria  
(that is, if the transaction  w as of a certa in  kind, 
the transaction  am ount w as g rea ter or less than  
a g iven  value, and so forth), a m essag e  
ind ica tin g  the typ e  of transaction  w ould  be  
fo rw ard ed  to the attention of the security  officer 
or other a p p ro p ria te  authority and, if 
ap p ro p ria te , to the auditor. In som e cases, a 
response from the security  d ep artm en t or other 
ap p ro p ria te  authority w ould  be necessary  
before the transaction  could  be c o m p le ted . In 
other cases, no response w ould  be necessary. 
The norm al au d it use of this kind of d a ta  w ould  
be to c h eck  c o m p lia n c e  to po licy  by review ing  
exceptions.

This tech n iq u e  m ight be particu larly  useful 
for s ig n ifican t transactions such as those of very  
la rge  d o lla r am ount or those having potentia lly  
w id e s p re a d  control im plications, for exam p le , 
ch an g es  to key portions of o perating  system  
program s. The live d a ta  can  be norm al 
acco un tin g  transactions, requests for system  
resources, such as a c cess  to certa in  files, or 
nonaccounting  activ ity , such as program  
ch ang es.

A u d it lo g — The au d it log is used to p rovide a 
record or log of certa in  d a ta  p rocessing  
activ ities  w h en ever they occur. The previously  
iden tified  transaction  types are  written into a 
record or file  that should be a v a ila b le  only to the  
auditor. In som e d a ta  base system s, the audit 
log contains a record of every transaction  
p rocessed. The au d ito r could  later print or use  
other tech n iq u es  to an a ly ze  these  records and  
m ake further tests as co n s id ered  ap prop ria te .

An au d it log norm ally  w ould  record events as 
they o ccurred  at a s p e c ific  point in a  system . 
E xam p les  in c lud e  a ttem pts to access  a 
particu la rly  sensitive  file — includ ing  an 
au d ito r’s file— c h a n g e  certa in  passw ords, 
override  certa in  ap p ro va l criteria , and so forth. 
S in ce  it can  b e  used  to focus attention a t control 
points w ith in  the  system , this te c h n iq u e  is 
p ro b ab ly  useful as a part of c o m p lia n c e  testing.

M o n ito rin g  sys tem s a c tiv ity  in fo rm a tio n —  
M onitoring  is the  use of h ard w are  an d /o r  
softw are to a n a ly ze  the activ ity  w ith in  a  
co m p u ter system . W h ile  the  p rim e o b je c tiv e  in 
m any of the  a p p ro ach es  in use today is to 
d ete rm in e  the e ffic ie n c y  of use of hard w are  and  
softw are resources by ap p lica tio n s , they do  offer 
the au d ito r the d a ta  w ith w h ich  to rev iew  actual 
system s activ ity .

T h e  live d a ta  to be m onitored norm ally  w ould  
in c lu d e  p rogram  in itiations, d a ta  file  accesses ,
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h ard w are  a llo catio n s, and so forth. F inancia l 
transactions usually  w ould  be exc lu d ed . The  
m onitors g e n e ra lly  use d a ta  about the  
function ing  of the system  and tend  to an sw er the  
questions of w ho uses the system  and w hat 
system  resources are used.

A p p lica tio n s  of this tech n iq u e  could  be  
ex p a n d e d  to in c lu d e  control functions  
perform ed by the hardw are  and by system s  
software.

T e ch n iq u e s  U s in g  H is to r ic a l D ata. These  
tech n iq u es  g e n e ra lly  are d es ig n ed  to provide  
the aud ito r w ith the c a p a b ility  of w orking with  
previously  p ro cessed  d a ta  in m a c h in e -s e n s ib le  
form. This d a ta  w o u ld  in c lud e accounting  
transactions, system s d ata , and sum m ary  
level inform ation. Also, d a ta  cap tu red  during  
processing  by one of the previously  d iscu ssed  
tech n iq u es  could  be co n s id ered  h istorical d a ta  
if a n a ly ze d  at a later tim e. A udit hooks, as  
d e s c rib e d  above, are  not necessary  to ap p ly  
these te c h n iq u e s  b ecau se  d a ta  has a lread y  
been p rocessed.

A u d it la n g u a g e s  a n d  p ro g ra m s  — If an 
easy-to -learn  au d it lan g u ag e  w as av a ila b le , 
auditors could  in terrogate  d a ta  base  files, 
perform  m ath em atica l o perations on h istorical 
d ata  base  e lem ents , and form at output files or 
reports b ased  on co m p ou n d  se lection  crite ria  
w ithout the need  for sp e c ia l p rogram s. A uditors  
could  use this la n g u a g e  for m ost of the ir needs, 
but the system  should a llo w  them  the c a p a b ility  
to ad d  the ir own s p e c ia l-p u rp o s e  m o d ules  such  
as s tatistica l sam p lin g , regression analysis, or 
business m o d e ling .

A uditors should have a v a ila b le  a library of 
g e n e ra lize d  program s to perform  au d it tasks  
under the ir control. T h ese  p rogram s could  be  
used in c o m p lia n c e  and  substantive testing.

The c a p a b ilit ie s  a fforded  by these  
lan g u ag es  and au d it p rogram s also can  be  
u tilized  by m a n a g e m e n t and should be  
pro vid ed  by both h ard w are  and  softw are  
vendors.

S im u la tio n — A nother m ethod of determ in in g  
the ac c u ra c y  of p ro cessed  d a ta  is for the aud ito r 
to reprocess it and  c o m p a re  the results o b ta in ed  
with those g e n e ra te d  by the c o m p a n y ’s 
processing . This tech n iq u e , c a lle d  s im ulation  or 
reprocessing , can  be a p p lie d  w ith aud ito r 
d e v e lo p e d  program s, an au d it lan g u age , or by 
an au d ito r rev iew  of au th entica ted  co p ies  of the  
c o m p a n y ’s p rogram s. The fo llow ing  e x a m p le  
m ight best illustrate  the use of th is tech n iq u e .

At the b eg in n in g  of the year, th e  au d ito r 
requests  c o p ie s  of all ap p lic a tio n  program s of 
interest. At various tim es during  the year, the  
au d ito r m ay a p p e a r a t the c lie n t’s o ffice  and  
request p rocessing  of, say, y e s te rd a y ’s

transactions ag a in s t the au d ito r’s copy of the  
program . Results can then be c o m p ared  with the  
co m p any 's  results to ga in  som e assurance that 
p ro cessing  is in a c c o rd a n c e  with co m p an y  
policy. The d e g re e  of such testing  w ould  
d e p e n d  on the ex is ten ce  and o peration  of a 
variety  of controls at the installation. Input 
m ateria l for m any a p p lic a tio n s  is “s c ra tch e d ” 
shortly after use; therefore, such testing usually  
cannot w ait until the end  of the fiscal year. This  
ap p ro a c h  can  be m ost e ffec tive  w hen done on a 
surprise basis.

B ecause  of its potentia l costliness, the 
au dito r m ay d ev ise  m ethods of d u p lic a tin g  only  
certa in  portions or m odules  of the c lie n t’s 
program  and still o bta in  the requ ired  assurance. 
A nother tech n iq u e  w ould  be to use an audit 
lan g u ag e  for s im ulation  purposes.

E xten de d  re c o rd s — U n d er the exten d ed  
records tech n iq u e , ad d itio n a l inform ation is 
re ta ined  in each  record so that a co m p le te  audit 
trail can be m ain ta in ed . For e xam p le , a 
custom er nam e and ad d ress  record m ight be 
d es ig n ed  so that prior versions of the ad dress  
w ill b e  m a in ta in ed  as part of the record. Thus, a 
co m p le te  au d it tra il of a ll ad dress  ch ang es  
w ithin a p articu la r acco un t w ou ld  be a v a ila b le  at 
any tim e. S in ce  this ap p ro a c h  increases the  
req u ired  am ount of s to rage c ap ac ity , it could  
b eco m e q u ite  exp en s ive . Until a d van ces  in 
tech n o lo g y  red u ce  s to rage costs, the ex ten d ed  
records te c h n iq u e  m ay be used w here the  
a v a ila b ility  of this kind of au d it trail w arrants the  
cost.

O th e r T e ch n iq u e s . This ca teg o ry  of  
tech n iq u es  in c lu d es  those that use s im ulated  or 
dum m y d a ta  and those that a n a ly ze  program s  
by other m eans. S ince  actual transactions are  
not used, th ese  tech n iq u es  can p rovide  
assu ran ce only as to co m p lian ce .

In te g ra te d  tes t fa c ility  (ITF) — The in tegrated  
test fac ility  is a m eans of in troducing  dum m y  
d a ta  into a  live ap p lic a tio n  system  to see  
w h eth er it is p ro perly  h an d led . The d a ta  is 
in troduced as though it w ere  live d a ta  and must 
be rem oved  at som e point during  the  
ap p lica tio n .

For e xam p le , a  dum m y custom er account 
m ay be set up ag a in s t w hich  the au d ito r could  
issue purchase  orders, rece ive  g oods from the  
co m p any, return goods, pay for them , and so 
forth. T hese d um m y transactions are entered  
a lo n g  with the real transactions of the d ay  with  
no d istinction  b e tw een  them . The auditors  can  
o bserve  the  treatm en t a c c o rd e d  the transaction  
on the c o m p a n y ’s records an d  have som e  
assu ran ce  that p re s c rib e d  controls are, or are  
not, function ing  p roperly . E xceptio n al 
transactions can  be a tte m p te d — taking
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unw arranted  discounts, o rd erin g  in excess  of 
cre d it lim its, returning m ore goods than  
p urchased , and  so forth— to verify c o m p lia n c e  
with s tated  policy.

C lo se  control of a ll ITF transactions en tered  
should be m ain ta in ed  to assure that the finan c ia l 
statem ents have not been  inadverten tly  
d isto rted  by the  p rocessing  of test transactions. 
If th is te c h n iq u e  is in use by internal auditors, 
the firm 's  in d ep en d en t auditors  should verify  
that all ITF transactions have b een  b a cked  out 
p roperly  or o therw ise contro lled .

P rogram  a na lys is  te c h n iq u e s — Som e auditors  
b e lie v e  that a rev iew  of the d e ta ile d  p rogram  
steps is a useful ap p ro ach  to u nderstand ing  and  
eva lu a tin g  acco un tin g  controls. This ap p ro ach  
m ay be a p p ro p ria te  w hen there  is no p ra c tic a b le  
a lte rn a tive  to g a in in g  an und erstand ing  of the  
controls or processing  steps in a program . 
A lthough there  are tools a v a ila b le  to assist the  
au d ito r w ith such a  review, th is ap p ro ach  can  be  
q uite  co m p lex , tim e-co n sum in g , and  requ ire  a 
d e ta ile d  system s and p ro gram m ing  kn ow ledge. 
This ap p ro ach  should  be v iew ed  as a part of the  
rev iew  of the system ; it p rov ides  little or no 
assu ran ce  as to co m p lia n c e . O n ce  a  program  
has been  rev iew ed , it should  be tested  as 
a p p ro p ria te  for the kind of c o m p lia n c e  
assu ran ce  des ired .

P rogram  analys is  tech n iq u es  perm it the  
au dito r to a n a ly ze  the function ing  of a  co m p uter  
program  or series  of program s. T ransaction  d a ta  
is not used in the process. Rather, the rules by 
w h ich  the transaction  w ill be or has been  
p ro cessed  are an a lyzed .

In the p rocess of trac in g , using a sp e c ia l 
program , the co m p uter is m ad e  to print out each  
c lien t p rogram  step  as it is perform ed. The  
au dito r could  d e term in e  by rev iew ing  the  
printout w h eth er processing  has been  
co m p le te d  in a c c o rd a n c e  w ith his 
und ers tand ing  of the p rogram  logic. The  aud ito r  
m ay a c q u ire  a better und ers tand ing  of the  
a p p lic a tio n  and b eco m e aw are  of unused  
portions of the program  (w hich  m ay be potentia l  
pro b lem  areas). It is, how ever, a costly  
tech n iq u e  and  should  be used only w hen it is 
necessary  to review  d e ta ile d  co d e  and d e ta ile d  
execution .

M a p p in g  is b as ic a lly  a subset of trac ing . 
Instead  of printing every step, the review  
program  prints out only the steps re la ted  to 
d ec is io n  points in the c lien t program . The  
au d ito r could  ag a in  d e term in e  if certa in  parts of 
the program  w ere  not used and could  
investigate  to find out if this w as a p p ro p ria te . If 
the se le c te d  steps w ere  in fact perform ed  
properly, the au d ito r has som e assu ran ce  that 
the p ro g ram m ed  contro ls are operatin g .

In the p rocess of re c o m p ilin g  a n d

co m p aring , the au d ito r o bta ins and review s a 
control copy of c lien t program s of interest at the  
start of the au d it period . At a  later tim e, the  
au d ito r o bta ins a co py  of the current version of 
that program  and co m p ares  the current co py  
with the control copy. If there  are no d ifferences, 
the auditor has som e assu ran ce that the  
program  has co ntinued  to process  
p ro perly— having p reviously  been satisfied  as to 
its correctness. If there  are  d ifferen ces be tw een  
the two, the ap p ro ved  ch an g es  m ad e  to the  
program  should  be rev iew ed . This tech n iq u e  
m ight be used in con junction  with trac ing  or 
m ap p in g . This can  be a laborious and  
tim e-co n sum in g  m ethod, e s p e c ia lly  if p rogram s  
are re la tive ly  vo la tile . It requ ires a relative ly  
co m p reh en s ive  p ro gram m ing  kn ow led g e  on the  
part of the auditor.

There are  a series of o ther tools and  
te ch n iq u es  a v a ila b le  to auditors for certa in  
situations. These  in c lud e  the fo llow ing:

•  Various f lo w ch a rtin g  p a cka g e s  w h ich  e n a b le  
the au d ito r to p ro du ce  a flow chart of the  
co m p uter p rogram  logic. The  aud ito r starts 
with a p rogram  source c o d e  w hich  is 
p ro cessed  by the flow charting  p a c k a g e  
p roducing  the flow chart.

•  D e c is io n  ta b le  a n a lys is  p a cka g e s  w h ich  can  
p ro du ce  the lo g ic  of the program  in d ec is io n  
ta b le  form at. Som e of these  p ac k a g e s  can  use  
a d ec is ion  ta b le  as input to g en era te  a 
program  that can  be used to s im ulate  the  
processing  of the program  to be tested.

•  C ross-re fe rence  system s  w h ich  can  p rovide  
listings that show every occurren ce  of each  
nam e used in a program . Such a listing can  
be a  v a lu a b le  a id  in the review  of a program .

•  P erform ance  a n a lys is  p a cka g e s  w h ich  can be  
used to d e tec t unused portions of a program . 
This can be useful for identify ing  program  
instructions that are  tr ig g ered  by sp e c ia l or 
unusual c ircu m stan ces  or events.

•  Test data  gen e ra to rs  w h ich  can  q u ick ly  
crea te  files  co nta in in g  va lid  an d /o r invalid  
d ata  that can  be used to perform  high vo lum e, 
co m p reh en s ive  tests. This can fac ilita te  a 
“test f i le ” ap p ro ach  for co m p lex  a d v a n c e d  
system s an alo g ou s to the “test d e c k ” 
ap p ro ach  used by auditors  in punched  card  
system s.

M an y of th ese  te c h n iq u e s  can be used  
to g eth er to p ro v id e  h igh ly  e ffective  aud it 
c a p a b ilitie s . For e xam p le , the use of a test d a ta  
generator, co u p led  w ith a  p erfo rm ance an alysis  
p a ckag e , can  p ro v id e  an extrem ely  effective  
testing  tech n iq u e . A fter the test d a ta  has b een  
crea ted , it can  be p ro cessed  through the  
program  to be tested  u nd er the control of a
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perfo rm ance  an alysis  p a ckag e . This tes t, am ong  
other th ings, w ill p ro du ce  a list of program  
instructions that w ere  not tested. Test d a ta  can  
then be m o d ified  or e x p a n d e d  to p ro du ce  a test 
file  that w ill exe rc ise  every instruction in the  
program .

P o ten tia l Techn iques. It is obvious from the  
p a c e  at w hich  co m p uter tech n o lo gy  is 
a d van c in g  that current co m p uter tech n iq u es  
m ay not be suffic ient to satisfy the a u d ito r’s 
requ irem ents  in the future. Tw o tech n iq u es  that 
m ay help  satisfy these requ irem ents  are  
program  certification  and  in d ep en d en t 
co m p uters  used for au d it purposes.

C ertifica tio n  of p rogram s w ould  perm it 
auditors to rely on the processing  of s tandard  
audit softw are p ackag es , such as d a ta  base  
m anagers , co m p ile rs , and other retrieval 
p ackag es .

A uditors cou ld  use an in d ep en d en t 
co m p uter in tercon n ected  to a c lie n t’s ad v a n c e d  
ED P  system  to fa c ilita te  various m o d ellin g , 
sim ulation and testing  tech n iq u es  for 
d eterm in in g  the reaso n ab len ess  of overall 
re c o rd -keep in g . T hese com puters  also could  be  
used to retrieve live d a ta  and to an a lyze  and test 
system s softw are w ith re la tive ly  little re lian ce  on 
the c lie n t’s system .
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Chapter 6

Summary Conclusions, and 
Recommendations

C ontinued  c h a n g e  in d a ta  processing  
c a p a b ilit ie s  and a p p ro a c h e s  will im pact the  
business en terp rise  and its m an ag eria l style. 
The a u d ito r’s role, w h ile  not having c h a n g e d  
o b jec tives , w ill involve s ig n ifican tly  a lte red  
m ethods.

T he p rin c ip a l purpose of this report w as to

bring to the attention of various in terested  
parties the th inking  of auditors  w ho have a lread y  
been affected  by som e of these  chang es . The  
lo n g -ran g e  potentia l and the need  for careful 
p lann ing  so as to take  a d v a n ta g e  of these  
chang es , w h ile  still e ffec tin g  a d e q u a te  control 
of the resultant system s, has been  em p h as ized .

Conclusions
D e v e lo p m e n t of th is report has h ig h lig h ted  the  
need for co m m u n ica tin g  the fo llow ing  
m essag es  to the in d ic a te d  parties.

Systems Designers and Providers of EDP 
Hardware/Software. A d van ced  products w ill 
be used to d e v e lo p  system s for business or 
other o rg an iza tion s . Such products should  
pro v id e  h ard w are  and  system s softw are  
features, such as the au d it hook c a p a b ility  
d e s c rib e d  in c h a p te r 4, that w ill perm it w ell 
co ntro lled  and  a u d ita b le  ap p lic a tio n  system s to 
be d e s ig n e d . If th ese  c a p a b ilitie s  are  not built 
into the e q u ip m e n t an d  the m anufacturer- 
s u p p lie d  softw are, in d iv id u a l p urchasers  
m ay be fo rced  to invest substantia l portions  
of th e ir d a ta  p ro cessin g  b ud g ets  to provide, 
through o ther m eans, the controls w h ich  could  
have b een  in teg ra ted  into your p roducts at 
su bstan tia lly  low er cost.

System s d e v e lo p e d  using a d v a n c e d  
h ard w are  and  co n cep ts  w ill be su b jec ted  to 
audits. It is better to be aw are  of the au d ito r’s 
s p e c ific  n eed s  at the tim e  a d v a n c e d  system s  
are d e v e lo p e d , rather than a ttem pt to retrofit

such requ irem ents  after system s are  
opera tio n a l. W hen  user requ irem ents  are  
d efin ed , in c lud e  the au d ito r’s requ irem ents and  
be p rep ared  to u tilize  the control c a p a b ilitie s  
built into the hardw are.

Management. A uditors, through the ir 
kn o w led g e  of control co n cep ts  and the ir  
e x p e rie n c e  in au d it situations, can  m ake  
constructive and cost e ffec tive  contributions to 
system s of the future. T h e ir inputs m ay ,be 
sig n ifican t not only as to in itial system  d esig n  
but as to the opera tio n a l env ironm ent as w ell.

Auditors. T e c h n ic a l p ro fic ien cy  w ill be put to 
a m ost severe  test w orking  in ad van ced  
environm ents such as those d iscu ssed  in this  
p aper. A ud it skills  should be kept continuously  
current through a w e ll-c o n c e iv e d , m eticu lously  
o p era ted  e d u ca tio n  and tra in in g  program  
en co m p ass in g  ch an g in g  technology. By m aking  
others aw are  of the au d ito r’s expertise , auditors  
w ill have a g re a te r opportun ity  to assum e a m ore  
a c tive  role in d e fin ing  a p p ro p ria te  aud it 
requ irem ents  and contro ls for future system s.
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Recommendations
The fo llow ing  reco m m en d ation s  are offered.

Systems Designers and Providers of 
Hardware/Software. C o m m u n ica te  with  
auditors  to co n s id er th e ir needs, and  use th e ir  
control exp ertise  as a co m p lem en t in d e v e lo p 
m ent of new  system s.

C o n s id e r the  au d ito rs ’ requ irem ents  to 
perform  the attest function on an in d ep en d en t 
basis  and the ir d es ire  to perform  it using  
effec tive  and eco n o m ica l m ethods.

Provide inform ation about current and future  
d eve lo p m en ts  in a d v a n c e d  system s.

Management. The g o a ls  of m an ag em en t 
p ara lle l and  support those of auditors. 
Therefore, m an ag em en t should  m ainta in  an 
aw areness  of s ig n ifican t ch an g es  in EDP  
system s in o rd er to e va lu a te  the resulting im pact 
on the business environm ent and the need  to 
d efin e  and install a p p ro p ria te  acco un tin g  
controls. Further, m an a g e m e n t should c o n s id er  
the n eed  to co nd u ct a continu ing  d ia lo g u e  with  
auditors  to keep  them  inform ed about p lan n ed  
ch a n g e s  in d a ta  processing  ap p lica tio n  
system s.

M a n a g e m e n t should take the in itia tive  in 
o b ta in in g  suffic ient aud ito r invo lvem ent in the  
d es ig n  and insta lla tion  of a d v a n c e d  EDP  
system s to foster the im p lem en tatio n  of internal 
acco un tin g  controls.

M a n a g e m e n t should retain  the final vo ice  in 
the im p lem en ta tio n  of reco m m en d ed  controls, 
w e ig h in g  the cost of such contro ls ag a in s t the  
re la tive  risk of not im p lem en ting  them .

Auditors. C ontinue to obta in  educatio n  
reg ard in g  ch an g es  in ED P  system s and assist in 
defin ing  and im p lem en ting  new  and effective  
controls, and new  and effec tive  au d it tools and  
tech n iq u es  so as to assist in the b en e fic ia l use

of such system s.
C o m m u n ica te  w ith m an ag em en t, system s  

d es igners , and h ardw are /so ftw are  
m anufacturers. A cq u a in t them  w ith aud it 
requ irem ents  and  the d es irab ility  of various  
controls.

T ake  the in itia tive  in co m m u n ica tin g  to 
in terested  parties  ab ou t the exp ertise  of auditors  
in d e fin ing  and  im p lem en tin g  controls.

The A IC P A  should c o n s id er sponsoring, 
perh aps  on a jo int basis  w ith other in terested  
org an iza tion s , the fo llow ing  types of activ ities:

1. E stab lish in g  a continu ing  d ia lo g u e  with  
m ajor ED P  vendors and su pp lie rs  to m ake  
them  aw are  of the au d ito rs ’ concerns and  
requ irem ents  in regard  to hardw are /so ftw are  
au d it and control c a p a b ilitie s . This effort 
should en co m p ass  operatin g  system s and  
other system s softw are d e v e lo p e d  by such  
m anufacturers  and  by others.

2. D evoting  ad d itio n a l effort to defin ing  the  
requ irem ents  for a g e n e ra lize d  softw are  
p a c k a g e  c a p a b le  of in terfacing  with a d a ta  
base m a n a g e m e n t system . C o n s id er
the feas ib ility  of inc lud ing , w ith in co m p uter  
h ardw are, features that w ould  support the  
basic  o b jec tives  of m an ag em en t control and  
au d itab ility .

3. Iden tify ing  and d e fin ing  attributes, controls, 
and d e v e lo p m e n t p ro ced u res  that w ould  
fa c ilita te  a “third p arty” au d it review  of 
softw are w ou ld  be extrem ely  helpful, 
p articu la rly  in reg ard  to system s software. 
The d e v e lo p m e n t of a p p lic a b le  s tandards for 
such a rev iew  should also be co ns id ered .

4. D e ve lo p in g  a continu ing  educatio n  program  
to train auditors  in the tech n ica l and aud it 
co ns id era tion s  involved in a d v a n c e d  E DP  
system s.
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APPENDIX 1

Ultimate Corporation—A Future Advanced 
System

U ltim ate  C orporation  is a hypothetica l e x a m p le  
of an a d v a n c e d  E D P  system  that cou ld  be  
d e s ig n e d  in the future. U ltim ate  is in ten d ed  to 
p rovide  a useful illustration of the au d iting  
p ro b lem s that such system s can present.

U ltim ate  C orporation  is in the business of 
p ro cessing  and fo rm ulating  liqu id  ch em ica ls . 
Inventories of raw  c h e m ic a ls  a re  m a in ta in ed  in 
la rge  vats. These  vats are e q u ip p e d  with a 
sensing  d e v ic e  w h ich  s ig n a ls  U ltim a te ’s 
co m p u te r system , c a lle d  UAS (U ltim ate  
A d van ced  System ), w hen the inventory level 
fa lls  be lo w  the reorder point.

UAS then an a ly ze s  the future inventory  
req u irem ents  and eco n o m ic  o rder quan tities  to 
d ete rm in e  the am ount to be o rd ered  from one of 
U ltim a te ’s four m a jor vendors. UAS can  conn ect 
itself by d a ta  co m m u n ica tio n  fa c ilitie s  to each  of 
the four v e n d o r’s com puters. This c a p a b ility  is 
used to q uery  the v e n d o r’s com puters to 
d ete rm in e  the a v a ila b ility  and  best p rice  for 
e ach  item  to be o rd ered . T he  actua l o rd er is 
transm itted  to the se le c te d  ven do r co m p uter 
from U A S  by d a ta  co m m u n ica tio ns  an d  g iven  a  
com m on o rd e r/s h ip p e r num ber. No trad itio n a l 
purchase  o rder d o cu m en t is p rep ared .

The v e n d o r’s co m p u te r then p rocesses the  
order for de livery . L iqu id  c h e m ic a ls  are  
d e liv e re d  through a d ire c t p ip e lin e  co nn ectin g  
the ven d o r to U ltim ate . U ltim ate  has a sensing  
d e v ic e  on th is p ip e lin e  w h ich  m eters the am ount 
of c h e m ic a l rece ived  and  transm its that d irec tly  
to UAS.

W hen  U ltim ate  has rece ived  the o rd ered  
am ount, U A S  then co m m u n ica tes  d irec tly  to its 
b a n k ’s com puter. P aym ent for the  c h e m ic a ls  
re ce ived  is m ad e  by an e lec tro n ic  fund transfer  
system  (EFTS) from U ltim a te ’s bank acco un t to 
the  ven do r's  bank account. The  v e n d o r’s 
co m p u ter a c k n o w le d g e s  re c e ip t of paym ent 
d irec tly  to U ltim a te ’s com puter. No trad itiona l 
c h eck  e v id e n c e s  this paym ent.

U ltim ate  C orporation  o bviously  presents  
som e u n ique and in teresting  au d iting  p roblem s. 
A n um ber of events have  taken  p la c e  during  this  
transaction  cyc le . N on e  of th ese  events have  
b een  e v id e n c e d  by any form of trad itio n a l 
d ocu m en ts  as w e know  them . There are no 
p urchase orders, rece iv in g  reports, ven do r 
invoices, c a n c e le d  checks, acco un ts  p ayab le , 
or other docu m en ts  or transactions, e ither

internal or external. T he  in tegrity of U ltim a te ’s 
processing  is d e p e n d e n t upon the e ffectiveness  
of controls in very a d v a n c e d  E D P  system s.

S p e c ific a lly , the p ro b lem s  fac in g  the auditor 
of U ltim a te ’s fin an c ia l s tatem ents  are  these:

1. A b s e n c e  of a v a ila b le  in d ep en d en t ev id e n c e  
supporting  transactions.

2. Lack of a c le a r au d it trail.
3. Lack  of e v id e n c e  of au thorization  for 

transactions.
4. The  need  to p la c e  heavy re lian ce  upon the  

system  of in ternal control, such as those over 
authorization  and  reco rd in g  of transactions.

5. T he  need  to u nderstand  the  flow  of 
inform ation through the  p ro cessing  cyc le  
an d  its re la tio n sh ip  to controls.

6. The  n eed  to test the contro ls b e in g  re lied  
upon.

7. The need  for a u d ito r’s h ard w are  or softw are  
to be incorporated  into this system .

O n e  a u d it a p p ro a c h  to this system  m ight 
su gg est the use of an au d ito r’s sensor on the 
p ip e lin e  and the inventory vats. The  auditor 
could  request a m a c h in e -s e n s ib le  file  of a ll 
e lec tro n ic  fund transfer transactions from the  
bank and, from each  vendor, a file  contain ing  
th e ir records of all transactio ns w ith U ltim ate. 
This inform ation cou ld  then be used to verify  
in d ep en d en tly , e ither on a test basis  or 
co m p le te ly , U ltim a te ’s transactions with its 
m ajor vendors w h ich  w ere  p ro cessed  by this 
system . This ap p ro a c h  w ould  requ ire  hardw are  
(such as sensors) and  softw are tools and  
tech n iq u es  to co llec t, an a lyze , and  eva lu a te  this  
inform ation.

T he  U ltim ate  A d v a n c e d  System  co n c e iv a b ly  
could  be e x ten d ed  to a p p ly  to transactions with  
U ltim ate 's  custom ers as w ell as its vendors. 
U ltim ate  could  b eco m e co n n ec ted  to its 
custom ers by a d irec t p ip e lin e  as w ell. In this  
environm ent, one can  envision an entirely  
au to m ated  process w ith in  U ltim ate  C orporation. 
F in an c ia l s tatem ents cou ld  be p ro d u ced  d a ily  
and the auditor's  opin ion  thereon m ight be  
ren d ered  w ithin hours.

O bviously , this e x a m p le  is som ew hat 
s im p lified  and futuristic. H ow ever, portions of 
the U ltim ate  system s are  in use today. For
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APPENDIX 1 Continued

e xam p le , the c h e m ic a l and  petro leum  industries  
both use sen so r/co m p u te r-b ased  “process  
co n tro l” system s for production  purposes. The  
pop u larity  of e lec tro n ic  funds transfer system s  
has been  grow ing  s ign ifican tly . The  use of d a ta  
co m m u n ica tio ns  b etw een  custom ers and

vendors, or even be tw een  com petitors, as is the  
case  in the a irline  industry, is a lso a grow ing  
p ractice .

T hese system s p rov ide  s ig n ifican t audit 
c h a lle n g e s  today and these  c h a lle n g e s  surely  
w ill g row  in the future.
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APPENDIX 2

Authorization Concepts for 
Processing Systems

This a p p e n d ix  illustrates one v iew  of an 
inform ation system  and has been  d e v e lo p e d  to 
attem pt to c la rify  one of the key contro ls—  
authorization— that auditors  b e lieve  is 
n ecessary  in an a d v a n c e d  system s  
environm ent. The  inform ation processing  
system  d e s c rib e d  is in d ica tive  of those that w ill 
exist in the d ev e lo p in g  g eneration  of system s.

The m ajor e lem en ts  of an inform ation  
processing  system  are these:

1. U se rs— T h ese  are internal personnel at all 
leve ls  and outsiders w ho p rep are  and  
requ ire  inform ation through interaction  with  
the system . This inform ation consists of d a ta  
re la ted  to past or future events p resented  in a  
form at that is u n d ers tan d ab le  and  
m ean ing fu l to the sp ec ific  user.

2. P ro c e s s e s — The tech n iq u es , p rocedures, 
program s, m icro cod e , or other steps that 
trans la te  the user’s “request" into the 
inform ation req u ired  to perform  a g iven  job  
function.

3. D a ta — T he stored representation  of the  
events, records, p lans, po lic ies , procedures ,

Users
To further an und ers tand ing  of inform ation
system s, it is ad van tag eo u s  to c lass ify  users into
the fo llow ing  ca teg o ries:

•  M an a g e m e n t consists of g en era l, functional, 
or o p era tio n a l em p lo y e e s  w hose p rim ary  
purpose it is to d ire c t others and to ac h ie v e  
end results through others. This ca teg o ry  of 
users is p rim arily  involved in the p lan n in g  
and control a sp ec ts  of the en terprise.

•  O p era tio n s  p e rs o n n e l a re  the em p lo y e e s  or 
others w ho are p rim arily  co n cern ed  with  
entering , u p d atin g , retrieving, and  
p ro cessin g  d ata .

•  A u d ito rs  a re  e ither the  internal or external 
auditors  of the  en terprise.

•  A p p lic a tio n  p ro g ram m ers  are the  em p lo y e e s  
prim arily  invo lved  in the d e v e lo p m e n t of 
a p p lic a tio n  softw are w ho specify , in 
co m p u ter term s, the  p rocesses that trans la te  
the d a ta  into the in form ation req u ired  for

Information

program s, and d ec is io n  c rite ria  of the  
enterprise . Two broad  c lass ifica tio n s  of d a ta  
are static  d a ta  and d yn am ic  data . Static d a ta  
consists of the records w h ich  relate to 
inform ation that is re la tive ly  fixed  w ithin the  
enterp rise  such as nam es and ad dresses  of 
em p lo yees , p hysica l p lan t locations, m ajor 
custom er nam es and addresses , product 
d escrip tions, and  so forth. D ynam ic  d ata  
consists of the d a ta  asso c ia ted  with the  
events of the en terp rise  that ch an g e  or 
fluctuate  on a d a ily  or p e rio d ic  basis. This  
w ould  inc lude, but not be lim ited  to, the data" 
re lated  to the n um ber and va lu e  of a g iven  
product sold w ith in  a lim ited  tim e span, 
such as an hour or a  day. Essentia lly , 
d yn am ic  d a ta  is the d a ta  asso c ia ted  w ith a 
s ing le  even t w h ich  has little m ean in g  in and  
of itself. U sually , it is only after that d a ta  has 
been  su m m arized  for a sp ec ific  period  or set 
of events that it b eco m es  m ean ing fu l 
inform ation to m em bers  of the enterprise.

T h ese  th ree  e lem en ts  or m ajor com ponents  
of an inform ation system  w ill be d iscu ssed  in 
d eta il in the fo llow ing  sections.

p lan n in g , control, and o p era tio n a l purposes.
•  System  p ro g ra m m e rs  are  the  em p lo yees  

prim arily  co n cern ed  with genera tin g , 
u p d atin g , m od ify ing , and  contro lling  the  
g en era l system s softw are n orm ally  furn ished  
by the h ard w are  vendor.

•  EDP co n tro l involves the  E D P  personnel who  
are resp o ns ib le  for s a feg u ard in g  the E DP  
en vironm ent in c lu d in g  the creation  and  
c h a n g e s  to the en terp rise  d a ta  base.

•  C om pu te r o pe ra to rs  are  the E D P  d ep artm en t 
personnel p rim arily  co n cern ed  with  
m onitoring and contro lling  the co m p uter  
hardw are .

T h ese  users m ay in teract w ith  an inform ation  
system  e ith e r d irectly , through te rm in a ls  or other 
kinds of input, or ind irectly , through p red efin ed  
processes that a re  a  part of another co m p uter  
system  that is in d ire c t co n tact w ith the prim ary  
co m p u ter system .

N atura lly , th is is a  g e n e ra liz e d  overv iew  of

30



APPENDIX 2 Continued

the p o ss ib le  users w ith in  any en terprise , and  the d iscuss the co ncep ts  re lated  to ED P  control and  
g ro up ing s  are re la tive ly  arb itrary  to e n a b le  us to au d itab ility .

Processes
N orm ally , users request that s p ec ific  p rocesses  
be perform ed by p reviously  w ritten ap p lic a tio n  
p rogram s on e ith e r d a ta  stored w ith in  the ED P  
system , input d a ta  or d a ta  en tered  by the user, 
or a co m b in ation  of both stored and input data. 
In som e cases, a g e n e ra liz e d  inform ation  
retrieval system  m ay be used to p ro du ce  the  
in form ation requ ired  for a g iven  user, or the user 
m ay even  d e v e lo p  a program  to g en era te  
inform ation of interest.

W h eth er a g iven  user u tilizes  a  set of 
program s d e v e lo p e d  for a s p ec ific  ap p lic a tio n  
by the a p p lic a tio n  p ro g ram m er or w h eth er the  
user is the ap p lic a tio n  p ro gram m er w ho is 
perform ing  the task of d e v e lo p in g  an 
ap p lic a tio n  program , there are  three bas ic  
w ays in w hich  users can  co m m u n ica te  w ith the  
E D P  Stystem :

1. Batch . U sers ass e m b le  re lated  
transactions or requests that are  
su bseq u en tly  p ro cessed  ag a in s t the  
a p p ro p ria te  co m b in ation  of stored an d /o r  
input d a ta  to p ro du ce  the results requ ired , 
w hich  are then m ad e  a v a ila b le  to users.

2. O n-line  Data Entry. U sing d a ta  entry  
d e v ic e s  such as te le typ es  (TTY), 
keyb o ard /v id eo  d is p la y  units (V D U ), or other 
users enter transaction  d a ta  under program  
control. This is e ither stored on tem porary  
files  for su bseq u en t batch  upd atin g , or is 
used to u p d ate  ap p ro p ria te  d a ta  e lem ents  
and return results to users im m ed ia te ly .

3. In te rac tive . U sing d a ta  co m m unication  
term inals , users in teract w ith  the E D P  system  
to d e v e lo p  ap p lic a tio n  program s an d /o r  
m odify existing  d ata  base  e lem ents , and  
su m m arize  or o therw ise m a n ip u la te  data.

R eg ard less  of how users co m m u n ica te  with

E D P  system s, there  are  only two bas ic  functions  
they can  perform  on the stored d ata  base:

1. R etrieve  o r scan  data . U sers can access  
the stored d a ta  and present it in a form  
m ean ing fu l to the en terprise.

2. C hange  data. U sers can  access  the d a ta  
base and m odify  the form, value, location, 
length, ch a ra c te r type, derivation  
alogorithm , or any of the other attributes of 
s p e c ific  d a ta  e lem en ts  as w ell as add  or 
d e le te  d a ta  from the d a ta  base.

C urrently , one of the key control w eakn esses  
of m any of the present E DP system s is the ease  
with w h ich  the stored d a ta  can  be accessed , 
m an ip u la ted , or inadverten tly  destroyed  by one  
or m ore of the various types of users. For 
exam p le , “a p p lic a tio n  p ro g ram m ers ’’ m aking  
ch an g es  to an existing  ap p lic a tio n  system  
frequently  have co m p le te  access  to the  
production  (live ) version of the d a ta  asso c ia ted  
with the system . N atura lly , only co p ies  of live 
d ata  should be used in testing  program  
chang es , and  the a p p lic a tio n  program m er 
should not, in m ost situations, have access  to 
live data. System  program m ers  also could  very  
eas ily  d e v e lo p  subroutines to m odify live d a ta  if 
they are  a llo w ed  a c c e s s  to ap p lica tio n  system  
d ocum entation . This can  be done through the  
“superv isor c a ll ’’ feature  asso c ia ted  with m any  
o perating  system s or by other techn iques. S ince  
the o pera tin g  system  norm ally  does all of the  
input/output, a system  pro gram m er could  
d e v e lo p  a  subroutine that w ou ld  de term in e  
w hen p articu la r records w ithin a spec ific  
ap p lica tio n  system  w ere  p rocessed  and m odify  
these records as d es ired . Thus, it is im perative  
that a d v a n c e d  system s lim it the a p p lica tio n  
p ro g ram m er’s and system  p ro g ram m er’s access  
to d a ta  that w ould  im p a c t the financia l 
statem ents.

Data
A lthough the kind, nature, and variety  of d ata  
re la ted  to any sp ec ific  en terp rise  is unique, for 
the purpose of th is d iscussion  it has been  
arb itra rily  c lass ified  into the fo llow ing  
categ o ries :

1. Transaction  data. D a ta  asso c ia ted  w ith the  
events of the en terprise. For exam p le , a sale, 
a new  em p lo yee , a new  purchase order, and  
so forth. S p ec ific  accounting  re lated  events  
are cash  d isbursem ents , cash receipts,
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sales, sh ipm ents  of m ateria l, and  so forth. 
S p ec ific  d a ta  asso c ia ted  with the in itiation or 
record ing  of an event m ust be m a in ta in ed  for 
au d it purposes.

2. H is to r ic a l data . This is d a ta  re la ted  to the  
current and  h istorical status of the  
enterprise . S p e c ific a lly , it can  consist of 
sum m ary d a ta  re la ted  to any function, such  
as the sa le  of a product for a year, the  
production  c a p a c itie s  of one or m ore plants, 
the n am es and ad d resses  of em p lo yees , and  
so forth. A ccou n tin g  re la ted  h istorical d a ta  
consists of the ledgers, journals, and  audit 
trail d a ta  that support the fin an c ia l 
statem ents, and  the records re la ted  to 
p erp etu a l inventory, accounts rece ivab le , 
cash receipts , and paym ents that support 
asset acco u n tab ility .

3. Id e n tify in g  da ta  a n d  d e c is io n  
c rite r ia . These  are  the static  d a ta  
asso c ia ted  w ith the po lic ies , p rocedures , 
and operatio n  of the enterprise . T yp ica lly , 
these  w ou ld  in c lu d e  p lan t location co d es  
and the  re la ted  addresses , product co d es  
and product d escrip tio ns , and other s im ila r  
data. S p e c ific  acco un tin g  re la ted  ta b le s  
w ould  in c lu d e  c re d it lim its, d iscounts, 
inventory reorder levels, and so forth.

4. A p p lic a tio n  so ftw are. These  are  the  
co m p u ter p rogram s d e v e lo p e d  by the  
a p p lic a tio n  p ro gram m ers  that transform  
users’ requests into v ia b le  inform ation. 
S p e c ific a lly , accounting  re la ted  ap p lic a tio n  
softw are im pacts  accounts p ayab le

inventory control, g en era l led g er, sales, 
acco un ts  re c e iv a b le , cash  m anag em en t, 
an d  so forth.

5. G enera l system s so ftw are. T h ese  are the  
co m p u ter p rogram s re la ted  to the o pera tin g  
system , la n g u a g e  co m p ile rs , such as 
C O B O L  and FO R TR A N , d a ta  base  
m an ag em en t system s, d a ta  co m m u n icatio n  
system s, and various utility program s.

6. System  co n tro l so ftw are . T h ese  are the  
co m p uter program s used to control and  
record the acce s s  to all o ther stored data. 
This d a ta  w ou ld  in c lu d e  p rogram  status and  
c h a n g e  logs, passw ord  control or 
authorization  tab les , and  system  
authorization  tab les .

7. A u d it so ftw are . T h ese  are  the co m p uter  
program s used or d e v e lo p e d  by the auditor 
to retrieve and process data , s im ulate  
ap p lic a tio n  softw are program s, g en era te  
statistica l sam p les , and so forth.

8. System s tab les. These  are the static d a ta  
re la ted  to the use of the co m p u te r h ard w are  
system s and cou ld  in c lu d e  ta b le s  w hich  
d e s c rib e  or sp ec ify  the resources ava ila b le , 
such as term ina ls , prin ters , readers, s torage  
d ev ices , and  co m m u n ica tio n  lines w hich  
d e s c rib e  the num ber, type, characteris tics , 
and attributes of th ese  d ev ices .

9. A u th o riza tio n  tab les . T hese are the d a ta  
w hich  re la te  users to the p rocesses they can  
perform  and to the s p e c ific  d a ta  they can  
acce s s  as w e ll as re la ting  certa in  restricted  
d e v ic e s  to the cen tra l p rocessing  unit.

Authorization Table Concept
T he  au thorization  ta b le  (exh ib it A) d e p ic ts  the  
re la tionsh ip  b etw een  users, the m ethod used to 
c o m m u n ica te  w ith E D P  system s, the p rocesses  
perform ed, and  the en terp rise  d a ta  acc e s s e d .

E xhib it A attem pts  to h ig h ligh t w hat could  be  
c o n s id ered  typ ica l re la tionsh ips  com m on to 
m ost business en terprises . For e xam p le , it 
shows that m a n a g e m e n t w ould  norm ally  just be  
in terested  in scan n in g  the transaction  and  
historical d ata . On the other hand, ap p lic a tio n  
pro gram m ers  w ou ld  w ant to co m m u n ica te  with  
the EDP system  in any of the th ree  m odes, but 
should have the c a p a b ility  to both scan and

m odify only the d a ta  re la ted  to ap p lic a tio n  
program s.

The system  p ro g ram m er w ou ld  also be a b le  
to co m m u n ica te  w ith the  E D P  system  in any  
of the three m odes but w ou ld  be restricted  to 
system s data , such as the o p era tin g  system  
program s or C O B O L  la n g u a g e  c o m p ile r  
program s. The auditor, on the other hand, w ould  
be a b le  to co m m u n ica te  w ith the system  in any  
of the three m odes and  be a llo w ed  to scan the  
entire  d a ta  base  but w o u ld  not be a b le  to m odify  
or c h a n g e  any of the  d a ta  e lem ents  e xcep t those  
that w ere  s p e c ific a lly  re la ted  to au d it program s.
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APPENDIX 3

Suggested Procedures for Auditors to 
Follow During Systems Design

This a p p e n d ix  in c lud es  som e su gg ested  
p ro ced u res  that m igh t be fo llow ed  by an aud ito r 
in rev iew ing  the system s d es ig n  s tag e  of an ED P  
system  and contains su b seq u en t p ro cedu res  
that cou ld  be fo llo w ed  for rev iew ing  and  
eva lu a tin g  acco un tin g  controls o nce such a  
system  b eco m es  opera tio n a l.

W h ile  a review  of system s d es ig n  is 
c o n s id ered  to be an im portant factor in 
furthering the im p lem en ta tio n  of a d e q u a te  
in ternal acco un tin g  contro ls in s ig n ifican t 
fin an c ia l E D P  a p p lica tio n s , it is not a 
requ irem ent. The  a b s e n c e  of such a review  
w ould  not p re c lu d e  the au d ito r from rendering  
an op in ion  on the finan c ia l statem ents. A 
p articu la r system  m ight incorporate  other 
u ser-o riented  contro ls that w ould  o bv ia te  the  
n eed  for controls that m igh t have been  
re c o m m en d e d  if the aud ito r had rev iew ed  the  
ap p lic a tio n  during  its d es ig n  and  
im plem entation .

Auditor Participation in Systems 
Design. The g e n e ra l s teps that an aud ito r  
m ight take  during  the system s d es ig n  s tag e  of 
an a d v a n c e d  ED P  system  are outlined  below .

1. R ev iew  the  o b je c tiv e s  of the proposed  
system  and the overa ll ap p ro a c h  taken to 
ac h ie v e  those o b jec tives .

2. D e te rm in e  the im pact that the system  w ill 
have on the finan c ia l s tatem ents and w h eth er 
errors in the  system  m ight have a  m ateria l 
effect on those statem ents. (S ee  S tatem ent on 
A uditing  S tan d ard s  No. 1 (N ew  York:
A IC PA , 1972), Secs. 3 2 0 .2 8  and 3 2 0 .6 5 .)

3. R ev iew  the p rescrib ed  p rac tices  and  
stan d ard s  for docu m en tin g  the system . The  
docu m en tatio n  should be co m p le ted  in a tim e ly  
m anner, ap p ro v e d  by m an ag em en t at each  
s tag e  of system  d eve lo p m en t, and should  
contain , am ong  other th ings, c le a r d escrip tio ns  
of the  acco u n tin g  contro ls and  inform ation flow  
through the system .

4. D e te rm in e  the control ph ilo so p hy  to be  
fo llo w ed  in the system , for e xam p le , w h ich  
controls are  the bas ic  resp o nsib ility  of the  user 
v is -a -v is  the  d a ta  p rocessing  departm en t, and  
the p rin c ip a l input, p rocessing , and  output 
control p ro ced u res  to be fo llow ed . Potential 
w eakn esses  should  be id en tified  and ad d itio n a l 
contro ls su g g ested .

A. S in ce  a d v an tag es  of a d v a n c e d  system s

w ill lie in the im m e d ia c y  of processing , it 
m ight be tem ptin g  to e lim in a te  som e  
trad itio n a l supporting  operations, such  
as h a rd -co p y  d ocu m en tatio n s of input.

B. A d v a n c e d  ED P  system s w ill be larger 
and m ore co m p lex , linking the m any  
in terre la tionsh ips  betw een  segm ents  of a 
business. This c rea tes  the need  for m ore  
stringent contro ls on input and the  
operation  of the system , e s p e c ia lly  
ed itin g  and  va lid a tin g  as part of the initial 
entry process.

C. In those a d v a n c e d  ED P  system s that 
have rem ote p ro cessin g  c a p a b ilitie s  
there should be a d e q u a te  d istinction  
b etw een  u p d a te  and  system s that only  
p rovide  inquiry. The fo llow ing  controls  
m ay be im p lem en ted :
•  Inqu iry  system  controls should  
e m p h a s ize  identify ing  users and the  
d ata  they are  au thorized  to access.
•  U p d a te  system  controls, in ad d ition  to 
the ab o ve  control, should  co ncen tra te  on 
the verification  and  ed itin g  of input s ince  
m ost a d v a n c e d  system s w ill use 
d estructive u p d a te  tech n iq u es  on d irect 
a c cess  d e v ic e s  that p rocess one  
transaction  and  u p d a te  one m aster 
record at a tim e. D estructive updating  
requ ires p erio d ic  co p ies  of m aster and  
transaction  files  for reconstruction if the  
current m aster is lost.

5. Identify  the  au d it tra ils  in the system . 
A udit tra ils  should  p rovide e v id e n c e  that 
p rin c ip a l control p ro ced u res  are function ing , or 
that no errors w ere  en cou n tered , and e v id e n c e  
as to how transactio ns w ere  p rocessed. The  
a v a ila b ility  of th is inform ation w ill s ign ifican tly  
affect the au d it ap p ro ach  to be used. In real tim e  
system s the  au d it trail should  p rov ide  fe e d b a c k  
at the term ina l location and at the central 
co m p u ter iden tify in g —

U sers
System  used
Inform ation sent an d /o r rece ived
T im e  of entry an d /o r processing
P lace  of entry an d /o r processing
Error m essag es

6. D e te rm in e  the  nature of the aud it 
e v id e n c e  that w ill be a v a ila b le  to support
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transactio ns  p ro cessed . C o n s id er the re liab ility  
and a c c e p ta b ility  of th is ev id e n c e , p articu la rly  if 
it is system  g en era ted . T he a v a ila b ility  of 
in d e p e n d e n t corroborative  e v id e n c e  should  
also  be co nsid ered ; for e xam p le , can  s ig n ifican t 
transactions be in d ep en d en tly  co nfirm ed?

M any insta lla tions m ain ta in  a  log of all 
transactions a c c e p te d  by the system . Such a log  
is u sually  m a in ta in ed  in the o rd er of a c c e p ta n c e  
of transactions an d  contains a ll the d e ta il 
n ecessary  for co m p le te  reprocessing  of the  
transactio ns in the event of d a ta  loss or 
e q u ip m e n t fa ilu re .

In those instances w h ere  the system  
g en era tes  a transaction, as in the au tom atic  
reo rd er function in an inventory control system , it 
is im portant that the system  d ocu m en t the  
ex is ten ce  of that m ac h in e -g e n e ra te d  transaction  
by p ro du c ing  som e h ard -co p y  m em orand u m  
that can  be verified  by an in d e p e n d e n t c h eck  of 
the activ ity .

7. R ev iew  the p ro gram m ing  and testing  
p rac tices  to be fo llow ed . These  can  s ign ifican tly  
affect the e ffectiveness of the control in the  
system . C o n s id er w h eth er the users w ill co nd u ct 
tests of the  system  and w h eth er au d it testing  
before the system  b eco m es  o pera tio n a l w ould  
be ap p ro p ria te .

In ad d ition  to testing  a ll the a ltern ate  
p rocessing  paths that can  exist in an o rd inary  
program , live d a ta  tests should  b e  co ns id ered . 
All of the in terre lationships, term ina l polling, 
m e ssag e  queu ing , and  program  se lectio n  that 
should exist to acc o m m o d a te  an ad v a n c e d  
system  ap p lic a tio n  should  be tested  a long  w ith  
the p rocessing .

8. The  au d ito r should rev iew  the proposed  
p ro ced u res  and  controls during  the conversion  
of the existing  system . The lack of a d e q u a te  
contro ls during  conversion  could  result in the  
fa ilu re  to d e te c t s ig n ifican t errors.

E xam p les  of errors that cou ld  o ccu r during  
the conversion  p rocess are—

A. C o m p le te  or partia l d e le tio n  of a  file.

B. In troduction of erroneous data, such as  
incorrect iden tify ing  num bers or incorrect 
am ounts.

C. Incorrect p ro cessin g  or sum m arization  of 
d a ta  if p rogram s have not been  
a d e q u a te ly  p a ra lle le d  and  c o m p ared  
with s im ila r in form ation procession
by previously  a d e q u a te  system s.

9. C o n s id er various au d it ap p ro ach es  
inc lud ing  p ro ced u res  for rev iew ing , testing, and  
eva lu a tin g  the acco un tin g  contro ls and  
pro cedu res  for substantive  testing  of the results  
of processing . D e te rm in e  the nature of any  
s p e c ia l p ro gram m ing  req u ired  for au d it 
purposes u nd er e ach  ap proach . S e lec t an 
ap p ro a c h  that p ro v id es  for e ffec tive  au d it testing  
at a reaso n ab le  cost. T h e  aud ito r's  exam inatio n  
of system s docu m en ta tio n  can  be used to 
d eve lo p  a p re lim in ary  opin ion  as to the  
a d e q u a c y  of p ro ced u res  and  to p rov ide  an  
ind ication  to the au d ito r of those controls w hose  
ex is ten ce  should  be verified  and w hose  
effec tiven ess  should  be eva lu a ted .

The au d ito r should c h eck  on the progress of 
the system  through the des ign , p rogram m ing , 
testing, conversion , and  opera tio n a l stages to 
assure that c h a n g e s  do  not ad verse ly  a ffect the  
effectiven ess of contro ls or the au d it ap proach .

M onitoring  c lien t operations over a  period  
of tim e is an o ther te c h n iq u e  for o bserv ing  and  
subseq u en tly  e va lu a tin g  actual system s  
p erfo rm ance, a lthough  it p rov ides  no e v id e n c e  
reg ard in g  those controls or p ro cedu res  that are  
not c a lle d  upon during  the p articu la r period  
under observation .

Subsequent Review of Accounting Controls.
O n ce  a  system  has b e c o m e  opera tio n a l the  
audito r should eva lu a te  the actual e ffectiveness  
of the acco un tin g  contro ls in the  system . This  
evalu atio n  should b e  re p e a te d  during each  
au dit of an a d v a n c e d  system , at a m in im um  
annually , or at m ore frequ en t in tervals if 
w arran ted .
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Glossary
A p p lic a tio n  p ro g ra m m e r  is a  person who is 

auth orized  to c o d e  an d  m ainta in  ap p lic a tio n s  
program s such as acco un ts  p ayab le , inventory  
control, fin an c ia l reporting  program s, and  so 
forth.

A u d ita b ility  d e te rm in es  the  ch arac teris tics  of 
a system  that p erm it d a ta  to be rev iew ed  for 
va lid ity  and accu racy , and that perm it controls  
to be tested  for in tegrity  and  re liab ility . These  
ch arac te ris tics  are im portant in obta in in g  
assu ran ce that the fo llo w ing  cond itions  have  
b een  a c c o m p lis h e d :

1. U niform  h a n d lin g  of a ll d a ta  has been  
p erfo rm ed  as au thorized .

2. D ata  has b een  c o m p le te ly  and correctly  
p rocessed.

3. D a ta  has been  reco rd ed  in a  m anner that 
allo w s it to be tra c e d  from orig ination , 
through su b seq u en t processing , to u ltim ate  
d isp o sitio n — and in the o pp o s ite  d irection .

A u d ito r ’s co m p u te r  is a s p e c ia lly  d es ig n ed  
co m p u te r having  the c a p a b ility  of in terfacing  
with other co m p uters  to test the propriety  and  
in tegrity  of th e ir softw are and file  structures. It 
has the a b ility  to perform  various o ther au d it 
functions on an in d e p e n d e n t bas is  from the  
co m p u ter system  b e in g  au d ited .

A u d it co n tro l is the m eans for obta in in g  
assu ran ce  reg ard in g  the in tegrity  of au d it 
testing  in c ircu m stan ces  in w hich  the au d ito r  
p la c e s  re lian ce  on certa in  c lien t program s, such  
as o p era tin g  system s, d a ta  base  m an ag em en t 
system s, and  so forth, in o rd er to perform  such  
testing.

A u d it hooks  are  the  c a p a b ilitie s  
inco rp o rated  into the h ardw are, system s  
softw are, and  a p p lic a tio n s  softw are that w ill 
a llo w  au d ito r d e v e lo p e d  softw are or testing  
crite ria  to be fu lly  in teg rated  into norm al 
processing activities. Audit hooks would provide  
auditors  w ith the c a p a b ility  to cap tu re  any  
transaction  b e ing  p ro cessed  by the system  and  
take  w h a tever action  is requ ired .

A u d it tra il is a m ean s  for iden tify ing  the  
actions taken  in p ro cessin g  input d a ta  or in 
p rep arin g  an output such that d a ta  on a  source  
d ocu m en t can  be tra c e d  forw ard to an output, 
for e xam p le , a report, and an output can be  
traced  b ack  to th e  source item s from w h ich  it is 
d erived . N ote that the  au d it trail can  also be  
term ed  an inquiry or a  m an ag em en t trail 
b ecau se  it is used as a  re fe ren ce  trail for internal 
o peratio n s and m a n a g e m e n t as w e ll as for aud it 
tests.

C om pu te r a u d it so ftw are  is g e n e ra lize d  
softw are d e v e lo p e d  or used by an aud ito r for file  
in terrogation, p erfo rm ance  of arithm etic  
ca lcu la tio n s , and d e v e lo p m e n t of reports. 
C urrently , such softw are is norm ally  lim ited  to 
a ccess in g  files  w ith s tan d ard  sequentia l or 
in d exed  seq uen tia l structures.

Data base  is a co llec tio n  of d a ta  items  
re la ted  to all or only a portion of en terp rise  
activ ity . Today, the term  im p lies  a structured  
c o llec tio n  of d a ta  item s that are re la ted  to an 
e n te rp ris e ’s operations, such as the finan c ia l 
d ata  base, a custom er d a ta  base, or s im ilar 
operation .

D ata base  m a n ag em en t system  (DBM S) is a 
set of in tegrated  softw are routines d e v e lo p e d  to 
create , m aintain , and  a llo w  access  to an  
o rg an ized  and structured co llec tio n  of re lated  
d ata  items. The D B M S  h an d les  the m ech an ics  of 
storing, u pdating , and  ac c e s s in g  the data, 
th ereb y  a llow ing  the a p p lic a tio n  p ro gram m er to 
view  a log ica l c o llec tio n  of d a ta  e lem ents  as a 
file  and  red u c in g  the p ro g ra m m e r’s concern  
with the physical form or structure of these  d ata  
items.

Data base  a d m in is tra to r  is the ind iv id ual 
authorized  to d e fin e  the rules w hich  govern and  
control access  of d a ta  and  the m ethod of 
physica l s to rage of the d ata . The function is 
h an d led  v ia  a d es c rip tiv e  d a ta  base  lan g u ag e  
w h ich  perform s the fo llow ing:

1. D e fin es  and d e s c rib e s  the data.
2. D efin es  the log ica l re la tionsh ip  and  

in terre la tionsh ip  of the various segm ents  of 
data.

3. D efin es  the p hysica l s to rage of the d a ta  and  
its attributes.

4. D e fin es  and  d e s c rib e s  the lo g ica l v iew  of the  
d a ta  as it m ay be seen by the ap p lica tio n  
pro gram m er and  the in terre la tionsh ip  of the  
lo g ica l v iew s to the d a ta  structure.

5. D efines  the security  m easures  a p p lic a b le  to 
e ach  user and  to the d a ta  base.

Data co m m u n ica tio n s  perta ins to the  
transm ission  of d a ta  over d is tan ces, such  
as by te leg rap h , te lep h o n e , radio, d irec tly  to 
e lec tro n ic  d a ta  p ro cessin g  d ev ices .

D ata d ic tio n a ry /d ire c to ry  is a structured  
co llec tio n  of in form ation e lem ents  that de fin e  
and d e s c rib e  the d a ta  e lem en ts  asso c ia ted  with  
one or m ore d a ta  bases. Id ea lly , the  
d ic tio nary /d irecto ry  d e fin es  e ach  d a ta  base and  
d e s c rib e s  its a ttributes re la ted  to identification ,
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APPENDIX 3 Continued
representation , re la tionsh ip , security, integrity, 
an d  so forth.

D is tr ib u te d  system s  in c lu d e  two or m ore  
co m p uters  p h ys ica lly  sep ara ted , but linked  
to g e th er w ith a com m u n ica tio n  netw ork that 
a llo w s  any site to u tilize  the resources w ith in  the  
network. For e xam p le , a sm all co m p u ter at a 
p lan t site could  use the p ow er of a larger 
co m p u te r in the netw ork to m an ip u la te  and solve  
a linear p rogram  alogorithm  re la ted  to p lan t 
sch edu lin g .

In te g ra te d  tes t fa c ility  (ITF) is a m eans of 
in troducing  dum m y d a ta  into a live ap p lic a tio n  
system  to see w h eth er it is p roperly  h and led . 
The d a ta  is in troduced  as though it w ere  live 
d a ta  and m ust be rem oved  at som e point during  
the a p p lic a t io n ’s operation .

In te rn a l co n tro l in a  broad  sense has two  
elem ents .

1. A d m in is tra tive  co n tro l in c lud es, but is not 
lim ited  to, the p lan  of o rg an iza tio n  and the  
p ro ced u res  and  records that are  co n cern ed  
with the d ec is ion  p rocesses lead ing
to m a n a g e m e n t’s authorization  of 
tran sac tio n s .1 Such au thorization  is a  
m a n a g e m e n t function d irec tly  asso c ia ted  
w ith the resp o ns ib ility  for ach iev in g  the  
o b je c tiv e s  of the o rg an iza tion  and is the  
starting point for es tab lish in g  acco un tin g  
control of transactions.

2. A c c o u n tin g  co n tro l co m p rises  the p lan  of 
o rg an iza tio n  and the  p ro ced u res  and  
records that are  co n cern ed  w ith the  
sa fe g u a rd in g  of assets  an d  the re lia b ility  of 
fin an c ia l records and  co n seq u en tly  are  
d e s ig n e d  to p ro v id e  reaso n ab le  assurance  
that:
a. T ran sactio n s  are  execu ted  in a c c o rd a n c e  

with m a n a g e m e n t’s g enera l or s p ec ific  
authorization.

b. T ran sactio n s  are reco rd ed  as n ecessary  
(1) to perm it p rep ara tion  of finan c ia l 
statem ents in conform ity w ith g en era lly  
a c c e p te d  acco un tin g  p rin c ip le s  or any  
other c rite ria  a p p lic a b le  to such  
statem ents and  (2 ) to m ainta in  
a c c o u n ta b ility  for assets.

c. A ccess  to assets is p erm itted  only in

a c c o rd a n c e  with m a n a g e m e n t’s 
authorization.

d. The reco rd ed  acco u n tab ility  for assets is 
co m p ared  with the existing  assets at 
reaso n ab le  in tervals and a p p ro p ria te  
action  is taken  w ith resp ect to any 
d ifferences.

The fo reg o in g  defin itio n s  are not n ecessarily  
m utually  exc lu s ive  b e c a u s e  som e of the  
p ro cedu res  and  records co m p re h e n d e d  in 
acco un tin g  control m ay also be involved in 
ad m in is tra tive  control.

M ic ro fic h e  is a te c h n iq u e  w hich  co m p acts  
inform ation for dense  storage and uses the latest 
in m icrofilm , m ag n etic  en co d in g , and  visual 
screen  tech n o lo g y  for re ferencing  and d is p la y  
access .

O p e ra tin g  system  is an o rg a n ize d  co llec tio n  
of p ro g ram m ed  routines and p ro cedu res  for 
o p era tin g  a com puter. T h ese  routines and  
p ro cedu res  norm ally  perform  som e or a ll of the  
fo llo w ing  functions: (1) sch edu lin g , load ing , 
in it ia t in g , and  su perv is ing  the execution  of 
program s; (2 ) a llo ca tin g  storage, input/output 
units, and other fac ilities  of the com puter system; 
(3) in itia ting  and contro lling  input/output 
operations; (4 ) h an d lin g  errors and restarts; (5) 
co ord in a tin g  co m m u n ica tio ns  b etw een  the  
hum an o pera to r and the co m p uter system ; (6) 
m ain ta in in g  a log of system s operations; and (7) 
contro lling  opera tio n s  in a  m u ltip rogram m ing, 
m u ltip rocessing , or tim e  sharing m ode. A m ong  
the fa c ilitie s  frequ en tly  in c lud ed  w ith in  an 
o p era tin g  system  are an execu tive  routine, a 
sch edu ler, input/output routines, utility routines, 
and m onitor routines.

System  a d m in is tra to r  is an em p lo yee  
resp o n s ib le  for ensuring  that inform ation  
p ro cessing  serv ices  are consistent w ith the  
n eed s  of the  o rg an iza tio n  and that the integrity, 
security, and au d ita b ility  of the system  m eets  
corp ora te  standards.

System  p ro g ra m m e r  is a  p ro gram m er  
resp o ns ib le  for im p lem en tin g  u p g rad es  to 
o p era tin g  system s and o ther g enera l system s  
softw are and  m a in ta in in g  revisions or 
m od ifica tion s  to such system s.

1This definition is intended only to provide a point of departure for distinguishing accounting control and, consequently, 
is not necessarily definitive for other purposes.
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