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Casicemax: be30enHOCT payyHapCKHX MpeXa W, yOHuuTe, MH(OPMALHOHUX
HHOPACTPYKTypa NaHAC HUje BHIIEC CAaMO TEXHHYKH MPOOJIEM HEro M Ba)KHO CTpaTe-
KO NHUTambe. YClel pPaclpoCTPameHOCTH W ACLECHTPATN30BAHOCTH TIIOOaHEe
padyHapcKe MpeXe Kao M HENoCTojama MpaBHE peryjiaTHBe Koja OW peryniucana
cajoep paToBame, aKTHBHOCT XaKTHBICTA - CBOjEBpPCHE cajOep repmiie - mocrana je
jemaH o BaXHHUX Ipobiema cajOep 6e30eIHOCTH M TOJaTHO HATJIACHIa 3HAYa] 3alll-
TUTe THQOPMAIIMOHUX CUCTEMA, CTIPOBOlema Mel)yHapoTHIX MUCTpara, eKCTpaanllije
U KaKmbaBama H3BpHImiana. GeHoMeH XaKTHBH3Ma IIOCTOJH OKO IETaHEeCT TOAWHA,
norahao je pasnuuuTe Op)kaBe Ha PasIMYMTHM KOHTHHEHTHMA, ajd 10 JaHac HUje
npoHalh)eHO afeKBaTHO W ommuTenpuxBaheHo peliemhe 3a Cy301jambe OBe HENOXKEIbHE
mojae. OBaj paj HACTOjU J1a ca acieKkTa cajoep 0e30eqHOCTH onulile (PCHOMEH XaK-
TUBHU3Ma, Pa3MOTPH HErOBE MMILIMKALM]E 110 HAIIMOHAIHY 0e30eJHOCT Jip)KaBa, Kao
U [1a IPYXKK KPUTHYKA OCBPT Ha aKTyelHe MpoOJieMe M CTpaTeruje Koju Cy Be3aHu 3a
CYIIPOTCTaBJbAE OBO] MOjaBH.

Kuwyune peuu: xaktusuzam, cajOep Oez0emHocT, cajOep paToBame, HAIUO-
HaHA 0e30eaHOoCT, Mel)yHapOoIHO IPaBO

YBoa

CaBpeMeHO JPYIITBO MOCTANO j& 3aBUCHO OJ] MH()OPMAIIMOHO - KOMY-
HUKAIMOHUX TexHoyoruja. OBa 3aBUCHOCT WU3HEApWIIA je U HOBE 0e30eIHOC-
HE PU3WKE W MPETHE KOjU C€ Y BEIIMKOj MEPH Pa3NIHKYjy Ol OHUX KOjH CY
ITOCTOjaJTH y TPOIIJIOCTH.
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Ca eTHOJIONIKOr acreKTa, HOBU OONHIM 0e30eMHOCHUX MpPETHH WH-
(hopMaMOHOM JPYITBY €BHICHTUPA]y C€ O] TIOYETKa JICBEACCETHX TOJIUHA
MPOIUIOT BeKa, KaJa je MHTEPHET IOCTa0 IIUPOKO JOCTYMaH, Tj. MyIITEeH y
KoMmeplujaiHy ynorpeOy. HoBe npeTme cy npenctaBibeHe GU3HUKUM U COd-
TBEPCKUM yTpoKaBambeM HH(MOpMAIMOHEe WHPPACTPYKType, alld U CBE
yemrhoM 3J10ynoTpeOoM cajoep MmpocTopa 3a pa3inyuTe CyOBEpP3UBHE aKTHB-
HoctH. [lojaBbuBame HOBUX, criemM(PUUHUX 0€30€THOCHHUX HPETHH KpajeMm
XX n nouerkoMm XXI Beka oMmoryheHo je mocrojameM ,,cllabuX Tadaka'™ TH-
MAYHUX 332 HHPOPMAITMOHO KOMYHHKAITMOHE TEXHOJIOTH]E, ca jeHE CTpaHe,
a, ca JIpyre cTpaHe, MOCTOjameM CyOjekaTa CIPEMHHMX M CIIOCOOHHX J1a OBE
TEXHOJIOTH]je 31I0yNoTpede y BiacTuty kopuct. Cajoep mpocTop, ,,BUPTYEITHU
CBeT®, HA Taj HAYMH je TTOCTa0 He caMo ITJb Haranga Beh 1 MOhHO cpencTBo y
pyKaMa pa3iuYuTO MOTHUBHCAHUX KOPHUCHHUKA MH()OPMAIMOHO - KOMYHHKa-
IIUOHUX TEXHOJIOTH]a.

BesbennocHe mpeTme MHGOPMALMOHOM IPYIITBY Pa3HOBPCHE CY H
crenudHrYHE MO0 TOME IITO Cy MPEBACXOHO YCMEPEHE Ha 3JIOHAMEPHO JiecTa-
Omm3oBame HHGOpManHOHUX cucteMa. OHeMoryhaBame HOpMAaTHOT (DYHK-
IMOHUCAha WH(POPMAIIMOHUX CHCTEMA y JPYLITBY KOj€ je OJ X MOCTaJI0
3aBHCHO MOYKE MMATH BPJIO 030WMJbHE MOCTCIHIIe Ha CBe chepe APYIITBEHOT
)uBoTa. Ilocmeaume Mory OuTH Yak U (paramHe YKOJIHMKO CE YTpo3e MojeInHe
HHPPACTPYKTYypE, Kao LITO Cy, HA IPHUMEP, CUCTEMH 32 KOHTPOJIY KOITHEHOT
BazaywHOr caoOpahaja, XUIpOIeHTpala, HyKJIeapHUX eJeKTpaHa, 0e30eqHo-
CHHX W 3[IpaBCTBEHUX CITy’KOM HIIH, TaK, 33 AUCTPHOYIIH]Y EIeKTPUIHE EHep-
ruje.

HoBe TexHonoruje HUCY caMmo M3HEIpuiie HOBE MpeTke Beh cy U oTe-
JkKalle CIOCOOHOCT UICHTU(UKOBamha aKTepa 0e30eTHOCHUX MPETHU U HBHXO0-
BOT' pa3lIMKOBama. AKTEpH NMPETHU Y HOBOM aMOHjeHTy, cajoep MmpocTopy,
MOTY OWTH Pa3juduTH — AP>KaBHH, TOIPKaBHYU U TPAHCHAIIMOHAIHH Cy0je-
ktu. To cy Hajuenrhe 3MOHAMEPHU NOjEANHIN, KPUMHHAIHE TPYIIE, TEPOPHUC-
THYKE OpraHu3aluje, IPUBPEIHN CYOjeKTH, ald U JPXKABE U HUXOBE WHCTHU-
Tymdje (HaMOHAIHE apMHFje U o0aBeImTajHe CIyK0e), ca pa3TuIuTHM MOTH-
BHMa 32 JIECTPYKTUBHO JICIOBabhe: EKOHOMCKHM, TIOJIUTHYKAM, UIICOJIOIIKUM,
PEJIUTH]CKUM HJTH BOJHUM.

Cjenumene Amepuuke Jlp>kaBe Oune cy mpBa 3emiba Koja je, y OIl-
NIMPHUjEM TPEUCTIUTHBAKY HAIMOHANHE 0e30eHOCTH HAKOH (HopMalHOT
3aBpIIETKAa OWITONAapHE IOJENe CBETa, OTBOPWIIA JHCKYCH]Y O IIOCTOjamy
cajoep pusuka. Tako3BaHa cajoep mpeTHa je, 0] HaCTaHKa UJICje ICBEICCETHX
TOJIMHA JIBAJICCETOr BEKa, CMATpaHa jeMHHUM OJ MOryhux ,,aCHMETPHYHHX"
WHCTpYMEHATa MPOTUBHUYKHX 3€Malba, UACONONIKA MOTHBHUCAHUX TpyINa H
Mel)yHapoIHUX TEpOPHCTHYKUX OpraHU3allja Koje HUCY Y CTamy Jia ce BOJHO
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koH(ppoHTHpajy ca CjenumennM AmepuukuM [[pxkaBama.V cimydajy nma ce
OCTBape, OBE NPETHE OM MOTJIe pPe3yaTOBaTH MOTYOHHM NPEKHANMa OCHOB-
HuX (yHKIMja npkaBe. be30eTHOCHE MPETHE y cajoep MPOCTOpY THME CY
CTeKJIe cTaTyc mpoOiema HaumuoHanmHe Oez0emHocTH. PacmpaBa ce kacHuje
MIUPWIIA, HaKO Ca PA3TMYUTUM aKIEHTUMA, y CBUM TEXHOJIOIMIKH Pa3BHjEHUM
3eMJbaMa, 3ay3eBIIH TOCIEABUX FOJMHA 3HA4YajHO MECTO U Y Mel)yHapotHuM
0e30eTHOCHUM TMOJIMTHKaMa 0]l Ha3UBOM cajoep 0e30eaHOCT.

I'ene3a mapagurme u nNojMoOBHO oapelheme cajoep 0e30eqHOCTH

EtuMoromky mocMatpaHo, KOPeHH T0jMa cajoep 6e36e0Hocm CeXy Y
nIe3zieceTe roJMHe MPOLUIOr BeKa U Be3yjy ce 3a npocrop CAJl. ¥V Tom me-
pHUOJYy je TpeTupana komyHuxayuona bezoeonocm (Communication Security -
COMSEC). Ca mojaBom KOMITjyTepa, ceJaMIeceTHX TOMHA MPOILIOT BeKa,
Hacrana je komnjymepcka 6ezoeonocm (Computer Security - COMPUSEC).
Beh ocampmecerux rogmaa XX Beka, yclea WHIUCHATA Kao ITO Cy OWIN
Kykasuuje jaje (Cuckoo’s egg) u Mopucos yps (Morris worm), yBUAEIO ce
Jla Mpeka cacTaBJbeHa OJ1 BEITUKOT Opoja padyHapa Moke OMTH HCKopHuITheHa
3a 3JI0HaMepHe NuJbeBe. Taja Joja3W 10 MHTErpandje KOMyHHUKalMOHE M
KOMIIjyTepcke 0e30€IHOCTH, Te HACTaje MojaM urgpopmayuona bezbednocm
(Information Security - INFOSEC). Uadopmanmona 6e30€HOCT je HHTEeTpH-
cajla paHUje OJBOjeHE JMCLUHUIUIMHE, Kao ITO Cy 0e30eqHOCT MepcoHaa,
KoMIjyTepcka 0e30eaHoCT, KOMyHUKaoHa 0e30eAHOCT U orepaTuBHa Oe3-
6emHoct. Beh y Tom TpeHyTKy nH(MOpMarmoHna 6e30eIHOCT je TocTalia je/laH
O]l YeTHPH KaMeHa TeMeJblla HaruoHanHe 0e30emnoctrn CAJl, mopen muriio-
MatHje, eKOHOMH]je B BojHe KoMrioHeHTe (CuakoBcky, 2005:34).

VY 0BOM TpeHYTKY HE IMOCTOjH omTenpuxBahieHa neguHuIMja TepMU-
Ha cajoep 06e30eTHOCT, Te My Ce YeCTO A0AeIbY]jy pa3inyuTa 3Hauema. Hajpa-
CIIPOCTpamkCHHjE je CXBaTame 10 KojeM ce cajoep 6e30emHocT moucroehyje
ca IOMEHyTOM HH(popMauoHoM Oe36emHomihy, Koja ce 0OTHOCH Ha 3alITHUTY
nHpopManja 1 HHGOPMALMOHUX CHCTEMa O]l yia3a, Kopuihema, mupemna,
NpeKuIa ycilyra, HeayTOPM30BAaHMX HM3MEHA WM YHHIITaBama, Ca LUJBEM
rapaHiyje BUXOBE IMOBEPJEUBOCTH, HHTETPUTETA U PACIIOI0KUBOCTH. AKIle-
HaT uH(popMannoHe 6e30eTHOCTH CTAaBJbEH j€ Ha CIpeuaBame HeayTOpH30Ba-
HOT' IIpUCTyNa HHPOPMAIMOHUM cucTeMuMa. Ca OBOT CTaHOBMIITA, ITPEBaC-
XOJTHO ce pa3Matpa nosepsusocm (eHri. confidentiality) nadopmanmja.

IIpema npyrom, HOBHjeM, CXBaTamy (HACTAJOM JEBEIECETUX T'OJHMHA
MPOIIJIOT BeKa) TEPMHUH cajoep Oe36eonocm ce MOUCTOBehyje ca TepMUHOM
ungopmayuono obesbdeherve (enria. Information assurance - 1A). Mudopma-
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moHo obe30eheme nedmHUCaHO je o cTpaHe Hayuouanne azenyuje 3a 6e3-
b6eonocm CAJ] xao cKym Mepa 3a 3alTUTy U oa0paHy MHGpOpManuja U WH-
dbopmammoHnx cuctemMa oOe30ehuBameM HHUXOBE PACIIONIOXKUBOCTH, HHTE-
TpUTETa, AyTCHTUYHOCTH, MPHBATHOCTH M Heomo3uBocTH. OHO YKIbydyje
Mepe 3a Oekar (eHriI. backup) cucreMa, BeroBy 3allITUTY, AETEKIH]Y yraaa y
CUCTEM W pEaKkIlHjy Ha Hamaje.

VY HaBeJIeHOM CTaHOBHUINTY TEPMUH 0Oe30elerpe TIPeNICTaBIba HIUBO T0-
Bepema KOjU je MPONopUrOHanaH eQUKaCHOCTH JOJaTHUX Mepa Oe30emHoc-
TH. YBOleme OBOI TEPMUHA HA HEKM HAYMH CBEJOYM O MPOMEHHU ,,[PaHUT-
HOT* KOHIlenTa 6€30¢MHOCTH, TUIIHMYHOT 32 TpaJAWIHOHATHE WH(HOPMAIHOHEe
cucTeMe, KOjH HUCY OWIIM TIOBE3aHH Y MPEXKY, Ka (PIIEKCUOMITHU]jEM KOHIICTITY
0e30eqHOCTH, KOjH, ca je[He CTpaHe, MojJpa3yMeBa Ja ce Mpupojna cajoep
MPOCTOpa CYNMPOTCTaBIha JIOCTH3AY allCOTYTHE CHTYPHOCTH, a KOjH je, ca
Ipyre cTpaHe, oIMEpeH BpeaHoihy uHdopmaiuje u ypehaja koje Tpeda 3a-
mtutuTd (CuakoBekH, 2005).

Hampenak y padyHapckoj TEXHHIM W HAYMHUMA YMpPEKaBama
padyHapCKHUX CHCTeMa MPOIIUPUO je, JaKiie, Y OJHOCY Ha KOHIeNT UH(OP-
ManuoHe 0e30¢THOCTH, JINCTY CBOjcTaBa WH(MOpMaIHja mpe Koje ce mocTa-
BJbajy Oe30emaHOoCHM 3axTeBU. Ca cTaHOBHINTA MH(DOpPMaUOHOT 00e30ehema
3Ha4YajHO je 3al0BoJbaBame cieaehux cBojcraBa mHpopMmanmja (vmm 6e30e-
HOCHHUX CepBHca WH(popMaInrja U WHPOPMANUOHUX CHUCTEMA): NPUBAMHOCIN
ui nogepssusocm (eHrA. privacy, confidentiality), unmeepumem (SHII.
integrity) n pacnonoscueocm (eHri. availability). Bbuma ce moHekayn nonajy
jour aBa: aymenmuunocm (SHIIL. authentication) u Heonozugocm (€HTI. non-
repudiation).

Hmb npueamnocmu je na TO3BOIN MPHUCTYIT HHOOPMAITH]H UCKIEYIHBO
ayTOPH30BaHUM JIMIMMAa, MpoLecuMa WK mporpamuma. /logepsusocm WH-
¢dopMmarje Moxke OWTH Be3aHa 3a pasliore HallMOHamHe Oe30emHocTH (Ha
npuMep, HHPOPMaIHje 0 HAOpYKamky), HHIyCTpUjcke Oe30emHocTH (Ha TIpH-
Mep, TMPOjEeKTH HEKOT HOBOT IPOW3BO/IA) WIH JIMYHE MPUBATHOCTH KOPHCHU-
Ka.

Humescpumem Texxu aa ocurypa aa uHpopManuje U pecypcH Koju Ho-
Me YIIpaBibajy (Xapasep u codptBep) Mory OMTH MOAM(DHUKOBAHW WA YHUIII-
TEHH CaMO Y3 MMOCEOHY U MPETXOAHO AchUHUCAHY ayTOPU3AIIH]Y.

Hms pacnonoswcusocmu ce cactoju y ToMe Aa nHopMaIje u yciryre
KOje cy ca BOM IOBe3aHe OyAy Yy CBaKOM TPEHYTKY AOCTYIHE ayTOpPH30Ba-
HUM KOpUCHHIIUMA. J[pyruM pedrMa, CUCTEM KOjH Jaje TakBe yciyre Tpeba
Ja GYHKIMOHUIIE CaMO KaJia Cce TO OJ Iera 3aXTeBa, H TO Y OTPAaHHYCHOM M
yHampen oxapehenom BpemeHy. Ca OmNepaTHBHOTA TIICAHIITA, PACHOLONCU-
60cm Ce OJHOCU Ha MPHUXBATJbUBO BpEME OATOBOpA CHCTEMa U MPUKIIATHOT
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HuBOa ycayre. Ca rmeaumTa 6e30eqHOCTH MHpOpManmje, MehyTum, pacno-
J02icu6ocm TIPEICTaBJha CIOCOOHOCT 3aIlITHTE Off INTETHOr norahaja wam
MoryhHoCT Oekara cucTema y ciiydajy Kaja ce HexesbeHu aorahaj seh mecuo.
PacrionoxxuBocT caBpeMeHHX HH(OPMALMOHUX CUCTEMA, KOjU Cy Y CTamy
HETIPEeKUIHe aKTHBHOCTH, HEONXOJHA j€ KAaKO 3a HOPMAJIHO H3BPIIABAmE
AKTHBHOCTH MH()OPMAIMOHOT JPYIITBA TaKO U 32 0€30€JHOCT JbYJCKHX JKH-
BOTa (I0BOJHHO j€ IOMEHYTH, Ha MIPUMEp, CUCTEME KOjU PETrYJIHIIYy aBUOHCKH
caobpahaj nim ayroMaTr3oBaHe ypehaje y onepannoHoj canm).

Aymenmuunocm je Mepa 0e30€THOCTH K0ja TeKH J]a OJIPEIH BPEAHOCT
¥ BaJIUIHOCT MpEHOca, opyKe WK Tomubaoria. OBOM MEpoM ce, Takole,
KOHTPOJIMIIIE W ayTOpU3alija KOPHUCHUKA Ja MPUMHU ClieliuQUIHE KaTeropuje
nHpOpMaImja.

Heonoszusocm je mepa 6e30eIHOCTH YMjH je IIMJb Aa OCUTYpa TOK KO-
MyHuKanuje. lbome ce mocTmwke ma mommbanal HHGOpMaIHje uMa T0Ka3 o
HBCHOj UCTIOPYIIH, I U JIa IpuMalial HHpopMalmje nMa 1mojaTak o HIeHTH-
TEeTy MOIINJBAOIIA, TAKO J1a HUjeJaH O] yYECHHKA Y TIPEHOCY KaCHUje HE MOXKE
HETHPaTH U3BPILICHY TPaHCAKIIHU]Y.

CreneH Ba)XHOCTH HaBeJIEHMX CBOjCTBa MHQOpMamuja, ca 6e30emHoc-
HOT' CTaHOBHINITAa, BAPHPA y 3aBHCHOCTH OJ] KOHTEKCTa y KOjeM ce pa3MeHa
uHpOpMalHja BpiKd. Y BOjHUM CHCTEMHMa, Ha TpuUMep, HajBeha maxkma ce
nocsehyje moBepsprBoCTH MH(DOpPMaIHja, TOK ce y OaHKAPCKUM TPaHCAKIIH-
jama aKIieHar CTaBJba Ha HHTETPUTET.

Hako He mocToju ommrenpuxBahena neduaunmja cajoep 6€30emHOCTH,
MOXKEMO 3aKJbYUUTH Jla Cy TI0JMOBHU unpopmayuona 6esdpeonocm M ungop-
Mayuoro obesbeherve YKIbYUSHH y IIUPU KOHIIETIT cajoep 0e30eIHOCTH.

[Motpeba 3a pasBujameM KoHIenTa cajOep Oe30eqHOCTH, Ha
MeljyHapoIHOM TuTaHy, OWiia je TOceOHO HarnameHa y Jexiapayuju o npun-
yunuma, Koja je morera Ha Ceemckom camumy o UH@GOPMAYUOHOM OPYUMEY
2003. rogune. Y onesbky [leknapainuje koju je nocsehen Mzepaoru nosepe-
mwa u besdvednocmu y kopuutherny MKT HaBomu ce 1a je 3a pa3Boj uHpopma-
IIHOHOT APYINTBA U CTBapame MoBepema m3mely kopucanka MKT HeomxomaHo
jaduame MehycoOHOT ToBepema, kao u 6e30eqHoCTH HHpOopManrja U KOMII]jy-
TEPCKUX MPEKa, ayTeHTUYHOCTH, MPUBATHOCTH M 3aIUTHUTE KOpHUCHHKA. Mc-
THYE ce moTpeda 32 MPOMOBUCABEM, PA3BHjaAlbEM W UMILICMEHTAIUjOM TJIO-
OairHe KynType cajoep 6e30eqHoCTH, Kpo3 capamhy CBHX JTOHOCHIIAIA OJITY-
ka u MehyHapomHux ekcrmepTckux Tena. OBaj Hamop Ou Tpebano na Oyne
nojpxaH Kpo3 noehame MehyHapomHe capajme. Y OKBUPY IIIOOANHE KyJI-
Type cajoep 6e36emHocTH BaKHO je moBehaTn 0e30€HOCT M OCHTypaTH 3alll-
TUTY TI0JiaTaKa W MPUBATHOCT KOPHCHHUKA, MMapayielHo ca nosehameM moryh-
HOCTH IpUCTyna u TprosuHe. OBe akTHBHOCTH, IpeMa Jlekiapanuju, Mopajy
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y3€TH y 003Mp U CTENeH COLMjaTHOT U €KOHOMCKOT pa3Boja CBaKe 3eMJbE M
TIOIITOBATH Pa3BOJHO OPHjEHTHCAHE acIekTe HHPOpMaHOHOT npymTBa (De-
claration of principles building the Information Society: a global challenge
in the new millenium, 2003).

Cnnyna nexiapanyja, Koja je Ouia mpemiokeHa y pe3onyuuju Yjenu-
WBeHUX Haruja u3 neremOpa 2002. ronuHe, Takohe je ofpaxkasana yoeheme
Ja Ccy TOBepeme M 0e30enHoCT TeMesb nHpopMalmonor apymTea (Plan of
action, 2003). Y pezonyuuju 57/239, uz geuem6pa 2002, ['enepanna ckymi-
trHa YH mpoMoBHcana je eneMeHTe 3a CTBapame TiodaliHe KynType cajoep
0e30eTHOCTH, TI03UBajyhu 3eMJbe WIAHHIIE U CBE MehyHApOIHE OpraHm3aIije
Jla y3My y 003Hp Te JIMHHUje BoauIbe Y npunpemu CaMuTa 0 HHOOPMAIIMOHOM
npymty. Y nenemOpy 2003. pesonynuja 58/199 jom jenanmyT je moaByKIiIa
HEOIXOIHOCT MMPOMOBHCAA TII00ATHE KyJIType cajoep 0e30eMHOCTH U 3alll-
TUTE KPUTUYHUX HHPPACTPYKTYypa.

[Tojam cajOep Oe30eAHOCT JaHAC O3HAYaBa CKYI aKTHBHOCTH, ME€pa U
TEXHHKA OCMHUIJBEHHUX JIa 3allITUTE OJ] Hamaaa, MpeKuaa ceppuca (yciayra) u
OCTaIMX MPETHH padyHape, Mpexe pauyHapa U HH(OpMalrje Koje OHH ca-
IpKe WIH pa3Memyjy, Kao U copTBep, MogaTKke M OCTalle eJIeMEHTe cajoep
mpoctopa. [Ipema Tome, oBaj mojam pedepupa Ha 00jeMHECHE HAIOPE U T10-
KyIlIaje, KOji YKJbY4yjy UCTPAXKHMBAKka M aHATM3E, Ca IHJbEM JIa C& OCMHUCIC
HOBE M TIO00JBINIAjy TocTojehe akTUBHOCTH Be3aHe 3a 0e30emaHOCT cajoep
MIPOCTOPa M HUBO FH-ETOBE 3AITUTE O] IPETHH U cajoep MPEeTHH.

Konuent cajoep 0e30emHOCTH MOJpa3yMeBa XOJNUCTHUYKU TPHUCTYI Y
UCTPaXUBabY U CYNPOTCTaBIbalby MPETHaMa HHPOPMAILIMOHUM CUCTEMUMA -
ca mo3uIyja MHOOPMATUIKHX U MATCMATHUKUX HAYKA U HUXOBHUX MOCEOHUX
TUCITUIUIAHA (Kao IITO Cy Kpumnrorpaduja U KpUNTOAHATN3a), BOJHHUX, TIPaB-
HHUX, KPUMHHAIMCTHYKUX W KPUMUHOJOMKHX. [lox OBMM IMOjMOM, IaKJe,
MoJipa3yMeBa ce jellaH MIMPOK, 00yXBaTaH MPUCTYI MPoOJIeMy 3allITUTE WH-
dhopmanmone nHMpacTpyKType o 0e30eMHOCHUX TpeTHH. VcTopHjcKu moc-
MaTpaHo, KOHIIENT cajoep 0e30eIHOCTH je MPOUCTEeKAao U3 cTpaxa o Moryher
yrpokaBama HallMOHAHE 0e30eTHOCTH IyTeM HapylaBamba ()yHKIHOHAIHO-
cty wHpOopManuoHe HHPPACTPYKType jemHe npykaBe. OBaj IMPHUCTYII, JaHAC
npuxBaheH Ha HaJHAMOHAIHOM HHBOY, 3aXTeBa CHHEPTHjCKY aKTUBHOCT
CBHX cy0jekata y MehyHapoIHOj 3ajeJHHLHM, Y3 PUMapHy YJIOTy eKcIiepara
Ha TI0JbY MHPOPMATHUYKUX HAyKa, y IIHJBY JOCTH3ama 0e30eqHor cajoep mpo-
cropa. [IpeBeHTHBHE aKTUBHOCTH Ha YCBajaly XapJIBEPCKUX M COPTBEPCKUX
CTaHAap/a, OCHUBAkhY HAIIMOHAIHNX M HaHAIIMOHAIHUX EKCIIEPTCKUX Tela,
noboJbliamy MeljyHapoHEe capalbe y 0BOj 00JACcTH U ycarjaniaBamy Halu-
OHAJTHUX 3aKOHa y oOjacTtu cajOoep KpUMHUHANA jecy HEONMXOIHH KOpamd y
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nobospmamy 0e30eanocTu cajoep mpocropa (Kemerosuh & IlytHuk, 2012,
WH MIPUHT).

Cajbep 6e30emHOCT ce, mpeMa TOMe, He MOXKE OJBOJHUTH O OIIIITET
KOHTEKCTa y KoMe (yHKIuoHuIe nHpopMamoHo apymrso. OHa oOyxBaTta
HIMPOKHU CTIEKTap aKTUBHOCTH U Mepa, T€ MpeACTaB/ba KOMIUIEKCAH CUCTEM, C
003upoM Ha TO Ja o0jearmbaBa pa3IHInTe, TOJ]jeTHAKO Ba)KHE acmeKTe. Tak-
Ba KOMIUIEKCHOCT YMHH TEIIKUM JIOCTH3ae aricoNlyTHE cHrypHocTd. Huje
Moryhe NOTIYHO €TMMHHUCATH PU3UK O] HealeKBaTHOT, CIy4ajHOT MM Ha-
MepHOT, Kopunihema HHCTpyMeHaTa nHpopManmonor noba. Cajoep 0e30en-
HOCT je, JaKJie, N3HaJ CBEra yNpaBJbame PHU3MKOM, HETIPECTAaHO Tparame 3a
KOMITIPOMHUCOM H3Mel)y BpeTHOCTH OHOTa IITO Tpeba 3allITUTHTH, HUBOA 3alll-
tute U neHe 3amrute (Vulnerability Disclosure Framework — Final Report
and Recommendations by the Council, 2004).

MexaHN3MHA 32 CMamkbemhe pU3NKa yOOHYajeHo ce ACPUHUIITY Kao npo-
muemepe (3aKOHCKe, MPOIeAypaliHe, TeXHUUKEe, QU3HUYKEe UTH.). Y HACAIHO]
CUTYyalllju PU3MK OM ce MOTrao MOTIYHO €ITMMUHHUCATH yCBajambeM TOBOJBHOT
Opoja mpotuBmepa. Ha sxanmoct, oHe UMajy U €eKOHOMCKE TPOIIKOBE U OTpa-
HUYema Kopumhema 3amruhennx pecypcea. [lakie, BpJIo peTKO ce KOMIUIET-
Ha eNMMUHAILlMja pPHU3HMKa TOKaszyje Kao WCIUIaTMBa W MpakThyHa. Peanwc-
TUYHHUjH IPUCTYII MIOIpasyMeBa CMaHeHhE pU3UKa 10 MPUXBATIFUBOT HUBOA.

IlTa ce moapasymMeBa 1Mo MPUXBaTILUBAM pu3nkoM? OAroBop Bapupa
011 ocobe 1o ocobe, Ol cUTyalnuje A0 CUTyanuje. Y OKBUPY jeIHE OpraHu3a-
[IUje TPUXBATJBUBU PH3MK Hajuemnhe onxpeljyje pyKOBOACTBO, IOK Ha HUBOY
JpKaBe OBa OJITOBOPHOCT JIEKH HA BIIA/IH.

OnHoc nmapaagurMe cajoep 6e30e1HOCTH U
HAlMOHAJHe 0e30eIHOCTH

KommnekcHoct cajoep npetwH U Moryhe mocieauune Koje MOory IpoH-
3ahu u3 yrpoxkaBama cajoep mpocTopa 3a 6e30eTHOCT JApKaBe U CTAHOBHUIII-
TBa, YBPCTWIN Cy THTama cajoep 0e30eaHocTH Mel)y JIeTUTUMHA NHTamba
HallMOHAJHE 0e30eIHOCTH.

Ca acmekta HarMoHaliHe 0e30eIHOCTH, MaK, OJ CYIITHHCKOT 3Hayaja
cy oaroBopu Ha cieneha murama: Moxe 1 ce mpodieM PeITH YKOIHKO He
MO3HajeMO HeroBe CyITHHCKe y3poke? Ko cy akrepu 0e30eIHOCHHX IpeT-
U, KAKBH Cy BbUXOBH IIMJbEBU M KOjU MX MOTHBH Mokpehy? Jecy i To 1oje-
IVHIY, OpraHu3alyje Win apxkaBHe cTpykType? Ja mu je yrpoxaBame 0e3-
OemHOCTH cajOep MpoCTOpa MOCIEANIa CaMO CYHNPOTCTABJBEHUX M IPOTHB-
pEYHNX WHTEpEca aKTepa y cajoep mMpoCcTopy Wi je€ OHO TOCIEauIa U lbHUXO0-
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BUX pa3IMUUTUX BpeIHOCHMX nepuenuuja? Huje nm cajoep mpocTop mocrao
YHUBEP3aJTHO JOCTYITHO 00jHO MOJbe, MTONPHINTE CyK0o0a, Koje TIpeodaBa CBy
KOMILJIEKCHOCT OJIHOCA MPOMCTEKIIMX W3 Mpolieca riodanu3alnmje U HbeHUX
nocienuua’?

[IpucTyn oBOM clIO’KEHOM MpoOIeMy ca MOo3HLMja HalroHanHe 6e30e-
JTHOCTH 3aXTeBao OW WACHTU(UKAIN]Y, KIACU(PUKAIU]Y U UCIPIIHY aHAIH3Y
HE caMo MPETHH YIIEPEHUX Ka cajoep mpocTopy, Beh U CBUX cy0Ojekara mpet-
BH, Tj. BUXOBUX akTepa. Ha cagammeM cTeneHy TemaTu3anuje OBOT IpoO-
JeMa, U y OKBHpUMa OBOT paja, TO HHje Moryhe y4nmHHTH. YTIpaBo U3 TOT
pasnora, yBaxxaBajyhu OCHOBHA €IHCTEMOJIOIIKA HaYeNa, y paay cMo ce yc-
pelncpeanan Ha WCLPIHY ACCKPHIIIHN]Y jeJHOT BeoMa 3HAYajHOT MOjaBHOT
o0JIMKa yrpokaBarma HallHOHAIHE 0e30€HOCTH - XaKTHBU3Ma, Y LHbY (op-
MHUpama nojasHe rpale 3a Oyayha ucrpaxuBama.

IMojmoBHO opeheme 1 reHe3a XaKTHBH3MA

XaKTUBH3aM je crienu(uyaH BUJ XaKePCKOT JIeNOBama, KOju ce, 300T
MPOKJIaMOBaHUX LUJbEBA U N3a0paHHUX o0jeKkara Hamaja, MOKe CBPCTaTH MOJ
00muk repuicke 6opoe. Ped je 0 HOBOM 00JMKy Tepmiicke 6opOe Koja ce BO-
I Ha €JICKTPOHCKOM TOJbY WIIH, Ipyradrje pevueHo, O UICOJOMIKH MOTHBU-
CaHUM Tpylama 4dje je OeNIOBale YCMEPEHO NPOTUB EIEKTPOHCKHX KOH-
TPOJIHHUX W MH(POPMAIMOHUX CHCTEMa M TEXHOJOIHWja HEMPHjaTeJbCKUX 3e-
MaJjba. XaKTHBHCTH y cajoep MPOCTOPY BHAEC WHCTPYMEHT KOjUM HEApKaBHU
aKTepyl MOTy Ja Y4YecTBYjy y KOH(IMKTUMa BaH HalMOHAIHUX TpaHUla.
[Ipema BUXOBUM ETHYKHMM HauyellMMa HE MOTY caMo Jp)kaBe OMTH oBiamnthe-
HE 32 3all0YMIba-e PaTOBa WM arpecuje. 3a pasianuKy Of ApKase, ,,XaKTHBHUC-
TH CE HE CMarpajy OrpaHMYCHHUMA 3aKOHOM O OPY)XKaHOM KOH(IMKTY WIN
[MoBessom Yjemumenux Hanmja“ (Denning, 2001).

XaKTUBHUCTH KOPUCTE MCTE€ METOJC W TEXHHKE Kao M XaKepH, C TUM
IITO je ’UXOB MPUMApHHU IHJb J1a cajoep HaIaIoM MPUBYKY MaXiby jaBHOCTU
Ha ojpeljeHN IPYIITBEHH WM MOJUTHYKH TpoOsieM. [Ipumep HajmpocTtoje
(dopme xakTHBH3Ma OM MpENCTaBJba0 Hamaja Ha cajT YMjH caapikKaj Hamajgad
nepuunupa Kao NPOTHBAaH JHYHUM MOJIUTHYKHM YyOehemrnMa, MemameM
TmoveTHe cTpanuie cajra (defacement) — uCTUIIAmEM BUAJHFUBE TIOPYKE KOja je
OTBOPEHO y KOHTPACTY Ca BPEJIHOCTUMA KOj€ 3acTyIa JOTUYHU CajT. ¥ MHO-
TMM cily4ajeBUMa Hamajaad ¥ OJokupa cajT, Hajuemhe HamagoM tumna DoC.
XaKTUBU3aM Ipy’a MHOTE IPETHOCTH, MPBEHCTBEHO BH3MOWMIHOCT IO HHUC-
KOj LeHH, 0e3 reorpadckux orpaHuucma u 0e3 moTpede 3a M3NakKemeM Ha
yIUIy ¥ jJaBHUM JEMOHCTpHpameM. JlaHac je oBaj 0OJMK ,,eJIeKTPOHCKE Te-

122



Kynrypa nonuca, rog. X (2013), 6p. 21, ctp. 115-132

pwie” y mupoKoj ynorpeOu of] CTpaHe BEMKOT Opoja APYIITBEHUX TPYIa U
WHAUBUAYaTHUX MOJIWTUYKUX aKTHUBHCTA HAa CBUM KOHTHHEHTHMA. Y
3a4eTKy, HhbUXOBa aKTUBHOCT €BHJCHTHUpaHa je y Bemukoj bpuranuju, Ayc-
tpanuju, Maauju u Kuan (Wray, 1998).

XaKTUBH3aM IOCTaje 3amaKeHu BUA rpal)aHcKe HEmOCTyLUTHOCTH Cpe-
nuHOM 1990-ux romuHa nponwior Beka. Y mposehe 1998. rogune Opurancku
Xakep moJ nceygonuMom ,,JF* HeonamheHo je M3MEHHO TOYETHE CTPaHUIIE
Ha ckopo 300 MurepHeT cajroBa. OpUrHHAIHE caIpsKaje OH je 3aMEHHO CIIU-
KoM o0jaka y OONHKy Medypke M TEKCTOM: ,,OBO MacoBHO H300JIMUaBa:CE
(defacement) mocBeheHo je cBMM OHHMM JhyAWMa KOjH JKeJe Ja BUIE MHP Y
cBery“. Mehy HamagHyTHM cajToBMMa OWIM cy cepBepH MHAMjcKOT LleHTpa
3a aToOMCKa ucTpaxuBama 1 Caynujcke kpasbeBcke nmopoauie (I'mase, 1998).
Y ToM TpeHyTKYy, TO je 6uo HajBehu Hamam oBe Bpcre. O Tama, eBUICHTHPA-
HU cy OpOjHHU cily4yajeBH HEOBJIAIINCHOT MPHUCTYIa CajTOBUMA YUjH CE€ Calp-
Kaj 3aMembyje IPyTuM, MOTUTUIKIM, CapiKajeM.

BpemMeHOM XaKTHBUCTH MOYUY Aa KOPUCTE PA3IUUHUTE anaTe U TeX-
HHUKE 32 M3BpILCH-C HallaJa Ha MHPOPMAIHOHE pecypce MPOTHUBHUYKHUX Ap-
xaBa. O ToMe cBelOYE Pe3yNTaTH UCTPAKUBAKA O BUXOBO] aKTHBHOCTH Y
Cp6uju, 1999. rogune, Tokom koHukra m3mehy HATO-a u Cp6uje u Lpue
l'ope. Hajarumauje cy Ouie ABe XakTUBUCTHYKE TpyIie, [[pra pyka u Cpncku
anhenu, 9MjU Cy WIAHOBH HaIaJaJId €IIEKTPOHCKE 0a3e mojaTaka aMepuIKuX,
OpUTaHCKMX M al0aHCKUX O0aBEUITajHUX, BOJHUX U JIPKABHHUX CIIYKOH, Te
MpUCBajaii, MEemalu 1 Opucanu oarosapajyhe nnpopmanuje. [TomeHnMo u
3aHUMJBMBY YHEGEHUIy — 0e3 mpeTeH3uja Ja ce 0aBUMO AyO0JhOM aHAIH30M
HErOBUX MOJIMTHYKUX U COLMjATHUX y3POKa — JIa je OBaj BHI JCJIOBaba BPJIO
Op30 mompuMuo 030MJbHUjEe pasMmepe, mperehu ma mpepacTe y NpBU €JeK-
TPOHCKH PaT: CPIICKE Ipyme Cy NoOHiIe MOAPLIKY PYCKHX Xakepa, a HaKOH
OomMOapmoBama KHHeCKe ambOacane y beorpamy, mpumpykuie ¢y UM ce U
KHHECKE XaKepCKe Tpyre. YAPYKEHO JeNOoBamke XaKepCKUX OpraHHu3aludja
OHECHOCOOMIIO je Ha HEKOJIMKO HeJesba BayKHE aMEepHUUKe BOjHE MHGPOPMAaLH-
OHE CHCTEMe, IITO je& IOBEJIO IO pa3Boja morahaja ca HEOUCKUBAHHUM ITOCHIC-
nurnama: amepudka ciyx6a ®@BU nokpeHyna je BenuKky ,,koHTpaodaH3uBy y
UWJbY MOAN3amkha HUBOA 3aLITUTE PauyyHApCKUX CHCTEMa, MPH YeMy Cy yXarl-
LIEHE JIeCEeTUHE aMEepUUKUX Xakepa. To Cy aMepHuke XaKkepcKe Ipylie cxBa-
THJIE Kao 00jaBy paTa, Ia Cy ¥ caMme Iodelie 1a yIeCTBY]jY Y akIdjaMa IPOTHB
ciyx6u Bnacture apxkase (Ilytauk, 2009:124). /la ce mo HaBeIeHUM, aric-
TpaxoBaHUM IU(EPCHLIUjAIHUM KapaKTepUCTUKaMa — HA4YMHY HACTaHKa,
OpraHu3allvju, MHJbeBUMa W OOpOEHO] TAaKTHUIIM — XaKTHBHCTHYKA M BOjHA
repuia NpakTU4HO He pasnukyjy (MunammHosuh, IlytHuk, 2007) cBemoue
o0jaBe M MpPOIJIacu XaKTUBUCTA: ,,[{pna Pyka je ycmana y ‘enekmpoucky oo-
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bpany’ unmepeca oge 3emme U He odycmaje 00 Hanadda Ha cajmose Koju nia-
cupajy nadicu o cumyayuju y 060j 3emsmu’, U 1albe, NpUNagHunm [{pne pyke
TBpPJIE JIa ce 3aaxy 3a ,,Mup, byoae u brazocmarse Ha yenoj naanemu’, a Kao
JTOKa3 MPUWIAXKY YHECHUILY 1A ,,HUKAOA HUCY HenompeOHo obpucaiu nooam-
ke, uaxo cy ounu y npunuyu'* (Jmaraparn, CrardeBuh,1998). ,,Hosa repmma“
ce, mpema ToMme, orpaljyje oJ1 xakepa Yuju je IiUJb UCK/bYUYHUBO MAJUI[HO3HO U
JICCTPYKTHBHO JEJIOBambe YCMEPEHO TpeMa ,,00uIHuM KOpHCHHUIMMaA WH-
TepHeTa, Beh 3acTynma TOMEHYTY HACOJIOTH]Y HAIMOHATHOT ociiobohema,
MIPOMOBHIITYhH TIpH TOM HarU(UCTHUKY W]y OIIITET MUpa W TomTyjyhu
CTUYKO HAYeJI0 HEHAHOIICHA IITeTEe HCYTPATHHM KOPUCHUIIMMA EICKTPOH-
CKHUX pecypca.

XaktuBucTuku Hamag Ha Ectonumjy 2007. romauHe je mpencTtaBibao
CBOjEBPCHY NPEKPETHUITY y TIEPIETIIHjH PETHE XaKTUBIU3Ma H TIOJCTaKao je
HMHTCH3UBHE pacrnpaBe o0 Oe30emHOCTH cajoep mpocTtopa Ha MmehyHapomHOM
HuBOY. [la moaceTumo, Hanax Koju je moueo 27. anpuia 2007. rogune, 610 je
yCMepeH Ha OICTPYKIHMjy 3BaHHYHUX WHTEPHET-cajToBa EcToHHm]je, jeqHe ox
HajuH(GOPMATH30BaHUjUX 3eMaJba Ha CBETY. TOKOM HEKOJUKO HeIesha, KOJH-
KO je Tpajao Hamaa, EcToHnja ce Hocuila ca o 0OOMMY HajIIMpUM HaMaaoM
oBe BpcTe 10 Tanma. CajTOBH €CTOHCKE Biaje (MHHHACTapCTBA WHOCTPAHHUX
IIOCJIOBa ¥ MHHHCTApCTBA TpaBJe), Meanja M OaHaka OWIN Cy OJOKMpaH!
yclle/l Hamajia 3a KOjH Cy OKPHBJbEHH PYCKH XakepH. Y H3jaBU KOjy je TOM
MPUWIMKOM J1a0 MeAWjuMa eCTOHCKH MUHHCTap 00paHe 3aXTeBao je IPUMEHY
qrana 5 HATO-a, xoju npensul)a KOJEKTUBHY OIOpaHy HalaJHYTE 3eMJbC
(BBC NEWS, 2. 5. 2007; The Economist, 10. 5. 2007; Telegraph, 19. 5.
2007). OBo je, nakie, OMo MPBH cy4aj TUPEKTHOT YyTpOKaBamba CyBepeHHTE-
Ta Jp>KaBe pavyyHapCKUM HaIaJoM, KOjU je OMO CIpOBENEH O] CTpaHe Hello-
JTUPIJEUBOT HETPUjaTesba.

Camo ToauHy aHa HAKOH IIITO je ONTYXeHa 3a oBe Hamanae, Pycuja je y
asrycty 2008. romuHe MOHOBO OMNTY)XKEHa 3a M3Boleme cajOep Hamaga Ha
I'py3ujy. Y HoBemOpy 1989. Jyxxna OceTHja je mporiacuia ayTOHOMH]Y O]
Cosjercke Conmjasmmctruke PemyOmmke ['pysmje. Om Tama, HOBOHAcTaja
JpkaBa MMa HareT OJHOC ca ['py3HjoM Koju ce KOHAYHO MPETBOPUO Y OpY-
*aHu cyko0. [la Ou moHOBO ycmocTaBmia KOHTpoiy, ['py3uja je 8. aBrycra
2008. roarHe MOKPEeHyIa BOjHY O(aH3UBY NMPOTUB OTHEIbeHe JyxkHe OceTn-
je. bynyhu na Behuna rpahana Jyxxue Ocetuje uma pycku macoii, Pycuja je
Ha moTe3 ['pys3uje oaroBopuia ciameM TCHKOBa Ja O onOpaHuiIa OHE Koje
cMmartpa cBojuM rpahannma. J[ok cy ce oceTHjcke, Tpy3HjCKe U PyCKe TpyIie
Oopmiie Ha 3eMJBbH, CYKOOH Cy ce pa30ykramm u Ha WEB-y. Pe3ynratu caj-
Oep-thopeH3nuke aHanu3e, CIpoBeIcHe HAKOH KOH(IIUKTA, TIOKa3alH Cy Ja Cy
3a MOMEHYTH cajoep KOH(IMKT OATOBOPHU XaKTUBUCTH — PYCKH M TPY3HUjCKH
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HAIMOHAJIMCTH, T10jeJMHIM U IPYIIe KOjH CY JIMYHUM aHTaXKMaHOM KeJIeH J1a
Mpy»e moApIKy cBojoj 3emipH (Ifrah, 2008:2.; Tikk et al., 2008).

IIpo6sem cynpoTcTaB/bamba XaKTHBH3MY

HaBenenu norahaju cy mokaszanu aa cy cajoep Hamaay MOCTalH BeoMa
MOMYJIAPHO CPEICTBO aCUMETPUYHOI PaTOBakha y CAaBPEMEHHM OKOJIHOCTHMA.
3eMibe ca HHKUM HHBOOM 3aBHCHOCTH OJf HOBUX TEXHOJIOTHja HE CaMo J1a Cy
Mame pamuBe, Beh MOTry J1a MCKOPUCTE PAalmUBOCT Pa3BHjCHUjUX 3eMajba 3a
JOCTH3Aahe CBOJUX CTPATCIIKUX IMJbeBa. VICTH MPHUHIMIT BaXKH | 32 MOjeINH-
IIe U 3a KOJICKTUBHE Cy0OjekTe y cajoep mpocropy. MoryhHOCT m3BpIaBama
JECTPYKTUBHUX aKIMja je, ca eKOHOMCKE TauKe TIICAUIITa, CBE AOCTYITHH]a.
PasBujame odaH3uBHUX cTpareruja y cajoep MpocTopy He 3aXTeBa BHCOKE
MHBECTHIIHjE, TIOMYT OHHMX HEOIXOIHHX 3a KOHBCHIIMOHAJIHO PaTOBAE H,
W3HAI CBETa, OBE CTPATETHj€ MOCTYITHE Cy BEIMKOM OpOjy akTepa. 3a pa3iuKy
O]l TEXHOJIOIIKK CO(QUCTUIMPAHOT OpyXKja, cajoep opykje MOTy pa3BHjaTH
MOjeTMHIIN WJTH TPYTIe 32 IITa Cy UM jeANHO MOTPeOHH 3HAHhEe U MOTHBALIH]A.
To omoryhaBa nmpikaBama WM akTepuMa KojuMa IO caja HHje MpUIaBaH
3Ha4yaj y CTPATEHIKOM KOHTEKCTY, Ja TeXe APYrauujoj MO3ULHUju y cajoep
MPOCTOpY, T/ie 3Hamke oJpelyje paBHOTEKY MOhH Mpe HEero KOJMYMHA BOjHOT
apceHala.

Ocum Tora, y cajoep mpocTopy je Mame n3pakeHa Be3a u3mely 6e30e-
THOCTH W TepHUTOpHje. |'eomomuTHika Mo3uIMja Koja je omyBeK Ouia IeH-
TpaJHH, CPENUILIH, €IeMEHT 0e30eIHOCHE MOJUTHKE Ap)KaBe MOCTEIEHO
ryOu cBoj 3Hauaj. JlaHac HUje BUIlle HEOMXOAHO GU3MYKH YhH y HEKY TepH-
TOPHjy, HUTH je HalacTH KWHETHUKHM OpyXjeM. Jlakie, KoMIuieTHa KOHTPO-
na QU3MYKUX EHTHTETa Kao IITO Cy Ba3AyIIHW WM KOIHEHW MPOCTOP HUje
JI0BOJBbHA JIa TapaHTyje 0e30emHOoCT jeqHoj apxaBu. Bojna HaaMoh He 3Ha4M
CUTYPHOCT y cajoep MpOCTOpy TJI€ j€ HEONMXOTHO Pa3BUTH HOBE CTPATETH]e
onopaHe cajoep MH(DPACTPYKType, ITO je MOCEOHO TEIIKO 300T THIIMYHOT
amOurBuTeTa cajoep Hamaga. YKOJIUKO je cajoep Hamaa u3BpLICH MpogecHo-
HAJIHO, BPJIO j€ TEIIKO OJPEIUTH MOPEKIO M3BPIINOIA U MOTHBAIM]jE U3 BH-
IIe pasJora:

- cauyBaTH aHOHUMHOCT Yy caj0ep MpocTopy je TEXHUYKH BPJIO JIAKO;

- Hamaza €€ MOKE U3BPIIUTH U3 OMJIO KOT Jcjia CB€Ta UJIn, ako je HCONXOJHO, U Ca
BHUIIC TaYaka y UCTO BPEME;

- mocjeanne Hamnazaa ce Mory MaHI/I(beCTOBaTI/I HaKOH OYXET BPEMEHCKOI IIEPUO-
Ja, cripeyaBajylinl TAKO OTKPUBAELE CPE/ICTABA U aKTepa;
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- BpeMe u3Mel)y OTKprBama HOBE PAmbHBOCTH U CTBapama 0(paH3UBHUX HHPOP-
MaTUYKUX HHCTPYMEHATa KOJU C€ MOTY IPUMEHUTH 3a U3BPLICHE HAMala CBE je
kpahe, 3axBasbyjyhu ycaBpiuaBamwy Mohu pauyHapa;

- TEXHOJIOTHja KOja ce KOPUCTH 3a Haraje PeJaTHBHO je jeTHOCTaBHA 3a KO-
pumiherme 1 BpIo je eKOHOMUYHA;

- HHCTPYMEHTH U TEXHUKE 3a N3BpIIaBamk-¢ HaMana MOry ce J1ako Hahu y cajoep
POCTOPY;

- YIMHKOBHUTOCT Hamaja je cBe Beha 3axBaspyjyhn ayromaTu3anuju u copucTu-
[MPAHOCTH METO/Ia Hallajla — CaMo jeJlaH Harajl MOXKe H3a3BaTH TEILKE [0Cie-
uIe.

[Iperma cajOep Hamaga HUje JTAKO YOUJbHBA HUTH CE aKTEPH INPETHE
MOTY JIaKo KaTeropu3oBaTh. [IpBeHCTBEHO, HE TIOCTOjH jacHa HASHTH()HUKAIIH-
ja aKTepa — CBakKd 4jaH ,,eJCKTPOHCKE APYINTBEHE 3ajeIHUIC” je TTOTCHIIN-
jarHu MpOTUBHHK. HenpujaTesbcke ApikaBe, BOJHU CaBe3H, TEPOPUCTH, He3a-
JOBOJBHU paTHHLU, 0OECHH MOjeAMHIM, KOMEpLHjalHa WM HHIYCTpPHjCKa
npemy3eha, MONMUTUYKN aKTHBUCTH W KPUMHHAIHE OpraHH3alHje camo Cy
npumepn Moryhux aktepa. CBaky 011 OBUX aKTepa MOTHUBHCAH j& Pa3THIATHM
LUUJBEBHMA, OTPAHUYEH Pa3IMYUTUM HHBOMMA Pecypca, CONCTBeHUM Moryh-
HOocTMMAa U MoryhHocTHMa cructeMa nia ce Opanu. Temko je mpoHahu eBuieH-
THE JIOKa3e y Be3H ca HelpHjaTeJbcKUM Hamepama Moryhux Hamagada M mpo-
LIEHUTH HBUXOBE peallHe CIIOCOOHOCTH Ja M3BeIy Hamaja Ha Tako HIMPOKOM
HUBOY J1a yTpo3e 6e30€IHOCT IprkKaBe.

XUMOTETUYKH TJIEAAaHO, y CIydajy JAa AOBOJEHO BEJHMKa Ipyra XaKTH-
BHCTa CHHXPOHH30BAHO TIOKPEHE €NIEKTPOHCKU Hamal KOju OW 1usbao BOjHY
KPUTHYHY MHQUPMAOHY HHPPACTPYKTYPY jeqHE IpKaBe, BEJIHMYMHA [ITETE
Owna Om orpomHa. Y TakBoj CUTyalHju OW OWMJIO TEHIKO MACHTH(PHUKOBATH
MPaBOT' aKTepa Hamajaa, Tj. pa3IUKOBATH XaKTUBUCTHYKH HAMaja OJf TIOYETHE
(haze Hamaza y OKBUpPY BOjHE KaMTame cajoep paToBama.

AKo ce y 003up y3My KaracTpodallHe TTOCIIeTUIle Koje cajoep Hamaau
MOTY H3a3BaTH, OJf BUTAJHOI je 3Hauaja Ja JpkaBe OyIy OCIOCOOJbEHE J1a
edukacHO omOpaHe CBOjy KPUTHUHY MHPACTPYKTYpy. JeqHa on cTpareruja
3a e(pUKacHO CYNpOTCTaBJhamkhe cajOep HaIamgy je yrmoTpeda CII0jeBHTOT CHC-
TeMa oJ0paHe, cacTaBJbEHOI OJl Mepa MAacHBHE W aKTHBHE oja0paHe (crpo-
Boheme enekTpoHckor KoHTpaHamana) (Ckuepos, 2009). V mpakcu,
MelyTuM, nIpkaBe HaMepHO OHupajy HCKIbYYMBO Mepe MacuBHE oaOpaHe,
Hajuerthe U3 cTpaxa ga Om KopHuIThemeM Mepa aKTUBHE OJ0paHe MPEKPIIIHIIC
MehyHaponHo patHo mpaBo. Mertjy Ckiuepos, kaneraH Mopaapune CAJl,
cMmarpa aa npema Mel)yHapoHOM TpaBy Ap>KaBe UMajy MpaBo Ja:

- Tymade caj 6ep HaltaJic Kao YMHOBE paTa, 4 HEC CaMO Ka0 KpMBUYHA ITUTamka, TC
Ja 'y CKiIagy ca TUM U OATrOBOPE HA HBUX;
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- KOPHCTE Mepe aKTHBHE, a He caMO NaCHUBHE 0JJ0paHe NPOTUB PavyHAPCKHX CHC-
TeMa JPYTruX JApxasa, 6e3 003upa Ha TO [a JIM Cy Te Ap)KaBe HHULUpale Hamaz
WM Cy camo 3aHeMapuiie CBOjy o0aBe3y Ja crpeue cajOep Hamaje Koju 1oa3e
ca muxoBe Tepuropuje (Cxiepos, 2009:2).

CkJiepoB cMaTpa Jia je CTpax oJ] ymoTpede Mepa akTUBHE 0JI0paHe CIIy-
TaBajyhu u mTeTaH Mo apXaBe W3 ABa pasznora. IlpBo, Oynyhu na ce mepe
aKTHBHE oA0OpaHe cMaTpajy BHUIOM IPUMEHE EIIeKTPOHCKE cuie, oadpaHa
padyHapcKHX cUCTeMa Jp)KaBe OKMBa MpEmylITeHa caMO Mepama MNacHuBHE
onbpane, WITO JOBOAU N0 ciabibema AedaH3uBHE Mo3unyuje apxase. Jpyro,
OHO TMPHUMOpaBa JpKaBe J1a ce Ocliamajy Ha AoMahe KpUBUYHE 3aKOHE KaKO
O0u ce ombpanHmie ox cajoep Hamamga, mMTO je HeeHUKACHO jep je HEKOIUKO
Benukux apxaea (Mehy kojuma cy Kuna u Pycuja) HeBosbHO ma crpoBene
SKCTPAIHUIN]y WM KPHUBUYHO TOMCHC Hamagada. [IpuxBaTameM OBaKBOT,
npeosnal)yjyher tymauema MehyHapogHOT paTHOT IMpaBa, Ap’KaBe CE MOTY
Hahu y ,,010paMOCHO] KpU3U“ TOKOM cajOoep Hamazia jep cy mnpuHyheHe na
omtyde n3mely epuKacHUX, ajld MPaBHO CIIOPHUX Mepa aKTUBHE oAOpaHe U
Mame eQUKACHUX, alli JISTATHUX Mepa MacHBHE 010paHe U KPUBHUHHUX 33KO-
Ha.

OnbpamOeny Kpu3y, BHIIE 0 OWIIO Yera IPyror, KOMIUTUKYje aTpruoy-
LUOHY 3aXTeB (OATOBOPHOCT 3a HAIaj) jep je y mpakcu Hemoryhe Ouio kome
MPUITHUCATH OJITOBOPHOCT 3a cajOoep HamaJ TOKOM HheroBOT Tpajama. Mako
HaMaJHyTa JIp)KaBa MOXKE JIOIMPATH CepBEpe y JPYToj JAPIKaBU ca KOjUX Cy
ynyhenu cajOep Hanaau, yrBphuBame HICHTUTETA Halagada 3axTeBa WHTCH-
3MBHY W IYTOTpajHy MCTpary TOKOM KOj€ je HEONXOJAHa capalma APKaBe U3
Koje je Haman mHUIMpad. bynyhn na mehynapomgHo paTHO mpaBo 3a0pamyje
yHoTpeOy cuiie CBe IOK ce He OKaXKe Jia HamaJl MoXe OUTH MPHUIACaH HEKOj
Ip>KaBU WM H-CHUM aKkTepuMa (TUM Ipe IITO Mpakca MoKasyje 1a je BeJIHKH
Opoj cajOéep Hamama wW3BEAEGH OJ CTpaHE XaKTHBHUCTA) He W3HEHahyje
YUBEHUIIA J1a Cy Ip)KaBe HEBOJHHE Jla TPETHPAjy cajoep Hamamae Kao YHHOBE
paTa U pU3MKY]y Kpiiemke Mel)yHapoaHOT PaTHOT IpaBa.

Crpateruja kaneraHa CkiepoBa je BeoMa OpuTHHaIHA W (pyHIUpaHa
Ha TparMaTHYKUM MPHHIMIIMMA, alld ¥ 3aCHOBAHA HA jeTHOM CMEIIOM U TpH-
JUIHO CJIIO00THOM TyMadewmy MehyHapoxHor mpaBa. Mel)yHapomHo paTHO
MPaBO je CcacTaB/bEHO OJ] MOOPO MO3HATHUX M MpuxBaieHUX MPUHIUIA, AU
NprMeHa THX MPUHIHIA Ha cajOep Hamajae MpelicTaBiba TeXak 3agarak. [lo-
TelIKolie HACTajy W3 YMILCHHUIE Ja ce Mel)yHapoIHO paTHO MpaBo Pa3BHIIO,
BehuMm nemoMm, kao oaroBop Ha ,,kinacuaHe™ MelyapikaBHe patoBe. M3 mapa-
IUrMe TPaAULMOHAIHUX OPYXaHUX CYKoOa pelaTUBHO je jeJHOCTaBHO IMpO-
IEHUTH OOWUM Hamaza W OTKPUTH WACHTHTET Hamaaa4da. MeljyTum, TOKoM
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cajOep Hamasa, HamagHYTOj APIKABH je TEIIKO Aa MPOIeHH 00MM Hamana, Kao
U J1a 3aKJbYYH KO j€ 3a Bbera 0JlrOBOPaH.

VY mperxoaHuM ollesbIIMMa pajia CMO IIOMEHYJIH Jja C€ aKTUBHOCT XaK-
TUBUCTa MOKE TIOCMATPaTH Kao HOBU OOJIMK TEPHIICKOT paToBama. [laHac je,
HaKOH JYTOr MepHoja CHOpema, repuiicka Oopba mpu3HaTa ca CTAaHOBHUILTA
MehyHaponHor paTtHOr mnpasa. [omyackum Ilpotokonom I u3 1977. roaune
03aKOICH je cTaryc Ooplla M NpUIagHUIAMa OCIO00AMIAYKUX MOKpeTa 3a
caMmooIpeieJbelhe, YNME je U OBa KaTeropuja y4ecHHKa y OpPYXaHUM CYKO-
OnMa cTaBJbeHA II0J MHTEpeHIHje MeljyHapOomHOT paTHOT (XyMaHHTAPHOT)
mpasa. Mctum [IpoTokosom mpu3HAT je KapakTep opy’KaHOT cykooa ,,00p0ou
3a caMooINpe/ie/behe HapoJa NMPOTHUB KOJIOHHWjallHe JOMHHAIMjE M CTpaHe
OKyIalyje, Kao M NMPOTHB pacHCTHUKuX pexxuma’. Ilpema ouenu HajBeher
Opoja meneramnuja, ydecHWKa Ha Jlumiomarckoj koHpepeHHju y JKenesn,
yCBajamke OBAaKBUX peIliCHa MPEACTaB/halo je BeHo Hajeehe pocturnyhe u
HCTOPHUjCKY MPEKPETHHUIY y Pa3BOjy XyMaHHWTapHoOr mpasa. M mopexn Tora,
nuTame cajoep repuiie U MpaBHOT cTaTyca Oopara y cajoep KOHPIUKTAMA 10
caza Huje OWIo mpeaMeT pa3MaTpama Mel)yHapoIHOT paTHOT Mpasa.

Y mehyHapoaHOM paTHOM TIpaBy joIll YBEK HHje MpoHal)eHa ajeKBaTHA
neduHUIMja 32 aKTUBHOCTH KOj€ ce KOHBEHIIMOHAHO Ha3uBajy cajOep paro-
BambEM, HaKO Ce OHE CIpoBojie Beh qyru HU3 roanHa. Y OBOM TPEHYTKY, Ja-
KJIe, HE TIOCTOjJH CBeOOYXBaTHM Mel)YHapOIHHU CITOpa3yM KOju O peryiamcao
cajOep Hamaje, HUTH NPY’KUO HEKY NpaBHY AeuHunMjy ynHa cajOep arpecu-
je. IloBespa Yjenumenux Hauuja oapehyje kama cyBepeHa Ap)kaBa MOXKE Ja
yIoTpeOH CUIly y IIMJbY CaMOOAOpaHe O]l YNHA arpecuje, alu ce TO Yy MOTITY-
HOCTH OJIHOCH Ha TpaJuIUOHaNHO cxBaheHu opyskanu cyko6. Hu npyru crmo-
pasyMu Koje mo3Haje MehyHapoaHo mpaBo, nomyT Cnopazyma o newupersy
HYKJleapHo2 Haopyxcarea, Mehynapoonoe kocmuukoe npasa, Cucmema au-
mapkmuuke nogesme, Konsenyuje YVH o npasy mopa n Y2o06opa o ysajamnoj
npasnoj nomohu (MALT) He mpenctaBbajy ajaeKBaTHE MOJEIE Koju OM ce
MOTJIM yTIOTPEeOUTH 3a perynmcame npoodneMa cajoep Hamana (Shackleford,
2009). 3ampago je meJIoKYITHO MoJke cajoep mpasa joIl YBEK HEIOBOJHHO pas-
BH]jCHO.

3ak/py4Ha pazMaTpama

[Mapamurma cajoep Oe30enHOCTH pedepupa Ha 00jeAMEBEHE HATIOPE U
TTOKYIIaje, KOjU YKJbYUY]y HCTpaXHBamka U aHAJIN3E, ca IUJbEM J1a CE OCMIIC-
nie v o00JbIIAjy aKTHBHOCTH Be3aHe 3a 0e30eqHOCT cajoep MpocTopa U HUBO
HCTOBE 3AIITHTE O] PA3HOBPCHUX MPETHH. Y TOM CMHUCIY, CTpaTerja Kame-
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tana CKJepoBa IpeACTaB/ba jelaH OpPUTHMHANAH TPHCTYH y enabopanuju
npobjemMa CylpoTcTaBibama cajoep paroBamby M HECYMIBUB Hay4HHU AOIPU-
HOC Tepouju cajoep 6e3deqHoCTH.

Uneja na ce oOyxBar mel)yHapomHor mmpaBa IpoOILIMPH Ha cajoep CBET,
Jla ce YTBpJe OArOBOPHOCTHU JpXaBe 3a cajOep Hamajae U BbeHe AYKHOCTH Ja
cnpeun cajOep Hamajle KOju IMOTHYY ca HheHe TEPUTOpHje OU CBaKako AOTPH-
Hella CYNpOTCTaBJbalkby XaKTUBU3MY, YKOJHMKO O ce MocTurao MehyHapomHu
KOHCEH3yC y TaKBOM TyMauemy MehyHaponHor mpaBa. MehyTtum, y mpakcu
TaKBOT' KOHCEH3yca HeMa, HUTH he ra Outh y ckopujoj 0yayhHocti. OcHOBHH
pasJior HEMoCTOojama KOHCEH3yca jecTe Y ToMe ITo Benuke cymnepcmie (Py-
cuja, CAJl u Kuna) 3aroBapajy paziuuuTte NMPHUCTYIIE Y HAUYWHY pelliaBarmba
npobiema cajoep paroBamba.

MockBa ce, y CKIagy ca BIACTHTUM HHTEPECHMa, 3aIa)e 3a CKIarame
OWJIaTepaHuX WK MYJITHIATEPATHUX CIOpa3yMa 0 HeKOpUIINewy padyHapa
y CBpX€ paToBama (CIUYHO CIOpa3yMy O HEIIUPSHY HYKICAPHOT, XEMH]jCKOT
1 OMOJIOIIKOT HaopyKama) U 3a pa3Boj mehyHapomnor mpasa. CAJl ce, ca
Jpyre cTpaHe, 3aiaxy 3a To na Pycuja u Kuna mormummy KoHBeHnujy u caj-
Oep KpUMHUHAIY | Ja, Ha OCHOBY e, IPOIECYHPa]y XaKTUBHCTE KOjU NENY]y
ca IBUXOBHX TEPUTOPH]a.

MoskeMO 3aKJbYUHTH J1a je T0jaBa XaKTUBHU3Ma, Kao ()eHOMEHa KOjH
npecTaBjba MPOIIMPEE NENOKpyTa cajoep paToBama M3BaH BOJHUX AKTHB-
HOCTH, Y TEXHHYKOM CMHUCITy oMoryheHa nudy3HOM M JCIEHTPATN30BAHOM
CTPYKTYpOM TJ00anHe pauyHapcke Mpexe — WHTepHera. CBaku KOPHUCHHUK
padyHapa je cnobojaH a ce y cajoep MpocTopy MOHAIIA y CKIaay ca BIacTHh-
THM TIOJUTHYKUM yBEpemHMa W Ja y4ecTBYje V TICEyN0-BOJHHM aKIhjama
BaH OwIo KakBor popmanHor nanua komanae. CyIITHHCKH, (PEHOMEH CYKO-
OspaBama y cajOep mpoctopy noMohy opyxja Koje Hyu caMm cajoep mpocTop,
U HErOBO IpeNBame y cdepe ,,IUBHUIIHOT CBETa y3POKOBAaHO j& MPOTHUB-
PEYHOM TPUPOAOM MpoIeca TIodaTu3alrje U UACOIOUIKUM, MOTUTUUKUM,
KYJITYpHUM W COIHjaJTHAM JUCTIAPUTETHMA KOje 0Baj IIPOIEC HOCH.

U3 HaBeneHux pasnora JIpkaBe, Koje Cy ce Oompeaeiuie 3a MyT HH-
(hopMaTH3aIje CBOjUX BUTAIHUX TPOIleca, MOpajy Ipeay3eTu Mepe 3a 00e3-
OchuBame BIACTUTOT ,,CETMEHTa™ cajOep MpocTopa Kao 3ace0He aprKaBHE
rpanutie. CnyuajeBu Ectonuje u I'py3uje cy HECyMIUBO MOKa3aiu A3 CyBe-
PEHUTET Ap>KaBe MOXKe OUTH YTPOKEH H U3 ,,BUPTYEIHOT CBeTa™.

[ToBehame mpobiema KOju ce MOTY JETUTUMHO CMaTpaTtd MUTameM
HaIlMOHAJHE 0e30€THOCTH, IIUPEHE U3BOPA MPETHHU U MOYUHHUIIANA KOJH CY Y
CTamy Ja yTudy Ha 0e30emHOCT npikaBa IIPEICTaBJbajy HOBE, IMTOCEOHO
3HaYajHe W3a30B€ 32 aHAJNUTHYape W JOHOCHOIE MOJMTHYKUX oanyka. OHH
MOpajy OUTH CIIOCOOHM Jja youe pa3niuKy u3Mel)y mpeTmHu HallmoHAIHO) 0e3-
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0eHOCTH U Mame BaKHHX IpoodiieMa. JloHocHomu o/uTyka OMTHUX 3a 0e30e-
THOCT Jp’KaBe, y NMPUCYCTBY pEaHUX IPETHH, MOpajy OWTH y cTamy naa
UAeHTHU(UKY]Y U3BOP, IUJb MIPETHE U Moryhe mocnenuie, kao U qa omoryhe
npyXxame Haje(UKaCHUjUX OArOBOpa, a CBE TO y CTPATEIIKOM KOHTEKCTY,
KOj! CBaKoOT JIaHa TIOCTaje CBe KOMIUIEKCHH]H.

Ca acriekTa HallMOHANHE, alld ¥ PETHOHANTHE U r100anHe 6e30eTHOCTH,
pa3yMIbHBa je Te3a 0 K0joj ce 0e30emaH cajoep mpocTop cMaTpa UMIEpaTH-
BoM nH(popmauuoHor 106a. He tpeba, meljyTumM, CMETHYTH C yMa Ja ce TpH-
pona cajoep mMpocTOpa MPOTHBU CTalky amncoidyTHe Oe30emHoctu. bpsnHa
KOjoM ce TIpeTH-¢ yBehaBajy 3aXxTeBa yCBajambe MOY3IaHuX, Op3uX U eduKac-
HuX 0e30eTHOCHHUX Mepa Koje Tpeba a Oyay muckpuMuHuiinyhe nmpema TBop-
[IMa MPETHE.

Hocanamma HCKyCTBa y CyNpOTCTaBJbaby 0e30€IHOCHUM MpeTHama y
cajoep mpocTopy yKazyjy Ha moTpely cTBapama KOXEPEHTHOT JEIAaTHOT OK-
BUpa KOjU MOJpa3yMeBa MPUMEHY KaKo IIPEBEHTHBHUX, TAKO M PENPECUBHUX
Mepa y cTBapamy Oe3z0emHor cajoep amOujenrta. [IpeBeHTUBHE aKTHBHOCTH,
Ha MPBOME MECTY, MOIPA3yMeBajy OCMUIIJbABAE PA3IMUUTHX Mepa U CTpa-
TeTHja 3alTUTe HHPOPMAITMOHNX CHCTEMa U IbUXOBY UMIUIEMCHTAIH]Y, YHA-
npehuBame 3aKOHCKE peryyiaTHBe, KaKO Ha HalMOHAIHOM TakO W Ha
Mel)yHapoIHOM HHBOY, Ka0 U BUXOBO yCKialjuBame ca 00aBeIlTajHUM aKTH-
BHOCTHMA Yy TOKYIIIAjy CYMPOTCTaBJbama cajoep mpeTmama.

Edwukacan omroop cajoep mpeTmama HHUje Moryhe IpYy»XUTH camo
MpaBHUM Mepama. 3a/10BOJbaBajylin cTeneH 3amrure cajoep mpocropa Huje
Moryhe moctuhn HU ycBajambeM U crpoBolerbeM TeXHHUUYKUX Mepa, Beh, us-
Haja cBera, (OpPMyJHCambEeM CTpaTerdja 3alTHTE U CHHEPIHjCKHM CIIPO-
BohemEM cepHje MMPOTHBMEpPA Ol CTpaHe MehyHapoaHWX opraHm3aiyja, Ip-
JKaBHUX WHCTHUTYLHUja, €KCIEPTCKUX YAPYKEeHha U WHANBHIYAITHHX KOPHCHH-
Ka MH(POPMAIIMOHUX CUCTEMA.

3amTUTHE aKTUBHOCTH, ITPEMa TOME, MOPajy Mopa3yMeBaTH KOHCTaH-
TaH HATOp CBHX OHUX KOjH CYy OATOBOPHU 3a (PYHKIIMOHUCAEke HHPOPMAITHO-
He uHPpacTpykType. Ha MHIMBHIyaTHOM HHBOY, OJHOC KOPHCHHKA IpemMa
WHPOPMAIIMOHIM CUCTEMHMa MOKE Ja 00e3Bpely M HajcaBpeMeHHUje W Haj-
CKYIJbe XapJaBepcke u copTBepcke Oe30eaHocHe cucteMe. CBaku KOPUCHUK,
JaKie, UMa BaXHY yJOry y yHanpehuBamy Oe30emHoCTH cajOep mpocTopa.
buiio koju padyyHap, YKOJIHMKO HHje aJeKBAaTHO 3aIiTHNEH, MOXE IMOCTaTh
00jeKT W/WITH CPEACTBO HAmaja MPOTUB JPYTUX pauyHApCKux cuctema. Ilpe-
Ma TOMe, MPOMOBHCame 0e30eTHOCHE KYJIType W pa3BHjalbe KOMIIjYTEPCKE
eThke OM MokJa Tpebayio CBPCTAaTH Yy pejll NPUOPHTETHUX AaKTUBHOCTH Ha
MoJby MpEeBEHIMje HE caMO XaKTHBH3Ma Beh 6e30eIHOCHUX MPETHH YOIILITE.
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Contemporary security challenges — hactivism as a new form of
social conflict

Summary: Nowadays, computer networks and information infrastructures se-
curity in general is not just a technical problem, but also an important strategic ques-
tion. Due to the fact that global computer network is widespread and decentralized,
together with the absence of legal framework which would regulate cyber warfare,
activities of hacktivists — a sui generis cyber guerilla— has become an important prob-
lem of cyber security and additionally emphasized the importance of protection of
information systems, conducting international investigations, extradition and punis-
hment of perpetrators. The phenomenon of hacktivism has been present for about
fifteen years, and it has affected various states on different continents, but even to
this day no adequate and widely accepted solution for preventing this undesirable
occurrence has been found. This paper attempts to describe the phenomenon of hac-
tivism, discuss its implications for national security, as well as to offer a critical re-
view of the current problems and strategies related to counteracting this occurrence.

Key words: hacktivism, cyber security, cyber warfare, national security, inter-
national law
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