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ABSTRACT
A group of 22 medical educators from different European countries, gathered in a meeting in
Utrecht in July 2019, discussed the topic of learning analytics (LA) in an open conversation and
addressed its definition, its purposes and potential risks for learners and teachers. LA was seen as
a significant advance with important potential to improve education, but the group felt that
potential drawbacks of using LA may yet be under-exposed in the literature. After transcription
and interpretation of the discussion’s conclusions, a document was drafted and fed back to the
group in two rounds to arrive at a series of 10 caveats educators should be aware of when devel-
oping and using LA, including too much standardized learning, with undue consequences of over-
efficiency and pressure on learners and teachers, and a decrease of the variety of ‘valid’ learning
resources. Learning analytics may misalign with eventual clinical performance and can run the risk
of privacy breaches and inescapability of documented failures. These consequences may not hap-
pen, but the authors, on behalf of the full group of educators, felt it worth to signal these caveats
from a consumers’ perspective.
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Recently, JAMA published a study showing how 50 partici-
pants, divided in medical students, junior residents, senior
residents, fellows, and neurosurgeons, were 90% correctly
classified by a machine learning algorithm after all had exer-
cised 250 simulated neurosurgical operations, each collect-
ing 270 metrics (totaling over 3 million data points). The
authors suggest that, while traditional simulation requires
learner feedback by skilled instructors, artificial intelligence
may decrease the need for human evaluators (Winkler-
Schwartz et al. 2019). In 2016, Warm et al. used 364,728
entrustment data of 189 residents in the Cincinnati Internal
Medicine (IM) program, collected within 36 months, and cre-
ated clear graphics of development and trends showing sys-
tematic differences between faculty, peers and allied health
professionals’ assessments (Warm et al. 2016). Another
Cincinnati study showed that for every point increase in
USMLE Step 2 Clinical Knowledge scores of IM residents, the
odds of passing the American Board of Internal Medicine
certification increased by 6.9% (Sharma et al. 2019). Still
another Cincinnati study showed how 1511 patients’ elec-
tronic records enabled predicting with great accuracy
whether or not an intern was the primary caregiver of the
patient (Schumacher et al. 2019). Saqr et al. predicted stu-
dent’s final grades with 63.5% accuracy and predicted at risk
students to some degree based on their earlier online activ-
ity traced among 133 students (Saqr et al. 2017).

These examples of learning analytics (LA) show how big
data collected on learners and professionals serve to inform
health professions educators and others about learners and
their progress (Chan et al. 2018). Learning analytics is in an
early phase of development and may bring many

Practice points
Learning analytics (LA) may bring many benefits to
health professions education, but educators, pro-
grams, and schools should be aware of potential cav-
eats and risks, among which:

� LA should not unduly suggest ‘optimal’ learning
strategies and disregard students’ individual learn-
ing pathways.

� LA may recommend efficient education but effi-
ciency should not translate to increased stress
on learners.

� Schools should be aware of privacy and protec-
tion of collected data and guard against the use
of data for unintended purposes.

� LA data in e-portfolios may feel as unescapable
documentation of all successes and failures and a
’right to be forgotten’ rule may be needed.
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advantages to education and individual students. While
benefits may be undisputed, there may also be some
downsides of the use of LA. We attempted to identify
some of these caveats.

Background, setting, and methods

In July 2019, a group of 22 educators, predominantly partici-
pants of the Master of Medical Education Course of the
University of Bern, Switzerland, convened for a summer
retreat at University Medical Center Utrecht, The
Netherlands, to discuss topics of interest for health profes-
sions education. The participants included medical special-
ists, a primary health care scientist, a veterinary pathologist,
a nurse anesthetist educator, two residents, and three senior
educational scholars. One of the topics of interest was LA. All
participants engaged in its discussion, which alternated
between groups of three and plenary discussions. The rich-
ness of the discussion led to the decision to consolidate its
results in an article, with a focus on caveats of LA, as viewed
from the perspective of an educator using and adjusting, but
not developing LA, i.e. a ‘consumers’ perspective’.

The discussion evolved around three questions: What is
learning analytics? What are its purposes? and What are
potential risks of learning analytics?

The group arrived at definition features that reflect the
literature (‘The measurement, collection, analysis and report-
ing of data about learners and their contexts, for purposes of
understanding and optimizing learning and the environments
in which it occurs’) (Siemens 2012). However, the group
also felt that, in addition to necessary concepts of learners,
measurement, data and analysis, the definition should
include learner progress, learning process information, and
behavioral aspects, such as time spent on learning.

As a purpose, besides understanding and optimizing learn-
ing, the group agreed that LA should optimize teaching and
education, and its research and development. Furthermore, LA
in health professions education should not only optimize
learning but eventually optimize clinical practice.

Finally, the core discussion focused on caveats, i.e. unin-
tended adverse consequences or potential risks of using LA.
Data are easily collected; the hard part is interpretation and
translations to educational policy. As Ga�sevi�c et al. contend,
LA tools should be based on robust theoretical models of
human behavior to be effective (Ga�sevi�c et al. 2015).

These caveats were listed on flip-charts during the discus-
sion, transcribed, elaborated, and fed back to the partici-
pants after the meeting. In a subsequent second and a third
round within weeks after the meeting, comments and addi-
tions were provided, resulting in a series of caveats the
group found worthy of sharing. Next, all who volunteered to
be co-authors on the full paper were tasked to substantiate
two or more of the caveats identified. These were edited
and consolidated in 10 caveats by the primary author.

Caveats of learning analytics from a consumer’s
perspective

Decreased autonomy through standardized learning

Designed as a tool to facilitate individual learning by collect-
ing large amounts of data and providing individualized

learning recommendations, LA may give insight into what
optimal learning is. However, this insight may give rise to
pressure among learners to meet that ideal, which can cause
stress and could obliterate alternative learning paths
(Ga�sevi�c et al. 2015). One example is that of e-portfolios:
they provide an opportunity for learners to receive individu-
alized feedback by teachers based on data entered into the
electronic data management system (van der Schaaf et al.
2017). On the other hand, learners could feel pressured to fill
in a certain amount of data points for fear of being com-
pared to peers and ranked. Consequently, they might
change their learning style, even if it has proven to be effect-
ive for them so far, just because it does not reflect how
(most) others learn. The resulting self-chosen decrease of
autonomy can be considered an unintended side effect of
LA (Buckley et al. 2009; van der Schaaf et al. 2017). Another
example is the commercial platforms such as AMBOSS (for
students; https://www.amboss.com/us) or the Medical
Knowledge Self-Assessment Program (for clinicians; https://
mksap18.acponline.org) offer individualized recommenda-
tions to learning specific topics based on answers to MCQ
questions from past exams (Bientzle et al. 2019). These con-
cise, specialized recommendations entail the risk that learn-
ers lose sight of the bigger picture and their sense of
ownership of learning. A decrease in autonomy of learning
may have adverse effects on motivation and academic per-
formance (Artino et al. 2010; Kusurkar et al. 2011).

A decrease in the variety of learning resources

While resources for learning keep increasing and students
can choose from a much larger variety to match their prefer-
ences than in the past, LA may strongly direct students
toward the most efficient or effective sources. A caveat is
that ‘the most efficient or effective’ for the group as a whole
(or the ‘average’ student) may conceal individual differences
in style and preference (Newble and Clarke 1986; Newble
and Entwistle 1986). To meet the demands of their assess-
ment students often seek strategic learning approaches
(Taylor and Hamdy 2013). To game the system students may
quickly seek and exchange resources with a ‘proven’ effect,
thus narrowing down the breadth of learning resources and
impoverishing its variety. The seductive ‘power of proof’
from LA can mislead individual students who would be bet-
ter served with a non-mainstream approach to learning.

Unintended efficiency consequences

Once LA has defined the most effective and efficient learning
behavior, regulators may be tempted to regard this behavior
as the norm, reflecting a shorter than average learning trajec-
tory. There may eventually be a push toward a decrease in
time and money allotted to education (and thus to learning).
Medical education is long and expensive, for the individual
as well as for the community, so any increase in efficiency
and decrease in length will be welcomed. Data analytics in
almost any branch drive to increase efficiency. The question
is whether learning can really be sped up (ten Cate et al.
2018). Pressure on students to increase efficiency, and to
match or exceed the average student, can cause stress, and
increased competition among students. Student wellbeing,
already at stake (Mata et al. 2015; Rotenstein et al. 2016),
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should not be further jeopardized. Wellbeing of health pro-
fessionals, one of the ‘quadruple aims’ for improvement of
health care (Bodenheimer and Sinsky 2014), should also
regard students.

Increased time commitment from teachers

LA requires massive amounts of data to be collected, thus
making a large number of evaluations necessary. In the
current competency-based medical education (CBME) pro-
grams much qualitative and quantitative data is already
being produced in order to assess trainee competencies
and to make decisions about their progression within the
curriculum. As LA requires an increased number of data
points; however, the purpose of evaluations may shift from
a direct benefit for the learner and teacher toward the
more managerial goal of amassing data in order to feed a
database (Chan et al. 2018). The process of this data collec-
tion may burden teachers. Creating the data becomes a
task in itself, which can take time and energy resources
away from teaching and may lead to evaluation fatigue
(Barrett et al. 2018). Although long-term benefits of LA may
be present, the lack of an immediate visible value for one’s
own teaching could lead to frustration and loss of enthusi-
asm and actually impede the quality of feedback to stu-
dents. To serve decision making by teachers, the data need
to be comprehensible; the mere volume of it may not
serve that purpose (Chan et al. 2018).

A decrease of ‘valid’ information sources to assess
learner progress

Paradoxically, while LA uses big data, preferably from many
sources across large numbers of subjects, there may be a
risk that learner assessment will focus on less rather than
more of these data sources, because the analysis may
attempt to optimize the sources that predict outcomes of
learning best, at the cost of other sources. Of the 270 met-
rics measured by Winkler-Schwarz et al., machine learning
algorithms chose 6 to 9 to include in performance evalu-
ation (Winkler-Schwartz et al. 2019). However, inferences
based on groups may not always be optimal for all individ-
uals, just like evidence-based patient management proto-
cols may not be optimal for all individuals patients.

E-Portfolios that document learner behavior in the clin-
ical workplace may suggest building an accurate picture of
the learner, because of the large number of data points,
but some of these data may not be accurate. ‘Garbage-in-
garbage-out’ maybe a too cynical view, but we should be
aware of the possibility of false accuracy of conclusions
drawn from aggregated portfolio data. While aggregated
portfolio data are not always well interpreted (Oudkerk
Pool et al. 2018), the data itself may lack validity. Entries
may have been selective if the student can choose obser-
vation moments and observers, and if clinical staff who
rate are careless, hasty, unduly affected by mood and per-
sonality or cognitively overloaded (Paravattil and Wilby
2019). A good clerkship director knows the ‘doves and
hawks’ among the staff who assess and should interpret
portfolio information, rather than accept all information as
equally valid. Without carefully weighing portfolio data,
such corrections may not happen.

Learning analytics may misalign with eventual clinical
performance

Maslow’s old saying ‘if your tool is a hammer, everything
looks like a nail’ might hold true, to a certain extent, for
LA. Learning analytics data such as online behavior and
scores on written tests, which are easy to collect, may
poorly reflect the ultimate purpose of training: performance
in a professional environment. LA is focused on optimizing
learning in educational programs. If such learning is
defined as classroom learning with written examinations as
the most desirable outcome measure, predictors of clinical
performance may be missed. The optimal learner may not
be the optimal medical practitioner. Data at lower levels of
Miller’s Pyramid (‘Knows’ and ‘Knows how’) (Miller 1990)
are readily available in many faculty databases but do not
reflect clinical performance very well. Likewise, at the other
end of the educational continuum, maintenance of certifi-
cation based on written exams developed by specialty
boards has been criticized because of their low usefulness
for the actual maintenance of practice quality (Weinberger
2019) and knowledge about the effectiveness of continuing
medical education courses is mostly limited to data from
the lowest levels of the Kirkpatrick evaluation hierarchy
(Tian et al. 2007). Using these ‘hammers and nails’ for feed-
back to learners, physicians and educators may distract
from important components of clinical practice, simply
because appropriate data is not collected. There is a need
for more and better metrics that truly focus on clinical per-
formance. Aligning LA with the most important, health
care related outcomes of education is still in its infancy
(Bakharia et al. 2016).

Impact of LA on privacy and data protection

To optimize recommendations about learning behavior and
to predict success, LA must collect as much data about
learners as possible. This may include very personal meas-
ures, like place and time of the day when learning occurs,
duration and number of breaks taken, online keyboard
behavior, possibly even physiological parameters. Eye track-
ing during laparoscopic surgery has now been used to
assess surgical skills (Gunawardena et al. 2011). Face recog-
nition and Human Activity Recognition can be used to iden-
tify extremely personal data of human behavior through
various sensors and for various reasons (Kabassi and Alepis
2019; Lu et al. 2017; Ravi et al. 2017). The mere existence
of such data may evoke interest to use them for unin-
tended purposes. Rules determining the limits of LA data
collection, storage, use, and deletion are needed to protect
the privacy of learners. Ownership and sovereignty of data
and its use are crucial issues and need to be addressed.
Which person or board can decide which data will be ana-
lyzed when and with which intention? Can the intended
use of data be adjusted after consent was given? Must con-
sent be renewed on a regular basis? Can data collection be
a condition for course enrolment or can learners refuse to
give consent and what consequences will that have?
Without clarification of these questions, a fear of data mis-
use and the development of new but possibly unwanted
power relationships remains. It seems pertinent that stu-
dents have a say in these regulations (West et al. 2020).
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The inescapability of documented failures

While all students learn through errors and mistakes and
deserve to be corrected with constructive oral feedback by
skilled teachers, the increased electronic documentation in
workplace-based assessment and feedback may give undue
weight to attempts, small mistakes, and errors. Many stu-
dents feel documented feedback to be more summative
than was intended (Bok et al. 2013; Heeneman et al. 2015).
They cannot be blamed for that, as the flipside of docu-
menting all of the behavior is that all of their observed fail-
ures will remain forever in the information cloud. The mere
idea that mistakes in the past can be held against students
in the future, true or not, can have detrimental effects on
their openness and their fun of learning (Dyer and Cohen
2018). In a recent report on ‘online self-guarding’ for higher
education, Bond and Phippen recommend a rule concern-
ing the ‘right to be forgotten’ (Bond and Phippen 2019) as
is the case for search engines in many jurisdictions. This is
particularly relevant when massive data collection for stu-
dent portfolios and monitoring of progress in program-
matic assessment (Van Der Vleuten et al. 2015) becomes
dominant. The option to ‘clean’ a student’s record in order
to grant a new start may be incorporated in measures after
successful remediation.

Hawthorne and time-lag effects of LA

In a complex adaptive system such as education, the infor-
mation from LA measurement fed back to learners may
change their behavior. Consequently, the predictive power
of LA inferences may decrease, comparable to the
Hawthorne effect in psychological studies, when individuals
modify behavior in response to awareness of being
observed. While Hawthorne effects have been discussed in
the context of direct observations of clinical tasks (Kogan
et al. 2017; Paradis and Sutkin 2017), the reaction of learn-
ers to longitudinal behavior recordings is less clear.
However, it is not hard to imagine how students flagged as
‘under-achievers’ or ‘at risk’ (Saqr et al. 2017) based on
their documented online behavior and receiving surprise
calls from a tutor, change their online behavior to mimic
engagement and appropriate self-regulation. Their ‘online
image’ may no longer be valid.

Similarly, the predictive value of LA could fail if the
training cohort from which the reference data originate
and the investigated cohort deviate significantly. Due to a
rapidly emerging technology-based internet society
(Wartman 2019), a fast evolution of health care, and due to
the emergence of new habits in learning behavior, this
time-lag might render any LA-based standards for individu-
alized learning invalid.

A gradual shift of the purpose of LA

Tools developed for one purpose may gradually shift to
being used for purposes that were not intended.
Monitoring instruments to provide feedback to learners, or
evaluation data to improve programs run the risk of
becoming used for accreditation, quality comparisons or
ranking of individuals or programs, purposes for which the
data and analysis were not designed. Rankings, in

particular, carry the risk of methodological or ideological
errors and unfairness (Powell and Steelman 2006). There
are abundant examples of misuse in the literature (Cousins
2004) and missing data might have severe ramifications
(Chan et al. 2018; McConnell et al. 2016). It is not unthink-
able that tools designed for workplace-based assessment
will become mandatory to obtain license certification. Such
use was not the initial purpose of ‘assessments for learning’
(Rogausch et al. 2012). Educators, educational institutions,
and accrediting bodies bear a high responsibility for the
correct use of LA instruments and data to avoid misuse.

Discussion

The use of LA for the purpose of improving curricula and
empowering students is a laudable cause and many virtues
have been highlighted elsewhere (Chan et al. 2018).
Technology advancements have their own dynamics and
there is no sense in questioning these advancements. The
question is not whether we should use such technology
and data, but how to optimize this use for meaningful
learning and fulfill the needs and protect the rights of
learners, educators, and administrators at the same time.
The educators gathered in the Utrecht meeting felt that
some concerns were worth sharing with a wider audience.

Our exercise has significant limitations. The group con-
sisted of health professions educators with, or completing
advanced academic degrees in health professions educa-
tion, but did not specifically include LA experts. Our report
should, therefore, be viewed as an overview of informed
consumer concerns. It may be regarded as a starting point
for more rigorous future studies with established consensus
methods among a more diverse expert panel.
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Glossary

Learning analytics: The measurement, collection, analysis, and
reporting of data about learners and their contexts, for pur-
poses of understanding and optimizing learning and the envi-
ronments in which it occurs.
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