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ABSTRACT

The governance of cybersecurity has come into sharp focus in recent times.
The proliferation of events from the alleged cyberinterference in elections
to the breaching of sensitive information, for example, health and personal
records of users globally; has become an area of concern. South Africa has
not been insulated from these attacks, with the City of Johannesburg being
a case in point. The frequency of these cyberbreaches points to the serious-
ness of the governance challenges facing the techno-economy. Government
intervention around cybersecurity is pluralistic in nature as it focuses on
areas such as sovereignty, terrestrial space and democratic governance.
This article attempts to critically examine technology-led public administra-
tion and information governance to ensure open, transparent, efficient and
effective service delivery. It is important to grasp what constitutes good gov-
ernance in cybersecurity. Moreover, it is important to advance and regulate
the cyberspace for responsible and sustainable practice. This article utilises
a meta-synthesis and draws on contemporary literature to explore the cur-
rent knowledge, views, trends and approaches in acting pre-emptively to
promote good governance in cybersecurity. The aim of this article is to
propose a framework that South Africa could follow in implementing a cy-
bersecurity policy. One of the main findings of this article is the clarion call
for increased accountability and transparency, together with new forms of
resilience. As a value-add, the article explores cybersecurity regulation as
an important aspect of good cybergovernance amidst the onslaught of the
Fourth Industrial Revolution. The practical implication is that by introducing
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cybercentric measures in e-governance, a more reflective approach could
bring about positive changes and measures in how information is managed,
disseminated and governed while improving service delivery in the 21 cen-
tury and beyond.

INTRODUCTION

Technology-driven societies require, inter alia, universal access to the internet,
increased e-governance and digital government services. While governments
strive to provide these services through e-platforms and to increase connectivity
to foster economic growth, education and improve public participation through
social media platforms, the threat posed through breaching these platforms re-
mains real. Threats from foreign powers, cybercriminals and cyberterrorists re-
main a real challenge. While cyberspace is the domain of communication in ‘real
time’, the governance of cybercentric citizens and cybersecurity has come into
sharp focus in recent times. There is a growing proliferation of events such as
cyberinterference and hacking into sensitive e-mail accounts, which points to the
seriousness of the challenge facing cybercitizens and the public at large. A perusal
of the current literature relating to cybersecurity in South Africa has started to gain
momentum in recent years as an evolving aspect of information security and gov-
ernance. However, internationally the topic has gained traction due to the numer-
ous cyberattacks that have been launched against advanced information societies,
thereby threatening both the public and private sector information systems.

The South African government’s intervention around cybersecurity is pluralis-
tic in nature, emerging in its focus on areas such as sovereignty, terrestrial space
and democratic governance. Sovereignty, as is contextually understood within the
physical domain is easy to police; however, in cyberspace sovereignty as it is tra-
ditionally understood, becomes a blurred concept. Strong democratic governance
is important to protect the rights of cyber- citizens that could otherwise be tram-
pled upon in the cyberinformation arena. It can be said that, control systems are
increasing in complexity making them more difficult to secure (Wyman 2017:16).

Given the above background this article seeks to address the following practical
questions to gain a greater insight into the governance issues related to cybersecurity.
What constitutes good governance in cybersecurity?

What is the role of government in relation to cybersecurity and governance?
How can cybercitizens be protected?

What is the future of public administration amidst the prevalence of
cybersecurity?
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The article has the potential to contribute to our understanding of the bigger dis-
cussion around cybersecurity, and calls for more deliberate and strategic action
from public sector leaders, public institutions and the citizenry at large as all key
stakeholders embrace the Fourth Industrial Revolution (4IR) (Van der Steen, Van
Twist and Bressers 2018:389).

The article commences with a discussion of cybersecurity in the South
African context. Conceptual definitions are put forward regarding governance.
Some key dimensions to addressing good governance vis-a-vis cybersecurity
are explored. Information is a strategic resource and the need for integration of
information is emphasised in the subsequent discussion. This is followed by a
discussion of e-governance and cybersecurity. Next, the relationship between
Public Administration, New Public Management and cybersecurity is described.
A discussion of cyber-enabled governance and Public Administration follows. The
4IR contextualises the discussion with Public Administration in the latter part of
the article. The ‘new age’ of cyberresilience in Public Administration is explored
thereafter. Data protection and security information management precedes the
recommendations put forward which includes a cybersecurity awareness toolkit
and a cyberterrorism life-cycle model. The future of public administration in the
cyberage is explored, followed by concluding remarks.

Relational aspects of cybersecurity,
cybercitizens and governance

Below is a discussion of cyber-related concepts as it relates to governance.

Cybersecurity

Cyberattacks are regarded as one of the top global security risks of the highest
concern over the next decade (World Economic Forum Global Risks Report
2019). Although government and the corporate sector are engaging in promoting
effective cybersecurity measures and strategies, the budget spend on cyberse-
curity continues to escalate given the alarming rate of invasions and breaches. A
three-pronged approach to addressing cybersecurity is advocated by the World
Economic Forum as: Prevent, Detect, and Respond. Cybersecurity typologies sig-
nificantly include a platform of resilience, cooperation and transparency towards
cyber-stability (World Economic Forum Global Risks Report 2019).

Cybercitizens

Citizenship is a birthright. Equal participation in democratic processes is based
on individual rights, which are founded on the constitution or other legal
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enactments. In theory, at any rate, no distinctions, in this respect, can be coun-
tenanced. By contrast, the cash nexus governs a customer’s access and relation
to the market. The measure of worth depends on purchasing power. While both
buyers and sellers may select one another accordingly, by contrast a citizen’s
access to services provided by the government is based on rights and needs. A
democratic state is clearly not at liberty to favour or discriminate. It would be
fair to argue, accordingly, that whatever its other merits, the market paradigm has
serious limitations when it comes to public management in democratic societies
(Argyriades 2003:526).

Governance

The term ‘governance’ has become a more or less neutral concept focusing on
steering mechanisms in a certain political unit that could place emphasis on
the interaction of the state, as an example. It can be said, that the concept of
governance is used as a normative one in public administration discourse, often
contextualised in various public institutional environments. It embodies a strong
value judgement in favour of the state or government (Drechsler in de Graaf and
Asperen 2016:406).

The concept of governance has four important dimensions which include:
public sector management, accountability, legal framework for development,
information and transparency meant for development (The World Bank 1989 in
Kaur and Sitlhou 2017:252). Important features of good governance are ensuring
accountability, establishing credibility of institutions and providing effective, ef-
ficient and responsive administration. “Good governance depends on administra-
tive patterns, political will, citizens” awareness and participation. It follows then,
that an effective and efficient governance pattern is the primary objective and
foundational value of public administration” (The World Bank 1989 in Kaur and
Sitlhou 2017:252).

The concept of good governance

From the early 1990s, the discourse on ‘good governance’ has become more preva-
lent (Bevir 2009 in De Graaf and Asperen 2016:406). What ‘good governance’
means can be contextualised in various aspects of public service delivery and pub-
lic administration. The concept is used in many different ways, but most scholars
agree that it was the World Bank in 1989 that introduced the concept into modern-
day discourse that focuses on the promotion of economic development as a case in
point. The purpose of good governance in the article, however, is the promotion of
what can be called public service motivation, which is often equated with a desire
to serve the public interest, or more generally with altruism (Dur and Zoutenbier
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2014:145 in De Graaf and Asperen 2016: 417). Democratic governance is about
the protection of the rights of citizens. Right to information is a tool in the hands of
the citizens. They seek information from various government functions, processes
and persons responsible to carry out specific tasks (Kaur and Sithlou 2017:259). The
manner in which information is communicated, managed and protected is a vital
aspect of good governance perspectives in public administration.

Definitions of good governance constantly shift, changing in response to and
along with trends and circumstances. A review of public administration literature
reveals four distinct governance perspectives that each highlights unique values:
“Old” Public Administration, “New” Public Management, Network Governance,
and Societal Self-organisation. These perspectives guide public sector leaders’
perception of government’s role in society and of its role more specifically as a
civil servant. It influences the perception of politicians’ responsibilities, and the
value, place, and interplay of citizens with government (Bozeman 2007; Mosher
1982 in Van der Steen et al. 2018:388). Public sector leaders and public adminis-
trators play a significant role in the governance of information.

Within the traditional public administration perspective of governance,
public goals are determined in political processes and policies are formulated
for translating political decision into concrete actions. Public sector leaders
subsequently execute and perform these policies in practice towards achieving
defined goals. The bureaucracy ensures the standardisation of response by gov-
ernment. Public interest and objectivity are important values, as well as equality
and equity (Hartley 2005; Kaufman 1967; Van Eijck 2011; Wilson 1989 in Van
der Steen et al 2018: 91).

The second perspective of governance, which focused on efficiency and ef-
fectiveness of delivery output, was that of New Public Management (NPM) as
discussed by authors such as Ferlie, Lynn and Pollit (2007). NPM represented
a turn in the debate about governance, lamenting what is seen as widespread
“waste” in traditional governmental bureaucracy. Legalistic values still matter, but
are instrumental for achieving results (Osborne & Gaebler 1992). As NPM grew in
prominence, many private-sector management techniques and instruments were
introduced into public organisations, such as performance targets, deregulation,
efficiency, contract management, and financial control. These are then translated
into values for civil servants: a focus on measurable “SMART” results, and ef-
ficient and effective execution of policies (Eijck 2014; Pollitt & Bouckaert 2004 in
Van der Steen et al. 2018:391).

The subsequent perspective is that of Networked Governance which fo-
cuses on the collaboration of government organisations and societal actors and
reflects the displacement of government as the central actor (Ansell & Gash
2007). This is often related to the move from government to governance, and
the “solving of wicked problems” (Christensen & Laegreid 2007) that typically
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require cross-institutional action. That is why civil servants have to operate
in networks. This inherently involves interaction, finding mutually acceptable
definitions of the problem and looking for joint solutions. As a result, other ac-
tors become guiding factors in the process. In this perspective, a “good civil
servant” is a networker who builds relations with other social actors to create
and execute policies that are co-produced with others (Alford 2009; Dentchev
& Heene 2004; Hartley 2005; Klijn & Koppenjan 2000; Pestoff 2006; Stoker
2006 in Van der Steen et al. 2018:391-2).

Lastly, the governance perspective of “societal self-organisation” has gained
increased academic and practical attention (Bekkers 2007; Bourgon 2011, 2009;
Van der Steen et al. 2016). This perspective centres the production of public value
on a self-reliant citizenry. Societal actors produce public value for their own rea-
sons, and are guided by their own preferences and priorities (Bourgon 2011 in
Van der Steen et al. 2015). Citizens can undertake this independently, as well as
through self-organised networks and cooperatives. It is important to note that this
is still acknowledged as a role for government, but that it is a departure from other
models in that societal actors are primarily responsible for producing value via a
bottom-up relationship (Bovaird 2007; Pestoff 2009; Serensen & Torfing 2016).
This type of value production happens within the bounds of government respon-
sibility, as self-organising citizens still have to follow the law and act according to
norms and standards (Serensen & Torfing 2016). Self-reliance is not an equivalent
of a “laissez-faire” approach to government. The key point of this perspective is
that the dynamics that produce public value start within society and that gov-
ernment relates to that; for example, do nothing, let go, block, facilitate, attempt
to “organise” more self-organisation (Bekkers 2007; Boons 2008; Boonstra &
Boelens 2011; Portugali 2000; Stoker 2006 in Van der Steen et al. 2018:392).

The four governance perspectives, as alluded to, in the preceding discussion,
emphasise different answers to questions of what defines good governance and
what it means to be a good public leader. They are significant to help address
the type of role, purpose and function of a public leader when dealing with the
onslaught of cybersecurity issues and the impact on citizens and society.

It follows then, that good governance is an ideal which may seem difficult to
achieve in its totality. However, to ensure sustainable human development and
enhance the quality of life of citizens, action must be taken to work towards this
imperative. The right to information is one of the methods by which success may be
achieved towards good governance. Right to information is a basic requisite of good
governance and the key to strengthening participatory democracy and ushering in
people-centred governance. It also increases the level of transparency and account-
ability in the administrative and management machinery of government and is a
powerful mechanism to both citizens and the public sector. Being cognisant of cy-
ber-security in managing information is therefore, fundamental to good governance.

Administratio Publica | Vol 27 No 4 December 2019 139



Given that access to information can empower the poor and the weaker sec-
tions of society to demand and obtain information about public policies and
actions, leading to their welfare, it requires people-centred governance which is
conscious of cyber issues. “Without good governance, no amount of develop-
mental schemes can improve the quality of life of the citizens. Good governance
constitutes four important elements: transparency, accountability, predictability
and participation. The more citizens are able to access government functions, the
greater the responsiveness of the government system to the communities’ needs”
(Shamshad 2009:576).

Information integration and good governance

Managing information integration and governance thereof is of strategic impor-

tance because if you harness information effectively, it can present new oppor-

tunities on various levels and improve decision-making for the sustainable future.

Government, the public sphere and citizens are in need of information as a stra-

tegic resource which makes information governance a necessity. Maximising the

value of information while ensuring compliance with regulatory obligations, man-

aging risks and protecting security; are desired outcomes for good governance.

Sound information integration and governance therefore provides five important

capabilities necessary for good governance, as highlighted by Hulme (2012:103).

These are:

® Delivery of trusted information for greater insights and improved decision-
making regarding service delivery agenda;

® Elimination of wastage of expensive resources associated with the cost of man-
aging automated information;

® Protection of information through cost-effective technology platforms;
Aligning of public institutions’ key strategies through provision of timely infor-
mation linked to government’s broader vision; and

® Ensuring fulfilment of fiduciary responsibilities, legal and other mandates
(Hulme 2012:103).

The above aspects would in effect, ensure that information is protected and se-
cured. The authors are of the view that the above discussion emphasises the ‘new’
dimension of public administration practices in the context of good governance
imperatives relating to information management.

eGovernance and cybersecurity

eGovernance concerns the use of information and communication technologies
such as the Internet, Wide Area Networks, mobile phones and other forms of
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engagement in order to deliver services to citizens, businesses, and government.
A further definition is that of the transformation of the public sector’s internal and
external relationship through “enabled operations, information technology and
forms of communication to optimise government’s quest for service delivery while
invoking participation and governance” (Sangita and Dash 2008:141). eGovern-
ance then refers to the use by government agencies of information technologies
(such as Wide Area Networks, the Internet, and Mobile computing) that have the
ability to transform relations with citizens, businesses, and other arms of govern-
ment. These technologies can serve a “variety of different ends: better delivery of
government services to citizens, improved interactions with business and industry,
citizen empowerment through access to information or more efficient government
management and governance. The benefits can be less corruption, increased
transparency, greater convenience, revenue growth and cost reductions” (Malick
and Murthy 2001:238). The authors further concede that new means of involving
citizens through wider access, knowledge about available systems and services,
communication channels and the degree of involvement including information
security are considered the greatest challenges facing the administration, tech-
nology providers and the citizenry in the cyberage. By introducing cybercentric
measures in e-governance, a more reflective approach could bring about positive
changes and measures in how information is managed and governed while im-
proving service delivery in the 21 century.

Relationship between Public Administration, New
Public Management and Cybersecurity

In the 21 century and beyond, the prerequisites of good governance are opera-
tionalised with rapid automation and technology. In order to achieve the ideals
of NPM, technology upgrades, incorporating modem techniques of management
to ensure effectiveness and efficiency, capacity building of public institutions
(including training of public sector leaders and officials), with transparency and
openness are deemed essential aspects of good governance (Minocha 1998:280).

Since e-governance has been heralded as a transformational improvement in
the quality, efficiency and effectiveness of governance, it stands to reason that a
governance strategy driven by information and communication must be devel-
oped and applied to give effect to openness, transparency and accountability as
normative guidelines of the Constitution of the Republic of South Africa, 1996
(Constitution of the Republic of South Africa 1996). It can therefore be said,
that e-governance is a distinct dimension of NPM that has gained considerable
prominence since the 1990s. Ongoing demands generated by political leadership,
growing capacity building needs and perceived citizens’ needs have contributed
tremendously to the need for information technology innovation and governance.
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It follows then, that the relationship between public administration and cyberse-
curity could be one of the most effective channels for protecting, accessing and
dissemination of information and provide a customer-centric public service (Sapru
and Sapru 2014:313-316). Malick and Murthy (2001:237) hold the view that un-
precedented developments in information and communication technologies have
opened new avenues for governance, thus introducing a new agenda, concepts
and methodologies in the provision of information and services. Therefore, imple-
mentation by public institutions and public sector leaders requires more efficient
government management of public service delivery. Minocha (1998:279) posits
that the greater use of information technology and management techniques in
revamping office-oriented systems with improved record-keeping, movement of
files, space utilisation and adoption of other available automation has changed
how public administration takes place in public institutions. Public offices have
become more effective and efficient through the system of computerised informa-
tion systems and innovative technologies. Reduction of excessive paperwork and
the abolishment of unwarranted reports and returns have informed current terms
of communication. Simplification and integration of office procedures, standardi-
sation of job outputs and introduction of appraisals by technology-driven results
helps boost efficiency levels. In other words, with the reliance on technology in
recent years, public administration and service delivery have been affected by a
new wave of security and information breaches that have resulted in a paradigm
shift from the traditional citizenship-based model of public services, to a cyber-
centric citizens’ approach (Brewer 2007: 550). How cybersecurity can be regu-
lated through a multisector approach is an important aspect of cybergovernance
in protecting the rights of cybercitizens. A key challenge for public administrators
though, is to ensure that good governance and accountability principles are incor-
porated into citizenship-oriented systems.

The relationship between public administration and cybersecurity leads to the
focus of cyber-enabled governance in the subsequent discussion.

Cyber-enabled governance and public administration

With the current information revolution, citizens must be empowered to assimilate
information and make value-added decisions concerning service delivery matters
that affect them. In the same light, public sector leaders and officials must be able
to deliver on their given mandate. Malik and Murthy (2000:239) consider that
good governance in public administration means provision of quality services to
the citizens and stakeholders with diverse interests, administrative independence
and managerial autonomy. Moreover, Kapur (2000:388) states that, an opportuni-
ty exists to craft a new vision for governance, obliterate outdated systems that have
now turned into anachronisms in the new global scenario, and make innovation

142 Administratio Publica | Vol 27 No 4 December 2019



the ‘life infusing force” in revitalising public sector organisations as a necessity in
the information and cybersecurity age. With digital convergence, cyber-enabled
governance entails developing awareness, creating access, generating feedback,
sharing knowledge and implementing cybersecurity measures and cyberlaws as
good governance perspectives in public administration (adopted from Rogers
Okot Uma in Malik and Murthy 2000:241).

Another dimension of cyber-enabled governance in public administration is
that of cyber- organising and cyberorganisations. In the context of public admin-
istration, social capital is the combination of resources where citizens engage
with one another and with government in relation to service delivery matters.
Through cybermeans, citizens are able to define their connection with organisa-
tions and themselves in a speedy manner. The form of social exchange poses
important challenges, opportunities and questions for public administration, and
what implications the role of cyberorganisations hold for the public administrator
in a context dominated by technology (Brainard 2003:384). Communication via
information is ostensibly devoid of face-to-face human interaction. Often people
may not be looking for information in the form of data. Putnam (2000 in Brainard
2003:399) argues that organisational ties are eroding and that government should
assume partial responsibility for revitalising them so that civic engagement and
forms of social capital are not compromised in the cyberage. This discussion re-
lates to both the social and political environment in which public administration
takes place, and is explored further in the cybertoolkit under the recommenda-
tions put forward by the authors to this article.

Contextualising the 4IR and public administration

Nundkumar and Subban (2018:324) hold the view that the 4IR technologies
create new forms of engagement. Caruso (2018 in Nundkumar and Subban
2018:324) further states that digitised information has become a strategic re-
source with the arrival of the 4IR, and is evolving at an exponential rate rather
than a linear pace.

The 4IR has brought with it a range of technological advances and government is
called upon to improve accountability and transparency, especially in the context of
the public sector. In order to respond to the service delivery agenda with increased
transparency and trust, government needs assistance. The rapid advances in tech-
nology relating to the 4IR could assist government (Van Heerden, Steenkamp and
Van Heerden 2018:913—4). However, government has to deliver services smartly.
Given the complexities of technology, the 4IR could assist government to effect
improvements in service delivery (Van Heerden et al. 2018:923).

Developed and developing countries according to Shava and Hofisi
(2017:204), are seemingly embracing the innovative technologies of the 4IR.
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Trends in the 4IR can facilitate change in public administration, but they could
also disrupt the engagement of citizens with public organisations thus compro-
mising service delivery. According to Jarbandhan (2017:61) “the pressing ques-
tion for policy-makers in the 4IR would be balancing state interventions to fulfil
social needs without undermining the dynamism of the market system in times
of rapidly developing technology”.

The 4IR offers much to society from cheaper access to services to the disper-
sion of information at a rapid rate. It has also allowed for interconnectivity of
devices and the cost-effective rendering of goods and services. However, the
levels of interconnectivity allow for cybercriminals and syndicates to breach
built-in security, and on occasion to misuse data or to even hold large organisa-
tions, individuals and governments to ransom. Consequently, it is important for
governments to invest in securing their networks from cybercriminals. Investing
in the design of state-of-the-art security systems is of paramount importance,
so is the sharing of information on cyberthreats towards protecting information
platforms. Data shows that cyber-attacks will continue to increase as technol-
ogy rapidly becomes outdated in the 4IR; hence, striving to make cybercentric
citizens more situationally aware of the information environment. Taking cogni-
sance of the 4IR and ensuring a cybercentric approach both for citizens’ protec-
tion and that of cybergovernance in leadership are fundamental prerequisites
for good governance. The prospect of several systems competing for cyberse-
curity currently, indicates that it was possibly because cybertechnology remains
one of the few areas attracting new government expenditure (Herrington and
Aldrich 2013:301).

The South African government has recently emphasised the 4IR and its im-
pact on public administration practices in the public sphere. Information tech-
nology implementation, management and governance are key aspects for due
consideration to not impede sustainable service delivery. With the onslaught of
the 4IR and growing awareness of cybersecurity, government must initiate the
necessary legal and administrative steps to encourage and provide citizens with
efficient, responsive and accountable public governance through information
technology-enabled systems. The provision and protection of information of
cybercitizens against any form of attack is ostensibly a constitutional impera-
tive and right of citizens. A challenge faced by modern public administration,
is that while technology has the potential — in keeping with government’s cur-
rent focus on digital access into the deep and semi-rural areas — for hands-on
participation, it is equally important that technology-led public administration
initiatives (Rattan and Rattan 2008:889) are effectively put in place to address
the improvement, governance and protection of information. The information
technology revolution would effectively require good governance strategies for
public administration delivery systems amidst the 4IR.
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With the 4IR, comes a rapid spate of technologies. With the rise in technology
fusion, there is the need for security measures. A new approach is required to
regulate the space. Of concern, is that space could play a persuasive and domi-
nant role and there are growing concerns that the current mechanisms to regulate
activities are no longer fit for purpose. In the global revolution and cyberwar,
attack is easier than defence (Eide and Kaspersen 2015).

Shava and Hofisi (2017:205-6) state that the opportunities, challenges and ef-
fects of the 4IR on the functioning of public administration includes disruption of
societal values and restructuring of the economy; and digitalisation and changing
of the world order. Finally, the role of the state in a technology-driven environ-
ment must take cognisance of the following:
® The desire for public institutions to balance the power of technology and
business with rules, codes and standards for safety, inclusion and respect for
humanity.

The ability of the state to adapt to technological advances.

The realisation that the state is not static.

The maintenance of public trust and safety when devolving new technology.
Using technology ethically, especially in a cyberworld.

It is important for the state to preserve the public interest, by adopting agile
leadership and embracing the advantages of the 4IR (World Economic Forum
in Jarbandhan 2017:64).

Linking the ‘new age’ of cyber-resilience
in public administration

If one of the main focus areas of public administration is among others, the gen-
eral welfare of the citizens, it stands to reason that the necessary measures should
be put in place by government to ensure that it places the citizen at the forefront
of its service delivery agenda. The modern repertoire is that, government, the
private sector and citizens must work together to provide a cyberdefence that is
less about barriers and more about resilience (Feakin 2011 in Herrington et al.
2013:303). The authors further maintain that, in the electronic age, security, risk
and resilience have been cross-bred and present new challenges for cyber-gov-
ernance. Over the next two decades, the main driver of information and com-
munication technology will be an even closer connectivity of the Web and the
individuals known as cybercitizens. When “digital tsunamis’ occur, citizens will
invariably hold government to account for the failure of infrastructure which it
no longer may be able to control, yet various sectors of government do not fully
comprehend the magnitude of this calamity on service delivery. This interface
therefore, requires the protection of infrastructure which is fundamental for good
service delivery, and calls for resilience of stakeholders in public administration
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practices. The author warns that the most alarming aspect of cyber-resilience
is that it is a moving target to be factored in government's strategic plans. It is
common knowledge that government projects and programmes have failed in
the past not only because they were ‘big-bang’ solutions with poor capacity to
embrace emerging technology, but also because the private sector moved at a
faster pace than the public sector. The world of information and communication
technology is accelerating at a rapid pace and the issues that confront govern-
ment are growing in size and complexity. Therefore, government has to re-engi-
neer its mindset in order to ensure that it is prepared to address the pace of the
information revolution (Herrington et al. 2013:300-303). The World Economic
Forum Report, (2019) states that strong cybersecurity has become fundamental
to a resilient business.

Data protection and security information management

Data and information protection, authentication and privacy issues including
citizen (consumer) protection is a prerequisite for the information society and for
building confidence in the management and governance of information. A culture
of cybersecurity needs to be promoted, developed and implemented in coopera-
tion with all relevant stakeholders. Given the immediacy of cybersecurity issues,
“it is important to enhance security measures and ensure protection of data and
privacy is upheld. In the context of public administration, one must take into
account social and economic development-oriented aspects of the information
society” (Gazette, World summit on Information Society 2004:296).

The compilation and analysis of data protection and information governance
is no easy task. In promoting new forms of citizen involvement, government can
promote citizen co-creation in the arena of cybersecurity. In so doing, cyber-
citizens are protected and government will find that people would want to be
part of the solution, especially for problems that directly affect them (Sapru and
Sapru 2014:328-329). Rattan and Rattan (2008:901) list aspects of cyberstalking,
cyberharassment, cyberterrorism, cyberdefamation, misuse of online transac-
tions, misappropriation of information, information invasion and privacy issues
as some of the serious violations that warrant the need for installing robust cyber-
security awareness for the protection of cybercitizens and creating a platform for
technology-based good governance principles and practice in sustaining service
delivery. Rattan and Rattan (2008:902) state categorically that, the liability of
internet service providers must be strictly monitored regarding the service that is
provided by them.

Figure 1 captures the related cybersecurity threats that South Africa potentially
faces. They include information security breaches, abusive content, fraud, mali-
cious coding, illegal information gathering, intrusions, etc.

146 Administratio Publica | Vol 27 No 4 December 2019



(/10T $821A18G |D4SO4 pUD SUOHDDIUNWIWIODBB] JO judwpnde() :@24nog

Buyoodg o  Buiuuodg o
Buriayipg uoypwIoU|

apo) snopijpW

AydoiBouiod iy e wodg o

2InoUBIG YOO MBN o

sdwapo uiboq e

IqoJau|NA UMOUY O COIO:O_QxM_ °
sidwayp uoisnajuj

asiwoidwod uoyndlddy o
asiwoidwod Junoddp pabajiaudun e
as1woidwod Junoddp pabajialg e
suoisnaju|

sal

abojogng

9DIAIBS JO |DIUS(] PRINGIYSI
9D1AISS JO |DIUS(] ©
Aupiqojioay

Buisiyd o
Buug o

suolol]
SWIOA
SOSNIIA o apoienbsoiy o
juswiebuyur Jybuidor) o
$92JN0S3J JO 3SN PSZLIOYINOUN o

pno.g

Buny|os 1ogh) o
BDUBIOIA o Buih|inqieghy o

QLOKEOmCOM °

UOI{DWIOJUI JO UOHDDIPOW PIZLIOYINDUN o
COZDE\_OQE_ 0} SS820D _uwN_‘_Or_,Sch °
Apandas uoypwiioju)

JusjUO) dAISNQY

DALY YINOS Ul S}p3ILYE PaIp|a1-AHind3s49qA) | ainbig

147

Administratio Publica | Vol 27 No 4 December 2019



RECOMMENDATIONS

Some recommendations are put forward to address cybersecurity amidst good
governance.
Effective cybersecurity governance should be underscored by a risk-based ap-
proach, according to Nundkumar and Subban (2018:324).
Authors Phahlamohlaka, Jansen van Vuuren and Coetzee, (2011:7) suggest the
following recommendations in creating an awareness of cybersecurity:
® National public awareness and education campaign to promote cybersecurity;
® National strategy that touches all sectors and encourages widespread buy-in;
® Framework for research and development strategies on cybersecurity;
® Strategy to expand and train the workforce, including attracting and retaining
updated cybersecurity measures;
Expertise in government among public sector leaders and officials;
® Process between government and the private sector to assist in preventing,
detecting and responding to cyberincidents;
® Mechanisms for cybersecurity-related information sharing that address con-
cerns about privacy matters; and
® A Cybersecurity Awareness Toolkit (CyberSAT).

The Table presented in the discussion that follows highlights determinants of
power elements associated with cybersecurity awareness. While the toolkit is
based on policy elements from the South African environment and can be related
to power issues, the kit could be easily adopted for cybersecurity awareness, sug-
gests Phahlamohlaka et al. (2011:7).

Ramlackan, Subban and McArthur (2016:64) suggest that given the instanta-
neous nature of information, and that information is an essential part of any organisa-
tion, the confidentiality in information security is undisputed, making the CyberSat
an essential platform for addressing cybersecurity threats and vulnerabilities.

Cyberterrorism

Laraque (2016 in Shava and Hofisi 2017:211) notes that, “although new technolo-
gies appear to have been embraced by governments globally, as agents for social
and economic change they have paved the way to global terrorism and cyberat-
tacks”. The authors further hold the view that, these effects of cyberattacks as
raised in the article pose serious threats to the functioning of public administra-
tions as governments are incurring huge costs in counter-terrorism security meas-
ures to ensure the safety of their citizens.

A proposed generic model to address terrorism in this context is that of a
cyberterrorism life-cycle model. In addressing some of the critical aspects of

148 Administratio Publica | Vol 27 No 4 December 2019



uolosyoud

uolpULIO}UI Buipiing JAomawni votpwLogul 101295
ocoﬁoo_u,m 92UBpHUOD puUD cmEc\_m\,om |ouosiad jo Ayigo) uoyy |021LID 810 a4oALd pup
8__8 o0 _+>> {snJ} 8§nquyuod o .,09 U 2.D2 D} ||IM abojupapo Aya1o0s pup juawuiarob
i MM Fo 0} SINOIADYSQ vmco_guow_r_mrc_ diysiepoa) aAdwod s asn $10}295 ||D $SOIOD usamjaq
cuA__*oa_oc _ payoadxe pup o _;,_E. _M_w [powjod joyt | | D] penuiuod joy} uolptadood uolDUIPI00d
_ ,,._o_ o4 Ayjigqoiunoo0 H{IU]AY ERIVEToJIVeh} 9du8pluod pjing pup sdiysiauping puo

21qna sy ut 0 saul| J0d 8|qPUOSDR. 8IB8IT olignd pjin uolypiadoo:
a2UspYUODd pjing H 140912 l1gna piing 1§ o)

qoJau|NA oa1pnid
Aysond so puD spaIY}4 O} sisnq Buiobuo uo Aysond o si sanblua} pun a2upuIar0b saljljiqoiau|nA
T : : o : 5|00} Bunioyuow poob jo |pob e

Apandss seqAd

uonuayo BuiAnd

sanbiuyds} puo

Apandss seqAd yoyy

pup syoauyy

2402IUNWWOD JO shyausq s|oo} Bunioyiuow s|pubis |ooyijod sey208.q hox 51 joaiayy Apundasiaghdo
AjoAipoe, 21P2IUNWWOD dojeas iojnbas pueg 21uouoss UoL2NPaI N isixd m uodNPa;
[SALSOHT ! [eAed | p snoLioa dojarag] ) Honpay
Ajaaeyg
puD spoauy |
swayshs pup suolnyisul Ayandesiaghd seanpIs paysi|qpisa
Juswaboupw pays!|qpise jo uo juswabupLID $8ININYS JO Apundasiaghdo
: Apunoes asuodsau |pioubuy o
UoHDIIUNWIWOD Ayoodod pun [ouOKNISUl [9A3) sse|pJoba. uaddoy jo pioddns
Aopjiw ysijqois3 pUD |DIDIBUILIOD
Jo Apndes u ysniy asuodsal ul Ayundss [puoypu SI1aDIS ||!™ sayopalq ul sainpNUS
d1gnd ay4 4o 8dUBpHUOD pjing D ys!|qpis] UsHqoIs3 Kundaesiaghn
uoypw.oju| |p1OSg Koy |Pa11104 J1Wou0d] sjuaws|e Adijod
sjubulwdeq uonisod |paiydosojiyd

(Lvs42q4)) ipjjoo] ssauaipmy Ajindagaaghy ayy :| a|qoy

149

Administratio Publica | Vol 27 No 4 December 2019



(8:110C '[P 2 DypJyowd|yoy4 woly pajdopy) :a34nog

seAld8lqo seAld8lqo
a.n§aN1ysDIYUI 9o0dsiagAd aungdNLsDIUL SpJppuDjs SpIDpUD}S
SUOIDDIUNWWOD jo @oupuiarob aondsiaghd SUOIDIIUNWWIOD aondsiaghd [puoyDUIBUL Apundasiaghd
puD UolPWLIOUI puD }2NpUOd ur $2npuod Jo pup uoypwWIOUI ur $2npuod Jo jo uoyoaid | |puoybiado pup
|puolpu JO SpADPUD}S spJppupjs aula( |[puoypu spJppupjs aula( ul ayoddiny |P2IUYI3} YHM
pa4ouIpIO0D auieQ pa4ouIpI00d NNl 9oupijdwo)
a40|NJIY 840 |NIY
8[Hoq 9HPq 8[Hoq
Ayandesiaghd jo Ayandesiagho jo Ayandesiaghd jo SIDSIL [UIBP® Ayundasiaghd
SSOURIOMD ’ : : SSOUSIOMD uDyj sI0W 9D .
piod juppiodwi piod juppiodu piod juppiodu Jo ainynd
pup uoypINpa pup uoypINpa S{0aIYY JopIsU|
jsow ajBuis ayy s jsow a|Buis sy s1 jsow ajBuis ayy s pup Buipjing
21/gnd uo sndoy : : : : : : 21gnd uo sndoy '$21S0q UO puUD arlk
$19SN |DNPIAIPUL $19SN [DNPIAIPUI 193N |DNPIAIPUL AUl SN0 Aypodpn)
jo InoiApyag jo Jnoinnyag jo Inoiapyag l : e
Aipssadau
auo Buuoys
- $19pJOq $S0IOD 5|00} Aunssadau
uoyDWLIojUI pUD
Bunipys adndsiaqhd puaxe jpyy 240 sednds Apundasiaqghdo
: Adeudes Budpub|pg auop 4 op i
uolpwIojul o1 UoNDIa) Ul ur 2npuod jo sdiysuolpjai [ogo|6 paioys b5 AIIUnos 6 uo uoypiadood
ajowoly + UOLDISA Ul spJppupjs aulya( dojansp o} pup sdiysiaupind B2 A N |puolpUIB}U|
suoinndaid : : g
: pasu s1epoa [ouUoLDUIBIU|
9|qouosnal
ys!|qois3
uoypw.ou| |p1OSg ST |Pa1104 J1wouo0d3 sjusws|s Adijod
sjubulwIdieq uonisod |paiydosojiyd

Administratio Publica | Vol 27 No 4 December 2019

150



Figure 2: CyberTerrorism Life-Cycle Model
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cyberterrorism, five important steps must be considered in cybergovernance.
These are Prepare, Acquaint, Choose, Execute and Deter (Ericksson and Penker
in Veerasamy, Grobler and Von Solms 2012:2) in order to address and com-
bat attacks online, as is outlined in Figure 2 that illustrates the CyberTerrorism
Life-Cycle Model.

The authors submit that cyberterrorism (overt) has emerged as a new threat in
information technology and information governance as opposed to cybercrimes
(covert), and can be termed a convergence of terrorism and cyberspace. The
model allows for the identification of future areas of research and development
regarding emerging methods of attack and deterrence (Veerasamy et al. 2012:2).

THE FUTURE OF PUBLIC ADMINISTRATION
IN THE CYBERAGE

One of the considered and greatest challenges facing new forms of information
technologies is the notion of privacy. The right to privacy of individuals is a signifi-
cant Constitutional imperative of Chapter 2 of the Bill of Rights of the Constitution
of the Republic of South Africa, 1996. Despite that, tracking and sharing of infor-
mation is a crucial part of the new connectivity in the cyberage (Schwab 2016).
Giving credence to good governance perspectives, the future of public administra-
tion in the cyberage poses interesting — yet challenging aspects for public organi-
sations, government and citizens in their engagement with one another. In order
to revitalise their role in governance matters, public administrators must reimagine
themselves from being agents of regulation and control to becoming agents of
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the social bond (Vigoda & Golembiewski 2001 in Brainard 2003:401). In other
words, public administrators must learn to be co-facilitators of social capital, and
participate in the shared reality with citizens through cyberorganising so that they
are able to effectively fulfil their roles and responsibilities in various institutional
settings. Another perspective for the future of public administration practice is
that the current systems of cybergovernance and cyber-resilience warrants col-
lective human accountability because in the future state of public administration,
the state demands increased transparency from the citizens. However, the state is
also required to significantly increase its accountability and transparency to the
citizens (Herrington and Aldrich 2013:308). Figure 3 captures the role of govern-
ment in cybersecurity.

It is clearly evident that government will have to invest in creating and coordi-
nating “cybersecurity activities and data protection across the whole of govern-
ment, including sub-national levels (e.g., municipalities), independent agencies
(e.g., regulators), and contractors (e.g., outsourced services)” (Chertoff 2008 in
Sutherland 2017:1-3). These activities range from identifying cyberthreats, re-
ducing vulnerabilities within cyberspace, coordinating with all stakeholders and
responding to the threats effectively and efficiently.

CONCLUSION

In theorising and deconstructing cybersecurity and cybergovernance as key
elements, the quest for enhancing service delivery and the future of public
administration must be considered. In an era of growing interdependence and
collaborative engagement, information management in a technology-driven
world is for effective decision-making, strategic management and service deliv-
ery. Equally important, is shaping the mindset of government and cybercitizens
alike in embracing the evolving cyberenvironment. Sovereignty, as is contextu-
ally understood within the physical domain is easy to police; however, in cyber-
space, sovereignty as it is traditionally understood becomes a blurred concept.
Knowledge, competence and commitment are vital aspects that could inform
new approaches and nuances, giving credence to cybercrisis or risk management
and the governance of cybersecurity systems becoming a fundamental impera-
tive in the information revolution era. The formidable question is: who controls
and directs the governance of information in the current decade and beyond?
Finally, the authors highlight the need for further research into cybersecurity and
protection of cybercitizens in the context of good cybergovernance, calling for
greater accountability. The role of government has now come into sharp focus in
addressing the challenge of cybersecurity. This is exacerbated by poorly trained
public servants who do not have a deep enough grasp of the challenges of risks
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posed by cybercriminals, cyberterrorists and the like. It is therefore incumbent
on government to train and develop senior managers on cyber-related matters, to
educate the public on being cybersmart and to implement cyberpolicies (which
are already developed or which are currently being developed) so as to protect
itself and society at large from cybercriminals.
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