-

View metadata, citation and similar papers at core.ac.uk brought to you byf’f CORE

provided by Open Repository and Bibliography - Luxembourg
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Abstract—With fast growth of wireless services, secrecy has can obtain the right message, while the others cannot. Tra-
become an increasingly important issue for wireless networks. In ditiona"y, the secrecy mechanism has been established at
this paper, we investigate the secrecy capacity of the primary the upper layers using a secret key exchange between the

system in a cognitive radio system based on artificial noise, d destinati h Diffie-Hell K h
which has been proposed to deal with the eavesdropper. We first source and destination, such as Diffie-Heliman key exchange

consider a special case of one eavesdropper and two regimed3], independently of the physical medium. However, the
of the eavesdropping channel condition. Specifically, we analyze key exchange algorithm may be vulnerable to eavesdropping
the impact of interference generated by a secondary system attacks in wireless networks, due to the broadcast nature of
towards the primary system in a cognitive radio system. The \yjraless channel. To solve this problem, information-teto

channel state information of the primary channel is assumed . . - .
to be perfectly known at both the primary transmitter and security as a physical-layer approach has been widelyesudi

receiver, whereas that for the eavesdropper is partially known. as & means for providing secure wireless communication [4]—
Under these assumptions, we derive analytical expressions for[7]. A pioneering work by Wyner has shown that perfect
the ergodic secrecy capacity in the cases of strong eavesdropgin secrecy can be attained when an eavesdropper channel is a
channel and weak eavesdropping channel, and analyze theqeqraded version of the main source-to-destination channe

impact of the secondary system on the primary ergodic secrecy . . .\
capacity. Moreover, we extend the analysis to the general casé o [4]. One approach realizing the physical layer securityesel

arbitrary eavesdropping channel condition and arbitrary number ~ On the use of cooperative relays [5], [6], [8]. Another a@mto
of eavesdroppers. Some numerical results will also be presentedthat eliminates the reliance on relays is based on the use

to verify the analysis. of beamforming technique combined with the injection of
Index Terms—Artificial noise, channel state information, cog- artificial noise [7], [9].

nitive radio, interference, secrecy capacity. The security issues on the physical layer was introduced

in [10] for a cognitive radio network. The secrecy capacity

|. INTRODUCTION of the secondary system was investigated in [11]-[{13], &her

Cognitive radio is considered as a promising solution t;yumrf[lﬁ antennzs was e.xp|0|ted-tFo pro':jgct thf traL]sn"nlnedllg4
improve spectrum utilization in wireless networks, as thdio rom the eavesdropper in cognitive radio networks. In [14],

o . multiuser schedulin heme w vel nhan
spectrum becomes crowded and scarce. In a cognitive raflid qjtuse sC .edl,] g scheme was developed Fo enhance
nitive transmission security against eavesdroppitagies.

network, secondary users are allowed to use the freque 89maximum achievable rate at which information can be
bands of the primary user only when these bands are

occupied [1], [2]. Therefore, the secondary user needs tdig transmitted secretly from the source to its intended dastin
o ! is referred to as secrecy capacity [15]. In the context of the

out whether a F:ertain frequency ba_nd 'S in use or not USi|L§8crecy capacity, it plays a crucial role whether the chlanne
spectrum sensing and/or geo-location database. In peact% o information’(CSI) of the eavesdropper is availabliaat

however, either spectrum sensing or geo-location datab%%tr f not. The CSI of th vesdr r mav b ratel
may not always provide correct information on the spectru urce Ot tho - 1he L t% € eat;zst tr(})ppe ?jy € accu ate_zy
occupancy. Once the secondary user comes to use a ce \Wh at e Source in the case that the eavesaropper 1 activ

band that the primary user is using, they will cause co- - In [16], the secrecy capacity of a cognitive radio nefhv

channel interference to each other. Hence, it is of sigmificaw"’ls analyzed under the assumption of perfect CS for the

importance to deal with the potential interference betwiben eavgsdropper. In realistic enwronment.s, however, it il fia .
primary and secondary users in cognitive radio networks. obtain the CS of the eavesdropper, since the eavesdropper i

On the other hand, maintaining secrecy of informationn%enera"y passive and its location is unknown to the trattemi
critical for wireless networks, as wireless devices beco r.these reasons, some previous studies assumed th‘.it only
pervasive and personalized. The general purpose of sec‘&?g'al knowledge on the eavesdropper channel is available

communication is to guarantee that the legitimate recxaive?t the transmitter [17]. However, the authors in [17] did not

onsider a cognitive radio network where interference betw
Copyright (c) 2013 IEEE. Personal use of this material is peeci the primary and secondary systems is present. They also
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eavesdropper will be considered up to Section lll, and the
result will be extended to an arbitrary number of eavesdzopp
Peseehy 2 A2 in Section IV. The Se-Tx is assumed to employ an energy
ST h,, detector to sense the spectrum and decide on the status of the

Py . e spectrum. Le€ denote the test statistic for the energy detector.
" hye, hse,i«\ ooy 77Tl \ Then, the probability of false alarm for the energy dete&tor
given as [18]
Pe=Pr{ > (Mo} = [ peleto)de, @
¢
Fig. 1. A cognitive radio network model witiV eavesdroppers. where ¢ denotes the decision threshol@, indicates the

hypothesis that the primary system is inactive, @aadc|H)
denotes the conditional PDF &f under the hypothesi%,.
missions from the primary user and from the secondary us&imilarly, the probability of detection can be computed as
The primary system is assumed to adopt artificial noise and oo
transmit beamforming as a security provisioning mechanism Pp =Pr{€ > (|H.} = / pe (e|H1)de, 2
We derive the secrecy capacity of the primary system in the ¢
presence of a secondary system. In particular, we derivet exahere?; indicates the hypothesis that the primary system is
closed-form expressions for the ergodic secrecy capasity active, andpg (¢|#1) denotes the conditional PDF &f under
well as the probability density function (PDF) of the signalthe hypothesis{;. Let © denote the event that the secondary
to-interference-plus-noise ratio (SINR), in two extrenases System is presen€( = 1) or absent® = 0) in the band, under
where the eavesdropping channel is very strong and véhg condition that the primary system is active (hypothesis
weak. Based on the derived capacity formula, the impact &fi). Then,© follows the Bernoulli distribution as
the secqndary system on the secrecy cgpacity of the primary 0 with probability P, = Pp,
system is analyzed. In particular, we point out that when the = { 1 with probability P, = 1 — P,. )
eavesdropper is very far from the primary system, the use of
artificial noise is not effective to protect the primary syst ~ The received signals at the Pr-Rx and at the Eav can be
from eavesdropping. Furthermore, we extend the analysiséPressed as
the general case of arbitrary eavesdropping channel ¢ondit ~
and arbitrary number of eavesdroppers. It is found that the Yp =1/ ﬁhppxp + O\ AsphspTs + 1y, (4)
use of artificial noise is effective, unless all the eavegpens
are far from the primary system. We also discuss how the Ype
optimal power allocation for the artificial noise is affette Ye = ﬁhf’ex?’ + OV schsets + ne, ®)
by the SNR at the eavesdroppers and interference from the Mxl , )
secondary system as well as by the number of eavesdropp\ﬁ’lj%?rexp €C andz, € C are the signal trans_mltted from
Some numerical results will be presented to verify the aigly 1€ Pr-Tx a?d SeT-Tx, respectively, Tand they satisfy t?xe]\g)owe
The rest of this paper is organized as follows. Section (fpnstra|ntsh—{£[£];{[xpxp} =1landE{zizs} = 1. hy, € C
describes a cognitive radio network model with an eavesdro?{1 h,. € C are fading channel gains from the Pr-Tx to
per. In Section I1l, the ergodic secrecy capacity of the priyn 1€ Pr-Rx and from the Pr-Tx to the Eav, refpec;tl\{ely, such
system is derived for the cognitive radio network in twd"@t Bep ~ CN(0,1n) and by ~ CA(0,1)". Similarly,
extreme cases where the eavesdropping channel is vergstrbey € € @ndse € C are fading channel gains from the Se-Tx

and very weak, and the impact of the secondary systemt(?sthe Pr-Rx and from the Se-Tx to the Eav, respectively, such

analyzed. In Section IV, the analysis is extended to thergéneat/sp ~ CA'(0,1) andhy. ~ CN(0,1). n, ~ CA(0, 1) and
case of arbitrary eavesdropping channel condition andrarpi "’ ~ C/V(0, 1) are additive white Gaussian noise (AWGN) at
number of eavesdroppers. In Section V, some numericaltges('® Pr-Rx and at the Eav, respectively,, and,. are the

are provided and discussed. Finally, conclusions are diawn@/€29e SNR at the Pr-Rx and at the Eav, respectively, for the
Section VI. signal transmitted by the Pr-Tx. Similarly,,, and~,. are the
average SNR at the Pr-Rx and at the Eav, respectively, for the
signal transmitted by the Se-Tx.

Il. SYSTEM MODEL g 4
A. Cogmtl\{e Radio N'e'twork . | B, Artificial Noise
sy\s/\tlsrrﬁor:Ig:(r::n%(;%;Itg;str:gqlo ngctjvéo:;\ljeggr%eplx:z a(\Ep:Vrj’;?ry The use of artificial noise for secure communication has
as illustrated in Fig. 1. In this model, we assume that ttgeeen proposed by Goel [7]. We assume that the Pr-Tx exploits

primary transmitter (Pr-Tx) is equipped with! antennas ftificial noise in combination with beamforming. The trans
. ) ) ' mitter composes, as a weighted sum of information bearin
while the secondary transmitter (Se-Tx), primary rece(Rx¢ P P g g

Rx)_, and each eavesdropper are, respectively, eqUippéd_WitlcN(o,z) denotes complex Gaussian distribution with zero mean and
a single antenna. It should be noted that the case of a singleariance matriz.
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signal s, € C and an artificial noise signat, € C»M~Dx1 whereSINR,, is the SINR at the Pr-Rx for decoding, given
Note that the power of, and w, are normalized such thatas )

E{[sp|?} = 1 andw, ~ CN(0,I,,_1). Accordingly, x, can SINR.. — (%) Iyl (11)
be expressed as U 14900 Ry

1—¢ By substituting (11) into (10) and using (3), we obtain the
xp =/ duys, + U1 WV (6) ergodic capacity as
where¢ denotes the ratio of the power of information bearing Cp = Py log, (1 + qs% \|hm,||2)
signal to the total poweP : P = o2+ (M —1)02, wheres? = . ) (12)
¢P ando?2 = (1 — ¢)P/(M — 1) with 02 and o2 denoting 4 Pilog, [ 1+ (032) Iy .
the signal power and the variance of each component of the 14+ s |hsp\2

artificial noise, respectively. The beamforming veaigrin (6)
is designed to maximize the power of the information bearing Rémark 1: From (12), we can see that, represents the
signal at the intended destination, such that= hi_/ [|h,, ||, effect of the interference from the Se-Tx to the Pr-Rx, ahd

while the nulling matrixW, € CM*(-1) js chosen such that decreases as, increases. Specifically, we have

h,, Ijes in the' Ieft-hand null space din,.i.e., hp.pr =0. Hmocp = PoCpio=o + P1Cpjo=0 = Cpjo=o;
With x,, defined in (6), the received signals in (4) and (5) Ysp? (13)
can be rewritten as Wiligloo Cp =PoCpie=0 + Po - 0 = PoCpje=o-
ol O
Yp = ]\gp Ihypll sp + O\ AsphspTs + 1y (7)
Remark 1 shows that ify,, increases from 0 tooco,
Dpe 1= Ype C, decreases by at most the quantityaxAC, =
Ye = M‘L/Hé‘p%— N 1H¢Awp+@\/%ehse$s+ne max AC, = P1Cpje—o. Moreover, it is known tha€,jo_o =

A . . . . A m=1 b
where¢; = hycu, c C is associated with the informationpgies the generalized exponential integral. This indicétat

bearing signal, andy , < h,c W, € C'*("~1) is associated 1, AC, increases with\/, ¢, and ~pp- The influence ofp
with the artificial noise. From (7), we can see that whichis AC, will be discussed in Section V.
transmitted when spectrum sensing fails at the Se-Tx, sausegp, the other hand, from (8), the ergodic capacity of the

interference to the primary system. From (8), we can algpimary-Eav channel with knowledge on the statistics of the
observe that Eav can attempt to decogg subject to the eavesdropping channel is given by

artificial noise and interference from the secondary system
Thus, the primary, secondary, and eavesdropper systems are Ce = Ee h.c sy, {10go[1 + SINR.]}

all coupled to one another. Correspondingly, it is not appar = PoEn,. v, 110g3[1 + SINRcjo—o]}  (14)
Whether_ the use of artificial noise always benefits the pymar + PiEn.. pr ., {10gs[1 + SINR,jo-1]},

system in the presence of secondary system and eavesdrop

0 oo (20 )55 (), wr () e

k(?erzreSINRe is the SINR at the Eav for decoding, given

as
IIl. ERGODIC SECRECY CAPACITY OF THE PRIMARY

(0%) o]
SYSTEM SINR, = SR 5- (15)
L+ 795e0 |hse|” + M1 M P4l

In this section, we derive the secrecy capacity of the
primary system described in Section Il. In the derivatior, w
assume that the Pr-Rx has perfect knowledge on the I
for hy, and h,,, while the Eav knows only the statistics Theorem 1: In the case that the Pr-Tx is very far from the
of the channels,. and hs.. We will consider two extreme ggy tpe < 1), the ergodic secrecy capacity of the primary

cases, weak eavesdropping channel and strong eavesdJopgistem with perfect instantaneous CSI of the legitimatencha
channel, according to the channel condition between the Rgl is given as

Tx and Eav, represented by,.. The secrecy capacity will be

Case of Weak Eavesdropping Channgl. (< 1)

provided in Theorems 1 and 2 for the two cases. Cs = (Po log, (1 + ¢% ||h,,p|\2)
The secrecy capacity of primary system, denoted’asis ( Yop ) Ih ”2 Ny M
defined as [19] + Py log, <1 + M“’2> ~ e By ( )
14+ vsp ‘hsp| In2 d)’Ype
C, = max {C, — C,,0} = (C, — C.) ", 9)

P 1 e (MY (] -
whereC,, is the ergodic capacity of the primary system, and In21 -« ! DVpe R Yse ’
C. is the ergodic capacity of the eavesdropping channel, i.e., Y A oo upet (16)
the channel between Pr-Tx and Eav. From (7), the ergodkherea = 77l and Fy (u) = [~ e~ dt. O

capacity of primary system with perfect CSl is given as L .
Proof: After dividing both the numerator and denomi-

C, = Eo{logy[1 + SINR,]}, (10) nator of (15) byve, let v, go to 0. Then, we can easily
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see that the third term in the denominator can be neglectém eavesdropping. However, this will not be the case when
since||sz||2 associated with the artificial noise will be finite.there are many eavesdroppers, as discussed in [16], or when
Therefore, wheny,. < 1, SINR, in (15) is approximated as there are amplifying relays between the primary user and
Tpe 2 eavesdropper, as discussed in [7].
eRX = A —— a7
14 ’Yse(a |hse|
The PDF ofX can be found agx(z) = Pofx(z|© = 0) + B. Case of Strong Eavesdropping Channgl. (> 1)
Py fx(z|© = 1), where

T Theorem 2: Assuming that the Pr-Tx is very close to the
fx(xz|©@ =0) = e e Eav (. > 1), the ergodic secrecy capacity of the primary
PVpe system with perfect instantaneous CSI of the legitimatecha

M o M -1 nel is given as
frl@l®=1)= 2 "e {(” = f) (18)

¢’7p€ (ﬁ’)/pe - |
Y h
Cy = <Po log, (1 + qﬂﬁ thpH?) + Py log, <1 n ¢~MIIWH>

—2 s
+ Yse (1 1 Mee :c> } . L Yap [fosp
e Polbpy- 2l Alna +ZBI ’
See Appendix A for more details. Using (18), in (14) can T2 ¢ M T 2 )al@-1) o '
be approximated as 22)
where
Ce = PoCelo=0 + P1Ccjo=1
'Po ¢M M A 1 1- Cb
—— e%we [ n = -
" 2" 1(¢’Ype> M—-1 ¢
”7 _M
P Hop (M) _etp (L)), Aft@-n(1-2)
In21 -« DVpe Vse @ _9
@9 poaa_pya-n(1-2 (1—ﬁ)k_M
where k= N 0 o ,
~ e =1,
Celo=0 = logy (1 + 2) fr(2|© = 0)dz . Elf:lgl*’“ e
I v () =4 iy [ Inn + 30527 G i — 1)} :
= — ¢Pmwe By ( ) , otherwise.
In 020 Vpe (23)
Cupomr = [ logs(1+ 2) (el = 1) .
0
1 1 u M 1 1 Proof: After dividing both the numerator and denomina-
"2l _alt " 2 e ) evse By Nee ) [+ torof (15) by, lety,. go tooo. Then, we can easily see that
) " (20) the first term in the denominator can be neglected. Thergfore

See Appendix B for more details. From (12) and (19), thehen~,. > 1, the SINR. in (15) can be approximated as
ergodic secrecy capacity in (9) is computed as (16). =

2 Johy|?
. SINR, ~ Y = . (29)
Corollary 1: From (19) and (20), we get 74,0 \hse\ + 1%1 ¢1 2pe WAHQ
lim C. = PoCelo=o + P1Ccjo=0 = Cejo=0; .
Yse=0 (21) The PDF ofy can be expressed a4 (y) = Pofy(y|© =
%ltlr_{looc = PoCelo=0 + Po - 0 =PyCelo=0- 0) + P1 fy(y|© = 1), where
[l 1— ¢
: : fy(yl® =0) = 7
According to Corollary 1, ify,. changes from0 to oo, ¢<1+ y>
the C, can improve by at most the quantityax AC, = ST (25)
max AC, = P1C,jo—o. Moreover, from (20) we can see that Folo=1) =2 + (M —1)n + Many
Celo—o < 05€2E1(2) ~ 0.521, sincee*Ey(z) decreases (1+ay)® (1 +ny)™
with 2 £ M/(¢vpe) > M/¢ > 2. Therefore, the quantity . _ _ .
max AC, < 0.521P; is not significant. See Appendix A for more details. Using (2%), in (14) can
) be expressed as
Corollary 2: Observing (19) and (20), we see th@te—o
and C,je—; increase with¢, as e E; (ﬁ) increases Ce = PoCelo=0 + P1Cejo=1
with ¢. O _Pol- QSIM(U) P1 Alna n ZBka )
The Corollary 2 implies that in lowy,. regime, employing n2 ¢ ° n2 \ a(a—1) ’
artificial noise is not effective to protect the primary user (26)
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where where
Coomo= [ lomy(1+1)f5(u1® = 0)dy
(i 16 N _ N
_ - K=Y (-1y=' >
- T > :
].n2 (b M(n)7 j=1 np=--=n;=1
Cuomr = [ lomnpuO =1ty
o=1= 0gy (1 +9)/y(y|© = 1)ay > ik 1
el 1 0 2 To :Z(_l)k FL]—
) Al M = kgL (M —1)4)
no
=— | —¥=+ By, . 1 _
2 (a<a = RADILL Wﬂ) < (w633 (2 i)
See Appendix B for more details. By substituting (12) and 28 (1 k11 ))
(26) into (9), we arrive at the desired result (22). [ 133 \ | (M=Di=k10 | |
co L1 Tpy —q1
Corollary 3: Forvse < 7pe , the term associated ta.. in 7, — Z Z Z (1) Aty s /ﬁ Op,
the denominator of (15) can be eliminated, which is equiviale P S TR T (qn)
to setting® = 0. O

% (130, G5 (00

—k,1,1 2,3
ql—k—l,l,()) + G3,3 (91)1

—k,1,1
q1—k,1,0 )

It should be noted that the disappearancedoin (15) does

) . oo — Ly Tpa k pk—qs
not mean that the secondary system disappears. The setting_ (—1)* Ay 15 Ops
© = 0 results iNSINR,jo—¢ = SINR o1 if 7se < Ype- ,CZ:OZZ); q; P2 T (go)

Consequently,C. in (14) also becomes equal t0je—o: —k1,1 )+G2’3 (9
limze ,oSINR. = SINR jo—o = ,, Cc = Cejo— and E B
Tpe Ype

. —1
J

Cs— (Cp - Ce|®=0)+. M £ -M s pes 2 (Z - ) ’
t=1 ’

IV. MULTIPLE EAVESDROPPERS i M M o

In Section I, the ergodic secrecy capacity of the primarﬂ = Z Z Z Z .
system has been derived for two extreme cases of the SNR for (=1 ki=2k2=2  k;=2 (31)
the eavesdropping channel condition, < 1 and~,. > 1, . . .
and only one eavesdropper is assu(r?nmed {0 exist. In this sectid\0te thatAu,, 4, and Az.po.00 IN (31) are defined in Ap-
we extend the result to the general case of arbitrary eapsdrPendix A, and thatz ' SUJ bi:w:b:) andI' (z) denote the
ping channel condition and arbitrary number of eavesdnsppeMeijer G-function [21, Eq. (9.301)] and gamma function [21,
Let N (IV > 1) denote the number of eavesdroppers, and,  EQ. (8.310)], respectively. O
andSINR. , £ z., respectively, denote the average SNR and
instantaneous SINR at theth Eav for the signal transmitted

X (Hj9p2G§:§ (epz

—k,1,1
q2—k,1,0 ’

by the Pr-Tx. For simplicity but without loss of generalitye Proof: In the general case, the SINR of theth Eav in
assume that all the Eav's have the same SNR for the sightP) is given as
transmitted by the Se-TXjse1 = Voe2 = = Vse,N = Vse-
The ergodic capacity of the compound wiretap chanfig),
is defined as [8], [20] o (92552 [vr” 32)
Ce = Inr?x Ce’” = ]Ee)yhsmwlva {10g2[1 + In,?’x Zn]} (28) L+ ’Yse@ |h56|2 + Zi[;—qjl %}\ifm 17[)14"2

Let Z £ max,, Z,. Assuming thatV eavesdropping channels
are independent, the cumulative distribution function EID The conditional CDF ofZ,, can be found as
of Z can be written as

N
Fz(2)=Pr(2<z) = l_IlFZn(z), (29) Fa (210 = 0) = 1 — ¢~ o™ (52 + 1)~ M+
"= M A,
where Fz_(z) denotes the CDF oE,,. Fz (2l©=1)=1—¢e ¢wen [a(aw (33)
Theorem 3: When there existN eavesdroppers, the er- M e
godic secrecy capacity of the primary system with perfect + Bi.n
instantaneous CSI of the legitimate channel is given as s N (nz + 1)’6_1
_ Tpp 2
Cs = (730 log, (1 +¢ M ||hppH )
¢z ||h ||2 Note that if we approximate (33) under the assumption of
+Prlogy | 1+ % (30) e < 1 andq,. > 1 and differentiate the equations with
+%sp [ sy . respect toz, we can get (18) and (25). Using (29), the PDF
Po Py of Z can be computed fronfz(z) = Pofz (2|0 = 0) +
BT ety jﬂ) ) Puf2 (2 = 1), where
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fz(:l0 = 0) N ]
— e Hi? —(M-1)j-1y . | —— v, =40dB
= Ke (nz+1) [1i(nz + 1) + (M — 1)jn], . :
I
J20 =1
Ll "‘pl Al ql _(_}\;
— e Hi Alpia <Mj n > 2 of ]
(Flz_lqlz_l(zwpl)l (2 +6p,) 5, 7
—— Ly Tpo .AQ " g‘ al )
+ ,P2,q92 <N' + > . g
Zp22:1 qu:l (Z + GPQ)QQ / (Z + 9p2) § 15F |
(34) g o1l ]

Py = {0.3,0.5,0.7,0.9}

See Appendix A for more details on the derivation of th osh |

conditional PDF’s in (34). Using (34)C. in (14) can be

expressed as % 0.2 04 0.6 08 1

C D C n D C Power Allocation Ratio ()
e — Foblelo=0 1Velo=1
= %]Cjo + %]C (jl + jQ) , (35) ?Bgé 20. . (I]E;g%dg:} secrecy capacity v§ when~,. = —30dB andP; €
n n .3,0.5,0.7,0.9}.
where
o 1
Cpomo = [ logal1+ 2)f2(:1@ = 0)d = 11K ; —
0 n?2 Analysis
oo @ Simulation
Celo=1 = / logy(1+ 2)fz(2|0 = 1)dz <25
0 z
1 2
ZEIC(\71+\72)~ iz 2r
(36) g
See Appendix B for more details. By substituting (12) an 8 sl
(35) into (9), we obtain (30). [ ] g .
3 .
The resulting equation (30) looks very complicated. How g o -
ever, it should be pointed out that the gamma function ai USJ»
Meijer G-function in Theorem 3 are built-in functions tha 05| Yoo = (30, 20, 10, 2008}
can easily be computed by standard software packages, s A
as Matlab and Mathematica. From (28), it is apparent th of » ” " 5 H
the secrecy capacity will be most influenced by the eave ' Power Allocation Ratio (¢) '

dropper who can overhear the primary transmission in the
best condition. This implies that the use of artificial Nots#® Fig. 3. Ergodic secrecy capacity s, when~pe = 30dB andP; = 0.8.
increase the secrecy capacity, once at least one eavesdropp
is close to the primary transmitter, and the optimal power

allocation ratio will be determined by the channel Conm'os«ﬁcrecy capacity does not changeyaschanges from-40dB

of the eavesdropper. On the contraryz in the case that ) 40dB, which supports the claim made in Corollary 1. It is
the eavesdroppers are far from the primary system, the %o seen that the secrecy capacity is the largest whenl,

of artificial noise is not effective any more, as discussed Which corresponds to the case where artificial noise is not

g?;?lljlg r)2320.)These can easily be verified using the genmnzinjected. This implies that the use of artificial noise is not

effective when the Pr-Tx is very far from the Eav.

Fig. 3 shows the ergodic secrecy capacity in (22) versus the
ratio of the powerp, in the case that the Pr-Tx is very close to

In this section, we present numerical results to verify thiae Eav. The value of,. is set to30dB as in [8]. The results
analysis given in Sections Ill and IV, and discuss the resukhow that in highy,. regime, the secrecy capacity changes
in some specific scenarios of cognitive radio networks. In aignificantly with~.. We can also find the optimal value of the
the following figures, we set the number of antennas at tpewer allocation ratiap that maximizes the secrecy capacity.
Pr-Tx to M = 3, unless otherwise specified. The average SNRr instance, the optimal value of the power allocatiororati
~pp 1S Set t020dB, and the average SNfR,, is set tol5dB are 0.42, 0.45, 0.6, and 0.8 fgr. = —20dB, 10dB, 20dB, and
except for Fig. 5. 30dB, respectively. Fig. 4 shows the ergodic secrecy capacity

Fig. 2 shows the ergodic secrecy capacity in (16) versus time(22) versusy,, for several values oft/, when the optimal
ratio of the powerp for several values oP,, in the case that value of¢ is adopted. The optimal value gfhas been found
the Pr-Tx is very far from the Eav. We see that the ergodibrough numerical search. We observe that the ergodicsecre

V. NUMERICAL RESULTS
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Ergodic Secrecy Capacity (bits/s/Hz)
Ergodic Secrecy Capacity (bits/s/Hz)
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0 5 10 15 20 25 30
SNR y,, [dB] Number of Eavesdroppers (N)

Fig. 4. Ergodic secrecy capacity vg,, for optimal ¢, when~,. = 30dB  Fig. 6. Ergodic secrecy capacity vs. the number of eavesérsppvhen
andP; = 0.8. Ype,n = 20dB for all n, vsp = 15dB, ¢ = 0.5, andP; = 0.8.

35 ‘ iy addition, we also illustrate the effect of the secondaryesys
e 17 Ve o} = (3008, 0B} on the primary system in Fig. 5. As discussed in Remark

o : 1, the results show that the secrecy capacity is reduced by
) approximately 1 bps/Hz, when;, increases froml5dB to
20dB, and the gap increases agyrows up.

Fig. 6 shows the ergodic secrecy capacity of the primary
system versus the number of eavesdroppéfs,for several
different values ofAM/. We assume that all the eavesdroppers
have the same SNRy,., = 20dB,n = 1,2,---,N. The
secrecy capacity is found to decrease with since the
chance of wiretapping will increase for larger number of
eavesdroppers. Similarly to the result in Fig. 4, the sgcrec
capacity is shown to increase as the number of antervias,
increases.

¥, = 1508
2.5¢

e, 1+ Yoo ot = {00B, 0B}

15F

Ype,1’

Ergodic Secrecy Capacity (bits/s/Hz)

Yoe,o} = (3008, 2008}
0.5

0 i i i i i i
0.1 0.2 0.3 0.4 0.5 0.6 0.7

Power Allocation Ratio (¢)

VI. CONCLUSION
Fig. 5. Ergodic secrecy capacity vs.whenP; = 0.8 and{~pe,1,Vpe,2} =

{30dB, 20dB}, {30dB, 0dB, {0dB, 0dB}. In this paper, we have analyzed the ergodic secrecy ca-
pacity of the primary system in a cognitive radio network.
As a security provisioning method, we have considered the
capacity decreases &g increases. combined use of beamforming technique and artificial noise
We next illustrate how different channel conditions of mulat the primary transmitter. First, the effect of the seconda
tiple eavesdroppers affect the ergodic secrecy capacitiieof system on the secrecy capacity of the primary system has been
primary system. In Fig. 5, two eavesdroppers are assumedatmlyzed in two regimes of eavesdropping channel, when only
be in three different channel conditions for the primarynaly one eavesdropper is present. We have found that employing
The channel conditions are represented by a pair of thegweréhe artificial noise is not effective for a weak eavesdrop-
SNR values{vpe,1, Vpe,2}, Which is set to{30dB,30dB}, ping channel. On the other hand, for a strong eavesdropping
{30dB, 20dB}, and {0dB, 0dB}. First of all, the simulation channel, it has been found that the power allocation ratio
results and analytical results show exact agreement, whiobtween the desired signal and artificial noise needs to be
verifies the accuracy of our analysis. From the figure, we captimized in order to improve the secrecy capacity of the
observe that the use of artificial noise is effective for thstfi primary system. Furthermore, we have extended the analysis
and second cases. Comparing the first and second casestdharbitrary eavesdropping channel condition and arlyitrar
first case attains lower secrecy capacity and lower value mimber of eavesdroppers. It has been found that the use of
optimal ¢ than the second case, since the first case will hagdificial noise is effective unless all the eavesdroppeesfar
higher chance of overhearing information. Note that lower from the primary transmitter. We have also discussed how the
corresponds to allocating more power to the artificial noiseptimal power allocation for the artificial noise is influeac
In the third case, the secrecy capacity is largest when1, by the eavesdropping channel condition, interference from
which implies that the artificial noise is useless in thisecds the secondary system, and the number of eavesdroppers.
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Simulations have been used to demonstrate the validityeof tNote thatB; = 0, and thus we get
analysis. It is left for future work to find the optimal power

allocation ratio analytically. Fo(yl© = 1) = 1 A i Z By, . (@s)
APPENDIX (I+ay)” = 1 +ny)
A. PDF of X, ), and Z 3) PDF of Z: From (29), the conditional CDF's of can
1) PDF of X: The PDF ofX can be expressed as be computed as follows.
f/y(x) = Pofx($|@ = 0) + ’Plfx(x‘@ = 1). (37) N
The conditional PDFfX(x|@ = 0) can be obtalned from Fz(2|© =0) H (2|6 = 0)

X = (¢22) |;]> when © = 0, in which |¢;|* follows an n=1
exponential distribution, since it is a square of the Gaurssi N Mt
random variable. Therefore, the conditional PDF is found= H (1 — e e (nz+1)~"7 )

as [22, Theorem 3.19] n=1
M _ M, N (— iy NoJ 2 —M+1
fr(2z|©@ =0) = gbvpee Frpe ” (38) = Z Z o Z He Fwem: (nz + 1)
7=0 ni=1 n;j=1t=1
Similarly, the conditional PDFfx(x|© = 1) can be derived 7;7’
N1FN2FFNn;
from X = % when® = 1. Let U 2 ¢2= |y N 4 N y .
and V 2 1 + v, |hse|*. Since|y;|> and lhge\ follow the = Z (1)1 Z (1 — e Ppei” (nz + 1)_(M_1)])
J\Y
exponential distribution/iy(u) = ¢ " and fy(v) = =) P
ie*% [22, Theorem 3.21]. We first compute the condi- N ‘ N ‘
tional CDF Fy(2|00) = Pr (X = ¥ < z),and thenwe have =1-> (-1)’"" Y 7% (nz + 1)~
the conditional PDFf(z]© = 1) = 4x9=1) given as i=1 M=l
“ J
Y (46)
fx(z|©=1) = P e wherey:; and7,. ; are defined in (31).
Mry,e \ 7! Myse \7° (39)
X 14 —=x +'_Yse 1+ — . FZ(Z|@:1)
OVpe PVpe N M
2) PDF ofY: The PDF of b d =TI (1-e Pee oo =
) of V: The of) can be expressed as 11 an @z +1) e

fy@) =Pofy(l© =0)+Pify(yl©=1).  (40) N gy XN N
o - > EE T

The conditional PDFfy(y/© = 0) can be obtained from ; J
Yy = l,ﬁ%m when © = 0. Note that|i;|* follows v s
M—-1 M A ny#EngFE#nj

the exponential distribution, antt) ,||* is the sum of squared [ M Biom, }
a ( )k 1

An
exponential random variables and thus it follows the Erlang * . antter 1) Z w41
distribution. Therefore, the conditional PDFy,(y|© = 0) is =21

derived as B i 1y i R :
1-¢ < ‘
fyyle =0) = i (41) = M thy t '
o1+ %y M
d(M—1) " Ap, n Z By n,
Similarly, the conditional PDFy,(y|© = 1) is found as an, (om, 2z +1) = (nz + 1)
o+ (M —1)n+ Mony al ; al v =
fHrye=1) = , (42)  =1-> (-1y! eHi® ( 2) + £2(z)> :
(1+ay)* L +my)™ ; :Z:I: 2
ny<--<n;
wherea £ M 2:e gndy £ ﬁT We can rewrite (42) in ' 3 (47)
the form of partial fraction expansion as where £;(z) = i m Lo(z) =
M A, Bkl ny’ Bk N
fy(y|@ — 1) — % + Z ik’ (43) ]._.[nuﬁ{nt} T{ni}ti_ 1} (xnu(anuz-‘rl) 0 (nz+1)k1+~-.k~711
(I+ay)” = (1+ny) andy_ is defined in (31).

where By exploiting Heaviside's expansion [23], we can express

-M L1(z) as

A=ta—p (1= e
o\ 2 n\k—M (44) ﬁ Z szl: A17p1,q1 (48)
By =(1—k)(a—n) <1_n> (1—5) . tla,, (amz—i—l e CRE
- p1=
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where 8, are L, distinct elements of the sef,, }/_, in

the decreasing order, and, ,, ,, are the coefficients of the

partial fraction expansion given as [8]

Al»Pth
1 9(rpy—a1)
= +6,,)" L .
(Tpl — q1)| {82(7"’1 —q1) [(Z p1) 1(2)]} i
(49)
Similarly, we can expressy(z) as
N ‘A2’p2,qz
=2 > e (50)
p2=1g2=1

where
A27p27q2
1 8(7'p2—Q2)
- Z40p,)7 Lo(z
(sz 7‘12)' {82(7"172‘12) [( p ) 2( )]} o,
B B (él)
If n, = {0}, then/:g(z) = 7;7(:;-:11)% By differenti-

ating F'z(z|® = 0) and Fz(z|© = 1) with respect toz, we
arrive at (34).

B. Integrals

1) Derivation of Eq. (20):

Celo—o = / logy (14 ) fx (2|6 = 0)dx
0

1 e 1
= — e’ dx
In2 1+
1 o 1 1
_ - Lu U=l — T up
1n26/1 c T et 1),

Cupomr = [ Togs(1+ ) (el = 1)
0

9
2) Derivation of Eq. (27):
Cupomo = [ loga(1+9) 15010 = 0)dy
0
1l-9 [™ M
= o2 J, In(1+y) (1 +ny) " dy
1—¢ [ 1 —M+1
= 1+ d
sma Jy n i —narg T W
_ =0 [ 1 _ —M+1
= o2 n(M—l)y(l 1+ ny) dy
_1-9
= MIM(U)’
Celo=1 =/ logy (1 +y) fy(y|© = 1)dy
0
= log, (1 4+ y)———dy
| ot TeEwm:
By,
+ / logy (1 +y)———dy
Z (1 +ny)"*
1 A
= lnl+ — d
M
1 o0 By
+ — / In(l+y)——d
1n22 (1+y) P y
1 Alna
1n2< a—l ZBka )
(53)

whereM > 1, k > 1 andn # 0. If n = 1, Zx(n) in (53)

becomeg (1) = (Z04 1) . Otherwise, ify # 1, Zy.(n) becomes
() = S L I+ Y55 GG (= 1)]
based on [24, Eq. (1

0)].

3) Derivation of Eg. ()36):

Cuomo = [ log(1 4 2)f2(:1 = 0)d2
0

_ Kk /= sz ~(M-1)j-1
=19 /o In(1+ z)e (nz+1)

X [wj(nz +1) + (M —1)jn] dz
— £ i(_l)k (Hj)k /OO e (nz + 1)—(M—1).7'—1

In2 &~ k' o

x [wi(nz + 1) + (M — 1)jn] G 35 (2| 176 ) d=

_ L oo (_1);€H£ Hj G2’3 l —I_c,l,l
In2 « k! T ((M o 1)]) 3,3 n (M—-1)j—k—1,1,0
—k,1,1

n (1\4—1)}'—71@,1,0)>

k:u/] 1
=z 2 (D k! nFT (M — 1)5)

[ee]
— L 1 / el® 1 dx k=0
In21—a\Jo 14z 23 (1 k11 23 (1 k11
| X Nst,S Il (M—=1)j—k—1,1,0 Jr’7GS,3 “l(M—=1)j—k,1,0
+/ evr dr n n
11 " In2v”
=— (e"Er(u) +e"Ey(v)), (54)
In21-a Note that the third equality in (54) follows by expressing
the integrandin(1 + z) in terms of Meijer G-function [25,
. . Eq. (8.4.6.5)] asln(l + z) = G373 (2]1), and express-
whereu = #pe andv £ L. ing e #% using the Maclaurin series expansiamti? =
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>orco (—1)k (‘”ki',z)k We use [21, Eq. (7.811.5)] to obtain thg21] 1. S. Gradshteyn and I. M. RyzhiRables of Integrals, Series, and

fourth equality, 'and? 1) = 2T 21, Eg. (8.311.1)] to Products 7th Ed., San Diego: Academic Press, 2007.
4 Y (x * ) * (a:) [ q ( )] [22] R. D. Yates and D. J. GoodmaRrobability and Stochastic Processes:

get the fifth equality. A Friendly Introduction for Electrical and Computer Engars, 2nd Ed.,
Similarly to (54),C.je—1 can be expressed as John Wiley & Sons, 2005.
[23] E. Kreyszig,Advanced Engineering Mathematic&th Ed., New York:

e John Wiley & Sons, 1999
Celo=1 = / logy(1+ 2) fz (2|0 = 1)d= [24] H. Dwight, Tables of Integrals and Other Mathematical Dagd Ed.,
0 (55) New York: MacMillan, 1957.
7 K {j + j} [25] A. P. Prudnikov, Y. A. Brychkov, and O. |. Maricheintegrals and
T o Wt 25 Series, Volume 3: More Special Functipidew York: Gordon & Breach

where 7, and 7, are defined in (31). Science, 1990.
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