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Robust high-capacity audio watermarking based on FFT
amplitude modification

M. Fallahpou,” student member andD. Megia’

Summary This paper proposes a novel robust audio threshold. Moreover, to strengthen the robustngsénat
watermarking algorithm to embed data and extradh ia bit- attacks, a scaling factor is used. This factor stdjuhe
exact manner based on changing the magnitudeseoBET  value which is added to the FFT magnitudes in the
spectrum. The key point is selecting a frequencydbéor embedding step. For embedding, the FFT magnitutes a
embedding based on the comparison between theargnd the gt scaled and rounded to the nearest integeenTthe
MP3 compressed/decompressed signal and on a sugaaling selected frequency band is scanned and when v,ve aneet

factor. The experimental results show that the oebtas a very itude with th e | h e d
high capacity (about 5 kbps), without significangérgeptual magnitude with the value larger than one, it isentented.

distortion (ODG about —0.25) and provides robusinegainst  |f the magnitude is equal to zero it is incremenifethe
common audio signal processing such as added rfitseing corresponding embedding bit is ‘1’, otherwise the
and MPEG compression (MP3Jurthermore, the proposed magnitude is not altered. The experimental resshisw
method has a larger capacity (number of embeddési tbi that this method has a very high capacity (abokbfss),

number of host bits rate) than recent image datmgimethods. provides robustness against common signal proagssin

Key words: Audio watermarking, Fast Fourier Transform attacks and entails very low perceptual distortion. Using

(FFT). FFT magnitudes, /real? + imag? , results in better
robustness against attacks compared to using dieore

1. Introduction the imaginary parts.

The rest of the paper is organized as follows. In

The easy transmission and manipulation of digitadim  Section 2, the proposed method is presented. Ifi0Beg,
has led to a strong demand for watermarking schemesthe experimental results are shown. Finally, Secti
Since the human auditory system is more senstiae the summarizes the most relevant conclusions of tlsisaech.
visual system, to develop a high-performance audio

watermarking technique is a challenging task. Gieréng

the embedding domain, audio watermarking techniquesz' Proposed method

can be classified into time domain and frequenayaia
methods. Phase modulation [1] and echo hiding 8] a
well known methods in the time domain.

In frequency domain watermarking [3-8], after takin
one of the usual transforms such as the Discrete/Fa . : :
Fourier Transform (DFT/FFT), the Modified Discrete ;elgctj:d?to fmobeg tge;'dldeg b{Ls. For exa?plﬁéxrg{od
Cosine Transform (MDCT) or the Wavelet Transform }, the zero valuse cted.
(WT) from the signal, the hidden bits are embeditia Then, all numpers larger than_the selected valoeh(s
the resulting transform coefficients. In [6, 8] tidT gasg z;rg) aore 'Rlcrtemtﬁ”ieq (Strr:mAdz:'fEO (A’3 3}5 8.2 0
domain is selected to embed watermarks for maksggof b ith g | ote al’ tm 1 eF.s '” ea, th eren!dsﬁ no
the translation-invariant property of the FFT camdints to ntum '?hr Wlt value equa g .d tlrr:a Y, In ¢ b?I: " ad
resist small distortions in the time domain. Intjatar, step, the stream IS scanned and the secre pare

[8] shows that the FFT domain provides excellent embedded.. When we m“e(ft. O. in the stream, if
robustness against MP3 compression. In fact, usingpqrr_espondmg fe,(’:r_et bit is *07, .'t will not be ctged, but
methods based on transforms provides better pewept if it is equal to 171t S_hOUId be incremented. Threarked
quality and robustness against common attacks at the pricéet of values is theh ={03 4 5.8 21313 20}
of increasing the computational complexity. At the detector side, the secret bits are extraatel] then,

In the algorithm suggested in this paper, seledtieg all values Iarggr than the selected value are desmé&ed
frequency band and a scaling factor are the tustegs. domgi tr(?eenrﬂgggdthgbr?i\éz’enwgatgai\:leor(zj:cisteon e)t(ﬁm':FT
We consider that a safe area for embedding infoomas

: ; translation-invariant property of the FFT transfosuch
the frequency range at which the difference betwiben . . . . . .
FFT magnitudes of the original and the MP3 that small distortions in the time domain can beisted.

compressed/decompressed signals is lower than aCompared to other schemes, such as quantization or

In this scheme, we use the following method to einde
bit stream (secret bits) into a set of various nermi{FFT
coefficients). In the set of numbers, the numbeictvlis
most frequently encountered than others in the iset
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odd/even modulation, keeping the relationship ofT FF
coefficient pairs is a more realistic scheme urgreral
distortions.

2.1 Tuning

This method is based on using near zero values of
FFT magnitudes in a selected frequency band. Theade
needs integer values for the FFT magnitude in the
embedding step. Thus, the magnitudes in the seléated
are multiplied by a scaling factsrand then rounded to the
nearest integer. This scaling and rounding process
generates a great deal of zero values in the intege
magnitudes. The frequency band and the scalingeMgju
are the two parameters of this method which adjust
capacity, perceptual distortion and robustness.

e
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Fig. 1. Flowchart of tuning steps

To select the frequency band, the considered pOintSThe watermarking scheme presented here is poditiona

are as described below:
1. The selected band should have as many zeros a
possible after scaling (multiplying bg) and

to
application, the cover signal would be divided istveral

This means that the detector must be synchronizeddier
recover the embedded bits correctly.

In a real

rounding. The number of zeros identifies the 5cys of & few seconds and it is essential thatditector

capacity.

2. In the selected band, the difference between the
magnitudes of the FFT coefficients of the original
and the MP3 compressed/decompressed signal
should be small.

To select the scaling fact® the following points

should be considered:
1. By increasing the scaling facterthe error of the

can determine the position (the beginning sampiedach
of these blocks. One of the most practical solgtion
solve this problem is to use synchronization maksh
fhat the detector can determine the beginning ah ea
block. Several
described in the literature (for example [10, 1dfd any
of them can be used together with the method destri
_here in order to produce a practical self-synclriogi

synchronization strategies have been

scaling and rounding step decreases and results iry, | tion. A self-synchronized version of the progms

better perceptual distortion and lower capacity.
2. After the embedding steps, the magnitudes with

scheme (using the synchronization approach destiibe
[10]) has been implemented and the results are show

value zero at which “1” is embedded are changed Section 3.

to 1k. To obtain the secret bits after attacks, 1/

should be larger than difference between the 5 5 Embedding algorithm

original magnitudes and the attacked magnitudes.
Fig. 1 shows the flowchart for the selection of theing
parameters. We select the frequency band from 15ddH
low frequency and the cut-off frequency of MP3 he t
high frequency. For example, the cut-off frequerafy
MP3-128 is around 17 kHz. If there are not enough
magnitudes with zero value (after scaling and raug)d
the selected frequency band should be expanded by
decreasing the low frequency band. Since 8 kHraid of
high frequencies it is selected as the limitatitm.the
flowchart, the required capacity is denoteddap, N, is
the number of zeros in selected frequency bandLarigl
low frequency of the selected band. As the flowthar
shows, decreasing increases % which is used for
detecting secret information. In the initializatjothe
parameters is equal to 10.0. Most FFT magnitudes in the
selected frequency band are between 0 and 10, hétice
s in the interval [0.1, 10.0] with 0.1 steps we dmt miss
significant magnitudes and increase the numbeedszin
the frequency band simultaneously.

The embedding steps are as follows:

1.

2.

Calculate the FFT of the audio signal. We can use
the whole file (for short clipse.g. with less than
one minute) or blocks of a given lengthg( 10
seconds) for longer files.

Use the s selected in the tuning step as a
parameter to convert the FFT magnitudes in the
selected frequency band to integer values
(multiplying them bys and then rounding).

Scan all the integer FFT magnitudes in the
selected band. If a magnitude is larger than zero,
then increase it by one. After this step we have no
magnitude with the value one.

Scan again all integer FFT magnitudes in selected
band. When a zero magnitude is found, if the
corresponding embedded bit is “1” add one to the
magnitude. Otherwise, the magnitude is not
changed. After this step all magnitudes with value
zero or one represent an embedded bit.



5. Embeds and the frequency band limits in their

the secret bit stream is “010”. Table 1 summaraksteps

reserved positions as described in the end of thisof embedding and extracting.
section. This step must take into account security It is worth pointing out that the tuning parameté&sand

concerns, as detailed below.
6. The marked (FFT) signal is achieved by dividing
all the magnitudes by

the frequency band) should be used in receivereteat
the secret information. In the embedding stepsew f
special spaces are kept for saving tuning parasietére

7. In the previous embedding steps, the FFT phasesFFT magnitudes in special frequencies such as 3,214,
are not altered. The marked audio signal in the 15 and 16 kHz, which are reserved for scaling facice

time domain is obtained by applying the inverse
FFT with the new magnitudes and the original
FFT phases.

2.3 Extraction algorithm

changed by the value sf Consequently, in the receiver
will be available. Similarly, we use a 16-bit space
available for embedding secret information whiclgihe
after the first FFT coefficient with a zero magui¢ufrom

a selected frequence.g. 15 kHz) to embed the values of
the low and high frequencies of the selected freque

The watermark extraction is performed by using the pand. For example, if we embed at the frequencydban

FFT transform and the tuning parameters. Sincehtist
audio signal is not required in the detection psscehe
detector is blind. The detection process can beysanmed

from 12.3 to 16.7 kHz, we multiply them by ten and
change them to binary values

into the following steps:

1. Calculate the FFT of the marked audio signal. g

2. Extract thes and the frequency band from special g 050 Reserved frequencies Reserved 16 empty
positions (this step requires the use of a secret g used for saling factor spaces for frequency
key). = L bands

3. To achieve the scaled FFT magnitudes in selected “ i
frequency band, multiply them sy mIr w | |'q|“ "M"" il o Wt i

4. Scan all the scaled FFT magnitudes in the PR W | M ‘f Yl
selected band. If a magnitude with value in the ‘ ' 1.'55

interval [0, 1/2) is found, then the corresponding

embedded bit is equal to “0” and the restored

‘P.llﬁ

14

Frequency % 104
Fig. 2. Reserved positions feand frequency bands

magnitude equals to zero. If the magnitude value (01111011) = 123 and (10100111F 167. After that,

is in the interval [1/2, 3/2), then the
corresponding embedded bit is equal to “1” and
the restored magnitude equals to zero.

these binary streams are embedded in the free $pace
next to the selected frequency (15 kHz). The fiistof
123, is embedded in first available space afterstiected

5. Scan all the scaled FFT magnitudes in the position, and so on. Fig. 2. shows an example ef th
selected band. For each magnitude value in thereserved positions farand the frequency band.

interval [k+1/2, k+3/2), the restored magnitude
equals tk (for k > 1).

The security of this method requires that the fesopy
band and the scaling facteare not known by an attacker.

6. The restored magnitudes are achieved by dividing Note that if an attacker does not know the scaftigors,

them bys.
7. Finally, use the IFFT to achieve the restored
audio signal.
For example, assume that the magnitudes at thetsgle
frequency band are (0.9 0.4 0.2 0.1 1.4 0452 and

Table 1. embedding and extracting steps

stefs FFT magnitude

calculate FFT | 0.9 | 04| 0.2| 0.1 14 0.1p
g scaling 18| 08| 04| 0.2 2§ 0.3
=] rounding 2 1 0 0 3 0
2 shifting 3 2 0 0 4 0
g embeddin 3 2 0 1 4 0

Dividingbys | 1.5| 1 0| 05 2 0
® Scaling 3 2 0 1 4 0
3 Detecting 3 2 0 0 4 0
Q Shifting back 2 1 0 0 3 0
a Dividingbys | 1 [ 05| 0 0 |[15] 0O

it will not be possible for him or her to analyzetvalues

of the FFT magnitudes to determine the positiorthaf
embedded bits. For example, the rounded FFT matgstu
after scaling bys = 0.2 ors = 0.4 are completely different.
If the attacker does not know the frequency batiteei it
becomes even more difficult for him or her to ty t
determine the interval of the FFT spectrum whictriea
the secret information.

In order to keep both the frequency band and taéirgr
parameter secret, there are two possibilities. filrskone
would be to consider bothand the frequency band as part
of the secret key. In that case, the values of ethes
parameters shouldot be embedded in the marked audio
sequence and they should be transmitted as side
information over a secured channel. At the receside,
this information would be given to the extractoomler to
recover the hidden data.



A second possibility introduces security even ife th
frequency band and the scaling parameter are eretieaid

The Objective Difference Grade (ODG) is used to

evaluate the transparency of the proposed algoritfime

suggested above. The following security measures ar ODG is one of the output values of the ITU-R BS238

required:
1.

The values ofs and the frequency band should degradation and ODG

PEAQ [14] standard, where ODG 0 means no
-4 means a very annoying

not be embedded as clear text. The bits which distortion. Additionally, the OPERA software [15h%ed
form the values must be scrambled using aon the ITU-R BS.1387 has been used to compute this
Pseudo Random Binary Sequence (PRBS) objective measure of quality.

generated through a secret key (seed) and the

Table 2 illustrates the tuning parameters, per@ptu

embedded values would be the result of an XOR distortion and payload for six mono signals for B&fal

sum of the bits of the original parametessaqd
the frequency band limits) and the bits of the

zero under the MP3-128 attack. The tuning pararmeter
have been chosen manually just to test the systam f

PRBS. The secret key would be also needed atdifferent tuning settingsi.e. we have not followed the
the detector side in order to unscramble the flowchart depicted in Fig. 1). Table 3 shows theefof

values ofs and the frequency band.

The FFT positions for embedding the values of Table 2: Parameters and results of 5 mono sigB&R£0 under MP3-128)

and the frequency bands shouidt be fixed.
Instead of using fixed frequencies (like 12, 13,

14, 15 or 16 kHz) the position must be also

generated with a Pseudo Random Number

Generator (PRNG) in some intervalg. [12, 16]

kHz) using a secret key (seed) which is required

at both the sender and the receiver. This

procedure makes it impossible for an attacker to
destroy the values o and the frequency band,

) Frequency | ODG of
AF“ i(ljleo s band mar ked P?g:)(;)ad
(kH2) signal
spme50_1, 0.3 15.5-16.9 -0.18 1478
viool0 2 0.5 8-16.9 -0.34 8719
trpt21 - 3.E 8.5-16.¢ -0.3¢ 793¢
sopr44_1 0.35 10-16.9 —0.3( 7006
quar48_. 0.7 13.5-16.€ -0.34 3177
Thousand
vard Stare [0.1,0.6]] 15-16.9 -0.78 1849

since he or she cannot know the position of these
data in the FFT spectrum. In order to destroy
them, it would be required to disturb a wide

various attacks, provided by the Stirmark Benchnfark
Audio (SMBA) v1.0 [16], on ODG and BER for the five

interval of the spectrum and, thus, the quality of selected SQAM signalsE.g. the row “Amplify” shows
the attacked signal would also be damaged andthat the changes in volume of the watermarked bigas

would become unusable.
To increase security even further, a PRNG can hbso
used to change the secret bit stream to a scrarsbiesin.
For example, the embedded bitstream can be cotedruc
as the XOR sum of the real watermark and a PRB8. Th
seed of the PRNG would be required as a secreb&tty
at the embedder and the detector. The usage of PRNG
increase the security of watermarking schemessisudsed
in the literature (for example in [8]).

3. Experimental results

To evaluate the performance of the proposed methatg
speech in English ispme50_1, violoncello inviool0 2,
trumpet in trpt21 2, soprano insopr44 1, quartet in
quard8 1 have been selected from the Sound Quality
Assessment Material (SQAM) [12]. Also, to considee
applicability of the scheme in a real scenario, soag
“Thousand Yard Stare” (3:57) included in the afbRust

by No, Really [13] has been selected. All audip<lare
sampled at 44.1 kHz with 16 bits per sample and two
channels. The experiments have been performedafdt e
channel of the audio signals separately.

BER equal to zero when the alteration of volumeithin

the interval [0.8, 1.45]. As described in Sectiontize
frequency band and the scaling factorare the two
parameters of the method. These parameters weretes|
for each signal, then the embedding method has been
applied, the Stirmark Benchmark for Audio (SMBA)
software has been used to attack the marked fibes a
finally, the detection method has been performedttie
attacked files. The ODG in Table 3 is calculatetivieen
the marked and the attacked-marked files. The peatens

of the attacks are defined based on SMBA web &i&.
For example, in AddBrumm, 1-7000 shows the strength
and 0-14000 showsefrequency. This row illustrates that
any value in the range 1-7000 for the strengthlatd000

for the frequency could be used without any chaimge
BER. In fact, this table provides the worst andt lbesults
for the five test signals based on BER and, inctiee with
the same BER, based on the limitation of the patarse
The only attack in Table 3 which removes the hiddata

is FFT_Satl, which is able to remove the secret data for
one of the SQAM files (BER = 27%). Note, howevéiatt
the ODG of this attack is extremely low (-4). Thigans
that the attack does not only removes the hiddea, dat
also destroys the perceptual quality of the hggtadi



The SQAM files are short clips (30 seconds or less) In order to reduce computation time and memory @sag
and it is not necessary to use synchronization sneuikh
them, since the whole file can be used in the ewnlibgd
and extracting processes with short enough CPU. time

Table 3: Robustness test results for five SQAMdetkfiles

ODG of BER
Attack name | State |attacked % parameters
file
No attack — 0 0 —
MP3 - -0.1 0 >128
AddBrumm best | -1.75 0 1-7000,1-1400(
wors! | —3.5¢ 0.5 1-70001-75C
. bes | -0.71 0 1-4
AddDynNoise ot —032] 05 1
. best | -1.47 0 4096,1-8800
ADDFFTNoise i orst] —1.48 | 0 2,1-150
. best | -1.46 0 1-115
Addnoise  Norst —1.94 | 0 1-21
AddSinus best | 125 0 No Limitation
worst | -3.3% 0
Amplify - -0.1 0 80-145
best | -1.61 0 o
FFT_Invert worst| —3.66 ) No limitation
bes | —-3.5€ 0 S
FFT_RealRevers € orsi | 3 9¢ 0 No limitation
best | —-3.98 0
FFT_Statl worst| 3.96 57 1024
Invert best | -1.63 0 _
worst | =3.6% 0
bes | -0.1 0 Selected frequency
RC_LowPass worst| —0.25 0 |bandin passing area
. best | —3.29 0 Selected frequenc
RC_HighPass worst| —3.59 0 band in passing area
Table 4: Robustness test results for “Thousand ‘Béade”
ODG of
Attack name | attacked B(!;R SYNC parameters
file Q) error
No attack 0 0 0 -
MP3 -0.1 0 0/23 >128
AddBrumm -3.6 1 0/23 1-7500,1-5000
AddDynNois¢ -22 0 0/25 1-2
ADDFFTNoise| -1.1 0 0/23 4096,1-8800
Addnoise -05 0 0/25 1-6C
AddSinus -3.3 0 0/23 No Limitation
Amplify -0.1 0 0/23 80-145
FFT_Inver -3.7 0 0/25 No limitation
FFT_RealRever{ -3.7 3 1/23 No limitation
FFT_Stat -3.¢ 36 3/2¢ 102¢
Invert -3.7 0 0/23 —
RC LowPass| -02| 0| ojg Selected frequency
- band in passing ar
RC_HighPass| -3.7| o| oseg Selected frequency
band in passing area

the near 4-minute long “Thousand Yard Stare” sorg w
divided into 23 clips of 10 seconds each. Then, the
synchronization method described in [10] and the
embedding algorithm described in this paper wadiegp
for each clip separately. For this song, 16 syneizaiion
bits, “1 0110011110000 10" with a gtization
factor equal to 0.125, were embedded in the filGt 8
samples of each clip and then the information vmasek
was embedded in the remaining samples of the ldslec
segment. Finally all these 10-second clips wer@aejoi
together to generate the marked signal. We have use
different scaling factors in the range [0.1, 0@ different
clips. The payload and transparency results giaehaible

2 for this file consider the effect of both the
synchronization codes and the information watersark
Table 4 shows the effect of various attacks on Cdp@
BER for the marked “Thousand Yard Stare” signale Th
whole file is attacked, then it is scanned in tidoenain to
find the synchronization codes and, finalifye secret
information of each clip is extracted. The “SYNGQosf
column shows the detection error of synchronizatiode
after attacks, which shows that the synchronization
algorithm [10] is robust against attacksgure 3 visualizes
the test results. This plot shows how the capaaitd
perceptual distortion are changed with differenirg
parameters. The BER for all test results underMfrS-

128 attack on this plot is equal to zero.

Only a few attacks, such as low pass fikexhich only
leaves low frequencies unalteredwith a cut-off
frequency less than 6 kHz damage the hidden data.
However, the ODG of this attack is extremely lowdat —
3.5,i.e. very annoying). This means that the attack does
not only remove the hidden data, but also desttbgs
perceptual quality of the host signal. On the otteand, if
the cut-off frequency is larger than 8 kHz the BERbout
zero and the ODG of attack is in the acceptablgean

A very relevant issue in audio watermarking
computation time. As FFT is a fast transform, thisthod
is very useful for real-time applications. TabldlGstrates
the embedding and extracting times and comparewn the
with the computation time of FFT and the Daubechies
wavelet transform. The results for the song “Thodsa
Yard Stare” are the average of all the 10-secoipd.clt is
worth mentioning that these computation times hasen
obtained with an Intel (R) core (TM) 2 Duo 2.2 GHRPU
and 2 GB of RAM memory. It can be noticed that the
extracting time is one order of magnitude smalantthe
file playing time. Thus, it is perfectly possible tecover
the embedded data in a real-time scenario.

is



041 ‘ proposed a very robust, low capacity and high disto
k“'m\ - i scheme. However [7] and the proposed scheme inteodu
e Y ' '“;}f\ high capacity and low distortion technique but they not
-0.3! \ B B as robust as the low-capacity method described]in [
‘ \ \\ -, \\ : This comparison shows the superiority in both cépac
A4 \ S '~-..,\5 and imperceptibility of the suggested method wébpect
8 050 USRS S—— - * \ et to other schemes in the literature. This is paldity
Q relevant, since the proposed scheme is able of dafitiog
B ~0- sopréd-1 i much more information and, at the same time, intced
07k ___._._.fff"_,_ ___________________________________ :f,r.'zt::ozz | less distortion in the marked file.
k : ——quar4s-1
0.8/ -. | -A-spme50-1 i Table 6: Comparison of different watermarking aitjons
29! M | [-# Thousand Yard Stare Algorithm Capacity | Imperceptibilit | Imperceptibility
0 2000 4000 capagg?,o(bps) 8000 10000 12000 (bps) y in SNR (dB) (ODG)
Fig 3. Comparison between payload (bps) and Traespg (ODG) for {g} 223 lfl(ftsr(;[g:r?e? I\T(:l-t ?:ptgraj"sf
BER=0 under MP3 attack (bitrate 128 kbps) :
[5] 4.3 29.5 Not reported
Table 5: Computation time [6] Codedmage | ) 31,344 | -0.3610-0.72
Audio | Time | FFT | Db2 | Embedding | Extracting with 9x35 bits
Eile (se0) | time | time | time(sec) | time (sec) [7] 689 Not reported Not reported
spme50_1] 18 0.46 0.5D 1.78 1.67 proposec | 1478 to {71€ 35.210 44.¢ -0.18 t00.78
viool0_: 30 0.57 | 0.47 4.30 4.01
trpt21 2 | 17.8] 058 0.48 1.89 1.76 In the last few years, very good results in imagegad
sopr44 . | 23.E | 0.6C | 0.52 3.65 3.0 hiding have been published. Btial. [17] proposed a high
quar48 1| 23| 059 0.48 2.59 2.29 capacity data hiding with very low distortion. Fgeneral
Thousand 23x10| 0.17 | 0.15 0.69 0.59 test images such as Lena and Baboon they embedded
Yard Star about 5 kbit in the whole image with PSNR aboved)

i.e. the embedding rate for a 512x512x8 image is 0.0024

The method proposed in this paper has been comparegits of information per each image bit. The progbse
with several recent audio watermarking stratedtesiust method in this paper embeds about 5 kbit in a skctin
be taken into account that none of the works in the means 5 kbit in 44100x16 bits that equals to 0.00&t
reviewed literature produce capacity of the ordér50  audio bit. If we consider the compression rate ¢favL28
kbps, such as the proposed scheme. All the audis da (about 12:1), since this method completely robugtirst
hiding schemes which produce very high capacity are\Mp3-128, the embedding rate for each bit of asdimple
fragile against signal processing attacks. Becalifieis, it equals0.085, that is 35 times more than the information bit
is not possible to establish a comparison of tlep@sed  rate achieved with the image method of élial. Some
scheme with other audio watermarking schemes wénieh  gther image data-hiding schemes have been presgiked
similar to it as capacity is concerned. Hence, va@eh  increasing the payload up to 0.02 bits per imageRhien

chosen a few recent and relevant audio watermarkingin this case, the suggested audio scheme presketed
schemes in the literature. In Table 6, we Comphﬁe t achieves more than four times that Capacity_

performance of the proposed watermarking algoritind

several recent audio watermarking strategies rodoyesinst

the MP3 attack. The results are given for SQAMsilgt- 4. Conclusion

6, 9] use SQAM [12] files for evaluating their segted

schemes. All the schemes in this table are robgainat In this paper, we describe a high-capacity watekingr
MP3 compression with a 128 kbps bitrate. Under this algorithm for digital audio which is robust against
attack, the BER is equal to zero for all the commdar common audio signal processing. A scaling factpraad
schemes. the selected frequency band to embed the hidden
[7] Evaluates distortion by mean opinion score (MOS information are the two parameters of this methductv
which is a subjective measurement, and achievesregulate the capacity, the perceptual distortiod #me
transparency between imperceptible and percepbble  robustness of the scheme. Furthermore, the suggeste
not annoying, MOS = 4.7. [4, 5, 9] have a low cafydmut scheme is blind, since it does not need the origiigmal

are robust against common attacks. for extracting the hidden bits. The experimentaules
Capacity, robustness and transparency are the thage show that this scheme has a high capacity (abddps)
properties of an audio watermarking scheme. Corigigle  without significant perceptual distortion and pdas

a trade-off between these properties is necesgagy[4] robustness against common signal processing attamcis



as noise, filtering or MPEG compression (MP3). Besij

the proposed method achieves a higher embeddet bit

host bit rate than recent image data hiding methods
addition, the CPU time required by the propose@sthis
short enough to use the scheme in real-time apiglita
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