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I[I paswuao 1. Maumuaropy 3ampoca paspenieHo mpomsBecTu omneparuio op € O,
eciu cymectByer npeduke pk ciosa key, takoit, uro C(pk,op, pas) = Allow, u upu 3T0M
BBITIOJTHSIETCS ycsioBue: ecyn ¢yuknus C' ompejesieHa /it HEKOTOPOro npedurca prefix
cioa pk, ro C(prefiz,op,pas) = Pass.

II paBwuao 2. Uaumumaropy 3ampoca 3alpenieHo Mpou3BecTu omepamnuio op € O,
ecaim cymectByer npedukc pk ciosa k, takoit, uro C(pk,op,pas) = Deny, u upu 310M
BBITIOJTHSIETC ycsioBue: ecyn ¢yuknus C' omnpejesieHa Jijisi HEKOTOPOro npedurca prefix
ciosa pk, ro C(prefiz,op,pas) = Pass.

Cumraercst, 9T0 TIpeuKC CJI0Ba MOYKET COBIAJIATh C CAMUM CJI0BOM. Ecim ycaoBus mpa-
BrIa 1 wn mpaBuiia 2 He BBIOJTHAIOTCS, HAIIPUMED, U3-3a TOTr0, 9TO (PYHKIMA YIIPABICHUS
JIOCTYIIOM He OIpejesieHa Ha IIapaMeTpax 3alpoca, TO 3aIlpoC He BBIIOJIHSIETCH.

B rabsiutie npuBeién mpoctoit mpumep 3ajanus (bYHKIUA YIIPABICHUS JIOCTYIIOM C HC-
[I0JTh30BaHMEM IICeBIOKOMa. [l 3ampocoB ¢ maposiem «pls» paspernaercs BBITOJTHATD JIEO-
Oble orrepayy HaJT JJAHHBIME C KJTIOYaME, KOTOPbIE HATMHAIOTCS C «ay. [1J1s1 3a1rpocoB ¢ Kitto-
JOM «ab» pasperaercs 9YTeHne JaHHbIX BCEM, a 3aIliCh TOJBLKO TeM, KTO 3HAET IapoJib «p2».

TIpedukcor kmoueit | [lceBaokos Beruncaenus 3HadeHrst (DYHKIUU YIPABJICHUS JOCTYIIOM
a IF password = pl return ALLOW; ELSE return PASS;
ab IF operation = get return ALLOW;
IF operation = set IF password = p2 return ALLOW; ELSE return DENY;
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THE CAPACITY OF A PACKET LENGTH COVERT CHANNEL
A.V. Epishkina, K. G. Kogos

Covert channels are used for information hiding and realize one of the most serious
security threat. Widespread IP networks allow for designing such channels on the
basis of special properties of packet data transfer. Packet length covert channels
are resistant to traffic encryption, but some difficulties to detect them are known.
It makes significant an investigation of capacity limitation methods. This work presents
a technique to estimate and limit the capacity of the covert channels based on the
packet length modulation by traffic padding.

Keywords: covert channel, packet length, dummy packet, capacity limitation.

A covert channel is a communication channel which is not intended for information
transfer at all, such as the service program’s effect on the system load [1]. At present the
most popular covert channels are in packet networks because of some features available in
the TCP/IP protocol suite. There is a number of undetectable packet length covert channels
in IP networks that may be constructed even if an encryption is used at any OSI model
level. This paper describes a technique to estimate and limit the capacity of such covert
channels using dummy packets generation.

The design of the considered network covert channel and of a counteraction technique
is as follows. Let the lengths of transferred packets have the natural values from [g, to
lix + L; {Lo, L1} is a partition of the set Ny, .1 \ Np where |Ly| = |L;|, N, stands for the
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set of positive integers from 1 to a. Further, we consider a method to build a binary covert
channel. In order to transfer «0» the sender communicates a packet of a length of [ € Ly,
to transfer «1» the sender communicates a packet of the length | € L;. It is obvious that
the capacity of such channel without counteraction is equal to 1 bit per packet. To build
such a covert channel the sender must have the following possibilities: to modify lengths of
transmitted packets, to form packets of an undefined length, to buffer packets to be sent
and to transfer them at a specified moment.

The authors propose a technique to limit the capacity of covert channel based on traffic
padding. After k data packets have been sent, a random length dummy packet is created
where k is the parameter of a counteraction tool. Let i be the capacity of a communication
channel, then a counteraction tool decreases the capacity of a communication channel to
ku/(k+1).

After dummy packet receiving, the mismatch between the hidden sender and the hidden
receiver takes place. To negotiate this fact SOF packets [2] are utilized after T'— 1 packets
transferring within the covert channel. The receiver fixes T' — 1 packets gained after SOF
packet and waits for the next SOF packet. Thus T is the covert channel parameter which
estimates the synchronization frequency. As the identification of bits received after the
mismatch happened is wrong, in order to build the covert channel the inequality 7" < k+ 1
is required. The corresponding choice of parameters is explained in Fig. 1.

Message sent: 0100101100
Message received: 0000111100

SO0 alln S0F ol S0F e SOF | m SOF alhe aillhe

Dummy packet Dummy packet Dummy packet
wlha wln alln

Fig. 1. The scheme of data transfer in the covert channel (T' = 3, k = 5).

The capacity C' of the investigated covert channel is C' = max I(X,Y) where I(X,Y) is

the mutual information of random variables X and Y describing respectively the input and
output data of the channel properly. Since each T-th packet sent via the covert channel is
not a data packet but is a synchronization one, the mutual information can be calculated
using the following formula:

T-1
I(X,Y) = —=I"(X.Y),

where I*(X,Y) = H(Y) — H(Y|X) is a mutual information of random variables describing
the input and output data of the covert channel without synchronization.

The sizes of sets Ly and L; are equal and lengths of dummy packets passing through
the covert channel are chosen randomly and equiprobable. Therefore, H(Y) = 1. Since the
values of conditional probabilities p(y|x) for x,y € {0,1} depend on the number of packets
sent via a covert channel from the moment of synchronization to the moment of a dummy
packet receiving, the mutual information I*(X,Y") can be found using the following formula:

k— (T 1)+ Tz_z (1 - Hi(Y|X)>

I'(X,Y) = '*k :
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where H;(Y|X) is the conditional entropy of ¥ compared to X evaluated when i packets
are received between the synchronization and dummy packet arrival moments.

Then the approximate value of the mutual information for X and Y is
T-1 (T—1)2+(2T—3)(T—1) 2Ir—-3 (T —2)(T—1)

log —

I(X,Y)~
(X.Y) T kT okT 271 2kT In 2

Note, that if k is a continuous variable, k € [T’; +00), then I(X,Y) ~ A(T)/k + B(T)
is a hyperbola as a function of £ where
(T—1)2 (2T —-3)(T —1)

AT) = T + 5T log,

o7 —3 (T —2)(T - 1)
T-1 0T 1n2

is negative strictly decreasing, B(T') = (T'—1)/T is positive strictly increasing, and they are
functions of 7. To build a covert channel the parameter 7' is chosen to maximize I(X,Y).
For example when k € {2,3,4} the parameter T should be equal to 2, when k € {5,6,7,8}
the parameter 7" should be equal to 3 and when k € {9,10,11,12,13,14} the parameter T
should be equal to 4. Graphs for function /(X,Y) of k and T' = 2, 3,4, 5 are illustrated in
Fig. 2.
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Fig. 2. Graphs for I(X,Y) as the function of k and T' = 2, 3,4, 5.

Let vynax be the value of the covert channel capacity such that the functioning of the
covert channel with a capacity less than v, has no influence upon security. Then a value T
can be defined satisfying the following inequalities:

Umax — Omin(TO) > 07
Cmin(TO) > Cmin(T)a

for every T' > 2, T' # Ty where Cpin(T') is the capacity of the covert channel when the
value k is taken the smallest for each fixed value T.
B(T) J

Umax — A(TO)

In fact, the parameter of counteraction tool k£ can be computed as k = {



MaTtemaTundeckme ocHOBbI KOMNBIOTEPHON be30nacHoOCTu 99

The results of the work are useful for constructing secure IP networks. The authors have
suggested a technique to select the parameter of the counteraction tool when an allowable
covert channel capacity is given. The novelty of the method is that the capacity of the covert
channel is limited in contrast to the other approaches which detect and destroy the active
covert channels. The topic of the further work is to research the techniques to limit the
packet length covert channel capacity by random increasing the lengths of packets before
sending them.
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