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Brain Computing Interface (BCI) has been proved helpful for the different streams of technology,
considering the sensitivity of data in the current era it is required to build new security protocols and authentication
models. Just like other fields of technology Brain Computing Interface could also be useful for making the data
security better by using BCI as an authentication method without any hard physical inputs. The focus of the issue
shifts to ‘recognition’ of EEG signals pattern and making the authentication model self-learning to increase its
efficiency. This leads us to involve Artificial Neural Networks in the authentication system to make it efficient and
intelligent.

A brain computer interface (BCI), sometimes called a mind-machine interface (MMI), direct neural interface
(DNI), or brain—machine interface (BMI), is a direct communication pathway between an enhanced or wired brain
and an external device. BCls are often directed at researching, mapping, assisting, augmenting, or repairing human
cognitive or sensory-motor functions.

BCIs comprise an active area of research and could start to integrate advances from adjacent fields such as
neuroscience, nanomaterials, electronics miniaturization, and machine learning. For example, one neuro-imaging
research project is starting to make guesses as to what participants see during brain scans, purporting to be able to
distinguish between a cat and a person. Merging this kind of functionality with BCIs might produce new
applications. Other experimental BCI projects have been proposed. One is Neocortical Brain-Cloud Interfaces:
autonomous nanorobots that could connect to axons and neuronal synaptic clefts, or embed themselves into the
peripheral calvaria and pericranium of the skull. Another project, Brainets, envisions linking multiple organic
computing units (brains) to silicon computing networks. A third project is Neural Dust, in which thousands of 10-
100 micron-sized free-floating sensor nodes would reside in the brain and provide a computing processing network.

Combining Brain Computing Interface (BCI) with Neural Networks. Presently ever device is under a threat
of security breach and taking into account the sensitivity of personal data and how human lives are half digital
makes this issue an important one for humans. It is required to secure our devices with a more secure and innovative
protocols instead of the mainstream methods. All the past authentication methods being used by us are breach-able
and have a history of either hack attacks or simple security breach due to the weak type of authentication models.
All of the authentication models we have so far need an input from the user. This input method is the main loophole
which makes it not good enough to protect our devices.

If the authentication models will need a physical input from users then it is highly likely that the user is at
risk because the input can be acquired either by trick or by force.

An authentication model based on EEG signals was proposed to overcome this problem and it could be a
method of thoughts without any hard physical input. BCI is capable of reading the Brain Signals and then the
proposed model in previous paper was developed to authenticate a user based on brain signals and matching the
patter with the one stored in a database.

Authentication for BCI with Neural Networks. As we have developed a consensus above that Neural
Networks can perform recognition in a very impressive way which is not possible otherwise. So a better thought is
to use Neural Networks on the EEG Based Authentication Model and make the Neural Network learn the patterns of
user’s authentication routine. Here the Neural Network will not only match the pattern to authenticate the users but
it will learn gradually the changes in EEG Signals pattern and become more intelligent in a way to recognize the
user.

The ultimate task will be to train the Neural Network to the point where it will not need to match the EEG Signals
with the first every stored pattern but it will be able to recognize the user based on the later learnings which were
learnt in result of trainings.
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Jnsi reHeprpOBaHHs MOIHOTO YJIbTPa3ByKOBOTO CHUTHANIA aMIUIMTYOH B COTHH BOJBT Mpu mUTaroIiemM
HanpsokeHud MeHbie 30 Bomer m momuoctr 200 Bt HeoOxomuMo wucmonb3oBaTh 3(dexT pesonanca. [Ipu
pE30HaHCe MPOUCXOAHUT HAKOIUICHHE SHEPTHUH B KOJeOATEIbHOW CUCTEME M YBEIHWYCHHE aMIUTUTYIBI KOIEeOaHHM.
BcenenctBie 3TOr0 reHepaTop AOJDKEH MOACTPAHBATh CBOIO YacCTOTY MOJ PE30HAHCHYIO YacTOTYy YIMpPaBiseMOi
cucteMbl. Pe3oHaHCHasi yactota OyJIeT 3aBHCETh OT MEXaHHYECKUX CBOMCTB YJIbTPA3BYKOBOI'O XHUPYPTrHUECKOTrO
MHCTPYMEHTa, 3JEKTPUYECKUX CBOMCTB MbE303JIEMEHTa W COIJIACYIOMIMX OJIEKTPUYECKHUX KOMIOHEHTOB CXEMBbI
reHeparopa. Yd4ecTh BCE 3TH (PAKTOPBI C JIOCTATOYHOW TOYHOCTHIO 3apaHee KpaiiHe CIO0XKHO. AHAIUTHYCCKUE
peIICHUS ¥ YHCICHHOE MOJCIMPOBAHUE MOTYT MMO3BOJHUTH MPUOIH3UTEIBHO OLIEHUTH CIIEKTP PE30HAHCHBIX YacTOT,
OJTHAKO, TaKUE OIEHKU He OyIyT TOYHO COBMAJIAaTh XapaKTEPUCTHKAMH peallbHOTO ycTpoiicTBa. Heobxomumo
MPeyCMOTPETh CHCTEMY OOpaTHOW CBSA3M W YINpaBICHHWS YacTOTON reHepaTtopa. IlpesaraeTcs OCYIIECTBISTH
MUQPPOBYI0 OOpPaTHYI CBS3b M HHU(POBOC YIPABICHUE TEHEPATOPOM, YTO IO3BOJUT PEaM30BaTh IOCTATOYHO
CJIO’KHBIW aJITOPUTM YIIPABIICHUS, HE BBIMIOJHUMBIN CXEMOTCXHIUUYECKUMH CPEJICTBAMHU.

IIpemmaraercss ¢QyHKIMOHAMBHAs CcXeMa MakeTa OJOKa YIpaBlIeHHS ¥ TEHEPUPOBAaHUS MOIIHOTO
YIIBTPa3BYKOBOI'O CHTHajla m300pakéHHas Ha puc. 1. L{nppoBoit MUKPOKOHTpOIIIEp TeHEPUPYET NEPHUOIMICCKIE
HMITYJIbCHI, 3aITyCKAIOIIHEe TEHEepaTop C COOTBETCTBYIOIICH YaCTOTOW, M YINPAaBISCT HAMpPSKCHHEM Ha BBIXOZC
peryaupyeMoro MCTOYHHMKA TMHTAaHHUA. YPOBEHb HANPSKCHHUS HCTOYHWKA NMUTAHHUA OYyJEeT ONpEeAeisITh MOIITHOCTH
reaepupyemMoro curHasa. CurHajg ¢ reHepaTtopa MOAa&TCsl Ha IHE303JIEMEHTHI YIBTPa3BYKOBOTO HHCTPYMEHTA.
3HayeHHs TOKa W HANpsDKEHHWs Ha BXOJE HWHCTPYMEHTa U3MEPSAIOTCS C IIOMOIIBIO  aHAJIOTO-ITU(PPOBBIX
npeoOpa3oBaTenieii MHUKPOKOHTpOJUIEpa uepe3 JUHHU OOpaTHOW cBs3u. Ha OCHOBE CHUTHANOB OOpaTHOW CBS3H
MHUKPOKOHTPOJICP MOXKET OILCHHUTh aMIUIHTYAy KOJICOAHWH, W WX CHCKTPalbHBIA COCTaB, U OTPEarupoBaTh Ha
W3MEHEHUS] PE30HAHCHOM YaCTOThl U3MEHEHHEM BBIXOJHBIX UMITYJIbCOB U MHUTAIOIIETO HAIPSKEHUSI.

JanHass KOHCTpYKIMs (YHKIIMOHAIBHOM CXEMbl BBIOpaHa IO NpuunHe oOecredeHus: HUQpoBoil oOpaTHOM
CBSI3M IIPH HAJMYHMM ITOJHOTO IM(POBOr0 KOHTPOJS YaCTOTOH M (ha30d IeHEepUpPYEeMBIX CHI'HAJIOB, YTO ITO3BOJIUT
peann3oBaTh CaMble CIIOKHBIC AITOPUTMBI YIIPABIICHHS.
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