®EJEPAJILHOE I'OCYJIAPCTBEHHOE ABTOHOMHOE
OBPA30OBATEJIbHOE VUPEXJIEHUE BBICIIIE['O OBPA30OBAHNSI
«HAITMOHAJIbHBIN UCCJIEJJOBATEIBCKUMN
TOMCKUI TOCYJAPCTBEHHbBII YHUBEPCUTET)

[T MexayHapoiHasi KOH(pEpEHIIHs
«KoruutuBHas Po0oTOoTEXHHUKA)
B pamkax MexayHapoaHoro ¢gopyma

«AHTeNIeKTYaJIbHbIE CUCTEMBbI
4-ii IPOMBILIVIEHHOH PeBOJTIOLHN»

@

KOI'HUTHUBHAA
POBOTOTEXHUKA

CBOPHUK TE3UCOB KOH®EPEHIIUHU

CnoHcop OpraHuzaTtopbl

NATIONAL ot O * @ 7
INSTRUMENTS @ III YHHMBEPCHTET Hachschule Anhalt \vy -

AWNOTTO

21-23 Hos0ps 2018 roga

Tomck
Nznarensckuit Jlom ToMCKOro rocyaapCTBEHHOIO YHUBEPCUTETA
2018



[5] Solinthone Ph., Rumyantseva T.B., Syryamkin V.I. Information computer technology Master
Plan 2020 of the Association of Southeast Asian Nations (AIM 2020) // ManoBaTuka-2016 : c6.
MatepraioB XII MexayHap. MKOIbI-KOH(. CTYIEHTOB, aCIHUPAHTOB U MOJIOJIBIX YUCHBIX / O PEll.
A.H. Congarosa, C.JI. MunskoBa. Tomck, 2016. C. 417-421.

[6] Rumyantseva T.B., Solinthone Ph., Syryamkin V.1, Vaganova E.V., Zinov V.G. Technology
management. Part 2: Strategic management of intellectual property / ed. by V.I. Syryamkin.
Tomsk, 2016.

MERGING BRAIN COMPUTING INTERFACE (BCI) &
NEURAL NETWORKS FOR BETTER
AUTHENTICATION & RECOGNITION

Q. Ramzan, V.I. Syriamkin

National Research Tomsk State University
toggleTechs (a creativity platform)
gaseemramzanO@gmail.com

Brain Computing Interface (BCI) has been proved helpful for the
different streams of technology, considering the sensitivity of data in the
current era it is required to build new security protocols and authentication
models. Just like other fields of technology Brain Computing Interface could
also be useful for making the data security better by using BCI as an
authentication method without any hard physical inputs. The focus of the
issue shifts to ‘recognition’ of EEG signals pattern and making the
authentication model self-learning to increase its efficiency. This leads us to
involve Artificial Neural Networks in the authentication system to make it
efficient and intelligent.

A brain computer interface (BCI), sometimes called a mind-machine
interface (MMI), direct neural interface (DNI), or brain—machine interface
(BMI), is a direct communication pathway between an enhanced or wired
brain and an external device. BCIs are often directed at researching, mapping,
assisting, augmenting, or repairing human cognitive or sensory-motor
functions.

BCIs comprise an active area of research and could start to integrate
advances from adjacent fields such as neuroscience, nanomaterials,
electronics miniaturization, and machine learning. For example, one neuro-
imaging research project is starting to make guesses as to what participants
see during brain scans, purporting to be able to distinguish between a cat and
a person. Merging this kind of functionality with BCIs might produce new
applications. Other experimental BCI projects have been proposed. One is
Neocortical Brain-Cloud Interfaces: autonomous nanorobots that could
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connect to axons and neuronal synaptic clefts, or embed themselves into the
peripheral calvaria and pericranium of the skull. Another project, Brainets,
envisions linking multiple organic computing units (brains) to silicon
computing networks. A third project is Neural Dust, in which thousands of
10-100 micron-sized free-floating sensor nodes would reside in the brain and
provide a computing processing network.

Combining Brain Computing Interface (BCI) with Neural Networks.
Presently ever device is under a threat of security breach and taking into ac-
count the sensitivity of personal data and how human lives are half digital
makes this issue an important one for humans. It is required to secure our
devices with a more secure and innovative protocols instead of the main-
stream methods. All the past authentication methods being used by us are
breach-able and have a history of either hack attacks or simple security
breach due to the weak type of authentication models. All of the authentica-
tion models we have so far need an input from the user. This input method is
the main loophole which makes it not good enough to protect our devices.

If the authentication models will need a physical input from users then it
is highly likely that the user is at risk because the input can be acquired either
by trick or by force.

An authentication model based on EEG signals was proposed to over-
come this problem and it could be a method of thoughts without any hard
physical input. BCI is capable of reading the Brain Signals and then the pro-
posed model in previous paper was developed to authenticate a user based on
brain signals and matching the patter with the one stored in a database.

Authentication for BCI with Neural Networks. As we have developed
a consensus above that Neural Networks can perform recognition in a very
impressive way which is not possible otherwise. So a better thought is to use
Neural Networks on the EEG Based Authentication Model and make the
Neural Network learn the patterns of user’s authentication routine. Here the
Neural Network will not only match the pattern to authenticate the users but
it will learn gradually the changes in EEG Signals pattern and become more
intelligent in a way to recognize the user.

The ultimate task will be to train the Neural Network to the point where it
will not need to match the EEG Signals with the first every stored pattern but
it will be able to recognize the user based on the later learnings which were
learnt in result of trainings.

This study was supported by the Russian Foundation for Basic Research
(grant No. 16-29-04388).
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Po6oTu3upoBaHHBIE CHCTEMBI PAa3IMYHOTO POJa M Ha3HAUEHHS B COBpeE-
MEHHOM MHpE IOJYYHIN OOJIBIIOE PacHpOCTPAaHEHHE W HCIIOJb3YIOTCS HE
TOJBKO B NMPOMBIIUIEHHOCTH, HO W B cdepax, e KMU3HEHHO HeoO0X0IuMO
3aMEHHUTh 4YellOBeKa (PKCTpEMallbHBIE TEeMIIEPaTypsl, pPaJHaIis, IOKaphbl,
GoeBble eiicTBUs). B HacTosIee BpeMsi HOMUMO IPOMBIIIIIEHHBIX POOOTOB,
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