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Abstract – Testing of digital circuits is very important, 
especially for guaranteeing the correct and reliable 
functioning of electronic devices. One of the possibilities for 
deriving high quality test suites is using test generation 
methods for a corresponding Finite State Machine simulating 
the circuit behavior. In this paper, we estimate the number of 
implementation states whenever a circuit mutant is 
introduced. Experimental evaluation is performed for three 
types of mutants, namely Single Stuck-At Fault Mutants, 
Single Bridge Fault Mutants, and Hardly Detectable Fault 
Mutants. Experiments with the ITC’99 benchmarks (second 
release) show that in most cases the injection of a fault does 
not increase the number of states. Moreover, whenever the 
number of states is increased, the increment is on average 
20%. Given this increment, we perform the experiments to 
showcase that for testing circuits with guaranteed fault 
coverage with respect to the listed faults, one can apply the W-
method with the upper bound m = 1.2n states, for n states in 
the specification (circuit) FSM. 
 
Index Terms – Testing, Digital/Logic Circuits, Finite State 
Machines. 

I. INTRODUCTION 

LECTRONIC DEVICES and their development are 
rapidly progressing and thus, thorough testing and 

verification of their components, such as for example 
digital circuits, is crucial. Moreover, testing with 
guaranteed fault coverage (100% fault detection) is 
extremely important for digital circuits that are used in 
critical systems. Such testing and formal verification may 
be performed through addressing formal models, such as 
Finite State Machines (FSM)[1]. 

In this paper, we study logic circuits with memory, i.e., 
sequential circuits that contain simple gates implementing 
Boolean functions and latches represented by D-triggers. 
Following [2], we consider three types of faults that can 
occur in the circuit implementation, namely Single Stuck-
At Faults (SSFs), Single Bridge Faults (SBFs), and Hardly 
Detectable Faults (HDFs). A circuit that contains a fault is 
referred to as a mutant [3], as usual. 

We focus on distinguishing such mutants from the 
original circuit specification. Despite the fact that randomly 

generated test sequences are widely used, our experiments 
clearly show they are not sufficient for getting high fault 
coverage w.r.t. the listed faults. The reader can refer to 
Fig. 1 where the experimental results for benchmark b01 of 
the ITC’99 package (second release) [4] are presented. It is 
clearly seen that there exists a limit w.r.t. the fault coverage 
and the length of a random sequence, i.e., the fault 
coverage cannot be improved after certain length of a 
random test sequence is reached [5]. 

 

 
Fig.1. The fault coverage for random tests generated for the benchmark 
b01 

 

In our previous work [2], we tried to apply an FSM based 
test derivation strategy to test the ITC’99 circuits. In 
particular, we applied the transition tour over the 
corresponding FSM; a high fault coverage and short test 
sequences were obtained. However, we did not reach 100% 
fault coverage neither, as it is also known that the transition 
tour can only guarantee the detection of all output faults. 
For detecting transition faults, test sequences derived based 
on the so-called W-method can be applied [6]. Therefore, 
we currently study how often transition faults actually 
occur, when introducing a mutant of one of the three types 
mentioned above, and what is the fault coverage of tests 
returned by the W-method for different upper bounds of 
implementation states. We try to find out the average 
increase in the number of states when injecting a fault as 
classical FSM based test generation techniques return 
‘good’ test suites of polynomial length whenever a 
mutation does not increase the number of specification 
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states. On the other hand, when the number m of mutant 
states is greater than that of the specification, the length of 
a test suite with guaranteed fault coverage can become 
exponential [6]. 

Similar to random test sequence generation, we 
performed the experiments with the benchmarks of the 
ITC’99 package. The obtained results show that in most 
cases the injection of a fault does not increase the number 
of states in the mutant. Moreover, whenever the number of 
states gets increased the difference in the number of states 
is on average 20%. Experimental results confirm our 
hypothesis that the upper bound of m = 1.2n states, where n 
is the number of states in the specification FSM, is 
sufficient for deriving high quality test suites using W-
method (or any modification of it [7]). 

The structure of the paper is as follows. Section II 
contains preliminaries. Section III presents the 
experimental set up while Section IV contains the 
experimental results. Section V concludes the paper. 

II. PRELIMINARIES 

In this section, we briefly sketch the notions and 
definitions that are used in the paper. As the current work is 
a continuation of [2], most of the preliminaries are taken 
from the previous work. 

A combinational circuit is composed of logic gates; 
each logic gate implements a Boolean function. Sequential 
circuits include on one hand, a combinational logic, i.e., a 
combinational circuit, and on the other, memory elements, 
namely latches. Such memory elements can differ, and in 
this paper, we consider simple D-triggers that ‘store’ an 
internal value for one tick during the circuit functioning. 

An initialized Finite State Machine (FSM), is a 5-tuple S 
= <S, I, O, hS, s0>, where S is a finite nonempty set of 
states; I and O are finite input and output alphabets; and hS ⊆ S × I × O × S is a behavior (transition) relation; s0 ∈ S is 
the initial state [1]. 

An FSM modeling the behavior of a given logic circuit 
can be obtained via direct simulation of the circuit behavior 
at each (latch) state under each possible input. In this case, 
the set S of FSM states consists of Boolean vectors 
(probably hashed as integers) representing all possible 
combinations of the states of the latches. Correspondingly, 
the set I of FSM inputs has Boolean vectors that can be 
applied to the sequential circuit. 

As an example, consider a sequential circuit shown in 
Fig. 2. An FSM describing the behavior of this digital 
circuit is presented in Fig. 3. 

 

 
Fig. 2. An example of a sequential circuit 

 

This circuit has one input, two latches and one output. 
The FSM simulating its behavior has two inputs, two 
outputs and three states. Each initial latch value is 
considered to be zero, therefore the initial FSM state is 
(00). Note, that the state (11) is not reachable from the 
initial one and thus, it is not included into the set S = {(00), 
(01), (10)} of FSM states. 
 

 
Fig. 3. An FSM describing the behavior of the circuit in Fig. 2 

 

Following [2, 8], in this paper, we consider three types 
of circuit mutants. 

- Single Stuck-At Fault (SSF) Mutants when one 
circuit gate gets stuck at a given logical value (“1” or “0”); 

- Single Bridge Fault (SBF) Mutants when a given 
input of a given logical gate is wrongly wired (bridged); 

- Hardly Detectable Fault (HDF) Mutants when a 
single gate changes its output for a single input. 

The goal of this work is to study the correlation between 
the mutants of a sequential circuit and those of the 
corresponding FSM. In particular, we furthermore present 
the experimental set up and the corresponding results on 
how the mutants listed above affect the number of FSM 
states and thus, the length of a test suite derived using FSM 
based strategies. 

III. EXPERIMENTAL SET UP 

In this section, we briefly discuss the tools used in the 
experimental evaluation as well as the set of benchmarks 
that were utilized as experimental samples. 

Given the specification circuit C, in our experimental 
evaluation of the number of states in mutant 
(implementation) FSM, we sequentially execute the 
following steps. 

1. Derive an FSM S simulating C’s behavior. By 
default, all latches are assigned to 0, namely (00…0) 
is the initial state of S. 

2. Derive a mutant C’ of the circuit C by injecting a 
fault of interest into the circuit C. 

3. Derive an FSM M simulating the behavior of the 
mutant.  

4. Compare the number of states in FSMs S and M. 
Report the difference, whenever the number of 
implementation states is greater than that of the 
specification. 

Steps 2-4 are repeated iteratively for different types of 
mutants. Later on, the average value of the difference 
between the number of states in the specification and 
mutant is calculated. Note, that in this case, we are only 
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interested in the cases when the number of mutant states is 
greater than that of the specification. The reason is that in 
this case, the length of the test suite derived using W-based 
methods, can become exponential [6].  

After the average increase m of the number of states for 
mutant FSMs is established, a test suite is derived using the 
W-method with the corresponding upper bound m and the 
fault coverage of the obtained test suite is evaluated w.r.t. 
the faults listed above. 

In order to perform such experimental evaluation a 
number of software tools were utilized; those are either 
available online or developed in-house. The first step was 
performed with the use of the tool developed in the group 
of Prof. N. Yevtushenko (Tomsk State University) [9]. The 
corresponding simulator allows to model the behavior of a 
logic circuit starting from the initial state (00 … 0) and 
produce the minimal FSM in the KISS format. The same 
tool was utilized when executing Step 3.  

For the mutant derivation, we used another tool that we 
previously developed [8], namely a mutant generator for 
the circuits written in the BLIF format. All the translations 
between different formats representing the logic circuits 
were made with the use of the ABC tool, developed at UC 
Berkeley [10]. Test generation using W-method was 
performed using the software solution FSMTest-1.0 [11]. 
All the steps were combined together via a script provided 
by the authors. 

As mentioned before, for the experimental evaluation 
we used a subset of benchmarks of the package ICT’99. A 
short description of these circuits is provided in Table I [2]. 
 

TABLE I. 
A SHORT DESCRIPTION OF CIRCUITS USED IN THE 

EXPERIMENTS 
 

Name Number 
of 

inputs 

Number 
of gates 

Number 
of 

outputs 

Number 
of 

latches 

Short 
description 

b01 2 42 5 2 FSM that 
compares 

serial flows 
b02 1 23 1 4 FSM that 

recognizes 
BCD 

numbers 
b06 2 45 6 9 Interrupt 

handler 
 

IV. EXPERIMENTAL RESULTS 

In this section, we present the experimental results on the 
average increase of the number of states when an SSF, SBF 
or HDF mutant is derived. Experimental results for circuits 
b01, b02, and b06 are shown in Table II. 

Given the results presented in Table II, one can conclude 
that on average the number of states is not largely increased 
when any of the three types of mutants are considered. In 
particular, on average the number of states is increased not 
more than twenty percent. The latter means that for testing 

such circuits with guaranteed fault coverage one can apply 
the W-method (or any modification of it [7]) with the upper 
bound of m = 1.2n states, where n is the number of the 
specification FSM states.  

 TABLE II 
EXPERIMENTAL RESULTS FOR CIRCUITS B01, B02, B06 
 

Circuits b01 b02 b06 
Percentage of SSF mutants 

increasing the number of states 
1% 4% 22% 

Average increase in the number of 
states for the SSF mutants 

6% 16% 6% 

Percentage of SBF mutants 
increasing the number of states 

14% 4% 56% 

Average increase in the number of 
states for the SBF mutants 

19% 13% 19% 

Percentage of HDF mutants 
increasing the number of states 

2% 9% 33% 

Average increase in the number of 
states for the HDF mutants 

19% 20% 18% 

 
We performed these types of experiments as well, to 

verify our hypothesis about the lowest number m of 
implementation states delivering a high fault coverage for 
the W-method. In fact, we estimated the fault coverage of 
the test suites for different m values, namely, m = n, 
m = (n + 1), …, m = 1.2n. The experimental results for 
SSF, SIF, and HDF mutants are presented in Figs. 4, 5, and 
6, correspondingly. In Fig. 7, the fault coverage is 
estimated with respect to the union of mutants of all three 
categories. 

 

Fig 4. Fault coverage for SSF mutants 
 

Fig 5. Fault coverage for SIF mutants 
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Fig 6. Fault coverage for HDF mutants 
 

As the fault coverage of the derived test suites reaches 
100% assuming the upper bound m = 1.2n for the number 
of implementation states, we conclude that our hypothesis 
was correct and the average 20% increase of the 
specification states allows to derive high quality test suites 
using the W-method (or its modifications). 

 

 Fig 7. Fault coverage for all types of mutants 

VI. CONCLUSION 

In this paper, we studied the correlation between 
mutants of logic circuits and corresponding FSMs. In 
particular, we investigated how circuit mutants such as for 
example, single stuck-at faults affect the number of states 
in the corresponding mutant FSM. Experiments with a 
number of benchmarks from the ICT’99 package showed 
that on average there is a 20% difference between the 
number of states in the specification and its faulty 
implementation. Therefore, for testing such circuits with 
expected guaranteed fault coverage one can apply W-
method or its modifications with the upper bound m = 1.2n 
where n is the number of specification states. Our 
experimental results for different upper bounds on the 
number of implementation states confirmed the hypothesis 
of m = 1.2n being the reasonable value for this purpose.  

The obtained results are encouraging, and they provide 
some future directions of our work. In particular, we plan 
to study other types of mutants for logic circuits as well as 
to try other packages of benchmarks for the experimental 
evaluation and other methods (or heuristics) for test 

derivation which return shorter tests than the W-method 
while preserving the fault coverage. On the other hand, we 
also would like to perform some theoretical investigations 
for estimating the upper bound on the number of 
implementation states when a given fault is injected into 
the circuit. 
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