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Abstract

Abstract

Wireless sensor networks (WSNs) have become a rich research area over the
last years. That is because of its high flexibility, robustness, mobility and cost effec-
tiveness. WSNs have a wide application such as security, environment monitoring
and battlefield surveillance. Many aspects in the design of WSN must be consid-
ered. One of these aspects is how to deal with the observed and collected data at
the fusion center (FC) in order to obtain a global decision regarding the absence or
the presence of a certain target or phenomena.

In this thesis, the problem of fusion of decisions transmitted over Rayleigh
fading channels in wireless sensor networks (WSNs) is revisited. The likelihood
ratio test (LRT) is considered as the optimal fusion rule when applied at the FC.
However, applying the LRT at the FC requires both the channel state information
(CSI) and the local sensors performance indices. Acquiring these information is
considered as an overhead in an energy and bandwidth constrained systems such as
WSNE.

To avoid these drawbacks, we propose a modification to the traditional three-
layer system model of WSN where the LRT is applied as a local decision making
method at the sensors level. Applying the LRT at the sensors level does not require
the CSI or the local sensors performance indcies. It only requires the signal-to-
noise ratio (SNR). Moreover, a new fusion rule based on selection combing (SC) is
proposed. This fusion method has the lowest complexity when compared to other
diversity combing based fusion rules such as the equal gain combiner (EGC) and
the maximum ratio combiner (MRC).

Simulation results show that the performance of the proposed model where
the LRT takes a place at the sensors level either the EGC, maximal radio combiner
(MRC) or SC applied at the FC outperforms the traditional model that applies
the same fusion rules at the FC. In addition, applying the EGC at the FC for the
proposed WSN system model provides comparable performance to the traditional
model that applies the LRT at the FC. Moreover, the performance of SC based
fusion rule is investigated. Further, Simulation results show that the SC has lowest
performance when compared to the other fusion rules, but on the other hand, it has

the lowest implementation complexity among the other fusion rules such as EGC,
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Abstract

LRT , MRC , and Chair-Varshney.
Keywords: Wireless Sensor Networks (WSNs), Decisions fusion, fading channels,
likelihood ratio test (LRT), EGC, MRC, SC.
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Chapter 1 — Introduction

1.1 Overview of Wireless Sensor Networks

Pervasive sensing technology has the potential to enhance information gather-
ing and processing in diverse applications. A typical wireless sensor network (WSN)
employs multiple sensors, each equipped with devices capable of sensing, processing,
and communication. The advantages of WSN include flexibility in deployment and
scalability, low cost and fast initial set-up [1,2]. Recent advances in micro-sensors
have enabled WSN to a wide range of applications, such as battlefield surveillance,

environmental monitoring, and health care applications [3-8].

Each sensor node in the network has the capability to observe a certain target
and to send data or decisions through a parallel access channel to the fusion cen-
ter (FC), which makes a global decision about the absence or the presence of the
observed target. Significant challenges exist and need to be addressed in order for
the envisaged application to become a reality. For instance, the individual sensors
are incredibly resource constrained. They have limited storage capacity, and com-
munication bandwidth. In addition, in many WSN applications, sensors operate
on irreplaceable power supply, making it necessary to conserve power for prolonged
lifetime. From energy consumption perspective, transmitting or receiving one kilo-
byte of information is equivalent to computing 3 million of instructions [34], so it
is recommended to make a computation in the sensor level instead of transmitting

whenever it is possible.

The structure of any WSN could be either decentralized or centralized as
shown in Figure 1.1a and Figure 1.1b [9]. In the decentralized scheme, each sensor
receives a noisy measurements and makes a decision regarding a certain phenomena
and sends its decision to the FC where the global decision about the phenomena
is taken. In the centralized scheme, the sensors receive a noisy measurements and
transmit their raw information to the FC to make a global decision. In this scheme,
there are no decisions regarding the phenomena obtained by the sensors and the
sensors just re-transmit the received measurement to the FC. While the centralized

scheme performs better than the decentralized scheme, the power consumption and



Chapter 1 — Introduction

the channel bandwidth requirements for the centralized scheme is much more than
that for the decentralized scheme because each sensor transmits a raw data to the

FC, so the decentralized scheme is of particular interest [9].

(a) Decentralized (b) Centralized

Figure 1.1: WSN structures

There are three main topologies for WSN| parallel, serial and tree [10]. Fig-
ure 1.1 shows the parallel topology for WSN which is the most common topology
considered in literature [9]. In this topology, each sensor, k, receives an observation
donated by xj, regarding a certain phenomena. All sensors make their local decisions
regarding the phenomena and transmit their decisions, uy, to the FC. The global
decision, u,, in the case of parallel topology is made based on the local decisions for

all sensors and not on their individual received observations.

The serial topology is shown in Figure 1.2. Considering K sensors in the
network, only the first sensor makes the decision based on its own observation, while
the other K —1 sensors make their decisions based on their own received observations
and the received decisions from the previous sensors. The global decision in serial

topology based WSN is generated at the Kth sensor in the network.
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Figure 1.2: Serial topology for WSN

The tree topology for WSN is shown in Figure 1.3. Considering K sensors in
the network, the network is divided into levels up to % levels. In Level 1, % Sensors
receive their own observations and transmit their decisions to the next sensor in
Level 2. The remaining % sensors in the network receive their own observations
regarding the phenomena and also receive the decisions from two sensors in the
higher level. Decision fusion is applied and the sensors transmit their decisions and
observations to the sensor in the next level. The final decision takes place at the

%th level.

Of central interest in this thesis is making use of signal processing algorithms
for a WSN engaged in a detection task. As with any detection problem, including
classical distributed detection theory, decision making is confronted with the uncer-
tainty in the state of the phenomenon. This uncertainty may be due to observation
noise and propagation distortion from the target of interest to the sensors. In WSN,
one is also confronted with another level of uncertainty due to the unreliable trans-

mission medium between the sensors and the FC.

The major theme of this thesis is the investigation of signal processing algo-
rithms that could be applied in the case where the sensors receive a noisy mea-
surements and transmit there decisions to the FC through wireless channels that

undergo noise and fading.
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— level 1

— Level 2

— Level £
2

Figure 1.3: Tree topology for WSN

1.2 Literature Review

The problem of distributed detection has been studied extensively in the past
decades. In [11], distributed detection algorithm proposed in the case of two sen-

sors. A thorough and relatively recent survey on distributed detection can be found
in [12] and [13].

For the classical parallel decentralized detection problem involving K periph-
eral sensors and FC, there are two signal processing problems that are of particular
interest. The first is the fusion rule design that combines received information from
peripheral sensors for final decision making. The second is the decision rule design

at local sensors.

Decisions fusion represents a formal framework that deals with a data collected
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from different resources to obtain a greater quality of global decision about a cer-
tain phenomena [14]. Decisions fusion with uncertainty has been investigated and

a Bayesian sampling approach has been proposed to address this issue [15].

Fusion of decisions under communication constraints has been investigated by
various authors earlier. In [16] and [17], optimum fusion rule has been obtained
under the conditional independence assumption. Fusion of decisions which are cor-
related to each other has been studied in [18]. Distributed detection in a constrained
system has been also considered in [19-22]. Decisions fusion in WSN operated in
MIMO channel has been investigated in [23]. A universal detector for the binary
decisions made by sensor nodes has been constructed in [24]. Optimal local sensor
detection does not necessarily yield a global optimal detection and compromises

should be made with each other as well as the fusion rule at the FC.

Channel-aware distributed detection has been proposed in [25-27] which inte-
grates the wireless channel conditions in algorithm design. Fading channels receive
more attention in recent research reports [28]. A majority logic fusion rule which
integrates the fading channels between the sensors and the FC has been proposed
in [29]. Fusion of decisions transmitted over Rician fading channels has been inves-
tigated in [30,31]. Most designs typically assume that the channel state information
(CSI) is known at the FC. In [28], a new fusion rule which requires only the chan-
nel statistics instead of the instantaneous CSI has been developed. This is more
practical since the exact knowledge of CSI may be costly to acquire. On the other
hand, this fusion rule requires the local sensors performance indices, so in the case
of fast fading channels, the sensors performance indices need to be synchronously
updated for different channel states. This adds considerable overhead which may

not be affordable in resource constrained systems.

In [28], five different fusion rules have been investigated. These fusion rules
are the likelihood ratio test (LRT), equal gain combiner (EGC), maximum ratio
combiner (MRC), Chair-Varshney and the likelihood ratio test based on channel
statistics (LRT-CS). It is shown in [28] that the LRT fusion rule is the optimum
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fusion rule. That is because the LRT assumes complete knowledge about the CSI
and the local sensors performance indices at the FC. Acquiring CSI at the FC is
mainly done through channel estimation process and also the performance indices
must be transmitted by each sensor to the FC. That’s, applying LRT at the FC is
too costly since WSNs are known to be a constrained system in term of commu-
nication bandwidth and energy consumption. On the other hand, the EGC is the
simplest fusion rules since it does not require any knowledge about the channel or

the local sensors performance indices.

In this thesis, we consider the distributed detection problem in a resource
constrained WSN. The model with a parallel fusion structure by incorporating the
fading communication links will be specified in detail in the next chapter. We focus
on the design of WSN from a signal processing perspective. The proposed approach
will help fully utilize available resources and exploit the full potential of WSN.

Our goal is to incorporate the communication aspects into the data processing
stage; specifically, we will make use of signal processing algorithms, both at the FC
and local sensors, that can intelligently cope with channel fades in the decision mak-
ing stage. To motivate this, we note that in the context of wireless communications,
diversity techniques are a powerful way to combat channel fading. For example,
multiple channels can be utilized to transmit the same information to combat time
selective fading. One of the major contributions of this work is to recognize and

exploit the diversity that is already built into WSN in the form of multiple sensors.

1.3 Thesis Contributions and Organization

In this thesis, we consider the traditional parallel decentralized WSN system

model that incorporates fading channels and make the following contributions ( [32]
and [33]) :

1. Propose a modification to the traditional three-layer WSN system model where
the LRT is applied at the sensors level as a local decision making method for

each sensor.
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2. Apply a diversity combining technique, mainly the selection combiner (SC), to
the traditional three-layer WSN system model at the FC as a decisions fusion
method.

The following chapters will discuss the above contributions in detail. Chapter 2
presents the traditional three-layer WSN system model and the state of the art de-
cisions fusion rules. This chapter will describe the traditional system model where
the sensors receive a noisy measurements and transmit their hard decisions through
channels which undergo additive white Gaussian noise (AWGN) and Rayleigh fad-
ing and a coherent transmission is assumed. The fusion rules presented in [28] will
be also described briefly in this chapter. Moreover, we propose to make use of the
SC as a decisions fusion method in the traditional system model where the sensors
transmit their hard decisions without making any kind of signal processing at the

sensors level.

In chapter 3, we mainly present the proposed WSN system model. The LRT
fusion rule is assumed to be the optimal fusion rule [28] and applying this fusion
rule at the FC requires both the CSI and the local sensors performance indices. Ac-
quiring these information is considered as an overhead. In this chapter, we propose
a modification to the traditional three-layer WSN model where the LRT is applied
at the sensors level. Applying the LRT at the sensors level requires only the channel

signal to noise ration (SNR).

In chapter 4, a comparative simulation study is carried out between the pro-
posed model and the traditional model. The performance of the SC is also examined
in this chapter and compared to other fusion rules such as EGC, MRC, LRT, LRT-
CS and Chair-Varshney. Discussion of obtained simulation results is presented in

this chapter.

Conclusions and recommendations for future work are drawn in chapter 5.
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In this chapter, we describe the traditional three-layer WSN system model
that incorporates fading and noisy channels between the sensors and the FC. The
system model is divided into three layers and each layer is illustrated in details in
the next sections. Moreover, we present the state of the art decision fusion rules
which have been described and derived in [28] and we propose a new fusion rule
which is based on SC.

2.1 Traditional Three-Layer WSN System Model

The traditional three-layer system model describing WSN in the presence of
fading and noisy channels is illustrated in Figure 2.1. This system model is consid-
ered as extension to the parallel decentralized fusion model shown in Figure 1.1a

by incorporating the fading channel layer. There are two hypotheses under test,

— Layer2

Figure 2.1: Traditional three-layer WSN system model [28]

H, (target present), and H (target absent). Each sensor receives noisy measure-
ments and processes these measurements in order to make decision regarding the

hypothesis under test. Then, each sensor transmits the obtained binary decision to

10
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the FC through parallel access channels which undergo AWGN and Rayleigh fading.

In the conventional parallel fusion paradigm, the fading and noisy channel layer
is not considered thereby the information sent from individual sensors is assumed to
be perfectly recovered at the FC. For WSNs with limited resources, the effect due to
channel fading and noise renders the information received at the FC not completely
reliable. Corruption on the received local decisions will lead to performance loss if
they are not properly considered. The model described in Figure 2.1 is specified in

detail below.

2.1.1 Layer 1: Sensors

In this layer, all the local sensors receive noisy measurements regarding a
specific hypothesis. In this work, we assume that the observations are independent
of each other. After receiving its observation, xj, each sensor, k, makes a hard
(binary) decision: uy = 1 is sent if H; is decided, and uy = —1 is sent otherwise,
where £k =1,..., K and K is the total number of sensors in the network. The hard

binary decision is made by each sensor according to the following equation:

1 cx >0
= o (2.1)
-1 1z, <0

In addition, we assume that each sensor makes a binary decision based on
its own observation. The detection performance of each local sensor node can be
characterized by its corresponding probability of false alarm and detection, denoted

by Py, and Py, , respectively, for the kth sensor:

Py, = Pluy, = 1|Hy) (2.2)

In general, these pairs (P, , Py, ) may not be identical and they are functions
of SNRs as well as the detection threshold at each sensor. Figure 2.2 describes these

two probabilities.

11
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0.015

— Noise
Threshold — -Voise + Signal

[ Probability of False Alarm

0.01

I Probability of Detection

f(X)

0.005

Figure 2.2: Conditional probabilities of false alarm and detection

2.1.2 Layer 2: Fading and Noisy Channels

Decisions at local sensors, denoted by uy for £ = 1,..., K are transmitted
over parallel channels that are assumed to undergo independent fading. Since most
of WSNs operate at short range and low bit rate due to power and energy limita-
tions, the fading channels are assumed to be flat. We further assume phase coherent
reception, thus the effect of a fading channel is further simplified as a real scalar mul-
tiplication given that the transmitted signal is assumed to be binary. The statistics
of the real scalar, denoted by hy, is determined by the fading type. For example, for
homogeneous scattering background, Rayleigh distribution best describes the enve-
lope of a fading signal. In the development of fusion rules, the gain of the fading
channel is considered as a (possibly unknown) constant during the transmission of
a single local decision. We assume that the channel noise is AWGN and uncorre-
lated from channel to channel. To summarize, each local decision uy, is transmitted
through a fading channel and the output of the channel (or input to the FC) for the
kth sensor is

Yr = hpup + ng (2.3)

12
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where hy is the fading channel gain and ny, is a zero-mean Gaussian random variable

with variance o?2.

2.1.3 Layer 3: Fusion Center:

The FC is the most important part in WSN system which makes a global
decision u, regarding a certain phenomena based on the received y, data for all k.
This is done by making use of a certain fusion rule applied at the FC. According to
the used fusion rule at the FC, some other parameters may be required in order to
make the global decision such as the CSI and the local sensors performance indices.

The following equation describes the function of the FC after forming a certain

statistic A:
1 A>T
Uy = (2.4)
-1 :A<T

where T is the decision threshold at the FC.

2.2 State of the Art Fusion Rules

To facilitate our comparisons later, here we give a brief review of the fusion
rules developed in [26] and [28].

1) The Optimal LRT: By assuming instantaneous channel state knowledge
regarding the fading channel and the local sensor performance indices, i.e., the P,
and Py, values, the optimal LRT-based fusion rule has been derived in [26], with
the fusion statistic A given by

f(Y|H1>
A(y) = log [—
) =1og | 73Ty
(v —hy)? (v )? 2.5
N 1 Pye "5 4 (1= Py)e 2 (25)
- Z 08 _ (yp—hp)? _ (ypthy)?
k=1 Pfke 207+ (1 - Pfk)e 207

where o2 is the variance of AWGN for all channels. The LR value is then compared
with a threshold at the FC to make a final decision. While the form of the LRT

13
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based fusion statistic is straightforward to implement, it does need both the local

sensor performance indices and complete channel knowledge.

2) Chair-Varshney Fusion Rule: In [28], the following statistic, termed as the
Chair-Varshney fusion statistic has been shown to be a high-SNR approximation to

A.

P, 1-PF
A = Z log Pdk + Z log i (2.6)

sign(yg)=1 Te sign(yr)=—1

A; does not require any knowledge regarding the channel gain but does require P,
and Py, for all k. This approach, however, suffers significant performance loss at
low channel SNR.

3) MRC Fusion Rule:It has been shown in [28] that for small values of channel
SNR, A in (2.5) reduces to

K

Ay = (Pa, — Pr)huys (2.7)
k=1

Further, if the local sensors are identical, i.e., Py, = P; and Py, = Py for all ks,

then A further reduces to a form analogous to a MRC statistic

K
1

Ay in (2.7) does not require the knowledge of P; and Py provide P; — Py > 0.

Knowledge of the channel gain is, however, required.

4) EGC Fusion Rule:Motivated by the fact that resembles a MRC statistic for
diversity combining, a third alternative in the form of an EGC has been proposed

in 28], which requires minimum amount of information:

14
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N=zSu (2.9)

k=1

interestingly enough, this simple alternative fusion rule outperforms both MRC and
Chair-Varshney fusion rules for a wide range of SNR in terms of its detection per-

formance [28].

5) LRT-CS Fusion Rule: A new fusion rule based on the optimal LRT has
been proposed in [28]. This fusion rule requires the knowledge about the wireless

channel statistical characteristics instead of the instantaneous CSI. This fusion rule

is given by
* 1+ [Py, — Q(ayx)]V2ma e(ay2k)2
Ay = log e Uk * (2.10)
k=1 1+ [Py, — Qayk)]V2mayye 2

where a = 1/(0v/1+ 202) and Q(-) is the complementary distribution function of

the standard Gaussian.

The above fusion rule outperforms both the EGC and ChairVarshney fusion
rules and has better performance than the MRC fusion rule for most practical SNR

values (except for very low SNR values) [28].

6) SC Fusion Rule: Diversity is already built into a WSN in the form of mul-
tiple sensors. EGC and MRC diversity combining techniques proposed in [28] as a
fusion rules at the FC. Applying the MRC requires the CSI and thus it is has the
highest implementation complexity compared to the EGC. We propose to make use
of the SC as fusion rule at the FC in the traditional WSN system model. The SC
has a lower implementation complexity compared to the MRC and the EGC and it
is based on selecting the branch which has the highest instantaneous channel SNR.

Equation (2.11) describes the proposed SC based fusion rule.

Ay) = maz {|y].. - |yxl} (2.11)

15
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A performance comparison among the above fusion rules in term of receiver op-
erating characteristics curves (ROC) is shown in Figure 2.3. These curves obtained
by MATLAB simulation. In this simulation, first, a noisy data is generated for both
phenomena (Hy and H;p) then each sensor make its decision based on the sign of the
received measurement according to equation (2.1). The obtained decisions are then
transmitted to the FC by each sensor and it is assumed that the channel between
each sensor and the FC undergoes independent Rayleigh fading and AWGN and the
average channel SNR is 5 dB. The local sensors performance indices values, i.e., the
Py,

FC according to equation (2.4). Through this simulation, we make use of a range

and P, are 0.5 and .05 respectively. The global decisions are obtained by the

of threshold (i.e. -30:30) in order to get a wide range of Py and Py.
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Figure 2.3: ROC curves for fusion rules presented in [28] in addition to SC , average

channel SNR = 5 dB, P; = 0.5, P; = 0.05 and total number of sensors K = 8.

It can be shown from Figure 2.3 that the performance of the LRT fusion rule

is the best among the other fusion rules and that is because the LRT fusion rule
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assumes a complete knowledge about the CSI and the local sensors performance
indices (P, and Py, ). Figure 2.3 shows that the EGC outperforms the MRC, while
this result is not reasonable in the context of diversity combining, the inputs to the
fading channels between the sensors and the FC are not identical, unlike diversity
where all the inputs to the channels are identical and the same signal received from
different antennas and thats describes the performance degradation of the MRC
when compared to the EGC in this scenario. One more reason for this degradation
of the MRC performance is because of the difference between the channels charac-
teristics between the phenomena under interest and the sensors which are assumed
to undergo AWGN only and those between the sensors and the FC which are as-
sumed to undergo AWGN and Rayleigh fading. The SC fusion rule has the lowest
performance compared to other fusion rules applied at the FC in the traditional
WSN system model. However, SC fusion rule has the lowest implementation com-
plexity among the other fusion rules where applying the SC does not involve any
kind of mathematical operation such as summation and multiplication and it does

not require any knowledge regarding the CSI.

Another performance comparison between the fusion rules presented in [2§]
and the proposed SC fusion rule in term of detection probability as a function of
the average channels SNR is shown in Figure 2.4. The local sensors performance
indices are identical and the channels between the local sensors and the FC are also

identical for all sensors.

It can be noticed that the MRC fusion rule has a performance similar to that
of LRT fusion rule in the case of low channels SNR and this result has been approved
in [28] where it is proved that the performance of the LRT approaches that of the
MRC at low channel SNR. In addition, Figure 2.4 shows that the EGC fusion rule
outperforms both the MRC and the Chair-Varshney fusion rules for wide ranges of
average channels SNR. Moreover, the EGC fusion rule has a performance similar to
that of LRT-CS fusion rule in the case of low channels SNR. The EGC fusion rule
provides the most robust detection performance among other fusion rules such as

MRC and Chair-Varshney while requiring minimum amount of information. Fig-
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ure 2.4 shows that for high channels SNR, the Chair-Varshney fusion rule has a
performance similar to the of LRT and LRT-CS, so it is assumed as a high channel

SNR approximation to LRT.

The Chair-Varshney fusion rule assumes that the local sensors performance
indices, i.e., the Py, and P, are totally known at the FC. Moreover, Figure 2.4

shows that the performance of the SC fusion is the lowest among all fusion rules.
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Figure 2.4: Performance comparison among the fusion rules as a function of average
channel SNR, system level probability of false alarm Py, = 0.01, P; = 0.5, Py = 0.05

and total number of sensors K = 8.

A comparison among the fusion rules presented in [28] and the proposed SC
fusion rule in term of detection performance as a function of the total number of
sensors in the network K is shown in Figure 2.5. While the LRT fusion rule provides
the best performance among all the fusion rules even for small number of sensors, the
EGC fusion rule provides also a robust performance in term of detection probability

compared to MRC and Chair-Varshney fusion rules in the case of small number of
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sensors in the network.

It can be shown from Figure 2.5 that the fusion rules which require only the
knowledge about the channel such as MRC or that require only the knowledge
about the local sensors performance indices such as Chair-Varshney provide a lower
performance in the case of small number of sensors in the network while the fu-
sion rules which assume a knowledge about both the channel and the local sensors
performance indices provide the best performance. However, the EGC requires a
minimum amount of information and provides a better performance than MRC and
Chair-Varshney fusion rules. Figure 2.5 shows that the SC has the lowest perfor-

mance compared to other fusion rules.
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Figure 2.5: Performance comparison among the fusion rules as a function of the
total number of sensors in the network K, average channel SNR = 5 dB, P; = 0.5,
P; =0.05.

Figure 2.6 shows a performance comparison among the fusion rules presented

in [28] and the proposed SC fusion rule as a function of the average channel SNR.
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In this particular case, the local sensors have a non identical performance indices,
where ﬁdk =[0.1,0.2,0.3,...,0.8] and K = 8. However, all sensors share the same
Py which is fixed at 0.05. All wireless channel between the local sensors and the FC
have the same average SNR. From Figure 2.6 we can see that there is a performance
degradation when comparing to Figure 2.4 specially for EGC, MRC, while LRT,
LRT-CS and Chair-Varshney still have good performance and that is because the

local sensors performance indices are being considered in LRT, LRT-CS and Chair-

Varshney fusion rules.
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Figure 2.6: Performance comparison among the fusion rules whose performance
indices are not identical, average channels SNR = 5 dB, system level probability of

false alarm Pj, = 0.01 and total number of sensors in the network K = 8.
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Chapter 3 - Proposed Three-Layer WSN System Model

3.1 Motivation

It was shown in the previous chapter that the LRT fusion rule is considered to
be the best fusion rule [28] since it takes into account the complete knowledge of the
instantaneous CSI and the local sensors performance indices values. However, for a
WSN with very limited resources (energy and bandwidth), it is prohibitive to spend
resources on estimating the channel every time a local sensor sends its decision
to the FC and also acquiring the knowledge about the local sensors performance
indices, i.e., Py, and Py, ) values require the local sensors to transmit these values
through the channel which is considered as an overhead. From energy consumption
perspective, transmitting or receiving one kilobyte of information is equivalent to
computing 3 million instructions [34], so it is recommended to make a computation

in the sensor level instead of transmitting whenever it is possible.

3.2 LRT Based Decisions

Assuming that there are two hypothesis under test (Hy and H;), the received noisy

signal at each sensor k can be described by the following equation:

Nk ZHO

where S represents the signal in the case of H; and N is AWGN with variance of
o%. In this work, we assume that the absence or the presence of the signal under

interest (5), i.e., Hy or Hy respectively, is described by either 1 or 0 as shown in

1 IHl
S:{o :HD} (32)

The decision made by each sensor in the traditional WSN model is based on

equation (3.2).

the following equation:
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— layer1

— Layer2

Figure 3.1: Proposed three-layer WSN system model where the LRT is applied at

the sensors level

We propose to modify the traditional three-layer WSN system model shown
in Figure 2.1 by applying the LRT at each sensor. The proposed three-layer WSN

system model is shown in Figure 3.1.

The general form of the LRT based decision model is described by equation
(3.4) , it is a measure of how much likely one of the phenomenas (H;) presents than
the other phenomena (Hy).
p(z|Hy)

<T (3.4)

M) =log ) &

where T is the decision threshold. The received information (zy) follows the normal
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distribution with mean of zero and variance of % in the case of Hy and mean of

one in the case H; as described in the following equation:

(3.5)
Hy: zp~ N(1,0%)
The required PDF's are therefore [35]:
plar|Ho) = —=—==exp {—%(i—n)Z}
1 y L(zp=1\2 (3.6)
plarlHh) = —Zeeap {~1(22)?}
N

assuming independent identically distributed (i.i.d) measurements among the sen-
sors. Substituting equation (3.6) into (3.4) yields to the LRT statistics A(xzy):

_ (z—1)2
e 20']2V
_(z)?

2
e 20’N

A(zy) = log (3.7)

Assuming all sensors are receiving a noisy measurements with SNR, corre-
sponds to the sensors performance indices, i.e., P, and Py, . It can be noticed from
equation (3.7) that applying the LRT at the sensors level requires no prior infor-
mation regarding the channel and it only requires the instantaneous channel SNR.
Each sensor makes a local decision regarding the absence or the presence of a certain

hypothesis, H; and H, respectively, according to the following equation:

: 1 Al <T '

We assume that the communication channels are parallel access channels that
undergo noise and fading. The fading distribution is assumed to be Rayleigh with
unit power (i.e.,E[hi] = 1). The performance of the LRT is mainly characterized by
the probability of correctly recognize the presence of the signal while it is actually
present (probability of detection) and the probability of wrongly recognize signal as
present while it is actually absent (probability of false alarm). The probability of
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false alarm is defined as follows [35]:

+o00 1 —A2
= / e~ dA (3.9)
T 2

Equation (3.9) is the integral of a Gaussian pdf, so it can be solved by the

error function (erf(x)) [36], which is defined as:
fla) = — / 2 gt (3.10)
erf(zr)=—7= 1] e :
VT Jo

changing the variables t = A/\/20%;, equation (3.9) can be rewritten as:

1 T
25{1—67°f< 20_]2\[)} (3.11)

Finally, equation (3.11) can be solved to obtain the threshold 7" in term of the

inverse error function(er f~') [36] as follows:

T = \/20%erf (1 — 2P;) (3.12)

The probability of detection for the LRT test is defined as follows [35]:

—+o00
P, :/ pa (Al H)dA
T

= ———¢ *% dA (3.13)

Again, applying the definition of the error function in equation (3.10) leads to:
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Pd:%{l—erf(T;U;)} (3.14)

Substituting (3.12) in (3.14) and make use of the complementary error function(erfc(x)=1-

erf(x)) [36] in order to eliminate the Threshold 7" leads to:

(3.15)

SN R,
2

P, = 1erfc {erfcl(QPf) — 5

Equation (3.15) describes the performance of the LRT in term of fixed channel
SNR and fixed probability of false alarm.
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Figure 3.2: The performance of the LRT applied at the sensors level, Py = 0.05.
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The local sensors performance indices, i.e., Py, and Py, are function of the
threshold 7" and the channel SNR between the phenomena under interest and the
local sensors. In this work we focus on the over all system performance at the FC. In
order to facilitate our comparisons later between the proposed WSN system model
and the traditional WSN model, we assume that the local sensors performance in-
dices are same for both models and thus a certain channel SNR is chosen in each
model in order to get the same performance indices for both models. Figure 3.2
shows the performance of the LRT decision making method at the local sensors

layer. We assume a fixed Py, of 0.05.

It can be noticed from Figure 3.2 that a channel SNR of 4.3 dB will yield to
a performance indices of P;, = 0.5 and Py, = 0.05. In addition, it can be shown
from (3.12) that a threshold T'=1 should be applied in order to get P;=0.5 and
P;=0.05. Moreover, applying the traditional hard binary decision will yield to the
same performance indices for channel SNR of 4.3 dB with a threshold of zero [26].
So we choose this channel SNR (i.e., 4.3 dB) in order to obtain the ROC curves and

make a fair comparison later between the two models.
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In this chapter, the relative performance of different fusion rules applied at
the FC in the proposed WSN system model is examined. Moreover, a performance
comparison between the traditional and the proposed WSN is carried out through
simulation in order to obtain the ROC curves for different fusion rules and also to
study the effect of various factors that may affect the performance of the FC such
as the communication channel SNR, total number of sensors in the network (i.e.,

K) and the local sensors performance indices (i.e., Py, and Py,).

4.1 Performance Comparison Among Different Fu-

sion Rules Applied at the Proposed WSIN Model

In this scenario, we assume that all sensors receive noisy measurements and all
have same channel SNR and thus having the same performance indices. Moreover,
the channels between the sensors and the FC all have the same SNR. ROC curves
for different fusion rules applied at the proposed WSN system model and channel
SNR of 5 dB are plotted in Figure 4.1. The local sensors performance indices Py,
and Py, are assumed to be .5 and .05 respectively. The total number of sensors in

the network is fixed at eight.

Figure 4.1 shows that the LRT and the LRT-CS fusion rules have a perfor-
mance similar to that when applied at the proposed WSN system model. It can
be shown from Figure 4.1 that the performance of MRC applied at the proposed
WSN system model is similar to that of Chair-Varshney fusion rule applied at the
proposed model, however, the MRC fusion rule requires the knowledge of CSI.

In addition, Figure 4.1 shows that the EGC fusion rule applied at the proposed
WSN system model shows a relatively better performance when compared to Chair-
Varshney, MRC and SC fusion rules applied at the proposed model and provides a
little performance degradation when compared to both LRT and LRT-CS.
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Figure 4.1: ROC curves for different fusion rules applied at the proposed WSN
system model, average channel SNR = 5 dB, P; = 0.5, Py = 0.05 and total number

of sensors K = 8.

4.2 Performance Comparison Between the Pro-

posed and the Traditional WSIN Model

In this section, a comparison is made between the traditional and the proposed
WSN model where a certian fusion rule is applied in both models. We assume that
all sensors have the same channels SNR to the FC and also have same performance
indices. The total number of sensors in the network, K, is fixed to eight.Figure 4.2,
Figure 4.3 and Figure 4.4 show that the performance of the LRT, LRT-CS and Chair-
Varshney fusion rules applied at the traditional WSN system model is nearly similar
to the performance of these fusion rules applied at the proposed WSN system model

and that is because LRT and LRT-CS fusion rules assume a complete knowledge
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regarding either the CSI or the channel statistics and the local sensors performance

indices.
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Figure 4.2: ROC curves for the LRT fusion rule applied at both the traditional and
the proposed WSN system model, average channel SNR = 5 dB, P; = 0.5, Py = 0.05

and total number of sensors K = 8.

It can be shown from Figure 4.5, Figure 4.6 and Figure 4.7 that applying the
diversity combining techniques such as MRC, EGC and SC at the proposed model
can increase the performance when compared to the performance of diversity based
fusion rules applied in the traditional WSN system model. Moreover, fusion rules
based on diversity combining techniques such as the EGC and the SC require no
information regarding the CSI or the local sensors performance indices and have a

lower implementation complexity compared to LRT, LRT-CS, Chair-Varshney and
MRC fusion rules.
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Figure 4.3: ROC curves for the LRT-CS fusion rule applied at both the traditional
and the proposed WSN system model, average channel SNR = 5 dB, P; = 0.5,

P; = 0.05 and total number of sensors K = 8.
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Figure 4.4: ROC curves for the Chair-Varshney fusion rule applied at both the
traditional and the proposed WSN system model, average channel SNR = 5 dB,
P; = 0.5, Py = 0.05 and total number of sensors K = 8.
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Figure 4.5: ROC curves for the MRC fusion rule applied at both the traditional and
the proposed WSN system model, average channel SNR = 5 dB, P; = 0.5, Py = 0.05

and total number of sensors K = 8.
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Figure 4.6: ROC curves for the EGC fusion rule applied at both the traditional and
the proposed WSN system model, average channel SNR = 5 dB, P; = 0.5, Py = 0.05

and total number of sensors K = 8.
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Figure 4.7: ROC curves for the SC fusion rule applied at both the traditional and
the proposed WSN system model, average channel SNR = 5 dB, P; = 0.5, Py = 0.05

and total number of sensors K = 8.

4.3 The Effect of the Channel SNR Between the
Sensors and the FC

In this scenario we assume that the local sensors performance indices are iden-
tical and also the channels SNR between the sensors and the FC are identical.
However, the channels SNR to the FC in this scenario are not fixed and we study

the effect of the channels quality for a wide rage of SNRs.

In Figure 4.8, a comparison in terms of the detection performance versus the
average channel SNR between different fusion rules applied at both the traditional
and the proposed WSN system models. The local sensors have identical performance
indices. While the LRT shows the best performance among the other fusion rules
in both WSN models, the EGC fusion rule applied at the proposed model provide a
performance nearly similar to that of LRT-CS for a wide range of SNRs and better

performance than other fusion rules such as MRC and ChairVarshney fusion rules.
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Thus, applying the LRT at the sensors level and EGC at the FC which requires
no information regarding the CSI and sensors performance indices can significantly
raise the performance of the system when compared to EGC only applied to the

FC.
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Figure 4.8: Probability of detection as a function of average channel SNR, P; = 0.5,
P; = 0.05, system probability of false alarm Py = 0.01 and total number of sensors
k = 8.

Moreover, Figure 4.8 shows that the proposed WSN model could significantly

increase the performance of MRC and SC fusion rules for high channels SNR.

4.4 The Effect of the Total Number of Sensors K

Performance comparison between different fusion rules as a function of total
number of sensors K is shown in Figure 4.9. We assume that the average channel

SNR is fixed to 5 dB, system probability of false alarm Py, = .01, the local sensors
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have a performance indices of P; = .5, Py = .05 and these indices are identical

among all sensors.
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Figure 4.9: Probability of detection as a function of total number of sensors K,
P; = 0.5, P = 0.05, system probability of false alarm Py, = .01 and the average
channel SNR is 5 dB.

It can be observed from Figure 4.9 that even for small number of sensors K,
the performance of the EGC applied at the proposed model is nearly same to that of
the optimum LRT and outperforms all other fusion rules and shows more robustness

regarding the total number of sensors.

Figure 4.9 also shows that even for low channel SNR, the system probability
of detection approaches 1 when K is very large. That is because the huge amount

of decisions received by the FC from large number of sensors.
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4.5 Sensors With Non-Identical Indices

A performance comparison as a function of average channel SNR in a special
case where all the sensors have a non-identical performance indices is presented
in Figure 4.10. All wireless channel between the local sensors and the FC have
the same average SNR. In this special case, all sensors have the same probability
of false alarm (Py = 0.05) and a different probabilities of detection, where ﬁdk =
[0.1,0.2,0.3,...,0.8] and K = 8.
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Figure 4.10: Probability of detection as a function of average channel SNR, sensors
have different detection performance, total number of sensors K =8, and system

probability of false alarm Py, = 0.01.

From Figure 4.10, it can be seen that the diversity based fusion rules has
a lower performance compared to that of the LRT. In addition, the EGC fusion

rule applied at the proposed model provides a relatively good performance when
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compared to SC and MRC and similar to that of the LRT. Thus, the EGC fusion
rule applied at proposed WSN model could be a good alternative for the optimum
LRT fusion rule.

4.6 Sensors With Non-Identical Channels to the
FC

In this scenario, we investigate the performance of the different fusion rules for
both the traditional and the proposed system models in the case where the sensors

have identical performance indices (P; = .5, Py = .05) and non identical channels

SNR to the FC.

A performance comparison among different fusion rules in terms of system
probability of detection as a function of the arithmetic mean value of the average
channels SNR is shown in Figure 4.11. We assume that ? = [? — 6, ? — 4, ? —
25,9, 5 +2,5 +4,5 +6] dB, where S = [SNRi,SNR,,...,SNR] and S

is the arithmetic mean of the average channels SNR.

It can be noticed from Figure 4.11 that the LRT fusion rule has a better
performance in the case of small values of mean channels SNR, and that is because
of the high SNRs components where it is assumed that there is 12-dB difference
between the largest and the smallest average channel SNR. However, the other fusion
rules still nearly have the same performance as shown in Figure 4.8. In addition,
the proposed system model still have a robust performance in this scenario where
the EGC is applied at the FC. Moreover, applying the SC and the MRC fusion rules
at the proposed WSN system model can efficiently increase the performance when

compared to these fusion rules applied at the traditional WSN system model.
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Figure 4.11: Probability of detection as a function of the mean value of the average
channel SNR, P; = 0.5, Py = 0.05, system probability of false alarm P, = 0.01 and

total number of sensors k = 8.
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5.1 Conclusions

In this thesis, the problem of fusion of decisions transmitted over Rayleigh fad-
ing channels in WSN is studied. Many decision fusion rules proposed in literature,
these fusion rules are mainly applied at the FC and they have different performance
and require a variety of information in order to obtain a global decision regarding a

certain phenomena.

Considering an energy and bandwidth constrained system such as WSN, we
propose a modification to the traditional three-layer system model of WSN where
the LRT is applied locally to each sensor. Applying the LRT at the sensors level re-
quires no prior information regarding the channel, it only requires the instantaneous
channel SNR. This method aims to increase the performance of different fusion rules
when applied to the FC by reducing the number of different decisions transmitted
from the sensors to the FC. Moreover, we propose to make use of SC as decision
fusion method applied at the FC. The SC has the lower implementation complexity
compared to other diversity combining based fusion rules such as MRC and EGC
where applying the SC does not involve any kind of mathematical operation such
as summation and multiplications and it does not require any knowledge regarding
the CSI.

A comparison has been performed through simulation among six different fu-
sion rules, LRT, LRT-CS, CV, EGC, MRC, SC applied at both the traditional and
the proposed WSN system models. The channels between the local sensors and the
FC is assumed to undergo Rayleigh fading and AWGN. We investigate the effect
of the system parameters on the overall system performance at the FC. We study
the effect of the local sensors performance indices in the case in which all indiceis
are identical and non-identical. We also investigate the effect of the total number
of sensors in the network and the effect of the average channel SNR between the
local sensors layer and the FC. Simulation results show that the proposed model
provide a relatively good performance in terms of detection performance when com-

pared to the traditional model specially for diversity based fusion rules such as EGC,
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MRC and SC. Moreover, applying the EGC fusion rule at the proposed WSN model
could be considered as a good alternative for the optimum LRT fusion rule since
the EGC applied at the proposed model provides a comparable performance to that
of LRT and better performance than other fusion rules such as MRC and SC. In
addition, the EGC fusion rule requires no information regarding the channel or the
sensors performance indices. Simulation results show that the SC has the lowest

performance among the other fusion rules.

5.2 Future Work

Several research problems exist and may extend the current work presented in

this thesis and they are listed as below:

1. In this thesis, we consider the parallel decentralized fusion topology in WSN,
however, we may consider extending the proposed model to other WSN topolo-
gies as shown in Section 1.1 in order to get a generalized solution for the

problem of fusion of decisions in WSN.

2. We propose to make use of the SC as a fusion rule in the traditional WSN
system model. There still exit other diversity combining techniques that may
be used as a fusion rule because of their lower implementation complexity such

as the square law and the switch and examine combining techniques.

3. In this work, we assume that the channel between the sensors layer and the
FC is Rayleigh channel. However, in some scenarios there may exist a line of
sight between the sensors and the FC, thus another fading distribution may
be considered such as Rician fading distribution. We could investigate fusion
of decisions that is transmitted over Rician fading channels and the ability
to apply the proposed WSN model in the case of Rician and other fading

channels.
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Notations

global decision at the fusion center
local decision made by the sensor
noisy measurement received by sensor
additive white Gaussian noise

total number of sensors

target absent

target present

local sensor probability of detection
local sensor probability of false alarm
fading channel coefficient

fusion statisic

fading channel coefficient power
variance of white Gaussian noise
Gaussian error function

decision threshold
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