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Cloud storage auditing allows the users to store their data to the cloud with a guarantee that the data integrity can be efficiently
checked. In order to release the user from the burden of generating data signatures, the proxy with a valid warrant is introduced
to help the user process data in lightweight cloud storage auditing schemes. However, the proxy might be revoked or the proxy’s
warrant might expire. These problems are common and essential in real-world applications, but they are not considered and solved
in existing lightweight cloud storage auditing schemes. In this paper, we propose a lightweight identity-based cloud storage auditing
scheme supporting proxy update, which not only reduces the user’s computation overhead but also makes the revoked proxy or the
expired proxy unable to process data on behalf of the user any more. The signatures generated by the revoked proxy or the expired
proxy can still be used to verify data integrity. Furthermore, our scheme also supports workload-based payment for the proxy. The

security proof and the performance analysis indicate that our scheme is secure and efficient.

1. Introduction

Cloud storage enables users to store their data in the cloud
without retaining a copy locally. It greatly reduces the burden
of data storage management and maintenance and avoids the
capital expenditure on software/hardware on the user side.
Although cloud storage provides a lot of appealing benefits for
users, it also incurs a number of security challenges [1]. Once
the users upload their data to the cloud, they will lose the
physical control of their data since they no longer keep their
datalocally. Thus, it is natural for users to worry whether their
data stored in the cloud is intact or not due to the inevitable
human errors or software/hardware bugs in the cloud. In
order to guarantee the data integrity and reduce the user’s
computation and communication burden, some public cloud
storage auditing schemes [2-4] have been proposed to allow
a public verifier, such as the Third Party Auditor (TPA), to
perform periodical data integrity auditing tasks on behalf of
users.

In most existing public cloud storage auditing schemes,
the user relieves the computation burden for verifying data
integrity by introducing the TPA, but he still needs to
perform heavy computation for generating data signatures
before uploading data to the cloud. These data signatures are
used to check the integrity of cloud data. In order to deal
with the above problem, several lightweight cloud storage
auditing schemes [5-8] have been proposed. Wang et al. [5]
proposed a proxy-oriented data integrity auditing scheme.
In this scheme, the proxy helps the user to generate data
signatures, which obviously alleviates the user’s computation
burden. Shen et al. [6] constructed a lightweight cloud
storage auditing scheme, which introduces the Third Party
Medium (TPM) to generate data signatures and verify the
data integrity for users. These schemes introduced a proxy
with powerful computation capabilities to execute time-
consuming operation on behalf of users. Nevertheless, there
are two critical problems not well solved in all existing
lightweight cloud storage auditing schemes.
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Firstly, these lightweight cloud storage auditing schemes
cannot support proxy update. In real-world applications,
in order to designate a proxy, the user needs to issue a
warrant with a valid time period to this proxy. The cloud
will verify whether the proxy is valid based on this war-
rant. Furthermore, the proxy might be revoked before the
expiration of this valid time period. For instance, a user
with low computation capabilities delegates a proxy to help
him process data. The proxy can be a legal organization
which has significant computation resources. The user and
the proxy sign a contract with a specific valid time period.
Once the contract expires, the expired proxy should not be
able to process data on behalf of the user any more. Another
situation is that the user wants to change the proxy before
the expiration of the contract’s valid time period due to the
misbehaviour of the proxy. This revoked proxy also should
not be able to process data for the user any more even if his
warrant is still in a valid time period. Thus, how to design a
lightweight cloud storage auditing supporting proxy update
is worthwhile.

Secondly, existing lightweight cloud storage auditing
schemes do not consider the mechanism of paying for the
proxy based on the workload. In the lightweight cloud
storage auditing scenario, the user delegates a proxy to
upload files to the cloud on his behalf. However, the
number of these uploaded files might be greatly differ-
ent in different time period. Obviously, it is unfair for
the proxy if we pay for the proxy according to service
time. It is more reasonable to pay for the proxy according
to how many files he uploads to the cloud. Therefore,
it is necessary to design an effective mechanism to pay
for the proxy based on the workload in cloud storage
auditing.

Contribution. In order to deal with the above problems,
we propose a novel lightweight identity-based cloud storage
auditing scheme. In this scheme, we introduce a proxy to
help the user generate data signatures, which remarkably
releases the users’ burden on computation. Different from
the previous lightweight cloud storage auditing schemes, our
proposed scheme supports proxy update. In the detailed
scheme, the user issues a warrant to the designated proxy.
The proxy with the valid warrant can process data on behalf
of the user. In order to realize effective proxy update, the
valid time period and the proxy identity are embedded into
the warrant and the cloud keeps a public revocation list. It
makes the revoked proxy or the expired proxy unable to
process and upload data to the cloud on behalf of the user
any more. When the proxy is revoked or the proxy’s warrant
expires, the signatures generated by this proxy can still be
used to check data integrity according to this proxy iden-
tity, the corresponding time period, and some verification
values. We also design an effective mechanism to achieve
workload-based payment for the proxy. Our scheme relies
on identity-based cryptography, which simplifies certificate
management. We finally prove the security of the scheme
and evaluate the performance of the scheme by concrete
implementations.
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L1 Related Work. Ateniese et al. [2] firstly proposed the
notion of Provable Data Possession (PDP), in which the
techniques of homomorphic authenticators and random
sample are utilized to verify the integrity of data in the cloud.
To achieve the retrievability and the integrity guarantee of
the cloud data, Juels and Kaliski [9] proposed the concept of
Proof of Retrievability (PoR) and designed a concrete scheme
by employing the techniques of the spot-checking and the
error-correcting codes. Later, many variants of PDP and
PoR schemes [10-13] were constructed to deal with different
problems in cloud storage auditing.

In order to protect data privacy, Wang et al. [13] proposed
a cloud storage auditing scheme with data privacy preserving
by using a random masking technique. Li et al. [14] presented
a privacy preserving remote data integrity auditing scheme
based on the zero-knowledge proof. To support data dynamic
operations, Liu et al. [15] designed a dynamic data integrity
auditing scheme with efficient fine-grained updates based
on the Merkle hash tree. Tian et al. [16] proposed a cloud
storage auditing scheme supporting data dynamics with the
employment of dynamic hash table. By utilizing key update
techniques [17], Yu et al. [18] solved the problem of key
exposure in cloud storage auditing. The privacy preserving
of authentication in cloud storage auditing was considered
in [19]. The problem of users’ identity privacy in shared data
auditing was taken into account in [20, 21].

To eliminate the complex certificate management in PKI
setting, Wang et al. [22] constructed the first identity-based
remote data integrity auditing scheme. Based on identity-
based cryptosystem, Yu et al. [23] designed a perfect data
privacy-preserving cloud storage auditing scheme, which
is able to achieve zero knowledge privacy against a third
party auditor. Li et al. [24] proposed a fuzzy identity-based
cloud storage auditing scheme, in which a set of descriptive
attributes is used as a user’s identity. Zhang et al. [25]
considered the problem of user revocation in the cloud
storage auditing and presented an identity-based shared
data integrity auditing scheme supporting real efficient user
revocation. Shen et al. [26] proposed an identity-based cloud
storage auditing scheme for shared data. In this scheme,
the cloud file can be shared and used by others under the
condition that the sensitive information is hidden.

Most end users, such as smart phone, have constrained
computation resources and computation capabilities. In
order to alleviate the user’s computation burden, many
lightweight cloud storage auditing schemes were proposed.
Li. et al. [27] and Wang et al. [28], respectively, proposed
cloud storage auditing schemes for low-performance end
devices based on online/offline signatures. In these two
schemes, most heavy computations are executed in the
offline phase. Nonetheless, the user still needs to carry out
lightweight computations for generating data signatures in
the online phase. In order to deal with this problem, Wang
et al. [5] proposed an identity-based cloud storage auditing
scheme by introducing a proxy to help users generate data
signatures. In this scheme, the user does not need to consume
computation resources to generate data signatures. Shen et
al. [6] designed a lightweight data integrity auditing scheme
for cloud storage, in which the Third Party Medium (TPM) is
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introduced to process data on behalf of users. Wang et al. [8]
constructed a comprehensive cloud storage auditing scheme.
In this scheme, the user delegates the task of data signature
generation to a dedicated proxy. However, all these schemes
that introduce the proxy do not consider the problem of proxy
update. In addition, the problem of workload-based payment
was also not taken into account. Actually, these problems are
common and essential in real-world applications as discussed
above.

1.2. Organization. The rest of this paper is organized as
follows. We present the system model and design goals
in Section 2. In Section 3, we give the notations and
the definition and review several cryptographic knowledge.
The proposed cloud storage auditing scheme is introduced
in Section 4. The security proof and performance eval-
uation of the proposed scheme are given, respectively,
in Section 5 and Section 6. Section 7 concludes the

paper.

2. System Model and Design Goals

2.1. System Model. As shown in Figure 1, there are five
types of entities in our system model, that is, the user, the
cloud, the proxy, the Private Key Generator (PKG), and the
TPA.

(1) User: The user is the data owner, who has massive data
files to be stored to the cloud. Most end users, such
as smart phone and PDAs, have limited computation
resources and computation capabilities.

(2) Cloud: The cloud has enormous storage space and
computation resources and offers data storage ser-
vices for the user.

(3) Proxy: The proxy is authorized by the user and helps
the user to process and upload data to the cloud.

(4) PKG: The PKG is responsible for generating global
parameters, the partial private key, and the private
keys for the proxy, the user, and the cloud, respec-
tively, according to their identities.

(5) TPA: The TPA is in charge of executing cloud storage
auditing on behalf of the user. The TPA can check
whether the cloud stores the user’s data correctly by
performing the challenge-response protocol with the
cloud.

In our system model, when a user would like to store
his data to the cloud, he will delegate a proxy to help him
to process data. Meanwhile, the user generates the warrant-
signature pair and the time private key and then sends them
to the proxy. The proxy with a valid warrant can generate the
signatures for data and upload these data blocks along with
the signature set to the cloud on behalf of the user. When the
proxy is revoked or the proxy’s warrant expires, this proxy
cannot process data for the user any more. The user pays for
the proxy based on the proxy’s workload. Same as the system
mode in cloud storage schemes [5, 8, 12, 25, 29], we do not
take any collusion into account in this system.

2.2. Design Goals. To support proxy update, workload-based
payment, and lightweight identity-based cloud storage audit-
ing, our designed scheme should achieve the following goals:

(1) Auditing correctness: to ensure that the auditing proof
generated by the cloud can pass the TPA’ verification,
if the cloud possesses the user’s intact data.

(2) Auditing soundness: to guarantee that the cloud can-
not pass the validation of the TPA if it does not keep
the user’s data correctly.

igntweignt: to reduce the computation burden o

(3) Lightweight d h putation burden of
generating data signatures and verifying data integrity
for the user with constrained computation capabili-
ties.

(4) Secure proxy update: to ensure that the revoked proxy
or the expired proxy cannot process data on behalf of
the user any more.

(5) Efficient proxy update: to guarantee that the data
signatures generated by the proxy do not need to
be recomputed even if this proxy is revoked or his
warrant expires.

(6) Effective payment: to ensure that the user can pay for
the proxy based on the workload of the proxy.

3. Notations, Definition, and
Cryptographic Knowledge

3.1. Notations. In Table 1, we show the notations used in the
description of our scheme.

3.2. Definition

Definition 1. A lightweight identity-based cloud storage
auditing scheme supporting proxy update and workload-
based payment is composed by the following eight algo-
rithms:

(1) Setup: The setup algorithm is run by the PKG. It takes
as input the security parameter k and outputs the
master private key x and the public parameters pp.

(2) Extract: The extract algorithm is run by the PKG.
It takes as input the public parameters pp, the user
identity ID,,, the cloud identity ID,, the proxy identity
ID,, and the master private key x and generates the
user ID, s private key sk,,, the cloud ID_s private key
sk, and the proxy ID,’s partial private key sk,,. The
user verifies the correctness of the private key sk,,. The
cloud checks the correctness of the private key sk..
The proxy verifies the correctness of the partial private
key sk,.

(3) ProxyKeyGen: The proxy private key generation
algorithm is run by the user and the proxy. It takes
as input the warrant’s start time T and end time T,,
the user identity ID,, the proxy identity ID,, and
the partial private key sk,,. The user generates the
time private key sk and the warrant-signature pair
(m,,, (R;,0,)). The proxy generates the proxy private
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FIGURE 1: System model of our cloud storage auditing.

TABLE 1: Notations.

Notation

Meaning

G.,G,

Multiplicative cyclic groups with prime order p

Two generators of group G,

A bilinear pairing mape : G, x G, — G,

A cryptographic hash function, H : {0,1}" x G, — Z,

A cryptographic hash function, h : {0,1}" — G,

The security parameter

The master private key

The user identity

The proxy identity

The cloud identity

The user ID,s private key

The proxy ID,’s partial private key

The cloud ID,’s private key

The warrant

T,T,

The warrant’s start time and end time

(RT> UT)

The time private key

(RIDP’ RT’ 0')

The proxy private key

The file

The number of data blocks of file F

3= [
Il
=
»
3
3

The i-th block of file F

The signature of data block m;

The signature set of data blocks

The upload number

The linear combination of data blocks

Q= |z|e|s

An aggregated data signature
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key (R 0, Rr o) according to the time private key and
the partial private key.

(4) SignGen: The signature generation algorithm is run
by the proxy. It takes as input the file name narme, the
file F, the warrants start time T, and end time T, and
the proxy private key (RIDP, Ry, 0) and generates the

set of signatures ® and the file tag tag.

(5) ProofGen: The proof generation algorithm is run by
the cloud. It takes as input the file F, the correspond-
ing signature set @, and the auditing challenge chal
and generates an auditing proof P that is used to prove
the cloud stores the file correctly.

(6) ProofVerify: The proof verification algorithm is run
by the TPA. It takes as input the public parameters
pp, the auditing challenge chal, and the auditing proof
P and returns “1” if the verification passes or “0” if
otherwise.

(7) ProxyUpdate: The proxy update algorithm is run by
the user and the proxy. It takes as input the new
warrant’s start time T, and end time T,, the user
identity ID,, the proxy identity ID,, and the partial
private key sk,,. The user generates a new time private
key and a new warrant-signature pair. The proxy
generates the proxy private key according to the new
time private key and the partial private key.

(8) Payment: The payment algorithm is run by the
cloud, the proxy, and the user. It takes as input the
upload number N and the cloud’s private key sk, and
generates the signature 5 corresponding to N. The
proxy and the user check the validity of S.

3.3. Cryptographic Knowledge

(1) Bilinear Maps. A bilinear map isamap e : G, xG, — G,
where G, and G, are two multiplicative cyclic groups of order
p with the following properties:

(a) Computability: there exists an efficiently computable
algorithm to calculate e(u, v) for u, v € G;.

(b) Bilinearity: for all u,v € G, and x, y € Z;, e(u*,v) =
e(u,v)”.

(c) Nondegeneracy: e(g, g) # 1, where g is the generator
of G;.

(2) Computational Diffie-Hellman (CDH) Problem. Given g*
and g”, where g is a generator of a multiplicative group
G, with the prime order p, and x,y ¢ Z; are unknown,
calculate g™ € G,. The CDH assumption in G, holds if it is
computationally infeasible to solve the CDH problem in G;.

(3) Discrete Logarithm (DL) Problem. Given g“, where g is a
generator of a multiplicative group G, with the prime order
p,anda € Z; is unknown, calculate a. The DL assumption
in G, holds if it is computationally infeasible to solve the DL
problem in G;.

4. The Proposed Scheme

In our scheme, the file F is divided into n blocks, i.e., F =
(my,m,,...,m,), where m; denotes the ith block of file F. In
previous cloud storage auditing schemes [18, 32], there is a
signature SSig that is used to guarantee the correctness of
the file identifier name. Without loss of generality, we also
utilize a similar identity-based signature SSig to ensure the
correctness of the file identifier name, the warrant’s valid time
period, the proxy identity, and the verification values in our
scheme. We assume ssk is the secret key for the signature SSig.
The proxy holds this secret key. In addition, we assume the
upload number is N, which is used to record how many files
are uploaded to the cloud by the proxy. The upload number
is initialized to 0. The details of the proposed scheme are as
follows.

(1) Setup

(a) The PKG randomly selects two multiplicative cyclic
groups G;, G, with the prime order p, a bilinear map
e: G, xG, — G,, two generators g,u € G|, and two
cryptographic hash functions H : {0,1}" xG; — Z;
and h:{0,1}" — G;.

(b) The PKG randomly picks x € Z; as its master private
key and computes Y = g*.

(c) The PKG publishes the global parameters pp =
(G, Gy, prg-e,u, Y, H, h) and keeps his master pri-
vate key x.

(2) Extract. The PKG generates private keys for the user ID,,
and the cloud ID,, respectively, and generates the partial
private key for the proxy ID . The user ID, and the cloud ID,
can verify the correctness of their private keys, respectively.
The proxy ID, can check correctness of the partial private
key.

(a) After receiving the user’s identity ID,, the PKG
randomly chooses r;p, € Z;, and calculates R;p, =
g™ and o, = rp, + XH(ID,, Ryp, ). Set the user’s
private key sk;, = (R;p ,0yp ). The PKG sends sk,
to the user ID,,. o ’

Upon receiving the private key from the PKG, the user
ID,, validates the correctness of sk;, by checking
whether the following equation holds or not:

gawu — RIDM YH(IDM Rip,) ) 1)

If (1) holds, the user ID,, accepts the private key sk;p, ;
otherwise, the user rejects it.

(b) Similarly, receiving the cloud’s identity ID., the PKG
calculates the cloud’s private key sk;p = (Ryp, 01p, ),
where Ry, = g™ and oy, = rip + xH(ID,, Ryp,)
and then sends it to the cloud. The cloud can verify the
correctness of sk;, by checking the equation g”™c =
Ryp YHIPRD,) ‘



(c) Receiving the proxy’sidentity /D, the PKG calculates
the proxy’s private key, and the proxy can get its
partial private key skID‘D = (RIDP, O, ), where RID‘D =
g™ and op, = rip, + xH(IDy, Ryp, ). The proxy
can check the correctness of skIDP by checking the

. o H(ID,,R
equation g " = RIDPY (UDpRiy),

(3) ProxyKeyGen. This process is illustrated in Figure 2. The
user ID,, firstly sets the warrant’s start time and end time, then
generates the time private key and the warrant-signature pair,
and finally sends all the above messages to the proxy ID,,. The
proxy ID,, can verify the correctness of the above messages,
respectively, and then computes the proxy private key based
on the partial private key and the time private key.

(a) The user ID,, executes the following steps.

(i) The user ID,, sets the warrant’s start time T, and
end time T,. The user ID,, selects 7€ RZ; and
computes Ry = g'" and o = rp + o1p - H(T |
T,,Ry). Let sky = (Rp, o) be the time private
key.

(ii) The user ID, generates a warrant #1,, which
is used to authorize a designated proxy. The
warrant m,, consists of the user’s identity ID,),
the proxy’s identity ID,, and the warrant’s valid
time period (start time T, and end time T,).
Let the warrant be denoted as m,, = ID, |
ID, | T, || T,. The user ID,, picks r,€xZ, and
calculates the warrant m,,’s signature as follows:
R, =g"and o, =1 +opp - H(m,, Ry).

(iii) The user ID, sends the warrant’s valid time
period (T,,T,), the time private key (Rr,or),
warrant-signature pair (m,, (R;,0,)), and the
verification value Ry, to the proxy ID,,.

(b) Upon receiving the messages from the user ID,, the
proxy ID,, does the following steps:

(i) The proxy ID,, verifies the validity of warrant-
signature pair (m,,(R,,0,)) by checking
whether the following equation holds:

gal _ RIR;ID(TW’RI)YH(ID"’RID“).H(m“"Rl). (2)

If (2) does not hold, the proxy ID,, rejects the
warrant m,, from the user ID,; otherwise, he
accepts the warrant and then does step (ii).

(ii) The proxy ID, checks the correctness of time

p
private key (R, o) by validating the following
equation:
gUT _ RTR%Z}||T5’RT)YH(IDWR1D,,)'H(Ts”Te»RT). (3)

If (3) holds, the proxy ID,, computes o' = (O‘IDP +
or)(modp) and sets the proxy private key as
(RIDP > RT) G)'
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(4) SignGen. This process is illustrated in Figure 3. The proxy
ID,, calculates the signatures for data blocks with the proxy
private key and then generates the file tag which is used to
guarantee the correctness of the file name, the warrant’s valid
time period, the proxy identity, and some verification values.
Finally, the proxy ID, sends the file F, its corresponding
signature set, the file tag, the warrant’s valid time period,
and the warrant-signature pair to the cloud. The cloud firstly
checks whether the proxy is in the public revocation list, then
verifies the validity of the warrant-signature pair and the file
tag, and finally generates a signature for the upload number.

(a) The proxy ID,, performs the following operations.

(i) The proxy ID,, computes the signature j3; of the
data block m; with the proxy private key o as
follows:

B = (h (name il ID P) um,»)o ’ (4)

where name ¢ Z; is the identifier of the file F.
Denote the set of signatures as © = {f;},c(1,-

(ii) The proxy ID,, calculates the file tag tag =
name | T | T, | Rp, | R | ID, |
SSigs(name | T | T, || Rip, || Ry I ID ).

(iii) The proxy ID, sends the file F, its corre-
sponding signatures set ®, the file tag tag,
the warrant’s valid time period (T,,T,), and
the warrant-signature pair (m,,, (R,,0;)) to the
cloud.

(iv) The proxy ID, sets the upload number N =
N + 1, which is used to record how many files
are uploaded to the cloud.

(b) After receiving the above messages, the cloud executes
the following operations.

(i) The cloud verifies whether the proxy ID,, is in
the public revocation list. If the proxy ID, is
not in the revocation list, the cloud does the
following step (ii); otherwise, the cloud regards
the proxy ID,, as a revoked proxy and refuses his
request.

(ii) The cloud checks the validity of the warrant-
signature pair (m,, (R, 0,)) based on (2). If the
current time period is not in the valid time
period (T,,T,), then the warrant m,, can be
regarded as an invalid warrant and the cloud
refuses the request of the proxy; otherwise, the
cloud continues to perform the following step
(ii).

(iii) The cloud checks the validity of the file tag by
verifying whether the signature SSig, . (name |
T, | T, | RID‘D | Ry |l IDP) is a valid signature
or not based on the proxy identity ID,,. If it is
not, the cloud believes this signature is invalid;
otherwise, the cloud does the last step.
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1. sets warrant’s start time T and end time T,
2. selects rp and computes the time private key sk
3. generates a warrant-signature pair (rm,, (R, 07))

4.sends (T, T,), skt, (m,, (Ry,07)) and verification

value Ryp,

Proxy ID,

5. verifies the validity of warrant-

signature pair (m,,, (Ry,07))

6. checks the correctness of time

private key sk

7. computes the proxy private key
> (RIDP, (Ry,0)

FIGURE 2: The process of proxy private key generation.

Proxy ID,

1. computes the signature f3; of the data blocks m;

2. calculates the file tag

3. sends the file F, its corresponding signatures set @,
the file tag, the warrant’s valid time period (T, T,),

and warrant-signature pair (1, (R, 7))

5. verifies whether the proxy ID,, is
in the public revocation list

6. checks the validity of the warrant-
signature pair (m,, (R, 07))

7. checks the validity of the file tag

4. sets the upload number N = N + 1

> 8. stores the data uploaded by the
proxy ID,,, and increases the upload
number he stores

9. generates a signature 3 for the upload

number N

FIGURE 3: The process of signature generation.

(iv) The cloud stores the data uploaded by the proxy
ID, and increases the upload number he stores
to keep pace with the number N stored by the
proxy. Then the cloud generates a signature f3 =
SS ig;kC(N ) with its private key sk, for the upload
number N.

Remark 2. The proxy usually uploads data in bulk to the
cloud. Thus, the cloud may only need to generate a signature
for the newest upload number rather than every upload
number.

(5) ProofGen. The TPA firstly verifies the validity of file tag
and then generates and sends an auditing challenge to the
cloud. The cloud responds to an auditing proof to the TPA.

(a) The TPA firstly verifies the correctness of the file tag
tag by checking whether SSig, (name | T, | T, |
RIDP | Ry |l IDP) is a valid signature. If it is not, the
TPA does not execute the auditing task; otherwise, he
parses name | T, || T, | RIDP | Ry |l ID, to obtain
the file name name, the warrant’s valid time period
(start time T and end time T,), the verification values
Rip,» Ry, and the proxy identity ID,,. Then the TPA
randomly picks a c-element subset I from the set [1, 1]
and selects a random v; € Z; for each i € I. The TPA

sends the auditing challenge chal = {i,v;};; to the
cloud.

(b) After receiving the auditing challenge, the cloud
calculates y = Y, .;m;v; and Q = [, ;" Next, the
cloud returns P = {y, Q} as the auditing proof to the
TPA.

(6) ProofVerify. The TPA verifies whether the following
equation holds or not:

i€l

(0.0 =TT e |00, 1,
(5)

. RH(TITRy) | 3 HUD, Rip, )+ HUD,,Rip, JH(T,T, Rr) >
D,

If (5) holds, output “1”; otherwise, output “0.”

(7) ProxyUpdate

(a) When the proxy ID, is revoked by the user ID,
before the expiration of the valid time period, the
cloud will put this revoked proxy’s identity ID,, in a
public revocation list. Then, the user ID,, authorizes
a new proxy ID, and sets the warrant’s valid time
period for this proxy ID,,and then computes the time
private key based on the warrant’s valid time period



and generates a warrant-signature pair for the new
proxy ID . Finally, the user ID,, sends all the above
messages to the new proxy ID,,. The proxy ID,; can
validate the correctness of the messages he received
and next compute the proxy private key based on the
partial private key generated by the PKG and the time
private key.

(i) The user ID,, sets the warrant’s start time T
and end time T,. The user ID,, selects rp€xZ,
and computes Ry = g'" and oy = rp + opp, -
H(T,,T,,Ry). Let (Ry, 0p) be the time private
key.

(ii) The user ID,, generates a warrant 1, which is
used to authorize a new proxy ID . The warrant
m,, consists of the user’s identity ID,,, the proxy’s
identity IDPI, and the warrant’s start time T
and end time T,. Let the warrant be denoted as
m, = ID, | 1D, | T, | T,. The user ID,,
picks ;€ RZ; and computes the warrant m,’s

signature as follows: R, = g™ and 0, = r +
omp, - H(my, Ry).

(iii) The user ID,, sends the warrant’s valid time
period (T,,T,), the time private key (Rp,or),
and the warrant-signature pair (m,, (R;,0,)) to
the proxy ID,,.

(iv) The proxy ID,, verifies the validity of warrant-
signature pair (m,, (R;,0,)) by (2). Then, the
proxy ID,; checks the correctness of time pri-
vate key (R, o) by (3) and calculates the proxy
private key (RIDP,,RT, o) based on the time

private key (R, o) and the partial private key
(RIDP”UIDP’)’ where o = (O‘IDP, + or)(modp).

(b) When the proxy ID,’s warrant expires, the user ID,
can select to continue employing this proxy. The
user ID,, generates a new warrant for the proxy ID,
by updating the warrant’s start time and end time.
The operations are similar to the above case (a) in
ProxyUpdate algorithm.

When the proxy is revoked, the cloud will put this revoked
proxy’s identity in a public revocation list. It makes the
revoked proxy unable upload new file to the cloud any more.
In addition, when the proxy’s warrant expires, he does not
have the new valid warrant and the expired warrant he
keeps cannot pass the verification of (2) in ProxyKeyGen
algorithm. Therefore, neither the revoked proxy nor the
expired proxy can upload a new file to the cloud any more.

Remark 3. If a proxy is in the public revocation list, he can
be deleted from this revocation list when his warrant expires.
Thus, the size of public revocation list will not increase
unlimitedly.

(8) Payment. When the proxy ID,’s warrant expires or the
proxy ID,, is revoked, the user ID,, will pay for the proxy ID,,
based on his workload.
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(a) The proxy ID,, requests the cloud to send him the
signature of the newest upload number N.

(b) Upon receiving the request, the cloud computes the
signature of the newest upload number as f =
SSig;kc(N I IDP) and returns S to the proxy ID,,.

(c) The proxy ID,, uses the cloud identity to check the
validity of signature § by inputting his identity ID,
and the upload number N he records and then shows
the signature f3 from the cloud and the newest upload
number N to the user ID,,.

(d) The user ID,, verifies whether the signature (3 is valid
or not via the cloud identity ID,.. When this signature
is valid, the user ID,, pays for the proxy ID,, based on
the newest upload number N.

5. Security Analysis

Theorem 4 (correctness). Our proposed scheme satisfies the
following properties:

(1) Private key correctness: If the private keys and the
partial private key generated by the PKG are correct,
then these private keys and the partial private key are
able to pass the checking of the user, the cloud, and the
proxy, respectively.

(2) Warrant-signature pair correctness: If the warrant-
signature pair generated by the user is valid, then
this warrant-signature pair is able to pass the proxy’s
checking.

(3) Time private key correctness: If the time private key
generated by the user is correct, then this time private
key is able to pass the proxy’s verification.

(4) Auditing correctness: If the auditing proof generated by
the cloud is valid, this proof is able to pass the TPA’
verification.

Proof.

(1) Given a correct private key sk;p, = (Ryp,0pp,)
generated by the PKG, the verification equation (1) in
Extract algorithm can be presented as follows:

71, +*H(ID,Ryp,, ) XH(ID,.Ryp,)

g‘TIDu =g — g”IDu g

(6)

— H(ID,,Ryp,)
=Rp Y g

Similarly, if the private key sk;, = (Rjp,opp ) and
the partial private key skIDP = (IéIDP, UIDPC) genzzrated
by the PKG are correct, we can ensure that the private
key sk;p, and the partial private key skIDP are able
to pass the verification of the cloud and the proxy,
respectively.

(2) Given a valid warrant-signature pair (m,, (R, 0,))
generated by the user ID,,, the verification equation
(2) in ProxyKeyGen algorithm holds.
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o1 _ grl+0,Du-H(mw,R1) _ grl op,, "H(my,Ry)

g "9

_ Rl . g(rIDu+xH(IDwRIDu))'H(mw’R1)

r1p, “H(m,R,) | ng(IDu’RIDu)'H(mw’Rl) )

=R;-g
_ R1R§_ID(mLU’R])YH(IDu’R[Du )-H(my,R,)

(3) Given a time private key sk;, = (Ryp_,07p ) gener-
ated by the user ID,, the verification equation (3) in
ProxyKeyGen algorithm can be presented as follows:

gffr — gfr‘rffmu -H(T,|T,,Rr) H(T,||T,Rr)

_ ST oD, "
=9 9
_ RT . g(rm4 +xH(ID,,R;p, ))-H(T|T,,Ry)

8
71p, - H(T | Te.Ry) ng(IDurRIDu)'H(Ts”Te’RT) ®)

= RT . g
_ RTR%TS IT, ,RT)YH(IDWR[DM )-H(T,|IT,,Ry)

(4) Given avalid proof P = {y, Q} generated by the cloud,
the verification equation (5) in Proof Verify algorithm
can be proved as follows:

e(Q.g)=e (]_[ Bz-”",g>

i€l

=e<n(h (name |10, )

u™ )Mi g )

name "IDP" i) . um")vi , g“)

)V,' . 1—[ um,»-vi’ ga)

i€l

Vi e Vim; o
) . uz €l S g >

( name "IDP“ i
(Hh name |IDP“1'
iel

=e (H h name "IDp“

iel

=e (H h (name "IDp“ i)vi ~ut,

i€l

i . ul/{, gaIDP +or >

ngDP +xH(IDP,RIDP Yt+rpt+op, HTT, . Ry) )

- (H " (I’lame "IDP“ i)Vi -, RIDP . YyHUDpRip,)
iel
e HGSHTWRT)) - <H h (name 1D, | i)"
i€l

H(ID,,R,
i, Ry, - YPRE) Ry

. g(ﬁDu +xH(IDu’RIDu))'H(Ts”Te’RT)>

9
- <1:I[ " (name "IDP“ i)Vi -uf, RIDP : YH(IDP’RIDP)
- Ry - RESTIToRD) |y HUDRip JHCTAT,Ry) >
- <L—I[ h (name "IDP“ i)Vi ~u',Ryp Ry
. RIILID(TsllTe,RT) . YH(IDP’R[DPHH(IDWRIDM)H(TSIITE,RT)>
9)
O

Theorem 5 (auditing soundness). In our proposed scheme, the
cloud cannot pass the validation of the TPA if it does not keep
the user’s data correctly.

Proof. We construct a knowledge extractor and utilize the
method of knowledge proof to accomplish the following
proof. If the cloud does not keep the user’s data correctly but
can pass the validation of the TPA, then we can repeatedly
interact between the proposed scheme and the knowledge
extractor to extract the intact challenged data blocks. We will
prove this theorem by a sequence of games.

Game 1. The adversary sends a query to the challenger
for obtaining the signatures of a series of data blocks. The
challenger generates the corresponding signatures for these
data blocks and sends them to the adversary. Then the
challenger submits an auditing challenge chal = {i,v;};;
to the adversary. The adversary generates the auditing proof
P = {u, Q} and sends it to the challenger.

Game 2. Game 2 is identical to Game 1, with one difference.
That is the challenger keeps a list of responses to the queries
from the adversary. The challenger observes each instance
of the challenge-respond process with the adversary. If the
challenger finds the aggregated signature Q) is not equal to
[Lic;B;", he declares failure and aborts.

Analysis. Assume that the auditing proof {y, Q} is generated
by the honest prover based on the correct file F. From the
correctness of our scheme, we get

e(Qg)=e <H h (name “IDP“ i)v’

* I/lﬂ, RIDP * RT
i€l

(10)

. RHTNTRy) |y HUDRip, ) +H(IDyRip, JH(T I T, Rr)
D,

Assume that the forged auditing proof {¢', Q'} is gener-
ated by the adversary based on the corrupted file F', where
F' # F. Because the forgery is successful, we get
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e (Q',g) =e <1—[ h (name "IDP" i)vi ' Rpp, Ry
i€l

(11)

. RH(Ts”Te’RT) . YH(IDP)RIDP)*'H(IDWRIDM)H(Ts”Te,Rr)
D,

Obviously, ;4' # u; otherwise Q' = Q, which contradicts
our above assumption. We define Ay = u — y' and show a
simulator that could break the challenge CDH instance with
this adversary as follows.

Given (g, g%, ¢) € Gy, the simulator outputs ¢°. Set u =
g°¢%, wherea,b ¢ Z; are two random elements chosen by the
simulator. Meanwhile, the verification value is setas Y = g°.

The simulator selects a random element r; € Z; for each
i (1 <i < n)inthechallenge and programs the random oracle
atias

H (name ||IDP“ l) = (gamig. (Pbm,-) (12)
The simulator can compute f3;, since we get
H(name “ID “ i) M= 9 cu'™
P (g - gbm)
gri a_ b\™Mi
- (g“mf .¢bmi) ’ (g ¢ ) (13)
R gri i b i — i
= (gam,» ,q)bmi) ' (gam P m) - gf
The simulator calculates 3; = (h(namelli|ID P)u"‘f )Y =

g’
Dividing (10) by (11), we have

Q A
e(gg)=e (v R,

. YH(IDP?RIDP)+H(IDu’RIDu)H(Ts"Te)RT) Ry

. 0
¢ =6(§~g

q)—bAy-(r,DP +rptryp, H(T, T, Ry))

Note that the probability we can find a solution to CDH
problem is the same as the probability bAu(H (IDp,RIDP) +
H(ID,, Rip )H(T || T,,Ry)) # 0 mod p. The probability
of bAy(H(IDp,RIDP) + H(ID,, Rip )H(T; | T, Ry)) #
Omod p is 1 — 1/p. Then, we can find a solution to

CDH problem with a probability 1 — 1/p, which con-
tradicts the assumption that the CDH problem in G, is
hard.

) 1/(bA;4(H(IDP,RIDP )+H(ID,,,Rip, )H(T|T,,R7)))
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H(T,|T,.Rr)
“Rip ' )

u

b\A¢ +rptrp H(TIT,,R
— e<(gﬂq) ) ,ngDP re+1p, H(TT,,Ry)
. yHUDpRip, *HUD, Rip, JH(T,|IT, ,RT>>

aby _rp, +rr+rp, H(T; ITe,R)
b

=e(g"™. g

. YH(IDP’RIDP )+H(ID,,R;p, JH(T,|T,,Ry) )

bAu r,DP+rT+r,DuH(TSIITE,RT)
bl

ce(¢™. g

. yHUDsRip, ) +H(ID Ry, JH(T IITE,RT))

alp-(rip, +rr+rip, H(T; ITe,Rr))

—e(g

. Y@ (HUDy Ryp, ) +H(ID,,Rip, JH(T| T, Ry)) )
b

e ((PbAH'(leP +7T+rlDuH(Ts||Te’RT))’ g)
e ((PbA‘M, YH(IDP’RIDP)"'H(IDWRIDM )H(TS”TE,RT)) .
(14)
So, we obtain
Q
e a g

) Y—aAy-(H(IDP,RIDP )+H(ID,,Rp, )H(T,|IT,,Rr))

—aAy-(rIDP +rptryp, H(T T, Ry))

@ bR iy trrtrip HTITLR) g)
bAu <H(ID, Ry, )+H(IDyRyp VH(T, TRy 15)
- (A )

—e (‘P’ Y)(bA,u(H(IDp’RIDP)+H(1Du’RIDu)H(Ts ITe,Rr)))

&) (
=e(p.9°)
—e ((PS’ g)(bA.u(H(IDp’RIDP)+H(IDu’RIDu)H(Ts”Te’RT))) )

bAu(H(ID,,Ryp, )+H(ID,,Rp, )H(T| T, Ry)))

Then, we can learn that

_aAy-(rIDP +rp+ryp, H(TT,,Ry)) | Y—aAy-(H(IDP,RIDP)+H(IDM,R,Du)H(TSIITE,RT))

(16)

Therefore, if the difference between the adversary’s prob-
abilities of success in Game 1 and Game 2 is nonnegligible, we
can construct a simulator that utilizes the adversary to solve
the CDH problem.

Game 3. Game 3 is identical to Game 2, with one difference.
The challenger still maintains and observes each instance
of the proposed scheme. For one of these instances, if the
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challenger finds a linear combination g’ of data blocks is not
equal to the expected y, the challenger declares failure and
aborts.

Analysis. Assume that the honest prover generates a corret
auditing proof {u, O} based on the correct file F. From the
correctness of our scheme, we get

0.0 =TT umelo, 1050, -,
iel

7)
. RZID(Ts”Te’RT) . YH(IDP’RIDP)+H(1Du’RIDu)H(Ts”Te’RT)

Assume that the adversary generates a forged auditing
proof {¢, Q'} based on the corrupted file F', where F' # F.
Because the forgery is successful, we get

e (Q', g) =e (H h (name “IDp" i)vi . u“,, Rpp, - Ry
i€l
(18)

. RH(Ts"Te’RT) X YH(IDP)RIDP)+H(IDmeu)H(Ts”Te,Rr)
D,

According to Game 2, we learn that Q" = Q. Define Ay =
p—u', and we show a simulator that could solve the challenge
DL instance with this adversary as follows.

Given (g, @) € G, the simulator would like to calculate
a value x which satisfies ¢ = g*. The simulator randomly

selects two elements a,b € Z; and sets u = g°¢".
Based on the above two verification equations, we get

’ (H h(name 1D i)" -u, Ryp, - Ry - Rppy 10
1€

. YH(IDP?RIDP)+H(ID14’RIDM)H(Ts"Te’RT)> —e (Q, g)

=e (Q’,g) =e <1—[ h (name "IDP" i)vi . u”’, RIDP (19)

i€l

H(T,|T..Rr)
Ry~ RIDu

. YH(IDP’RIDP )+H(ID,,Rp, )H(T,|IT,,Ry) >

Therefore, we obtain
ut =ut, (20)
and therefore that
1= ™= (ga(Pb)A!‘ _ gaAy ) q)bAy. (21)

Since ¢ = g*, we can find the solution to the DL problem
by calculating

9= g—aAp./bAp., (22)
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and then x = —aAu/bAp. As defined above, Ay # 0. However,
b is zero with the probability 1/p, which is negligible. Then,
we can solve the DL problem with a probability of 1 — 1/p,
which contradicts the assumption that the DL problem in G,
is hard.

Therefore, if the difference between the adversary’s prob-
abilities of success in Game 2 and Game 3 is nonnegligible, we
can construct a simulator that utilizes the adversary to solve
the DL problem.

From the above analysis, we can know that the malicious
cloud cannot pass the validation of the TPA if it does not keep
the user’s data correctly. O

Theorem 6 (the security of proxy update). In our proposed
scheme, the revoked proxy or the expired proxy cannot process
data on behalf of the user any more.

Proof. When the revoked proxy or the expired proxy uploads
the file and its corresponding signatures to the cloud, the
cloud firstly checks whether this proxy is in the public
revocation list and then verifies the validity of the warrant-
signature pair (m,,, (R, 01)) and the file tag tag.

Firstly, if this proxy is in the public revocation list,
the cloud rejects this file and signatures from this proxy.
Secondly, the cloud checks the validity of the warrant-
signature pair (1m,, (R,,0;)) by the verification equation (2).
If the current time period is not in the valid time period
(T, T,), then the warrant-signature pair cannot pass the
verification. The cloud regards this proxy as a revoked proxy
or an expired proxy and refuses this proxy’s request. Finally,
the cloud checks the validity of the file tag by verifying
whether SSig gy (name | T, || T, | RID‘D I Ry |l IDP) isa
valid signature or not. If it is not, the cloud considers that this
file tag is generated by a revoked proxy or an expired proxy
and then rejects the request of this proxy.

Therefore, only the proxy, who is not in the public
revocation list and possess a valid warrant, is able to process
data on behalf of the user. O

Theorem 7 (the soundness of payment). In our proposed
scheme, the user will pay for the proxy based on the proxy’s
real workload assuming the cloud does not collude with the

proxy.

Proof. Firstly, when the cloud receives the data uploaded
by the proxy, it will set the upload number N and gen-
erate the signature f with its private key for this upload
number N. Therefore, the signature [ that the proxy
sends to the user is generated by the cloud according to
the real upload number N. The proxy cannot forge this
signature.

Secondly, the proxy can verify whether the signature 3
from the cloud is valid according to his real upload number
N. Thus, the signature f3 that the proxy sends to the user is
recognized by the proxy.

In conclusion, the user believes the signature f3 sent by the
proxy is valid. The payment that the user pays for the proxy is
based on the proxy’s real workload in the absence of collusion.

O
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6. Performance Evaluation

In this section, we first present the functionality comparison
of our scheme with different cloud storage auditing schemes
and then compare the computation overhead and the com-
munication overhead of our scheme with that of Wang et al.
scheme [5]. At last, we show the experimental results of our
scheme.

6.1. Functionality Comparison. Table 2 shows a function-
ality comparison of our scheme with different cloud stor-
age auditing schemes [5, 6, 18, 25, 30, 31] in terms of
public verifiability, lightweight computation, proxy update,
certificate management simplification, and workload-based
payment. Our scheme is the only scheme that meets all of the
aforementioned properties.

6.2. Performance Analysis and Comparison

(1) Computation Overhead. Since the scheme of [5] is the
lightweight cloud storage auditing scheme which achieves
public verifiability and certificates management simplifica-
tion, we compare our scheme with it with regard to the
computation overhead of different entities in Table 3. In
our scheme, the main cost of the PKG is generating global
parameters, the partial private key and private keys for
the proxy, the user, and the cloud, respectively. Therefore,
the computation overhead of the PKG is 4E; + 3(Ag +
My + Hy.), where E; and A, respectively, denote one
P P 1 1

exponentiation operation and one addition operation in G,
and M. and H,., respectively, denote one multiplication
P P

operation and one hashing operation in Z;. The dominated

computation overhead of the proxy for computing proxy
private key and data signatures is A 7+ n(Mg, +2Eg +Hg),

where A z; denotes one addition operation in Z;, Mg, and

Hg, , respectively, denote one multiplication operation and
hash operation in G;, and # is the total number of data
blocks. When generating a warrant-signature pair and the
time private key, the cost of the user is 2(A z+ M z+ H z; )

which can be done offline. The computation overhead of the
cloud for generating an auditing proof is (¢ — 1)Mulg +
cExpg, + cMulZ; +(c— l)AddZ;, where ¢ is the number of

challenged data blocks. The computation overhead of the TPA
mainly comes from verifying the correctness of the auditing
proof, which needs 2P + cHg, + (c + 4)Eg + (c + Mg, +
M z * 4H z;- P denotes one pairing operation.

When the scheme is built from the bilinear parings, the
computation overhead of the scheme mainly comes from
the exponentiation operation, the pairing operation, and the
multiplication operation in G;. The other operations, such
as the operation in Z; and hashing operation, cost less
computation overhead. Thus, comparing with the scheme of
[5], our scheme and the scheme of [5] cost almost the same
computation overhead on the proxy, the user, and the cloud
sides. In order to generate the cloud private key and perform
the auditing task, our scheme needs to cost more computation
overhead than the scheme of [5] on the PKG and the cloud
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FIGURE 4: The computation overhead for generating data signatures.

sides. What is more, our scheme supports proxy update and
workload-based payment, while the scheme of [5] cannot
support that.

(2) Communication Overhead. As introduced in Section 4,
the communication overhead of the proposed scheme mainly
comes from the TPA and the cloud. We can see from Table 4,
for an auditing challenge chal = {i, v;};;, the communication
overhead of the TPA in our scheme is ¢ - (|n| + | p|) bits, where
|| is the size of an element of set [1,7], and |p] is the size of
an element in Z;. In the scheme of [5], the communication
overhead of the TPA is |c| + 2| p| bits for an auditing challenge
chal = {c,k;,k,}, where k;,k, € Z are random values. For
generating an auditing proof P = {A, 0}, the communication
overhead of the cloud in our scheme and the scheme of [5]
both are | p| + |g| bits, where || is the size of an element in G;.

6.3. Experimental Results. In this subsection, we conduct
experiments on the proposed scheme by utilizing the GNU
Multiple Precision Arithmetic (GMP) [33] and the Pairing-
Based Cryptography (PBC) Library [34]. These experiments
are implemented on a Linux machine with an Intel Pentium
2.30GHz processor and 8GB memory and coded based on C
programming language. In experiments, we set the size of an
element in Z; to be |p| =160 bits, the base field size to be
512 bits, and the size of data file to be 20MB composed by
1,000,000 blocks.

(1) Performance of Signature Generation. In our scheme, the
proxy helps the user to generate data signatures. To evaluate
the performance of signature generation, we implement the
experiment by increasing the number of data blocks # from
100 to 1000. From Figure 4, it is easily observed that the time
of generation signatures linearly increases with the number
of data blocks. Thus, we can conclude that our scheme greatly
alleviates the user’s computation burden for generating data
signatures.

(2) Performance of Auditing. The performance of auditing on
the TPA side and that on the cloud side are, respectively,
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TaBLE 2: Functionality comparison of different cloud storage auditing schemes.

Schemes I?ubli_c. Lightweight Proxy update mif;t;z:s; " Workload-based
verifiability computation simplification payment
Wang et al. [5] Yes Yes No Yes No
Shen et al. [6] Yes Yes No No No
Yu et al. [18] Yes No No No No
Zhang et al. [25] Yes No No Yes No
Shacham et al. [30] Yes No No No No
Wang et al. [31] No No No No No
Ours Yes Yes Yes Yes Yes

TaBLE 3: The computation overhead of our scheme and Wang et al. scheme [5] for different entities.

Computation overhead

Computation overhead

Entity (Our scheme) (Wang et al.[5])
PKG 4EG1+3(AG1+MZ;+H ;) 3Eg, +2(Ag +M ;+H ;)
Proxy A, +n(Mg, +2E, +Hg ) Az + Mgy + Hyy +
» 1 ! ! n(Mg, +2Eg + Hg))
User Z(AZ; + My +Hz;) Ags + My, + Hy
Cloud (c = )Mulg, + cExpg, + (c = )Mulg, +cExpg, +
cMul .t (c— l)AddZ; cMul .+ (c— 1)AddZ;
TPA 2P+ cHg, + (c+ 4)]5Gl + 2P+(c+2)HGl +(c+3)EGl +
(c+4)Mg, + Mz;; + 4Hz;; (c+3)Mg, + 3Hz; + 2Az;
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FIGURE 5: The computation overhead of the TPA in the phase of
auditing.

shown in Figure 5 and Figure 6. In these experiments, we
select to challenge different data blocks from 100 to 1000
increased by an interval of 100. As shown in Figure 5, the
TPAs computation overhead for generating challenge and
verifying proof both grow linearly as the number of chal-
lenged data blocks. The computation overhead for verifying
proof ranges from 1.512s to 11.931s, while the computation

The computation overhead of cloud (s)

0 200 400 600 800 1000
The numbers of challenged data blocks

[ Proof generation

FIGURE 6: The computation overhead of the cloud in the phase of
auditing.

overhead for generating challenge grows slowly, just ranging
from 0.043s to 0.422s. In Figure 6, it can be seen that the
cloud’s computation overhead for generating proof ranges
from 0.371s to 3.958s. From the above analysis, we can
conclude that the more data blocks are challenged, the more
computation overhead need to be spent on the TPA and the
cloud sides.
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TABLE 4: The communication overhead of our scheme and Wang et al. scheme [5].

Entity Phase Communication overhead (Our scheme) Communication overhead (Wang et al. [5])

TPA Auditing challenge c-(Inl+1pl) el + 2] pl

Cloud Auditing proof [pl + 14l [pl + 4l

7. Conclusion

In this paper, we propose an identity-based cloud storage
auditing scheme, which achieves lightweight computation on
the user side by introducing a proxy and supports proxy
update and workload-based payment for the proxy. In our
scheme, the task of generating data signatures is executed
by the proxy with a valid warrant. The revoked proxy and
the proxy with expired warrant cannot help the user process
data any more. We pay for the proxy based on the workload
in cloud storage auditing. The security analysis and the
experiment results show that our scheme provides strong
security with desirable efficient efficiency.
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