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An Overview of Big Data Analytics in Banking:
Approaches, Challenges and Issues

Fisnik Doko', Igor Miskovski', Miroslav Mirchev!

"Univ. Ss. Cyril and Methodius, Faculty of Computer Science and Engineering,
Skopje

Abstract. Banks are harnessing the power of Big Data. They use Big Data and Data Science to
drive change towards data and analytics to gain an overall competitive advantage. The Big Data
has potential to transform enterprise operations and processes especially in the banking sector,
because they have huge amount of transaction data. The goal of this paper is to give an
overview of different approaches and challenges that exists in Big Data in banking sector. The
work presented here will fulfill the gap of research papers in the last five years, with focus on
Big Data in central banks and credit scoring in central banks. For this paper, we have reviewed
existing research literature, official reports, surveys and seminars of central banks, all these
related directly or indirectly to Big Data in banks.

Keywords: Big Data, Banking, Credit scoring

Introduction

There is no single official definition for Big Data, it is referred as collection and analyses of
large volumes of structured and unstructured data, potentially in real time to create value for
companies. Concept of Big Data in financial context is different from other industries [l].
Popular approach for the pillars of Big Data are the Gartner 3V model, and the IBM
infographicl that provides an overview of the components of "Big Data" by adding a fourth
"V". Big Data is mostly defined with the following properties known as "five Vs" [2], [3]:

1. Volume: in today's connected world, huge amounts of data is being created every
second, from tweets to videos and photos to bank transactions. Financial services [4]
during the years handle high volume of data and always have been with the biggest
datasets.

2. Variety: the data can range from structured to unstructured. Big Data technology
allows users to analyze not only the structured data we find in the financial sector, but
also the more complex unstructured data that is becoming more relevant in order to
discover new conclusions and findings.

3. Veracity: refers to the trustworthiness of the data in Big Data, especially if it is
obtained from third-party public sources. Veracity burden can rise exponentially with
data volumes.

4. Velocity: is a concept which deals with the speed of the incoming data from different
sources, it is the data is frequently updated and can be quickly analyzed with
possibility to real time analyzes.

5. Value: by predicting new trends based on the analysis of data, banks and financial
services can create value for customers by offering them new services.

Big Data is the modern emerging field where technology and Data Science provide new ways
of extracting value from the ocean of new information. The ability to effectively manage
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insights and extract knowledge is a key competitive advantage [5]. Finance industry uses Data
Science for supporting and predicting credit scoring and trading and in operations via fraud
detection [6].

Banks need to leverage the benefits of the volume of data they collect and the digital revolution
trends to provide better adapted services to their customers in an increasingly competitive
digital world [7].

In Section 2 we overview some of the usages and benefits of Big Data in banking industry. In
Section 3 we overview the major challenges in the banking industry for adopting Big Data.
Then, in Section 4, we describe the usage of Big Data in central banks. After that, in, in Section
5, we provide related work for credit scoring in the last years. In Section 6 we summarize the
conclusions.

Advantages of Big Data in banking

Big Data and Data Science in banking refers to the field of applying software and technology in
combination with advanced algorithms and methods to gain more insights, to make informed
decisions, or to predict risk and revenue. Initial efforts are focused on gaining new insights
from existing data and then by newly available sources of information with top priority
customer centric objectives [4].

The following shows a list of advantages of Big Data in banking process and Data Science use
cases that have the highest impact on the banking sector harnessing benefits of these
technologies in 2018-2019 [8] [9]:

« Risk management. Big Data can be targeted to an organization's needs and applied to enhance
different risk domains: credit risk, liquidity risk, operational risk and market risk [10].
 Customer insights, experience and analytics. Banks are looking to leverage large amounts of
customer data across multiple service delivery channels to discover customer behavior patterns
and increase knowledge for consumers [11].

« Enhanced fraud detection. Big Data technologies enable real-time analytics on larger datasets
and correlation of data from multiple sources to determine fraud more efficiently [12].

* Algorithmic trading and forecasting stock market. Combining of various data sets from
multiple markets and geographies provides enhanced view of market which can generate trade
signals, trade execution, profit and risk exposure.

* Predictive analytics. Reveals patterns in the data that foresee the future event that can happen,
through understanding social media, news trends, and other data sources, predicting prices and
customers lifetime value and the market moves.

Following are Big Data use cases for marketing in the banking industry [13]:

 Sentiment analytics. Monitor social media to increase marketing success and to adjust
marketing tactics correctly, identify high influence customers in social media because they are
critical to fulfil goals [14].

« Customer 360. Identify the customer profile using more attributes to investigate the habits and
to build complete holistic customer profile. Understanding the product engagement of the
customer to send the correct marketing message.

* Customer segmentation. Big Data enables faster and sharper classification of customers into
various segments that share similar characteristics or behaviors

based on consumer behavior and different attributes [15].

* Next best offer. Allows an organization to increase its opportunities by predicting what the
customer wants next using recommendation system to predict customer preferences (like
Netflix) based on linking of historical transactions to products.

12



Challenges and issues

Adopting transformational potential of Big Data is very complex process which implies many
changes in IT ecosystems of banks. There are numerous challenges can face during this
integration such as infrastructure, information privacy and storage cost. Some generalized
challenges that should be overcome to have successful Big Data project are given in the
following text.

Privacy and security. Handling Big Data is more scalable and flexible in cloud, but the privacy
and security regulations often restrict this movement decision, also there are reputation
consequences. Big Data has faced criticism for overstepping privacy boundaries. Ensuring Big
Data projects retain their integrity and trust is critical to avoiding public embarrassment,
mistrust, and liability. Big Data analytics is limited with numerous regulatory compliance
considerations for data protection and privacy issues which impact the analyses because of the
individuals being able to decline banks to use their personal data from processing in certain
circumstances. Ethical issues should be reviewed in such scenarios, because predictive analyses
will identify people with low social conditions which can be treated worse [16].

Storage and processing issues. While banking structured data are continually growing, the
unstructured data is growing faster and is becoming more important source for customer
insights [4]. This increases the need for having unstructured terabyte databases. The
conventional data management techniques are no longer enough to handle the massively large,
high-velocity, heterogeneous financial dataset [17]. Uploading large data in cloud or using
cloud data for real time analyses with data that reside on-premise, it has processing
performance impact that may not be the right choice. The biggest issues when using cloud are
privacy and regulatory implications and regulations.

Technical and architectural challenges. Data is rapidly increasing hence it is very important to
use appropriate techniques and technology that can handle such vast amount of large and
variety complex datasets, which requires new infrastructure components like Hadoop, NoSQL,
Map Reduce, where banking industry is lagging behind their peers in other industries [18].
Reading/writing data in enterprise SAN storage and replicating to redundant copies is wasteful
for Big Data. These challenges

and the chances for failure are easily handled by the Hadoop Distributed File System

and by the Map Reduce programing paradigm. High-level development environments that
abstract from processing architecture, are programming languages such as R and Python which
are used to discover new insights from data [19].

Analytical challenges. Big Data itself does not create value until analytical capabilities are used
that require skills to use them. Banks need skilled staff data scientists to benefit from Big Data
opportunities and overcome governance issues. Because of strict governance rules in banking,
banks are missing special working positions for data scientists. Also because of their standards
and regulations banks are behind the other technologies in analytical capabilities of text and
sentiment analyses,

voice and video. Also, the lack of multiple data types is factor where banks lag behind other
industries.

Big Data in central banks

Big Data in central banks is of high volume because data are reported in granular basis on
transaction level for example credit data for person or security by security, velocity is argued
with the frequent gathering of these data. Drawback is that central banks have more general
aggregated data and the data sets are often just numerical.
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Central banks already have large datasets of statistics, structured data and information, which
are regularly used into their decision-making process. Credit registry is often the largest data
sets maintained by some central banks.

Experience of Central banks with Big Data is surveyed from BIS-IFC Big Data Survey [20]. As
reported in 2015 there wasn't clear understanding of the "Big Data" definition. The primary
focus to central banks has been has been accessing and processing the data [20].

One promising survey conducted by Central Banking in association with BearingPoint during
mid-2017. It proves that Big Data is an active area for new projects in central banks and key
Big Data projects in central banks is reported development of credit registers, followed by
administrative sources and consolidation of internal systems [21]. In the IFC annual report 2018
[22] the feedback from central banks is concerned with the complex privacy implications of
dealing with Big Data. The last

survey conducted in 2018 by Central Banking in association with BearingPoint [23]

reports on the approach central banks take towards Big Data. Central banks started looking for
external sources to obtain Big Data. Complex privacy implications of dealing with Big Data
and other sources as privacy laws evolve with the time and Big Data in central banks is
predominantly regarded as useful for research and there is no evidence involvement in

policymaking.

Credit scoring

Credit risk is the probability of loss due to a borrower's failure to make payments on any type of
debt. The survey of Economist Intelligence Unit shows that most of the banks surveyed in six
continents, especially Europe, are primarily concerned with the credit risk [10]. Models can be
improved when there are other data sources with the ability to combine and join data from
multiple sources. A well-trained system can then perform the credit-scoring tasks and help
employees work much faster and more accurately.

Paper [24] shows that the neural network-based credit scoring model is more effective in
screening default applications. Paper [25] introduces a two-step loan credibility prediction
system which uses Decision Tree Induction algorithm for prediction. Paper [26] presents a new
combination approach based on consensus of six classifier that creates a group ranking. Paper
[27] shows that the usage of client's payment data is very important factor to enhance credit
score prediction. Paper [28] demonstrates that most significant attributes in determining the
outcome of a credit application are income, years of employment, credit score and whether or
not the applicant had defaulted on a prior credit account. Paper [29] shows that data from social
media is big factor in determination of credit score. The newest papers [30] and [31] presents
greater insight on the usage of Big Data for credit scoring models, and how this technology is
overcoming traditional credit scoring models. This provides proven base that banks should
develop new credit models and introduce new data sources that will significantly enhance the
model. They propose Big Data models which will include various data for the clients including
where they shop, their purchases, their online social network profiles and other factors that
arent directly related with credit default.

Conclusion

Banks will realize value by effectively managing and analyzing the rapidly increasing data and
putting the right skills and tools to better understand their operations and customers. By
harnessing Data Science tools and technologies, banks can more effectively inform strategic
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decision-making, reducing uncertainty and eliminating analysis-paralysis. Despite all the
advantages of Big Data, it has a set of limitations when it comes to implementation in banking.
Retail and central banks are using Big Data in a variety of ways that they treat as a Big Data,
but they have to overcome all the mentioned challenges to be in hop with technology and to
gain maximum benefit from Big Data. However, banks are still lagging in implementing Big-
data credit- scoring tools will emerge as a way to ensure greater efficiency in underwriting
while expanding access to the underbanked and to historically selected groups. Big Data is the
reality and is going to stay there for a long time. Banks need to continuously revise policy and
regulatory standards to can adopt new technologies. The above analysis shows that there are
still research challenges to develop at all levels of the Big Data chain and involve a wide set of
different technologies. Despite the technological aspects, there are organizational, cultural, and
legal factors that dictate how banks will continue the road of implementing Big Data operations
and business development
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