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ABSTRACT 

The rapid growth in communication technology facilitates the 

health industry in many aspects from transmission of sensor's 

data to real-time diagnosis using cloud-based frameworks. 

However, the secure transmission of data and its authenticity 

become a challenging task, especially, for health-related 

applications. The medical information must be accessible to 

only the relevant healthcare staff to avoid any unfortunate 

circumstances for the patient as well as for the healthcare 

providers. Therefore, a method to protect the identity of a 

patient and authentication of transmitted data is proposed in 

this study.  The proposed method provides dual protection. 

First, it encrypts the identity using Shamir’s secret sharing 

scheme without the increase in dimension of the original 

identity. Second, the identity is watermarked using zero-

watermarking to avoid any distortion into the host signal. The 

experimental results show that the proposed method encrypts, 

embeds and extracts identities reliably. Moreover, in case of 

malicious attack, the method distorts the embedded identity 

which provides a clear indication of fabrication. An automatic 

disorder detection system using Mel-frequency cepstral 

coefficients and Gaussian mixture model is also implemented 

which concludes that malicious attacks greatly impact on the 

accurate diagnosis of disorders. 

 

1. INTRODUCTION 

Healthcare is a basic need of every human being. The 

increasing world population is one of the major problems that 

confronts the traditional methods of providing health facilities, 

in which patients schedule appointments, visit hospitals, and 

wait for hours to see specialists. The limitations of the old-style 

methods of providing healthcare can be avoided through 

automatic diagnosis systems [1]. Several automatic health 

monitoring systems are designed and developed in [2, 3], 

which can be used in smart homes and cities. Such systems can 

process the data collected through the Internet of Things (IoT) 

and may provide the results to patients without any delay and 

loss of time and money. Although IoT and communications 

technology allow the centralized computing and storage of 

data, data privacy is a prime concern as well [4]. The objective 

of this study is to develop and implement a privacy protection 

method with a dual security feature using encryption and 

watermarking.  

Visual cryptography can be used to encrypt a patient’s 

identity by generating secret shares [5]. An approach for visual 

cryptography to produce two secret shares from an identity 

(black-and-white) is implemented in [6, 7]. The dimension of 

each generated share is 40 × 252, whereas that of each original 

identity is 20 × 126. The creation of secret shares of double 

dimension compared with the original identity needs 

substantially large space to be inserted in a signal. Both secret 

shares need a space of 20,160 bits, which are 800% more than 

the space needed by the original identity (i.e., 2,520 bits). This 

situation becomes considerably adverse if the identity is a 

grayscale image. Each grayscale image contains 8 bit-planes 

and a secret share will be generated for each bit-plane. In [8], 

visual cryptography is used to encrypt mammograms to avoid 

exposing the medical condition of a patient. The mammograms 

are the grayscale images with the 8-bit pixel values that range 

from 0 to 255. Two encrypted secret shares are generated for 

each bit plane. Consequently, 16 encrypted shares are 

produced for 1 mammogram. In [9], visual cryptography is 

implemented to encrypt the biometric data to avoid breach. 

Given that biometric images are grayscale images, 16 secret 

shares were generated in this case for each image. Hence, 

numerous bits are required to accommodate all shares during 

watermarking, although such a large capacity is nearly 

inapplicable in certain situations. Therefore, a suitable 

approach for visual cryptography should be used to prevent the 

dimension of the secret shares from surpassing that of the 

original identity.  

In addition, the generated secret shares can be embedded 

into a signal through watermarking for dual protection of 

patient’s identity. One of the common approaches in 

watermarking is the insertion of patients’ information in the 

region of non-interest (RONI). RONI represents the areas that 

are unaffected by lesion. The insertion of the watermark in 

these areas does not affect the diagnosis of a disorder. 

However, an erroneously detected RONI in a signal may lead 

to false diagnosis [10, 11]. Therefore, the approach-based 

RONI may be unsuitable for privacy protection in medical 

signals. Similarly, conventional watermarking distorts the  
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Figure 1:  Causes of vocal fold disorders. 

signal after the insertion of a patient’s identity, which is not 

good for medical data. In [12], a privacy protected framework 

based on traditional watermarking is presented. The identity of 

a person is protected using discrete wavelet transformation 

(DWT) and singular value decomposition (SVD). Such 

approach may result in false diagnosis because of the distortion 

introduced by watermarking in a signal [13, 14]. In reversible 

watermark, the watermark is extracted before the diagnosis, 

which does not affect the diagnosis. However, the major 

drawback of this approach is that medical images become 

vulnerable after identity extraction [15, 16]. To avoid the 

limitation of such types of watermarking, various algorithms 

for zero-watermarking has been proposed in literature.  

In [17, 18], zero-watermarking methods for images are 

described. An image contains several stable parts which are 

ideal for insertion of physical watermarks in case of traditional 

watermarking. For zero-watermarking, features from those 

part can be computed to embed watermarks. Unlike to images, 

speech signals are difficult to handle as they vary quickly over 

time. As a result, the properties of speech signals do not remain 

same. This might be the reason that a little work of zero-

watermarking using speech signals is available in literature as 

compared to images.  

Recently, a chaos-based method for zero-watermarking is 

presented in [19]. The method uses the logistic map to 

introduce the deterministic randomness which makes the 

method strong from authorized access to patient data. 

Moreover, to make the method robust against noise, low-

frequency regions of speech signals are determining for 

watermarking. The robustness helps in extraction of patients’ 

identities perfectly, but it does not provide any proof about 

originality of data. In other words, the method is unable to 

authenticate the data of a sender. In addition, the patient’s 

identity is directly used for watermarking without any 

encryption. Similarly, in another study [20], an identity of a 

patient is directly used for protection of privacy in 

telemedicine. The method describes the insertion and 

extraction processes but does not provide the effect of these 

processes on diagnosis of vocal folds disorders [21-23].  

The vocal folds reside on the top of the trachea (windpipe) 

and are made with small folds of muscles and tissues. Vocal 

folds open and close in regular intervals during phonation to 

produce a healthy voice [24]. The voice of a person can be 

considered as healthy if he/she can meet the personal and 

professional requirement of the voice in a daily life without 

facing any fatigue and vocal problems [25]. Vocal fold 

disorders, sometimes also referred as vocal fold lesions or 

vocal fold pathologies, appear due to different reasons. 

Generally, vocal misuse including yelling, excessive talking, 

screaming and crying cause irritating forces at the contact 

place of two vocal folds, as indicated by Fig. 1. 

 This study uses a suitable approach for visual 

cryptography to generate secret shares, such that the 

dimensions of all generated shares should not exceed the 

dimension of the original patient’s identity. This way, the issue 

of capacity during the watermarking process can be avoided. 

Moreover, the zero-watermarking approach is used to 

watermark the generated shares. Zero-watermarking inserts 

the identity into a secret key instead of the signal. Hence, the 

signal remains in the original form and does not change its 

properties, which is vital for the accurate diagnosis of diseases. 

For a reliable insertion of patient’s identity, the secret shares 

are inserted in unvoiced frames of signals. The speech signals 

of patients suffering from vocal fold disorders are considered 

to protect their respective identities [26]. The proposed zero-

watermarking method has the following characteristics:   

• Dual protection for privacy protection using visual 

encryption and zero-watermarking. 

• Implementation of an appropriate approach for visual 

cryptography to avoid capacity issue. 



 

• Insertion of secret shares at appropriate location decided 

by using computed features. 

• Effect of malicious attack on disorder detection using 

voice features and machine learning algorithm. 

• Integrity of patient’s data for reliable detection of 

disorders. 

The rest of the paper is organized as follows: Section 2 

describes the vocal folds disorder database and all components 

of the proposed method. Section 3 elaborate the process for 

encryption and insertion of patient information and its 

evaluation. This section also explains the decryption and 

extraction process and its validation. Section 4 provides the 

information about automatic disorder detection system and 

determines the authenticity of data. The effect of malicious 

attack on accurate diagnosis is also discussed in this section. 

Section 5 gives comparison of the proposed method with the 

existing methods. Finally, Section 6 draws some conclusion 

and provides future directions.  

2. MATERIAL AND METHOD   

The proposed zero-watermarking method is validated for real 

world scenario by considering the medical data of patients 

affected by vocal folds disorders.  The data is publicly 

available through PANTEX Medical. 

2.1 Vocal Folds Disorder Database 

Vocal fold disorders can be classified into different groups 

depending upon the causes of occurrence. A vocal fold 

disorders can appear due to abnormal growth of tissues on the 

vocal folds. These types of disorder are known as benign 

lesions [27, 28], and they are non-cancerous in nature. The 

vocal fold disorders may also appear due to nerve's injury 

which controls the vibration of vocal folds [29]. Paralysis is an 

example of such types of disorder. Another type of disorder is 

Keratosis which is considered as a precancerous lesion and 

occurs due to the presence of unusual cells on the vocal folds 

[30]. Moreover, adductor is a type of spasmodic dysphonia 

which appears due to neurological disorder [31].  

Different types of vocal fold disorders including, benign 

lesions, nerves-related disorders, and precancerous disorders 

are considered in this study and taken from the Massachusetts 

Eye & Ear Infirmary (MEEI) vocal fold disorder database [32]. 

The MEEI database is recorded at two sampling frequencies, 

25 kHz and 50 kHz. All samples are down-sampled to a unique 

frequency, i.e., 25 kHz, before zero-watermarking. The MEEI 

database has been used in many studies [33-35]. A subset of 

MEEI database containing 256 speech signals of running 

speech is used to evaluate the proposed method. In this subset, 

53 normal and 173 patients have recorded rainbow passage. 

The text of the passage and distribution of the pathological 

signals among various vocal folds disorders is provided in 

[36].  The number of signals for adductor is 22, for nodules is 

20, and for keratosis is 26, for polyp is 20, and for paralysis is 

85. 

2.2 Proposed Method for Privacy Protection 

The proposed method for privacy protection has two 

major components. The first component is responsible for the 

generation of secret share using visual cryptography, while the 

second component is responsible for hiding the secret shares 

using zero-watermarking approach. The block diagram of the 

proposed method is shown in Figure. 2.  

 

 

Figure 2: The block diagram of the proposed method for privacy protection 



 

The first component generates secret shares using 

Shamir’s secret sharing scheme [37]. Four shares are generated 

from the original identity and the dimension of each share is 

10 × 90. The total dimension of all shares is equal to the 

dimension of the original identity.  

The second component determines the unvoiced frames 

because they provided reliable locations to hide the generated 

shares. The unvoiced frames of the speech signals are 

determined by computing the Hurst exponent [38] and zero-

crossing [39]. The Hurst exponent (EH) is one of the reliable 

tools for fractal examination of time series and is computed 

using rescaled range (R/S) analysis in this study. The range of 

EH for a frame always stays between 0 and 1. The value of EH 

around 0.5 represents a random walk. The value between 0.5 

and 1 describes the consistency such that if the waveform of a 

frame is in increasing trend then it will keep increasing, and 

similarly, if the waveform is decreasing then it will keep 

decreasing. The behavior of the waveform for EH between 0 

and 0.5 is anti-persistent, which describes that the increasing 

trend will start decreasing and vice versa. The other measure 

computes the zero-crossing (ZC) of the waveform in a frame. 

Frames containing silence and unvoiced segments of speech 

have high-frequency of zero-crossing. However, unvoiced 

segments of speech have higher amplitude as compared to 

silence segments. In addition, voiced segments of speech have 

low zero-crossing and high amplitude. To identify the 

unvoiced frames of a speech signal, thresholds on both 

measures are applied based on conducted experiments. An 

unvoiced frame will satisfy both thresholds simultaneously to 

make sure that the frame is unvoiced.  

After highlighting the unvoiced frames, the next step is 

calculation of features in each frame to watermark the 

generated secret shares. The features are calculated by 

applying Local Binary Pattern (LBP) operator on magnitude of 

each element of frames [40], and they are referred as Amp-

LBP. The process of computing Amp-LBP is described in 

Figure 3. To compute Amp-LBP codes, the unvoiced frames 

are divided into windows of five elements, such that the center 

element represents the average amplitude and is denoted by C. 

Thereafter, C is compared with its neighbors to generate 

4-bit binary numbers within the range of 0000 to 1111. If C is 

greater or equal to the neighboring element then the element is 

replaced by a one, otherwise, the neighboring element is 

replaced by zero. In this way, 4-bit code for each window of a 

frame is calculated.  The computed codes are further classified 

into two groups; uniform codes and non-uniform codes. 

Uniform codes refer to those which have less than two 0-to-1 

or 1-to-0 transitions. For examples, the codes 0111, 0000, 

1000, 1111 are uniform. Non-uniform codes bear more than 

one 0-to-1 or 1-to-0 transitions such as 0110, 1010, 1001 and 

0101. In addition, equivalent decimal number is computed for 

the computed codes to determine the frequency of each code. 

During insertion and extraction of identity, uniform and non-

uniform codes are used. Both insertion and extraction 

processes are highly sensitive to the Amp-LBP codes. 

 

 

Figure 3: Step to calculate Amp-LBP code for an unvoiced frame.



 

3. PRIVACY PROTECTION  

The major processes of the proposed method for protection of 

patient’s information are: (1) encryption and zero-

watermarking, and (2) decryption and recovery of identity. 

Both processes are explained and evaluated in this section by 

conducting number of experiments. 

3.1 Encryption and Zero-Watermarking of Identity 

The process for the protection of patient’s identity using the 

proposed method is explained with the following steps.  The 

block diagram of the process is given in Fig. 4. 

1. Generate an image M for the identity of a patient with the 

dimension equivalent to rm × cm. 

2. Produce four secret shares S1, S2, S3 and S4 from the identity 

image M using Shamir’s threshold scheme [37]. The 

dimension of each generated share is rs × cs , where rs = rm 

/2 and cs = cm /2. The produced shares are shown in Fig. 5. 

3. Divide the host speech signal G into short frames gi such 

that the length of each frame can carry a secret share. The 

criteria for the length of a frame is given by Eq. 1. 

( ) ( ),   1, 2,3,...,
i s s

LEN g r c i N  =    (1) 

where LEN represents the length of frame, ‘*’ denotes the 

multiplication operation, and N stands for the total number 

of frames. 

4. Identify unvoiced frames from gi using criteria based on 

Hurst Exponent EH and zero-crossing ZC. The indices of 

unvoiced frames (uk) are given by Eq. 2. 

𝑢𝑘 = {𝑖|𝑖 is index of unvoiced frame and 𝑘 ≤ 𝑁}   (2) 

5. Randomly select four unvoiced frames, uk1, uk2, uk3 and uk4, 

to accommodate the four secret shares and save the indices 

of the frames to use during the recovery process. 

6. Now, to calculate the Amp-LBP codes for selected 

unvoiced frames, divide each frame into short windows. 

Then, generate intermediate keys Tj for each frame.  

7. Intermediate keys Tj contain zero if the computed code is 

uniform in a window and hold a one if the code is non-

uniform. The criteria to generate keys Tj is given by Eq. 

3.  
 

𝑇𝑗 = {
0 if 𝐴𝑚𝑝_𝐿𝐵𝑃 is Uniform             
1 if 𝐴𝑚𝑝_𝐿𝐵𝑃 𝑖𝑠 Non − unifor𝑚

  (3) 

where j=1, 2, 3, and 4. 

8. To enhance the security of the embedding process, the 

intermediate keys Tj are randomized by performing bitwise 

AND operation with normally distributed random 

sequences Dj of 0s and 1s. Consequently, the random secret 

keys Rj are obtained as given by Eq. 4. 

𝑅𝑗 = 𝐷𝑗  & 𝑇𝑗 , where 𝑗 = 1,2,3,4. (4) 

9. Finally, to embed the first secret share S1 of the identity 

image M, perform exclusive-OR operation between the 

random secret key R1 and the first secret share S1 as given 

by Eq. 5. As a result, a watermark key w1 is obtained. 

1 1 1w R S=    (5) 

10. Repeat steps 6 to 9 for embedding of the remaining three 

secret shares S2, S3 and S4. It will yield the watermarks keys 

w2, w3 and w4, respectively, as mentioned in Eq. 6-8.  

𝑤2 = 𝑅2⨁ 𝑆2 (6) 

𝑤3 = 𝑅3 ⨁ 𝑆3 (7) 

𝑤4 = 𝑅4⨁ 𝑆4 (8) 

The watermark keys w1, w2, w3, w4 with the indices of the 

unvoiced frames and random sequence D1, D2, D3, D4 need to 

be transmitted to the healthcare staff for accurate recovery of 

the patient’s identity. The host signal G will also be transmitted 

to the healthcare staff for the diagnosis. 

 

 

Figure 4: Steps for insertion of identity using visual cryptography and zero-watermarking. 

 

 



 

 

Figure 5: The four secret shares generated by visual 

cryptography.  

3.2 Decryption and Recovery of Identity 

After receiving the four watermark keys w1, w2, w3, w4 by the 

authorized healthcare staff, each staff member will recover a 

secret share using the following steps of the proposed method.   

1. Divide the transmitted signal G’ into frames of length 

LEN. 

2. Compute the Amp-LBP code for the unvoiced frames 

whose indices uk1, uk2, uk3 and uk4 are provided to healthcare 

staff. Each staff member is responsible for the one of the 

unvoiced frames. 

3. Generate intermediate key T1’ such that it contains zero if 

the computed Amp-LBP code is uniform. In case of non-

uniform code, the key T1’ contains a one. This criterion is 

provided in Eq. 9. Similarly, compute other intermediate 

keys T2’, T3’ and T4’. 

𝑇1
′ = {

0 if 𝐴𝑚𝑝_𝐿𝐵𝑃 is uniform              
1 𝑖𝑓 𝐴𝑚𝑝_𝐿𝐵𝑃 is non − uniform

 (9) 

4. Perform bitwise AND operation between the generated 

key T1’ and the transmitted random sequence D1 to obtain 

the random secret key R1’, as given by Eq. 10. 

𝑅𝑗
′ = 𝐷𝑗  & 𝑇𝑗

′, where 𝑗 = 1,2,3,4. (10) 

5. Then, to recover the first secret share S1’, perform 

exclusive-OR operation between the obtained random 

secret key R1’ and the transmitted watermark key w1 as 

given by Eq. 11. 

1 1 1' '  wS R=     (11) 

Similarly, other staff members recover the secret shares S2’, S3’ 

and S4’ as: 

2 2 2' '  wS R=    (12) 

3 3 3' '  wS R=    (13) 

4 4 4' '  wS R=    (14) 

6. Finally, Shamir threshold scheme is applied on recovered 

secret shares S1’, S2’, S3’ and S4’ to extract the identity of 

the patient which is named as M’. 

The next objective is to evaluate the processes of the proposed 

method to observe the reliability and accuracy.  

3.3 Evaluation of Encryption and Watermarking Process 

The protection of privacy depends on the quality of the 

encryption and insertion process, which consists of visual 

cryptography and zero-watermarking. The visual 

cryptography divides the generated identity image M into four 

equal encrypted secret shares S1, S2, S3 and S4 as shown in Fig. 

5. The dimension of M is 20 × 180 and that are for each 

encrypted share is 10 × 90. As the number of pixels in each 

share is 900, therefore, the host audio signal G is divided into 

the frames of length 1024, i.e. LEN=1024, to accommodate 

pixels of a share.  

The shares are watermarked in the unvoiced frames 

because the voiced frames cannot disguise the identity 

properly. For instance, the original identity image M is 

watermarked in the voiced frames and shown in Fig. 6. It can 

be observed that the identity is not disguised properly, which 

concludes that the voiced frames are unsuitable for 

watermarking of the identity. This is the reason that the shares 

are watermarked in the unvoiced frames which are determined 

by computing two measures, Hurst exponent EH and zero-

crossing ZC. The unvoiced frames are determined by the 

criteria given in Eq. 15. An unvoiced and voiced frame of a 

speech signal are shown in Figure 7(a) and 7(b), respectively.  

 

 

 

(a) 

 

(b) 

Figure 6: (a) Original identity M (b) M watermarked in voiced 

frames. 

𝐸𝐻 < 0.5 and 𝑍𝐶 > 350 (15) 



 

 
(a) 

 
(b) 

Figure 7: (a) Unvoiced frame (b) Voiced frame. 

 

The unvoiced frame contains significant randomness which 

makes it an ideal place for watermarking. On contrary, the 

voiced frame follows a regular pattern throughout the frame 

which is unable to disguise the identity properly. 

One of the encrypted secret shares before and after 

watermarking by using an unvoiced frame having EH = 0.2405 

and ZC= 536 are shown in Fig. 8. Apparently, it seems that 

both shares are same. In fact, they are significantly different 

from each other. 

  
(a) (b) 

Figure 8: (a) Encrypted secret share (b) Encrypted and 

watermarked secret share. 

Two metrics, bit-error rate (ERT) and peak signal-to-noise 

ratio (PSNR) defined in Eq. 16 and 17, respectively, are used 

for the objective analysis of the shares shown in Fig. 8. The 

same metrics are used to observe the difference of all identities 

present in the vocal folds disorder database.  

 
100

 
ERT

erroneous bits

total bits
=    (16) 

1020log
2 1B

PSNR
mse

=
 −
 
 

  (17) 

where erroneous bits represent the dissimilar bits at the 

corresponding locations of the shares. Moreover, total bits 

represent the number of pixels in a share, B denotes the number 

of bytes per pixels, i.e., 1 in our case, and mse stands for the 

mean squared error. 

The computed ERT and PSNR for the encrypted and 

encrypted-watermarked shares are 55% and 8.29 dB, 

respectively. The higher value of ERT and lower value of 

PSNR signifies that the encrypted and encrypted-watermarked 

shares are entirely different from each other. Both metrics are 

computed for all samples of MEEI subset and depicted in Fig. 

9 and 10. It can be observed from Fig. 8 that ERT is greater 

than 50% for all speech samples. Such high value of ERT 

shows that the watermarked shares are significantly different 

than the encrypted shares. Therefore, the encryption and 

watermarking process for protection of identity are secure and 

reliable. Similarly, the lower values of PSNR make the same 

conclusion because the values of PSNR towards zero occur 

only when the two images are significantly different from each 

other. 

Figure 8: The average values of ERT for the encrypted and 

encrypted-watermarked shares for all speech samples. 

Figure 9: The average values of PSNR for the encrypted and 

encrypted-watermarked shares for all speech samples. 

Moreover, many experiments are performed to watermark 

all speech signals of the MEEI database. To observe the quality 

of watermarking, the watermarked identities are objectively 

compared with the original identities using ERT and PSNR. 

Four shares are obtained for an identity as a result of 
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encryption and the dimension of each share is different than 

the dimension of original identity. Therefore, the original 

identity is not comparable with the watermarked shares. First, 

the shares are combined together as shown in Figure 10, and 

then, analysis is performed to observe the similarity to the 

original identity. After joining the shares, the obtained identity 

is referred as protected identity. 

   

 
(a) 

  

  
(b) 

Figure 10: (a) Original identity (b) Protected identity. 

 

After comparison, the obtained ERT is 85% which shows 

that the original and protected identities have a large number 

of different pixels at corresponding positions. The large value 

of ERT concludes that the quality of watermarking is good and 

there is no chance that the protected identity will reveal any 

information of a patient in case of unauthorized access. For 

these identities, the computed value of PSNR is 2%. It also 

strengthens the fact that the original and protected identities 

are entirely different, and the information of the patient is well 

protected. Similar analysis is performed for all signals of the 

database, and the computed performance measures are shown 

in Figure 11 and 12. 

Figure 11: ERT for original and protected identities. 

The computed average value of ERT is 74.9% with 

standard deviation of 1.9 for all signals of the MEEI database. 

It is also supported by Fig. 11 which shows that for all signals 

the ERT is around 75%. The higher values of ERT signify that 

the identities of all patients are embedded properly. Similarly, 

the lower values of PSNR concludes that all identities are 

disguised accurately. The average value of PSNR is 3.5 with 

the standard deviation of 0.3. Fig. 12 also shows that PSNR is 

around 3.5 for all signals. 

Figure 12: PSNR for original and protected identities. 

In addition to the embedding of identity through 

encryption and watermarking, the accurate and reliable 

recovery of the patient identity is also very crucial for a 

protection method. Therefore, the recovery process of the 

proposed method is also needed to be evaluated. 

3.4  Evaluation of Decryption and Recovery Process 

The accurate recovery of patient’s identity is very 

important to know the person whose speech signal is 

transmitted for the diagnosis. For successful recovery of the 

identity, each of the four staff members will extract the 

relevant secret share using the corresponding transmitted 

secret keys. Once all four secret shares are recovered, then they 

will be decrypted through visual cryptography to reveal the 

identity of the patient as shown in Fig. 13. 

The objective analysis of the recovered secret shares 

(shown in Fig. 13) is performed by using the metrics given in 

Eq. 16 and 17. The ERT for the watermarked and recovered 

shares is 0%, which means that all secret shares are recovered 

perfectly. Moreover, the obtained values of the PSNR for all 

 

  

  

  

  

(a) (b) 

 

(c) 

Figure 13: (a) Watermarked secret shares (b) recovered secret 

shares (c) decryption of recovered shares to obtain the identity. 
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shares are infinity because the value of mse in the denominator 

becomes zero when the share are similar. The mse equal to zero 

concludes that there is no error between the watermarked and 

recovered share.  Therefore, it can be concluded that the 

recovery process of the proposed method is accurate and 

reliable.  

Inaccurate diagnosis at a cost of protection cannot be 

acceptable. Therefore, the proposed method is evaluated to 

determine the authenticity of data so that accurate diagnosis of 

disorder should be made.  

 

4  AUTHENTICITY OF MEDICAL DATA   

Malicious attacks during the transmission of data change 

the properties of a signal. To do the objective analysis of 

change in properties, an automatic disorder detection system is 

implemented using Mel-frequency Cepstral Coefficients 

(MFCC) and Gaussian Mixture Model (GMM). 

MFCC features mimic the behavior of the human auditory 

perception and has been widely used in many speech-related 

applications [41, 42].  The first step in calculation of MFCC 

features is blocking of the speech signals into short frames. 

Then, Fourier Transformation (FT) is applied to transform 

each frame from time to frequency domain and it also provides 

the contribution of each frequency component in a frame. The 

output of FT is referred as a spectrum. Next, the spectrum is 

filtered through bank of Mel spaced band-pass filters to obtain 

MFCC features. 

The computed MFCC is given to GMM to generate 

acoustic models for healthy and disordered speech signals. 

GMM is state-of-the-art modeling technique [43] and have 

been applied in different scientific areas [44, 45].  The 

parameters of GMM are initialized by the k-means algorithm 

[46] and tuned by the well-known Expectation-Maximization 

algorithm [47]. Once the models are generated, then a test 

signal is compared with both models to determine the type of 

signal. If the test signal has maximum log-likelihood for the 

healthy model then the test signal belongs to a healthy person, 

otherwise, the signal belongs to a patient. To observe the effect 

of malicious attacks, the following measures are used for the 

developed disorder detection system. 

Sensitivity (%): The percentage of accurately detected 

disordered signals from total number of disordered signals in 

the database.  

Specificity (%): The percentage of truly detected healthy 

signals from total number of healthy signals in the database.  

Accuracy (%): The percentage of correctly detected 

disordered and healthy signal from total number of signals in 

the database. 

First, the detection system is evaluated using the original 

signals, then, it is evaluated for malicious attacks. The 

evaluation of the system with original signals is given in Table 

1.   

Table 1: Evaluation of disorder detection system with original 

signals. 

Gaussian 

Mixtures 
Specificity Sensitivity Accuracy 

4 94.55 94.7 94.6 

8 86.91 95.53 92.76 

16 83.45 95.61 91.57 

32 60.73 99.13 86.76 

48 50.91 99.13 83.78 

The good results for healthy signal is obtained with low 

number of mixtures and that is for disordered signals is 

obtained with high number of mixtures. The reason is 

imbalance data, i.e., the healthy signals are 53 and disordered 

signals are 173. The highest specificity is 94.55% and obtained 

with 4 mixtures. The maximum sensitivity is 99.13% and it is 

obtained with 48 mixtures. 

To investigate the effect of malicious attacks, the signals 

are attacked with the noise of 20 dB and 10 dB. The evaluation 

of the detection system is provided in Table 2 and 3, 

respectively.  

Table 2: Evaluation of disorder detection system with attack 

of 20 dB noise. 

Gaussian 

Mixtures 
Specificity Sensitivity Accuracy 

4 82.9 94.22 91.15 

8 80.2 94.80 90.71 

16 78.3 95.38 90.71 

32 77.1 96.53 91.15 

48 75.6 97.69 91.15 

 

Table 3: Evaluation of disorder detection system with attack 

of 10 dB noise. 

Gaussian 

Mixtures 
Specificity Sensitivity Accuracy 

4 71.70 89.60 85.40 

8 67.92 91.33 85.84 

16 62.26 91.91 84.96 

32 56.60 93.64 84.96 

48 52.83 95.95 85.84 

 

From Table 2 and 3, it can be observed that as noise 

increased from 20dB to 10 dB the specificity is significantly 

decreased.  It shows that the number of false-positive increased 

substantially which is represents as Error in Figure 14 and 15.  

In case of vocal folds disorders, vocal folds exhibit 

irregular vibrations. Due to this reason, disordered signals 

inherent some noise.  Therefore, in case of noise attack, when 

some noise is added to healthy signals, they become similar to 

disordered signals. Ultimately, the detection system 

considered those signals as disordered signals.  

 

 



 

 

Figure 14: Specificity and false-positive rate (Error) for noise 

attack of 20 dB. 

 

 

Figure 15: Specificity and false-positive rate (Error) for noise 

attack of 10 dB. 

So, it is proved that malicious attacks greatly impact the 

diagnosis process. Therefore, the proposed method is designed 

and implemented in a way that it should capture the fabrication 

in the transmitted data. The proposed method is highly 

sensitive to the computed AMP-LBP. In case of noise attack, 

the characteristics of a signal changed which significantly 

destroy the Amp-LBP codes. Therefore, the identity will not 

be recovered in the original form. An identity recovered from 

an attacked signal is shown in Fig. 16.  

 

 

 

Figure 16: Identity recovered from an attacked signal of 10 dB. 

Such recovered signals will indicate that the transmitted 

data is not in the original form and hence cannot be used for 

the diagnosis.    

5  COMPARISON 

The proposed method is compared with the existing 

methods to highlight the characteristics and performance of the 

proposed method. The comparison is provided in Table 4.  

In [9], the encryption of the patient’s original identity 

generates four secret shares. During encryption, each pixel is 

replaced by a 2x2 matrix which doubles each dimension of the 

original identity. Consequently, eight times more space 

required to insert these shares. In this way, for four secret 

shares, the space required to insert the share becomes many-

folds as compared to the original identity. Sometimes, that 

much space is not available in a host signal to accommodate 

the shares. Moreover, the effect of malicious attack on accurate 

diagnosis of vocal folds disorder is not discussed.  

In [19], the identity is directly inserted into the host signal 

without encryption. The identity is only protected by zero-

watermarking where unauthorized access to the secret key will 

make the identity vulnerable. Moreover, the identity is inserted 

using the low-frequency regions which are robust against 

noise. Therefore, in case of noise attack, it cannot be 

determined that the identity is original or attacked. Ultimately, 

it will lead to false diagnosis. In [20], the identity is also 

directly inserted into the host signal through zero-

watermarking, and the effect on disorder detection is not 

provided. Therefore, the authentication of the identity is 

impossible, which is very crucial for accurate diagnosis. The 

false-positive diagnosis mentally disturbs a person and 

resulted into loss of money and time.  

The proposed method encrypts the identity of a patient 

into four shares, where the total dimension remains the same 

and no extra space is required to embed the identity into the 

host signal. The generated shares are embedded through zero-

watermarking, and it does not affect the characteristics of the 

signals. In addition, the proposed method authenticates the 

identity of patients to avoid inevitable circumstances.  

Table 4: Comparison of the characteristics of proposed method with existing methods. 

Study Encryption Zero-watermarking Data Authentication 

[6]   ✓ ✓  

[19]   
 ✓  

[20]    ✓  

Proposed Method ✓ ✓ ✓ 

  ✓ means Yes and  mean No. 
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6 CONCLUSIONS 

A method to protect the identity of a patient is proposed in this 

study. The method can be used reliably in the healthcare 

applications due to its dual protection. The method encrypts as 

well as watermarked the identity using the visual cryptography 

and zero-watermarking without any increase in dimension of 

the encrypted identity. The identity of a patient cannot be 

revealed until unless all generated secret shares and watermark 

keys are available to the authorized staff members. Moreover, 

the proposed method does not affect the diagnosis accuracy 

because zero-watermarking does not change the host signal, 

and resultantly, the imperceptibility is naturally achieved. In 

addition, the proposed method also authenticates the 

transmitted signal based on the recovered identity. If the 

recovered identity is distorted, its means that the signal has 

been attacked and cannot be used for the diagnosis. In future, 

the effect of more malicious attacks on accurate diagnosis can 

be studied, and fragile watermarking will be implemented for 

integrity and authentication of the transmitted data. 
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