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Abstract

Social engineering is a method for hacking that steals confidential information from a
company or individual by misusing psychology. With the development of information
technology, social engineering has been increased on the Internet, so there is a risk that all
users who can access the Internet will be attacked. As a result, there has been large number
of studies that discuss social engineering measures on the Internet.

The emergence of Social Networking Services (SNS), such as Twitter and Facebook, has
created a new social engineering threat that emphasizes communication. For example, there
is a risk of spreading the post contents that can leads to social engineering attacks to
acquaintances or trustworthy friends without directly receiving damage.

In this research, in order to take measures to social engineering in SNS, we take an approach
to prevent the spread of posts that lead to social engineering attacks. Specifically, we proposed
a method to force users to be shown positive and negative responses to social engineering
posts when sharing them. In order to evaluate that our approach is effective, we created a
virtual SNS and conducted experiments on 35 users. From the experimental results, we found
that the positive reaction does not become a factor of the share but changes the impression
on the posts, and the negative reaction is closely linked to the factor of the share and can
prevent the spread of posts that lead to social engineering attacks.

The reasons why our approach was effective is that it could induce users to Unconscious
thinking. From this, we defined a new bundling as an approach for take measures to social
engineering attacks: Trigger unconscious thinking for the user.

In order to show that this bundling is effective as a social engineering countermeasure, in the
future, it is necessary to create more case studies that can take measures to social engineering
attack by using method inducing trigger unconscious thinking for the user different from our

research.
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