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Abstract—One of the effective ways to improve the
quality of airport security (AS) is to improve the quality of
management of the state of the system for countering acts of
unlawful interference by intruders into the airports
(SCAUI), which is a set of AS employees, technical systems
and devices used for passenger screening, luggage, other
operational procedures, as well as to protect the restricted
areas of the airports. Proactive control of the SCAUI state
includes ongoing conducting assessment of airport AS
quality by experts, identification of SCAUI elements
(functional state of AS employees, characteristics of
technical systems and devices) that have a predominant
influence on AS, and improvement of their performance.
This article presents principles of the model and the method
for conducting expert quality assessment of airport AS,
whose application allows to increase the efficiency and
quality of AS assessment by experts, and, consequently, the
quality of SCAUI state control.

Keywords— aviation security, airport, acts of unlawful
interference, system of counteraction to acts of unlawful
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. INTRODUCTION (HEADING 1)

Analysis shows that aviation security (AS) in many
countries, including Ukraine, is at an unsatisfactory level
[1-2], which is manifested, in particular, in the inability
to prevent terrorist acts. According to [3-6], at present,
the application of a set of technical measures,
organizational measures, and measures aimed at reducing
human factor are relevant for AS and aircraft safety.

One of the effective ways to improve the quality of
AS is to improve the quality of the proactive control of
the state of the system for countering acts of unlawful
interference by intruders into airports (SCAUI), which is
a combination of aviation security services (SS),
technical systems and devices used in passenger
screening, luggage, other operational procedures, as well
as to protect restricted airport areas.

The sequence of actions for controlling the state of the
SCAUI proposed by the authors is presented in Fig. 1.

Expert evaluation
of the quality (level)
of the airport AS
(SCAUI state)

y
Analysis
of the consequences
of possible actions
of intruders

Identification
of factors that have
a determining effect
on the quality
of airport AS
(SCAUI state)

Y
Correction
of the SCAUI state
on the basis
of the analysis
of the influence
of various factors on it

Fig.1. The sequence of actions for managing the condition of
SCAUI

It should be noted that experts in the field of system
reliability made an important contribution to the
development of effective methods of expert evaluation.
This is explained by the significant similarity of the
problems and methods of solving them, which are dealt
with by specialists working in the field of security and
reliability [7-8].

Accounting for uncertainties is one such problem.
Important results that allow to significantly reduce the
influence of uncertainties in resolving the issues of
increasing the reliability and safety of systems are given
in [9-10].
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To increase efficiency and quality of AS in the
presence of uncertainty in expert assessments, the authors
propose to use perceptual computing and the developed
model of SCAUI, which together allow to fully take into
account the features of the domain, such as the
presentation of quality assessments by experts, the
linguistic form of assessing the quality of individual
operational procedures, technical equipment, and
functional state of the SS officers, as well as the fact that
the domain is very ill-defined.

Il.  PERCEPTUAL COMPUTING AS A TOOL FOR EXPERT
ASSESSMENT OF THE QUALITY OF AVIATION SECURITY

A. Motivation for applying perceptual computing

The novelty of the developed methodology for
conducting expert assessment of the quality of AS is the
application of fuzzy set theory, in particular, computing
with words and perceptual computing [11-12].

The quality of the airport AS depends on the
functional state of the SS officers and the technical
systems and devices they use when inspecting passengers
and hand luggage, checking baggage, controlling
passenger passes, etc. Due to the subjective nature of the
concept of quality, AS should be modeled using linguistic
concepts. In this article, we propose to model AS using
perceptual computing.

Application of fuzzy sets allows to overcome
uncertainties in the description of the domain related to
subjective human thinking, and to obtain an assessment
of the airport AS quality in a format understandable to a
human decision maker. The use of perceptual computing
is advisable given the fact that experts are able to assess
the level of quality in a linguistic form, which greatly
simplifies their work. Linguistic evaluation of the AS
quality is natural, because, imprecisely defined concepts
play an important role in human thinking [13].

As fuzzy sets, the authors propose to use interval
fuzzy sets of type 2 (T2FS) [11], since they give an
advantage when using linguistic variables and are the
most common type of fuzzy sets of type 2 in practice.

The article proposes to evaluate the quality of
performance of both various operational procedures and
AS as a whole, enabling the experts to assess the quality
of each SCAUI element (each aspect of AS) using words
rather than precise numbers. Aggregation of these words,
taking into account the relative importance of each
SCAUI element (technical device or system) used in the
implementation of the operational procedure and for the
protection of the monitored airport zones, will give an
assessment of the AS quality in a linguistic form.

The model of perceptual computing developed to
evaluate the quality of AS is a model in a form of a
loaded fuzzy oriented graph. Uncertainty is naturally
caused by the uncertainty in assessments of the state of
affairs in each node.

For the estimation of AS by linguistic indicators, the
article uses an interval approach [11] that gives an

opportunity to obtain an aggregated estimate of the AS
quality according to local estimates given by many
experts with different expertise in various aspects of AS.
B. Fundamentals of Perceptual Computing
Perceptual computing is a type of computing, in
which objects of calculation are words and sentences
expressed in natural language [14]. In other words,
perceptual computing involves word-based calculations
to create subjective assessments of the quality level [15].
When performing perceptual computing, words in a
natural language are fed into the perceptual computer
(Per-C), which allows a person to interact with the
computer system using a vocabulary, i.e. a set of words
modeled as T2FSs [16]. T2FSs are characterized by

membership functions z; (x,u): X xJ, —[0,1], where x
is a primary variable, u is a secondary variable with
domain J, <[0,1] for each x, and ;(xu) is a

secondary grade of membership in A.

When applying perceptual computing, words are
processed using the following three components [17]:

» encoder, which converts words to their T2FS
representations that are then stored in a codebook;

» fuzzy set converter (CWW engine), which processes
these T2FSs and forms one or more other T2FS outputs;

« decoder, which displays the output of the fuzzy set
converter in a way understandable for a human.

1. Encoder

As mentioned above, each word in a codebook is
modeled as interval T2FSs, for which secondary grades

pi(xu)=1 wvxeX Vuel,, and the primary
membership is the interval J, =[£¢A(x),ﬁA(x)], where
#;(x) and fi;(x) are the lower (LMF) and upper
(UMF) membership functions of A, respectively. The

boundary between LMF and UMF, called the footprint of
uncertainty FOU (A) =U represents uncertainty

VxeX JX !

of x’s membership in A . In the article, following
recommendations in [17], words are represented using
trapezoidal T2FS, for which LMF and UMF are
trapezoidal membership functions:

(x-a)/(b-a), a<x<b
h b<x<c

. = ! ]

Hip (x:2,0,C,d,0) (d=x)/(d-c), c<x<d M
0, otherwise

As such, each T2FS A can be represented as a vector
(a,b,c,d,e f,g,i,h) so that EA(X):M,ap(x;e,f,g,i,h)



and fz; (X) = 4, (X;a,0,¢,d,1) . The graphic illustration
(1) is shown in Fig. 2, where the shaded area is FOU.

H(x),

LMF (4)

Fig.2. Trapezoidal interval fuzzy sets of type 2 [18]

2. The CWW Engine

In this article, the authors use linguistically weighted
mean values (LWA) [19-20], which, in the most general
case, is expressed as

Yiwa = T )

Verbal quality
assessment of SCAUI
functioning during EP

__________________

1 of technical equipment

of the AS system

where each of the criteria for weighting and each weight
are T2FSs. Algorithms for calculating LWA are omitted
here due to space limitations and can be found in [15, 21].

3. Decoder

Decoder converts the output of the CWW engine into
a Per-C output, which can be one of the following options
[17]: a word from the codebook, most similar to the
output of a fuzzy set converter, or a number of competing
alternatives or a class.

I1l.  APPLICATION OF PERCEPTUAL COMPUTING TO
DETERMINE THE QUALITY OF AVIATION SECURITY

The decision-making process using the theory of
perceptual computing for determining the quality of AS
airports (SCAUI state) is shown in Fig. 3. This process is
hierarchical and distributed, because it is performed on
the basis of aggregation of independently made expert
estimates of input factors AS.

The description of the decision-making process is
based on the graphical hierarchical model of SCAUI,
indicated in Fig. 3 by the dashed line. Note that in Fig. 3
a dashed line indicates the generalized version of the
model of SCAUI, which can be presented in various
forms, i.e. include various security factors depending on
the actual circumstances.
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Fig.3. The decision-making process in applying perceptual computing to determine the quality of aviation security

The output level is the quality (level) of the airport
AS, and the entry level consists of the parameters
characterizing the functional state of SS officers, security
systems of the airport and the technical devices used by
for screening passengers, luggage, aircraft, and other
actions to ensure the AS airport.

Elements of intermediate levels of the model are
factors related to two groups:

- the quality of various operational procedures;

- the quality of preventing unauthorized access and
leakage of information (organization and security of
restricted areas of airports).



These groups of factors correspond to basic and, at
the same time, largely independent, airport security areas.

In Fig. 4, the process of arriving at an aggregated
assessment of the AS quality is shown. It corresponds to
the dashed “FS -> FS” box in Fig. 3.

Nodes of the graph are the elements of the process of
organization and security of the airport. The model can
have a relatively large (up to five or six) levels of the
hierarchy. Nodes are connected with each other by
directed loaded arcs characterizing the effect of the
elements of one level of the model on the others. Weights
are assigned by experts in a linguistic form using words
from the Per-C codebook.

Input nodes A-l in Fig. 4 stand for factors that
characterize the functional state of SS officers and the
technical state of equipment used by SS (security systems
and equipment used to inspect passengers and hand
luggage, inspect baggage, monitor passenger passes, etc.).

Intermediate level consists of nodes J, K, and L that
represent the quality of preflight checks of passengers
and hand luggage, the quality of passport and ticket
control, and the quality of preflight baggage inspection,
respectively. Assessments of these quality levels are
obtained as LWAs of appropriate lower-level node
assessments using weights of the corresponding arcs.

The output node W is the quality of the preflight
control of passengers and baggage. It is obtained as an
LWA of assessments of nodes J-L, using the weights of
the corresponding arcs. The output of the Per-C is,
however, not the raw LWA, but the word from the
codebook most similar to this LWA in terms of Jaccard’s
similarity metric [15].

IV. EXPERIMENTAL RESULTS

To evaluate the proposed approach, the authors
applied the method described above to a set of model data
generated by the fourth author of the paper based on his
vast experience in the domain.

The codebook consisted of five words representing
linguistic assessments of each input node in the SCAUI

model, and of five words representing weights of arcs in
the model. Each word was defined on the interval [0, 1].
For assessment, the following words were chosen: good
(G), normal (N), satisfactory (S), acceptable (A),
unsatisfactory (U). For weights, the following words were
chosen: essential effect (Es), significant effect (Sg),
average effect (Av), insignificant effect (In), little or no
effect (Lt).

A. Technical means

of screening o
passengers and hand J. Quality of
luggage preflight inspection

of passengers and
hand luggage

B. Communications
C. Staff

D. Technical means
of passport control

W. Quality preflight
control of
passengers and
luggage

E. Technical means
of ticket control

K. Passport and
ticket control quality

F. Communications

G. Staff (operator)

H. Technical and
other means of
baggage screening

L. Staff

L. Quality of pre-
flight baggage
inspection

Fig.4. Fragment of the SCAUI model

Each word was converted to its IT2FS model using
the interval approach [11]. Twenty experts in the field
were surveyed and asked to provide intervals that, in their
opinion, represent each word. The sets of intervals for
each word were converted to a IT2FS model using an
algorithm whose description lies outside the scope of this
paper and can be found in [15]. In Table I, we present the
obtained results (up to two significant digits).

TABLE I. Means (m) and standard deviations (o ) for left (I) and right (r) ends
of the intervals for each word from the codebook and their IT2FS models

Interval Statistics Parameters of Trapezoidal T2FS

word™ ", m o | a b ¢ d e f g i h

G 0.88 0.04 100 0.0 074 098 100 100 093 100 100 100 1.00
N 0.74 0.03 087 0.04] 066 077 083 093 0.74 080 080 086 068
S 0.63 0.03 073 0.03] 056 065 071 083 065 068 068 071 045
A 054 0.04 062 0.03] 048 055 061 068 055 058 058 061 049
U 0.00 0.00 053 0.04] 000 0.00 0.05 0.78 0.00 0.00 0.04 065 1.00
Es 0.88 0.04 100 0.00] 0.74 098 100 100 093 100 100 100 1.00
Sg 0.70 0.07 087 0.04] 057 0.72 083 093 073 078 0.78 086 054
Av 046 010 069 0.07) 024 048 068 084 052 058 058 064 037
In 029 011 045 010/ 016 031 041 055 034 037 037 044 049
Lt 0.00 0.00 028 0.11] 0.00 0.00 0.04 053 0.00 000 0.01 0.13 1.00




Weights for the arcs in the SCAUI model are given in
Table Il. They were assigned by the third author of this
paper based on his expertise.

The Per-C with the described features was applied to
a model dataset, in which, for each node, a linguistic
assessment was provided as follows:

- A: good,

- B: good;

- C: normal,

- D: normal;

- E: normal;

- F: normal,

- G: normal;

- H: good,;

- |: satisfactory.

TABLE I1. Weights of arcs in the SCAUI model

Starting End

Node Node Weight

Es
Sg
Sg
Sg
Av
Av
Sg
Sg
Av
Es
In
Sg

rXe—IOTMMmMOO®W>

SSESrrxXXXcoo

As a result, the following T2FS was obtained:
(0.6633, 0.8510, 0.9116, 0.9731, 0.8183, 0.8520, 0.8980,
0.9185, 0.3743). Using Jaccard’s similarity metric, the
following distances of this T2FS to each of the five words
in the codebook were obtained:

- good: 0.3083;

- normal: 0.4388;

- satisfactory: 0.1296;

- acceptable: 0.0020;

- unsatisfactory: 0.0074.

It can be concluded that the output of the system is the
word “good,” which captures the not so perfect state of
the security for this given dataset.

CONCLUSIONS

The article presents the model developed by the
authors and the method of implementing one of the most
important stages of the proactive control of the SCAUI
state, i.e. the expert assessment of the quality of aviation
security of airports. The task of expert evaluation is the
determination, with the help of experts, of the target value

[9,,9,] of the overall quality of the AS airport based on

linguistic assessment by experts of the quality of each OP
(each input factor i, i=1,..,n) required for aviation
security.
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