Metadata, citation and similar papers at core.ac.uk

Provided by UPCommons. Portal del coneixement obert de la UPC

z entropy MBPY

Article

Polar Coding for Confidential Broadcasting

Jaume del Olmo Alos *'* and Javier Rodriguez Fonollosa

Departament de Teoria del Senyal i Communications, Universitat Politecnica de Catalunya,
08034 Barcelona, Spain; javier.fonollosa@upc.edu
*  Correspondence: jaume.del.olmo@upc.edu

Received: 7 January 2020; Accepted: 24 January 2020; Published: 27 January 2020

Abstract: A polar coding scheme is proposed for the Wiretap Broadcast Channel with two legitimate
receivers and one eavesdropper. We consider a model in which the transmitter wishes to send
the same private (non-confidential) message and the same confidential message reliably to two
different legitimate receivers, and the confidential message must also be (strongly) secured from the
eavesdropper. The coding scheme aims to use the optimal rate of randomness and does not make any
assumption regarding the symmetry or degradedness of the channel. This paper extends previous
work on polar codes for the wiretap channel by proposing a new chaining construction that allows to
reliably and securely send the same confidential message to two different receivers. This construction
introduces new dependencies between the random variables involved in the coding scheme that
need to be considered in the secrecy analysis.

Keywords: polar codes; information-theoretic security; wiretap broadcast channel; strong secrecy

1. Introduction

Information-theoretic security over noisy channels was introduced by Wyner in [1], which
characterized the secrecy-capacity of the degraded wiretap channel. Later, Csiszar and Korner in [2]
generalized Wyner’s results to the general wiretap channel. In these settings, one transmitter wishes to
reliably send one message to a legitimate receiver, while keeping it secret from an eavesdropper, where
secrecy is defined based on a condition of some information-theoretic measure that is fully quantifiable.
One of these measures is the information leakage, defined as the mutual information I(W; Z") between a
uniformly distributed random message W and the channel observations Z" at the eavesdropper, n
being the number of uses of the channel. Based on this measure, the most common secrecy conditions
required to be satisfied by channel codes are the weak secrecy, which requires lim; o %I (W;Z™) =0,
and the strong secrecy, requiring lim, . [(W;Z") = 0. Although the second notion of security is
stronger, surprisingly both conditions result in the same secrecy-capacity [3].

In the last decade, information-theoretic security has been extended to a large variety of contexts,
and polar codes have become increasingly popular in this area, due to their easily provable secrecy
capacity achieving property. Polar codes were originally proposed by Arikan in [4] to achieve the
capacity of binary-input, symmetric, and point-to-point channels under Successive Cancellation (SC)
decoding. Secrecy capacity achieving polar codes for the binary symmetric degraded wiretap channel
were introduced in [5] and [6], satisfying the weak and the strong secrecy condition, respectively.
Recently, polar coding has been extended to the general wiretap channel in [7-10] and to different
multiuser scenarios (for instance, see [11] and [12]). Indeed, [9] and [10] generalize their results
providing polar codes for the broadcast channel with confidential messages.

This paper provides a polar coding scheme that allows to transmit strongly confidential common
information to two legitimate receivers over the Wiretap Broadcast Channel (WTBC). Although [13]
provided an obvious lower-bound on the secrecy-capacity of this model, no constructive polar coding
scheme has already been proposed so far. Our polar coding scheme is based mainly on the one
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introduced by [10] for the broadcast channel with confidential messages. Therefore, the proposed polar
coding scheme aims to use the optimal amount of randomness in the encoding. Moreover, in order
to construct an explicit polar coding scheme that provides strong secrecy, the distribution induced
by the encoder must be close in terms of the statistical distance to the original one considered for the
code construction, and transmitter and legitimate receivers need to share a secret key of negligible
size in terms of rate. Nevertheless, the particularization for the model proposed in this paper is not
straightforward. Specifically, we propose a new chaining construction [14] (transmission will take
place over several blocks) that is crucial to secretly transmit common information to different legitimate
receivers. Indeed, this model generalizes, in part, the one described in [10], where the confidential
message is intended only for one legitimate receiver, and the one in [15], which considers only the
transmission of non-confidential messages intended for two different receivers. The proposed chaining
introduces new bidirectional dependencies between encoding random variables of adjacent blocks
that must be considered carefully in the secrecy analysis. Indeed, we need to make use of an additional
secret key of negligible size in terms of rate that is privately shared between transmitter and legitimate
receivers, which will be used to prove that dependencies between blocks can be broken and, therefore,
the strong secrecy condition will be satisfied.

1.1. Notation

Throughout this paper, let [n] = {1,...,n} forn € Z*, a" denotes a row vector (a(1),...,a(n)).
We write a'¥/ for j € [n] to denote the subvector (a(1),...,a(j)). Let A C [n], then we write a[.A]
to denote the sequence {a(j)}jc.4, and we use A to denote the set complement with respect to the
universal set [n], that is, A® = [n] \ A. If A denotes an event, then A also denotes its complement.
We use In to denote the natural logarithm, whereas log denotes the logarithm base 2. Let X be a
random variable taking values in X, and let g, and py be two different distributions with support &,
then D(gx, px) and V(gy, px) denote the Kullback-Leibler divergence and the total variation distance
respectively. Finally, 71, (p) denotes the binary entropy function, i.e., hy(p) = —plogp — (1 —p) log(1 —

p)-
1.2. Organization

The remainder of this paper is organized as follows. Section 2 introduces the channel model
formally. In Section 3, the fundamental theorems of polar codes are revisited. Section 4 describes
the proposed polar coding scheme, and Section 5 proves that this polar coding scheme achieves the
best known inner-bound on the secrecy-capacity of this model. Finally, the concluding remarks are
presented in Section 6.

2. Channel Model and Achievable Region

Formally, a WTBC (X, PY )Yy 71 X0 Vi) X Y2) x £) with 2 legitimate receivers and an external
eavesdropper is characterized by the probability transition function PY 4y Yo ZIX7 where X € X denotes
the channel input, Y(;) € J;) denotes the channel output corresponding to the legitimate Receiver k €
[1,2], and Z € Z denotes the channel output corresponding to the eavesdropper. We consider a
model, namely Common Information over the Wiretap Broadcast Channel (CI-WTBC), in which the
transmitter wishes to send a private message W and a confidential message S to both legitimate
receivers. A code ([2"Rw],[2mRs], [27Rr] 1) for the CI-WTBC consists of a private message set
W £ [1,[2"Rw7], a confidential message set S = [1,[2"Rs]], a randomization sequence set R =
[1, [2"Rr]] (needed to confuse the eavesdropper about the confidential message S), an encoding
function f : W x & x R — X" that maps (w, s, ) to a codeword x", and two decoding functions g1
and g(y) such that g : y("k) — W x S (k € [1,2]) maps the k-th legitimate receiver observations y’(“k)
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to the estimates (%), 5(K)). The reliability condition to be satisfied by this code is measured in terms
of the average probability of error and is given by

nmPUW5hqw®$®ﬁ:Q ke [1,2]. 1)

n—o0

The strong secrecy condition is measured in terms of the information leakage and is given by

lim I(S;Z") = 0. ()

n—oo

This model is graphically illustrated in Figure 1. A triple of rates (Ryy, Rs, Rg) € R3 will be achievable
for the CI-WTBC if there exists a sequence of ([2Rw], [2"Rs] [2"Rr] 1) codes such that satisfy the
reliability and secrecy conditions (1) and (2), respectively.

(W(l),g(l))
| - Crecaver1 )

A

W,S X W) §)
. W —eCrecevers Hm

Pya Yo zIx

Eavesdropper 8

Figure 1. Channel model: CI-WTBC.

The achievable rate region is defined as the closure of the set of all achievable rate triples
(Rw, Rs, Rr). The following proposition defines an inner-bound on this region.

Proposition 1 (Adapted from [13,16]). The region Rcr.wrsc defined by the union over the triples of rates
(Rw, Rs, RR) € R, satisfying

Ry + Rg < min {I(V; Y(l)),I(V; Y(z))},

Rs < min {I(V; Y1), 1(V;Y(2)} — 1(V; Z),
Rw + Rg > I(X;Z),

Rg > I(X; Z|V),

where the union is taken over all distributions pyx such that V. — X — (Y(1), Y(2), Z) forms a Markov chain,
defines an inner-bound on the achievable region of the CI-WTBC.

In this model, the private message W introduces part of the randomness required to confuse
the eavesdropper about the confidential message S, and the randomization sequence R denotes the
additional randomness that is required for channel prefixing.

3. Review of Polar Codes

Let (X x Y, pxy) be a Discrete Memoryless Source (DMS), where X € {0,1} (Throughout this
paper, we assume binary polarization. Nevertheless, an extension to g-ary alphabets is possible [10,
17,18]) and Y € Y. The polar transform over the n-sequence X", n being any power of 2, is defined
as U" £ X"G,, where G, = [] (1)]®n is the source polarization matrix [19]. Since G, = G;;!, then
X" = U"Gy,.

The polarization theorem for source coding with side information [19] (Th. 1) states that the polar
transform extracts the randomness of X" in the sense that, as n — oo, the set of indices j € [n] can

be divided practically into two disjoint sets, namely H%)Y and Eg?‘)y, such that U(j) for j € ’Hggn‘)y is
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practically independent of (U=, Y") and uniformly distributed, i.e., H(U(j)|U"~1,Y") — 1, and
U(j) forj e ﬁ%?\)y is almost determined by (U'~1,Y"),i.e., H(U(j)|UY~1,Y") — 0. Formally, let

X\Y 2 {jel H(u(]')|ulzjflryn) >1—10u},
X\Y £ {jem:HUG U,y <s,},

where 6, £ 2= for some g€ (0, %) Then, by Lemma 4 of [10] we have limy o0 £ <M

and limy, e f|£§?‘)y| =1— H(X[Y), which imply that lim_,c E|(H§(n|)y) \Cg(n‘y| =0, i.e., the number

of elements that have not been polarized is asymptotically negligible in terms of rate. Furthermore, Th.

2 of [19] states that given U[(E(n) )¢] and Y", U[ﬁgq)y]

(1= H(X])

can be reconstructed using SC decoding with

X[y
error probability in O(n5 ). Alternatively, the previous sets can be defined based on the Bhattacharyya
parameters {Z(U(j)|u'/~? Y”)}” because both parameters polarize simultaneously Proposition 2

of [19]. Itis worth mentlomng that both the entropy terms and the Bhattacharyya parameters required
to define these sets can be obtained deterministically from pxy and the algebraic properties of G, [20-
22].

Similarly to ng)y and qu)y, the sets Hg?) and Eg?) can be defined by considering that observations
Y" are absent. A discrete memoryless channel (X, py|x, ) with some arbitrary px can be seen as a

DMS (X x Y, pxpy|x)- In channel polar coding, first we define H;HI)Y’ ngl)Y’ Hg() and £( ") from the
target distribution px py|x (polar construction). Then, based on the previous sets, the encoder somehow
constructs (since the polar-based encoder will construct random variables that must approach the
target distribution of the DMS, throughout this paper we use tilde above the random variables to
emphazise this purpose) U" and applies the inverse polar transform X" = U"G, with distribution §x».
Afterwards, the transmitter sends X" over the channel, which induces Y" ~ gyn. If V(§xnyn, pxnyn) —
0, then the receiver can reliably reconstruct H[ﬁgg)y] from Y" and Ll[(ﬁgq)y) | by using SC decoding [23].

4. Polar Coding Scheme

Let (VW X X X Yq) X Vo) X Z, PVXY, ) denote the DMS that represents the input (V, X)

and output (Y(q),Y(3), Z) random Var1ables of the CI-WTBC, where |V| = |X| £ 2. Without loss of
generality, and to avoid the trivial case Rg = 0 in Proposition 1, we assume that

H(V|Z) > H(V|Yqy)) = H(V|Y(3))- ®)

If H(V|Y(1)) < H(V|Y(2)), one can simply exchange the role of Y1) and Y{,) in the polar coding scheme
described in Section 4. We propose a polar coding scheme that achieves the following rate triple,

(Rw, Rs,Rr) = (I(V; Z), [(V; Y(yy) = I(V; Z), (X; Z|V)), )

which corresponds to the one of the region in Proposition 1 such that the private and the confidential
message rate are maximum and the amount of randomness is minimum.
For the input random variable V, we define the polar transform A” £ V"G, and the sets

HY £ {je [Ln]: HAG)AY ) 2 1-6,), 5)
V"RZ 2 {je [Ln]: H(AG)|AYZ") > 1-6,}, ©)
EE’\Y;{ {i € Ln]: HAG[AYYG) <o}, k=12 @)
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For the input random variable X, we define T" £ X"G, and the associated sets

Hypy 2 (i € [Ln): H(TG)| T V") > 1-6,}. (®)
Hy 2 (i € [Ln): H(TGY T TVZ") > 1 6, )

We have p gnpn(a™,t") = pynxn (a" Gy, t"Gy,), due to the invertibility of G,,, and we write

PA“T" El tn == <HPA ‘Al]] 1] 1 ) <HPT ‘le lyn (])|t1:j_1/ﬂnGn)>.

Consider that the encoding takes place over L blocks indexed by i € [1,L]. At the i-th block, the
encoder will construct A?, which will carry the private and the confidential messages intended for
both legitimate receivers. Additionally, the encoder will store into A” some elements from A? | (if
i € [2,L]) and A? ' (ifi € [1,L — 1]), so that both legitimate receivers are able to reliably reconstruct
A7, . Then, given V" = A"G,, the encoder will perform the polar-based channel prefixing to construct
T". Finally, it will obtain X = T"G,, which will be transmitted over the WTBC, inducing the channel
output observations (Ya),i’ Y0 2.

(),
Consider the construction of Aﬁ‘: .- Besides, sets in (5)—(7), define the partition of Hg’ ),

n) & 44(n)

G &N, (10)
. C

¢t 23 0 (mi)) (11)

Moreover, we also define the following partition of the set G()

g{" &g mﬁw)y mcﬁ,fy (12)
G 26" (cy) )N gg?y(z), (13)
g{" £ g n Egl‘)y N (LIE;I')YQ))C, (14)
Gy 26 (LY )TN (eph,)S (15)
and the following partition of the set C("):
e EeMnLy nLy) (16)
e 2 el n (dv”fy )N cg?y (17)
i 2 ¢ n dV"‘)Y N (cg")y(z))c, (18)
ey £ (Lyy ) (Ly,) (19)

These sets are graphically represented in Figure 2. Roughly speaking, A [7—[(”)} is the nearly uniformly
distributed part of A™. Thus, 4; [7—[( )] i € [1,L], is suitable for storing uniformly distributed random

sequences. The sequence A[H( n) ] is almost independent of Z" and, hence, A;[G(")] is suitable for

v|z
storing information to be secured from the eavesdropper, whereas A; [C(”)] is not. Sets in (12)—(19)

with subscript 1 (sets inside the red curve in Figure 2) form H&n ' (EE,Y[‘)Y(U)C, while those with

subscript 2 (sets inside the blue curve) form ’Hgl N (Eg/n')y(z))c. From Th. 2 of [19] and [23], recall
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that A;[#\) (£<V”‘>Y<k)

legitimate Receiver k to reliably reconstruct the entire sequence by performing SC decoding.

)€] is the nearly uniformly distributed part of the sequence A" required by

c{

Cz(n) Cl(,nZ) cl(n)

Figure 2. Graphical representation of the sets in (10)—(19). The indices inside the soft and dark gray
area form G(") and C(") respectively. The indices that form Hg, N (£< ") )€ are those inside the red

V[Yy
curve, while those inside the blue curve form H( ") (E%)Ym )C.

For sufficiently large n, assumption (3) imposes the following restriction on the size of the previous
sets:

1" = 163" = 163" = ey > e | = 19" (20)
The left-hand inequality in (20) holds from the fact that

e UG - el UG

= [Hn Vw\% <W HH (L )N ey )
= 1y (zy vw IR vw INE

where the positivity holds by Lemma 4 of [10] because, for any k € [1,2], we have

n—o0

1 ( (
L2 0200, )] = 2l 1+ 2 0 (e, S \HE, | =S i)

Similarly, the right-hand inequality in (20) holds by Lemma 4 of [10] and the fact that

60 v 3" e u e = [ \ W 0 (2 )| = R 0 ey )\

n n n C
= |H§/\)z‘ - ‘H&,) n( $")Y<1>) ’

Thus, according to (20), we must consider four cases:

A. |91 |>|c<”)\ 16371 > |c{” | and |G5"| > [C3);

B. 16" > |cf >\,|gz"|>|c >|and|go>\<|clzl;

c. 16" > e, |92 |<|c<”)|and|go>\>|c i
1) ) n)

D. |G| < |es"), 1657 < ¢t and |G5" | > [c!)].

4.1. General Polar-Based Encoding

The generic encoding process for all cases is summarized in Algorithm 1. Fori € [1,L], let W; be a
uniformly distributed vector of length |C (1) that represents the private message. The encoder forms
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A;[C)] by simply storing W;. Indeed, if i € [1, L — 1], notice that the encoder forms A;1[C("] before
constructing A7 entirely. From A;[C(")], i € [1,L], we define

v 2 A1c{M], (21)
r") 2 Acl), (22)
o) & A;jc"). (23)

Notice that [‘ng) ,FEV)] = A,'[Cz(") U Cl(z)] is required by legitimate Receiver 2 to reliably estimate
A" and, thus, the encoder will repeat [‘YEV),I’EW], if i € [1,L — 1], conveniently in A;1[G")] (the
function form_Ag is responsible of the chaining construction and is described later). On the other hand,

[®§V) , FSV)] = A; [Cl(n) U Cl(z) | is required by legitimate Receiver 1. Nevertheless, in order to satisfy the

strong secrecy condition in (2), [@Ev), F(V)}, i € [2,L],is not repeated directly into A;_1[G(")], but the

l V)

encoder copies instead @EV) and fgv) obtained as follows. Let kg, * and KIQV) be uniformly distributed

keys with length |C1(") | and |C1(f12) | respectively that are privately shared between transmitter and both
legitimate receivers. For any i € [2, L], we define the sequences

Since these secret keys are reused in all blocks, their size becomes negligible in terms of rate for L large
enough. The need of these secret keys may not be obvious at this point, but a further discussion of
this question can be found in Section 5.4. Indeed, they are required to prove independence between an
eavesdropper’s observations of adjacent blocks (see Lemma 3), which is crucial to prove that the polar
coding scheme satisfies the strong secrecy condition in (2).
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Algorithm 1 Generic encoding scheme

Require: Private and confidential messages Wy.; and S;.1; randomization sequences Rj.;; random

sequence A(()X); and secret keys K(®V), K%V) , K\(@)< ) and K\({‘é’)(z)

1% \%4 \%4 V) AV) &V
90,10, T, AV, 60, T,
2: Al[C(”)] — W
3: “Ijgv),rgv) — A] [C(n)]

4: fori=1to L do
5

if i # L then
6: A [C] = Wi
V) = —(V v
7 ‘Y1(+%’Fz(+l)’®l(+%’rl(+% —(Aiy ey, K((a )/K§ )>
8: end if

~ 14
o Aot Y AY)

10: if i = 1 then

~

i+17 i+ i1 -1 =1

AY)  form_ag(i,5;, 0], 1Y) V) 1) 1tV)
V)<—A1[’H( "n (el )

—

Y(<1v)> ) Ve

11: ifi = L then Y(z) — AL[Hy N (£V|Y(2)) ]
122 forje (7—[("))
13: 1f]€( v ) \ﬁ%,n)then
14: A(j) « P a(j)|Avi-1 (Ai(j)|A3:]_1)
15: elseif j € LI%,”) then
16: A;(j) + argmax,_,, P a(j)|ati-1 (a;(j ’Al] 1)
17: end if
18: end for

(V) (n)\C (n) \C
19: @El))l — A [(%Y)) N (L‘E,n‘)y( )) ]
20: cIJ(z) — Ai[(Hy ) N (ﬁvw ) ] .
21: XZ”,A( )<—pb ch pref(A Gn,RZ,AZ( i)
22: end for

~(k)/l’ (k)
24: return X7,

23: Send (CD(V). Y(V)) & K%}(k) to Receiver k € [1,2]

The function form_Ag in Algorithm 1 constructs sequences A.; [G(")] differently depending on
which case, among cases A, B, C or D described before, characterizes the given CI-WTBC. This part of
the encoding is described in detail in Section 4.2 and Algorithm 2.

Then, given A;[C(") U G()], the encoder forms the remaining entries of A”, i.e., A,-[(’Hgf))c},
as follows. If j € £$1), where Eg) £ {j € [Ln] : H(A(j)|AY™Y) < 8n}, it constructs 4;(j)
deterministically by using SC encoding [24], and only A; [(H%,n ))C \ ng )] is constructed randomly.

Finally, given V;' = A'G,, a randomization sequence R; and a uniformly distributed random
sequence A((]V)
Algorithm 1) to obtain X”, which is transmitted over the WTBC inducing (Y,
part of the encoding is described in detail in Section 4.3.

Furthermore, the encoder obtains the sequence

, the encoder performs polar-based channel prefixing (function pb ch_pref in
(), Yoy Z1')- This

14 e C C
o 2 Ay n(ehh )]
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for any k € [1,2] and i € [1,L], which is required by legitimate Receiver k to reliably estimate A"
entirely. Since CI>(]‘C/)i is not nearly uniform, the encoder cannot make it available to the legitimate
Receiver k by means of the chaining structure. Furthermore, the encoder obtains

[ A n e, )

1
V ~
) & ALY Ny )

(V)

The sequence Y(k) is required by legitimate Receiver k € [1,2] to initialize the decoding process.

Therefore, the transmitter additionally sends Y(V),CID(V)‘ @ K(V) to legitimate Receiver k, where
Y (k) " (k)i Yo g

KSQ(H is a uniformly distributed key with size

| (£, )+ [ e e )]

that is privately shared between transmitter and the corresponding receiver. In Section 5.1 we show

that the length of K(V) and K(V) is asymptotically negligible in terms of rate.
& Yo Yo ) ymp y neglig

Algorithm 2 Function form_Ag

V) #(V) w(V) (V) (V) A

i+1’ 1(+1’ le( i’ rz 1 H )’ 1

1: Define Rg"), R’l(”), én), Rz(n) Rg"z), R( ),
2 ifi = 1then A;[Z™ UG U gu] — S5

3 ifi € [2,L — 1] then A;[Z"] « §;

4 if i = Lthen A [ZM UG{"] « 5,

g(V) (V)
RSPV oY
6: Fg}l/-)_l, Fg)_l — Fl(‘_/i (depending on the case)
V) V)

1i+17 Z2,i+1

8: % lJ)rl, Fé‘f}rl — 1"1Jrl (depending on the case)
oT)

9 A Rgz)“_rgz)l 1,it1

[
n 14
R /1(,2>] — ‘Pg,izl ® ®§,i4)rl

€ [1,L — 1] then

12 A [R( g @%‘er

13: Ai[R'( . Fglil

Require: i, S;, ©; v

)
1
v (”), Rg“, RE\”) (depending on the case)

— ‘YI(Q (depending on the case)

N
@l

— (;)lj:l (depending on the case)

10: Ai
11: ifi €

14: end if
15: ifi € |

16 A

17 AR T
18 ARY] 11!
19: Ai[R%)] — A
20: end if

21 TIVY)  A;[70 0 gz(n)]

2 AY) Ai[R%)]

23: return the sequences A;[G (”)] , ngv) and AEV)
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4.2. Function form_Ag

The function form_Ag encodes the conﬁdential messages S1.;, and builds the chaining construction.
Based on the sets in (10) (19) let R - g U 92(”), Rll(n) - gz(”), 2” c g () R Q(n
Rg”Z - gO”), Rll(; - go , I C QO U an), Rén) - g{”) and RXZ) - Ql( ") form an additional
partition of G () The definition of Rgn) , R'l("), Rgn), R’Z(”), Rg"z) and R’l(g) will depend on the particular
case (among A to D), while

700 £ (G5 UGy \ (R“” UR URY URYY), (24)
( S £ any subset of Ql \ (R(n) U R/(n)) with size }I(”) N gﬁ”) , (25)
A 2 gr (gln) \ (R, Ry U R, AU R( ))) (26)

Fori € [1,L], let S; denote a uniformly distributed vector that represents the confidential message.
The message S; has size ’I(”) U Ql(”) [2,L — 1], S; has size ‘I(”)

1M ug (”)| Furthermore, fori € [1,L], we write ‘}’Ev) L [‘Pg‘?,‘?gl{)], Ffv) = [Fg‘l/.),l”g)}, G)EV) S
[®§‘5>,®( l-)] and F( ) & [fg),fgf)], where we define ¥, ;, T');, ©,; and T, for any p € [1,2],
accorchngly in each case.
This function, which is used in Case A to Case D, is described in Algorithm 2.
4.2.1. Case A
In this case, recall that |g{”)| > |C§”) |, \gz(”>| > |C1(")| and |QOH)] > |C{nz)| We define
Rg") £ any subset of Qz(n) with size |Cl(”) , (27)
Rg”) £ any subset of g@ with size |C§n) , (28)
Rg”z) £ any subset of Gén) with size |C1(f12) , (29)

and ’Rll(n) = Rlz(”) = R/l(g) £} By the assumption of Case A, it is clear that Rgn), ’Rgn) and Rg”z) exist.
Furthermore, by (20), the set 7 (1) exists, and so will Ré") because

6\ (R URS [~ 00 06| = 161"\ (RYT URS) | — | (68 \ R UR™) |
= 16" e - 19| - e | > o.

These sets that form the partition of G(") in Case A can be seen in Figure 3, which also displays
the encoding process that aims to construct Aq.; [7—[81 )} = ApL[C () ygn

Fori € [1,L], we define ‘I’g‘l/) = ‘I’gv) Tg‘l/) = Ev), @g) = C:)EV), f( ) é f( ) and, therefore, we

14 1% ~(V =(V)
have ‘*I’;l-) = Té,i) = ®§,i) = I‘él £ g,

From (18), we have C( ) ¢ EV\Y \E . Thus, the sequence ‘I’g‘ﬁl =A; [Cz(n)] is needed by

VY
legitimate Receiver 2 to reliably reconstruct A" |, but can be reliably inferred by legitimate Receiver 1

given A; 1 [([:31\)1/

¥1") in A;[RYV] C 4 [LE,‘)Y \c(v”l)y( ].

Similarly, from (17), we have Cl( ) C EE/\)Y

)€]. Hence, according to Algorithm 2, the encoder repeats the entire sequence

\ E%)Y(l) - Thus, ®§ zJ)rl Ajy [C(n)] is needed by

Receiver 1 to form A?H but can be inferred by Receiver 2 given A, [( V|Y )€ |. Hence, the encoder

repeats the sequence @SQA in Ai[Rgn)} C A; [Eg/nl)Y(n \ EEZ)Y(Z)} .
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Finally, from (19), Cl(g) C (Eg?‘)},(z))C N (ﬁg/rll)y(l))c. Thus, sequences I*g)_l = A4 [Cl("z)] and
V)
1,i+1

encoder repeats FSQI and fggl in A; [Rgnz) | € 4 [E%)Y(l) N EE/nI)Y(z)]' Indeed, both sequences are

= Ain [Cl(nz)] are needed by both receivers to form A” | and A?ﬂ respectively. Hence, the

repeated in the same entries of A,»[g(g”)] by performing ngl @ fg‘gl Since F%) = FS/L) 41 = 9, only

Tg) is repeated at Block 1 and Fg?ﬁl at Block L.

R AR TR

KK S K Ko, L g Ky
[eN@) ] O 0 O
0900 V-II.-I* 0900 VDDDDDD*
oo oo/yyv\OOEmmm oo oo/vyV\OOO OO
Sdhdhh[000 Sdp g0 LSS
000, 00 Y

(@) O

o_ oo/ vv\OOOO oo/nvv\OOOOgd
G000 d e o e
NS 009 000
N

Block 3 Block 4

Figure 3. For Case A, graphical representation of the encoding that leads to the construction of
Al;L[Hg )] when L = 4. Consider the Block 2: Rgn), Rén), RY’; , Ré") and RE\") are those areas
filled with yellow squares, blue circles, blue and yellow diamonds, pink crosses, and gray pentagons,

respectively, and the set Z(") is the green filled area. At Block i € [1,L], W; is represented by symbols
V)

of the same color (e.g., red symbols at Block 2), and ©; "/, "I’Z(V) and I“l(v) are represented by squares,

circles and triangles respectively. Furthermore, @EV) and I_‘I(V) are denoted by squares and triangles,
respectively, with a line through them. At Block i € [2, L — 1], the diamonds denote Fglﬁl S F?er' In
Block i € [1,L], S; is stored into those entries whose indices belong to the green area. Fori € [1,L —1],
HEV) is denoted by crosses (e.g., purple crosses at Block 2), and is repeated in A, | [Rén)]. The sequence
Agm is represented by gray pentagons and is replicated in all blocks. The sequences Y%) and Yg)) are

those entries inside the red at Block 1 and the blue curve at Block L, respectively.

Moreover, part of secret message S;, i € [1, L], is stored into some entries of A? whose indices

belong to gé”). Thus, in any Block i € [2, L], the encoder repeats
) Az gl

in Ai[Ré")] - Ai[ﬁg\)y(z) \ ng')y(l)]' Furthermore, it repeats

AV 2 A [RY)]

in A; [RE\") ]. Hence, notice that A§V) is replicated in all blocks.
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422. CaseB

6"| > 16",
(27) and (28) respectively, and Rll(;) £ @. Now, since \go(") | < {Cl(z) , only a part of 1"1(2 and T
i € [1,L], can be repeated in A; [gé”]. Thus, we define Rgnz) = gé”) and

In this case,

gz(”)| > |C1(n)| and |g(§”)| < |C1(nz)| We define Rgn) and Rgn) as in
(V)
i+17

R 2 any subset of G{" \ R\ with size |C1(Z) | - {Gé”) , (30)
72’2(”) £ any subset of Ql(”) \Ré”) with size |C1(nz)| — !gén) | (31)

Obviously, Rgnz) exists and, by the assumption of Case B, so do Rgn) and Rén). By (20), ’Rll(n) exists and
so does Z(M, Indeed, since QOH) \ Rg"z) = @, then Z(") C gé”). Again, by the property in (20), Rlz(")
(n)

exists and so does R¢ ’ because
G\ (R URYY) | = (G \ R URY™)|
=16 =[] = (je5 ] = 168]) = (193] = lef™ | = (3| - 15™]))
= |g{"| =[] 65" + [ | > o,

Indeed, since Z(") C gz(”), notice that |Rén)| = |I(") |. These sets that form the partition of G (n)
in Case B can be seen in Figure 4, which also displays the encoding process that aims to construct

Avr [H%/n)] =Ap[cmugm].

N R e
N R

B S
D OO o0Qg

O0c00vVW\OOOQd w

[eXeXeYivavavavA Minin[uinlm

AANG ©
Block 3 Block 4

Figure 4. For Case B, graphical representation of the encoding that leads to the construction of
App [Hg}”] when L = 4. Consider the Block 2: the sets R%n), ’R/1<">, Ré"), Rlz(”), Rgnz), Rén> and RX')
are those areas filled with yellow squares, yellow triangles, blue circles, blue triangles, blue and
yellow diamonds, pink crosses, and gray pentagons, respectively, and Z(") is the green filled area with
purple crosses. At Block i € [1, L], W; is represented by symbols of the same color (e.g., red symbols

at Block 2), and @EV), ‘PEV) and I"iv are represented by squares, circles, and triangles, respectively.

Furthermore, @1(‘/) and l_"gv) are denoted by squares and triangles, respectively, with a line through

them. At Block i € [2, L — 1], the diamonds denote Fg‘ﬁl &) fg‘ﬁl. In Block i € [1,L], S; is stored into
those entries whose indices belong to the green area. Fori € [2,L —1], HEW = §; and, therefore, S; is

repeated entirely into A; [Rén)]. The sequence Agv) from S; is represented by gray pentagons and is

repeated in all blocks. The sequences Y(Y)) and Yg)) are the entries inside the red curve at Block 1 and

the blue curve at Block L, respectively.
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In this case, for any i € [1,L], (V) 2 9V) o) 2 o) ang ¢lV) — o) 2 @; and we define

1 i Y i 2 =Y,
Fg‘?) and fg‘?) Ev) and TV , and Fg‘?) and fé‘l/-) as the

i
remaining parts with size ‘61(312) | - |g0(”) |. Now, the encoder copies ngl @ Fg-)H into A; [Rg"z) |, and
ng_l and l_"ggrl into A; [R/z(")] and A; [Rll(")] respectively. Moreover, since Z(") C g§”>, notice that
") = Siforanyi € [2,L —1].

i

as any part of T , respectively, with size ‘Qén)

4.2.3. Case C

In this case, recall that |Ql(")’ > ‘Cé") , gz(")| < ’Cl(”)‘ and |g(§”>| > ’Cl(nz)| Hence, we define

’Rgn) and ’Rgnz) as in (28) and (29) respectively, and Rll(n) = RIZ(”) = Rll(g) £ @. On the other hand,
)

since |Q§") | < |C1(”) ,now fori € [1,L — 1] only a part of @gl can be repeated entirely in A; [gﬁ”)] .
Consequently, we define

Rg") £ the union of gZ(”) with any subset of gé”) \ Rgnz) with size |C1(n) | — |g§”) |- (32)

It is clear that Ré") and Rgnz) exist. By (20), Rg”) also exists and so does Z(™). Since Rg") D) gé”),
then Z(") N Qz(n) = @and Rén) = . These sets that form G(") are represented in Figure 5, which also
displays the part of the encoding that aims to construct Ay.; [’HE}1 )] .

oW W Y W KoK
* X Y -BO00 e
% cooX8oomon
0500/ v\ooood
©o0-oo/vyyv\OOO DD
NNNNOOO/O000000
NSnNefC/c0000®
pNSax\Sgeecee
Ngl \e.0e@ @
4|5
N
Block 2
oW, W df W Y # YW, W df W Y %
W N {o OO0\ W N {o OO0\
50000000 W 50000000
0300/ v\doOdad 0500/ v\OoOood
0o~ oo/vwv\OOO OO Oo-oo/vyv\OOO OO
NNNNOOO/OOO0OO0O Q00000000
NENNe@S/ 00000 @98/00000
oNSnm\8geecee A 2“ceco00
Ng] 0. @@ @ A 0000 @
@@NN Se00® A 00o®
N
§|gN A
Block 3 Block 4

Figure 5. For Case C, graphical representation of the encoding that leads to the construction of
Ay [ng )] when L = 4. Consider the Bloc 2: Rg"), Ré") , Rg"z) and RE\") are those areas filled with
yellow squares, blue circles, blue and yellow diamonds, and ,gray pentagons, respectively, and Z(")
is the green filled area. At Block i € [1,L], W; is represented by symbols of the same color (e.g.,

red symbols at Block 2), and @EW, "I’(V) and FEV) are represented by squares, circles, and triangles,

V)

1
respectively. Furthermore, @EV) and l_“l( are denoted by squares and triangles, respectively, with a line

through them. At Block i € 2, L — 1], the diamonds denote F(‘Q1 P fg‘ﬁl. Fori € [1,L], S; is stored

into those entries belonging to the green area. The sequence A;"’ is represented by gray pentagons and

is repeated in all blocks. The sequences Y%) and YEV) are the entries inside the red curve at Block 1

2)
and the blue curve at Block L, respectively.



Entropy 2020, 22, 149 14 of 28

In this case, for i € [1,L], we define Tg‘f) & ‘I’EV), Fgg) & FZ(V), @g) & (:)EV), fg) £ I_”i(v), and
‘I’g) = ng) = @g? = Fg') £ &, Moreover, note that HSV) = @ because Z(") N Qé") =Q

42.4. CaseD

In this case, recall that |g1(”)y < ‘62(”) |, gz(”)| < ’Cl(n)‘ and \gé”)| > ’Cl(z) ‘ The sets that form the
partition of G in Case D are defined below and can be seen in Figure 6, which also displays the

(n)]

encoding process that aims to construct of Ay.p [H,

% % Y % /Doooo
* W /00000
% oo X0ooooo
0500 /Y \BODODO O
00 00 (vV\mOoOoOo
NNNNN\@ O/ 0 00
NN/ 0 00
) Spm D
NN
P ISIN| LY
NN (&
SIS
Block 2
Y % % Y /00000 Y % % sk /000o00
Y W /00000 % W /00000
Y gooX0ooooo % 5ooX0ooooo
0500 /MN\OD0OO0 O 0500 /MN\ODOOO O
Co 00 (vv\oOooo 00 00 (vVv\OOOOO
NNN NN\@ @/0 0 00 ©0/00 00
NEgnENE/0 00 @/500
NS A
NN A o)
ISISY A o
NE|@ A o
¢|mnla 0
Block 3 Block 4

Figure 6. For Case D, graphical representation of the encoding that leads to the construction of
Al [’H%,n >] when L = 4. Consider the Block 2: Rgn), Rén), Rgnz) , R;(,;) and qu) are those areas filled
with yellow squares, blue circles, blue and yellow diamonds, yéllow squares overlapped by blue circles,
and gray pentagons, respectively, and the set Z(") is the green filled area. At Block i € [1,L], W; is
represented by symbols of the same color (e.g., red symbols at Block 2), and G)l(v), ‘I"gv) and TEV) are

SV) and I_“EW are denoted by
squares and triangles, respectively, with a line through them. At Blocki € [2,L —1], Fg}ﬁl & fgjrl is
represented by diamonds, and ‘Yé‘ﬁl D @gﬁrl by squares overlapped by circles. At Blocki € [1,L], S;
is stored into those entries that belong to the green area. Sequence Alv is denoted by gray pentagons

and is repeated in all blocks. Sequences Yg)) and Yg)) are the entries inside the red curve at Block 1

represented by squares, circles, and triangles, respectively. Furthermore, ©

and the blue curve at Block L, respectively.

As in Case A and Case C, since |g(§")| > }Cl(nz)| then we define the set Rgnz) as in (29) and
V)

R;(") = Rlz(") £ @. On the other hand, since \g{”)| < |C§n> |, now fori € [2,L] only a part of ¥, can
be repeated entirely in A; [g{”)]. Consequently, we define Ré") £ g{”) and
’Rll(g) £ any subset of QS") \Rgnz) with size ‘Cz(")’ - |g1(") | (33)



Entropy 2020, 22, 149 15 of 28

By (20), it is clear that R/(") exists. Now, despite |G (n) <|C () as in Case C, the set R(") is not defined
y 1,2 P 2 1 1

as in (32), but

Rgn) £ the union of Qz(n) with any subset
of 6"\ (RYY URYY) with size [cf" | - 6" — (|c§" | - |gy"

), (34)

which exists because, by the assumption in (20), we have

165"\ (Ri3 URLY) |~ Ry
= 165"~ lefy | = e+ 167 = (1e] = 165"~ e+ 161™1)
= 165"~ ey~ e | + 165" > o

In this case, for i € [1, L], we set F;‘;) £ F(V) T(V) £ _EV) and fg) = Fg) £ . Furthermore, we

V) ( ) as the remaining part with size ‘CZ(") | - |g1(”> |.

define ‘I’;Y) asany partof ¥, with size | Ql(
with size |C\") | —(|ef”] - 16!

as any part @5‘/)

Lastly, we define @g)

), and @é};) as the remaining
part with size |C " | — |g " |

Thus, according to Algorithm 2, instead of repeating ‘I’é i ) 1, thatis, the part of ‘FI(Q that does not fit

in A" [Ql ] in a specific part of 4; [QO ] the encoder stores ‘I’( ) 19 @é lJ)rl into A; [Rll(;l)] C A; [Qén)],
(V)

V) that do not fit in A, [gz(’” |. Furthermore, as in

where © it

»i11 denotes part of those elements of ©;

Case C, since Z(") N gz = @, we have Hf ) —

4.3. Channel Prefixing

Fori € [1,L], let R; be a uniformly distributed vector of length | |V \H X‘VZ| that represents
X)

the randomization sequence. Furthermore, let A((J be a uniformly distributed random sequence of

size |’H§?‘)VZ |. The channel prefixing aims to construct X! = TG, and is summarized in Algorithm 3.

Algorithm 3 Function pb_ch_pref

Require: V', R;, Al(i(i

= n X
i T [H;sz] « Al

2 Ti[H X\V\HXWZ] <R

3 forje (ng)v)c do

ifje (M x\v) \LX\V
Ti(j) < Py rti- 1w (TG T,

6: elseif j € EE("‘)V then

7: T:(j) & argmax;e y Pr(j)|rii-1yn (t}T

8: end if

then

1] 1V”)

9: end for
10: X! + TI'Gy,
, (X) n
11: < Ti[H X \ Hx\vz}

12: return Xln and Agx)
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Notice that the sequence A((]X) is copied in T; [

(n)
X|vz

T; [Hg(n|)v \ Hggn‘)vz} . After forming T; [H(n) |, and given the sequence V' £ A"'G,, the encoder forms

X|v
the remaining entries of T7, that is, T; [(’H(n) )C] as follows. If j € Cg?)v, where EWX £ {jeltn]:

| atany Block i € [1, L], while R; is stored into

. 1%
H(T(j)|T%~1v") < 6,}, it constructs T;(j) deterministically by using SC encoding [24]. Otherwise,

ifj e (M) LY

X|v X|vr the encoder randomly draws T;(j) from distribution Pr(j)|Thi-1vn-

4.4. Decoding

Consider that (YE,‘:)), CD%)J; L

the decoding process, both legitimate receivers form the estimates A, of A%, and then obtain the

), for all k € [1,2], is available to the k-th legitimate receiver. In

messages (Wi.1, $1.1).

4.4.1. Legitimate Receiver 1

This receiver forms the estimates Aﬁ 1 by going forward, i.e., from A{’ to Af, and this process is
summarized in Algorithm 4.

Algorithm 4 Decoding at legitimate Receiver 1

Require: YY) @) Kg/) and Kl(-v), and Y/}

Ty b
LAY < (Y(1) ;P l),l’Y(nl),l)
2 Ay ARY]
3: fori=1toL—1do
x ¥ Alel)
s IV Alel)
6 O« (ARY) AR e ¥)))
no O] <6 oxy
s B e (ARG o] ARM)
o ) B ex”
0. 11— A0 G
o YL, e (9050, e e Y AN
2 Al (Yz(l‘)/,zﬁrl’qDEY)),iJrl’Y(nl),i-&—l)
13: end for

In all cases (among Case A to Case D), Receiver 1 constructs A’f as follows. Given YE}/)) (all

the elements inside the red curve at Block 1 in Figures 3-6) and @81))1, notice that Receiver 1 knows

- N C o
Aq [(EE,‘)Y(])) |. Therefore, from (Ygl))’q)gn),l

SC decoding to form A”. Moreover, since Agv) has been replicated in all blocks, legitimate Receiver 1

) and channel observations Y("l) 1 Receiver 1 performs

obtains /A\g/) = Ay [RS\”)] (gray pentagons in all blocks).

Fori € [1,L — 1], consider the construction of A? ', First, since A’f:i have already been estimated,
from A" Receiver 1 obtains ‘i’gv) = A; [Cz(n)} (e.g., red circles at Block 2 in Figures 3-6) and lA"I(V) =
A; [Cl(nz)] (red triangles).

Furthermore, from A?, Receiver 1 obtains @SQ as follows. At Block 1, in all cases it gets @)EV) =
Aq [Rg") u Rll(g)] (all the red squares with a line through them at Block 1 in Figures 3-6). At Block i €

[2, L — 1], we distinguish two situations:
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e In Case D, Receiver 1 gets @ )1 = 4 R }
at Block 2 in Figure 6) and ‘I’ 1P ®21+1 =
them overlapped by blue Clrcles) Since ‘I’( ) 7
Receiver 1 obtains ®§er1 = ;l) L@ A; [R; / v L

o Otherwise, in other cases, Receiver 1 obtams O,
line through them at Block 2 in Figures 3-5).

l(ﬁ = [@gﬁl,@é‘ﬁrl} in all cases Receiver 1 recovers ®1(Q @)E‘Q ® K(®V).

From A?, Receiver 1 also obtains l"l( +i as follows. At Block 1, in all cases it gets féV) = A [Rgnz) U

eg., yellow squares with a line through them
Al ;( | (yellow squares with a line through
C A 1 (blue circles) has already been estimated,
(ye low squares with a line through them).

V) _

+1 7

; [Rg >] directly (yellow squares with a

Then, given 6

/(n)} directly (e.g., all red triangles with a line through them at Block 1 in Figures 3-6). At Block i €

[2, L — 1], in all cases it obtains Fg l) er 5 lil A; [Rg"z) | (e.g., blue and yellow diamonds with a line

through them at Block 2). Since F( ) ;1 C A ' | (blue triangles) has already been estimated, Receiver 1
obtains I’g‘l/_)ﬂ = A [’Rgz)} & I"1 i—l (vellow triangles with a line through them). Only in Case B,
Receiver 1 obtains I’é ZJ)F

in Figure 4). Then, given T’;

= A [R;(")] (remaining yellow triangles with a line through them at Block 2

[ +i = [f’g‘fil, fg‘jil] , in all cases Receiver 1 recovers f’m = Iﬁ’l(ﬁ @ K%V).

Lastly, only in Case A and Case B, Receiver 1 obtains f[fv) = A; 1z ONe gé”)] (e.g., purple crosses

at Block 2 in Figure 3 and Figure 4).

: . V) A V) &(V) aV) #(V) #/(V) A (V) 1(V)
Fmally, define the sequence Y(l),i+1 £ [‘I’ll ,1"21 '®z+1'Fz+1'H ,A;"’]. Notice that Y( it 2 D

A [ \ EV‘Y | (elements inside red curve at Block i + 1 in Figures 3-6). Therefore, Receiver 1

performs SC decoding to form A 8/))1 n

i+1

byusng(( )@ D1

1)i+17 and the channel observations Ygi )

4.4.2. Legitimate Receiver 2

This receiver forms the estimates A?: L by going backward, i.e., from Az to A?, and this process is
summarized in Algorithm 5.

Algorithm 5 Decoding at legitimate Receiver 2

V) V) V) vn
@) Py Ko andxp and Y(5) 4.

A V) V) v
1: A(ZV;— (Y(z) ,CI>(28,%,Y&)’L)
A 2 n
Ay < AL[RY]
3: fori = Lto2do

Require: YY) o

N

g O« Al el
s D Alel) ex”
o W) e (ARYL AR 0 6)),)
~(V A v A
ro M) (AR e Y, AR
s 1Y) AR
1% A(V) a(V) gV 14 V) ~(V
% Y+ (( )E,ﬂfé(,ﬂ)r‘fz(ifff LA
A 0% 1% v
10 Al (Y(Z),ifl’q)(z),i 1 Y (2, 1)
11: end for

In all cases (among Case A to Case D), Receiver 2 constructs A” as follows. Given Y 2 (all

the elements inside blue curve at Block 4 in Figures 3-6) and CIDE )) |, notice that Receiver 2 knows

A [(E(”)

c V) o) . ,
V|Y(2)) |. Hence, from (Y ®,/,) and channel output observations Yé),L, Receiver 2

@ @)L
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(V)

performs SC decoding to form A%. Since A"’ has been replicated in all blocks, from Al it obtains

A;YL)A = A; [RXZ)] (gray pentagons at all bloclfs). )
Fori € [2, L], consider the construction of A?ﬁl. First, since A}, have already been estimated, from

A? Receiver 2 obtains the sequence ®(V) A [C (m) | (e.g., yellow squares at Block 3 in Figures 3-6).

Given @fv), it computes (i)gv)

(V)

Receiver 2 obtains T’ ;

(V)

computes I';

®( )@ K® (yellow squares with a line through them). Furthermore,
= A; [Cl(,z)] (yellow triangles at Block 3 in Figures 3-6). Given this sequence, it

= fgv) &) Kl(-v) (yellow triangles with a line through them).
V) (V)

Furthermore, from A?, Receiver 2 obtains ‘i’i_l as follows. Atblock L, in all cases it gets ‘i’[fl =

A, [Rg”) U Rll(g)] directly (all yellow circles at Block L in Figures 3-6). At Block i € [2,L — 1], we
distinguish two situations:

e In Case D, Receiver 2 obtains ‘i’g‘j) 1= A; R (n)] (e.g., red circles at Block 3 in Figure 6) and

‘I’é l) 1© @g H>_1 = A; [R ] (cyan squares with a line through them overlapped by red circles).
Since @g lJ)rl (cyan squares with a line through them) has already been estimated, it obtains
‘i’g)l A; [R,(H)] @ ®( 11 (red circles).

e Otherwise, in other cases, Receiver 2 obtains directly ¥
in Figures 3-5).

V) = A

1= Ré”)] (e.g., red circles at Block 3

From A" Receiver 2 also obtains F( i as follows. Atblock L, in all cases it gets F( ) = AL [Rgnz) U
Rg(n)} (e.g., all yellow triangles at Block L in Figures 3-6). At Block i € [2, L — 1], in all cases Receiver 2

obtains F(V) 2,19 1"5 lil = A [R(n)] (e.g., red and cyan diamonds with a line through them at Block 3).

Since 1"1 ; +1 (cyan triangles with a line through them) has already been estimated, Receiver 2 obtains

fg 1) 1= = A [Rgnz) K Fg lil (red triangles). Furthermore, only in Case B, Receiver 2 obtains the sequence

fé 1) L= AR, /(n )] (remaining red triangles at Block 3 in Figure 4).
Lastly, only in Case A and Case B, Receiver 2 obtains the sequence
crosses at Block 3 in Figure 3 and Figure 4).

Finally, define the sequence Y,((z‘)/,zfl £ [@g‘f) , Fg ; ),

IAII(Y% = A; [Rén)] (e.g., purple

Z(Y%,fl( % Hl( %,A( )] Notice that Y(()) 12
A1 [H [ \ £V|Y | (elements inside blue curve at Block i — 1 in Figures 3-6). Thus, Receiver 2

performs SC decodmg to form A" | by using Y/((z‘)/)l @EX)) and Y(nz),i—l'

5. Performance of the Polar Coding Scheme

The analysis of the polar coding scheme of Section 4 leads to the following theorem.

Theorem 1. Let (X, Py Y Z1x Y1) X Vo) X Z) be an arbitrary WTBC, such that X € {0,1}. The polar
coding scheme described in Section 4 achieves the corner point in Equation (4) of the region Rcr.wrsc defined in
Proposition 1.

The proof of Theorem 1 follows in four steps and is provided in the following subsections. In
Section 5.1 we show that the polar coding scheme approaches the rate tuple in (4). In Section 5.2
we prove that the joint distribution of (V”", Xl”,Y(”l) ,Y(”z) Zm"), for all i € [1,L], is asymptotically
indistinguishable of the one of the original DMS that is used for the polar code construction. Finally,
in Section 5.3 and Section 5.4 we show that the polar coding scheme satisfies the reliability and the

secrecy conditions (1) and (2) respectively.

5.1. Transmission Rates

We prove that the polar coding scheme described in Section 4 approaches the rate tuple in

Equation (4). Furthermore, we show that the overall length of the secret keys K(QV), Kﬁv), KSQ(]) and
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K%g@) , and the additional randomness used in the encoding (besides the randomization sequences) are

asymptotically negligible in terms of rate.

5.1.1. Private Message Rate
Fori € [1,L], we have W; = A;[C(]. According to the definition of C(") in (11), and since

7—[$/|)Z - ’H(n) the rate of Wy.p is

1’!*}00

1 & 1
7[4 ; |W1| = ﬁ|%$) n (Hglt)z) | |H | - 7|%V\z’ H(V) _H(V|Z)

where the limit holds by Lemma 4 of [10]. Therefore, the private message rate achieved by the polar
coding scheme is Ry = I(V; Z), as in (4).
5.1.2. Confidential Message Rate

From Section 4.2, in all cases we have S; = A;[Z(") U gl(”) U gl(f;)},- fori € [2,L — 1], we have
S; = A;[TM];and Sy = AL [ZM U gﬁ”)]. Thus, we have

1 L
TZ'SJ
L- 2

_(L-2 |I |+ (|I ugl”)ugff;)|+|z<">u9§”)|)
:;\Iwﬁ(\gl [+195"] +16151)

1 1
- ,W‘ 519N G|

1 n
(|go” |+195" | = IR =[RS | = (R = [R™]) + =[G\ 6"
® 1 ] ] G\ Gy
O L (108711687 - fet?| - etz ) + 0]
D10, A pln HPCA (2 V) 4 L (20 A )
—;(| V\z V\Y ‘_| V\z) ( V|Y1) |)+*‘ V|Zm( VY n VIY(y ) ‘
@ 1 1 C
Z *(|HV\ZQ£V\Y |- (M v\z) (5%)\/ )© >+7‘HV\Z e (ﬁa)y(l)) ‘
1

= *‘HV|Z| - E’(’CV\Y( ) |+ 7|,HV\Z‘ - 7‘(4/”\)1/ )C’
1% H(V|Z) ~ H(VIY)) + 7 (H(V1Z) ~ H(V|Y)

2% H(V|Z) — H(V|Y))

where () holds by the def1n1t10n of Z" in (24) (b) holds because, in all cases, we have |R§n2) | +
‘Rll(") | and ‘R ‘ + |R12 ] = ‘Cl (c) follows from the partition of 'Hg/n ) defined
in (12)-(19); ( ) follows from applying elementary set operations and because, by assumption,

H(V|Y1y) > H(V[Y(3)), which means that |( V‘Y ) | > (£ V\Yz) | (by Lemma 4 of [10]); and
the limit when n goes to infinity holds also by Lemma 4 of [10]. Hence, the polar coding scheme
operates as close to the rate Rg in (4) as desired by choosing a sufficiently large L.
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5.1.3. Randomization Sequence Rate

Fori € [1,L], wehave R; = T; [Hg?l)v N (’Hg;l‘)vz)c]. Since ’Hg;l‘)vz D) Hg?l)v, we have

n—roo,

Lo (m) (M) \C| _ Ly _ 1y
E‘H;‘V N (M) ] = MG = M, S HXIZ) ~ HX|VZ)

1 L
"3 Y IRl
i=1
where the limit holds by Lemma 4 of [10]. Thus, the randomization sequence rate used by the polar
coding scheme is Rg = I(X; Z|V) as in (4).
5.1.4. Private-Shared Sequence Rate

Transmitter and legitimate Receiver k € [1,2] must privately share the keys Kg/), Kl(-v) and K(Y‘g(k).

Hence, the overall rate is

1 2
S (81 71+ L i, )

1 n n 1 2 n)\C n C n n C
=z (a1 1a21) + 5 X (L) 0 ey, )T+ 17 0 (e, ) )
(a) 1 n n) \C C
= (0 ()" ey, 1)

1 2 n)\C n C n n C
+or 2 (L) e ) R 0 (e, ) )

nL ‘= VY
® 1, ¢ 1 & (n) \C (1) \C (1) \C
< gl (60 g L (L0, )0 (€ )T+ (e, 1)
n—o00 1

7 CH(VIY)) + H(V[Yz))

L—oo

— 0,

where (a) follows from the definition of Cl(") and Cl(/nz) in (17) and (19), respectively; (b) follows from

standard set properties and because (’HEZ)Z)C C (,HE;\)Y(,())C for any k € [1,2]; and the limit when n
goes to infinity holds by Lemma 4 of [10].
5.1.5. Rate of the Additional Randomness

Besides the randomization sequences Rj.;, the encoder uses the random sequence A(()X), with
size ’Hg?\)v

, for the polar-based channel prefixing. Moreover, for i € [1,L], the encoder randomly

draws those elements A;(j) such that j € (Hg/n ))C \ qu ), and those elements T;(j) such that j €

(H%)\/)C \ ﬁg?\)v Nevertheless, we have

nL

n—oo 1

2% ZH(X|Y)

1 C .
g (0 L0\ £+ L)\ 26 )

L—oo

—0,

where the limit when n approaches to infinity follows from applying Lemma 4 of [10].
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5.2. Distribution of the DMS after the Polar Encoding

Fori € [1,L], let g arrr denote the distribution of (A", T") after the encoding. The following
lemma proves that § 4 7» and the marginal distribution p onr» of the original DMS are nearly statistically
indistinguishable for sufficiently large 7 and, consequently, so are gy Xy v

(1)i7(2)
This result is crucial for the reliability and secrecy performance of the polar coding scheme.

,izl_n and pvnxny(nl)y(nz)zn .

Lemma 1. Forany i € [1, L], we obtain

V(Gaprs, pare) <

V(Gvyxoyy, v ) <

(i Yy i ZE PVnXny, Y,

n
(CORE))

where (5,(1*) £ \/4\/715,1 In2(2n —log (2/1n6,In2)) + 8, + 2/nd, In2.

Proof. Omitted because it follows similar reasoning as in Lemma 3 of [11]. O

5.3. Reliability Analysis

In this section we prove that both legitimate receivers can reliably reconstruct the private and the
confidential messages (Wy., S1.1) with arbitrary small error probability.
Fori € [1,L] and k € [1,2], let 17Vinyg1k) _and pvrvi be marginals of qvinxl_ny(nl) v 2 and

pynxn Yih Vi 2" respectively, and define an optimal coupling Proposition 4.7 of [25] between qviny(nk) ‘

- A e
and vy such that P[SVZ-"Y&),{] = V(qvl_ny&)/i, pvny(nk)>, where gVi"Yfm,i < {(\G”,Y&),i) £ (v, Y(”k)) }.
Additionally, define the error event

€ 2 {AL(LY),)] # Aleh) )T}

Recall that (Y(V),CDEI‘:))J:L) is available to Receiver k € [1,2]. Thus, P[€(1),] = P[&(y) 1] = 0 because

(k)
8’)) and CID%),1 legitimate Receiver 1 knows A; [ ( ﬁ%/” )Y(1) ) C] ,and given Yg/)) and CIDEX)) .

Receiver 2 knows A; [(4;\)3/(2) ) C] . Moreover, due to the chaining structure, in Section 4.4 we have seen

that A; [’H%,n N (Eg,n‘)ya) )C] is repeated in A” | fori € [2,L]. Therefore, at legitimate Receiver 1, for
i € [2,L] we have

given'Y legitimate

PlEw,] <P[A}, # AlL,]. (35)

Similarly, due to the chaining construction, we have seen that A; [Hg/n 'n ([,gl')y(z) )C} is repeated in

Al fori € [1,L —1]. Thus, at legitimate Receiver 2, for i € [1, L — 1] we obtain

Pl ] <P[AL, # Al 4]. (36)
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Hence, the probability of incorrectly decoding (W;, S;) at the Receiver k € [1,2] is

P[(W;, S;) # (W;, $)] <P

P A 551,%,1_ NEGyIP [551%,,_ N &Gy
+P[A! # A! |5Viny<nk>,i u 5<k),i]1p>[5vi%)j U &
P[AT # AT 1551_%)/{ N 5{,?()11.] +P [gw(nk)j] +P[Ew,]

(@)
< ndu +PlEypyy ]+ P[Eg,]

(b) (+)
< 8y + 6y +P[Epy,i]
(c)
< i(ndy +00),

where (a) holds by Th. 2 of [19]; (b) follows from the optimal coupling and Lemma 1; and (c) holds by
induction and Equations (35) and (36). Therefore, by the union bound we obtain

=

L(L+1)

= (now+241),

P[(Wr.L, S1.L) # (Wi, S1.)] < ‘ P[A} # A}] <

1

l
—_

1

and for sufficiently large n the polar coding scheme satisfies the reliability condition in (1).

5.4. Secrecy Analysis

Since encoding in Section 4 takes place over L blocks of size 11, we need to prove that
. = n _
lim I(S1.., Z71) = 0.

For clarity and with slight abuse of notation, for any Block i € [1, L] let

[1]

(V) L [H(V) A(V) T(V) F(V)],

which denotes the entire sequence depending on A” that is repeated at Block i + 1. Furthermore, let

AV) 2 16V ¢(V)
O =0, I;"],
which represents the sequence depending on A” that is repeated at Block i — 1. Furthermore, we define

KS/) = [K((av>, K%V)]. Then, a Bayesian graph describing the dependencies between all the variables

involved in the polar coding scheme of Section 4 is given in Figure 7.
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Block i—2 Blocki—1 Block i

Figure 7. Graphical representation (Bayesian graph) of the dependencies between random variables
involved in the polar coding scheme. Independent random variables are indicated by white nodes,
whereas those that are dependent are indicated by gray nodes.

Despite FEV) - .’E;V) and I:EV) = ng) GBK%V)

separate nodes in the Bayesian graph because, by crypto lemma [26], ng) and l:l(v) are statistically
independent. Furthermore, for convenience, we have considered that dependencies only take place
forward (from Block i to Block 7 + 1), which is possible by reformulating the encoding as follows.
According to Section 4.1, for any i € [1,L] we have A4;[C (")] = W Consequently, we can write
Wi = [Wl,ir szi},WheI'e Wl,i = A,[Clw UC{Z)] and WZ,i = A,[Cén) UCé )] Since @( ) [C(n)] (V)

and l_"gv) = A [Cl(nz)] @ K%V), we regard QEV) as an independent random sequence generated at

C va), we represent EEV) and QEV) as two

Block i — 1 that is stored properly into some part of A;_1[G(")]. Then, we consider that the encoder
obtains Wy ; £ ng) ® KS/) , which is stored into Ai[Cl(") U Cl("z)] at Block i. On the other hand, the
remaining part W, ; is independently generated at Block i. Recall that the secret-key K(()V) is reused in all
blocks.

The following lemma shows that strong secrecy holds for any Block i € [1, L].

Lemma 2. Foranyi € [1, L] and sufficiently large n,

where 5,(15) £, + 2(5,(1*) (2n —log (5,(,*)) and 5 deﬁned as in Lemma 1.
Proof. For n sufficiently large, we have

1(SEM AN 7
( ) T TN
1T (10,1 20)

I(4; [H(n) x|vzls

V|Z
() i . "
2 m&’ny + M| — HAHY T 1120
|HV\Z|+|’HXWZ|— (A[HYIT[H G ,)1Z0) +4ns) — 26, 10g o)

(d)
< 2n6, +4nd) — 261 log 67
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where (a) holds by the encoding described in Section 4; (b) holds by the uniformity of A; [Hg/nl)z] and

A; [Hg?')vz] (c) holds because, for n large enough, we obtain

|H (ARG T A 128) = H(A R TR |20)

< [H(Zi) = H(Z}) | + [H(A MY TR, /1 20) — H(ARY) TR, 20
211

< V q n, n 1 X7/~ . N

— (qzm pzm) Og V(ngl/ngl)

S+ R+ 1)

1
Vi iy o a8

T 2 P ) 2)

X|vz ITi[H

V|Z x\vz]

@, (n) (n)
< 4n§1(;1-nls - 2(51(111-nls log 51(:11-nls’

where we have used the chain rule of entropy and the triangle inequality, [27, Lemma 30], the fact

that the function x — xlog x is decreasing for x > 0 small enough and Lemma 1; and, lastly, (d) holds
because

H (AR T [5G )127)
> H(A[Hy),]|2") + H(T[Hyy,] |4"2")
> T OHAQATIZ) T H(TG) T vz
]GH\/\)Z ]EHg(\)VZ
> [y (1= 60) + [H,, | (1= 60)
where we have used the fact that conditioning does not increase entropy, the invertibility of G;, and
the definition of HE/I)Z and Hg(lvz in (6) and (9) respectively. O

Next, the following lemma shows that eavesdropper observations Z!' are asymptotically
statistically independent of observations Z!. | from previous blocks.

Lemma 3. Forany i € (2, L] and sufficiently large n,
(51 LZ11 1 ) < ‘551 ),

where (5,(15) is defined as in Lemma 2.
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Proof. For any i € [2, L] and sulfficiently large n, we have

I(Sl:LZfzi—l?Zzn)
= I(Slzizfiq?z?) + I<Si+l:L?ZﬂSl¢iZ?:ifl)

(Sl lle 1/ n)

) Al
S1iZiy 18l A
i

@
<1( 2 IAX; 7
12 )AX; Z0) + 1811281 20|52 )

(_? S+ 1(Sia Zt 1 27| SiEY ALY))
+ (S 2y Zf lel51~ Al
= 8+ 1(S1i1 20 W [SEVI AN + 1(S1e 1 280 27| sE AN )
+ (81120 s WhilSiEY AL
5(5 +I(AY 420, 1/Wu!51~1 A%
= + (AT, 1'W1i|5i@' ) I(Z1;_ 1/W11|Alz 151H( | Z(X%)

& 5(5 +I(A” 1,W11\5121(V1AX)
—~(V X
+1(AL_; 0 o)) |sEMAN)
( >5< )

n

where (a) holds by independence between S; 1., and any random variable from Blocks 1 to i; (b)
holds by Lemma 2; (¢) follows from applying d-separation [28] over the Bayesian graph in Figure 7
to obtain that Z!" and (Sy,;_1,Z}, ;) are conditionally independent given (Sl,:l(vi,Al( i,Wl ); (d)
also follows from applying d-separation to obtain that W ; and Z!. , are conditionally independent

given (A7, 1/51':1(‘/%'/\1()?) (e) holds by definition; and (f) holds because QEV) is independent

of (Sl,ufvi,/\fx%) and any random variable from Block 1 to (i —2), and because from applying

crypto-lemma [26] we obtain that Ql( ) 8/) is independent of A? ;. O

Therefore, we obtain

L
I(Sv.r;7%1) QI(Slszl) + Y I(S1 28| Z28)
=2

b
g i 1

1(S1.0;Z}) + (L —
I(S;27) + (52~L;2ﬂ81) +(L-1)0
) 1(55,20) + (L —1)58)

L%

1=

A
N

where (a) follows from applying the chain rule; (b) holds by Lemma 3; (c) holds by independence
between S,.; and any random variable from Block 1; and (d) holds by Lemma 2. Thus, for sufficiently
large n the polar coding scheme satisfies the strong secrecy condition in (2).

Remark 1. We conjecture that the use Kg/) is not needed for the polar coding scheme to satisfy the strong
secrecy condition. However, the key is required in order to prove this condition by means of analyzing a causal
Bayesian graph similar to the one in Figure 7.
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Remark 2. Although backward dependencies between random variables of different blocks appear in [12], a
secret seed as KS/) is not necessary for the polar coding scheme to provide strong secrecy. This is because random

sequences that are repeated in adjacent blocks are stored only into those corresponding entries whose indices belong

to the “high entropy set given eavesdropper observations”, i.e., the equivalent sets of ng‘)z and IH%)VZ in our

polar coding scheme. By contrast, notice that our polar coding scheme repeats [@Ev), l"l(v)} C A; [(Hg/nl)z)c] .

Remark 3. Another possibility for the polar coding scheme is to repeat at Block i + 1 the modulo-2 addition
V) (V)] at

7 r
Block i — 1. Then, it is not difficult to prove that I(SLLZ?H:L; Zl") < 57(13) (similar to Lemma 3). Thus, one can

between [‘I’Ev), r I(V)} and a particular secret-key, instead of repeating an encrypted version of [61( ;
minimize the length of this secret-key depending on whether ]Cl(”) | < |C§n) | or vice versa.

6. Concluding Remarks

A strongly secure polar coding scheme is proposed for the WTBC with two legitimate receivers
and one eavesdropper. This polar code achieves the best known inner-bound on the achievable
region of the CI-WTBC model, where a transmitter wants to send common information (private and
confidential) to both receivers. Due to the non-degradedness assumption of the channel, the encoder
builds a chaining construction that induces bidirectional dependencies between adjacent blocks, which
need to be taken carefully into account in the secrecy analysis.

These bidirectional dependencies involve elements from adjacent blocks whose indices belong
to the “low entropy sets given eavesdropper observations”. Consequently, in order to prove that the
polar coding scheme satisfies the strong secrecy condition, we have introduced a secret-key whose
length becomes negligible in terms of rate as the number of blocks grows indefinitely. In the proposed
polar coding scheme, this key has been used to randomize part of these elements from any block that
are repeated in the previous (or next) one. In this way, we can analyze the dependencies between all
random variables involved in the secrecy analysis by means of a causal Bayesian graph and apply
d-separation to prove that the polar coding scheme induces eavesdropper’s observations that are
statistically independent of one another.

Despite the good performance of the polar coding schemes, some issues still persist. First, it is
worth saying that the additional secret transmission (that is negligible in terms of rate) required to
initialize the decoding algorithms at both receivers can be omitted by using a similar approach as in
[29], where an initialization phase to generate a secret-key can be performed without worsening the
communication rate. On the other hand, how to replace the random decisions entirely by deterministic
ones in SC encoding is a problem that still remains unsolved. Additionally, we conjecture that the
previous secret-keys that are used to prove independence between blocks are not necessary. However,
how to prove this independence without using them seems a difficult problem to address at this point.
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