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Security-Reliability Tradeoff Analysis for

Underlay Cognitive Two-Way Relay Networks

Zhanghua Cao, Xiaodong Ji, Member, IEEE, Jue Wang, Member, IEEE, Shibing

Zhang, Yancheng Ji, and Jiangzhou Wang, Fellow, IEEE

Abstract

We consider an underlay wiretap cognitive two-way relay network (CTWRN), where two secondary

sources exchange their messages via multiple secondary decode-and-forward digital network coding

relays in the presence of an eavesdropper by using a three-phase time division broadcast protocol and

sharing the licensed spectrum of primary users. To mitigate eavesdropping attacks, an artificial noise

(AN)-aided opportunistic relay selection scheme, called generalized max-min (GMM) relay selection

is proposed to enhance physical layer security for the wiretap CTWRNs. The performance of the

GMM scheme is analyzed, and evaluated by the exact closed-form outage probability and intercept

probability. Additionally, we also provide asymptotic approximations for the outage probability and

intercept probability at high signal-to-noise ratio. For comparison, we analyze the performance of

the conventional max-min (MM) relay selection scheme as well. It is shown that the GMM scheme
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outperforms the MM scheme in terms of the security-reliability tradeoff (SRT), where the security and

reliability are quantified by the intercept probability and outage probability, respectively. Moreover,

the SRTs of the MM and GMM schemes can be substantially improved by increasing the number of

secondary relays, while the improvement of the GMM scheme is more evident than that of the MM

scheme.

Index Terms

Physical layer security, security-reliability tradeoff, cognitive two-way relay networks, artificial

noise, relay selection.

I. INTRODUCTION

With the rapid development of wireless communications, wireless data traffic grows explo-

sively, but spectrum resources are limited. To deal with the problem of spectrum shortage,

cognitive radio has been proposed as a promising solution. The main idea of cognitive radio

is that the secondary users (SUs) can opportunistically access the frequency bands allocated to

primary users (PUs), as long as the interference caused by the SUs does not exceed a given

threshold [1].

As an efficient relaying strategy in the half-duplex mode, two-way relaying can enhance the

network throughput and the spectral efficiency significantly [2]. In recent years, the application

of two-way relaying in cognitive radio networks has also attracted much attention. In [3], an

opportunistic relay selection scheme, called max-min (MM) relay selection, was proposed for

the cognitive two-way relay networks (CTWRNs) with a decode-and-forward digital network

coding (DF-DNC) relaying strategy, and analyzed in terms of the outage probability. Based

on the framework of [3], the authors of [4] took the interference from the primary transmitter

(PT) to the SUs into consideration and studied the MM relay selection scheme for the underlay

CTWRNs again. [5] adopted a decode-and-forward analog network coding (DF-ANC) relaying

strategy in addition to the DF-DNC strategy, and studied a collaborative beamforming technique
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with the aim of reducing the mutual interference between PUs and SUs in an underlay CTWRN.

Additionally, the performance of MM relay selection scheme for the full-duplex amplify-and-

forward (AF) CTWRNs was investigated in [6].

Due to the broadcast nature of wireless medium, wireless communications are vulnerable to

eavesdropping attacks, and thus secure communication in wireless networks has long been a

challenging task. Traditionally, secure communication is achieved by cryptography techniques

at the application layer. Recently, by exploiting the physical characteristics of wireless channels,

physical layer security (PLS) has been emerged as a solution that can provide perfect secrecy in

wiretap networks [7]-[8]. To improve PLS of wireless communications, the artificial noise (AN)

(or cooperative jamming) [9]-[20] and relay selection [21]-[31] techniques have been widely

investigated.

The AN technique is an effective approach for the implementation of PLS. The design and

evaluation of the AN schemes for different wiretap networks have attracted a wide attention

during the past several years. Generally, the AN schemes can be implemented in the following

three ways. 1) Null space beamforming: The AN is generated at a legitimate terminal. It was

firstly used to increase the secrecy capacity of multiple-input multiple-output (MIMO) wiretap

channels [9]. Specifically, by generating a beamforming vector that is orthogonal to the channel

state information (CSI) of legitimate links, the eavesdropper’s signal-to-interference-plus-noise

ratio (SINR) can be degraded, whereas the interference caused by the AN at the legitimate

terminal can be neglected. Recently, null space beamforming has been extended to multiple-

input single-output (MISO) wiretap channels [10], [11], one-way and two-way relay wiretap

networks [12], [13]. 2) External friendly jamming: Since null space beamforming is inapplicable

when a transmitter only equips single antenna or only one relay node with one antenna is

available in a cooperative relay network, an external friendly jammer can be introduced to emit

AN to confuse the eavesdropper [14]-[17]. 3) Full-duplex aided jamming: The AN is generated

at a full-duplex receiver. For a single-hop wiretap communication system, a full-duplex receiver
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is able to simultaneously receive the source message and transmit AN on the same frequency

band [18]-[20]. In this way, the loop-interference at the receiver can be significantly suppressed

by the self-interference cancelation technique, while the signal quality of the eavesdropper is

degraded by AN.

As another effective technique for secrecy performance enhancement, relay selection has been

extensively applied for PLS implementation in cooperative wiretap networks. In [21], the authors

investigated the performance of PLS-oriented relay selection schemes for the one-way cooperative

relay networks where both AF and DF relaying strategies were considered. Afterwards, for the

same cooperative wiretap networks as in [21], a joint relay and jammer selection scheme was

proposed [22]. More recently, a buffer-aided relay selection scheme was developed for one-

way two-hop wiretap networks in [23]. Relay selection technique can also be used to enhance

PLS for two-way relay wiretap networks. In [24], several joint relay and jammer selection

schemes for two-way AF relay wiretap networks were investigated. Taking the implementation

complexity into consideration, a distributed relay selection scheme was employed to optimize the

overall secrecy performance in two-way AF relay wiretap networks [25]. The authors of [26]

studied the performance of MM relay selection scheme in two-way DF-DNC relay networks

and derived a closed-form expression for the secrecy outage probability. In [27], a joint AN

and relay selection technique was developed for two-way DF-DNC relay networks, and the

security-reliability tradeoff (SRT) performance of the AN-aided MM relay selection scheme was

analyzed.

Besides the traditional cooperative networks, relay selection has been adopted to improve

the PLS in cognitive relaying systems as well. In [28], an opportunistic relay selection scheme

was proposed for an overlay cognitive one-way DF relay network in the presence of multiple

eavesdroppers. Later, for the underlay wiretap DF relay networks, the SRTs of several relay

selection schemes were studied in [29], and the secrecy outage probabilities of different joint

jammer and relay selection schemes were derived in [30]. Taking into account the channel
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correlation between the legitimate and wiretap channels, [31] obtained a closed-form expression 

for the secrecy outage probability of a generalized relay selection scheme.

According to the existing researches, it is known that 1) the CTWRNs can significantly improve 

the spectral efficiency [1]-[6], however, it is vulnerable to eavesdropping attacks [7]-[8]; 2) the AN 

and relay selection techniques are quite effective for PLS enhancement in wireless networks [9]-

[31]; and 3) the PLS-oriented relay selection for the underlay wiretap CTWRNs has not been 

studied so far. With these motivations, we consider an underlay wiretap CTWRN and investigate 

the AN-aided relay selection with the aim of enhancing the PLS. This is different from the existing 

works [21]-[31] in the following aspects. Firstly, we adopt the AN and relay selection techniques 

to improve PLS in the underlay wiretap CTWRNs, whereas the cognitive transmissions were not 

considered in [21]-[27] and the secondary cooperative networks in [28]-[31] are one-way. Thus, 

the communication system in this paper is fundamentally different from that of [21]-[31]. 

Secondly, the problem of how to enhance PLS in the underlay wiretap CTWRNs by using relay 

selection has not been investigated in [21]-[31]. Finally, in the underlay wiretap CTWRNs, we 

propose a new relay selection scheme which has not been studied in [21]-[31]. Moreover, the new 

relay selection achieves a better SRT performance than the conventional MM scheme.

The main contributions of the paper are summarized as follows:

• We propose a new relay selection scheme, called generalized max-min (GMM) relay se-

lection against eavesdropping attacks and enhance the PLS in the underlay CTWRNs. 

Comparing to the conventional MM relay selection scheme, the GMM scheme takes into 

consideration the CSI of interference channels from the secondary relays to the primary 

receiver (PR) in addition to the CSI of the secondary legitimate links. Furthermore, the 

GMM scheme achieves a better SRT performance than the MM scheme.

• For the MM and GMM relay selection schemes, we derive closed-form expressions for the 

outage probability and intercept probability, which respectively characterize the reliability
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and the security of the underlay CTWRNs. Moreover, asymptotic expressions for the outage 

probability and intercept probability at high signal-to-noise ratio (SNR) are presented to 

provide further insights.

• Based on the derived expressions of intercept probability and outage probability, the SRTs 

of the MM and GMM relay selection schemes are analyzed. It is shown that the SRT 

performance of the GMM scheme is better than that of the MM scheme. Moreover, when 

increasing the number of secondary relays, the SRT performance of the MM and GMM 

schemes can be substantially enhanced, while the improvement of the GMM scheme is 

more evident than that of the MM scheme.

The remainder of this paper is organized as follows. Section II describes the system model

and introduces the AN-aided opportunistic relay selection schemes. The secrecy performance of

the proposed relay selection schemes is analyzed in Section III. Simulation results are presented

in Section IV, followed by the conclusions in Section V.

II. SYSTEM MODEL AND RELAY SELECTION SCHEMES

A. System Model

As shown in Fig.1, we consider an underlay wiretap CTWRN consisting of two secondary

sources Sa, Sb, a set of M secondary DF-DNC relays Ri (i ∈ R = {1, · · · ,M}), a passive

eavesdropper E, a PT and a PR. It is assumed that all nodes are equipped with single antenna,

and the eavesdropper can wiretap on all SUs. Due to the deep shadowing, there is no direct

link between Sa and Sb, which is a common assumption in literature (e.g., [3]-[6], [13], [15],

[24]-[27]). Therefore, the secondary sources Sa and Sb exchange their confidential information

via secondary relays with a three-phase time division broadcast protocol. The SUs are allowed

to share the same frequency spectrum with the PUs as long as the interference received at PR

does not exceed the maximum tolerable threshold.
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Fig. 1. System model.

It is assumed that all wireless links undergo quasi-static independent and nonidentical Rayleigh 

flat fading. Moreover, the PT is assumed to be far away from the SUs, implying that Sa, Sb, 

Ri, (i ∈ R) and E are not inflicted by the interference from primary system. Let hai, hbi, hia 

and hib, respectively, be the coefficients of the legitimate links Sa → Ri, Sb → Ri, Ri → Sa 

and Ri → Sb. Denote by hV e (V ∈ {a, b, i}) the coefficients of wiretap links between SUs 

and eavesdropper, by hUp (U ∈ {a, b, i}) the interference channel coefficients from SUs to PR. The 

channel gain |hUp|2 is an exponential random variable with a mean λUp. To simplify the theoretical 

analysis, we assume that the channel gains of each link during different time phases are 

independent and identically distributed random variables (e.g., [27]). In addition, the thermal 

noises at receiver nodes Sa, Sb, Ri and E are modeled as zero-mean additive white Gaussian 

noises (AWGNs) na, nb, ni and ne with variances σa
2, σb

2, σi
2 , respectively.

B. Transmission Model

As discussed earlier, with three-phase time division broadcast protocol, the bidirectional

communication between Sa and Sb takes place in three phases. In the first phase, the secondary
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source Sa transmits its signal xa to the secondary relays with power Pa1, Sb simultaneously emits an 

AN xJ1 to impair the eavesdropper with power Pb1. The AN lies in the null-space of Sa to 

secondary relay channels. For the relay wiretap networks, several methods of designing such AN 

were detailedly introduced in [12]-[13], and the eavesdroppers can be greatly weakened. However, 

from a practical point of view, the estimation error of CSI can not be negligible. Thus, it is 

assumed that the AN at secondary relays can be significantly suppressed, but can not be 

completely eliminated. The eavesdropper knows nothing about the AN emitted by Sb. So that, the 

impact of the AN on Ri and E are quantified by ϵ1 and ϵ2, respectively. The received signals at Ri 

and E can be expressed, respectively, as

yi1 =
√

Pa1h
(1)
ai xa +

√
ϵ1Pb1h

(1)
bi xJ1 + ni, yae =

√
Pa1h

(1)
ae xa +

√
ϵ2Pb1h

(1)
be xJ1 + ne, (1)

where h
(1)
ai , h

(1)
bi , h

(1)
ae and h

(1)
be are the coefficients of channels Sa → Ri, Sb → Ri, Sa → E and

Sb → E, respectively, in the first phase. Due to above analysis, it can be seen that ϵ1 is much less 

than 1 and ϵ2 is approximate to 1.

In the underlay wiretap CTWRNs, the SUs are allowed to share the same spectrum with PUs,

provided that the aggregate interference power at PR does not exceed the maximum tolerable

threshold PI . Thus, in the first phase, the interference power at PR from Sa and Sb satisfies the

following inequality [32]

Pa1|h(1)
ap |2 + Pb1|h(1)

bp |
2 ≤ PI . (2)

Letting Pb1 = α1Pa1, based on (2), we limit the transmit power Pa1 and Pb1 as

Pa1 =
PI

|h(1)
ap |2 + α1|h(1)

bp |2
, Pb1 =

α1PI

|h(1)
ap |2 + α1|h(1)

bp |2
. (3)

Moreover, the authors in [33] provided a detailed and comprehensive interpretation to show

that Pa1 and Pb1 in form of equation (3) are not fundamentally different from that Pa1 =

min{ PI

|h(1)
ap |2+α1|h(1)

bp |2
, Pmax} and Pb1 = min{ α1PI

|h(1)
ap |2+α1|h(1)

bp |2
, Pmax}, where Pmax is the maximum
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transmit power constraint at SUs. Thus, at the end of the first phase, the SINRs at Ri and E can

be given, respectively, by

Γai =
γ
(1)
ai

ϵ1α1γ
(1)
bi + |h(1)

ap |2 + α1|h(1)
bp |2

,Γae =
γ
(1)
ae

ϵ2α1γ
(1)
be + |h(1)

ap |2 + α1|h(1)
bp |2

, (4)

where γ
(1)
ai = PI

σ2
i
|h(1)

ai |2, γ
(1)
bi = PI

σ2
i
|h(1)

bi |2, γ
(1)
ae = PI

σ2
e
|h(1)

ae |2 and γ
(1)
be = PI

σ2
e
|h(1)

be |2 are exponential

random variables. The mathematical expectations of γ
(1)
ai , γ

(1)
bi , γ

(1)
ae , γ(1)

be , |h(1)
ap |2 and |h(1)

bp |2 are

denoted by λai, λbi, λae, λbe, λap and λbp, respectively.

During the second phase, Sb transmits its signal xb with power Pb2, and meanwhile, the

secondary source Sa sends an AN xJ2 to confuse the eavesdropper with power Pa2. Setting

Pa2 = α2Pb2, we can write the SINRs at Ri and E as Γbi =
γ
(2)
bi

ϵ1α2γ
(2)
ai +|h(2)

bp |2+α2|h(2)
ap |2

, Γbe =

γ
(2)
be

ϵ2α2γ
(2)
ae +|h(2)

bp |2+α2|h(2)
ap |2

, respectively, where γ
(2)
bi = PI

σ2
i
|h(2)

bi |2, γ
(2)
ai = PI

σ2
i
|h(2)

ai |2, γ
(2)
be = PI

σ2
e
|h(2)

be |2 and

γ
(2)
ae = PI

σ2
e
|h(2)

ae |2 are exponential random variables. According to the assumption in Subsection

II. A, the coefficients of the same link in different phases are identically distributed random

variables. Thus, the mathematical expectations of γ(2)
ai , γ

(2)
bi , γ

(2)
ae , γ(2)

be , |h(2)
ap |2 and |h(2)

bp |2 are also

denoted by λai, λbi, λae, λbe, λap and λbp, respectively.

In the first and second phases, upon receiving the signals from the secondary sources, the

secondary relays adopt the DF relaying strategy and aim to correctly decode the source messages.

For simplicity, we assume that a secondary relay Ri can decode xω successfully as long as the

capacity of link Sω → Ri is larger than a target rate r, where ω ∈ {a, b}. Without loss of

generality, the set Dω = {i1, · · · , imω} is denoted as the subscripts of the secondary relays who

can decode the messages from Sω successfully, where ω ∈ {a, b}. Furthermore, we assume

Dab = Da ∩Db = {i1, · · · , ik}, and u = ma − k, v = mb − k. Applying a similar approach as in

[3]-[5], [26]-[27], the probability Pr{|Dab| = k} can be calculated as

Pr{|Dab| = k} =
∑

|Dab|=k

M−k∑
u=0

|Da−Dab|=u

M−k−u∑
v=0,|Db−Dab|=v
Db−Dab⊂R−Da

Pr{Dab}. (5)
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Denote by P̂r{·} the asymptotic probability of Pr{·}. When PI → ∞, the asymptotic proba-

bility P̂r{|Dab| = k} can be derived by replacing Pr{Dab} with P̂r{Dab} in (5). The closed-form

expressions of Pr{Dab} and P̂r{Dab} are derived in Appendix A.

In the third phase, the selected secondary relay Ri combines the messages xa and xb by

applying the XOR operation to generate a signal xi = xa⊕xb, and broadcasts it to the secondary

sources with power PI

|hip|2 . The SNRs at Sa, Sb,E are written, respectively, as

ΓDNC
ia =

γia
|hip|2

,ΓDNC
ib =

γib
|hip|2

,ΓDNC
ie =

γie
|hip|2

, (6)

where γia = PI

σ2
a
|hia|2, γib = PI

σ2
b
|hib|2, and γie =

PI

σ2
e
|hie|2 are exponential random variables. The

expectations of γia, γib, and γie are denoted by λia, λib, and λie, respectively.

C. Relay Selection Schemes

In this subsection, we assume Dab is not empty and employ two AN-aided opportunistic relay 

selection schemes to improve PLS in the underlay wiretap CTWRNs. Unlike [21]-[26], [28],

[30], and [33]-[34], the CSI of wiretap links are not taken into account for the relay selection 

schemes.

1) Max-min Relay Selection: The conventional MM relay selection scheme has been widely 

studied (e.g., [3]-[6], [24] and [26]-[27]). Specifically, in the underlay wiretap CTWRNs, the 

MM scheme selects the optimal secondary relay Ri∗ with the following rule

i∗ = arg max
j∈Dab

min{γja, γjb}. (7)

2) Generalized Max-min Relay Selection: The MM relay selection scheme dose not consider

the interference from the SUs to the PR. Taking into account this interference, we propose the

GMM relay selection scheme which maximizes the worse instantaneous end-to-end SNR at the

secondary sources. Therefore, the GMM relay selection scheme is expressed as

i∗ = arg max
j∈Dab

min{γja, γjb}
|hjp|2

. (8)
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D. Outage Probability and Intercept Probability

As in [27] and [29], in order to examine the SRT performance of the MM and GMM schemes, 

we need to characterize the security and reliability of each relay selection scheme in the underlay 

wiretap CTWRNs by intercept probability and outage probability, respectively. Specifically, the 

outage event occurs when the capacity of a legitimate link falls below the transmission rate, and 

the intercept probability is defined as the SINR at E is higher than a given target value. Thus, for 

the data transmission of direction Sa → Ri∗ → Sb, the outage probability at Sb can be expressed as

PDNC−Dab
outb = Pr

{
ΓDNC
i∗b < γ

}
, (9)

where γ = 23r − 1.

According to the one-time pad encryption scheme, the eavesdropper E will not be able to 

obtain any information from xi∗ = xa ⊕ xb directly. Therefore, E is capable of intercepting the 

signal xa if and only if event {Γae > γ} or event {Γae < γ, Γbe > γ, Γi∗e
DNC > γ} occurs. In this way, 

the intercept probability for the data transmission of direction Sa → Ri∗ → Sb can be formulated as

PDNC−Dab
intb = Pr

{
Γae < γ,Γbe > γ,ΓDNC

i∗e > γ
}
+ Pr {Γae > γ} . (10)

Resorting to the total probability formula [35], one has

PDNC
A =

M∑
k=0

Pr{|Dab| = k}PDNC−Dab
A , (11)

where A ∈ {outb, intb}. Furthermore, the total outage probability and intercept probability are

defined, respectively, as

PDNC
out =

PDNC
outa + PDNC

outb

2
, PDNC

int =
PDNC
inta + PDNC

intb

2
, (12)

where P DNC
outa and P DNC

inta can be derived by the same method of (11).

Remark 1. For (11), in case that Dab is an empty set, the assignment of outage probability

PDNC−∅
outb is 1. Nevertheless, the intercept probability PDNC−∅

intb is evaluated by Pr {Γae > γ}.
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III. PERFORMANCE ANALYSIS

In this section, we analyze the performance of the MM and GMM relay selection schemes in

the underlay wiretap CTWRNs.

A. Performance of MM Scheme

1) Exact Performance: When the set Dab is not empty, from (9) and the total probability

formula [35], the outage probability at Sb of the MM relay selection scheme can be written as

PDNC−Dab
outb−MM =

∑
i∈Dab

[
Pr

{
ΓDNC
ib < γ, γia > γib > Zi

}︸ ︷︷ ︸
P1i

+Pr
{
ΓDNC
ib < γ, γib > γia > Zi

}︸ ︷︷ ︸
P2i

]
, (13)

where Zi = max
j∈Dab−{i}

min{γja, γjb} and γ = 23r − 1.

Since links Ri → Sa and Ri → Sb are statistically independent, the cumulative distribution

function (CDF) and probability density function (PDF) of min{γia, γib} can be calculated,

respectively, as

Fmin{γia,γib}(x) = 1− e−(λ−1
ia +λ−1

ib )x, fmin{γia,γib}(x) = (λ−1
ia + λ−1

ib )e
−(λ−1

ia +λ−1
ib )x. (14)

Owing to the assumption that the coefficients hia and hib, for i ∈ Dab, are independent of

each other, we concluded that min{γ1a, γ1b}, · · · ,min{γMa, γMb} are statistically independent.

Therefore, the CDF of Zi can be calculated as

FZi
(x) =

[ ∏
j∈Dab−{i}

Fmin{γja,γjb}(x)
]
=

k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

(−1)le
−x

∑
j∈A

(λ−1
ja +λ−1

jb )

, (15)

where the last equality is obtained by the multinomial expansion formula, which is given in

Appendix A.

Noticing that random variables |hip|2, γia, Zi are independent of each other, and utilizing (15),

we can calculated P1i as

P1i =

∫ ∞

0

e
−x( 1

λipγ
+ 1

λia
)
FZi

(x)fγib(x)dx =
k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

(−1)lλipγ

λib(δiAλipγ + 1)
, (16)

where δiA = λ−1
ia + λ−1

ib +
∑
j∈A

(λ−1
ja + λ−1

jb ).
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Applying the same approach as in the derivation of (16), we can compute P2i as

P2i =

∫ ∞

0

e
− x

λipγ

∫ x

0

FZi
(y)fγia(y)dyfγib(x)dx

=
k−1∑
l=0

∑
B⊂Dab−{i},|B|=l

(−1)lλipγ

λia(δiBλib − 1)

( λib

λipγ + λib

− 1

λipδiBγ + 1

)
, (17)

where δiB = λ−1
ia + λ−1

ib +
∑
j∈B

(λ−1
ja + λ−1

jb ).

Finally, substituting (16) and (17) into (13), we can obtain PDNC−Dab
outb−MM . In the same way,

PDNC−Dab
outa−MM can be derived. According to (11) and (12), we can directly get PDNC

out−MM .

Next, from (10) and the total probability formula [35], the intercept probability at Sb of the

MM scheme can be written as

PDNC−Dab
intb−MM =

∑
i∈Dab

[
Pr {Γae > γ,min{γia, γib} > Zi}

+Pr{Γae < γ,Γbe > γ,ΓDNC
ie > γ,min{γia, γib} > Zi}

]
. (18)

Herein, the first and second terms in the bracket of (18) are defined as Q1i and Q2i, respectively.

Since the channel coefficients in an underlay wiretap CTWRN are statistically independent,

we can see that events {min{γia, γib} > Zi}, {ΓDNC
ie > γ}, {Γae < γ} and {Γbe > γ} are

independent. Accordingly, we have
Q1i = Pr {min{γia, γib} > Zi}Pr {Γae > γ} ,

Q2i = Pr{min{γia, γib} > Zi}Pr{ΓDNC
ie > γ}Pr{Γae < γ}Pr{Γbe > γ}.

(19)

Using the result of [6, Eq.(6)], we can write the CDF of Y = ϵ2α1γ
(1)
be + |h(1)

ap |2 + α1|h(1)
bp | as

FY (y) = 1− 1

ϵ2α1λbe − λap

[ ϵ2α1λbe

ϵ2α1λbe − α1λbp

(
ϵ2α1λbee

− 1
ϵ2α1λbe

y − α1λbpe
− 1

α1λbp
y
)

− λap

λap − α1λbp

(
λape

− 1
λap

y − α1λbpe
− 1

α1λbp
y
)]

. (20)

Thus, the CDF of Γae is calculated as

FΓae(γ) =

∫ ∞

0

[
1− FY (

y

γ
)

]
f
γ
(1)
ae
(y)dy =

1

ϵ2α1λbe − λap

[ ϵ2α1λbe

ϵ2α1λbe − α1λbp

( (ϵ2α1λbe)
2γ

ϵ2α1λbeγ + λae

− (α1λbp)
2γ

α1λbpγ + λae

)
− λap

λap − α1λbp

( λ2
apγ

λapγ + λae

− (α1λbp)
2γ

α1λbpγ + λae

)]
. (21)
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By means of the same approach, FΓbe
(γ) can be obtained. Then, adopting a similar method

previously used for deriving (15), we can write Pr{min{γia, γib} > Zi} as

Pr{min{γia, γib} > Zi} =

∫ ∞

0

FZi
(x)fmin{γia,γib}(x)dx =

k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

(−1)l
λia + λib

λiaλibδiA
.(22)

Finally, the CDF of ΓDNC
ie is expressed as

FΓDNC
ie

(γ) =

∫ ∞

0

Pr{γie < γy}f|hip|2(y)dy = 1− λie

λipγ + λie

(23)

By summarizing the results of (21)-(23) and the CDF FΓbe
(γ), Q1i and Q2i can be derived.

After that, plugging Q1i and Q2i into (18) and using (11) and (12), PDNC
int−MM can be obtained.

Remark 2. (21) is derived on the basis of the assumption that ϵ2α1λbe ̸= λap, α1λbp ̸= λap

and ϵ2λbe ̸= λbp. The primary reason is that, when ϵ2α1λbe = λap or α1λbp = λap or ϵ2λbe = λbp,

the derivation of the CDF for Γae is a special case of (21). Furthermore, from the probability

theory point of view, we have Pr{ϵ2α1λbe ̸= λap, α1λbp ̸= λap, ϵ2λbe ̸= λbp} = 1, which was

detailedly explained in [36, Note 5].

2) Asymptotic Performance: In the effort to gain further insights into the MM relay selec-

tion scheme, we look into the asymptotic performance of the outage probability and intercept

probability in high-SNR region. As PI → +∞, we have

e−εx ≈ 1− εx ≈ 1, (24)

where ε ∈ {(λ−1
ia + λ−1

ib ), λ
−1
ia , λ

−1
ib , λ

−1
ie }.

For (16), as PI → +∞, we make e−(λ−1
ia +λ−1

ib )x approximate to 1 − (λ−1
ia + λ−1

ib )x and solve

the corresponding integral. Consequently, the asymptotic expression of P1i is given by

P1i ≈ λ−1
ib

∫ ∞

0

[ ∏
j∈Dab−{i}

(λ−1
ja + λ−1

jb )
]
xk−1[1− (λ−1

ia + λ−1
ib )x]e

− x
λipγ dx

≈ (k − 1)!(λipγ)
kλ−1

ib

[ ∏
j∈Dab−{i}

(λ−1
ja + λ−1

jb )
]
. (25)
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Following the same steps as in the derivation of (25), P2i is approximate to

P2i ≈ 1

λiaλib

∫ ∞

0

∫ x

0

[ ∏
j∈Dab−{i}

(λ−1
ja + λ−1

jb )
]
yk−1(1− λ−1

ia y)(1− λ−1
ib x)dye

− x
λipγ dx

≈ λ−1
ia λ

−1
ib (λipγ)

k+1(k − 1)!
[ ∏
j∈Dab−{i}

(λ−1
ja + λ−1

jb )
]
. (26)

From (25), (26), formulas P̂DNC−Dab
outb−MM =

∑
i∈Dab

[
P̂1i + P̂2i

]
and P̂DNC

outb−MM =
M∑
k=0

P̂r{|Dab| =

k}P̂DNC−Dab
outb−MM , the asymptotic outage probability P̂DNC

out−MM can be obtained.

As PI → +∞, we have Γae ≈ γ
(1)
ae

ϵ2α1γ
(1)
be

. According to the probability theory [35, Chapters III,

IV], the asymptotic CDF of Γae is given by

FΓae(γ) ≈
∫ ∞

0

Pr{γ(1)
ae < ϵ2α1γx}fγ(1)

be
(x)dx = 1− λae

ϵ2α1γλbe + λae

. (27)

Following the same steps as in (27), F̂Γbe
(γ) can be derived.

Letting βDab
= min

j∈Dab

(λ−1
ja + λ−1

jb )
−1, we have βDab

→ +∞ as PI → +∞. Based on this

approximation, (22) and (24), we obtain the following asymptotic expression

Pr{min{γia, γib} > Zi} ≈
∫ βDab

0

[ ∏
j∈Dab

(λ−1
ja + λ−1

jb )
][
xk−1 − λ−1

ia + λ−1
ib

x−k

]
dx

≈
[ ∏
j∈Dab

(λ−1
ja + λ−1

jb )
](βDab

)k

k
. (28)

In light of the theory of mathematical analysis [37, Chapter III], we have λie

λie+λipγ
≈ 1−λ−1

ie λipγ

as PI → +∞. As such, using (23), the asymptotic expression of FΓDNC
ie

is given by

FΓDNC
ie

(γ) ≈ λ−1
ie λipγ. (29)

Substituting (27)-(29) and F̂Γbe
(γ) into (19), we can obtain Q̂1i and Q̂2i. Subsequently, on

the basis of the obtained results and (18), we can expressed the asymptotic probability as

P̂DNC−Dab
intb−MM =

∑
i∈Dab

[ λae

ϵ2α1λbeγ+λae
+

(1−λipλ
−1
ie γ)ϵ2α1λ2

beγ

(ϵ2α2λaeγ+λbe)(ϵ2α1λbeγ+λae)
][

∏
j∈Dab

(λ−1
ja + λ−1

jb )]
βk
Dab

k
.

According to (11), the asymptotic intercept probability at Sb can be derived by formula

P̂DNC
intb−MM =

M∑
k=0

P̂r{|Dab| = k}P̂DNC−Dab
intb−MM . In a similar manner, we can get P̂DNC

inta−MM . Con-

sequently, the asymptotic intercept probability P̂DNC
int−MM can be derived.
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Remark 3. (27) is obtained through probability theory [35, Chapters III and IV]. To be

specific, if a random variable sequence {ξn} converges to the random variable ξ, then {ξn}

converges almost everywhere to ξ. It follows that {ξn} converges in probability to ξ. Moreover,

writing the CDF of ξn as Fξn(x), we have {Fξn(x)} converges to Fξ(x) if Fξ(x) is a continuous

function. Utilizing this conclusion, we can directly derive (27) from Γae ≈ γ
(1)
ae

ϵ2α1γ
(1)
be

. Evidently, a

lot of complex calculation is avoided by means of this method. Later on, the numerical results 

in Section IV verify the correctness of this method as well.

Remark 4. The value of βDab is derived according to two rules. Firstly, the probability 

Pr{min{γia, γib} > Zi} should not be larger than 1. Secondly, in some special case (e.g., the 

coefficients of links Ri → Sa and Ri → Sb for i ∈ Dab are independent and identically distributed 

random variables), the probability Pr{min{γia, γib} > Zi} is equal to 1. Moreover, βDab is 

validated by numerical simulations.

B. Performance of GMM Scheme

1) Exact Performance: According to the total probability formula and (9), the outage proba-

bility at Sb of the GMM scheme can be represented as

PDNC−Dab
outb−GMM =

∑
i∈Dab

[
Pr

{
ΓDNC
ib < γ,

γia
|hip|2

>
γib

|hip|2
> Ti

}
︸ ︷︷ ︸

P3i

+Pr
{
ΓDNC
ib < γ,

γib
|hip|2

>
γia
|hip|2

> Ti

}
︸ ︷︷ ︸

P4i

]
, (30)

where Ti = max
j∈Dab−{i}

min{γja,γjb}
|hjp|2 . The closed-form expressions of P3i and P4i are given by (31)

and (32), respectively. And the derivations of P3i and P4i are provided in Appendix B.

Substituting P3i and P4i into (30), PDNC−Dab
outb−GMM can be derived. Performing the same steps as

in the derivation of PDNC
out−MM , we can obtain the outage probability PDNC

out−GMM .

Remark 5. In Appendix B, making use of the basic results in mathematical analysis [37,
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P3i =
∼∑ giAq

n [−(λ−1
ia + λ−1

ib )]
n−1

(−1)l(n− 1)!λibλip

{ n−1∑
d=1

(d− 1)!

[−(λ−1
ia + λ−1

ib )]
d

[
− (n− d)!(γ + aiAq)

−d

(λ−1
ip + γλ−1

ia + γλ−1
ib )

n+1−d

+
(n− d)!

adiAqλ
d−n−1
ip

]
+

∞∑
w=0

{
2F1[1, n+ w + 1;n+ w + 2; (1 + λipaiAq(λ

−1
ia + λ−1

ib ))
−1]

×
[ (n+ w + 1)−1Γ(n+ w + 1)

[aiAq(λ
−1
ia + λ−1

ib ) + λ−1
ip ]

n+w+1

]
−

[ (n+ w + 1)−1Γ(n+ w + 1)

[(γ + aiAq)(λ
−1
ia + λ−1

ib ) + λ−1
ip ]

n+w+1

]
× 2F1[1, n+ w + 1;n+ w + 2; (1 + λip(γ + aiAq)(λ

−1
ia + λ−1

ib ))
−1]

}(λ−1
ia + λ−1

ib )
w

(aiAq)−ww!

}
(31)

P4i =
λib

λia

P3i −
∼∑ (−1)lgiAq

n (−λ−1
ia )

n−1

(n− 1)!λiaλip

{ n−1∑
d=1

(d− 1)!

(−λ−1
ia )

d

[
− (n− d)!(γ + aiAq)

−d

(λ−1
ip + γλ−1

ia + γλ−1
ib )

n−d+1

+
(n− d)!a−d

iAq

(γλ−1
ib + λ−1

ip )
n−d+1

]
+

∞∑
w=0

{
2F1[1, n+ w + 1;n+ w + 2; (1 +

λ−1
ia aiAq

γλ−1
ib + λ−1

ip

)−1]

×
[ (n+ w + 1)−1Γ(n+ w + 1)

(aiAqλ
−1
ia + γλ−1

ib + λ−1
ip )

n+w+1

]
−

[ (n+ w + 1)−1Γ(n+ w + 1)

[(γ + aiAq)λ
−1
ia + γλ−1

ib + λ−1
ip ]

n+w+1

]
× 2F1[1, n+ w + 1;n+ w + 2; (1 + (γ + aiAq)λ

−1
ia (γλ

−1
ib + λ−1

ip )
−1)−1]

}(λ−1
ia aiAq)

w

w!

}
(32)

Chapter V], the proper fraction [
∏
j∈A

1
λjp(λ

−1
ja +λ−1

jb )x+1
] can be presented in the following form

[∏
j∈A

1

λjp(λ
−1
ja + λ−1

jb )x+ 1

]
=

∑
p1+···+pN=l

N∑
q=1

pq∑
n=1

giAq
n

(x+ aiAq)n
. (33)

Substituting this result into (B.3) and replacing x with y
x
, we can obtain (B.4).

According to (10) and total probability formula, the intercept probability at Sb of the GMM
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relay selection scheme is given by

PDNC−Dab
intb−GMM =

∑
i∈Dab

[
Pr

{
Γae > γ,

min{γia, γib}
|hip|2

> Ti

}
+ Pr

{
Γae < γ,Γbe > γ,ΓDNC

ie > γ,
min{γia, γib}

|hip|2
> Ti

}]
, (34)

where the first and second terms in the bracket of (34) are denoted as Q3i and Q4i, respectively.

Since the events {Γae > γ} and {min{γia,γib}
|hip|2 > Ti} are independent, the term Q3i can be

written as

Q3i = Pr {Γae > γ}Pr
{min{γia, γib}

|hip|2
> Ti

}
. (35)

From (B.3), Pr{Ti <
min{γia,γib}

|hip|2 } can be expressed as

Pr
{
Ti <

min{γia, γib}
|hip|2

}
=

k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

∫ ∞

0

fT2i
(x)

[∏
j∈A

−1

λjp(λ
−1
ja + λ−1

jb )x+ 1

]
dx, (36)

where fT2i
(x) is obtained by taking derivative of FT2i

(x) (B.2) with respect to x and can be

written as

fT2i
(x) =

λ−1
ip (λ

−1
ia + λ−1

ib )
−1

[x+ λ−1
ip (λ

−1
ia + λ−1

ib )
−1]2

. (37)

Resorting to the Remark 5, equations (21), (36) and (37), the closed-form expression of Q3i

is given by (38).

Noticing that the random variables ΓDNC
ie and min{γia,γib}

|hip|2 have the common term |hip|2, Q4i

can be represented as

Q4i = Pr{Γae < γ}Pr{Γbe > γ}Pr
{
ΓDNC
ie > γ,

min{γia, γib}
|hip|2

> Ti

}
. (39)

Similarly to the calculation of P3i and P4i, applying the total probability theorem, [38, Eq.3.353.1]

and [38, Eq.6.228.2], we can directly write the closed-form expression of Q4i as in (40).

Finally, plugging Q3i and Q4i into (34), we can get PDNC−Dab
intb−GMM . Repeating the same processes

as in the derivation of PDNC
int−MM , we can obtain the intercept probability PDNC

int−GMM .
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Q3i =
(1− FΓae(γ))

λip(λ
−1
ia + λ−1

ib )

k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

∑
p1+···+pN=l

N∑
q=1

(−1)l
∫ ∞

0

[( pq∑
n=2

f iAq
n

(x+ aiAq)n

)
+

hiAq(x+ aiAq)
−1

[x+ λ−1
ip (λ

−1
ia + λ−1

ib )
−1]

+
biAq

[x+ λ−1
ip (λ

−1
ia + λ−1

ib )
−1]2

]
dx

=
(1− FΓae(γ))

λip(λ
−1
ia + λ−1

ib )

k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

∑
p1+···+pN=l

N∑
q=1

(−1)l
[( pq∑

n=2

f iAq
n

(n− 1)an−1
iAq

)
+
hiAq ln aiAqλip(λ

−1
ia + λ−1

ib )

aiAq − λ−1
ip (λ

−1
ia + λ−1

ib )
−1

+
biAqλip

(λ−1
ia + λ−1

ib )
−1

]
. (38)

Q4i = FΓae(γ)(1− FΓbe
(γ))

∫ ∞

0

∫ ∞

0

FTi
(
y

x
)fmin{γia,γib}(y)dy Pr{γie > γx}f|hip|2(x)dx

=
(1− FΓbe

(γ))

(FΓae(γ))
−1

∼∑ (−1)l+n−1(λ−1
ia + λ−1

ib )
n

(giAq
n )−1λip(n− 1)!

{ n−1∑
d=1

(n− d)!(λ−1
ie γ + λ−1

ip )
d−n−1

[(d− 1)!]−1[−aiAq(λ
−1
ia + λ−1

ib )]
d

+
∞∑

w=0

(aiAq(λ
−1
ia + λ−1

ib ))
wΓ(n+ w + 1)

(n+ w + 1)w![aiAq(λ
−1
ia + λ−1

ib ) + λ−1
ie γ + λ−1

ip ]
n+w+1

×2F1[1, n+ w + 1;n+ w + 2; (aiAq(λ
−1
ia + λ−1

ib )(λ
−1
ie γ + λ−1

ip )
−1 + 1)−1]

}
. (40)

2) Asymptotic Performance: To provide further insights into the closed-form expressions for

the outage probability and intercept probability, an asymptotic analysis (high-SNR regime) is

carried out for the GMM relay selection scheme.

Evidently, as PI → +∞, we have 1
1+λjp(λ

−1
ja +λ−1

jb )x
≈ 1− λjp(λ

−1
ja + λ−1

jb )x. Consequently, on

the basis of (B.3), we obtain the following approximation

FTi
(
y

x
) ≈ (

y

x
)k−1

[ ∏
j∈Dab−{i}

λjp(λ
−1
ja + λ−1

jb )
]
. (41)

Substituting (24) and (41) into (B.1) and (B.7), the asymptotic expressions of P3i and P4i are
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expressed, respectively, as

P3i ≈ 1

λibλip

[
∏

j∈Dab−{i}
λjp(λ

−1
ja + λ−1

jb )]

∫ ∞

0

∫ γx

0

yk−1

xk−1
[1− (λ−1

ia + λ−1
ib )y]dye

−λ−1
ip xdx

≈ (kλib)
−1λipγ

k
[ ∏
j∈Dab−{i}

λjp(λ
−1
ja + λ−1

jb )
]
, (42)

P4i ≈
λ−1
ip

λiaλib

∫ ∞

0

∫ γx

0

[
∏

j∈Dab−{i}
λjp(λ

−1
ja + λ−1

jb )]
yk−1

xk−1
(γx− y)dye−λ−1

ip xdx

≈ 2γk+1λ2
ip(k(k + 1)λiaλib)

−1
[ ∏
j∈Dab−{i}

λjp(λ
−1
ja + λ−1

jb )
]
. (43)

Plugging (42) and (43) into (30), P̂DNC−Dab
outb−GMM can be derived. Similarly to the derivation of

P̂DNC
out−MM , we can get P̂DNC

out−GMM .

Next, we study the asymptotic intercept probability of the GMM relay selection scheme. Let

βDab
= min

j∈Dab

[λjp(λ
−1
ja + λ−1

jb )]
−1. As PI → +∞, using (24) and (41), we have

Pr
{
Ti <

min{γia, γib}
|hip|2

}
≈ λ−2

ip

[ ∏
j∈Dab

λjp(λ
−1
ja + λ−1

jb )
] ∫ ∞

0

∫ βDab
x

0

(
y

x
)k−1dye−λ−1

ip xdx

= k−1(βDab
)k
[ ∏
j∈Dab

λjp(λ
−1
ja + λ−1

jb )
]
. (44)

In the same way, when PI → +∞, utilizing (24) and (41), we have

Pr
{
ΓDNC
ie > γ,

min{γia, γib}
|hip|2

> Ti

}
≈ λ−2

ip

[ ∏
j∈Dab

λjp(λ
−1
ja + λ−1

jb )
] ∫ ∞

0

∫ βDab
x

0

(
y

x
)k−1dy

×e−(λ−1
ip +λ−1

ie γ)xdx ≈ (1− λipλ
−1
ie γ)

2

k(βDab
)−k

[ ∏
j∈Dab

λjp(λ
−1
ja + λ−1

jb )
]

(45)

Plugging (44), (45), and the asymptotic CDFs of Γae and Γbe into (34), we can obtain

P̂DNC−Dab
intb−GMM =

∑
i∈Dab

(βDab
)k

k
[ λae

ϵ2α1λbeγ+λae
+

(1−λipλ
−1
ie γ)2ϵ2α1λ2

beγ

(ϵ2α2λaeγ+λbe)(ϵ2α1λbeγ+λae)
][

∏
j∈Dab

λjp(λ
−1
ja +λ−1

jb )]. Then,

employing the same method as in the derivation of P̂DNC
int−MM , the asymptotic intercept probability

P̂DNC
int−GMM can be derived.

IV. NUMERICAL RESULTS

In this section, Monte Carlo simulations are conducted to validate the theoretical results of the

proposed AN-aided opportunistic relay selection schemes. The simulation environment follows

DRAFT March 12, 2019



21

−20 −15 −10 −5 0 5 10 15 20
10

−6

10
−5

10
−4

10
−3

10
−2

10
−1

10
0

SNR(dB)

O
ut

ag
e 

pr
ob

ab
ili

ty

MM,M=6
MM,M=9
GMM,M=6
GMM,M=9
asymptotic(MM)
asymptotic(GMM)
simulation

Fig. 2. Outage probability versus SNR of the MM and GMM relay selection schemes with γ = 1.

the model of Section II where the nodes Sa, Sb, PR, E and Ri (i ∈ R) are located at (−1, 0),

(1, 0), (0, 1), (0,−1) and (0.05 cos 2πi
M
, 0.05 sin 2πi

M
), respectively. We assume all channels follow

Rayleigh fading. The average channel gain between two nodes is denoted as d−β , where d is

the Euclidean distance and β is the path loss exponent. Throughout the performance evaluation,

we set β = 3, α1 = α2 = ϵ2 = 1, ϵ1 = 0.02, and σ2
a = σ2

b = σ2
e = σ2

i = σ2. For convenience, we

denote PI

σ2 as the transmit SNR. In all figures, the theoretical curves of the outage probability and

intercept probability for the MM and GMM relay selection schemes are obtained by the analytical

results in Section III, and found to be perfectly matched with the Monte Carlo simulation results.

This verifies the correctness of the theoretical analysis.

Fig. 2 depicts the outage probability versus SNR for the MM and GMM relay selection

schemes. It is observed from Fig. 2 that the outage probability performance of the GMM scheme

is obviously better than that of the MM scheme. As for the impact of the number of secondary

relays on the outage probability performance, it can be seen that as M increases from 6 to

9, the outage probability of the proposed relay selection schemes are significantly improved. In

addition, we can observe from Fig. 2 that the asymptotic curves tightly approximate the analytical
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Fig. 3. Intercept probability versus the threshold γ of the MM and GMM relay selection schemes with SNR=10 dB.
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Fig. 4. Intercept probability versus SNR of the MM and GMM relay selection schemes with γ = 1.

curves in high SNR region, which confirms the correctness of our analysis.

Fig. 3 plots the intercept probability as a function of γ for the MM and GMM relay selection

schemes, where the SNR is 10 dB. It can be seen that the intercept probability of each relay

selection scheme almost has no change as the number of secondary relays increases. In addition,

with the same number of secondary relays, the intercept probability of the MM scheme is almost
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Fig. 5. Intercept probability versus SNR of the MM and GMM relay selection schemes with γ = 7.

equal to that of the GMM scheme. This is due to the fact that the proposed relay selection schemes 

do not take into account the CSI of wiretap links.

Figs. 4 and 5 show the exact and asymptotic intercept probability versus SNR of the proposed 

relay selection schemes with γ = 1 and γ = 7, respectively. Clearly, the MM relay selection 

scheme achieves almost the same intercept probability performance as the GMM relay selection 

scheme, given the same number of secondary relays. Moreover, increasing M has a negligible 

impact on the intercept probability of the MM/GMM relay selection, which is consistent with 

our observation in Fig. 3.

It can be seen from Figs. 2, 4 and 5 that the outage probability and intercept probability are 

increasing and decreasing functions of SNR, respectively. This implies that there exists a tradeoff 

between the security (intercept probability) and reliability (outage probability) of the MM and 

GMM relay selection schemes for the given M and γ. Based on this observation, we investigate the 

impact of M on the SRT performance of the proposed relay selection schemes with γ = 1 and γ = 

7 in Fig. 6. It can be seen that with the same number of secondary relays, the GMM scheme 

outperforms the MM scheme in terms of the SRT, indicating the advantage
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Fig. 6. The SRTs of the MM and GMM relay selection schemes with γ = 1 and γ = 7.
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Fig. 7. The SRTs of the MM and GMM relay selection schemes with M = 6.

of the GMM scheme. From Fig. 6, we can see that the SRT performance of the MM and GMM 

schemes is obviously improved as M increases from 6 to 9. Moreover, it can also be seen that the 

gap between the SRT curves of M = 6 and M = 9 for the GMM scheme is larger than that for the 

MM scheme. This indicates that the GMM scheme can more efficiently enhance the SRT 

performance by increasing the number of secondary relays.

DRAFT March 12, 2019



25

−20 −15 −10 −5 0 5 10 15 20

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

SNR(dB)

O
P

 +
 IP

MM,M=6,γ=1

MM,M=9,γ=1

GMM,M=6,γ=1

GMM,M=9,γ=1

MM,M=6,γ=7

MM,M=9,γ=7

GMM,M=6,γ=7

GMM,M=9,γ=7

simulation

Fig. 8. The sum of outage probability (OP) and intercept probability (IP) versus SNR of the MM and GMM relay selection 

schemes.

The SRT performance of the proposed relay selection schemes for different threshold values is 

studied in Fig. 7. Clearly, the SRT performance of the MM and GMM relay selection schemes 

is greatly improved as the threshold value γ increases from 1 to 7. Additionally, it can be 

noticed that the SRT performance improvement of the GMM scheme is similar to that of the 

MM scheme.

The sum of the outage probability and intercept probability versus SNR of the MM and GMM 

relay selection schemes is studied in Fig. 8, for different number of secondary relays, i.e., M = 6, 

9, and different threshold values, i.e., γ = 1, 7. It is shown that the sum probability performance of 

each relay selection scheme decreases as the number of secondary relays increases from 6 to 9. 

This observation essentially agrees with Fig. 6. Moreover, it is clear from this figure that, with the 

same threshold value, the sum probability performance of the GMM relay selection scheme is 

better than that of the MM scheme at the low/intermediate SNR. However, the MM and GMM 

schemes almost have the same sum probability performance at high SNR. Fig. 8 also indicates that 

for each relay selection scheme, the sum probability with γ = 7 outperforms the March 12, 2019 DRAFT



26

case with γ = 1 at low/intermediate SNR, which turns out contrary to that in high SNR region.

V. CONCLUSION

In this paper, we proposed two AN-aided opportunistic relay selection schemes, namely the 

MM and GMM relay selection, to enhance the PLS in an underlay wiretap CTWRN. We 

investigated the performance of those two schemes, and derived exact closed-form expressions 

for the outage probability and intercept probability. To gain more insights, we further conduct 

asymptotic analysis of the proposed schemes at high SNR, and also derived closed-form approx-

imate expressions for the outage probability and intercept probability. Based on the obtained 

closed-from outage probability and intercept probability, we studied the SRT performance of the 

MM and GMM relay selection schemes, and found that the GMM scheme outperforms the MM 

scheme in terms of the SRT for the given number of secondary relays and the threshold value 

γ. It was also illustrated that the SRT performance of both MM and GMM relay selection could 

be significantly improved by increasing M or γ. Moreover, with the same threshold value γ, the 

improvement of SRT performance of the GMM relay selection is more evident than that of the 

MM scheme as the number of secondary relays increases.

Besides the DF-DNC relaying protocol, the DF-ANC is another important relaying protocol 

for the underlay wiretap CTWRNs. However, we found that the exact and asymptotic closed-

form outage probability and intercept probability of the MM and GMM relay selection schemes 

for the DF-ANC relaying strategy can also be derived by the method adopted in this paper, 

and, in addition, the SRT performance of the GMM scheme remains better than that of the MM 

scheme. Finally, we only explored the SRT performance of the MM and GMM relay selection 

schemes, but examining other secrecy performance metrics including secrecy outage probability, 

secrecy diversity order, and secrecy capacity of the MM and GMM relay selection schemes for 

the underlay wiretap CRTWRs is also a promising extension.
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APPENDIX A

DERIVATION OF Pr{Dab} AND P̂r{Dab}

Since Γa1, · · · ,ΓaM have the common term X = |h(1)
ap |2+α1|h(1)

bp |2, the probability of Da can

be represented as

Pr {Da} =

∫ ∞

0

fX(x)
∏

j1∈Da

Pr
{ γ

(1)
aj1

ϵ1α1γ
(1)
bj1

+ x
> γ

} ∏
j2 /∈Da

Pr
{ γ

(1)
aj2

ϵ1α1γ
(1)
bj2

+ x
< γ

}
dx, (A.1)

where γ = 23r − 1. Let T1j =
γ
(1)
aj

ϵ1α1γ
(1)
bj +x

, whose cumulative distribution function (CDF) is

expressed as

FT1j
(γ) =

∫ ∞

0

Pr{γ(1)
aj < (x+ ϵ1α1y)γ}fγ(1)

bj
(y)dy = 1− λaj

ϵ1α1λbjγ + λaj

e−λ−1
aj γx. (A.2)

Substituting (A.2) into (A.1), and making use of the multinomial expansion formula
∏
j∈D

(1−xj) =

|D|∑
l=0

∑
E⊂D,|E|=l

(−1)l[
∏
j∈E

xj], the probability of Da can be rewritten as

Pr {Da} =
[ ∏
j1∈Da

λaj1

ϵ1α1λbj1γ + λaj1

]M−ma∑
l=0

∑
E⊂Dc

a,|E|=l

[ ∏
j2∈E

−λaj2

ϵ1α1λbj2γ + λaj2

] ∫ ∞

0

fX(x)

eδDaEx
dx,(A.3)

where Dc
a = R−Da and δDaE =

∑
j2∈E

λ−1
aj2

+
∑

j1∈Da

λ−1
aj1

.

On the other hand, the CDF of X can be calculated as

FX(x) =

∫ x

0

Pr{|α1|h(1)
bp |

2 < x− y}f|h(1)
ap |2(y)dy = 1− λape

− 1
λap

x

λap − α1λbp

− α1λbpe
− 1

α1λbp
x

α1λbp − λap

. (A.4)

Differentiating FX(x) with respect to x, the probability density function (PDF) of X is given

by

fX(x) = (λap − α1λbp)
−1(e

− 1
λap

x − e
− 1

α1λbp
x
). (A.5)

Substituting (A.5) into (A.3) and calculating the corresponding integral gives the probability

of Da as

Pr {Da} =
M−ma∑
l=0

∑
E⊂Dc

a,|E|=l

[ ∏
j1∈Da

λaj1

ϵ1α1λbj1γ + λaj1

][ ∏
j2∈E

−λaj2

ϵ1α1λbj2γ + λaj2

](δDaEλap + 1)−1

δDaEα1λbp + 1
.(A.6)
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By means of the same method, the probability Pr{Db} can be derived. Moreover, based on

the assumption that coefficients of different wireless channels are statistically independent, the

probability of Dab is expressed as Pr{Dab} = Pr{Da}Pr{Db}. Consequently, the closed-form

expression of the probability Pr{Dab} can be obtained.

According to the basic mathematical analysis theory, as PI → +∞, we have Γai ≈ γ
(1)
ai

ϵ1α1γ
(1)
bi

.

Therefore, the asymptotic probability of Γai can be written as FΓai
(γ) ≈ 1 − λai

ϵ1α1λbiγ+λai
. The

justification of this approximation is given in Remark 3. Making use of (A.1) and the asymptotic

approximation of FΓai
(γ), the asymptotic probability of Da is given by

P̂r{Da} =
[ ∏
j1∈Da

λaj1

ϵ1α1λbj1γ + λaj1

][ ∏
j2 /∈Da

ϵ1α1λbj2γ

ϵ1α1λbj2γ + λaj2

]
. (A.7)

In the same way, the asymptotic probability P̂r{Db} can be obtained. Thus, the asymptotic

probability P̂r{Dab} can be easily derived.

APPENDIX B

DERIVATION OF P3i AND P4i

Since γia and Ti are statistically independent, we can expressed P3i as follows:

P3i =

∫ ∞

0

∫ γx

0

Pr {γia > y}Pr
{
Ti <

y

x

}
fγib(y)f|hip|2(x)dydx. (B.1)

To obtain the closed-form expression of P3i, we first calculate the CDF of Ti. Let T2j =

min{γja,γjb}
|hjp|2 , whose CDF is given by

FT2j
(x) = 1− [λjp(λ

−1
ja + λ−1

jb )x+ 1]−1. (B.2)

Note that, based on the assumption in subsection II. A, we can conclude that T21, · · · , T2M are

statistically independent. Therefore, the CDF of Ti can be evaluated as

FTi
(x) =

[ ∏
j∈Dab−{i}

FT2j
(x)

]
=

k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

(−1)l
[∏
j∈A

(λjp(λ
−1
ja + λ−1

jb )x+ 1)−1
]
. (B.3)

DRAFT March 12, 2019



29

According to the basic theory of mathematical analysis [37, Chapter V], we can take FTi
( y
x
)

as the summation of rational functions, and express FTi
( y
x
) as

FTi
(
y

x
) =

∼∑
(−1)l

giAq
n xn

(y + aiAqx)n
, (B.4)

where
∼∑

=
k−1∑
l=0

∑
A⊂Dab−{i},|A|=l

∑
p1+···+pN=l

N∑
q=1

pq∑
n=1

. A detailed interpretation for the derivation of

(B.4) is given in Remark 5.

Substituting (B.4) into (B.1), we can rewrite P3i as

P3i =
∼∑
(−1)l

giAq
n

λib

∫ ∞

0

∫ γx

0

e−(λ−1
ia +λ−1

ib )y

(y + aiAqx)n
dy︸ ︷︷ ︸

I1(x)

xnf|hip|2(x)dx. (B.5)

To derive P3i, the integral I1(x) needs to be solved. Applying [38, Eq.3.353.1], [38, Eq.3.353.2],

and [38, Eq.1.211.1], I1(x) is calculated as

I1(x) =

∫ ∞

0

e−(λ−1
ia +λ−1

ib )y

(y + aiAqx)n
dy −

∫ ∞

γx

e−(λ−1
ia +λ−1

ib )y

(y + aiAqx)n
dy

=
[−(λ−1

ia + λ−1
ib )]

n−1

(n− 1)!

{ n−1∑
d=1

(d− 1)!

[−(λ−1
ia + λ−1

ib )]
d

[ x−d

adiAq

− x−de−(λ−1
ia +λ−1

ib )γx

(γ + aiAq)d

]
+

∞∑
w=0

[(λ−1
ia + λ−1

ib )aiAq]
w

w!x−w

[
Ei
( −(γ + aiAq)x

(λ−1
ia + λ−1

ib )
−1

)
− Ei

( −aiAqx

(λ−1
ia + λ−1

ib )
−1

)]}
,(B.6)

where Ei(·) is the exponential integral Ei(x) =
∫ x

−∞ e−tt−1dt. Then, plugging I1(x) into (B.5),

using [38, Eq.3.351.3], [38, Eq.6.228.2] and Gauss hypergeometric function [38, Eq.9.14.2],

taking some algebraic manipulations, we can obtain the closed-form expression of P3i in (31).

Following the same steps as outlined in the derivation of P3i, P4i can be expressed as

P4i =

∫ ∞

0

∫ γx

0

Pr{y < γib < γx}Pr
{
Ti <

y

x

}
fγia(y)dyf|hip|2(x)dx. (B.7)

Substituting (B.4) into (B.7), P4i can be rewritten as

P4i =
λibP3i

λia

−
∼∑ (−1)lgiAq

n

λia

∫ ∞

0

∫ γx

0

xnf|hip|2(x)
e−λ−1

ia yeγλ
−1
ib x

(y + aiAqx)n
dydx. (B.8)

Consequently, adopting the same approach as in the derivation of P3i, the closed-form expres-

sion of P4i is given in (32).

March 12, 2019 DRAFT



30

REFERENCES

[1] S. Haykin, “Cognitive radio: brain-empowered wireless communications,” IEEE J. Sel. Areas Commun., vol.

23, no. 2, pp. 201-220, Feb. 2005.

[2] B. Rankov and A. Wittneben, “Spectral efficient protocols for half-duplex fading relay channels,” IEEE J. Sel.

Areas Commun., vol. 25, no. 2, pp. 379-389, Feb. 2007.

[3] T. T. Duy and H. Y. Kong, “Exact outage probability of cognitive two-way relaying scheme with opportunistic

relay selection under interference constraint,” IET Commun., vol. 6, no. 16, pp. 2750-2759, Nov. 2012.

[4] X. Zhang, Z. Zhang, J. Xing, and R. Yu, “Exact outage analysis in cognitive two-way relay networks with

opportunistic relay selection under primary user’s interference,” IEEE Trans. Veh. Tech., vol. 64, no. 6, pp.

2502-2511, Aug. 2015.

[5] A. Afana, A. Ghrayeb, V. R. Asghari, and S. Affes, “Distributed beamforming for two-way DF relay cognitive

networks under primary-secondary mutual interference,” IEEE Trans. Veh. Tech., vol. 64, no. 9, pp. 3918-3930,

Sep. 2015.

[6] B. Zhong and Z. Zhang, “Opportunistic two-way full-duplex relay selection in underlay cognitive networks,”

IEEE Syst. J., vol. 12, no. 1, pp. 725-734, Jan. 2018.

[7] Y. Zou, J Zhu, X. Wang, and L. Hanzo, “A survey on wireless security: technical challenges, recent advances,

and future trends,” Proc. IEEE, vol. 104, no. 9, pp. 1727-1765, Sep. 2016.

[8] Y. Wu, A. Khisti, C. Xiao, G. Caire, K. K. Wong, and X. Gao, “A survey of physical layer security techniques

for 5G wireless networks and challenges ahead,” IEEE J. Sel. Area Commun., vol. 36, no. 4, pp. 679-695, Apr.

2018.

[9] S. Goel and R. Negi, “Guaranteeing secrecy using artificial noise,” IEEE Trans. Wireless Commun., vol. 7, no.

6, pp. 2180-2189, Jun. 2008.

[10] J. Huang and A. L. Swindlehurst, “Robust secure transmission in MISO channels based on worst-case

optimization,” IEEE Trans. Signal Process., vol. 60, no. 4, pp. 1696-1707, Apr. 2012.

[11] J. Hu, Y. Cai, N. Yang, X. Zhou, and W. Yang, “Artificial-noise-aided secure transmission scheme with limited

training and feedback overhead,” IEEE Trans. Wireless Commun., vol. 16, no. 1, pp. 193-205, Jan. 2017.

[12] Y. Liu, J. Li, and A. P. Petropulu, “Destination assisted cooperative jamming for wireless physical-layer

security,” IEEE Trans. Inf. Forensics Security, vol. 8, no. 4, pp. 682-694, Apr. 2013.

[13] Y. Yang, C. Sun, H. Zhao, H. Long, and W. Wang, “Algorithms for secrecy guarantee with null space

DRAFT March 12, 2019



31

beamforming in two-way relay networks,” IEEE Trans. Signal Process., vol. 62, no. 8, pp. 2111-2126, Apr.

2014.

[14] J. P. Vilela, M. Bloch, J. Barros, and S. W. Mclaughlin, “Wireless secrecy regions with friendly jamming,”

IEEE Trans. Inf. Forensics Security, vol. 6, no. 2, pp. 256-266, Jun. 2011.

[15] H. M. Wang, M. Luo, Q. Yin, and X. G. Xia, “Hybrid cooperative beamforming and jamming for physical-

layer security of two-way relay networks,” IEEE Trans. Inf. Forensics Security, vol. 8, no. 12, pp. 2007-2020,

Dec. 2013.

[16] Y. Wu, R. Schober, D. W. K. Ng, C. Xiao, and G. Caire, “Secure massive MIMO transmission with an active

eavesdropper,” IEEE Trans. Inf. Theory, vol. 62, no. 7, pp. 3880-3890, Jul. 2016.

[17] A. Kuhestani, A. Mohammadi, and P. L. Yeoh, “Optimal power allocation and secrecy sum rate in two-way

untrusted relaying networks with an external jammer,” IEEE Trans. Commun., vol. 66, no. 6, pp. 2671-2684,

Jun. 2018.

[18] G. Zheng, I. Krikidis, J. Li, A. P. Petropulu, and B. Ottersten, “Improving physical layer secrecy using full-

duplex jamming receivers,” IEEE Trans. Signal Process., vol. 61, no. 20, pp. 4962-4974, Oct. 2013.

[19] J. Zhang, G. Pan, and H. M. Wang, “On physical-layer security in underlay cognitive radio networks with

full-duplex wireless-powered secondary system,” IEEE Access, vol. 4, pp. 3887-3893, Jul. 2016.

[20] N. H. Mahmood, I. S. Ansari, P. Popovski, P. Mogensen, and K. A. Qaraqe, “Physical-layer security with

full-duplex transceivers and multiuser receiver at eve,” IEEE Trans. Commun., vol. 65, no. 10, pp. 4392-4405,

Oct. 2017.

[21] Y. Zou, X. Wang, and W. Shen, “Optimal relay selection for physical-layer security in cooperative wireless

networks,” IEEE J. Sel. Areas Commun., vol. 31, no. 10, pp. 2099-2111, Oct. 2013.

[22] L. Wang, Y. Cai, Y. Zou, W. Yang, and L. Hanzo, “Joint relay and jammer selection improves the physical

layer security in the face of CSI feedback delays,” IEEE Trans. Veh. Tech., vol. 65, no. 8, pp. 6259-6274, Aug.

2016.

[23] X. Liao, Y. Zhang, Z. Wu, Y. Shen, X. Jiang, and H. Inamura, “On security-delay trade-off in two-hop wireless

networks with buffer-aided relay selection,” IEEE Trans. Wireless Commun., vol. 17, no. 3, pp. 1893-1906, Mar.

2018.

[24] J. Chen, R. Zhang, L. Song, Z. Han, and B. Jiao, “Joint relay and jammer selection for secure two-way relay

networks,” IEEE Trans. Inf. Forensics Security, vol. 7, no. 1, pp. 310-320, Feb. 2012.

March 12, 2019 DRAFT



32

[25] C. Zhang, J. Ge, J. Li, F. Gong, and H. Ding, “Complexity-aware relay selection for 5G large-scale secure

two-way relay systems,” IEEE Trans. Veh. Tech., vol. 66, no. 6, pp. 5461-5465, Jun. 2017.

[26] P. N. Son and H. Y. Kong, “Exact outage probability of two-way decode-and-forward scheme with opportunistic

relay selection under physical layer security,” Wireless Pers. Commun., vol. 74, no. 2, pp. 2889-2917, Mar. 2014.

[27] X. Ding, T. Song, Y. Zou, X. Chen, and L. Hanzo, “Security-reliability tradeoff analysis of artificial noise

aided two-way opportunistic relay selection,” IEEE Trans. Veh. Tech., vol. 66, no. 5, pp. 3930-3941, May. 2017.

[28] H. Sakran, O. Nasr, M. Shokair, E. S. El-Rabaie, and A. A. El-Azm, “Proposed relay selection scheme for

physical layer security in cognitive radio networks,” in Proc. IEEE Int. Wireless Commun. and Mobile Computing

Conf. (IWCMC), Limassol, Cyprus, Aug. 2012, vol. 6, pp. 1052-1056.

[29] Y. Zou, B. Champagne, W. P. Zhu, and L. Hanzo, “Relay-selection improves the security-reliability trade-off

in cognitive radio systems,” IEEE Trans. Commun., vol. 63, no. 1, pp. 215-228, Jan. 2015.

[30] Y. Liu, L. Wang, T. T. Duy, M. Elkashlan, and T. Q. Duong, “Relay selection for security enhancement in

cognitive relay networks,” IEEE Wireless Commun. Lett., vol. 4, no. 1, pp. 46-49, Feb. 2015.

[31] M. Li, H. Yin, Y. Huang, and Y. Wang, “Impact of correlated fading channels on cognitive relay networks

with generalized relay selection,” IEEE Access, vol. 6, pp. 6040-6046, Oct. 2017.

[32] T. Zhang, Y. Huang, Y. Cai, C. Zhong, W. Yang, and G. Karagiannidis, “Secure multi-antenna cognitive

wiretap networks,” IEEE Trans. Veh. Tech., vol. 66, no. 5, pp. 4059-4072, May. 2017.

[33] Y. Zou, X. Li, and Y. C. Liang, “Secrecy outage and diversity analysis of cognitive radio systems,” IEEE J.

Sel. Areas Commun., vol. 32, no. 11, pp. 2222-2236, Nov. 2014.

[34] Y. Wu, J. B. Wang, J. Wang, R. Schober, and C. Xiao, “Secure transmission with large numbers of antennas

and finite alphabet inputs,” IEEE Trans. Commun., vol. 65, no. 8, pp. 3614-3628, Aug. 2017.

[35] M. Love, Probability theory, 4th ed. Springer-Verlag Berlin Heidelberg, 1977.

[36] I. Bang, M. K. Su, and K. S. Dan, “Adaptive multiuser scheduling for simultaneous wireless information and

power transfer in a multicell environment,” IEEE Trans. Wireless Commun., vol. 16, no. 11, pp. 7460-7474,

Nov. 2017.

[37] V. A. Zorich, Mathematical analysis, 2th ed. Springer-Verlag Berlin Heidelberg, 2015.

[38] I. S. Gradshteyn and I. M. Ryzhik, Table of integrals, series, and products, 7th ed. Amsterdam, The

Netherlands: Elsevier, 2007.

DRAFT March 12, 2019


