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Guest Editorial
Special Issue on Security and Forensics of Internet

of Things: Problems and Solutions

THE Internet of Things (IoT) has experienced a signif-
icant growth over the last years and Gartner predicts

that, by 2020, 21 billion IoT endpoints will be in use. The
potential behind widespread usage of small devices capable of
collecting, transmitting or acting upon data has been fueling
the interest both from the industry and the academia. Security
and forensics are two of the topics facing major challenges in
this paradigm, on par with or even more prominent than other
computing paradigms. Aspects such as low processing power
and small storage capacity of such IoT devices contribute to
their typically poor built-in security and forensics capabilities.
Their reliance on Cloud Computing and mobile apps to operate
and provide services increase the attack surface, distributing
the collection of digital evidence and making reconstruction
activities (to answer questions as what, where, when, who,
why and how) harder.

Towards this end, this Special Issue approaches advance-
ments in security and forensics solutions for the challenges
that IoT systems have created. The Call for Papers was issued
in April 2018, with the submission deadline set as 15 August
2018. We have received 56 submissions, from which 12 high-
quality papers were selected.

The paper “LoRa-Key: Secure Key Generation System for
LoRa-based Network”, by Xu et al., presented a protocol for
generating keys on a Long Range (LoRa) network, through
the usage of randomness in the Received Signal Strength
Indicator (RSSI). The authors investigated the feasibility of
key generation in indoor and outdoor environments, in both
static and mobile scenarios, in terms of data rate and dis-
tance. They then developed the two main steps of the key
generation protocol: signal processing, where data from the
RSSI is filtered and then interpolated, and key generation,
where the RSSI samples are converted into bits, and then
passed through two other stages, reconciliation, to correct any
potential errors, and privacy amplification, to avoid revealing
too much information on the exchanged key. The authors
performed a security analysis on their method, to evaluate the
quality of the developed solution, and a performance analysis
on entropy, bit rate, reconciliation method, and comparison
to the IEEE 802.15.4 standard. Their results show that their
method can correctly generate a key in two nodes under
different environments, but low datarates is a problem left open
for future work.

The paper “Enhancement of a Lightweight Attribute-Based
Encryption Scheme for the Internet of Things”, by Tan et al.,
presented improvements to a lightweight key-policy attribute-
based encryption (KP-ABE) scheme for the IoT. The authors
argued that the original KP-ABE is not secure under Chosen-
Plaintext Attack (CPA) due to the key generation algorithm
being partially deterministic. They presented their solution and
improvement of the encryption scheme, and extended it to
support role delegation by means of a hierarchical KP-ABE
(H-KP-ABE), mainly for application in decentralized systems.
The performed tests show that the changes to the scheme have
no impact on its performance, and the H-KP-ABE variant is
compared to several other schemes, with the proposed scheme
being among the fastest in terms of performance. While not
being proven secure under a stringent model, the authors
consider it to depict a good compromise between security and
performance.

The paper “IoT Forensics: Amazon Echo as a Use Case”, by
Li et al., presented a forensic model for IoT systems, capable
of aiding in identification, preservation, analysis and presen-
tation of forensic artifacts from IoT systems. The four stages
work as follows. Identification first classifies the scenario, with
IoT being a target, a tool or a witness for the alleged offense,
and then attempts to identify all potential data sources, relevant
time-periods, accessibility and data types. Preservation focuses
on data extraction from the memory of the IoT device, be it
volatile memory, storage, cache or other intermediate buffers.
Analysis then delves into the data collected in the previous
stage, that is then processed and finally compiled for the
presentation stage. A practical use case is then elaborated by
the authors for an Amazon Alexa enabled device, the Amazon
Echo, using the proposed forensic model. The authors finally
discussed several challenges for IoT forensics, such as the
identification of data sources, the spread of evidence across
different platforms (e.g., cloud platforms that IoT systems can
interact or integrate with), and the need to design forensics-
friendly devices, to ease the collection of data.

The paper “Fractional-Order Spatial Steganography and
Blind Steganalysis for Printed Matter: Anti-Counterfeiting for
Product External Packing in Internet-of-Things”, by Pu et
al., presented a construction for a Fractional-order Spatial
Steganography (FSS) and a Fractional-order Blind Steganal-
ysis (FBS) for printed materials. These apply to the IoT for
anti-counterfeiting and tampering detection on, e.g., packages,
paper documents, currencies, paintings, or signatures, where
it can be applied during transfer phases through the usage of
IoT devices. According to the authors, digital steganography is
traditionally not applicable to printed material. Their method
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is capable of hiding information with FSS and detecting it
through FBS, with their approach being resistant to statistics,
rotation and distortion, cropping, scaling, noise, and colour
copy attacks. The main challenges left open by the authors per-
tain to the improvement of the performance of the algorithms
and benchmarking on mobile devices, and potential application
of the methods to three-dimensional printable objects.

The paper “RSMA: Reputation System-based Lightweight
Message Authentication Framework and Protocol for 5G-
enabled Vehicular Networks”, by Cui et al., presented a pro-
tocol for authenticating messages in a 5G vehicular network,
based on reputation, where a Trusted Authority (TA) defines
the reputation of each vehicle, which will then be used as
a threshold through which that vehicle is allowed or not to
communicate with the network. The reputation system uses
feedback given on the usefulness of messages sent by a given
vehicle from other vehicles, that is then communicated to the
TA, which filters and updates reputation locally, and then
broadcasts to the network. The TA is also responsible for
registering new vehicles, and providing credit reference (CR)
and private key when the vehicle is considered trustworthy,
so it can be part of the communication. The authors per-
formed a security analysis on their framework and protocol,
and analyzed the performance and computational costs in
comparison to other schemes, concluding that the proposal had
a lower communication cost. They also performed a working
simulation of their system to demonstrate the validity of the
reputation system.

The paper “Secure Beamforming Design in Relay-Assisted
Internet of Things”, by Huang et al., presented a Coopera-
tive Non-Orthogonal Multiple Access (NOMA) transmission
scheme, where an IoT device harvests energy to aid an-
other device to transmit. These schemes attempt to maximize
the Secrecy Sum Rate (SSR) under three main constraints,
transmission power, successive interference cancellation and
quality of service, for which a Cooperative Simultaneous
Wireless Information and Power Transfer (SWIPT) secure
transmission protocol, an Artifical Noise (AN)-aided secure
beamforming scheme for passive eavesdropping scenarios, and
an orthogonal projection-based secure beamforming design
scheme for active eavesdropping scenarios were developed
and tested. The simulation results presented by the authors
indicate a superior SSR performance when compared to other
previously proposed schemes.

The paper “System Statistics Learning-Based IoT Security:
Feasibility and Suitability”, by Shinde et al., presented a
framework that uses system statistics to define the functioning
of an IoT device and detect anomalies and problems through
machine learning models. The authors tested three different
predictive models for statistical learning to model the be-
haviour of an IoT system (linear regression, neural networks
and recurrent neural networks) and compared their compu-
tation costs. In the anomaly detection phase, three statistical
methods were used: local outlier factor, cumulative statistics
threshold, and adaptive online thresholding. The models were
trained and tested for each phase, with four different cyber
attacks (unauthorized access, port scanning, flooding and virus
infection), used to perform attack simulations and evaluate the

performance of the different models and their effectiveness.
It was concluded that linear regression and adaptive online
thresholding exhibit the best compromise between perfor-
mance and detection rate.

The paper “Chained Compressed Sensing: A Block-Chain-
Inspired Approach for Low-cost Security in IoT Sensing”, by
Mangia et al., proposed a solution for Compressed Sensing
(CS) acquisition based on the blockchain technology, to enable
secure data transmission between IoT nodes and a gateway.
This CS, which acquires and compresses a signal that is
then transformed into information (described as an analog-
to-information interface) is used as a cryptographic primitive.
In adapting the CS into a blockchain process, the CS behaves
similarly to a block cipher. This is done over two variants,
chaining measurements and sparse inputs. The authors then
perform a security analysis, and show how their solution has
some resistance, though not to the extent of the Advanced
Encryption Standard (AES) (a compromise is made for better
performance) to Known-Plaintext Attacks (KPA), Ciphertext-
Only Attacks (COA), and Man-in-the-Middle (MitM) attacks
when CS is used in the sparse inputs variant. They demonstrate
that their solution provides a significant reduction in overhead
when compared to AES in a practical example with a system
for acquiring ECG data.

The paper “Groundwork for Neural Network-Based Specific
Emitter Identification Authentication for IoT”, by McGinthy et
al., presented a study on the usage of Neural Network (NN)-
based Specific Emitter Identification (SEI) algorithms for
authenticating IoT nodes on a network. The approach uses only
In-phase and Quadrature (IQ) streams of the emitted signal to
perform the authentication. A generic IoT model is defined,
to try and adapt the algorithms. Three network topologies
(star-of-stars, sparsely-connected mesh and densely-connected
mesh) are defined, and devices are classified as edge devices,
access points, central controllers and others. Three different
approaches are explored: one-way SEI, mutual authentication
through a secondary device, and authentication-as-a-service.
Testing is then performed on two distinct devices, a Xeon
server and Raspberry Pi Zero, to gauge performance on a
central controller and edge device. The results show that, while
feasible, improvements in latency and memory requirements
are still needed, as well as improving the algorithms to be able
to deploy them in more resource-constrained devices.

The paper “Physical Layer Security Enhancement for In-
ternet of Things in the Presence of Co-channel Interference
and Multiple Eavesdroppers”, by Ssettumba et al., presented
a study on the impact of co-channel interference and the
existence of eavesdroppers in the hybrid TAS/tSD physi-
cal layer security (PHY) scheme, which combines Trans-
mit Antenna Selection (TAS) with threshold-based Switched
Diversity (tSD). Two eavesdropping cases are approached:
colluding and non-colluding. The authors also propose a power
allocation model to improve secrecy performance through
minimization of the Asymptotic Secrecy Outage Probability
(ASOP). The tests conducted by the authors indicate that the
proposed model has superior secrecy performance.

The paper “DER-TEE: Secure Distributed Energy Resource
Operations through Trusted Execution Environments”, by Se-
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bastian et al., presented a Trusted Execution Environment
(TEE)-based architecture for smart inverters, capable of pre-
venting tampering of telemetry data in smart power inverters
(device that changes direct current into alternating current).
The architecture is composed of three main components, a
TEE, a Rich Execution Environment (REE), and a set of soft-
ware tools that allow the REE to obtain data from applications
running in the TEE. The architecture allows for secure auditing
of the power output, protecting the system from having its
telemetry data tampered with. To evaluate the system, an attack
surface was defined, split between the attack surface of the
TEE, the REE, and the communication between them. The
obtained results showed that the architecture provides a secure
way to audit the power output.

The paper “Detection and Isolation of False Data Inject
Attack in Smart Grids via Nonlinear Interval Observer”, by
Wang et al., presented a method for detection of false data
inject attacks in smart grids. It is based on a nonlinear
interval observer. The authors divided the grid into smaller grid
subareas. To detect an attack on each subarea, the nonlinear
interval observer takes into account external disturbances in a
nonlinear dynamic model together with the measurement of
the output of sensors in that subarea. The authors performed
simulations of the false data inject attacks, and the achieved
results showed the efficacy of the proposed detection and
isolation algorithms.
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