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Abstract 

The rapid growth in the bring your own device (BYOD) phenomenon, has resulted in the 

introduction of personal mobile devices in the Enterprise environment. The benefit derived from 

embracing BYOD in organisations is enhanced mobility of employees and the reduced equipment 

cost to Enterprises. An effective BYOD management is required to protect company data as 

diverse mobile devices are finding their way into the enterprise. Available mobile device statistics 

revealed that 52% of these devices are either lost or stolen worldwide, this becomes a major 

security concern amid risk of exposure of sensitive and important corporate data. 

The highlighted risks to the enterprises requires a solution to safeguard, reduce and attempt to 

mitigate security breaches. This research seeks to answer the following how intrusion detection is 

leading to increase in cybercrime? Rational look at security challenges for BYOD and how secure 

is BYOD? 

The rapid application development (RAD) methodology was applied in this research to prototype 

a scanning and detection technique to prevent or mitigate threats from BYOD to the enterprise 

environment. The developed application is a scanner and firewall that will be able to scan, monitor 

and mitigate malicious attacks on BYOD and present results of scanned devices, ports and blocked 

devices with a 95% accuracy.  
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Chapter 1: Introduction 

1.1 Introduction           

The increase in the market availability of numerous personal electronic gadgets (smartphones, 

tablets, laptops) with vast processing power and storage capabilities finding their way into 

enterprises has seen the growth of the BYOD phenomena, many enterprises are now asking their 

employees to use their own personal devices to access and use enterprise resources, this is called 

bring your own device. In this research bring your own device (BYOD) means someone coming 

with their own device connecting to the corporate network and using it to conduct work. The term 

mobile device describes a handheld computer or tablet made for portability whilst others describe 

it as portable, wireless computing device that is small enough to be used while held in the hand. 

Globally the rapid adoption of mobile devices in particular smartphones has grown exponentially 

from 2.1 billion smartphones users in 2016 to around 2.5 billion by 2019 (Statista, 2019). A 

smartphone for the purpose of this research is a mobile phone with many functions of a computer. 

The number of mobile phone users in the world in 2018 was at 4.9 billion, making mobile devices 

usage outstrip computers three to one. The number of mobile devices at 7.22 billion entails that 

the growth has been quite exponential surpassing the world population and still growing making 

it the fastest growing phenomenon (Zachary D.B, 2014).  

The identified research gap of mobile security weakness is being compounded due to the high 

adoption of mobile devices by employees. The bringing of personally owned devices (laptops, 

tablets and smartphones) to the workplace and using these devices to access privileged company 

applications and information exposes the enterprise to cyber-attack risk. As the world continues to 

be increasingly connected, enterprises have now found themselves vulnerable to security threats 

and breaches as the bring your own device phenomena has been embraced in the workplace, these 

mobile devices also connect to the internet widening the attack vector and becoming a futile ground 

for attacks from hackers plus other malicious users. According to Cybersecurity Insights Report, 

(2017), 40% of organisations have suffered due to employee’s mobile devices being compromised 

in the past twelve months. In the research gap it was also noted a serious vulnerability exists in 

that mobile devices handsets do not detect attacks by default, leaving the burden of this critical 

task to security aware users to install applications to detect and prevent attacks on mobile handsets. 

This points out to the fact that mobile manufacturers have a vital role to play in mitigating the 
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proliferation and prevention of these vulnerabilities or create remedies on this click-driven 

interface.  

The rising popularity of the bring your device (BYOD) has seen employees performing work-

related tasks through their own mobile devices. The authorisation of employee-owned devices in 

the enterprise is a challenge to the IT administrator as there are many security risks, non-standard 

user settings, lack of anti-virus on the devices which leads to attacks. These attacks exploit 

weakness inherent in smartphones that can come from the communication mode short message 

service (SMS-text messaging), multimedia messaging service (MMS), Wi-Fi, Bluetooth and GSM. 

Security countermeasures for smartphones focus on different layers of software, to the 

dissemination of information to end users. These practices need to be observed at all levels from 

design to use, development of operating system, software layers and downloadable applications. 

From a mobile device security perspective, the research sort to prevent or mitigate the stealing of 

data be it personal or corporate sensitive information and the focus will be on Android the most 

widely-used operating system in the world created by Google. In this research android will be an 

open source operating system used for smartphones and tablet computers.   

 

1.2 Problem Statement 

This research is concerned with the following problem or issue. The embracing of ubiquitous 

computing has seen the increase and usage of personal mobile devices on enterprise systems to 

access corporate services, this has exposed the business to serious security risk as the enterprise 

security mechanisms are compromised by the personal mobile device (Sen, 2012). The number of 

mobile devices now connecting to network poses a great challenge for IT departments (Ismail, 

2017) whose owners lack appreciation to security issues as humans are perceived to be the weakest 

link as technology has evolved to become more user centric, there is a tendency to over trust people 

in their usage of mobile devices this leads to poor decisions which exposes the enterprises to 

breaches. In this research paper we will review the security model of smartphones (android) to 

better understands the impact these devices will continue to have as their adoption and usage grows 

within enterprises. The solution offered for the described problem is to develop a networking 

scanning tool to be called NetScan that will scan, detect and disrupt unauthorised processes 
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running on mobile devices. The tool should be able to display incidences and terminate identified 

breaches in real-time. 

 

1.3 Research Objectives 

The overall objective for this research is to create a mobile network scanning (NetScan) tool to 

detect and terminate unwanted processes on BYOD. 

 This research is concerned with the following: 

i. To identify mobile security weaknesses that are exploited by cyber attackers. 

ii. To identify and review the current security approaches used in mobile devices. 

iii. To design, develop, test mobile based information security application tool to improve 

breaches detection. 

iv. To validate the effectiveness of the developed information security application tool 

targeting mobile devices. 

 

1.4 Research Questions 

The research questions that will be addressed regarding this problem: 

i. What mobile security weaknesses are being exploited and inherent in mobile devices? 

ii. What are the current security approaches used in mobile devices?  

iii. How can the proposed solution be designed, developed, tested? 

iv. Does the developed tool detect and terminate unwanted processes on the enterprise 

network?  

 

1.5 Scope and Limitations  

This research will be limited to security of bring your own device (BYOD) focusing on the mobile 

device (smartphones) which use android software which is open source, thus this increase the risk 

of attacks. It seeks to develop a mobile device security application tool for detecting and 

terminating malicious activities. The research focused only on the android platform and android 

driven mobile applications. This can then be further developed for commercial use in the future 

and also to look at the other mobile operating systems. 

 



  

4 
 

1.6 Research Relevance  

This research will seek to provide a mobile based application tool to scan and detect malicious 

activity on the mobile device to help organisations in better management of smartphones that now 

connect to the corporate enterprise network. In the process raise awareness of the dangers of 

downloading and installing software without authenticating. An overview of existing tools has 

established that these tools are limited to applications and a few address the identified research gap 

of security at operating system level while using android an open source software. This open source 

platform makes it an attractive attack environment for hackers as numerous developers are 

involved in producing numerous flavours of the operating system for use in mobile devices. 

 

1.7 Summary  

This chapter covered the introduction, problem statement, research objectives and research 

questions, research hypothesis, scope and limitations and research relevance. We cannot ignore 

that smart devices have become a business tool essentially, with the rise of BYOD. In the process 

they have become a target for malicious attacks and being used as a backdoor to gain access to 

critical enterprise systems. Chapter 2 will extensively cover the literature review, while Chapter 3 

will cover the methodology. Systems Design and Architecture follows in Chapter 4, while Chapter 

5 dwells on Testing and Validation. The Discussions are covered in Chapter 6. Finally, Chapter 7 

deals with the Conclusion, Recommendations and Future Work. 
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Chapter 2: Literature Review 

 

2.1  Overview 

This research focuses on bring your own device (BYOD) a phenomenon which has redefined 

modern enterprise landscape business usage and behaviour (Kerner S.M., 2019). This chapter 

explores the literature review, with the purpose of identifying the need to enhance security 

monitoring and protecting the employee owned mobile devices as they are used in an organisation. 

The BYOD mobile device security has become increasingly important with personal and business 

information now stored on smartphones and tablets besides the BYOD being used for 

communication, they also plan and organise the user’s work and private life. The use of these 

technologies have caused significant changes in organisations, whilst becoming a source of new 

security risks and a broad attack vector. The mobile phones are poised to be the world’s most 

pervasive technology outnumbering landlines and personal computers (Karison, A.K, Bederson, 

B.B & Contreras-Vidal,J.L, 2008). Mobile devices applications and services have become 

integrated into the people daily livelihood and at professional level as they collect and compile an 

increasing amount of sensitive information to which access must be controlled to protect the 

privacy of the user and the intellectual property of the company (Karison, A.K, Bederson, B.B & 

Contreras-Vidal,J.L, 2008). 

 

The employee owned mobile devices (BYOD) have security issues, according to (Ghosh, A., 

Gajar, P.K., and Rai, S., 2013) of these security issues 80% are on android as the most popular 

operating system due to it being open source. The BYOD devices using android are the most 

commonly used according to (Harris, M, A, Patten, K., and Regan, E., 2013) because of that we 

have people who are always looking for personal identifiable information (PII) (Schwartz, P., and 

Solove, D.J., 2014). Figure 2.1 below depicts the android’s architecture for better understanding. 

As we can see, these BYOD mobile devices are now becoming a standard for employees in the 

enterprise industry, furthermore no one has studied how security flaws of these mobile devices is 

going to impact the enterprise industry. My research will explore how the BYOD personal mobile 

devices when used in an enterprise will result in security issues which in turn will impact the 

enterprise. Among the many security vulnerabilities that pestilence us can be traced back to 

software imperfections research has shown. From buffer overflows to SQL injection and cross-site 
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scripting flaws, blunders or lack of caution by programmers continue to offer attackers a way into 

our systems.  

 

 

Figure 2.1 Android's Architecture (development.android.com, 2016) 

Figure 2. 2 Android’s Architecture (development.android.com, 2016) 

 

2.2  Enterprise Organisations  

The term enterprise depicts a company, business, organisation or other purposeful endeavour. For 

the purpose of this research an enterprise will mean all aspects of a business, particularly a business 

that has multiple departments or branches that focus on different activities. The focus will be on 

enterprise private sector, sometimes referred to as the citizen sector which is run by private 

individuals or groups for profit (Rouse, 2013). According to (Aurelie Leclercq - Vandelannoitte, 

2015) consumerisation increase has led to investigation on how enterprise organisations react to 

employees’ adoption, adaption and use of personal devices at work. They conclude that this 
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encourages innovative individuals and IT driven changes in enterprise practices (Aurelie Leclercq-

Vandelannoitte, Henri Isaac., 2015). Other authors (Murdoch, M., Harris, J. and Devore, G., 2010) 

posit that there has been abandoning of enterprise IT hardware and software in favour of consumer 

technologies that offer greater freedom and fun.  (Harris, Jeanne & Ives, Blake & Junglas, Iris., 

2012) points out that IT consumerisation will be the greatest influential trend affecting the 

enterprise. (Ortbach, K., Bode, M. and Niehaves, B., 2013) points out that due to consumerisation 

employees establish, personalised setups which include privately owned and company provided 

Information Technology. This results in extending the end user computing phenomenon 

(Baskerville, 2011) (Ortbach, K., Bode, M. and Niehaves, B., 2013). In their contribution 

concludes that the proliferation of smartphones, home broadband internet access, mobile phone 

networks including wireless internet access have disrupted IT adoption in enterprises (Baskerville, 

2011). Concurring with the assertion that due to the reduced costs, pervasiveness and availability 

of mobile devices many people now use mobile devices both for private and professional work 

(Crowston, Fitzgerald, Gloor, Schultze, & and Yoo, 2010).  

 

The user behaviours in enterprises have changed, with employees becoming more technologically 

savvy, connecting to sophisticated devices with a willingness to use personal technologies in 

professional spheres thus bringing IT based changes to their enterprises (Kerner S.M., 2019). From 

the above scholarly review employee’s resourcefulness to bring and use personal devices at work 

might initiate IT driven transformations that allow enterprises to evolve and rethink their processes 

(Harris, J.G., Ives, B. and Junglas, I., 2011). Reviewed literature on enterprise responses and 

acceptance of mobile personal devices have been studied mainly in practitioner studies from two 

main perspectives security and cost efficiency. The focus area has been security issues and risk 

emanating from these adopted mobile devices, which may inhibit enterprise acceptance of bring 

your own device (BYOD) while on the other hand reduction of technological costs remains an 

attraction to enterprises (Gens, F., Levitas, D. and Segal, R., 2011) This they further argue enables 

the enterprise to gain by employee creativity and innovativeness as they freely use their BYOD 

for work related activities they referred these employees as iWorkers (Gens, F., Levitas, D. and 

Segal, R., 2011).  According to (Meske C., Stieglitz S., Brockmann T., Ross B., 2017) who state 

that the impact of mobile IT consumerisation in enterprises has seen an increased number of 

employees using personal mobile devices for work.  
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They concluded that digital object identifier (DOI) can efficaciously be applied to expound BYOD 

adoption behaviour, differentiated management strategies have to be applied to the whole 

workforce (Meske C., Stieglitz S., Brockmann T., Ross B., 2017).  In their survey (Logicals, 2018) 

state that there is too much BYOD activity going on unmanaged, 18% claim IT Department does 

not know, while 28% state that IT departments actively ignore what’s happening Figure 2.2 

illustrating the employee BYOD behaviour. 

 

 

Figure 2.3 The BYOD Infographic (Logicalis, 2018) 

 



  

9 
 

Concurring with the assertion that BYOD’s are major trends that are impacting how enterprises 

perceive their own I.T (Donaldson S.E., Siegel S.G., Williams C.K., Aslam A. , 2015). They 

acknowledge the capability of the computing power on these mobile devices, from 

multiprocessing, graphical user interface and gigabytes of memory all this available at our finger 

tips the face of IT is changing almost daily (Donaldson S.E., Siegel S.G., Williams C.K., Aslam 

A. , 2015). The contribution of (Kim, 2016) agreeing to that many enterprises recently introduced 

BYOD and adopted the network access control (NAC) and mobile device management (MDM) 

system for the mitigation of confidential information leakage, access control and efficient user 

management. He further posits that safety of these mobile devices remains of great concern as 

there are security threats due to frequent loss, theft of these devices and low security (Kim, 2016). 

In their paper they propose behaviour based abnormality detection method in the BYOD 

environment and patterning various user’s information use contexts (Kim, 2016). The other school 

of thought (Aenugu N.R., Butakov S., Zavarsky P., Aghili S., 2018) postulates that enterprises can 

adopt BYOD in two ways, contracting out to a vendor or build a custom made BYOD solution. In 

their research (Aenugu N.R., Butakov S., Zavarsky P., Aghili S., 2018) outlines residual risks to 

assist enterprises determine solution suitable for BYOD. Risk areas include lost and stolen devices, 

unauthorised third party applications that need to be analysed (Aenugu N.R., Butakov S., Zavarsky 

P., Aghili S., 2018). For the highlighted risk areas, risk mitigation techniques were outlined 

following the widely accepted industry standards. This research work adds additional source 

document to the knowledgebase of bring your own device (Aenugu N.R., Butakov S., Zavarsky 

P., Aghili S., 2018). 

 

In their contribution (Balboni, F., Berman, S.J, Korsten, P. J., 2015) they state that mobile devices 

not only play an important role in collective consumption of information, but generate a growing 

proportion of new information with more than 2.5 quintillion bytes of data created each day. Data 

traffic is growing at 80% per year, however the understanding of the implications of the mobile 

devices in the enterprises is still to be understood (Balboni, F., Berman, S.J, Korsten, P. J., 2015). 

They argue that time has come for the enterprise to look beyond consumer applications and 

consideration be given to the transformational potential of mobile inside the enterprise. (Balboni, 

F., Berman, S.J, Korsten, P. J., 2015) posits that due to the ubiquity of mobile devices enterprises 

have opportunity to provide employees solutions to effectively work, tailoring workflows right 
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information to the right employee. This they point out has seen the emergent of the individual 

enterprise resulting in engaged and appreciative customers. In conclusion they agree with the 

assertion that security is key and controls have to be employed for enterprise to cope with the 

fragmented device platforms driven by BYOD phenomenon (Balboni, F., Berman, S.J, Korsten, 

P. J., 2015). The enterprise perspective is still missing within the body of literature of the Bring 

Your Own Device as it a rapidly growing trend in enterprises (Downer, K., and Bhattacharya, M., 

2015). BYOD presents a unique list of security concerns for enterprises implementing BYOD 

policies. (Downer, K., and Bhattacharya, M., 2015) points that while there is growing awareness 

of risk involved in incorporating BYOD in enterprises, it’s still an underrated security concern. In 

their research they focused on specifically classifying BYOD security challenges alongside a 

comprehensive framework and solutions which were analysed to gauge limitations (Downer, K., 

and Bhattacharya, M., 2015). 

 

Looking at the Zimbabwean banking sector, (Musarurwa, Alfred & Flowerday, Stephen & Cilliers, 

Liezel., 2017) states that information security in this enterprise sector is heavily controlled, as 

banks store and mange client’s private information.  The BYOD phenomenon has enabled 

employees to connect to organisational network with their own devices. They further state that IT 

department fail to prescribe information security measures to mobile devices. This has compelled 

enterprises to entrust security of bank information assets with employees who become the de facto 

administrator (Musarurwa, Alfred & Flowerday, Stephen & Cilliers, Liezel., 2017). In their 

assertion they conclude that while technology solutions are being developed they have neglected 

the human aspect that implements these solutions. They studied 270 employees which lead to the 

conclusion that employee individual traits are significant for the BYOD information security 

culture (Musarurwa, Alfred & Flowerday, Stephen & Cilliers, Liezel., 2017) 

 

 2.3  Security Weakness and flaws in Mobile Devices  

Contributing to the above (Mansfield-Devine, 2018) further asserts that while these problems are 

well implicit, concern or the question is why do they persevere? Attackers can also get more 

aggressive and turn to other forensic and penetration-testing tools such as Metasploit or Mimikatz 

that allow you to either inject code into system memory or read data stored in memory (Spring T, 

2017). These open-source tools, along with others such as Lazagne, and Meterpreter, allow 
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attackers to probe deeper into targeted systems, steal credentials and open reverse shells back to 

the adversary’s control server. The other school of thought postulates that there will be advanced 

malware attacks, with more advanced obfuscation, polymorphism and injection techniques, that 

evade potential monitoring and detection software and techniques (Guri, M., Kedma, G., Kachlon, 

A., and Elovici, Y., 2014). (Abubakar Garba Bello, 2017) In their contribution concludes that 

during the last 10 years an unprecedented global adoption of technology has been experienced. 

This they further argue has helped usage of the internet explode from 15% by use to more than 

40% of the world’s population and companies of all sizes have built Internet connected networks 

to communicate with customers saving data that fuels their businesses. Collection and 

digitalisation of information combined with the vastness and reach of modern networks presents 

an enticing opportunity for thieves to steal data (Abubakar Garba Bello, 2017). Concurring with 

the assertion that security of transactions becomes paramount (Lewis, 2015) states that there is 

need for scientific study of critical infrastructures and their protection networks of nodes and links. 

There is critical need for analysis of the network to identify vulnerabilities and risks (Lewis, 2015). 

 

The other school of thought (Josang A, Miralabe L, Dallot L, 2016) postulates that GSM network 

was designed in the 1980s and due to political pressure, the security of GSM was made weak to 

allow interception by law enforcement agencies. In their research (Josang A, Miralabe L, Dallot 

L, 2016) further elaborate that the subsequent network technologies of 3G and 4G where designed 

with security strengthened, but the weak link remains 2G limiting the security level of mobile 

networks in general as all the mobiles devices are being designed with the capability to connect to 

all the mobile networks 2G,3G and 4G. There are still security gaps most mobile handsets do not 

detect attacks by default stated (Josang A, Miralabe L, Dallot L, 2016). 

 

Anecdotal evidence continues to support that in mobile application security, most users are unware 

of the security risks (Wang, Y., Wei, J., and Vangury, K., 2014). According to Symantec Report, 

(2017) 57% of adult users are still unware that security solutions exists for mobile devices. 

According to (Ogie, 2016) research should focus more on mobile platforms, analysis, detection 

and evaluation of malicious applications. According to (Kim, 2016) they posits that traditionally, 

stand-alone computers and small networks rely on user authentication and access control to 

provide security. These physical methods use system-based controls to verify the identity of a 
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person or process, explicitly enabling or restricting the ability to use, change, or view a computer 

resource. However, these strategies are inadequate for the increased flexibility that distributed 

networks such as the Internet and pervasive computing environments require because such systems 

lack central control and their users are not all predetermined (Kim, 2016). Mobile users expect to 

access locally hosted resources and services anytime and anywhere, leading to serious security 

risks and access control problems (Kim, 2016). Other authors (Ismail, 2017) bring forward that 

security has become a primary concern in order to provide protected communication between 

mobile nodes in a hostile environment. Unlike the wireline networks, the unique characteristics of 

mobile ad hoc networks pose a number of nontrivial challenges to security design, such as open 

peer-to-peer network architecture, shared wireless medium, stringent resource constraints, and 

highly dynamic network topology (Ismail, 2017). These challenges clearly make a case for 

building multifence security solutions that achieve both broad protection and desirable network 

performance (Ismail, 2017). The contribution of (Cooper, W.T., and Thangamuthu, K., 2014) 

shows that we now have increased dependency on web applications through usage of mobile 

devices. Anecdotal evidence continues to support that malicious attack techniques have now 

shifted from the traditional web applications running on the desktop or laptop to mobile 

applications running on diverse mobile devices. They point out the use of touch-based interactions 

leading to a phenomenon now known as tap jacking which is an untapped threat in android 

(Cooper, W.T., and Thangamuthu, K., 2014). The risks statistics associated with BYOD are 

illustrated in Figure 2.3 to buttress the BYOD security need. 
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Figure 2.4 The Need for BYOD Security (Burnham, 2014) 

Research has shown that mobile devices are the biggest security blind spot the power, ubiquity 

and capacity of smart phones present a security risk in organisations (Zimperium, 2017). 

Smartphones store critical personal and corporate data, whilst they can offer a backdoor to the 

more sensitive data. The other school of thought postulates that smartphones and other mobile 

devices have conquered every aspect of our lives (Totten, J., & Hammock, M., 2014). Security is 

an issue as they use wireless communications and the wide range of applications within a variety 

of platforms focusing on issues, trustees, reliabilities and accuracy providing knowledge to vital 

threats to users and enterprises (Totten, J., & Hammock, M., 2014). 
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Cyber security comprises technologies, processes and controls that are designed to protect systems, 

networks and data from attacks, damage or unauthorised access (Craigen, D., Diakun-Thibault, N., 

& Purse, R. , 2014). Organisations with internet connectivity are prone to risk of attack. It has now 

evolved from what if you will be attacked, to when you will you be attacked. While the bulk of 

cyber-attacks are automated and indiscriminate, exploiting known vulnerabilities rather than 

targeting specific organisations (Craigen, D., Diakun-Thibault, N., & Purse, R. , 2014). The 

likelihood of an organisation being breached right now without being aware is high. They are two 

main attack vectors found in mobile networks, being any attack from the internet and the attack 

from the network. Today, attacks are bigger, faster, and deeper, ranging from blended (cyber-

physical) attacks and malicious counterfeit hardware, to entire supply chain compromises and 

adaptive attacks on critical infrastructure (Craigen, D., Diakun-Thibault, N., & Purse, R. , 2014). 

The other school of thought (Garba, A.B., Armarego, J., Murray, D., 2015), highlights that BYOD 

is a growing trend in the enterprise environment. The factors that have given rise to this are work 

flexibility, increased productivity and efficiency of employees. The privacy and security are major 

concerns on these mobile devices BYOD allows access anywhere anytime, thus confidentiality 

and integrity of enterprise information resources and assets are at great risk (Garba, A.B., 

Armarego, J., Murray, D., 2015). In their research they focused on information and privacy in 

BYOD environments, in their case studies on organisational practises of BYOD concludes that 

enterprises need to use explicit policies and understanding risks is key (Garba, A.B., Armarego, 

J., Murray, D., 2015).Empirical evidence with regard to bring your own device (BYOD) has shown 

that it has emerged as the fastest growing phenomenon which IT divisions are having to deal with, 

this has introduced a boundless place where enterprise data is kept in various data locations 

(Oktavia, T., Tjong, Y., Prabowo, H., and Meyliana., 2016). They stress that problems associated 

with privacy and security in BYOD environment need to be identified. In their study they identified 

legal issues related to security and privacy challenge in BYOD as this is most important to any 

enterprise to ran their business (Oktavia, T., Tjong, Y., Prabowo, H., and Meyliana., 2016). The 

BYOD environment changes the operational processes and methods of organisation to operate 

their business, as this allows employees to work inside or outside their working place. (Oktavia, 

T., Tjong, Y., Prabowo, H., and Meyliana., 2016) argue that the security level of private network 

is lower than public networks. 
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While (Ogie, 2016) posits that BYOD collectively refers to related technologies, concepts and 

policies allowing employees access to internal enterprise IT resources using personal mobile 

devices. He points out that it’s a side effect of consumerisation of IT, where technology emerge in 

the consumer market then spread to business and government enterprises.  According to (Ogie, 

2016) employees love the use of any device anywhere workstyle. He asserts that several risks are 

associated with BYOD and they are big gaps in BYOD policies adopted by today’s organisations. 

He establishes the background of BYOD risks in the research having considered conditions that 

increase the occurrence of risks and consequences. The aim was to present the most commonly 

adopted BYOD solution, remedies and important policy considerations. 

 

In their contribution (Ali, S., Qureshi, M.N., and Abbasi, A.G., 2015) they state that BYOD 

concept in enterprise environment is growing due to mutual benefits. They point out that BYOD 

deployment brings serious security and privacy concerns. (Ali, S., Qureshi, M.N., and Abbasi, 

A.G., 2015) posits that critical information can be leaked ruining the enterprise reputation and trust 

relationship. This research analysed threats associated with BYOD and presents security 

requirements and classification of security models discussed in literature. In conclusion the 

identified gaps provided a comprehensive design to meet the security requirement of the BYOD 

paradigm (Ali, S., Qureshi, M.N., and Abbasi, A.G., 2015). They proposed a framework which 

did not require modification to the underlying kernel and allowed IT remote administration to 

manage and control BYOD devices (Ali, S., Qureshi, M.N., and Abbasi, A.G., 2015). According 

to (Meske C., Stieglitz S., Brockmann T., Ross B., 2017) there are several important advantages 

for employees and employers when employees bring their own devices to work. They state that 

there are significant concerns about security privacy. In their research on handheld mobile devices 

are just the beginning of a generation of tools for on demand communication allowing enterprises 

to know everything an employee does, says, sees and be able to geo locate users (Meske C., 

Stieglitz S., Brockmann T., Ross B., 2017). They point out that it’s now possible to record audio, 

video, health information due to the vast available capabilities on the mobile devices. Whilst 

embracing the mobile devices in the workplace has become the norm smartphones have become 

very popular due to their unique characteristics (Wang, Y., Streff, K., and Raman, S., 2012). Their 

adoption has presented challenges requiring new business models that offer countermeasures to 

ensure security. In smartphone threat model, malware is disguised as normal application through 
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website or application store where users download the malware to the smartphone, which attempts 

to control resources, collects data and redirect the smartphone to malicious website or premium 

account (Wang, Y., Streff, K., and Raman, S., 2012).  

 

2.4  Security Approaches of BYOD 

The bring your own device in the corporate world has become increasingly popular, altering the 

way we work (Denys A. Flores, 2016). In a study of 3 000 I.T Managers and 1300 users (Intel, 

2012) draws a conclusion that increased productivity is big benefit of BYOD (Intel, 2012).  

According to (Denys A. Flores, 2016) seamlessly allowing employees usage of personal devices 

in enterprise workspace reduces the need for multiple devices, however mixing personal and 

enterprise data presents security threats to proprietary information. Research has shown that these 

mobile devices had no additional security beside the default applications, and there is a tendency 

to choose usability over security highlighted (Denys A. Flores, 2016). Device security, malware 

and the enforcement becomes the major concern of BYOD. (Denys A. Flores, 2016) posits that 

BYOD security is a concern of many IT departments hence there is need for implementing a secure 

container to separate corporate and personal data on mobile devices to mitigate dangers brought 

by BYOD. The approach compared containers to Samsung Knox and IBM MaaS360 and 

concluded that these are promising solutions to BYOD security concerns (Moss, 2018). 

 

Other authors (Rathnasekara, C., Athukorala, T., Dikwellage, L. and Wickramasuriya, U., 2017) 

point out that BYOD paved way allowing employees to use on mobile device for corporate work, 

however the downside is that it increased the risk of leaking sensitive corporate information from 

these devices to the outside. (Rathnasekara, C., Athukorala, T., Dikwellage, L. and 

Wickramasuriya, U., 2017) proposes Corporate Owned Personally Enabled (COPE) concept as a 

solution, where the company owned devices can be used for both corporate and personal use by 

employees. However, they are agreed that securing privacy or stopping leakage of corporate data 

to the outside is challenging. They also proposed a solution for Android mobile devices called 

Enterprise Secure Center (ESC) which is a secure environment for use of corporate data while 

keeping personal data intact (Rathnasekara, C., Athukorala, T., Dikwellage, L. and 

Wickramasuriya, U., 2017).   
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Consumerisation of mobile devices according to (Flores, D.A., Qazi, F., and Jhumka, A., 2016) 

has introduced the bring your own device trend to organisational context. These devices are 

perceived less secure compared to those supplied by the organisation. The issue of accessing 

corporate information from inside or outside the organisation perimeter has raised security 

concerns. In their findings (Flores, D.A., Qazi, F., and Jhumka, A., 2016) further asserts that it’s 

difficult to differentiate external malicious activity from reckless/naive employee behaviour. They 

proposed a STRIDE based threat model as a solution to analyse BYOD threat interactions from 

both inside and outside the corporate perimeter. Other authors (Tse, D., Wang, L., and Li, Y., 

2016) concur that BYOD adoption has become more popular in the enterprise because of 

convenience and fantastic user experience. They assert that BYOD expose the enterprise to 

security risks, thus BYOD becomes an opportunity and a threat to enterprises. They propose to 

derive a secure mobility management solution from three contemporary BYOD solutions Mobile 

Device Management (MDM), Mobile Application Management (MAM) and Mobile Content 

Management (MCM). (Tse, D., Wang, L., and Li, Y., 2016) gives an enterprise a holistic view of 

the BYOD deployment so that they can choose appropriate solutions to secure own BYOD 

deployment. According to (Downer, K., and Bhattacharya, M., 2015)mobile devices are vulnerable 

to theft and loss due to their size and common usage environment, as they allow users mobility as 

they work away from the desks, while travelling and in public locations. This scenario brings high 

risk of loss of the mobile device. They propose a solution of using a wearable token that constantly 

attests to the user’s presence (Downer, K., and Bhattacharya, M., 2015). When token and device 

lose contact the devices automatically secures itself, this will require little effort from the user 

making it attractive to use. This they conclude relieves the tension between security and usability 

through the use of a wearable wireless hardware token (Downer, K., and Bhattacharya, M., 2015). 

Figure 2.4 illustrates making BYOD safe statistics. 
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Figure 2.5 Making BYOD Safe (Trend Micro, 2015) 

These gaps that have been revealed in the literature have provided an opportunity for a research to 

be contributed to, in their assertion (Garba, A.B., Armarego, J., Murray, D., 2015) postulate 

various mobility strategies, defences and measures, control aspect, management and governance 

aspect in implementing BYOD strategy as an enterprise. They concur with that the rapid growth 

of mobile technology, availability of 3G/4G services and smartphones having created a new 

phenomenon for communication and data processing ability conduct business BYOD (Garba, 

A.B., Armarego, J., Murray, D., 2015). This phenomenon they conclude brings many risks to the 

enterprises and increases the attack vector for hackers to explore. In their contribution (Burnham, 

2014) states that their different types of user interactions and deployment issues surrounding public 

displays, they used mobile devices to interact with large public displays. They discussed three 

application domains personal, semi-public and public. Personal allow a single user to visualise and 

process information at once, semi-public displays are situated in office building and public 

displays are locations that are open, usually with high pedestrian traffic like airports (Burnham, 

2014). The other school of thought (Ocano, S.G., Ramamurthy, B., Wang, Y., 2015) posits that 

introduction of BYOD policy in the corporate world creates benefits for enterprise and employee. 
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However, this phenomenon creates security challenges as new vulnerabilities arise space isolation, 

data confidentiality and policy compliance. The handling of resource constraints of mobile devices 

and installed applications seeking to perform BYOD functions (Ocano, S.G., Ramamurthy, B., 

Wang, Y., 2015). The authors present Remote Mobile Screen (RMS), an approach for securing 

BYOD environments. This approach provides a trusted virtual machine running a mobile operating 

system on the enterprise network which then connects the BYOD (Ocano, S.G., Ramamurthy, B., 

Wang, Y., 2015).  Agreeing with the notion that mobile devices are prevalent in workplaces and 

creates a unique environment (Wang, Y., Wei, J., and Vangury, K., 2014). The other school of 

thought postulates that bring your own device in enterprises are extensions of the corporate 

network thus it becomes essential to secure BYODs to protect enterprise networks. (Wang, Y., 

Wei, J., and Vangury, K., 2014) concurring with the assertion that security tools virus software, 

anti-spam software is widely used to protect corporate networks, similar tools are desirable to 

protect BYODs. Research has shown that BYODs have many advantages reducing enterprise cost, 

while increasing productivity. They also point out that their issues and challenges due to their 

unique security requirements, they presented a BYOD security framework that guides enterprises 

as they adopt BYODs (Wang, Y., Wei, J., and Vangury, K., 2014). 

 

Anecdotal evidence continues to support that mobile malware has gained significant ground since 

the introduction of mobile devices smartphones, handheld devices (Penning, N., Hoffman, M., 

Nikolai, J., and Wang, Y., 2014). TrendLabs estimated 718,000 malicious and high risk android 

applications. Mobile devices malware malicious infections come through various techniques 

repackaged legitimate applications, updating current application that piggy back malicious 

variants. In their research (Penning, N., Hoffman, M., Nikolai, J., and Wang, Y., 2014) summarises 

that mobile malware threats and attacks, cybercriminal motivations behind malware, existing 

prevention methods and their limitations including the challenges encountered when preventing 

malware on mobile devices. The authors proposed cloud-based framework for mobile malware 

detection, the proposed framework requires a collaboration among mobile subscribers, application 

stores and IT security professional (Penning, N., Hoffman, M., Nikolai, J., and Wang, Y., 2014). 

They conclude that cloud-based malware detection is a promising approach towards mobile 

security. In their contribution (Fani, N., von Solms, R., and Gerber, M., 2016) states that 

information is a critical important asset, faces threats that can impact processes email retrieval and 
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access to organisational system services. They point out that as a consequence of these threats 

enterprises should pay attention to security of information. BYOD adoption has benefits and 

introduces risks, and the authors (Fani, N., von Solms, R., and Gerber, M., 2016) discussed the 

small, medium and micro enterprises (SMMEs) context and challenges towards the governance of 

BYOD. They looked at the existing BYOD approaches and provided one suitable for SMMEs. 

They further evaluated and compared against the BYOD approaches in existence that where 

identified. In their approach (Fani, N., von Solms, R., and Gerber, M., 2016) utilised a cyclic 

approach. The other school of thought postulates that mobile devices are widely being used for 

personal and business purposes (Wang, Y., and Alshboul, Y., 2015). As they carry sensitive data 

they are easy target for cyber criminals. Mobile security testing targets to detect vulnerabilities and 

malicious applications on a mobile device. (Wang, Y., and Alshboul, Y., 2015) present for testing 

approaches for mobile security in their paper which are mobile forensic, penetration testing, static 

analysis and dynamic analysis. These gaps have been revealed in the body of literature have 

provided an opportunity for a research to be contributed to (Wang, Y., and Alshboul, Y., 2015) 

uses a mobile security testing network to further demonstrate in their paper how to evaluate the 

effectiveness of the four testing approaches. They conclude that mobile testing tools are still in 

their early development stages and meaningful efforts are desired to improve the existing tools. A 

summary of mobile testing challenges and future directions is given (Wang, Y., and Alshboul, Y., 

2015).  

 

2.5  Conclusion 

The conclusion drawn from the literature reviewed is that while the enterprise private sector is in 

need of huge financial capital outlay to augment and support the growing requirements of mobile 

security breaches. The resultant implementations of technology entails that usage of BYOD 

becomes a requirement rather than a need (William P. Smith, 2017). As the processes and work 

done in this industry requires high mobility and real-time response to issues to better service the 

client’s (Aurelie Leclercq-Vandelannoitte, Henri Isaac., 2015). However, to remain relevant the 

uptake of technology systems has been huge in this enterprise industry. To further highlight the 

enterprise industry dilemma the mobile device security is lacking due to inherent vulnerabilities 

created in the earlier versions of the technology specifically 2G technology which mobile 

manufacturer’s colluded with political and government agencies as there was need to monitor and 
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be able to intercept mobile data. While the BYOD phenomena cannot be ignored, we need a 

balance between personal and corporate data seriously considering the inherent vulnerabilities that 

exists on mobile devices by their mobility nature (Aurélie Leclercq - Vandelannoitte, 2015).  A 

gap therefore, still exists in mobile device vulnerabilities which require intervention from the 

manufacturer ‘s perspective. Overally the assertion from the reviewed literature shows there is no 

“one size fit all “solution, the enterprise has to look at the most appropriate, as a self-analysis is of 

great significance before getting a solution ( (Harris, J.G., Ives, B. and Junglas, I., 2011). The 

application tool will be addressing the monitoring and detection of intrusions on the mobile devices 

and escalating the detected attacks for mitigation, while terminating the detected process from the 

enterprise perspective. 
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Chapter 3: Research Methodology 

 

3.1  Overview 

This chapter describes the methodology to be employed to address the objectives of this research 

which is to identify security weaknesses exploited by cyber attackers and secondly to identify and 

review the current security approaches used in mobile devices incorporated in the BYOD, which 

were covered in the Requirements Planning phase of the adopted RAD methodology. The third 

objective which was to design, develop and test an application that enforces the scanning of 

connected BYOD devices was addressed under the User Design and Construction phase. In the 

Cutover phase of RAD, the final objective was to validate the developed information security 

application tool for effectiveness.   

 

The approach selected is partially theoretical in nature through literature review and the 

development of a mobile device application tool to validate the proposed solution. The relevant 

research documents on mobile security vulnerabilities were reviewed to identify the gap to be 

explored and mitigated while answering the first three objectives of the study. The theoretical 

research intention was to provide a deeper theoretical understanding of the research area, thus 

forming the basis for the development and validation of the proposed application development 

solution. 

 

The developed tool is an android mobile security application that could be installed on any android 

device running version 6.0 (Marshmallow) or higher operating system. The developed mobile 

device security application tool will be named NetScan, and will target the mobile devices as they 

interact with their environment. The implementation on the mobile entails that the tool will always 

be readily available to the Administrator. The developed tool is a scanner and firewall, the purpose 

will be to detect connected devices and scan network vulnerabilities/threats, with functionality to 

block network devices deemed a threat on the network. The tool will be customisable to run new 

SSH commands as new threats are identified. The enterprise targeted network had a sample of 

devices connected on the Wi-Fi which was comprised of several network nodes.,  
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3.2 Software Methodology 

Rapid application development (RAD) describes a method of software development which heavily 

emphasizes rapid prototyping and iterative delivery (Andrew Powell-Morse, 2016). The RAD 

model is, therefore, a sharp alternative to the typical waterfall development model, which often 

focuses largely on planning and sequential design practices (Waters, 2014). The rapid application 

development (RAD) model has become one of the most popular and powerful development 

methods in use. 

 

The RAD development life cycle methodology was chosen for development of the NetScan tool 

because the objectives were clearly defined in the requirements planning phase. It’s an iterative 

methodology that breaks the product developed into small increments to minimize the amount of 

upfront planning and design.  This methodology will involve a continuous planning, continuous 

testing, and continuous integration to ensure the delivery of quality security tool (Jamsheer, 2017). 

The adaptive approach of Agile responds to changes very well, permitting direct communication 

to maintain transparency. This method allows to improve the quality of the software being 

developed by enabling detecting and fixing of defects in a timely manner (Jamsheer, 2017). 

 

The selected methodology RAD uses four distinct steps aimed at assisting with software creation 

adapting short successive time frames known as iterations. The following key steps on RAD 

development life cycle methodology includes four basic steps Figure 3.1  

 

 

Figure 3.1 Phases Approach to RAD 

Source (James Martin, 1991) 
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The phases in the rapid application development (RAD) model are 

i. Planning Requirements - during this initial stage designers, developers, and users come 

to a rough agreement on project scope and application requirements, so that future stages 

with prototyping can begin. 

ii. User Design - user feedback is gathered with heavy emphasis on determining the system 

architecture. This allows initial modeling and prototypes to be created. This step is repeated 

as often as necessary as the project evolves. 

iii. Rapid Construction - Once basic user and system design has begun, the construction 

phase is where most of the actual application coding, testing, and integration takes place. 

Along with User Design, the Rapid Construction phase is repeated as often as necessary, 

as new components are required or alterations are made to meet the needs of the project. 

iv. Cutover - The Final Cutover (or Transition) stage allows the development team time to 

move components to a live production environment, where any necessary full-scale testing 

or team training can take place. 

 

3.2  Requirement Analysis 

This will be the initial phase that will focus on gathering the requirements for the proposed NetScan 

tool. This phase gets to identify the requirements based on the analysis of the various gaps 

identified in the existing solutions during literature review. The requirement analysis for this 

research were obtained by through a critical analysis of the gaps that had been identified in the 

literature review, lack of software updates on mobile phones including those lost or stolen which 

go unreported but these expose enterprises to data breaches. The outcome of this phase will be to 

define the technical approaches that will be followed to successfully develop the tool. With each 

successive iterative, will be able to make changes to the requirements of the tool to achieve the 

specific objectives defined. 
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The various methods through which we can be able to achieve this will be through; 

3.2.1 Literature review 

This will involve reading a lot of literature about the development of similar systems and their 

operations. It will also involve doing research on the internet to read about such systems to be able 

to understand their working. This would be helpful in a way that: 

• It helps in getting new ideas that one may not have thought about. 

• It helps preview what security solutions others have used and derive their strengths and 

weaknesses. 

• It helps give more insight on how similar systems had been developed previously and their 

various components. 

• It eases the development process. 

3.2.2 Observation and applications review 

In this technique of requirement analysis. I will get to install existing tools that provide the 

solutions, and review their documentation with the intent of understanding their functionality, and  

discovering the areas where improvement is needed. The gaps identified include the need for 

enforced update of software on mobile devices and thus ultimately making the scanning process 

integrated in the operating system, this will eliminate user intervention in execution of the security 

solution. The prevalence of lost or stolen mobile devices which go unreported is also another 

identified gap facing the enterprise as this exposes the corporate data.  The proposed scanning tool 

will use the secure socket shell (SSH) protocol in its execution. 

 

3.3 Design 

The design phase involves interpreting the requirements that have been identified in the 

requirement analysis stage. We will get to define the database schemas, and create a visual of the 

NetScan tool with use of diagrams (entity relationship, use case, sequence and wireframe 

diagrams). The identification of the appropriate system design to be used in this research was a 

step-by-step process whose aim was to establish the most appropriate system architecture meeting 

the identified requirements.   

The tools that will be used for the analysis of the data and process will include the following; 
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i. Entity relationship diagrams – this will be used to show the relationships between the 

entities during database design and development  

ii. Use Case diagrams – diagrams will be used to show the users interaction with the mobile 

security tool. 

iii. Sequence diagrams – This diagram will get to show how object interact with one another 

and in the order of interaction. 

iv. Wireframe diagrams – this is a visual tool that depict where different elements on an 

interactive page. Diagrams were used to ensure the system is built, showing the features of 

the application, how they work, usability. 

 

3.4 Development   

In this phase, we will start the actual development of the NetScan tool. The main concern here is 

to come up with small functional units each of which are iterative. The various system modules of 

the system will be developed. The proposal is to use the following tools 

i. Android Studio 3.5 Canary 1 -  for the development environment  

ii. Java Programing language - for android mobile app development, though this will be open 

for addition of other languages if need arises. 

iii. Android – for user interface (UI) designs 

 

3.5 Testing 

In this stage, system acceptance testing will be conducted to test the system functionality of the 

tool regarding the system requirements and objectives specified. Penetration testing on the tool 

will be carried out to test the security features of the proposed tool being implemented to ensure 

the objective of scanning and terminating unwanted malicious process is done successfully has 

been met. To this end a team of 10 users will be assembled to test the Android application tool. 

The Android application testing team will involve Android device users of varying ages, and 

preference in mobile application choices. The aim is to exhaustively ensure results of the scan 

cover numerous categories of mobile applications network ports. 

The test will include installation testing - verifying installation process, updating, and uninstalling 

of the tool from the mobile devices, basic functionality testing – focusing on whether the 
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application has meet the minimum requirements and usability testing – focusing on whether 

application has achieved set goals and performed optimally.   

 

3.6 Deployment 

To successfully implement this tool, the direct methodology will be used. This will involve 

installing the tool in the smartphone devices and getting feedback from the mobile users and 

incorporating the findings into each iterative development of the tool. 

 

3.7 Tool Validation 

To ensure accuracy, reliability, consistent performance the application system was validated by 

the performing the outlined functionality execution and results of each iteration reviewed and 

measured for accuracy and reliability.  
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Chapter 4: Systems Design and Architecture 

 

4.1 Overview 

This chapter discusses in detail the architecture and design of the Network Scanning Security 

Application, which satisfies the gathered requirements and those discovered while going through 

the requirement analysis and design phases. The mobile prototype to be developed will be called 

NetScan, and will enable the organisation to detect connected devices and scan network threats, 

with functionality to block network devices deemed a threat to the network.  

 

The NetScan application will only work with wireless router since its installed on a mobile phone. 

This developed prototype relies on Secure Shell (SSH) a secure protocol for remote logins and 

specifically a DresDren Wireless RouTer (DDWRT) for its operation. The DDWRT is a firmware 

for specific network routers that are capable of running embedded Linux software. Some routers 

come with DDWRT pre-installed while others do not; in that case the Network Administrator is 

required to install the DDWRT router firmware on the network router. The developed prototype 

for the network scanning application allow Network Administrator in the organisation to scan for:  

a) connected devices regardless of the type (whether it’s a printer, laptop, mobile, tablet). 

b) assess vulnerabilities on the connected devices. 

c) manage firewall running in the network router.  

 

Installing the application on a Local Area Network (LAN) capable android device would make it 

possible to administer LAN network directly. The mobile application was developed with the main 

aim of protecting an organization’s network from malicious attacks from devices that connect to 

its network. This chapter will cover in detail the design and architecture of the system. The 

prototype was developed using RAD methodology. 

 

4.2 System Architecture 

The main components of the designed system are the user interface accessible from the front-end 

using the mobile application called NetScan. The designed system has the following a frontend 

client interface.  
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The main components that make up the system are: 

i. DDWRT Router 

ii. Network Nodes 

iii. Net Scan Admin Device (which also falls under network nodes category) 

DDWRT Router

Node 1

Node 2

Node N

Messages

Mail

InternetHTTP Virtual 
Directory

Net Scan App

SSH

Fax

Printers

Servers

SIP Devices,
Phones

Laptops

Desktops

iOS

Android

 

Figure 4. 1 System Architecture 

4.2.1 User Interface Design 

As the system is a prototype, the mobile application has interfaces that the user will interact with 

directly. These interfaces are as follows login, Main menu, Network Scan, Traffic Stats and Threat 

Detected. The design of the interface of the mobile security application was designed to be easy to 

use for the user while remaining intuitive.  
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4.2.2. Wireframe 

A wireframe illustrates the hierarchical relationships between user interface elements. The user 

interface comprises: 

i. Home Screen/ Log In 

ii. New Router / Device Screen 

iii. Device / Nodes Screen 

iv. Port Scanner 

v. Node / Firewall Screen 

vi. Firewall Settings 

MOBILE APPLICATION DESIGN

Login
Page

Add Router

List all 

Devices

Scan Open Ports

Firewall

Settings

Refresh Firewall

Settings

 

Figure 4. 2 Mobile Interface Design 

 

 



  

31 
 

The following wireframes depict the framework of the mobile application 

i. Home Screen 

 

Figure 4. 3 Home Login Screen 

ii. New Router / Device Screen 

 

Figure 4. 4 New Router/Device Screen 
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iii. Port Scanner 

 

Figure 4. 5 Port Scanner  

iv. Node / Firewall Screen 

 

Figure 4. 6 Node/Firewall Screen 
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4.3 System Analysis  

System analysis was done to better comprehend existing strengths and weakness of the mobile 

device security as covered in conclusions of the Literature Review chapter in order to come up 

with comprehensive requirements to facilitate in the design and subsequently development of 

prototype mobile application security tool. In most of the reviewed research papers, the different 

authors concur on that BYOD has brought about a new security headache to the enterprise 

environment which needs to be managed carefully otherwise data breaches in the enterprise will 

be commonplace. It was discovered that very few android mobile users regularly update their 

software to plug security flaws inherent in this software since it is open source and has many 

flavours available in the market and are being used on a variety of mobile phones. Other users 

actually turn off security applications that come preinstalled on the mobile devices for various 

reasons (data costs, space management). Reckless behaviour of the users also poses security threats 

to the enterprise lost/stolen devices that are not reported to the enterprise information technology 

department (Flores, D.A., Qazi, F., and Jhumka, A., 2016).  

 

The highlighted limitations pose a significant challenge to the Systems Administrator in the 

enterprise as they have to secure and guard against potential or perceived security breaches to the 

enterprise data and network due to the usage of BYOD. This is further compounded by the fact 

that these mobile devices have capabilities for cloud connection which eliminates the enterprise 

IT involvement and control they are forced to rely on the good ethical behaviour of the user (Flores, 

D.A., Qazi, F., and Jhumka, A., 2016). The implementation of the tool consists of various 

components user interface where users interact with the system.  

 

4.3.1  Functional Specifications  

Android design principles were incorporated in making the design intuitive in nature. When 

launching the application, the user has to provide login details, after which a menu is displayed 

with various options to select and execute. As a result of system analysis the functional 

specifications derived includes functionality, usability, compatibility, navigation, supportability 

and security. The functional specifications identified for the tool are illustrated in Table 4.1. 
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Table 4.1 Functional Specifications 

 

 

 

Category Functional Specifications 

Functionality 

 

Visualisation should be highly interactive  

Extract connected mobile device data from the network scan 

Analyse extracted connected mobile device data and traffic statistics  

Output a detailed visual report 

Usability 

 

Ease of use  

Independent on end user mobile platform 

Seamless installation 

Compatibility 

 

With Smartphones running Android software version 2.0 or higher 

Application to ran smoothly after installation 

Font and objects to be sized appropriately 

Navigation  Accessible to users on demand  

Functions and features to work seamless 

Supportability  

 

Fully maintained by hosting entity 

Commercial development version in the future 

Security Secure coding standards followed in the application tool development 

(OWASP) 

Deploy tamper detection technology  

Test repeatedly  
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4.4 System Design 

In this section the design of the tool will elaborate on the use case diagram, use case diagram 

descriptions tables, sequence diagram, data flow diagram, activity diagram, class diagram, entity 

relationship diagram and the wireframes for the implementation of the functional and technical 

specifications. The proposed tool should be able to scan the network for all connected devices, run 

threat detection, block compromised devices, extract, analyse and block compromised devices. A 

detailed report should be presented of the analysed data. The mobile application tool is therefore 

designed to have five main modules add network router, scan network, traffic statistics, detect 

connected devices, block network devices.  A sub module will be incorporated for end user 

explanation detailing the tool and its functionality. 

4.4.1  Technical Specifications    

The technical specification explain how the functional specifications will be implemented Table 

4.2. 

Item  Technical Specifications  

Platform  Android based system installed on Smartphone  

Frontend Development  Android Studio 3.5 Canary 1, Android Smartphone, Android emulator 

Backend Development  Java 8, OpenJDK 8, Gradle, DDWRT Firmware for LinkSys E900 

Security Secure coding standards OWASP 

 

Table 4.2 Technical Specifications 

 

4.4.2 Use Case Diagram 

The illustrations of the major interactions that will take place in the developed prototype 

application between the various actors and the subsystems will be shown by use case diagram. The 

use case diagram illustrates the major interactions that take place between the various subsystems 

and actors in the developed prototype 
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Network
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Detect Network 
Traffic

<<include>>

<<include>>

Scan Network 
Threats

Detect Connected 
Devices

Block Network Device

<<include>>

<<include>>

<<include>>

 

Figure 4. 7 Use Case Diagram 

 

4.4.3 Class Diagram  

A class diagram is a static summary of the interacting objects in a system (https://www.uml-

diagrams.org) . It describes the attributes and operations of each class and the constraints imposed 

on the system.  The system comprises of 9 main classes as illustrated below. The table below 

describes each of these classes and how they relate to the connected classes. 

 

 

https://www.uml-diagrams.org/
https://www.uml-diagrams.org/
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 CLASS DESCRIPTION 

1 Device The system is centered on this one class. This class represents the source from which the 

router object is instantiated. Comprises attributes for describing the router in terms of: 

1. Name, IP Address, and access credentials 

2. Connectivity and availability 

3. Memory usage 

4. Nodes connected to the router (Printers, mobile devices, computers etc.) 

2 DeviceStats This class is a child class of the device class responsible for the connectivity status to 

the router. It comprises: 

1. Availability of SSH connection to router 

2. Number of nodes connected 

3 MemoryUsage This class is a child class of the device class and is responsible for the memory usage 

data of the router. Routers have internal ROM and RAM. It is this class’s responsibility 

to keep track of RAM usage. This class keeps track of the following: 

1. Total memory available 

2. Currently used up memory 

3. Currently available memory 

4. Memory being shared by the different processes within the router 

4 Host Host class is a child class of device and is responsible for the publicly broadcasted details 

/ host details as perceived by connected nodes. These details comprise: 

1. WiFi SSID 

2. WiFi BSSID or MAC address 

3. Default router IP address on network 

5 Node Node class is responsible for the managing details relating to nodes connected to the 

router. The details comprise: 

1. Node name, IP address, mac address and interface through which it is 

connected i.e. LAN or WLAN 

2. Ports currently vulnerable on the node 

6 Port Port is a child class with 1-to-N relationship to Device. There will always be at least 1 

node connected obviously because the app is always on a node connected to the router. 

Port class manages: 

1. Port number 

2. Port description i.e. purpose of port e.g. Port 80 is for HTTP whilst port 443 is 

for HTTPS 

3. Whether port is vulnerable or not 

7 IPTableRow This class is related to node class and manages firewall information linked to the node. 

This information is about what features of the router and the network the node is 

permitted to access. By default there is no restriction to internet and network facilities 

for any new nodes. 

8 SSHConnection SSHConnection class is responsible for the actual connections to the SSH client inside 

the router. It does two things: 

1. Connect and disconnect from SSH 

2. Execute commands on SSH over TCP socket 

9 SSHClient SSHClient class manages the commands that can be run over SSH. The commands are 

defined as operations/methods within the class itself. It also allows for the execution of 

arbitrary SSH commands. 

 

Table 4.3 Class Diagram 
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<<Enumeration>>

ChainEnum

+FORWARD
+INPUT

+OUTPUT

Device

+id: string
+name: string

+port: string

+ip: string

+pwd: string
+usr: string

DeviceStats

+nodes: int
+sshStatus: StatusEnum

<<Enumeration>>

StatusEnum

+NO_CONNECTION
+PENDING

+CONNECTED
+DISCONNECTED

Host

+wifiName: string

+name: string

+ipAddress: string
+macAddress: string
+model: string

IPTableRow

+num: int
+pkts: int
+bytes: int
+target: TargetEnum
+prot: string
+opt: string
+in: string
+out: string

+notes: string
+chain: ChainEnum

+destination: string
+source: string

MemoryUsage

+total: int

+shared: int
+free: int
+used: int

+cached: int
+buffers: int

Node

+name: string

+interfaceName: string

+ip: string

+type: string
+mac: string

1...n

1

+device: Device

Port

+type: ProtocolEnum
+open: bool

+number: int

+tested: bool

+description: string

1..n

1

+ports: List<Port>

<<Enumeration>>

ProtocolEnum

+TCP
+ALL

+UDP
+ICMP

<<Enumeration>>

TargetEnum

+DROP
+ACCEPT

+REJECT

+nodes: List<Node>
+host: Host

+memory: MemoryUsage

SSHClient

+connection: SSHConnection

SSHConnection

+session: Session

+connect(): void

+disconnect(): void
+executeCommand(comm:string): string

+SSHConnection(usr: string, pwd: string, host: string, port: int)

+connect(): Completable
+disconnect(): Completable
+getConnectedDevices(): List<Node>
+runCommand(comm: string): Completable
+blockDevicePort(mac: string, port: int): Completable
+deleteRuleByIndex(chain: ChainEnum, index: int): Completable
+getRulesByChain(chain: ChainEnum, mac: string): List<IPTableRow>

 

 

Figure 4. 8 Class Diagram 
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4.4.4 Sequence Diagram  

The sequential flow of information passing through the key entities of the system is shown in the 

sequence diagram. The developed solution is shown in the Figure 4.9 depicting how a device is 

connected to the Organisation network. Sequence diagram is a UML illustration of event scenarios 

(Nikiforova, 2016). It does this by showing a series of parallel lines (lifelines), processes/objects 

during their lifetime and horizontal arrows to show messages being exchanged between the objects 

and actors of the system. Figure 4.9 is depicting the processes that will occur from the user, 

network scan and checking of the background process and blocking the threat. 

Admin Device

Open Device

SSHClient SSHConnection

SSH Connect Router

Create SSH Session

Connection Status

Connection Status

Get Connected Nodes

Exec "arp -a"

opt

SSH Available

List of nodes

List of nodes

Device Status

Node Port

Scan Port Vulnerabilities

Get Open Ports

List of open ports

List of open ports

Block Node

Block Node

Exec "iptables"

Status

Status

Status

 

Figure 4. 9 Sequence Diagram 
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4.4.5  Data Flow Diagram   

Administrator Netscan 
Application

Login response

Router

Port Scanner

 Firewall 
Settings

Login 
request

scan open
ports

Open ports

Opened
 sites

Blocked ports 
Or sites

 

 

Figure 4. 10 Data Flow Diagram 
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4.4.6  Activity Diagram  

  

Visit login page

Enter login 

credentials

no

Successful login

yes

Home page

Add router
View

Connected devices

Firewall settings
Scan commonly 

hacked ports

Open ports no

yes

Block open ports

 opened sitesno

yes

Block opened sites

 

 

Figure 4. 11 Activity Diagram 
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4.4.7  Database Design 

A database model shows the logical structure of a database, including the relationships and 

 constraints that determine how data can be stored and accessed. 

 

Entity Relationship Diagram 

The database uses a number of entities to collect, save and retrieve data. An entity-relationship 

diagram (ERD) is a data modelling technique that graphically illustrates an information system's 

entities and the relationships between those entities. An ERD is a conceptual and representational 

model of data used to represent the entity framework infrastructure. The Figure 4.12 below 

illustrates the class relationships: 

 

Administrator

blocked devices

list of devices

views

device

IP

ip 

address blocked port

Name

Password

User ID

username

mac

adrress

device id

device id

device status

description

 

Figure 4. 12  Entity Relationship Diagram 
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Chapter 5: Implementation, Testing and Validation  

 

5.1 Overview 

This chapter covers in detail the analysis done to better understand the existing challenges of 

BYOD specifications and identified requirements. It then aptly describes the implementation, 

testing and validation of the proposed application system tool and highlights the key features and 

results obtained. The implementation is carried out following the outlined methodology in Chapter 

3 of this research. The testing and validation of the mobile application tool was carried out on a 

locally deployed version of the tool. The final deliverable is a working code and application. 

 

5.2 Implementation 

The system is built on android studio 3.5 canary 1. The developed application will have a graphical 

user interface. The generated output can be stored for further future analysis and review. The tool 

is downloaded from a secure application repository as an Android Package Kit (apk) file and 

installed on the mobile device. The frontend is implemented using the designed wireframes, while 

the backend is implemented using the use cases, class diagrams, in Java programming technology.  

 

5.2.1   Development Environment 

This was developed on a system running Windows 10 Enterprise Edition 64-bit version. The 

hardware specification’s where Intel core i7-7500U, with CPU speed @ 2.70 GHz, 7th Generation, 

16 GB Memory. 
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Figure 5.1  Development Environment Hardware Specifications 

 

The android studio ide-181.5-windows was used to install Android Studio 3.5 Canary 1 (2018). 

Android Studio is an integrated development environment (IDE) for Android application 

development a high performance software written in Java, Kotlin and C++ (Haslam, 2013). It is 

based on the Jetbrain’s IntelliJ IDEA, a Java based integrated development environment for 

software which incorporates its code editing and developer tools. 
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5.2.2   Mobile Application Development Tools 

 

i. Android Studio 3.5 Canary 1 

ii. Has a built-in preview update mechanism. The IDE connects regularly to the update server 

and will present a popup at start-up when a new version is available. Android Studio 

categorizes updates using "channels", Canary, Dev, Beta and stable. For this development 

we will use the Canary channel. 

iii. OpenJDK-10.0.2 windows x64 

iv. OpenJDK (Open Java Development Kit) is a free and open-source implementation of the 

Java Platform, Standard Edition (Java SE). It is the result of an effort Sun Microsystems 

began in 2006. OpenJDK is the official reference implementation of Java SE.  

v. Java 8 

vi. This is a revolutionary release of the world’s number 1 development platform. It includes 

a huge upgrade to the Java programming model and a coordinated evolution of the JVM, 

Java language, and libraries. Java 8 includes features for productivity, ease of use, 

improved polyglot programming, security and improved performance. Welcome to the 

latest iteration of the largest, open, standards-based, community-driven platform. 

vii. Gradle  

viii. This comes integrated in the Android Studio and is used as the foundation for build system, 

which can be ran from the Android Studio menu and from command line. Gradle has 

flexibility 

ix. DDWRT Firmware for Routers45 

x. Is a Linux-based firmware project developed to enhance the performance and features of 

wireless Internet routers. This open-source firmware upgrade is developed for specific 

router models and used as a replacement for the inconsistent stock firmware. 

 

5.3 Testing  

5.3.1 Mobile Device and Application Testing 

With the application installed on the mobile device and executed. The network scan was performed 

and the initial scan was able to pick all the connected devices on the router network. The test run 

detected and displayed 5 connected devices successfully.  
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5.3.2  System Testing 

This is conducted to evaluate the system’s compliance with specified requirements. With the 

developed mobile application, system testing was conducted using randomly selected participants 

in the enterprise for the purpose of fully testing the mobile components of the system. The system 

testing was done with selected users in sessions where they fully tested the assigned components 

of the system security application tool. 

 

5.3.3  Usability Testing 

The user acceptance testing was done to rate, how difficult they perceived the mobile security 

application tool, from installation, launching the application and performing various available 

tasks in the menu (network scans, ports detection, firewall rules, device blocking). The various 

tasks on the NetScan application were tested and worked well. 

 

5.3.4  Compatibility Testing 

The developed NetScan application executes on smartphones running Android operating system 

version 6.0 or higher operating system. The test was done and the application executed 

successfully on a Samsung Duos and Windows smartphone. 

 

5.3.5  Functionality Testing  

The testers involved reported are 100% success rate in scanning their mobile devices after 

installation and launching the application. The initial network scan was able to list all the detected 

connected devices. On selecting the network scan option from the main menu, a scan is performed 

to check for connected devices on the network. The resultant data is displayed for the user to see 

on the screen then the button to scan for threats can be selected as shown below. The detected 

compromised devices where successfully blocked with a 100% success rate.   
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5.3.6  User Testing   

This technique is used to evaluate a product, feature or prototype with real users. The tests were 

carried out with a selected group of ten users. The group included professionals from the 

Information Technology field with at least bachelor’s degree. The test done included accessibility 

test, checking the level of accessibility of the system to the user, mobile compatibility and router 

compatibility. The target Administrator’s group successful installed and executed the NetScan 

application and where satisfied with its functionality to scan, detect and block devices from the 

mobile device. 

 

5.4   System Validation 

For the validation of the system, an evaluation was carried out using an experienced expert in the 

field with certification CEH – (Certified Ethical Hacker). This gave the developer assurance that 

the findings will be acceptable. These actions were planned and carried out throughout he life cycle 

of the developed system 

 

5.4.1  Tool Validation 

The application tool was validated for ease to use user interface, to ensure that text was readable 

for all users. The app was checked for working in all the required mandatory fields. The application 

was also validated it was found to be working according to the requirements. Validated that the 

application performs according to requirements in all the versions of the Mobile 2G, 3G and 4G. 
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Chapter 6: Discussions 

6.1 Overview 

This chapter discuss the findings of this research focusing on the set objectives, research questions 

and scope. With explanations on the key areas covered. The main objective of the research was to 

review the existing security applications available to protect BYOD in their usage in the enterprise 

setup and develop a scanning application tool to scan for and stop malicious activities running on 

the user’s mobile device without their knowledge.  The literature review highlighted that BYOD 

is a phenomenon that will not go away and enterprises have to actively participate to protect their 

network environments. 

 

6.2 Discussions of Findings 

From the set objectives in Chapter 1 of this research, the identified key objectives where to identify 

the mobile security weaknesses exploited by cyber attackers, identify and review current mobile 

security approaches and design, develop and test mobile based information security application 

tool. From the literature review the research looked at the various mobile security weaknesses, 

smartphones now contain private and enterprise information which has become a rich attack vector 

for hackers, the fact that android platform is open source makes it susceptible to attacks. The  

software imperfections found in the android platform expose the mobile device to attacks, these 

are a result of blunders or lack of caution by programmers in the software development. In the 

operating environment there has been high theft or loss of these mobile devices creating a major 

security headache for IT Administrators. The growing incidences of information leakage, breaches 

in access control and user management has been rife and this has been further compounded by the 

usage of Wi-Fi both in Enterprise environment and public space which further exposes the mobile 

devices to attacks and including the reckless/naive behaviour of employees.  

The research focused on the protection of the BYOD in the enterprise environment as they are 

used to carry out work activities while also using the private data on the same device. Therefore, 

due to some of the highlighted mobile security weaknesses it become imperative to develop a 

mobile security application which will assist in the network scan, threat scanning on the connected 
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mobile devices as they interacted with the enterprise environment. Threat techniques identified 

include execution of malicious code attached to seemingly genuine software or connection session 

on the enterprise network. Unauthorised connection to the enterprise through wireless connection 

(Wi-Fi, Bluetooth). The threat detection module would mitigate these discussed attach vectors. 

The second objectives of the research focused on identifying and reviewing mobile security 

approaches that are in use on mobile devices. This research was able to identify the various 

methods been implemented to mitigate the inherent security flaws found in mobile devices and the 

vulnerabilities they bring as they get connected to the enterprise environment. The lack of security 

awareness of smartphone users as they rely on service providers to manage their security as they 

enjoy the usage of enterprise resources or free Wi-Fi access as the move around or travel. The use 

of a wearable token that constantly attests the user’s presence, is one proposed approach revealed 

by literature review (Rakars, 2018). While others proposed remote mobile screen which provides 

a trusted virtual machine which connects the BYOD to the enterprise. In the research a cloud based 

framework for mobile malware detection is also proposed as an approach to address mobile 

security. The final objective of this research was to test the functionality of the developed mobile 

application tool. This was extensively covered in Chapter 5, with various tests done on the 

application tool. The tool proved to be ease to use and reduced malicious code from running on 

connected device on the enterprise network.  

After launching the NetScan application, the following was successfully executed the scanning for 

devices on the connected and the application picked five connected devices android mobile 

phones, tablets and laptops. The execution of the firewall rules revealed that they were closed and 

open port on the devices. The ports displayed in the application are the commonly hacked ports 

which exposes the organisation to network vulnerabilities. The application successfully closed 

open ports, which the System Administrator selected, they were 100% success rate in the 

execution. The application also succeeded in blocking web sites i.e. Facebook from being accessed 

from the targeted device. From the test done on the selected 5 devices, the application performed 

according to the design with a good accuracy and consistent success rate. This tool assists the 

Administrator to configure devices which connect to the cooperate network to be secure and 

minimise, malicious attacks. This tool is easily customisable to ran new SSH commands as new 

threats are identified. For the test the targeted network was an organisation Wi-Fi which comprised 
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of several network nodes. The application was developed for mobile to give the Administrator the 

flexibility to operate with high mobility, as the tool would be readily available. 

 

6.3 Testing and Validation 

The testing and validation of the proof of concept implementation revealed a functional prototype 

that was able to scan the network of connected devices, execute a threat detection scan, block 

compromised mobile devices detected, scan and display traffic statistics, analyse and show devices 

utilising more bandwidth beyond the set threshold and terminate and block the device from the 

network. The test also revealed that the tool can scan and analyse the connected devices on the 

network for vulnerabilities. The quality assurance carried out on the functionality, usability, 

compatibility, navigation, supportability and security revealed that the mobile application tool 

executes according to the functional requirements and specifications. The tool validation included 

checks for specifications, use cases, class diagrams, wireframes, source code review and functional 

completeness. Examination of the specification was done and discovered to in line with the end 

user requirements and the implementation of the specifications would achieve what the tool was 

designed to perform. Use cases, class diagrams and wireframes were scrutinised and revealed to 

be in sync and accurate according to the system specifications. The examination of the code review 

did not pick an errors or anything wrong in the source code. Validation for accuracy of results was 

carried out and the application tool extracts and analyses revealed accurate data and comprehensive 

systems reports.  
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Chapter 7: Conclusion, Recommendations and Future Work 

 

7.1 Conclusion 

This research focused on developing a mobile application tool that would scan the router 

(DDWRT) for connected mobile devices while checking for malicious activity on the mobile 

device. The developed tool was able to execute the intended duties successfully. Success was 

apparent in the ability to scan a selected device for malicious activity, that might have been 

deployed and the user was not aware of its existence. The tool was able to scan the user’s mobile 

device for suspicious application activity, terminate the offending activity and block the activity. 

Additionally, the tool was linked to an antivirus software to compliment the scanning and enhance 

the security on the mobile device. 

 

7.2 Recommendations 

The findings of the research where a noticeable success rate securing of mobile device users by 

detecting and stopping malicious attacks, thus preventing theft of data. The tool was able to detect 

all the connected devices on the Wi-Fi network. It also succeeded in displaying the connected 

devices and the detected closed and open ports. The firewall refresh rules worked correctly.  While 

the scanning and detection of the malicious activity was successfully executed and the disruptive 

activity terminated. The blocking of the open ports and selected open sites was also observed to 

have been done successfully. The tool managed to address the intended functionality scan, detect 

and block devices and ports. The research felt that more features and functionality could be added 

to the tool to improve efficiency and high detection rate with the following recommendations: 

1) Further develop the alert functionality for execution and termination in realtime. 

2) System Administrator’s should have an interface to continually update and review incidences.  

3) As this research focused on the android platform, there is need extend this mobile application 

to cover other operating systems including but not limited to Blackberry and iPhone IOS. 

4) Analysis can be done using machine learning models that have been trained to classify network 

traffic 

5) There is need to upload the mobile application to a reputable application store to boost 

confidence of users of the solution. 
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7.3 Future Work 

Future improvements on the mobile device application security tool will include making it 

mandatory to download and install for anyone to use the enterprise information technology 

resources. Further work can be done from the user’s perspective on how to secure and protect 

private information as they interact with enterprise network. 
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