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Abstract. Bitcoin, Cryptocurrencies and Blockchain technologies are widely discussed nowadays. The Bitcoin market value is discussed in
top magazines, the names of people who earned money from cryptocurrencies are on the Richest People list. The Blockchain technology is
said to be a one of disruption pioneers on the one hand, and cryptocurrency is said to be an illegal phenomenon on the other hand. The
Fourth Industrial Revolution, which is based on digitalized industry is changing the power centres. Will cryptocurrency disrupt the
financial sector? Or perhaps it will disrupt the retail market or global monetary policy. Disruptive technologies together with the Internet,
Mobile Internet and Internet of Things are changing our world. While society has gained simple and reachable comfort for a cheaper price
on the one hand, many people have lost their jobs on the other. Consequently, the authors presuppose discussion about the phenomenon of
cryptocurrency through the context of social phenomena and legal regulation: divulge definitions, principles, relating to the topic; identify
possible tendencies according to legal regulation and its practical realization.
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1. Introduction

The new cryptocurrency — Bitcoin made its first appearance with the publication of the white paper by the
mysterious Satoshi Nakamoto (hereinafter — Nakamoto) in 2008. The Nakamoto payment model is based on

“payments to be sent directly from one party to another without going through a financial institution” (Nakamoto
2008).
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Initially Bitcoin seemed to be a game (in early 2008 and 2009). Not many looked at it seriously. Currently
according to Kaplanov - “Bitcoin is the world’s first digital, private cryptocurrency exchanged over the internet
through the use of a peer-to-peer network” (auth. — Blockchain). How has this happened? How did the game turn
into a currency? (Kaplanov 2012).

Furthermore, the World Economic Forum identified Bitcoin-based Blockchain technology as among the top 10
emerging technologies, together, with the Internet of Nano things, Autonomous Vehicles, open Artificial
Intelligence ecosystem (World Economic Forum 2016). It is therefore expected to increase its weight further for
the global society.

The magic lies in its simplicity. The Bitcoin is based on Blockchain technology, which allows a transaction to be
completed between parties without a financial institution intermediary. Simplicity is the magic that has turned
Bitcoin from a game into powerful tool. Within ten years the number of Bitcoin users has increased dramatically.
It had reached 1 min. unique addresses at December 2017 (Blockchain Charts 2017). Total coin market
capitalization was 71 billion USD in December 2018 and at the beginning of 2018 the level was 326 billion USD
(Blockchain Charts 2018). In November 2017, it was ranked 30" of all currencies worldwide (Coinstaker 2017).
The World Bank launched 110 mIn. USD i-Bond stake, which is totally managed, using blockchain technology
(World Bank 2018).

Standing on the threshold of the Fourth Industrial Revolution (4.0) Bitcoin might be one of its engines. During
industrial revolution 4.0, technology drivers will have a profound impact on the nature of state relationships and
international security, changing the character of security threats while also influencing shifts of power, which are
occurring both geographically, and from state to non-state actors (Schwab 2016).

Christensen (2001) who invented the definition of disruptive technology (hereinafter — DT), states, "disruptive
innovations were technologically straightforward; consisting of off-the-shelf components put together in a product
architecture that was often simpler than previous approach methods”. Christensen states that disruptive innovation
is — an innovation, employing a “technology” in management, marketing activities and investment policy which
transforms information, labour, capital, and materials into products or services of greater value, which becomes
the main goal of a company, and, as a consequence, fundamentally changes the established “rules of the game” in
many industries. If a certain technology plays a critical role in a disruptive innovation, it could be defined as
“disruptive technology” (DT) (Christensen, Bower, 1996). Christensen also states that DT should “Beat
competitors with functionality” and “Beat competitors with speed, responsiveness and customization”
(Christensen 2001). Nakamoto has raised both attributes in his white paper as a priority. He wrote, “payments to
be sent directly from one party to another without going through a financial institution”. Glaser Folian et. al.
defines that Bitcoin is used to “cheaply execute financial (cross-border) transactions”.

Bitcoin brings us a financial democracy which is often discussed as playing an important role for the shadow
economy. According to Teivans-Treinovskis (2016) it is “the economic processes which come into conflict with
legal rules”. As the disruption of the technology can also have a negative impact, there is a lack of international
consensus on Bitcoin as a threat for society.

There is no question that cryptocurrency will impact global and national economies; the only question is on what
scale?. Despite the potential big impact on the global economy, cryptocurrency still does not have unified legal
regulation. There are misleading national legal and political approaches towards cryptocurrencies. Will a country
miss the opportunity for economy growth if it were not to accept cryptocurrency or would it bring unforeseen
risks leaving the cryptocurrency market liberal and unregulated? From wide perspective, it is possible to discuss,
that DT are factor, which influence the concept of national security in various vectors. With the changing global
security situation, increase in external threats or emergence of new ones (cyberattacks, on-conventional warfare
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models, etc.), countries must feel concern regarding consolidation of their security (Novikovas et al., 2017). Even
the technological development of business sectors, such as energy or waste management, can be influencing
argument for political decisions in the context of national security (Tvarovaniiené 2012; Tvaronaviciené 2016;
Novikovas et al., 2019). The impact of changes, to security, based on DT, can occur in various aspects: for a
specific business model, specifically for infrastructure or for a specific investment. The effect may be the creation
of a new economic activity, existing modification or destruction. The strategy of security must ensure prevention,
detection and response to possible treats in these aspects. The main challenge for governments is timely adoption
law norms and principles, solving these problems (Limba et al., 2019).

The object of the paper— phenomenon of cryptocurrency as a currency, manifested in an unregulated, disruptive
nature.

The aim of the paper — to reveal possible problematic features of cryptocurrency, as social phenomenon.

Methodology — document analysis, critical-analytical, systematic, linguistic, statistical data and comparative
analysis methods were applied.

2. Background and Literature review
2.1. Cryptocurrency brings disruption?

Scientists also identify the potential of disruption in analysing cryptocurrencies. Baiyre et al. (2015) in their
researches states that “Instead of trusting a single custodian, system-wide consensus is reached by an ever-
growing proof of computational work. Arguably, this technology has the potential for disintermediation and
disruption.”

Duggar et al. (2016) defines Blockchain technology as a key element for fast transactions, while Deloitte (2016)
identifies technology, which is a source of democratic trust, as the system operates within it and is not controlled
by external financial institutions.

According to Bucherer et al. (2012) “The purpose of an innovation process could be to change or improve
products as well as entire business models”. Bitcoin has brought a Blockchain, which changes the process of the
banking sector. It is changing the system as follows:

Elimination of financial intermediary;

Obiject of trust is a system instead of a financial institution;
Speed of international transactions;

Cost of transaction.

The World Economic Forum (2016) emphasized the potential of Blockchain, which Bitcoin is based on, stating
that it might be the future of financial infrastructure. The World Economic Forum identifies the following value
drivers of Blockchain technology:

o Potential to drive simplicity and efficiency;

e Will form the foundation of next generation financial services infrastructure;
e Can leverage the technology in different ways.
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Analysts at Santander InnoVentures, have estimated that by 2022, Blockchain technology could save banks more
than 20 USD billion annually in costs (World Economic Forum 2016).

BITCOIN

Simplicity Global

Svstem is Eliminate :
y & - Transaction Low Cost
Trust Banks

Efficiency Speed

Developing
Simplicity &
Efficiency

Will Leverage Next Generation
Technology Financial Services

DISRUPTION

Chart No. 1. Bitcoin Value Drivers Interaction with Disruption Technology Value drivers.
Source: Compiled by the authors.
The Chart No 1 above shows how Bitcoin value drivers interact with Disruption value drivers. Therefore,
cryptocurrency as a possible object of disruption is highly expected. Currently, more than 2,000 cryptocurrencies
are listed (Coinmarketcap, 2019).
2.2. Legal aspect

According to TFEU Atrticle 3 ”The Union shall establish an economic and monetary union whose currency is the
euro.”

For example, the national currency of all three Baltics states is the euro:
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o By decision 2010/416/EU9 the Council decided that Estonia fulfilled the necessary conditions for
adopting the euro.

e Council Decision of the EU (Further — CD) 2013/0190 (NLE) rules: "Latvia fulfils the necessary
conditions for the adoption of the euro. The derogation in favour of Latvia referred to in Article 4 of the
2003 Act of Accession is abrogated with effect from 1 January 2014."

e According to Council Decision of the EU, (2014/509/EU) “Lithuania fulfils the necessary conditions for
the adoption of the euro. The derogation in favour of Lithuania referred to in Article 4 of the 2003 Act of
Accession is abrogated with effect from 1 January 2015”.

It is however more problematic to discuss the status of cryptocurrency in these countries. On November 27, 2017,
Estonia enacted amendments to its anti-money laundering legislation. According to § 3 “virtual currency” means
a value represented in the digital form, which is digitally transferable, preservable or tradable and which natural
persons or legal persons accept as a payment instrument, but that is not the legal tender of any country or funds
for the purposes of Article 4(25) of Directive (EU) 2015/2366 of the European Parliament and of the Council on
payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and
Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC (OJ L 337, 23.12.2015, pp. 35-127) or a
payment transaction for the purposes of points (k) and (I) of Article 3 of the same Directive. Furthermore,
Estonian money laundering prevention acts foresee, that virtual currency service providers are required to have a
license.

CNBC (2017) mentions that Estonia wanted to issue its own virtual currency. The cryptocurrency, called
"estcoin," could be launched via the digital coin community's version of crowdfunding — an initial coin offering
(ICO). However, the European Central Bank (ECB) has been highly critical of Estonia’s plan (Perkinscoie 2018)
and indicated that it would not allow any Member State to launch its own digital currency.

Latvian anti-money law regulation establishes: “virtual currency” — a digital representation of a value that may be
digitally transmitted, stored or traded and function as an exchange medium but not recognized as a legal tender,
shall not be considered a banknote and a coin, non-cash and electronic money, and shall not be monetary accrued
in the payment instrument used in the cases referred to in Article 3 (10) and (11) of the Payment Services and
Electronic Money Act; The same act reveals a definition of virtual currency service provider: “a person providing
virtual currency services, including a provider of virtual currency exchange services issued by other persons,
which allows users to exchange virtual currency for another virtual currency upon receiving a commission, or
offers to buy and buy virtual currency through a recognized legal tender;”

The Bank of Lithuania stated that “financial services must be clearly dissociated from activities related with
virtual currencies. Banks, payment institutions and other financial market participants should not provide services
associated with virtual currencies or participate in their release”. The Bank of Lithuania also mentioned that
“although the implementation of the ICO is not regulated by specific legislation, nevertheless, taking into account,
different ICO models and different features of the coins, the Bank of Lithuania seeks to draw the attention of
ICOs and its distributors to the fact that in some cases this activity may be subject to obligatory requirements of
Lithuanian law: depending on the nature of the offering, legal acts regulating crowdfunding, collective
investment, provision of investment services, etc. must be applied.

Analysis of cryptocurrency in the Baltic States shows that none of the Baltic states regulate cryptocurrency as a
currency, however, there have been initiatives to make an ICO at national level (Estonian Estcoin initiative) or
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digital coin for collectors as was done by the Lithuanian bank. It is the opinion of the authors that cryptocurrency
is more likely rhetorical — political initiatives rather than long-term strategies of the countries.

Lithuanian anti-money law regulation does not reveal a definition of cryptocurrency, but establishes a wide
meaning term of assets: “objects, money, securities, other financial instruments, other assets and property rights,
results of intellectual activity, information, actions and results of actions, other property and non-property values,
as well as any other physical or non-physical, movable or immovable property, tangible or intangible assets and in
any form, including electronic or digital, legal instruments or instruments proving ownership of or rights in such

property.”

While cryptocurrency is becoming more popular, there is, however, no clear legal regulation, which helps to
indicate a loophole. National police institutions reveal negative opinions. For example, Financial Crime
Investigation Service under The Ministry of the Interior of the Republic of Lithuania states, that “The total
turnover of major operations in the Lithuanian cryptographic market since the beginning of 2017 was about 660
million EUR. This market is often seen as decentralized and anonymous”.

3. Cryptocurrency = (non) currency
To define Cryptocurrency as a currency is very complicated. The opinions of scientists are many and they are
divided. There are many definitions delivered from the point of view of mathematics, cryptographs and IT
scientists. The number of definitions delivered from the management or legal point of view is relatively smaller.
Following our analysis of the scientific bibliography we have established two different cryptocurrency definition
approaches from the perspective of science:

a) as a social phenomenon;

b) as alegal situation

3.1. Cryptocurrency as a social phenomenon

Scientists supporting Bitcoin as a currency

Paul Ehlog states that “currency is any agreed upon means of exchanges of goods and services, so you could have
some small stones, as used in history, and if it’s accepted by a sufficiently large population” (Bloomberg 2014).

Scot Bret in his researches analysis Bitcoin as a cryptocurrency. He defines Bitcoin as ... a digital token that can
be moved between parties”. In addition, Bret states, that “the token has market value in terms of major national
currencies”. He also says, “it is sporadically used — albeit often in small amounts —in exchange for real world
goods and services (Bret 2016).

Facts that support Bitcoin as a currency (Chart No 2):

i) itisused by awide range of people —> 1 min. unique addresses (Blockchain Charts 2017).

ii) it can be easily exchanged for goods.

iii) it can be easily exchanged for different currencies throughout 72 exchanges worldwide (Bitcoin.org
2018).

iv) it can be easily exchanged and withdrawn in small amounts throughout 3,930 ATM’s world-wide (Statista
2018).

v) Bitcoin is traded on futures markets, including a few USA heavily regulated exchanges (CNBC 2018).
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Chart No 2. Facts supporting Bitcoin as a currency

Source: Compiled by the Authors.

In between currency and non-currency

According to “electronic money is a deposit of funds that is accessed electronically through a computer, a card or
other device to pay for goods and services or debt” (Bishop 2012).

Riksbank defines virtual currency as digital money. “A virtual currency is a means of payment; that is, units of the
virtual currency represent a value. It is intended for use in payments within a specific virtual community... This
type of virtual community can thus be said to resemble a voluntary agreement to use a specific item as a means of
payment.” (Riksbank 2017).

Kaplanov identifies a big number of currency signs, however finally he comes to a conclusion that Bitcoin is
mostly a community currency. It should be noted, however, that since Kaplanov did his research, Bitcoin has
evolved a lot (number of users, improved exchangeability, purchase of goods and Bitcoin futures). Taking into
consideration that further cryptocurrency development is likely to proceed rapidly, Bitcoin would achieve more
currency attributes.

One interesting fact disclosed by Broome at al. (2011) is that there is historical precedent of legitimisation of
internationally unrecognized currencies. For example, in the early years of the United States, “the United States
experimented with privately issued currency for a number of years”. “While state-chartered banks, which existed
during the operations of the First and Second Banks (firsts attempts to create central banking — authors) of the
United States, did issue private paper, the notes issued by the Banks of the United States were the predominant
currency during the early years of the United States” (Broome et al. 2011). If there is historic precedent of a
“predominant currency” in the US, we can theoretically assume that cryptocurrency might be transformed into
another currency and become legitimate.

The European Banking Authority (EBA) and the European Central Bank (ECB) apply the term virtual currency
(European Central Bank, 2012; European Banking Authority, 2013).
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3.2. Is Bitcoin democracy a threat?

The main idea of Satoshi, the inventor of Bitcoin and the father of cryptocurrency is that cryptocurrency is not
regulated by any institutions or legal intermediaries. The scientists who have analysed cryptocurrencies agree with
this.

Grinberg (2012) in his research states “Bitcoin is a digital, decentralized, partially anonymous currency”. Mc
Kinsey (2017) maintains the same position — “A blockchain is an encoded digital ledger that is stored on multiple
computers in a public or private network.” Riksbank (2014) says “In a decentralised virtual currency scheme, like
Bitcoin, the transactions are verified and executed via the network of users” as well as “The right to register
activities is thus delegated to the network’s participants.”

Blundell-Wignall (2014) raises two main policy issues:
1. Lack of consumer protection (keeping value, theft prevention and arbitrage);
2. Anonymity brings socially unacceptable activities.

The main driver behind Anti Money Laundering (hereafter — AML) investment decisions are regulatory
requirements, which oblige financial institutions and certain non-financial businesses to comply with AML
legislation (KMPG 2014). There was however, no emittance of Bitcoin; therefore no one is obliged to adhere to
AML procedures.

The analysis of the Basel Committee on Banking Supervision (2014) shows that the risk of unmonitored
international money flow is increasing. “National borders nevertheless constitute a danger of being discovered, be
it whether while smuggling large sums of cash through border controls or because of increasing reporting
obligations of transnational capital flows.” The major disruptor of the increasing international money flows is
considered to be cryptocurrencies.

The US Treasury’s Financial Crimes Enforcement Network identifies a three-step process of making “illegally-
gained proceeds appear legal, by:

1) placing dirty money in the legitimate financial system;

2) layering it within additional transactions to obfuscate its origins;

3) integrating it into the financial system with more transactions so the funds appear legitimate.

In Chart No. 3. Potential threats from Bitcoin as a financial system are presented.
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Chart No. 3. Potential threats from Bitcoin as a financial system.

Source: Compiled by the authors.

The uniqueness and democracy of Bitcoin brings high potential for money laundering. According to Masciandaro
(1999) money laundering “shares two key-characteristics: illegality and concealment”. As mentioned in the US
Treasury’s Financial Crimes Enforcement Network, money laundering needs a financial system. Therefore, the
more legitimate Bitcoin becomes the greater the risk of money laundering for society.

Despite the different approaches of countries to the legitimization of Bitcoin, once Bitcoin is recognized as
legitimate it will bring additional risk globally as a money laundering tool (infrastructure).

Conclusion

According to the literature which analyses cryptocurrencies (including Bitcoin), the following attributes are
common: a) there is no financial intermediary; b) transactions are instant; c) low cost; d) the system is an object of
trust itself (replaces the financial institution). Therefore, these attributes lead to a more efficient and simpler
financial system, having in mind cryptocurrency value drivers, which can leverage various technologies in
different ways. It has formed the foundation for the next generation financial services. There is a consistent
opinion in the Cryptocurrency and Disruptive Technology literature that cryptocurrency will lead to a disruption.

Reviewing the legal environment of cryptocurrencies in the Baltic countries, we conclude, that the boundary
between cryptocurrency and virtual money is unclear: the definitions are identical in one case and in all others
they are different. The authors of this article argue, that this is a consequence the lack of legal regulation. Lack of
legal regulation can affect negative aspects. It can bring additional risks such as tax evasion, fraud activity or
virtual currency, which can be used in the shadow economy. The European Commission has also issued an
opinion indicating that there are plans to regulate cryptocurrency transactions, among which it proposes to
distinguish between cryptocurrency and virtual money. The authors argue that this lack of definition is a loophole
in the legal regulation.
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Based on the analysis of the legislation of the Baltic states, it is possible to identify cryptocurrency regulatory
initiatives, but those initiatives are more of a declarative nature: no clear position of parliaments; no clear
definitions of what cryptocurrency is according to legal regulation; the nature of cryptocurrency is disclosed
indirectly through anti-money laundering and regulation of the financing of terrorism.

As regards whether Bitcoin was the first cryptocurrency, we noted that it has the major attributes of a currency.
From the historical point of view there were precedents when countries issued notes (non-recognized currencies),
which after some time became legitimate. Therefore, we can conclude, that further development of Bitcoin or
other cryptocurrency can theoretically be recognized as a currency.

While the new technology brings opportunities to the market, it also brings many threats. Democracy (system
operates without a third party) and anonymity are the main factors that increase the risk of money laundering,
terrorist attacks, tax avoidance and money theft. These factors together bring high risk for national security.

The scale and details of the regulation will determine the scope and scale of further cryptocurrency development
as a disruption technology.
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