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THE CLASHING PARADIGMS

n many respects, transparency and

privacy occupy opposite ends of a

sliding scale. Generally, the more
you have of one, the less you have of
the other.

At the same time, both are distinctly
American  qualities—privacy  to
pursue one’s interests and happiness
without interference from the
government or any other institution;
transparency to hold government and
powerful institutions accountable.

Historically, privacy hasbeen the norm,
given the opaque nature of our lives and
institutions. Institutional information,
even that information classified as
“public” under open-records laws,
enjoyed a practical obscurity due to
the inability of the masses to access the
information in a convenient and low
cost manner. Our personal lives were
also generally private, transparent only
to our close friends and family, unless
we became the focus of a news report,
a rare occurrence. Until recently,
institutions and individuals could
generally determine what information
they would or would not share with
others, and had control over where
on the transparency-versus-privacy
continuum they would fall.

by Randy L. Dryer

All of this changed with the emergence
of the information age, an era marked
by the rapid growth in sophisticated
technology and the ubiquity and
universal dependence on, and
acceptance of, the Internet. With the
rise of the Internet came social media,
and a new ethos of sharing.

ways. We are rapidly becoming a
surveilled society. Video cameras,
once only positioned in banks and
government facilities, are now
deployed on streets, in parks and at
the corner bakery. Nannycams and
Kindercams are available for parents
to watch their children while away.

WHRT WE CONSIDER “PRIVATE” IS ALSO UNDERGOING A MAKE-
OVER. WE SHARE OUR LIVES AND THOUGHTS NOT ONLY WITH
FRIENDS, BUT WITH TOTAL STRANGERS VIA THE INTERNET. IN

MANY WAYS, WE HAVE BECOME R SOCIETY OF NARCISSISTS
AND VOYEURS; ADDICTED T0, OR AT LEAST PREOCCUPIED BY,
FACEBOOK, YOUTUBE AND TWITTER. 22 @

What we consider “private” is also
undergoing a makeover. We share
our lives and thoughts not only with
friends, but with total strangers
via the Internet. In many ways, we
have become a society of narcissists
and voyeurs; addicted to, or at least
preoccupied by, Facebook, YouTube
and Twitter.

Technology has enabled government,
businesses and individuals to collect
and share vast amounts of data and
information, often in surreptitious

GPS locators on Smartphones allow
us—and the government—to keep
track of each other as we move about
our daily lives.

Information on what we buy, what we
eat, what books we read and with whom
we associate is routinely collected, sold
and utilized by government, businesses
and our neighbors.

While calls for greater openness in
government are nothing new, the
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emergence of the information age has brought a
new, unprecedented intensity. Recent disclosures
of government corruption and abuses of power and
scandals in the real estate and financial industries
have spurred calls for greater transparency and
accountability in our institutions.The transparency
movement in the federal government was solidified
by the election of President Barack Obama and
his open government directive in December 2009.
State and local governments also have embraced the
concept of open government as a way of encouraging
greater citizen engagement as the digitizing of
information has become more common and easy
internet access has become ubiquitous. Minutes of
city council meetings, live-streaming audio of state
legislative debates, and access to databases of court

records all have become a click or two away online.

Another consequence of the movement to
transparency is that we are now living in an era of
Wikileaks, confidential news sources, anonymous
web posters, and a seemingly insatiable public appetite
for disclosure of information held by government.
There is growing concern that individual and
institutional privacy are dying realities and that too
much transparency in the form of an unlimited
“right to know” everything about each other and our
institutions is a dangerous endgame that threatens
national security, personal freedoms, our way of life
and the orderly and efficient operation of a democratic
society, at least as we now know it.

In the last decade, our ability to find and share
information has increased exponentially. With it
comes opportunity, but also a call for caution at
what might be at risk. It was this seismic clash of two
powerful paradigms—transparency and privacy,
brought together by the forces of the internet—that
was the subject of study of this Think Tank.

STUDENT PARTICIPANTS

is an Honors student majoring in
Philosophy but he has many other
academic interests, including Sociology
and English. He has been involved in music
for most of his life and is a member of the
Ute Drumline. With no occupational or
academic plans yet after graduation, Alex
is enjoying his time at the University of
Utah and views learning as an end in itself.
He is a sophomore. He was a member of
the Transparent Team.

is an Honors student double-majoring in
Accounting and Information Systems. She
is a volunteer with the US Dream Academy,
an after school, mentoring organization for
children of incarcerated parents, is a member
of the Honors College Social Justice Scholars,
and various other associations. One day she
aspires to work as an information-technology
security professional. She was a member of
the Transparency Team.

is a pre-architecture major with aspirations
to start her own firm. She is also currently
an Honors College Early Assurance scholar,
a member of Honors Student Advisory
Council, and a high school mentor with
the AVID (Advancement Via Individual
Determination) program. In her free time
she enjoys music and travel. She was a
member of the Privacy Team.

is a sophomore Honors student
studying mathematics and design.
He has always had a passion for
politics and is excited to help change
them for the better, especially at the
local level. He was a member of the
Transparency Team.

a sophomore and member of
the Honors Early Assurance
Program, is studying English and
Communications. She hopes to
work in Public Relations and
travel the world. Her interests
include reading, cooking,
snowboarding, and running.
She was a member of the Privacy
Team.

is a pre-law sophomore majoring
in English and double minoring
in Business Administration and
Political Science. She is an Early
Assurance Scholar and an intern
at the Rocky Mountain Innocence
Center. She works as a copy editor
for The Daily Utah Chronicle, the
university’s student newspaper. In
her spare time, she likes to write
and travel. She was a member of the
Privacy Team.

is a second year Honors student
majoring in Computer Science. She
loves technology and the exciting
new opportunities it has created,
which helped her choose her major.
She is a member of the founding
pledge class of Alpha Phi, a national
sorority and the Computer Science
Undergraduate Student Advisory
Committee, and the Honors College
here at the University. She was a
member of the Transparency Team.

is a sophomore Honors student
studying History and English. She
hopes to pursue a career in editing, and
move to New York City or Chicago.
A few of her current interests include
voracious reading, jewelry making, and
spending time with family and friends.
She was a member of the Privacy Team.

is a sophomore Honors student
majoring in History and studying
Emergency Medicine with plans to
continue in that field as a paramedic
and eventually a physician’s assistant.
Allie has lived in Utah for many
years but is originally from Maine.
She loves New England and plans to
return someday. She loves kids and
the outdoors so her favorite place to
be is working at summer camp. She
was a member of the Privacy Team.



is a sophomore Honors student majoring in Political Science and English. She aspires to obtain

a dual degree in Law and either Public Administration or Business so that she can eventually
work with the State Department in developing U.S. and East Asian relations. When not spending
time on school work or extracurricular activities such as the Associated Students University of
Utah, Tianna enjoys hiking Utah’s mountains, reading, and painting. She was a member of the
Transparency Team.

Two students, Sam Totten and Mariah Lohse, participated in the first semester of the Think Tank but moved out of
state just prior to the second semester and did not participate in the student projects.

FACULTY ADVISORS

is the University of Utah Presidential Honors Professor and teaches at both the Honors College and
the S.J. Quinney College of Law. He was the principal faculty advisor for the Transparency Team.

is a founding partner of the Salt Lake City law firm of Mabey, Wright & James and is an adjunct
professor in the Honors College. He was the principal faculty advisor for the Privacy Team.

is a librarian at the S.J. Quinney College of Law and supervised the course webpage.

COMMUNITY PARTICIPANTS

Love Communications provided layout and design services for this report and LOVE

COMMUNICATIONS

provided advice in developing the public campaign for the Transparency Project.

The Salt Lake Tribune provided editing assistance with the Think Tank
report and financially underwrote the state-wide public opinion survey for the

The Salt Lake Tribune

Transparency Project.

Johnson & Johnson of New York City conducted several working sessions with
the Privacy Team and provided creative and production assistance in the creation
of the Team’s YouTube videos.

Absolute Communications, a University of Utah student marketing class,
assisted the Think Tank in the planning and execution of the public launch/kick-
off event for the Transparency Project and in the marketing and distribution of
the videos for the Privacy Team.

Brigham Young University students in a Journalism Research Methods class, BYU

under the direction of Professor Joel Campbell, conducted research into the current
transparency practices of 16 Utah cities and counties.

COURSE OVERVIEW & OBJECTIVES

Government corruption and abuses of power, scandals in the real estate and financial industries, unpopular wars, skyrocketing
costs of education and an increasingly complex and opaque healthcare system have spurred calls for greater transparency in our
institutions and in society in general.

The unprecedented transparency in our society has been fueled and enabled by the new social media communications platforms
of Facebook, YouTube, Twitter, Wikipedia and the like. At the same time, there is concomitant concern that individual and
institutional privacy are dying realities.

The Think Tank on Transparency and Privacy took a critical look at these two often-conflicting paradigms. Eight course objectives
were identified, all geared toward broadening the student’s substantive knowledge and engaging them in a collaborative, self-directed
learning experience. Students studied the origins, underlying rationales and growth of the concepts of privacy and transparency as
well as their legal and constitutional implications, both in general and in their application in specific areas such as the government,
media, education system, financial industry, and the Internet.

During the first semester students heard from leading local and national experts in the areas of openness and privacy to gain
a comprehensive understanding of the complexities, nuances and challenges of balancing and reconciling these two competing
interests. During the second semester, students applied this information and knowledge by developing two practical projects
(described below) which have an impact and life beyond the classroom. A copy of the course syllabus is reprinted in Appendix “A”



HE COURSE WEBPAGE: A THINK TANK IN A FISHBOWL

The Think Tank on Transparency and Privacy is the first University of Utah
class to be completely transparent and accessible to the public via the course
webpage, http://campusguides.lib.utah.edu/honors.

The course started with a
commitment by all involved
to be transparent about
their respective pasts. Each
student wrote a “Personal
Portrait” which was posted
on the course webpage. These
personal discussions set the
tone of transparency in the course by being more than just a resume or a biography, but a
very personal background statement that goes beyond the norm in an academic setting,

Under the expert guidance of law school librarian Valeri Craigle, the webpage
served as a digital repository of the latest scholarly and popular writings and videos
on transparency and privacy issues. The course webpage was the online hub of
everything the students did and was the public’s window into the course. Each week’s
classroom session was videotaped and posted on the webpage. Each student made an

oral presentation to the class and wrote
a paper on an assigned transparency
or privacy topic, all of which were also
posted, as well as weekly guest lectures
by experts from around the country via
video conference.

Throughout the first semester,
students made daily posts to their
required Twitter accounts and
weekly posts to their blogs about
the transparency and privacy issues
being discussed.

Access to these feeds was available on
the website as was a public comment
featurewhere personsoutsidetheclass
could comment on the student’s work
product or any issue being discussed.
This online content spurred a lot of
conversation, and discussion forums
were made available so that students
could interact with interested
members of the public. The webpage
had thousands of page views and
hundreds of posted comments.

The course was the subject of a live
news story by KSL TV news and
also featured in a story published
by the Deseret News.

The course also will be the subject of
an article to be published in the Fall
2012 issues of Continuum Magazine.
Both student projects, described
below, generated extensive public
attention in the news media and
blogosphere. A compilation of links
to various news stories and posts is
included in Appendix “B”

THROUGHOUTTHE FIRST SEMESTER, STUDENTS MADE DRILY POSTS TO THEIR REQUIRED TWITTER ACCOUNTS

AND WEEKLY POSTS TO THEIR BLOGS ABOUT THE TRANSPARENCY AND PRIVACY ISSUES BEING DISCUSSED.

STUDENT PROJECTS

/A —

The Honors Think Tank class divided into two “teams” at the semester break to pursue separate projects that would have

tangible, real-world implications on transparency and privacy in the Internet age.

THE TRANSPARENCY PROJECT.

The Transparency Team took as a
starting point President Obama’s
2009 Memorandum on Transparency
and Open Government, the federal
governments commitment to promote
transparency as a means of improving
efficiency, accountability, and general
democracy. The Memorandum called
for government to be more transparent,
participatory, and collaborative with its
citizens by providing them with public
information that can encourage civic
participation. Although the President’s
initiative has come under criticism
for not delivering on everything it
promised, it focused the nation’s
attention on government transparency
and the Think Tank believed its
underlying principles could form the
basis for a similar initiative at the local
government level. Consequently, the
Utah Local Government Transparency
Project (“Transparency Project”) was
conceived. After extensive study and

discussion, the Think Tank came to
two preliminary conclusions: one, that
Utah citizens valued and supported
transparency in their government
institutions and two, that local
governments, with some exceptions,
generally were not very transparent and
were not harnessing the convenience
and power of new technologies. Both
of these preliminary conclusions were
confirmed by the research described
below.

Sixteen cities, towns and counties
in Utah were selected for the
purpose of analyzing how these local
governments would fare if they were
evaluated in terms of compliance
with the proposed Transparency Best
Practices. The research was done by
a BYU Journalism Research Methods
class under the guidance of Professor
Joel Campbell. The results of the
research are summarized in the section

titled “Transparency in Utah Local
Governments.” A one-page summary of
the research for each local government
is included in Appendix “C”

The project also included a statewide
poll of Utah residents to gauge their
opinions on the value of a transparent,
accessible government. Students
drafted 10 survey questions and The
Salt Lake Tribune agreed to include
the questions in one of its regularly
scheduled state-wide polls conducted
by national pollster Mason-Dixon. A
summary of the results of the survey
are discussed below in the section
of this report titled “Government
Transparency: How It Affects
Public Trust, Satisfaction & Citizen
Engagement” The survey responses
are reprinted in full in Appendix “D”



Because local governments interact
with citizens most directly, the goal of
the Transparency Project was to make
these governmental entities more
accessible to citizens by devising a
common set of standard transparency
“best practices” which recognize and
leverage recent advances in digital and
other technologies.

¢ The kickoft was attended by Salt Lake
City Mayor Ralph Becker and Council
¢ Chair Soren Simonsen, both of whom
spoke and personally endorsed the
Utah Transparency Project and the
. Transparency Best Practices. The
kickoff generated considerable media
and blog attention. Links to the various
news reports and blog postings may

THE TRANSPARENCY “BEST PRACTICES” DRAFTED BY THE THINK
TANK REFLECT THE BEST AND MOST RECENT THINKING OF EXPERTS

ON GOVERNMENT TRANSPARENCY.

The Best Practices, which are reprinted
in Appendix “E;” were distributed to
all 273 local governments in Utah on
April 11, 2012, in conjunction with a
project kickoft/news event held on the
University of Utah campus.

be found in Appendix “C
the Transparency Team was
cognizantofthefactthatthereis

a financial cost to transparency
and that government budgets
are tight in today’s economic
environment. Consequently, the
Transparency Project calls for
local governments to adopt the
Best Practices in principle and
commit to implementation as soon

as practicable.

PHOTOS BY JAMIE NELSON / ABSOLUTE COMMUNICATIONS

www.utahtransparencyproject.org,
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THE PRIVACY PROJECT.

The Privacy Team project is intended to inform the public (primarily students) of the growing threats to privacy perpetuated by the
continual evolution of technology. Technological advances in the form of smart-phones, social networking sites, and data gathering
techniques, while convenient, also gather user information for purposes often not apparent to the user.

The Privacy Project seeks to supply information to those users about how their personal data is being used, and how they can
protect their privacy while still enjoying the technology that saturates today’s society.

Because technology is constantly developing and progressing, privacy policies rarely stay the same for long. To address the ever-
changing relationship between privacy and technology, the Privacy Team has created a variety of tools to help citizens navigate the
landscape even after this Honors Think Tank class is over.

/A —

The Privacy Team proposed the creation of an Honors Privacy and Technology Scholar’s Group at the University of
Utah to continually learn about new information and policies, and then relay that information to technology users
whose privacy may be impacted negatively by that technology. The team created a blog and a Twitter account @
gounlisted, and a dedicated YouTube channel to routinely post developments about privacy and technology. These
resources provide research, articles and links to information pertaining to the protection of personal privacy. Due to
the speed with which technology advances, the blog and twitter feed will be consistently updated with information

on the latest advancements and safeguards.




As part of the project, the Privacy Team decided to create short, clever vignettes that illustrate the new risks to privacy
associated with popular social media method Facebook and on-line banking with a smart phone. The original four vignettes
also deal with issues pertaining to workplace privacy, and the public’s general lack of understanding when it comes to the
risks and definitions of using these technological forms. These vignettes were aided in part by Bryant Ison, an Executive at
Johnson & Johnson in New York City and New Jersey. Mr. Ison assisted the Privacy team in vetting its ideas and working
through the creative process and learning how to deliver its message. These short videos will available on the Privacy Team
blog, and the 5 original founders of the Privacy Team are all committed to continue their involvement with scholars group/
club into the future. The team would like to take these vignettes into schools and other forums to highlight for students the
risks of sharing personal information without discretion.

THE PRIVACY TEAM AT WORK PRODUCING THEIR VIDEOS

MOBILE ROBBERY

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

THE ART OF SPYING
ON EMPLOYEES

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

THE CASE OF THE
MISSING HOUND

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo



LESSONS LEARNED

At the conclusion of the first semester, the students reflected as a group on what they had learned, and
summarized the lessons as follows:

The Internet never forgets.

Facebook is the new information database for the CIA, law enforcement and lawyers. In other words,
anything that you put on Facebook can be requested and seen by the government, or is discoverable and
potentially relevant to a court case.

When you connect to the world via the internet, it also connects to you. While you gain much
information from the internet, it is similarly tracking you and everything you do and collecting that
personal internet history.

Data is more valuable when accompanied by a meaningful context. If one cannot understand data, it
is worthless.

Transparency and privacy are usually inversely proportional. If you become more transparent, you
become less private and vice versa.

Information doesn’t need to go viral to be valuable.
Historically, when national security or personal safety is on the line, privacy is usually out the window.

The collection of private, personal data isn't inherently bad; it's who has access to the information, how
long it is maintained and in what form, and what is done with the information that matters.

Institutional transparency is generally a good thing; personal transparency not so much.
When people are watching you, your behavior and statements are unavoidably affected.
Convenience in a web 2.0 world comes with a price, and the price is usually less privacy.

On social networking sites you are, in reality, the product and not only the customer. If youre not
opting out, you're opting in. You should scrutinize your privacy settings carefully and often.

The digitization of information, coupled with the ubiquity of the Internet, has enabled government and
institutional transparency like never before in our history.

Transparency in government operations is the first and most critical step toward fostering greater trust
and citizen engagement with our government.

/A
PART ONE: GOVERNMENT TRANSPARENCY

The public’s trust and confidence in government suffers behind closed doors. As Thomas Jefferson famously observed “In-
formation is the currency of Democracy.” Those words are as true today as they were in 1776. Transparency in government
has been a favorite refrain of politicians in the past few years as the open government movement has spread to all levels of
government. The digitization of information and the ubiquity of the internet has enabled this movement and has dramati-
cally reduced the cost of transparency. But, many governmental entities have a long history and culture of secrecy and break-
ing down these barriers to openness is more easily said than done. A listing of selected documents and resources in the area
of government transparency may be found in Appendix “G”

The Think Tank studied the latest transparency developments in the legislative, executive and judicial branches and heard
from open government advocates and government representatives alike on the often difficult challenge of balancing the pub-
lic’s right to know with the governments legitimate need for privacy or security. Each Transparency Team member wrote an

essay on a selected transparency topic.

A DEFINITION OF GOVERNMENT

TRANSPARENCY IN A DIGITAL AGE

by Theresa Krause //////11111111111111]] ool //

e live in a world where a social

networking site has more than

850+ million active users,[1]
where Google gets approximately 1
billion unique visitors per month,[2]
and where nearly 2.1 billion people
use and have access to the Internet.
[3] Data and information never have
been more accessible. Citizens are
connected across the globe.

Whether it concerns a neighbor,
a stranger from another country,
a politician, a celebrity, a popular
news story, or an obscure pop song
reference—it is easier than ever to
gather information. The Information
Age is defined by almost-instant
accessibility and availability. Our “Web

2.0 World” also has led to a revolution
concerning government transparency.

The push for government transparency
is not a recent movement, though
it takes on new dimensions with
recent technological advancements.
Transparency has been an important
component of democracy since the
18th century during the creation of
a government “for the people and
by the people’[4] As John Adams
wrote, “Liberty cannot be preserved
without a general knowledge among
the people...of the conduct of their
rulers”[5] Americas  Founding
Fathers wanted government to keep

its constituents directly informed as
well as a desire for the constituents
to express their opinions. With the
prospect of self-government came an
expectation of a responsible citizenry
and an open, responsive government.

The desire for information was then
as it is now, only the means of access
was much more difficult. Print and
word of mouth were the only ways to
get information to the public. Though
the Postal Act of 1792 made it possible
to widely distribute newspapers, the
number of people reached was much
smaller and at a much higher cost
than the Internet provides today.

Why was it so important then, and
why is it so crucial now, to ensure
the public has access to government?
Why has this issue persisted all the
way from the 18th century to the
Obama administration? Because the
United States government was put in
place for the people, and it is up to
the people to hold it accountable—
which would be impossible without
the ability to see the whole picture.



Governmental transparency, at its
most basic definition, is open and
conveniently accessible information.
It is understandable, reasonable, and
quality information that can help
the public make informed decisions,
provide meaningful oversight, and
provide valuable input to public officials.

The two key phrases are
“understandable,” meaning placed
in context, and “quality; meaning
complete, accurate, and timely.
Without these qualities, the usefulness
of information to the public is severely
limited and access is greatly restricted.
In fact, in light of new technology,
government is not truly transparent or
accessible unless this understandable
and quality information is also posted
and maintained in a digital form so
that the public can access it from their
personal devices.

Transparency has often been referred
to as a movement, meaning that there
is some dissension and disagreement
over its usefulness. The majority of
the backlash stems from questions
over whether the information is
“understandable” or possesses “quality.”
In some capacity this is due to the span
of the Internet and the unreliability of
sources as compared to the newspaper
writers of earlier times.

However, in most cases the positive
influence of increased transparency
compensates for the drawbacks. As a
result of recent economic decline, the
people’s trust in government is failing.
From a recent survey it was shown that
59% of the public is frustrated with the
federal government.[6] Thislack of trust
could be caused by insufficient public
knowledge of what the government is
doing and a misrepresentation of the
people’s interests.

- Transparency that creates an informed citizenry could help restore trust in the
: governmental process, engage citizens to participate, and ensure that the public
. interest is accurately followed. Tt is a simple notion that drives the transparency
movement, ‘ordinary people [have] an equal say in public life and deserv[e] the
. information to craft informed opinions” The basic public right to know has
- persisted across the centuries.

GOVERNMENTAL TRANSPARENCY, ATITS MOST BASIC DEFINITION,
IS OPEN AND CONVENIENTLY ACCESSIBLE INFORMATION. 1T IS
UNDERSTANDABLE, REASONABLE, AND QUALITY INFORMATION
THAT CAN HELP THE PUBLIC MAKE INFORMED DECISIONS,
PROVIDE MEANINGFUL OVERSIGHT, AND PROVIDE VALURBLE
INPUT TO PUBLIC OFFICIALS.

THERESA KRAUSE AT THE TRANSPARENCY PROJECT KICK-OFF.

THE TRANSPARENCY MOVEMENT:
NATIONALLY AND IN UTAH

/T —

By Tianna Ta /////111TTHTHITTHHIHTTTHIHTTTHHTTTTHTTTTTT DT bl /]

merica’s political culture is

embedded with the democratic

principle that citizens should
be able to hold their government
accountable for its actions. But in
order to do so, the citizenry must be
informed.

Today, information is everywhere. In
the modern digital age of the Internet,
social media, and portable electronic
devices, people are constantly receiving
and interpreting data. According to a
2010 Pew Research Center report, 59%
of Americans get their news online and
99% of social media users are online
news consumers.[7]

As more and more Americans
utilize the Internet and information
technology  to  access  news,
traditional news outlets such as
CNN, The New York Times, and the
Wall Street Journal have embraced
Internet technology as a means to

. Internet and
- technologies provide a fast and cost
effective medium for more open and
¢ transparent governance. As such,
. national and local Utah governments
. are embracing an eGovernment
transparency movement, calling on
¢ governments to be more digitally
. “accessible” in an effort to promote
: civic participation in the American
political process.[8]

inform more readers, and to do it
. faster. With the capabilities of rapid
. information distribution, widespread
: citizen access to large amounts of
government information has become
¢ a reality. Average citizens can be
. knowledgeable enough to scrutinize
: government decision-making and
hold government accountable.

information

¢ American revolutionists founded
. the United States of America to
. establish a true democracy, a nation

: where the inalienable rights of
. citizens, “life, liberty, and the pursuit
of happiness,” are secured by a
. government “instituted among men”
. and legitimized by the “consent of the
. governed”’[9] Through foundational
intent, the American political
: systems governing authority is
. contingent upon the degree in which
. it represents the will of the people who
inhabit it. Information, therefore,
: is the cornerstone of democracy.
. It provides citizens with the ability
: to hold government accountable.
The founding fathers believed a
. government ‘of the people, for the
. people, and by the people, could
. only be maintained with an informed
citizenry knowledgeable of the actions
¢ of their rulers. [10] Transparent
- and open governance is vital to the
American democratic process.



As Judge Damon Keith of the U.S.
Sixth Circuit Court of Appeals has
stated, “Democracies die behind
closed doors’[11] To maintain
Americas democratic foundation,
citizens must be engaged in the
political process, for the American
public plays an essential role in
ensuring government accountability
and fair, democratic representation.
Though access to government
information is a fundamental
concept of democracy, openness in
government meetings is the crucial
first step to allowing citizens their

government entities to deliberate issues
pertaining to the public in an open
and transparent manner, citizens are
guaranteed the right and opportunity
to participate in government.

Though the conceptof open governance
is a foundational democratic principle,
the United States Constitution does
not mandate the public’s right to know.
Utah's Open and Public Meetings Act
provided citizens with the opportunity
to interact with government, but not
the right to examine government
documents. Until 1966, public

DIGITAL GOVERNMENT IS THE FUTURE OF DEMOCRATIC GOVERNANCE.

right to participate in government.
As such, citizen interaction with
representatives
throughout policymaking decisions

government

enhances the American democratic
process.

In 1953, the state of Utah enacted
the Utah Code 52-4-101 Open and
Public Meetings Act, which declares:
That the state, its agencies and
political subdivisions, exist to aid in
the conduct of the people’s business...
The state, its agencies, and its political
subdivisions [therefore, must] take
their actions openly and conduct
their deliberations openly.[12]

Per state ordinance, the Open and
Public Meetings Act requires that all
government bodies, with very limited
exceptions, provide notice to the
public of the time, meeting location,
and proposed meeting agendas of any
government meetings where public
policy is conducted. In requiring state

access to government records and
information was only a conceptual
governing ideology championed by the
Founding Fathers.

By virtue of being a representative
democracy, it was implied that the
United States public indisputably
had a right to know the actions
of the people that represented
them. However, without legislative
action statutorily permitting
American citizens the right to know
information, government records
since the birth of America were
only accessible on a “need to know”
basis.[13] If citizens wanted access
to government records, they had
to establish a right to examine such
records.

In 1966, the Freedom of Information
Act (FOIA) was enacted, requiring the
United States government to grant the
American public access to government
information. For the first time in

American history, the public’s implied
right to know “of the conduct of their
rulers,” was explicitly stated in law.[14]

FOIA legislation was a landmark
effort to promote citizen rights in the
role of democracy. In 1991, the state
of Utah, realizing the significance
of FOIA and its impact on citizens,
created a similar piece of legislation,
the Government Records Access
and Management Act (GRAMA).
According to the Utah Legislature’s
Legislative Research and General
Counsel, the legislative intent of
GRAMA was to recognize “the
public right of access to information
... [and to] promote the public’s right
of easy and reasonable access..” to
government records.[15]

GRAMA became the first statutorily
enforcedstatestandardformaintaining
and archiving government records.
Like the 1966 Freedom of Information
Act, in implementing GRAMA, the
legislature effectively declared Utah as
an “Open Record State,” and mandated
by law that records concerning the
conduct of state government are
public unless otherwise specified.[16]

With citizen rights to access
government information in place,
private citizens can now request
information from any federal
government agency upon filing a
FOIA request, and any Utah state
agency with a GRAMA request.
However, since such requests
must travel through the American
bureaucratic system, they are often
costly and time consuming.

The 1990s emergence of the Digital
Revolution provided a practical
solution to expensive federal
FOIA requests. As Internet and

computer technologies emerged as
American household necessities, the
capability for widespread transfers of
information without the use of paper
was available.

In the advent of the Digital Age,
“the internet has [now] become a
global platform of communication”
where infinite pieces of information
are continuously exchanged by
people all over the world in an easily
accessible space.[17]

Realizing the possibility of digital
governance, in 1996 President
Clinton embraced the convenience
and efficiency of the Information Age
and signed the Electronic Freedom of
Information Act (EFOIA), requiring
government agencies to “distribute
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information on its own initiative...
and to enhance public access through
the use of electronic information
systems”[18] EFOIA “broadened
the democratic principle of public
access to information by placing
more government documents and
information online”[19]

In response to President Clinton’s call
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“upon all federal departments and
agencies to renew their commitment
to FOIA . . . [and] its underlying
principles of government openness,’
the State of Utah launched one of the
first state government websites, utah.
gov.[20] Mirrored after the Clinton
administrations introduction of the
whitehouse.gov, where information
pertinent to national governance
can be found, utah.gov serves as a
digital hub for state of Utah data and
information.

The Center for Digital Government
has repeatedly recognized utah.gov
as “the leading State eGovernment
Solution,”  citing its easy-to-use
links to other state websites and
understandable format as creating
an atmosphere of “government-

to-citizen” communication.[21] In
addition to utah.gov, the Utah State
Legislature website has also been
recognized for providing easy access
to legislative information. Since 1998,
Utah’s legislative website has received
numerous “Sunshine” awards for
transparency and ease of access to
government information.[22]

In 2005, the Utah Legislature website
received the National Council of
State Legislature’s Online Democracy
Award for having the best “democracy
user-friendly” website in the nation.
[23] The Utah Legislative staff also
received accolades for making Utah
one of the first states to post live audio
broadcasts of legislative standing
committees and floor debates, and
for posting meeting agendas for
convenient public viewing.

Utah is at the top of a nationally
historic effort to promote «civic
political engagement. As the
transparency movement continues
and Internet technology progresses,
early ~ eGovernment  decisions
nationally and locally are hallmark,
prerequisite events to an even
more rapidly evolving government
promotion of digital governance.

President Obama echoed the Clinton
Administration’s 1996 government
transparency efforts in his 2009
Memorandum on Transparency and
Open Government, which called for
government to be more “transparent,
participatory, and collaborative” with
its citizens by providing them with
public information that can “encourage
civic participation,” ensure public
trust, “strengthen democracy, and
promote efficiency and effectiveness in
government.”[24]

In the memorandum, President
Obama states that, “technology, [as]
a medium of endless knowledge,” is
an important aspect of promoting
citizen participation and government
transparency in the digital age.[25]
With the remarkable ability to reach
millions of people in lighting speed at
low costs, “the internet and information
technology” can effectively “make



government([s] more transparent and
accessible to all”’[26]

President Obamas memorandum
marks the beginnings of a new
eGovernment era, an era where
general government information and
documents are digitally accessible
without the need for FOIA or EFOIA
requests.

The eGovernment movement is
drasticallychangingtheway Americans
interact with their government. To
bridge the information gap between
Americans and government, the
Obama administration has utilized
the eGovernment concept and
implemented  citizen  accessible
websites that provide timely federal
information. ~ Using websites like
data.gov, where citizens can find
statistics on anything from “U.S.
oil refinery utilization” to military
spending, or recovery.gov, where
government usage of federal dollars
is presented in an interactive, digital
format, government transparency is
expanding through the Internet.

In 2008, Utah State Senator Wayne
Niederhauser =~ proposed  Senate
Bill 38 (SB 38), Transparency In
Government.
recovery.gov, SB38 created the Utah
Public Finance Website, finance.
utah.gov, to provide the public with
easily accessible state agency financial
information.[27] SB38 also created
the Utah Transparency Advisory
Board, a taskforce of 10 members
knowledgeable about public finance
or providing access to public financial
Supported by the
Sutherland Institute, a conservative
Utah public policy think, Senator
Niederhauser’s Utah Public Finance

Like data.gov and

information.

Website legislation enhances
eGovernment initiatives and promotes

transparent governance.[28]

From conservative and liberal leaders
alike, from Sen. Niederhauser to
President Obama, digital government
transparency is transforming what it
means to have a publicly accountable
government.

The United States of America is an
eGovernment pioneer, serving as
an international example on how to
promote democracy in a digitally
evolving world.

Using digital governance, Utah has
followed the federal governments
citizen accessibility transformation
and has become a national leader in
online government openness. In 2011,

“Access to public information in a timely
and effective manner is a vital piece of
our democratic system of checks and
balances that promotes accountability
and imbues trust”’[31] With more citizen
access to information, more citizens
are engaging in the political process
and enhancing American democratic
principles.

Digital government is the future of
democratic governance. As citizens
of a globalizing community, everyone
must adapt to the innovative technology
of the present. The governments of
the United States and Utah serve as
the forerunners of a global, digital,
transparent government movement.

The governments that affect citizens
the closest are the governments closest
to the people. As the 19th century

FROM CONSERVATIVE AND LIBERAL LEADERS ALIKE, FROM SEN. NIEDERHAUSER
T0 PRESIDENT OBAMA, DIGITAL GOVERNMENT TRANSPARENCY IS TRANSFORMING

WHAT IT MEANS TO HAVE A PUBLICLY ACCOUNTABLE GOVERNMENT.

the States official website won the
international Best in Class Interactive
Media Award from the Interactive
Media Council. Recognized in the same
category as Hong Kong (HKSAR) and
Australia, utah.gov is a prime example
of the prominence of eGovernment
and the international importance of
maintaining strong citizen democracy
in the modern world.[29]

As Thomas Jefferson once said,
“Information is the currency of
democracy’[30] Transparency in the
conduct of government is imperative
to maintaining the legitimacy of the
United States of America. For, as
Sen. Patrick Leahy of Vermont stated,

writer Georg Buchner once stated,
“Government must be a transparent
garment which tightly clings to
the peoples body’[32] Local Utah
municipalities are government entities
closest to the people, and as such, must
embrace the eGovernment trend and
promote government accessibility and
transparency. The key to engaging
citizens in government is to involve
them in the local governing process first.
In so doing, American foundational
principal of citizen democracy will be
enhanced and the legitimacy of the
United States will live forever. For, as
President Abraham Lincoln stated,
“Let the people know the facts, and the
country will be safe”[33]
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GOVERNMENT TRANSPARENCY:
HOW IT AFFECTS PUBLIC TRUST, SATISFACTION

AND CITIZEN ENGRAGEMENT

By Alex Boren //////11I[HTHTHITHHHHHHHTHHT bl /111

ith the growth of the Internet

and other digital technologies,

transparency is more practical
and easily achieved than ever before.
New ways in gaining government
transparency have become
increasingly important topics during
the past decade.

A transparent government increases
public trust and satisfaction.
[34] Transparency leads to citizen
engagement, a key ingredient in a
democracy. Online tools broaden
the spectrum of government
accessibility.

Transparency can increase public
trust by counteracting corruption.
Throughout  history, corruption
has been a recurring problem in
governments. When citizens perceive
corruption in their government,

public trust usually decreases. Just
before the Watergate scandal, a
Gallup poll found that more than 50
percent of Americans said they could
trust the federal government “all
or most of the time” However, two
years later, Gallup found discovered
public trust in the government “all or
most of the time” had dropped to 36
percent.[35]

Conversely,whencitizensperceivelittle
or no corruption, public trust is likely
to be higher. Park and Blenkinsopp
conducted a recent research study,
published in the International
Review of Administrative Sciences,
that examined the links between
government corruption, transparency,
and public trust and satisfaction. The
study concluded: “Transparency
was found to serve as a significant
moderator, increasing satisfaction

while reducing corruption, through
its role in the process by which
corruption reduces satisfaction”[36]
Transparency can reduce corruption,
which consequently increases public
trust and satisfaction. By creating
greater government
transparency can deter politicians
and administrators from corruption
by making them more accountable.
Moreover, citizens and activist groups
can view government information
and expose corruption.

exposure,

Transparency  positively  affects
public trust and satisfaction in
general. The Pew Research Center
and the Monitor Institute conducted
a survey in 2011 on how the public
perceives community information



systems. The study focused on local
government in three different cities:
Macon, Ga.; Philadelphia and San
Jose, Calif. The results reveal that
when local governments were more
transparent, citizens were more likely
to feel better about certain aspects of
civic life, including:

The overall quality of their community;
the ability of the entire information
environment of their community
to give them the information that
matters; the overall performance
of their local government; and the
performance of all manner of civic and
journalistic institutions ranging from
the fire department to the libraries to
local newspaper and TV stations.[37]

Local government transparency is
linked to increased satisfaction. In
agreement, Park and Blenkinsopp
found that “transparency
significantly [increases] trust
and  satisfaction”[38]  Therefore,
governments can increase public
trust and satisfaction by being more
transparent.

Online transparency is the most
effective way to increase public trust
and satisfaction. First, when the
government completes tasks more
effectively, public satisfaction goes up.
For example, the Internal Revenue
Service (IRS) employed an electronic
filing system in 1995. In the six years
following, “there [was] a substantial
increase in the number of electronic
tax filings every year” In addition,
the IRS “continued to improve its
customer satisfaction [from 1999 to
2001] according to the American
Customer Satisfaction Index”’[39]

By utilizing online methods,
government agencies can improve

. effectiveness  and
. increase citizen
Second, governments can reach a
: larger audience by disseminating
information online: Anyone with a
- computer and Internet connection can
access government records instead of
- having to travel to a specific location,
- such as a city hall, to obtain physical
records. By reaching a larger portion
- of the public, online transparency can
be more effective.

consequently
satisfaction.

Transparency can open the door
. to greater citizen engagement. For
citizens to be informed, they need
. information about  government
policies, meeting times and contact
¢ information. A survey by RightNow
. found that 59 percent of government
employees “believe that a desire
: to control information released is
potentially holding organizations back
. from improving communication and
interaction efforts with citizens.”[40]
. By trying to control information or
limit transparency, governments
. consequently limit the possible
: amount of citizen engagement.
Therefore, transparency is the first step
towards greater citizen engagement.

: Government websites can provide
information that is accessible in any
. location with an Internet connection
and the Internet allows citizens to
- communicate with representatives
more efficiently. For example, social
: media is a growing way to connect
. to the world and political leaders
can use it effectively to engage with
. citizens. According to Tom Spengler,
co-founder of Granicus, Inc,
. “government transparency should no
longer be limited to publishing the
. results of government proceedings
and decisions and posting them in
: a hallway somewhere. Technology

- makes it possible to observe
government as it works, balances
. priorities, determines tradeoffs, and
: makes decisions” [41]

If citizens can observe the govern-

ment as it works instead of after the

results are published, citizens can

more easily participate. Furthermore,

once governments set up transparen-
cy websites, they can add on features

that allow for citizen feedback and en-
. gagement. For example, government
websites can create a feature that al-
. lows citizens to view public meetings

at remote locations. Once the viewing
feature is set up, governments can ad-
ditional features that promote citizen
engagement, such as a real-time com-

. ments section. This is another way
. that online transparency encourages

citizen engagement.

In conclusion, transparency has many

benefits. By being transparent, the
- government can decrease corruption

and simultaneously increase public

trust and satisfaction. At the same
. time, transparency benefits citizens
by allowing them to access informa-
. tion about their government. By being
more informed, citizens can engage
. with their government more effec-
tively. The Internet is a valuable tool
. that allows governments to be more

efficient in their transparency and

to encourage greater citizen engage-
: ment. Allin all, governments should

embrace transparency because of its

. positive effects on public trust, satis-
: faction and citizen engagement.
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THE FINANCIAL COSTS OF TRANSPARENCY

] by Marianne Carpenter

henever discussing the pros

and cons of greater govern-

ment transparency, naysayers
often cite cost. Taxpayer money is
precious and should be spent on es-
sential services. While transparency
can be expensive, it is an essential in-
vestment for government to best serve
its citizens.

Some leaders have not seen the value
for constituents to have access to lo-
cal, state, or federal government in-
formation. Montana Governor Brian
Schweitzer vetoed a bill to create a
transparent and searchable website on
state spending in May 2011. Gov. Sch-
weitzer reportedly said that “develop-
ment of the website would...provide
no return on the taxpayer investment.”

This is the most common mistake
made by leaders. Spending money to
create a website to enhance transpar-
ency may seem like a large expense,
but it is indeed an investment to make
the city more accessible, much like the
building of a city center. Both require
upfront expenditures, but the overall

benefit is much larger than the cost.

. A city center and a website can pro-
: vide citizens information, forms, and
reports they need, but a website is dy-
. namic, accessible from any location,
and extremely cheap relative to build-
. ing additional city centers.

One problem officials commonly
: mention when considering transpar-
. ency a good investment is that there
is no quantifiable return on invest-
: ment (ROI). When the Association of
Government Accountants sponsored
. a survey of nearly 500 government
financial executives and managers,
¢ comments included “ROI has never
been part of the question. ... We con-
¢ sider timing, accuracy, usefulness of
. information, and provision of infor-
mation required for stakeholders to
: make reasoned decisions.”[42]

In government, it is important for
the release and access of informa-
. tion so that citizens are able to
. make better informed decisions on
electing government officials and
: be better able to participate and
contribute to discussions regarding
. issues and developments in their
° government. Allowing constitu-

ents to become a part of the process
and feel that their government re-
ally does represent the people, may

. not give a quantifiable ROI, but it

does have a substantial return in
satisfaction. A news article in Phi-

lanthropy News Digest mentions

surveys conducted by the Monitor
Institute and Pew Internet & Amer-

ican Life Project which found “that
residents who say city hall does a
: good job of sharing information

are more likely to be satisfied with

their community overall.”[43]

Indeed, it appears that governments

that don't put a premium on citizen

access have larger and more burden-
some costs on the taxpayer than the
costs of implementing and maintain-

. ing a transparent site. According to

Harry Phibbs of Conservative Home
analysis of public service reports,
“one blogger has cost Barnet Council

- nearly £40,000 for Freedom of Infor-
. mation requests over a six month pe-
. riod” Currently, £40,000 is roughly

equivalent to $63,400. Phibbs goes on

. to say that sometimes the information
- is already available to the public, but

is not readily accessible, which causes

taxpayers to pay a hefty price.[44]



Byron Schlomach of the Goldwater
Institute further validates Phibbs’
argument through a study that the
University of Arizona conducted in an
auditofopenrecords compliance, where
they found that, once an information
request was fulfilled, the requester
had to cover the costs of copying the
information. These printing costs can
quickly add up as the state of Texas
found when they implemented their
transparency website. The Sutherland
Institute reports:[45]

The article reports in the Americans
for Tax Reform October 2007
report that “in less than two months
after the Missouri Accountability
Portal went live, it registered over
1 million hits”’[46] Similarly, once
local governments make information
available that the average citizen
might not have known they could
request, citizens will then access it.

Something that can be so helpful
and give such a greater sense of

“In Texas, the state Comptroller of Public Accounts has been able to use
their transparency website to save over $2.3 million. Some of the larger
categories of savings were: $130,000 in printing charges by publishing
documents online; $250,000 in printing charges by eliminating
duplicated printing in multiple agencies; $457,000 on eliminated
information technology contracts; $100,000 on microfilm no longer
needed; and $73,000 from combining printer and toner contracts.”

While these numbers will be
different for every organization, it
is important to note that there are
benefits to the citizens to provide
access to government information.
While the costs can't all be quantified,
the calculations here prove that there
are substantial monetary returns on
investment as well. The Sutherland
report later goes on to discuss cost
savings in Utah's government agencies
by eliminating the time that is spent
processing specific requests. Ifall of the
information is available to the citizen,
government workers can merely direct
the requester to the website where
information is accessible.

Many critics of cost efficiency do not
believe the average citizen will use the
website and that the burden should
be placed exclusively on those who
request information. The John W.
Pope Civitas Institute addresses this in
the article “Dollars and Sense: Make
Government More Transparent.”

democracy is worth the cost to citizens.
Daniel Schuman, policy counsel for the
Sunlight Foundation watchdog group
was quoted in the Federal Computer
Week article “Are E-Gov Programs
Worth the Cost” as saying, “Everyone
talks about transparency and open
government as being the means to
democracy, efficiency and business
goals. Restoring $34 million for the
transparency accounts seems like a
very small amount for something so
significant”’[47] He was referencing
the cost to build and maintain current
federal transparency websites, but for
a local government, the cost is small
in comparison to the high costs of
federal government because there is
far less data to aggregate and it would
presumably all be located centrally

instead of on servers across the United
States. Because of the likelihood of less
traffic to the website, local government
would face less need to increase its IT
infrastructure much.

In reality, making a government site more
transparent will not cost a significant
amount of money. Richard Eckstrom,
Comptroller General even stated in his
article “Local Government Transparency
Gaining Momentum” even stated that
when his staff implemented a transparent
website, he incurred no additional cost.
[48] Most of the documents that are
requested are created on a computer and
would simply need to be linked to from
the web. This would take very little time
and no additional expertise. The Texas
transparency website helps to point out
that most of the documents to be posted
are annual documents such as the budget
and financial report. Of course, other
documents such as council meeting
agendas will need to be posted more
often, but the additional effort to post
these documents will be minimal.[49]

Because of the digitization of almost
all documents, the cost factor that
is most commonly the objection to
the establishment of transparency in
government nearly disappears. In most
governments, there will be a minimal
increase in cost, but that will be offset
by the savings to taxpayers who have
been submitting requests and the staff
time spent processing those requests.
What it comes down to is not really
how much these transparency
implementations cost, but how much
they are worth.

IN RERLITY, MAKING A GOVERNMENT SITE MORE TRANSPARENT

WILL NOT COST A SIGNIFICANT AMOUNT OF MONEY.
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TRANSPARENCY IN UTAH LOCAL GOVERNMENTS

By Tanner Gould ////111111111111] el / 1/ /

o better understand the state

of transparency in Utah’s local

government, the Project enlisted
the help of a journalism research
class at Brigham Young University
under the instruction of Professor
Joel Campbell. The 32 students spent
several weeks aggregating information
about the transparency practices of 16
different local Utah governments. The
sample of 16 local governments, from
among the 270+ in Utah, represented
cities and counties from all areas and
sizes. The researchers examined and
collected data on 53 different aspects
of each of the chosen governments,
ranging from the entities’ Twitter feed
and Facbook page, to the accessibility
of GRAMA request forms, with many
focusing online accessibility. ~ All
the Project’s best practices were also
included as points for research. After
aggregating the data, the students
composed short summaries of each
examined government, highlighting
their findings relating to transparent
practices. These findings, which are
provided in Appendix “C] proved
quite revealing.

Because of the multifaceted nature of
the sampling, it was expected that the
degree to which transparent practices
had been adopted would be quite

varied. What was not expected was
the extent of the variation and that
the more proactive entities were not
always the largest or best funded. For
example Moab, a city of just under
5,000 people, fared well when judged
on the research criteria. “Meetings
are well advertised and chronicled
by their minutes (both from this year
and years past), and city departments,
councils, and positions are well
defined while including contact
information to promote facilitate
access and communication,” said
the researcher who examined the
city. Some of the city’s dedication
to transparent practices may be
attributed to its crucial tourism
industry which requires information
to be available to travelers remotely.
Yet, some other small governments
whos areas do not attract vast numbers
of tourists seemed to understand the
necessity of accessible government as
well. Though, among the researched
entities, for every positive transparent
practice there are multiple glaring
shortcomings.

Some of the most commonly
overlooked and easily remedied

practices were; web pages for
taxes and fees, accessible budgets,
databases of contracts awarded
to private businesses, forums for
citizen interaction and collaboration,
neglected or missing Facebook pages
or Twitter accounts, and others. In
their summaries, researchers often
commented that government officials
cited lack of time, funding, and citizen
interest for the absence of transparent
practices. When questioned why his
city had stopped posting minutes of
citymeetings, onerepresentative stated
that citizens were not interested in
accessing, and that they are not missed
now that they are gone. Yet, many of
the shortfalls require little manpower
or capital investment, but may take
time to gain widespread usage. One of
the most commonly neglected point
was online video streaming of public
meetings. This can be accomplished
with a standard computer, an
inexpensive web cam, and a stable
internet connection. Online viewing
capabilities are provided free by
several private and public websites.
This could be especially effective
in rural communities when some
citizens may live long distances from
where meetings are held, yet only two
researched entities had enacted such
a practice.
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74% agreed. These results should signify to Utahs local
governments that, not only is transparency worth whatever
investment is required, it will improve citizen engagement
and cooperation with government.

Some governments showed fees. This clearly shows that transparency is not an stationary goal and there is
substantial commitment to

transparent ideals. According to one

by,

e kg

always room for improvement.

researcher, “Simply put, Salt Lake
City is a model of what government
websites should be,” and “The city’s
website presents exactly what citizens
need to know concerning their

A recent poll conducted by The Salt Lake Tribune in conjunction with the Utah

Transparency Project (full results in Appendix “D”) showed just how important .
Another question revealed that 85% of respondents

found it important that local government records and
information be accessible online. And yet another

government disclosure and access is to the citizens of Utah. The poll consisted of ten
questions to gauge participants opinions on the value of transparency. The results
for every inquiry were, not surprisingly, overwhelmingly in favor of transparent

government.” The city video streams
meetings online as well as providing
a real-time forum for citizen
engagement. The city maintains
up-to-date Twitter and Facebook
accounts, posts minutes within 72
hours of a meeting, discloses all
budget information, and provides an
excellent search function. According
to the researcher, “Not only does the
website give citizens access to phone
numbers and emails of important
government employees (even the
mayor’s!), but the employees are
quick to respond to any questions.”
Another shining example is West
Valley City, which pledges to, “be
more open that state GRAMA laws
require,” and to provide access to
all government salaries. Under the
heading “Transparency, elected
officials public schedules, city
budget, property valuation and tax,
city lobbyists and stimulus funds are
all included.

Yet even governments which
researchers commended have room
to improve. West Valley’s website
buried access to some important
information and some content was
only available through the search
function and not through headings
and links. Beaver County, whose
“Leaders have a committed attitude
to being transparent to the best
of their abilities,” according to a
researcher, does not provide county
financial audits, and does not have
centralized information on taxes and

practices with 97% favoring local government transparency.

More unexpected findings lie in specific

questions and demographic breakdowns.

Even though local governments
routinely cite budgetary constraints
and citizen apathy when refusing
to govern openly, the citizens of
Utah disagree with that reasoning.
When asked, “Would you support
or oppose using tax dollars to make
local government records and
information more accessible online?”

65% of respondents replied that they
would, while 25% dissented with 10%
undecided. Also when asked if they
agreedordisagreedwiththestatement,
“I am more likely to be involved in
local government if there were online
access to meeting agendas, meeting
times and contact information in
advance of government meetings,’

illuminated the fact that, of those who had attempted
to access a government record online in the past two
years (majority of respondents had), 60% found it
“somewhat” or “very difficult” Obviously governing

e

bodies around the state should take immediate action
to rectify this situation. Also interesting to note is
the fact that younger respondents (those <50 years
of age) repeatedly expressed more interest in transparency, meaning Utah

governments will need to reform their practices to remain relevant with younger voters.

In an ever increasing information age, governments, especially local governments, are falling behind the curve. Better trans-
parency practices will need to be adopted to breed informed voters and engaged citizens. The demand for enhanced transpar-
ency is clearly substantial and the supply lacking. The Utah Transparency Project’s Best Practices are aimed at increasing the
ease with which citizens can access government hence creating more cooperation and trust.

Poll Voters back using tax dollars for access

Nearly two-thirds of likely Utah voters would either strongly support or somewhat support using tax
dollars to improve access to local government records, a Salt Lake Tribune poll indicates.

Somewhat Somewhat

support oppose
44% 15%

Strongly
oppose
10%

21% 10%
Strongly support Undecided

Tribune poll of 625 registered Utah voters was conducted April 9-11 by Mason-Dixon Polling & Research, Inc. The margin of error is /- 4 percentage points.
©2012 The Salt Lake Tribune



Poll Voters want improved online access to local government records

More than half of likely Utah voters have had difficuly accessing online government records and

they overwhelmingly support improved access to them, a Salt Lake Tribune poll indicates.

In your opinion, how important is
online access by citizens to local

governmentrecords and
information?
Somewhat  Not too Not
important important  atall
50% 8% 6%
P\ ~
/‘
‘_.‘.ﬁ
35% 1%
Very important Not sure

In the past two years, how many
times have you attempted to
access government information

orrecords online?

Notat 1to4 5to 10 More
all times times than 10
44% 31% 15% 10%

p—
Az

Itisimportant that my local
government operates in an open
and transparent manner. Do you
agree ordisagree?

Strongly Somewhat Somewhat

agree  agree disagree

83% 15% 1%
’ ‘

1% i

Not sure

How importantis it to you that
online local government records
and information arein a searchable,
sortable and down- loadable
format?

Somewhat Not too Not
important important  atall
46% 12% 3%

38% 1%
Very important Not sure

When searching online for local
government records or informa-
tion, has it been:

Somewhat Somewhat Very

easy difficult difficult
36% 55% 5%
Very

easy

4%

| -

Increased transparency in how
local government operates and
spends tax dollars would
strengthen your trustin local
government. Do you agree or
disagree?

Somewhat Somewhat Strongly

agree disagree  disagree
26% 6% T 2%
.ﬂ
65% 1%
Strongly agree Not sure

How important s it to you that your
local government pledges to provide
citizens with greater access to
government records and information
online?

Somewhat Not too Not

important important at all

47% 1% 3%
P\ .

— e
A
39% 1%
Very important Not sure

Which one of the following would be
your preferred method of accessing
local government records and
information:

Online on Over the In Not
a local phone  person sure
govt. 13% 13% 1%

website

73%

Y

Iam morelikely to be involvedin local
government if there were online
access to meeting agendas, meeting
times and contact information in
advance of government meetings. Do

you agree or disagree?

Somewhat Somewhat Strongly
agree disagree disagree
36% 22% 3%

P\
A_L

38% 1%
Strongly agree Not sure

Tribune poll of 625 registered Utah voters was conducted April 9-11 by Mason-Dixon Polling & Research, Inc. The margin of error is /- 4 percentage points.

© 2012 The Salt Lake Tribune
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RECOMMENDED TRANSPARENCY PRINCIPLES/
BEST PRACTICES FOR UTAH LOCAL GOVERNMENTS

The Transparency Teams recommended government transparency “best practices” are set forth below.

FIVE TRANSPARENCY BEST PRACTICES FOR LOCAL GOVERNMENTS

[CITY/COUNTY] RECOGNIZES THAT TRANSPARENCY IN GOVERNMENT PROMOTES PUBLIC
TRUST AND CONFIDENCE, AIDS ACCOUNTABILITY AND EFFICIENY AND IS A KEY ELEMENT OF
ACHIEVING THE GOAL OF GREATER CITIZEN ENGAGMENT IN OUR DEMOCRATIC PROCESS. CITY/
COUNTY ALSO RECOGNIZES THAT THERE IS A FINANCIAL COST TO ACHIEVING GOVERNMENT
TRANSPARENCY, WHICH REQUIRESPLANNING AND A COMMITMENT OF APPROPRIATE RESOURCES.
ACCORDINGLY, [CITY/COUNTY] HEREBY ADOPTS IN PRINCIPLE, AND WILL WORK TO IMPLEMENT
AT THE EARLIEST PRACTICABLE DATE, THE FOLLOWING BEST PRACTICES:

1. [CITY/COUNTY] WILL ESTABLISH A SINGLE “OPEN GOVERNMENT” WEBPAGE WHICH

« complies with the attached 10 point Transparency checklist recommended by Sunshine Review and
endorsed by the Sutherland Institute;

» serves as a searchable, sortable and downloadable in bulk central repository for all public government
information accessible in 3 links or less;

» contains a searchable index or catalog of all government information;

« publishes on at least an annual basis, if not more frequently, commonly requested data sets such as employee
compensation, contracts with third-parties, police and fire requests for service, financial reports and audits;
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sl eer o b s e oty kg vt penaion 3, EMAILS, INSTANT MESSAGES AND OTHER ELELTRONIC COMMUNCATIONS MADE WITH
under the Government Records Access Management Act, the Utah Open & Public Meeting Act, the EUVERNMENT SUPP”ED E[]-UIPMENT W"-'- BE EUNSII]ERE[] PUBI-I[: RE[:[]R[]S Hs THHT TERM
Transparency in Government Act, the various statutes mandating the giving of public and legal notices IS DEFINED IN U[:H 553-[;-2-][]3 [2]] ﬁ [22]
and other applicable state or local transparency or disclosure laws or ordinances;

« provides an interactive forum for citizens to suggest ideas to promote transparency and otherwise improve

the city’s information collection, retention, aggregation, validation and dissemination practices; 4. EI.E[:TEI] []FFI[:IHI.S HNI] NDN'EI.E[:TEI] SEN"]R HDMINISTRHTURS W".I.

« provides access to all city ordinances, rules, codes, policies and procedures in a searchable format; o Post reasonably in advance their schedule of public events and meetings;

« contains a privacy policy which includes, among other things, a notification of any cookie placement or « maintain privacy settings as “open” or “public” on Facebook or other social networking sites where the

other tracking or information collection method;
official/administrator posts or discusses [city/county] related business;

« employs an authentication and date/time stamping mechanism disclosing how recent the information is and

who is responsible for maintaining and updating the information and that person’s contact information; and » commit to developing a culture of transparency among employees and other officials which permeates all

« contain an organizational chart and description of the government’s departments, divisions and other levels of government.

administrative units together with contact information.

9. POLICY AND DELIBERATIVE BODIES WILL STRIVE TO MAKE ALL PUBLIC MEETINGS TRULY
TRANSPARENT BY

2- GUVERNMENT INFURMHTIUN W"—'— BE EUI-I-ECTE[L EENERHTED HN[] MHINTHINED « streaming their public meetings live on the internet either through a videocast or an audio podcast;
IN A DIGITAL FORM AND MADE AVAILABLE ON THE OPEN GOVERNMENT WEBPAGE

« in a timely, complete and non-discriminating manner;

« recording their public meetings and posting video or audio online within 48 hours;
« allowing citizen comment/participation via a synchronous remote connection; and

» in appropriate open formats; « posting online all agenda materials reasonably anticipated to be discussed or distributed at a meeting at

« with authoritative sourcing; least 24 hours in advance.

« in computer discoverable, searchable and readable forms;
« without unnecessary administrative obstacles;

« at no cost to the public;

« with no licensing or terms of service conditions;

« with the finest possible level of granularity ;

« at a stable internet location indefinitely.




PHRTTWO: PERSONAL PRIVACY

The threats to personal privacy stemming from the explosive growth of new technologies have been in the forefront of
public discussion in recent years. This public focus has been accompanied by a flurry of activity in the legislative, regulatory
and judicial arenas. The Think Tank delved into the hot button privacy issues of location tracking, facial recognition and
biometrics, government and private surveillance, data mining, aggregation and retention, internet use tracking, medical
records and personally identifiable information, among other topics. Major federal legislation to address the erosion of
privacy has been filed in the past two sessions of Congress, the FT'C and Obama administration weighed in on these issues
in the last few months and the U.S. Supreme Court issued several landmark privacy decisions in early 2012. A summary of
selected recent privacy developments in the legislative, regulatory and judicial arenas may be found in Appendix “H”

The Think Tank studied and discussed these emerging privacy issues and each Privacy Team member wrote an essay on a

selected topic, which are set forth below.

PERSONAL PRIVACY AS A
FUNDAMENTAL RIGRT

By P. Corper James, JD ////11111111111] tddetetaet/ ////1//

hether the United States

Constitution  includes a

general privacy right is among
the most controversial issues in
American law. In its simplest form,
the debate begins and ends with
the attempt to determine whether
privacy qualifies as a ‘fundamental
right” In general, fundamental rights
are those explicitly granted by the
Constitution.

Using that test, one can easily
identify numerous rights explicitly
granted by the Constitution, such
as the right to keep and bear arms,
freedom of speech, and the free
exercise of religion. While pundits
and scholars argue about the scope

of these rights, they are undeniably
set forth in constitutional text, and
. asaresult are given greater deference

when evaluating whether or not the
government can restrict those rights.
: In other words, generally when a
law is deemed ‘fundamental’ under
. this definition a greater degree of
: scrutiny is applied in determining
. whether a restriction is a legitimate
use of the government power. To pass
. this test, a legislature or any other
government actor must demonstrate
a ‘compelling government interest’
. that is furthered using that narrowly
© tailored restriction. The United States

Supreme Court has made it clear that
few restrictions can pass this test.

The result, historically, is that those
rights which are fundamental are
more protected, and more difficult
to infringe than those that are not.
In fact, in many instances, whether
a law is fundamental will be the
difference between its survival and
its destruction as an unconstitutional
overreach.

That brings us to privacy. The word
. “privacy” appears nowhere in the
text of the Constitution. There are
. certainly numerous explicit rights
that seem related to the concept of
. privacy, such as the right to associate,
or not associate; the free exercise of
- religion and its sister provision, The
. Establishment Clause, preventing
government entanglement with, or
. endorsement of, religion; the right
under the Fourth Amendment
. to “be secure in their persons,
houses, papers, and effects, against
¢ unreasonable searches and seizures,”
. and so on. But nowhere in the entire
text will you find the word “privacy”
. And indeed, even the Fourth

T
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every stretch it becomes more
controversial. A primary reason for
the controversy is that the Court took
these issues out of the democratic
debate. Arguably, debate is working
in the issue of gay marriage, where
eight states have now legalized those
unions. For those who agree with the
court decisions, privacy is a valid,
fundamental, essential right worthy
of vigorous protection. Any attempts
to restrict it are met with aggressive
opposition. For those who disagree,
privacy’s elevation to fundamental
status is a federal overreach and
the result of “judicial activism” in
which unelected judges decide issues
best left to either constitutional
amendment or democratic debate.
Opponents have fought against
privacy’s application in many of these
cases even to the point of violence. In
sum, privacy as applied in modern
law remains controversial, and the
issue is not likely to be resolved any
time soon.

PERSONAL PRIVACY IN THE
TWITTER AGE

It used to be that if an individual did
not want to be contacted or found,
he or she simply went “unlisted”
That meant that one could request
not to be listed in the telephone
book. These days, a person will post
a phone number and address online,
along with what they had for lunch,
how they feel that day, or at that
moment, and their current location.
The explosion of social media and
other technological formats has led
to a voluntary erosion of personal
privacy. People may generally believe
they enjoy a right to personal privacy,
but in increasingly large numbers
they are perfectly willing to waive
that right when it comes to social

media. Any government agency,
private party, neighbor, or neer-
do-well now has nearly unlimited
access to personal information. Any
individual can be “googled,” and
one’s private life and history may be
instantly available.

This erosion is not completely
voluntarybecauseitmaybeimpossible
for an individual to effectively “opt-
out” Personal information may be
available, whether posted online by
the individual or by someone, or
something, else. But every citizen is
responsible for the proliferation of
private information available online
either by offering up the information
or by failing to insist that the private
information remain private..

Social media and the internet are not
the only examples of either allowing
or acquiescing to the erosion of the
conceptofpersonal privacy. The Patriot
Act is an example of an intrusion
into the personal life of citizens.
While many argue that the Act is a
worthwhile compromise in exchange
for safety, it nevertheless constitutes a
fairly significant government power
to monitor and invade private homes
and businesses — locations previously
determined to be outside the reach of
the government absent compelling
circumstances. Likewise, airport
scanners and surveillance cameras
are two examples of many where
citizens have allowed the government
to further erode the boundaries of
personal privacy.

CONTEXT AND CONSEQUENCE

With all of this as context for the
fundamentalright of personal privacy,
the Think Tank on Transparency
and Privacy has examined the
consequence of this voluntary or
allowed erosion of personal privacy.
There are examples where societal
change and acquiescence appeared
to impact legal concepts. One such
example is the evolution of societal
views on race culminating in the
Supreme Court decision in Loving
v. Virginia, 388 U.S. 1 (1967). In that
case the Supreme Court overturned
a Virginia law criminalizing mixed-
race marriage. At the time of its
passage, a majority of states had
already overturned similar statutes,
so that the Loving decision was
met with a rather muted response
in most parts of the country. It is
certainly not a stretch to imagine
that had the Court made the same
decision 30 years earlier it would
have created a dramatic, possibly
violent response in many parts of
the country. However, by 1967 the
country had evolved to the point that
the decision was met with relatively
little opposition. Because the text of
the Constitution over the previous
30 years had not changed, it is hard
to imagine that this cultural shift did
not influence the decision. While this
evolution is an example of a positive
change brought on by social change,
that has not always been the case.

The question then posed by the Think
Tank is, will the erosion of personal

THE EXPLOSION OF SOCIAL MEDIA AND OTHER TECHNOLOGICAL

FORMATS HAS LED TO A VOLUNTARY EROSION OF PERSONAL
PRIVACY.

privacy in terms of social media, the
internet, the Patriot Act and other laws
and allowances lead to the erosion of
personal privacy as a legal concept?
For a legal concept that is questioned
by many, the cultural shift toward
more personal and governmental
transparency, with its corresponding
increased access to personal and private
information, will this shift lead to a
change to privacy’s fundamental status
in the law? Will personal privacy as a
conceptbelessimportant to individuals,
thereby allowing an erosion of the legal
protections we enjoy today?

LIFE AND DEATA:

A MATTER OF PRIVACY?

By Allison Trip ////111111111111111111111}]

hen it comes to issues of

privacy, people commonly

hold strong opinions and
values, and don't hesitate to express
them to whoever is willing to listen,
especially if that person is willing to
argue a different view. But how much
do people really know about biometric
data collected with and without their
knowledge for the purpose of their
own safety? Would their opinions be
different if they knew the facts and the
history? Speaking practically, privacy
and security are often strict opposites.
Increasing one means losing the other.
Where should the line be drawn?

Biometrics is defined as, “The use
of unique physical characteristics

to identify individuals, typically for
the purposes of security. Also the
physical characteristics that can be
so used.’[50] The use of biometrics
is commonplace in most of today’s
developed countries. But what are
these characteristics, and what do
their collection, filing and use mean
for the average person? What are the
implications of the use of such data
for personal security systems?

Physical ~ biometrics are any
personally identifiable characteristic
that is related to the shape of the
body. This includes fingerprinting/

palm printing, iris recognition, facial
recognition, scent, hand geometry,
lip-printing and DNA. Behavior
biometrics are identifying behaviors
that are difficult or impossible to
consciously alter for any significant
amount of time. They include
typing rhythm, gait, handwriting
and voice recognition. Although
it is sometimes debated, voice
recognition is placed under behavior
because the technology used to
analyze the data focuses more on
speech patterns, in which a person
unconsciously chooses to speak with
certain inflections at certain times,
than on the physical structure of the
vocal chords, which are capable of
producing a certain range of pitches
and tones for each person.

How accurate are identifications
made using biometric data? DNA
testing is the most accurate way to
make an identification, with only a
one in three trillion chance of a false
positive, provided the lab technician
makes no mistakes in the preparation
of the sample being analyzed.
[51] Fingerprinting and, perhaps
surprisingly, handwriting[52] are



the second most accurate methods.
When  fingerprinting  became
commonplace in the late 19th
century, it had an accuracy rate of
one in 64 trillion when analyzed
correctlyy, and modern analysis
methods have caused those odds to
become even more favorable.[53]

Historically the argument has been
that behavioral biometrics are not
as reliable as physical biometrics
and should not be used to make
identifications because people often
exhibit similar behavior and are
capable of altering their behavior when
it suits their purposes. However, it has
been proven that handwriting, a purely
behavioral trait, is extremely accurate
when used to make an identification.
This occurs because muscle memory
is extremely difficult to overcome. Like
the reflex response, muscle memory
occurs without conscious thought
and then must be overcome after the
reaction has already occurred. This
makes behavior biometrics, which are
all characteristics that are reliant on
muscle memory, just as accurate as
physical characteristics.

Although the use of biometrics
in personal security is increasing
every day, it is a choice people make
with informed decisions. The most
frightening implications potentially
come from the collection of such
data without our knowledge or
consent, for the purpose of making
an identification. The most common
use of biometric identification is in
forensic science. Law enforcement
officers collect biometric evidence
at crime scenes, most commonly
fingerprints and DNA via saliva, hair
follicles, blood and semen. These
samples are then taken back to
crime labs, analyzed, and compared

against an ever-growing database that
included 66 million criminal records
and 10-print fingerprint sets as of the
fall of 2011.[54]

New York City was the first city in
the United States to launch a city-
wide surveillance system aimed at
identifying criminals from facial
recognition, height, weight and
gait. Since the late 1990s, they have
added more than 3,100 cameras,
apprehended more than 800 criminals
using the system and brought the
crime rate in the city to a historic low
of six felonies per day.[55]

Reaction to the New York City
surveillance system was extreme.
Privacy advocate groups rallied
dozens of volunteers who canvassed
the city for months and mapped
out the location of each security
camera, whether police sponsored or
privately owned. The information was
then posted online and the groups
organized silent plays to be played
in front of each NYPD camera. The
people claimed that the placement of
cameras was a violation of personal
privacy and gave the police force too

a public street. Signs warn citizens
that they are being recorded on street
corners and subway station where
the technology is installed.

There is no argument that biometric
data is simply far more reliable than
any other means of identifying
criminals. For many years, courts
relied heavily on witness statements
and line-up identifications as
the primary method to make
convictions. In recent years however,
hundreds of convictions are being
overturned, sometimes 20 years
after the initial conviction innocent
men are being released on the basis
of DNA collected during the initial
investigation.[57] If DNA testing
had been as common then as it is
now, innocent men wouldn't have
been contributing to the strain on
the prison system, not to mention
tied up courts dealing with appeals
to overturn these mistaken decisions.

In light of this knowledge, data
collected over the last 15 years in New
York City and the public’s knowledge
that this data is being collected, the
privacy costs seems like an acceptable

IS THE GOVERNMENT INVADING OUR PRIVACY ON A DAILY BASIS
INNEW AND MORE EXTENSIVE WRYS EVERY DRY? YES. ARE WE

SAFER BECAUSE OF IT? YES. IS [T TOO MUCH, HAVE THEY GONE
T00 FAR? THAT'S FOR EVERYONE TO DECIDE.

much knowledge of where people
were at any given time.[56] The city
responded by more than tripling the
number of NYPD owned cameras to
today’s high of 3,100. They claimed
fair notice as well as there being no
reasonable expectation of privacy on

price to pay for being safe. Of course,
things could change over time, but
it isn’t like the government has vast
stores of biometric data; right now
they collect it only on criminals. The
cost may become too high as time goes
on and the databases grow to include

other statistics or other people, but for
now, the collection of such data is not
going to cause anyone but criminals
very many problems, no matter what
advocates of privacy say.

To anyone who obtained excessive
frequent flyer miles before September
11, 2001, the airport security line
has evolved from a minor
inconvenience to a major

hassle. In the months
following the 9/11 attacks,

aviation  security = was
federalized and given a

major facelift.

American Airlines
Flight 11, which hit the
North Tower, and United
Airlines Flight 175, which
hit the South Tower, both
departed Boston Logan
International Airport

headed for the west coast

of the United States. In

early 2002, the newly

formed Transportation
Security Administration

(TSA) took U.S. airports

by storm. They started

with Logan. It was common
to wait at least three hours to
make it through the security
line, which required passengers
to remove their jackets, shoes
and belts, remove all electronic
devices from their bags and take
out their batteries. TSA reduced
the carry-on bag limit to one
per ticketed passenger. Parents
of  unaccompanied minors
found themselves waiting in the
baggage claim area for an airport
employee to bring their child to
them. A decade long war between
passengers demanding more
privacy and the Department of
Homeland Security had begun.

Passengers today can expect a one- to
two-hour wait depending on airport
traffic. Passengers over 12 must take
off their shoes and all passengers must
remove their coats and belts. Adults,
older teenagers and, in some cases,
even unaccompanied minors must
carry a government-issued photo ID.

Liquids are restricted to one quart-
sized bag holding three once or less
containers. Basic security includes a
metal detector and, with increasing
frequency, a full body scanner for
the passenger, and an X-ray for
your carry-on, with laptop separate.
Passengers are selected at random or
by exhibiting suspicious behavior in
line for additional screenings, which
can include bomb swabs, drug dogs,
drug/explosive puffers, pat-downs
and strip searches.

Full body-scanners cause the biggest
concerns relating to privacy. The
newest scanners display a generalized
body outline rather than actually

showing the agent you sans clothing.
The agent viewing the images sits in a
private control room not overlooking
the security checkpoint area, and
imagesarenotsaved in the computer for
longer than a minute unless a problem
is detected. The scanners are perfectly
safe, delivering a dose of radiation
smaller than that received
during the flight, which
is above a large portion
of protective atmosphere.
Additionally, any passenger
uncomfortable with the
body-scanner can request
a pat-down search as
an alternative means of
screening.[58] In an attempt
to further protect the
privacy of children, the TSA
announced new standards
for pat-down searches on
children on September 14,
2011, that would be less
invasive for the child.[59]

Privacy advocates tend to

latch on to single events and

run with them. Last year, a

Californian man was singled
out for additional screening while
attempting to pass through security
based on his suspicious behavior in
line. Authorities believe that he was
carrying a ceramic knife blade, which
would not have set off metal detectors,
but would have been found on a full-
body scanner. The man refused to
enter the scanner, asking for a pat-
down instead. He reacted normally
until the agent told the man he needed
to inspect the groin area, which led
to the man attempting to leave the
airport and receiving a $10,000 fine for
refusing to comply with posted airport
signs and the instructions security
personnel.[60]



Public outrage created National
Opt-Out Day, where all passengers
randomly selected for body scans
were encouraged to refuse on the
busiest travel day of the year, though
the organization did encourage
compliance with verbal instructions
after the refusal of the scan.[61]
Privacy advocates often ask for
reform, but refuse to recognize any
reform that actually happens.

Security advocates usually have only
one argument; that all procedures
are designed to save lives. Those who
value security over privacy claim
that they have made the procedures
as unintrusive as possible without
compromising passenger  safety.
They argue that the failed attacks
post-9/11 have shown serious holes
in security. The fact that more
terrorists attempts are stopped by lay
passengers annually then by federal
Air Marshals supports this fact.
TSA listens to the complaints of its
passengers and invites them to be
part of aviation security. Passengers
are actually the last of 20 layers of
defense in the TSA plan.[62]

Theres no way around admitting
that the creation of the TSA has
made aviation security a much
more invasive process. There’s also
no way around admitting that TSA
procedures make flying much safer.
The old full-body scanners were
extremely invasive, and allowed a
TSA officer to see the naked body of
a passenger standing just a few feet
away. New precautions eliminate
this risk. Everyday TSA adapts its

procedures so that they are the best
they can be for everyone involved. At
the end of the day, not many people
would be willing to allow a potential
hijacker onto a plane with a weapon
just to stay out of an X-ray body
scanner.

What parts of our private lives
are really visible for government
inspection? The truth is that nearly
every aspect of our lives are an
open book. Our physical traits, our
identifying behaviors, the blueprint
of our entire bodies, even the shape
that defines our face — all is available
for collection to any law enforcement
officer who happens to be collecting
in the right place.

Our private communications can be
recorded and kept on file without
our knowledge on the basis of
saying a few key words in the right
combination and being declared a
potential terrorist. In order to board
a plane, we must be X-rayed, prove
who we are, be shuffled shoeless
through a line while being eyed with
suspicion and occasionally subject to
physical searches.

Is the government invading our
privacy on a daily basis in new and
more extensive ways every day? Yes.
Are we safer because of it? Yes. Is it too
much, have they gone too far? That’s
for everyone to decide. Is your privacy
worth your life or someone else’s?

INTERNET COOKIES: NOT AS INNOCENT AS THEIR

CHOCOLATE-CHIP COUNTERPARTS

By Lindsai Gren //////11111111111]

nline use tracking is the
gathering of
information through a variety
of means over the Internet. Bil Corry,
an information security consultant
at PayPal, and Andy Steingruebl,
an Internet security consultant,

personal

describe tracking as “the collection
and correlation of data about the
Internet activities of a particular
user, computer, or device, over time
and across non-commonly branded
websites, for any purpose other than
fraud prevention or compliance with
law enforcement requests.’[63]

The data  collected  provides
information about a web user. Often,
this information shows what websites
a user accesses, and helps to build
a browser history for advertising
companies, or other commercial
entities. The way this information
is collected is through “cookies”
Lawrence Lessig, a professor of
law at Harvard Law School, said,
“Before cookies, the Web was
essentially private. After cookies,
the Web becomes a space capable of
extraordinary monitoring.”[64]

S0 HOW ARE COOKIES USED IN
INTERNET USE TRACKING, AND HOW
DO THEY RFFECT INTERNET USERS?

Cookies are small pieces of

information in a text format that are
downloaded to a computer as the
user browses different web pages.
Cookies can create a high privacy
risk because they are linked with
referrer information. The referrer
field provides websites with the URL
last visited by the user. The purpose
of this field was to give information
to websites about what other websites
they were linked to, so that online
connections could be strengthened
across the Web. However, cookies
also receive this information, and a
user can easily be tracked through the
websites they visit. By tracking which
websites a user visits, cookies can
gather a large amount of information
about the user.[65]

There are two different kinds of
cookies used in Internet tracking.
First-party cookies collect
information that is necessary for
recognition on many websites.[66]
For example, first-party cookies hold
the information that allows a user to
log in to their web-based email easily,
such as remembering their username.
These cookies make it easier to surf
the web; without them, log-ins to any
website are hindered as well as other

functions. For example, if a user shops
online at a particular website, the
first-party cookies remember them
as a visitor, and remember items in
their shopping cart if they leave, and
then return to the website. Without
first-party cookies, the web would
be in a state similar to a vending
machine. When buying something
at a vending machine, only one item
can be purchased at a time, and the
buyer’s personal information is not
remembered. This makes commerce
difficult over the web, so first-party
cookies remedy this problem in order
to make commerce easier. First-party
cookies were actually the answer
to creating a virtual shopping cart,
helping to solve the issue of commerce
over the web. These cookies are
generally benign, and perform
functions that are helpful to the user.

Third-party cookies collect
information about a user, and
then return that information to an
advertiser.[67] This data allows
advertisers to build a browser history
of the users who visit the websites
that they have ads on. Then, the
advertisers can track the users, and
place specific ads on websites that the
user frequently visits. For example,
if a user frequently visits a clothing
website, the cookies for that website



store the information and return it to
the advertiser. The retailer then can
tailor advertisements on frequently
visited web pages. These cookies can
also be used for purposes that may
not benefit the user. These cookies
collect information that is valuable
to advertisers, and the information
can often display personal details
about the user that otherwise would
not be known.

browsing, where the browser doesn’t
record which web pages the user
visits, or the list of files downloaded
by the user.[69]

Many browsers also offer “Do
Not Track” headers, a technology
that enables users to opt out of
website tracking.[70] The “Do
Not Call” registry inspired these
headers, and they offer users a

TODAY'S TECHNOLOGY-BASED SOCIETY PROVIDES A FERTILE
FEEDING GROUND FOR INTERNET TRACKING AND DATA

COLLECTION BY COOKIES, WHICH MAY HAVE ADVERSE EFFECTS
FOR INTERNET USERS.

The fact that cookies can gather
personal information has prompted
various ways to disable cookies,
particularly third-party cookies. As
knowledge about cookies, and their
information-gathering  capabilities
increased, more people became
concerned with their privacy on
the Internet. This prompted the
creation of settings that allow the
user to be more in control of what
information is gathered by cookies.
Most computers have settings where
cookies can be directly deleted from a
history, or settings can be configured
to block or disable cookies from
certain websites.[68]

Many web browsers also have settings
that allow you to disable cookies, or
even browse without cookies taking
note of which sites you visit. One
example of this kind of browser is
called Chrome Incognito, a function
of the web browser Google Chrome.
[6] Chrome, Firefox, Internet Explorer
and Safari all offer a mode of browsing
that is more private than general

single choice to opt out of third
party tracking by cookies. In other
words, these headers offer the users
to block third-party cookies that
return information to advertising
companies, and still have access to
the benefits provided by First-Party
Cookies. While most web browsers
offer these headers, many third-
party websites have not agreed to
follow the rules set by the headers.
This presents a problem, since
many websites can slip through the
cracks in a “Do Not Track” header
because they do not adhere to the
requirements of the header.

At the moment, there is a huge
disconnect about what information is
protected by “Do Not Track” headers.
There is little transparency about
whether a user is protected from third-
party data trackers such as advertising
agencies, first-party data collection, or
government data requests if a “Do Not
Track” header is enabled in the user’s
browser.[71] Because there is not a
clear definition as to what third-party

tracking is precisely, many websites
claim that they do not need to adhere
to the guidelines set by the “Do Not
Track” headers. Another problem
presented by a “Do Not Track” header
is that a third-party has a “second-
level domain” that is different than the
domain seen by the user when they
visit a website.[72] For example:

« fb.com and facebook.com
are both operated by
Facebook, but are used for
different purposes.

« apple.com is operated by
Apple Inc., but metrics.
apple.com is operated by
Adobe’s Omniture group.

These cases demonstrate that the
domain name of a website may not in
fact display the intent and purpose of
a certain website, and makes it harder
to define third-party, and which
parties should be included in “Do Not
Track” headers.[73] This shows how
easy it is for websites to slip through
the regulations of the header.

Andy Kahl and Colin O’Malley are
employees at Evidon, a company that
helps businesses use data gathered by
cookies to improve their performance,
and ensure that these businesses
adhere to privacy policies outlined
by the FTC and other entities. They
argue that “Do Not Track” headers
create a false sense of security for
users because many headers leave out
a large amount of commercial groups.
[74] If the user is not aware that many
groups are exempted, they may believe
that they are not being tracked, when
in actuality third-party cookies are
still being placed in their browser. A
single opt-out of tracking choice may
appear to be simple and easy, but is not
effective because many websites will
still track the user. Kahl and O’Malley

believe that users should be notified
every time a website attempts to place
a cookie in their browser in order to
avoid this false sense of security created
by the opt-out option.[75]

Another issue brought up by Kahl
and O'Malley is that users often do
not understand exactly what opting-
out means. They argue that, “users
need a real-time understanding of the
companies involved in data collection
on a given site, their policies, and then
the choice to opt-out, coupled with an
explanation of what that means”[76]
They believe that if users are constantly
aware of what websites are tracking
them, a more transparent Internet will
emerge. This more transparent Internet
would help alleviate the privacy issues
raised by cookies, and their tracking
abilities. However, users must be
notified of the presence of cookies, and
constantly have the ability to opt-out of
tracking, instead of relying on a single
“Do Not Track” header.

Wendy Seltzer, a fellow at Berkman
Center for Internet & Society at Harvard
University and Princeton Center for
Information Technology Policy, also
bemoans the current “Do Not Track”
headers, and the lack of transparency
to Internet users. She describes how
a header will react differently from
site to site because not all sites adhere
to the same guidelines regarding “Do
Not Track” headers. For example, the
Firefox 4 header option that states:
“Tell websites I do not want to be
tracked,” also says, “Checking this box
will tell websites that you wish to opt-
out of tracking by advertisers and other
third-parties. Honoring this setting is
voluntary - individual websites are not
required to respect it”’[77] This shows
that “Do Not Track” headers do not in
fact block tracking from all websites.
Only a few websites actually adhere to

“Do Not Track” headers, and many will
continue tracking users.

Because of the problems presented
by “Do Not Track” headers, many
states have begun to consider “Do Not
Track” legislation to be a serious issue.
Californiawas thefirststatetointroduce
“Do Not Track” legislation into their
senate meetings.[78] In May 2011,
Congress announced that it would
introduce two bills addressing privacy
concerns raised through Internet
tracking. The first bill, called the “Do
Not Track Kids Act of 2011” would
focus on protecting “the youngest users
from tailored marketing and from the
risk of exposing personal information
without parents’ consent”’[79] Senator
Jay Rockefeller, a Democrat from
West Virginia and the chairman

of the Commerce, Science and
Transportation Committee said that
he would introduce a bill protecting
all Internet users, and making it illegal
for websites and advertisers to track
anyone who had opted out of data
collection.[80]

Although cookies were created

over a decade ago, they create an
ever-present issue in society today.
Today’s technology-based society
provides a fertile feeding ground for
Internet tracking and data collection
by cookies, which may have adverse
effects for Internet users. While the
privacy risks have prompted the
creation of systems such as “Do Not
Track” headers, designed specifically
to combat cookies, the lack of
transparency and  collaboration
between these systems, the websites
responsible for placing cookies, and
Internet users means that often these
efforts are in vain. Many websites do
not adhere to the guidelines created by
“Do Not Track” headers, and cookies
from those websites slip through the
header and continue to track the user.
Meanwhile, the user feels a false sense

of a security, believing that they have
blocked all tracking cookies. In order
to combat this issue, many states, and
the Congress have begun to introduce
“Do Not Track” legislation into
meetings. This shows that Internet
tracking via cookies has become a
huge issue in society today.



TRUE OR FALSE:

ANONYMITY 1S WORTH FIGHTING FOR

T By Candace Oman

nonymity has had an important

place in American political

society since the country’s
conception. Citizens are far more
supportive of anonymous speech
than against it — as evidenced by the
Supreme Court’s decision in McIntyre
v. Ohio Elections Commission —
largely due to the First Amendment’s
inclusion of the right to free speech.
It is a safeguarded avenue to share
opinions that many would otherwise
keep to themselves. The danger is
when the right to anonymous speech
is misused and diverges from perilous
truth to malicious lies. At what
point does anonymity become more
trouble than it is worth? A similar
delicate balance must be struck with
anonymous litigation. Anonymity is
granted to protect the individual, but
where does it have an unacceptably
adverse affect on the rights of others?
These indistinct boundaries have
created issues in and out of the court.

In general, the phrase “voluntary
privacy” describes the process by
which information is considered

>

private  information, by  what
mechanisms that sort of information
can be shared, and with whom it can
or should be conveyed. “Voluntary”
simply refers to the fact that
individuals need to willingly disperse
their information by whatever
means they feel safe using, rather
than having the choice taken away
from them. Examples of information
that is typically considered private
includes names, addresses, phone
numbers, social security numbers,
monetary information, locations,
photographs,
age, sexual orientation, along with
religious and political affiliations.

relations,  friends,

There are several instances where
sharing or withholding this data is the
subject of privacy disputes because of
how it may negatively impact others.
Equilibrium of the rights of both must
be established, but how? The specific
types of situations that will be further
discussed include anonymous speech,
anonymous litigants and the use of
social media websites.

For many, the right to anonymous
speech may seem unequivocal.
However, there are many who feel

that the protection gives too much
license with what can be said. Perhaps
the most significant court case
dealing with the issue is McIntyre v.
Ohio Elections Commission, which
reached the United States Supreme
Court. The case began when Ms.
Mclntyre distributed anonymous
political leaflets urging constituents
to vote a specific way on an issue; it
was signed only “Concerned Parents
and Tax Payers”. She was prosecuted
and fined; she fought the ruling and
it was eventually taken to the United
States Supreme Court.1 Noting the
country’s substantial support for
anonymous speech, the Supreme
Court’s final determination was that
the law in question was not specific
enough to prevent only libel, it
also hindered truthful anonymous
statements.]1 'The ruling did not
support anonymous speech without
reservations, however. It pointed out
that there were elements that affected
whether required disclosure could
be constitutional; those specifically
mentioned include whether
individuals are acting independently
with their own resources, if it is a ballot
issue, and time parameters.l Other

factors were left to states to interpret,
which they did. Virginia has a statue
that limits the scope of anonymous
speech with regard to even potential
nominees or candidates; New Jersey
put a $500 limit on anonymity —
spend any more than that and a
name and address must be provided;
and Connecticut determined that
whether an individual acts alone or
with a candidate affects the acceptable
allowance of anonymity.[81]

Last year, there was an uproar from
signees when it seemed that the
signatures on a petition supporting a
referendum to overturn support for
gay and lesbian rights was going to be
released, which was seen as a violation
of the signees’ right to anonymity.
[82] It was presumed that once the
list of names was released, it would
be published electronically, subjecting
the individuals to various forms
of censure for their opinions and

THE POSITIVE ASPECT OF ANONYMOUS FREE SPEECH 1S THE
ABILITY TO SHARE OPINIONS WITH NO FERR OF PERSONAL AT-

TACKS — OR AT LEAST NO ATTACKS THAT CAN BE TRACED BACK
T0 AN INDIVIDUAL,

Deciding what type of anonymous
statements should be protected under
the First Amendment is problematic.
Political speech is the safest type of
speech, because its protection was
the original intention of the First
Amendment. Today, the definitions
of libel and anonymous truth are
still indistinct. More steps need to
be taken to adequately protect both
the rights of speakers and the rights
of the discussed. People share things
behind the shield of anonymity for a
reason. They fear reprisal, even if what
they are saying is true. Perhaps only
defamation should require author
identification — but how would that
be enforced? And how would the
validity of statements be verified?
Would it have to be an all or nothing
decision: entirely anonymous speech,
even with all of its issues, or no
anonymity at all? Rather than think
about the issue entirely in the abstract,
some individual examples could be
illuminating.

actions by the Internet community.
The petition didnt qualify for the
protection provided by Mclntyre
because signing the petition was not
an anonymous act:

The signatures at issue, however, are
not anonymous. First, the petitions
are gathered in public, and there is no
showing that the signature-gathering
process is performed in a manner
designed to protect the confidentiality
of those who sign the petition. Second,
each petition sheet contains spaces
for 20 signatures, exposing each
signature to view by up to 19 other
signers and any number of potential
signers.  Third, any reasonable
signer knows, or should know, that
the petition must be submitted to
the state to determine whether the
referendum qualifies for the ballot,
and the state makes no promise of
confidentiality, either statutorily or
otherwise. In fact, the [Public Records
Act] provides to the contrary. Fourth,
Washington law specifically provides

that both proponents and opponents
of a referendum petition have the
right to observe the State’s signature
verification and canvassing process.
[82]

Given this evaluation, it is
understandable why the court found
the disclosure of the signatures
justified. However, is it not also
reasonable that the signers wanted
their names to stay anonymous? Gay
rights are one of the biggest civil issues
in the United States today and the
feelings on both sides are vehement.
What guarantees should be given to
authors, supporters and opponents
of referendums? Or should there be
any, since it is widely believed that any
legislative actions of the government
should be documented and published?
Why would there be any anonymous
protection of individuals who are
not strictly legislators or government
employees when such a thing is not
offered to those who are?

The positive aspect of anonymous free
speech is the ability to share opinions
with no fear of personal attacks — or at
least no attacks that can be traced back
to an individual. It is also understood
that the ability is frequently abused to
harass people, which is often called
cyberbullying. If these potentially
devastating comments are directed
at an individual, it can ruin their
personal and professional lives.
Brittan Heller was an example of
this, as a prospective law student,
who was unceremoniously targeted
on a message thread entitled, “Stupid
Bitch to Attend Yale Law” on a website
frequented by her peers, professors,
and lawyers. The accusations posted
included that she had bribed her way
into law school and that shed had a
lesbian affair with an administrator of



the school. These comments caused
Heller to lose her summer job and led
to a hospitalization.[83]

An example of the current state of
cyberstalking laws can be clearly seen
in a case from Renton, Washington.
An anonymous YouTube user known
as “MrFuddlesticks” was prosecuted
by the local police department for
uploading videos that made fun of
their recent scandals.4 In Washington,
cyberstalking is defined as using an
electronic medium to embarrass
another person. The videos uploaded
by MrFuddlesticks ridiculed the
departments  missteps  without
mentioning any individual by name;
however, the Renton police convinced
a judge to issue a warrant demanding
Google to release MrFuddlesticks’
account details, which included his
credit card information and even his
gmail messages contents.4 When the
judge’s warrant was challenged on First
Amendment grounds, he issued a stay
on the matter, and in the days following,
the Renton police department decided
to pursue a case of “harassment and
discrimination” instead.[84] Chief
Administrative Officer Jay Covington
denies that the cartoons are protected
by free speech saying, “This does not
have anything to do with violating First
Amendment rights”[85]

There is no questioning that
measures to enforce consequences
for cyberbullying and stalking are
necessary. However, limitations
as to how far those measures can
go are also necessary. How was
obtaining credit card information
necessary for the police department
to prosecute the YouTube user? The
potential for misuse of that type of
information is significant. Where was
MrFuddlesticks’ right to anonymous

speech? And can his videos be
considered defamation given aspects
oftruth? Aren’this contributionsatype
of political speech as a commentary
on official corruption that is supposed
to be specifically protected.

Anonymous litigation is another area
where issues arise with namelessness.
Anonymous litigation is when, rather
than having their name released,
a defendant or plaintiff is kept
anonymous through the use of a
pseudonym like John and Jane Doe.
There are a variety of reasons to
request anonymity for the course of
a case. Specific circumstances include
an attempt to avoid humiliation —
an example being sexual charges,
which could seriously hurt a person’s
reputation if their assault became
common knowledge — or because
the accuser does not know who has
wronged them; thus, they remain
unidentified at the start of a case.
The personal interest in remaining
anonymous must be balanced with
the publics interest in disclosure.
However, anonymity in a case must
be petitioned for, and there are limited
circumstances in which it will be
granted. The following are items to be
considered in order to fairly balance
the two interests:

(a) whether the litigation involves matters that are highly personal or
sensitive, or a plaintift who is particularly vulnerable; (b) whether there is
a risk of retaliation against the party filing suit or any innocent non-parties;
(c) whether the identification presents other harms and the severity of those
harms; (d) whether plaintiff is particularly vulnerable to possible harms of
disclosure; (e) whether the suit is challenging actions of government or that
of private parties; (f) whether defendant is prejudiced by allowing plaintiff to
press claims anonymously; (g) whether plaintiff’s identity has thus far been
kept confidential; (h) whether public’s interest in litigation is furthered by
requiring plaintiff to disclose his identity; (i) whether because of the purely
legal nature of issues presented or otherwise there is atypically weak public
interest in knowing the litigants’ identities; and (j) whether there are any
alternative mechanisms for protecting confidentiality of plaintiff.[86]

Many of these conditions are listed to
give extra protection to minors, who
are in a very vulnerable position. An
example of adolescents trying to sue
anonymously occurred about a year
ago in Hawaii. In Doe v. Kamehameha,
four white students attempted to file a

civil rights suit anonymously, claiming
that there was discrimination against
Caucasian students in the school’s
admissions policies.[87] Comments
about this case included a call for the
plaintiffs to be sacrificed, that they
would have to watch their backs for
the rest of their lives and also a phone
conversation to the children’s attorney
that said that the children were going
to get what they deserved, which
included the question, “Why do you
fucking haoles [whites] even come
to Hawaii...?”[88] These statements
make it easy to understand why the
clients sought anonymity. Still, the
court declined to rehear the case with
a full bench until the plaintiffs openly
disclosed their identities.[89]

When comments like these could

be found online and said in a phone
conversation to an attorney, how could
any judge feel that the juveniles would
not face serious threats following the
release of their names? Would the
defendants attempt to dispute the
charges be inhibited by the anonymity
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of the plaintiffs? Since the plaintiffs
are students, it shouldn’t matter who
the specific individuals are as the
school is endeavoring to prove their
admissions processes are not racially
discriminatory. The school’s concern
with the individuals’ names does not
look good.

A far more infamous example that
involves an anonymous litigant is
the case Roe v. Wade. The plaintiff’s
real name was Norma L. McCorvey,
not Jane Roe.[90] Her original
wish to remain anonymous is quite
apparent. As many pro-life supporters
view abortion murder, it was not
inconceivable that they would attempt
to take action against the woman who
brought the issue before the United
States Supreme Court. She was in clear

danger despite the fact that she was
not a minor or any other specifically
protected population.

Even with court cooperation, some
perpetrators are never identified
— a disadvantage to anonymous
speech. How can those wronged
get the restitution they deserve if
they can't even call out the offender?
People, behind the formidable
shield of anonymity in the Internet,
often underestimate the effects their
comments or actions can have. They
regard their comments as joking, but
don't realize that type of conversation
is typically only acceptable among
friends or in person, not as a general
communicating skill in internet posts.

Privacy is an important issue and its
scope is rapidly diminishing. Despite
popular conception, this is not entirely
the governments fault. Instead, people
are compromising their own private
information through social media
websites or through an abuse of
anonymous speech online. The opacity
of the Internet gives people far too
much freedom to commit crimes that,
in print, are considered atrocious but,
online, are completely acceptable. The
virtual and literal distance between
Internet users also allows them to
remove themselves from their actions.
The ability to comment on political
and social situations without fear of
repercussions is an important one,
but is a right that far too many abuse.
There are serious impacts, even though
it is not immediately apparent and
may seem like a harmless prank to
begin with. Anonymity is a protection
that is afforded for a reason; however,
individuals need to remember that it
isn't just a protection for them, but for
others too. They shouldn’t be using their
shield to beat up their fellow citizens.



EMPLOYER VS. EMPLOYEE:

WORKPLACE PRIVACY

By Niki Harris ////11111111111111111H111114

orkplace monitoring is
becoming
controversial, both in the
workplace and in the courts. As

increasingly

social media grows in popularity,
so does the looming potential for
improper postings to reach the wrong
eyes and for negative consequences
to ensue. Employees are becoming
aware of the different ways in which
their employers monitor them, with
or without permission, stated in the
company’s contract or not.

The National Labor Relations Board
has taken action in a pivotal case
in Connecticut involving how far
workplace privacy extends - and
appeared on the side of the employee,
defending privacy rights. As the
decisions in courts receive more
attention, the working world begins to
be increasingly structured in a manner
that follows the direction provided
by those courts. Staying aware of
the ways you are being watched in
and outside of the workplace is vital
to understanding what rights you
have and what claims you can make
regarding your personal privacy.

Employers want to ensure that their
employees perform the tasks assigned
to them - tasks that employers are
paying for. Employees don't want to
feel as though they are being watched
at every point during the workday. As
monitoring technology has become
more sophisticated, cheaper, and
easier to install for employers, it has
also grown in popularity. According
to subsequent surveys in 1999,
2001, and 2003 conducted by the
American Management Survey, in
1999 the percentage of employers who
electronically monitor their workers
was 67 percent. Just two years later,
in 2001, the percentage had increased
to 78 percent. By 2003, 92 percent
of employers were conducting some
form of workplace monitoring.[91]

The most popular methods of
monitoring in the workplace are
telephone and computer monitoring,
electronic mail and voice mail
checks, social media monitoring,
and video recording including audio.

[92] Motivated by validated fears
of litigation and the increasing role
that electronic evidence is beginning
to play in lawsuits, a majority of
employers monitor their employees
at work using one or more of the
aforementioned techniques. Because
such monitoring is almost completely
unregulated, unless specifically stated
in the company’s policy book, it is not
mandatory for employers to inform
their employees if and when they are
being monitored.

From an employers standpoint,
there are many reasons to monitor
employees: to certify that the work
assigned to employees is being
completed in a timely, efficient fashion
equal to the employee’s pay; for the
companys own protection against
lawsuits and other legal issues that may
arise from problems in the workplace;
to ensure that time in the workplace
is being used for appropriate work-
related activities. A common point by
proponents of workplace monitoring
is that monitoring tracks performance
of employees, weeding out those who
used work time to shop online or other
personal business and rewarding
those who have gone the extra mile in
their work. However, the fact is that
“employers who monitor Web traffic
in the traditional manner create a
picture window on their employees’
private lives, says Lewis Maltby,
president of National Workrights

Institute. “Theyre not hostile to
privacy, but theyre indifferent to
privacy. Indifference is all we need for
privacy to disappear”’[93]

It is that indifference from employers
that cause employees’ and workers’
protection agencies like the National
Workrights Institute to protest.
Surveillance of Internet use is
particularly troubling. People use the
Internet for many personal problems
that they would not be comfortable
talking about in any other venue —
telephone, email, or text — because of
the degree of anonymity provided by
the Internet. Therefore, it is possible
for employers to intrude into their
employees’ personal lives if their
Internet use is monitored, which is a
valid employee concern.

96 percent of employers who block
access to the web are concerned
about employees spending time
on sites with sexual, romantic, or
pornographic content.[95]

Other results from that survey
indicate that two thirds of employers
monitor employee web surfing and
65 percent of that two thirds employ
tactics and software to prevent
inappropriate use of time online.
Of the 43 percent of companies that
monitor email accounts to ensure that
they are not being used excessively for
personal reasons, nearly three-fourths
of that number use technologies
that automatically monitor email,
and 28 percent have fired employees
for misuse of email. Nearly half
of employers track keystrokes of

TWO THIRDS EMPLOY TACTICS AND SOFTWRRE TO PREVENT

INAPPROPRIATE USE OF TIME ONLINE.

There are ways to still enforce
electronic workplace monitoring
policies for the sake of productivity,
however. There is technology that
can determine who an email is being
sent from to an employee’s email
account — personal or professional
- without reading it.[94] There
is also a way to block specific
categories of web browsing without
restricting allowed content during
breaks - for example, blocking sites
containing sexual or pornographic
materials while still allowing
browsing for travel, vacationing,
and approved social media posting.
A 2007 Electronic Monitoring &
Surveillance Survey from American
Management Association (AMA)
and the ePolicy Institute found that

employees, a system which informs
management of how many keystrokes
per hour an employee is performing
and informs employees if they
are above or below the standard
number of keystrokes expected by
the company. Twelve percent of
companies surveyed monitor what is
being posted about the company on
blogs and 10 percent monitor social
media sites.[96]

Each monitoring technique utilizes
different methods to improve
employee performance and enhance
productivity.  Call
forms (when an employer listens
in on phone calls made by an

monitoring

employee or poses as a customer
to test an employee’s knowledge)

are an assessment instrument used
to determine if an employee has
mastered all the skills and knowledge
required to deliver excellence on the
phone. This can help the employer
determine if coaching is needed to
perfect an employee’s skills to help
them better represent the company.
Observations are kept on file so
employers can chart improvement
and analyze progress of individual
employees and the employee base as
a whole.

Video surveillance is used to detect
employee misconduct and prevent
workplace misconduct as  well
as monitor job performance by
employees and effectively promote a
safe and trustworthy workplace for
employees. Computer monitoring
is used to collect information about
how employees are spending online
time on the job. There is also a risk of
infecting a company computer with a
virus; by preventing employees from
accessing potentially harmful sites,
companies can protect their own
online security.[97]

Employers have the legal right to
monitor their employees, but what
does such monitoring mean from an
employee standpoint? Employers can
listen to phone calls at work made
by employees, obtain phone records,
view what is on employees’ computer
terminals and screens; even text
messages sent on company-provided
cell phones and pagers are subject
to scrutiny by employers unless
otherwise specified in company policy
handbooks.[98]

As an employee, is there anything
that you can demand from your
employer concerning your privacy
in the workplace? The Electronic



Communications Privacy Act of 1986
(ECPA) is the only federal statute that
currently offers employees protections
in communications privacy. ECPA
prohibits the intentional interception
of  electronic
but loopholes in the act allow for
employers to monitor their employees.

communication,

Employers may monitor networks of
their employees for business purposes,
which includes viewing employees’
email and listening in on employee
calls; EPCA prevents employers
from monitoring purely personal
calls. However, before an employer
can determine if a call is personal,
he or she must listen to a portion of
the conversation. An employer may
intercept communications where
there is actual or implied employee
consent. This sort of consent does
not have to be two way; it can be
given when the employer merely
gives notice of the monitoring to the
employees, which can take place in
monthly meetings, a message over the
phone in which it is stated “this call
may be monitored,” or in a company’s
policy handbook.[99]

The Stored Communication Act
(SCA) is a subsection of EPCA.
This act protects “electronic data
while it is in electronic storage” and
makes unauthorized access to the
electronic data illegal. In particular,
this section has been used to protect
concerted employee networking, like
information found on blogs, Twitter,
MySpace, Facebook, and other social
media networking sites. Congress
passed the SCA to prohibit a provider
of an electronic communication
service “from knowingly divulging
the contents of any communication
while in electronic storage by that
service to any person other than the
addressee or intended recipient”

Under 18 US.C. § 2701, an offense
is committed by anyone who: “(1)
intentionally ~ accesses ~ without
authorization a facility through which
an electronic communication service
is provided;” or “(2) intentionally
exceeds an authorization to access
that facility; and thereby obtains...
[an] electronic communication while
it is in electronic storage in such
system.”[100]

The National Labor Relations Act
(NLRA) protects specific types of
employee expression in both real
world and Internet contexts, such as
social media conversations between
employees. Under the NLRA,
workers have a right to form unions,
to discuss working conditions, and

to discuss unionization. Employers
cannot punish employees for this
conduct. Online  work-related
criticism of an employer is, therefore,
protected under the National Labor
Relations Act.[101] Such criticisms
are known as protected concerted
activity. The extension of protected

concerted activity in the workplace
is a hotly debated topic between
employers, employees, and the
organizations that protect both; it is
particularly relevant in the publicized
case between the American Medical
Response of Connecticut and the
National Labor Relations Board
(NLRB) in February 2011.

On October 27, 2010, the National
Labor Relations Board filed a
complaint against a Connecticut
company, American Medical
Response of Connecticut, Inc. (AMR),
alleging that the ambulance service
company violated federal labor law by
terminating an employee who posted
comments about her supervisor on

her personal Facebook page. The
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NLRB also alleged that AMR had
overbroad policies in its employee
handbook regarding blogging, posting
on social media sites, and electronic
communications between employees.
[102] The case is groundbreaking
because it demonstrates that criticism
on social media websites may be

classified as protected concerted activity; it is also the first time that the NLRB has
stepped in on an employee’s behalf to argue that employer criticisms by employees
on social media sites are protected by federal law.[103]

The case involves the illegal firing of Dawnmarie Souza, who was asked by her
supervisor to prepare a response to a customer complaint about her work. Her
supervisor declined to allow her union representative to assist Souza in preparing
her response. From her home computer, Souza posted multiple vulgarities about
her supervisor on her own personal Facebook wall, including one that read “love
how the company allows a 17 to become a supervisor;” “17” was AMR’s lingo for
a psychiatric patient. Other co-workers voiced supportive responses to Souza’s
claims. The supervisor in question discovered the Facebook page, suspended Souza
for abusing the company’s Internet policy on social media, and subsequently fired
her.[104] The NLRB investigated the case and made a complaint against AMR,
alleging that Souza’s comments constituted protected concerted activity and that
the company’s blogging and Internet policies were unlawful. The NLRB’s complaint

highlighted two issues:

First, whether unionized or not, all employees are protected against unfair labor practices through Section 7 of the

National Labor Relations Act (NLRA). Specifically, Section 7 provides that employees may not be discriminated against

for participating in concerted activities concerning their wages, hours and other terms and conditions of employment.
In the case involving AMR, the NLRB is asserting that Ms. Souza and her co-workers were engaging in protected concerted
activity when she posted criticisms of her supervisor on Facebook, sparking a dialogue with co-workers.

Second, the complaint sends a cautionary message to employers to not make their social media policies too restrictive.
Employers should review their social media policies to ensure that they are not susceptible to claims that the policy
deters employees from their right to discuss wages, hours and working conditions.[105]

AMR eventually entered into a
settlement agreement with the NLRB
in which AMR agreed that in the
future it would not “maintain or
enforce any rules that improperly
restrict employees’ rights to engage in
union activities or to discuss wages,
hours and working conditions with
fellow employees and others while
not at work; or discharge or discipline
employees because they discussed
wages, hours and working conditions,
either with fellow employees or others,
while not at work.”[106]

The settlement between AMR and the
NLRB is a monumental case in the area

of workplace privacy and what counts
as protected concerted activity because
it marks the first time that the NLRB
has taken a stand on the role that social
media plays in employee life — and
have maintained that it may sometimes
be termed protected under law.

The scope on workplace privacy is
changing. Social media, internet,
email, and other forms of electronic
becoming
increasingly important in our daily
lives, and as such, policy and law must
change with the developing forms
of technology. In the workplace,
employers and employees must accept

communication are

that monitoring is also becoming
increasingly important to prevent
technology from being abused by
either party. Workplace privacy is
slowly disappearing. Emerging into
the public eye are cases that deal
with this very issue, like the NLRB
complaint against AMR. The fact that
settlement was reached before the
case got taken to court proves that
the courts - and thus, the law — are
open to changing with the times. As
the world of workplace privacy and
its legal ramifications changes and
develops, so must the attitude of every
person in the workforce.



GOVERNMENT INTRUSIONS ON PERSONAL PRIVACY

By Isabelle Ghabash

debate has arisen at every point

in our country’s history when

the government perceives
a threat: What is the appropriate
balance between national security
and civil liberties? Does the
protection of a free society require
the relinquishment of some freedom?
Historically, the United States has
responded to these questions with
methods, that, in hindsight, were
(at best) a hasty overreaction or (at
worst) unconstitutional and driven
by paranoia. These methods included
surveillance of private citizens in the
name of the nation’ safety.

The Fourth Amendment regulates
the gathering and use of information
about citizens, but the legislation and
activities of the government have often
overstepped the Constitution’s bounds.

Much of the controversy surrounding
government surveillance centers on
the Fourth Amendment, which reads:

The Framers of the Constitution
obviously wanted to prevent the
invasive searches and blanket
surveillance they were subject to
as English colonists. However,
whether the Framers envisioned
an inviolable and general right to
privacy is less obvious.

The language of the Fourth
Amendment becomes even less
explicit as technology advances and
property becomes less tangible. Do
Internetsearch engine queries fitunder
the umbrella of “papers and effects?”
Is an individual’s cell phone as sacred
as a house when it comes to protection
from searches? Can we, as modern
Americans, expect a supermarket,
library, or e-commerce site to keep
our information from the government
when we have volunteered it to these
groups? Is it even feasible anymore

The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated, and no
Warrants shall issue, but upon probable cause, supported by Oath or affirmation,
and particularly describing the place to be searched, and the persons or things

to be seized.[107]

for the government to “particularly
describe” who and what they search
when information and people are
increasingly ~ connected? =~ What
qualifies as an “unreasonable search”
when national security is on the line?

An interesting, albeit expected,
phenomenon  repeatedly  occurs
during times of national crisis in the
U.S. When the government perceives
a threat from another nation and
the ordinary American becomes
worried as well (sometimes this
worry is cultivated with propaganda),
people in America from that nation
become targets of suspicion and
surveillance. While some surveillance
may be understandable in light of
foreign threats, it is also important to
remember that country of origin alone
in no way satisfies the “probable cause”
required by the Fourth Amendment.

In 1798, an adolescent Congress
passed four laws known collectively as
the Alien and Sedition Acts in an effort
to make our fledgling nation strong
enough to withstand foreign threats.
[108] The President was allowed to
deport any person who was deemed
dangerous to the nation or who was
from a country at war with the U.S.
These laws also made the publication

of material critical of the government
or one of its officials a punishable
misdemeanor.[109]

In the late 1800s, many Chinese came
to California for the Gold Rush and
the building of the transcontinental
railroad; working-class Americans
felt they had to compete for jobs with
the Chinese who would work for less
compensation. The Chinese Exclusion
Act (1882) halted Chinese labor
immigration for a few years because
Chinese immigrants “endangered the
good order of certain localities”[110]
The few who were allowed into
the US. were subject to intensive
interrogations—“registration,
identification and routine
surveillance”[111]—not required of
other Americans.

In the 20th century, “foreign threats”
changed to mean people in the United
States with ties to foreign ideologies.
While immigrant groups (notably
Germans, Japanese, and Italians)
were tracked and harassed during
this period, the government also
turned its attention to individuals and
groups who were more “American’
but had “un-American values”
National security was threatened
from within by Communists, civil
rights leaders, and student anti-war
protestors. With new technology,
surveillance became less noticeable;
civil liberties were violated.

In 1938 the House Un-American
Activities Committee was started to
track and investigate the activities of
individuals and organizations that
the government deemed subversive.
[112] The Committee’s most noted
investigations centered on the
leadership and members of the
Works Progress Administration, the

American Communist Party, and the
Hollywood film-making industry.
[113]

Working closely with the Committee
was Senator Joseph McCarthy. The
leading figure of the 1950s “Red
Scare,” McCarthy led several fervent,
although ultimately inconclusive,

invecticatinne nf memhere of the
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United States government and armed
forces he believed to be Communists.
McCarthy’s  smear tactics and
aggressive approach caused his critics
to liken his policies to the Salem
witch hunts and trials. McCarthy
was ultimately discredited and
censured by the Senate because his
investigations yielded no substantial
evidence against the accused.

In 1956, the Counterintelligence
Program (COINTELPRO) was started
by the FBI to counter perceived, but
ultimately  discredited, =~ domestic
threats like the NAACP, groups
against the Vietnam War, socialist and
communist organizations, and the
women’ rights movement.

In these programs, the Bureau went
beyond the collection of intelligence
to secret action defined to “disrupt”
and “neutralize” target groups and
individuals...the Bureau conducted
a sophisticated vigilante operation
aimed squarely at preventing the
exercise of First Amendment rights
of speech and association, on the
theory that preventing the growth of

dangerous groups and the propagation
of dangerous ideas would protect
national security... The unexpressed
major premise of the programs was
that a law enforcement agency has
the duty to do whatever is necessary
to combat perceived threats to the
existing social and political order.[114]
For the next 50 years, the nation would
continue to grapple with balancing
safety and privacy, but September 11th
would suddenly bring the issue to the
forefront of American politics.

After the figurative and literal dust
of 9/11 settled, it became obvious
to many Americans that the US.A.
PATRIOT Act (short for “Uniting and
Strengthening America by Providing



Appropriate Tools Required to
Intercept and Obstruct Terrorism
Act of 20017)[115], signed into law
about a month after the attacks, was
a hasty and over-zealous response
to the national security threats
facing our nation. While it was
argued that a trade-off between
security and civil liberties exists,
and while the threat posed by
terrorists was unquestionably real,
the PATRIOT Act posed its own
danger: the restriction of Fourth
Amendment freedoms.

The  PATRIOT  Act violates
practically every clause of the
Fourth Amendment, which begins:
“The right of people to be secure
in their person, houses, papers,
and effects, against unreasonable
searches and seizures, shall not be
violated..”[116] By this definition,
several provisions in the PATRIOT
Act are unconstitutional. Section
215 allows the government to obtain
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to the government).xiii Section 214
doesn’t specify that probable cause is
necessary to allow a suspect’s phone to
be tapped.[119]

While many sections, such as 215,
deny the necessity for warrants during
searches, 216 requires a warrant in
order for the government to monitor
a suspect’s Internet use, but the judges
on the secret court given jurisdiction
over foreign intelligence investigations
— the  Federal Intelligence
Surveillance Court, cannot reject
warrant applications.[120]

The PATRIOT Act also violates the
closing line, the “particularity” clause,
of the Fourth Amendment, which
says, “and particularly describing
the place to be searched, and the
person or things to be seized.” Section
206 allows roving wiretaps, which
monitor every phone and computer a
terror suspect might use, even if this
includes a public library.[121] Every

THE PATRIOT ACT ALSO VIOLATES THE CLOSING LINE,

THE “PRARTICULARITY” CLAUSE, OF THE
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a terror suspect’s business, medical,
library, and other records without
their consent or knowledge[117],
and Section 213 allows secret “Sneak
and Peek” searches — done with no
prior or delayed notice — of a person’s
property, including their home.[118]

The Fourth Amendment continues,
“..and no warrants shall issue, but
upon probable cause, supported by
oath or affirmation...”, yet Section 505
of the PATRIOT Act greatly lessened
the standards of probable cause
needed to issue a National Security
Letter (an order for an institution to
hand over detailed records of a person

weecccccscccscccscccee

Internet search on that computer,
even those not typed by the suspect, is
collected. With a roving wiretap, there
is no way to “particularly describe”
who or what is being searched or what
information is “seized”

Because of Supreme Court judicial
interpretation, an idea traditionally
associated ~ with  the  Fourth
Amendment, though not explicitly
stated in it, is the exclusionary rule,
which prevents evidence gained
through unreasonable searches or
seizures without a warrant from
entering a court hearing. However,
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Section 218 of the PATRIOT Act
makes it possible for prosecutors to
use intelligence gained through secret
searches in court.[122]

The right to privacy from unnecessary
government intrusion is inherent
in the Fourth Amendment. The
PATRIOT  Act allows federal
investigative agencies too much
discretionary freedom. Agencies such
as the Federal Bureau of Investigation
and the Department of Justice aren’t
subject to sufficient judicial oversight
when it comes to showing probable
cause and obtaining warrants.

To improve the PATRIOT Act, it
must be clarified what constitutes
probable cause for search and seizure.
All searches should require a warrant,
describing what is to be searched,
granted by a judge who decides
the search is relevant to a terror

investigation. This allows for judicial
oversight, prevents unreasonable
blanket searches,
and limits investigations to only
likely terror suspects. Finally, there
should be an outlined procedure
for challenging National Security
Letters in court, as well as a way
to notify (even if this notification
is delayed) an individual that their
records have been seized. The

and wasteful

PATRIOT Act can be a useful avenue
to gather the intelligence needed for
national security, but its policies
need to be reeled in to better respect
the rights guaranteed the average
private citizen by the Bill of Rights.
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The opening words of the Constitution
are:

We the People of the United
States, in Order to form a more
perfect Union, establish Justice,
insure  domestic  Tranquility,
provide for the common defense,
promote the general Welfare, and
secure the Blessings of Liberty
to ourselves and our Posterity,
do ordain and establish this
Constitution for the United States

of America.[123]

The government is charged with
keeping us safe from enemies, but
the Bill of Rights keeps us safe from
the government. There are risks
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and instability that comes with the
exercise of our civil liberties, but it is
important to consider, especially at
a time when technology has made it
easier to gather, store, and interpret
information about individuals, that
the government can pose a danger just
as real as a foreign threat.




PERSONAL STUDENT REFLECTIONS

The transparent nature of this course was by design. The pedagogy was uncomfortable for many, knowing that every word
spoken in class, every written assignment turned in, and every blog post and tweet sent was posted on the public course
webpage and subject to scrutiny, comment and criticism not only from classmates but from members of the general public.
The comfort level of always being on stage was greater for some than others. But, all felt the weight of accountability in what
they said and did. The Transparency Team had the added exposure of appearing in public to promote their government
transparency best practices and all Think Tank participants experienced the effect of being in the public spotlight. What
follows are the students personal reflections about the year they spent as a participant in a Think Tank in a fishbowl.

“The Think Tank in a fishbowI”I will admit that when I first heard this catch phrase describing our class, I was a little ap-
prehensive. I didn't want to be in the public eye, in fact I wasn't even sure why the public would care about a topic concerning
transparency and privacy. I was very wrong. It was in the public eye that I learned the most, and it was discovering why
transparency and privacy is important on my own that I learned why the public absolutely must care about the topic.

As I was involved with the Transparency Team, I have come to hold a huge appreciation for openness in government. The
three questions that still stand out in my mind are: what does transparency involve, why is transparency important, and
what is the relationship between transparency and
technology. The first question we addressed in depth

when drafting our Best Practices. I did not realize [RLLALOUILIRGINIGETRGISELILIQE IQRRL IR
the easy steps that can be taken to make government GOT REAL ANSWERS AND OPINIONS FROM REAL PEUP[E, NOT

more accessible to ts citizens. Even just making sure [T RN RMTZ g AN Rt
that public meeting times are posted in advance on GOVERNMENT SHOULD DO.

a website, or even simpler, just creating a website for
local government.

The steps are very cheap, easy to implement, and even easier to maintain. But why is it important to do these things? In
the classroom it is easy to say that governments should definitely do these things, that democracy is not truly democracy
without our Best Practices. The exciting thing about this Think Tank is that we got real answers and opinions from real

people, not just a group of college sophomores deciding what government should do. The public commented on our
posts, responded to our poll, and supported us in our endeavor. And the public agrees that technology is something
government should embrace as a vehicle for transparency.

I said that it was in the public eye that I learned the most, and I will stand by that statement. It was not during the
first semester that I truly came to appreciate the importance of transparency, the process of gaining support, the inner
workings of public organizations (leagues, coalitions, media, blogs, mayors...etc), and the hard work involved in planning
a press conference. It has been this semester that I learned what it truly takes to make a lasting impact on society. I
learned that a group of college sophomores do have what it takes to make a difference.

Many comments we got on the Unlisted blog and on press articles about the Think Tank went something like this: “This is the
21st century. Privacy is dead. Unless you want to move to Antarctica and live off the grid, you should just give up” Well, I'll
concede that they’re right about the first part; this is indeed the 21st century. Very astute. The other two points Id like to argue.

Privacy is not dead. However, it also can no longer be defined in the way the Founding Fathers, generations past, or even our

parents knew. Privacy, for most of this country’s
PRIVACY IS NOT DERD. HOWEVER, IT ALSO CAN NO history, applied to someones physical property,
LONGER BE DEFINED IN THE WRY THE FOUNDING FATHERS,

their “houses, papers, and effects” in constitutional
terms. No longer. Privacy in the 21st century still
includes physical property, but also virtual and
self-identifying information. No one can argue
that privacy has remained unchanged through the Information Age, but it still exists, even if its definition has changed and
expanded. This metamorphosis is for the better as we need a definition of privacy that is up-to-date and responsive to the
various threats technology and social media pose to it.

GENERATIONS PAST, OR EVEN OUR PARENTS KNEW.

Now, as for this “we should just roll over and die” sentiment: If something is important to you, you fight to protect it, even if
you think there is only a shred left. You don't say to yourself, “Well, robbers can pick a lock, so I might as well leave my front
door unlocked while my family sleeps” Thats absurd, but many people seem to have that attitude about modern-day privacy.
This philosophy is unduly defeatist and, quite frankly, asking for trouble. There are definitely some losing battles being fought
in this arena, but there are many ways we can still protect ourselves, which starts with becoming aware of how your privacy
is threatened and educating yourself on your options to protect it.

As a teenager my understanding of privacy really had to do with being able to keep things from my parents, things I didn’t
think they needed to know.

When I first enrolled in this Think Tank, I figured that’s what privacy was. But I learned that privacy has much larger implications
than that, because of the internet and all that we rely on it to do for us. Privacy starts on a small scale, but the breaches of it are
typically on a larger plane. Like all important lessons it wasn't always pleasant, but sometimes we gain comprehension through
experience. Only by knowingly undertaking an invasion of privacy could I really understand its implications.

Although there is no way to totally protect privacy, Ilearned that there’s a balance to be maintained. I am the only one who
can open the door to my personal information and I am responsible for what I let out. This class taught me about my privacy
but it also taught me about myself, because what I share with others is entirely up to me. Privacy really comes down to a
simple fact: if you don’t want others to know it, don't tell them.



KEEP UP TO DATE WITH TECHNOLOGY. IT MOVES FASTER

THAN YOU KNOW.

Before this year, I had never considered myself to be either a particularly transparent person, or a private person. I was just
a college kid with a Facebook account.

If I have learned one thing from this class, it would have to be that it is better to be safe than sorry. I would be lying if I said
that I wasn't paranoid after this class. I honestly did not like living in a fishbowl for the first semester.

I was uncomfortable with my life being broadcast over the Internet, via film, Facebook, Twitter and blogs. There are things about
my life that should be private; this class taught me the value of that privacy, and the lengths that should be taken to protect it.

The idea that “The Internet never forgets” is, in my opinion, quite true. And there are things that the Internet should never
have the chance to know.

A Simple Seven Step Guide to a Yearlong Experiment in Transparency, Privacy and Social Media

Step 1: Trust no one. Trust is to be earned, not freely given. If that applies in the real world, it applies online. And no one
online deserves any information from you at all because they haven't earned it. So don’t share something if you're not OK
with your mother’s hairdresser’s best friend’s ex-girlfriend’s dog-sitter’s aunt seeing it. Youd be surprised how fast these
things are transmitted online. Just look at viral videos. Especially ones about cats.

Step 2: Use a pseudonym. Write in code just
because you can. Online anonymity reaches far
and wide while affecting everything in its path.
Accountability, however, is also key - make

sure that you would stand up for what you say
online. It could be traced back to you. If you want to comment online on the Salt Lake Tribune’s opinion editorials, go
for it. Just know that they could eventually find out who desnewssuckshardcore752 is. Not saying that there are legal
ramifications for having an opinion, but just to be safe... keep it civil.

Step 3: Be honest. Yes, businesses and government officials, I'm talking to you too. Especially when it comes to budgets.
We all like to see where our money goes, who uses it and how it’s being used. Because after all, it is taxpayer dollars that
contribute to government spending, and I want my money to pay for something that I can use. Honesty can be dangerous
online, however, because if you're honest then you expect the same courtesy from other users... but they don't all operate
that way. See Step 1.

Step 4: Protect your social media. Privacy settings ... they change. All the time. Every six months or so on some social media
sites, whether it be Pinterest, Twitter or Facebook. Be aware of who can see what you post, tweet or blog. Maybe that’s why you're
getting all those friend requests from strange men from foreign countries. Keep your photos and personal information private.
As an addendum, don't use Facebook as a social diary. It's not only annoying but dangerous as well. People are always watching.

Step 5: Keep up to date with technology. It moves faster than you know. By the time you've adjusted to Google+, a new
beta will be available. It goes hand-in-hand with privacy settings, because they both change too quickly for all users to
comprehend and adjust. Take a look at the news and at cases that the Supreme Court rules on - youd be surprised how
much a workplace privacy dispute could affect you at your new office in Toronto when the boss starts controlling your
texting privileges.

Step 6: Turn off location tracking on any device you own. You don’t want to be tracked.

Regardless of who can see it... someone can. Someone might take advantage. You might not like someone’s actions. If
youd turned off location tracking, someone couldn’t find you by using technology. Then you could get your grocery
shopping done in peace without constantly looking over your shoulder trying to shake the feeling that someone is
following you because you checked in your location on Facebook or let Google Maps guide you to the grocery store with
the lowest price on Brie cheese.

Step 7: Be aware. Because if youre not aware, you can’t protect yourself. Stay informed. Stay up to date. And stay
connected. Technology might be the future, but if you know nothing about how your technology works for and against
you as a user, you won't be able to properly understand it or flex and bend with the changes. Welcome to the future.

I didn’t think much of anything would come as a big surprise to me when I first enrolled in this class. I've always been pretty
good about keeping myself private, always been conscious of the need be careful online, be careful with my phone. As a high
school debater, I was pretty well versed in government transparency (and the lack there of). Some things surprised me, and
I learned a bit, but what I learned most in the class is that no one agrees on anything relating to politics.

It does bother me that other people can hack into my phone rather easily, but not so much that with it the police can track
where I am and who I'm talking to. It probably won’t come as a surprise to anyone in the think tank, but I'll say it again- I don’t
care, because if I haven't done anything wrong, then I don’t have anything to hide. And as far as government transparency
goes, I still don't care to much. I know that I'm more or less alone, but I don't believe the government can survive when
its every move is scrutinized. Some transparency is good- no question. Too much transparency is a hindrance. It's what I
believed when I started this class, and it's what I still believe today.

At the beginning of this course, I believed privacy and transparency to be cut and dried, common sense issues. Individuals
should be afforded complete privacy, and governments should be required to be as transparent as possible. I learned quickly
that these issues are much more complicated. Our first semester of class was very eye opening. Our expert presenters and
my own research taught me that there are a variety of peripheral issues and ethical quandaries to consider.

When we got into the meat of
our project, I realized that there

Nt Sbnteli ol EVERYONE CLAIMS (RND MOST LEGITIMATELY BELIEVE) THAT THEY
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government. Everyone claims (and

most legitimately believe) that

they advocate transparency but,

when the rubber hits the road, it becomes a rather sparse club. The citizenry needs to be informed and proactive to keep
government honest and transparent. The responsibility falls to all of us. Be aware of the issues, get involved, and educate
others. If we all do this, we can vastly improve the quality of our governments. Many thanks to Randy, Corper, Valeri, and
Lance for making this a great learning experience.



When I enrolled in the Think Tank, I was excited to learn about the issues surrounding privacy and transparency. Although
I usually think about these issues philosophically, the Think Tank covered the issues from more of a legal perspective. While
at first I wished the class got into the more philosophical implications of privacy and transparency, its legal focus provided
me with another important perspective on the issue. In fact, the large amount of information I learned during the first
semester has helped me better understand privacy and transparency in philosophical terms. When I entered the first class
session, the video camera did not phase me too much. However, I plan on deleting the facebook, twitter, and Google blogger
accounts that I created for the class—I enjoy my privacy and I am not much of a social media enthusiast.

During the second semester, I was part of
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Think Tank will positively affect communities
throughout Utah. During the creation and
planning of the Utah Transparency Project, we

would meet important community figures, both at the Honors Center and sometimes in downtown Salt Lake City. Since I
spend most of my time on campus, leaving during the day to go downtown felt different, but I am glad that we went out into
the community: Going to class and learning is fun, but venturing out into the community and using the knowledge gained
on campus to positively affect communities is great. Overall, my involvement in the Think Tank was a great experience that
I would recommend to other students.

Technology has changed the way we interact with each other, with the world, and ultimately, how we function as a society
in general. With technology, the possibilities for innovation are unfathomable, the capabilities for humanity, endless. Before
participating in this Think Tank on Transparency and Privacy in a Web 2.0 World, my understanding of just how revolutionary
the technology advancement of my generation is was naive. Prior to our comprehensive study on the issues surrounding
transparency and privacy, I did not fully realize how much technology innovation affects my life. As we heard from experts from
all over the country and began to analyze the effects of technology on society, I slowly began to comprehend just how paramount
this small moment of technology development will be years from now. Technology has changed, and will change, the world.

As a citizen in America and an
aspiring government official, this
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Privacy in a Web 2.0 World has been
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practical applications and possible
repercussions ~ of  technology.
Through this course, my classmates and I were able to discover these applications and repercussions first hand, and brainstorm

groundbreaking strategies to apply our knowledge to improve our surrounding community. And thus, our Utah Transparency
Project was conceived. Transparency and accessibility in government is imperative to maintaining a healthy democracy. Through

our advanced research and in-depth analysis of the clashing paradigms of individual privacy and government transparency in
the modern era, we were able to develop a practical method to help local governments take advantage of the Internet as a vehicle
for promoting public trust. We were able to instigate positive change for the betterment of society; a unique experience not many
college undergraduates are privileged to.

The knowledge I have gained as a part of this Think Tank is very applicable to my future career endeavors. From first-hand
experience, I now understand how important it is to be transparent and accessible when acting on behalf of a constituency:

Desperately searching for some semblance of data, I scan through an infinite Internet of state legislative databases. I am a new
intern at the Utah State Legislature and need to quickly and accurately find legislation records from a bill introduced to the Hawaii
State Legislature in the 1990s. My task is time-sensitive. The information I seek, vital. Yet, to my dismay, the Hawaii legislative
website is not maneuverable. The most basic information of a bill, its short and long titles, sponsors, committee hearings, and
votes cannot be found. Public information so important to the legislative process was inaccessible. How did Hawaii’s citizens
hold their legislators accountable when their actions were nowhere to be traced? At that moment, when I was being depended on
as a professional in aiding my Representative’s constituents, I realized the importance of having a truly transparent and accessible
government website. A forum where information pertaining to the public business can be found and analyzed - not just for the
benefit of private citizens, but for legislators as well, is intrinsic to democracy. I will never take access to government information,
access so conveniently provided to Utahns by the le.utah.gov website, for granted ever again.

One year ago I was finishing my first year at the University of Utah, with only a vague idea of where my life would take me.
Nine months ago I wasn't entirely sure about what a think tank was or how it would play into my life. Now, I am grateful for
the focus and experience the think
tank had given me. Unlike many of

AR GO | THOROUGHLY ENJOYED WORKING WITH THE DIFFERENT GROUPS

to study about privacy before the

renansarpnamwiaswemsi  S|CH AS THE SALT LAKE TRIBUNE AND LOVE COMMUNICATIONS,
LU BECAUSE ITHELPED MAKE THE CLASSROOM COME ALIVE.

systems, the latter of which I shall
be pursuing. In the curricula for

information systems, we learn a lot about protecting data and the importance of this security at a corporate level. There is much
talk of data mining, cookies, biometric authentication, surveillance, etc. With this background, it was fun to talk to professionals
from all over the country in the first semester. What I knew less about was the importance of government transparency.

Reflecting back upon the year, it seems that most of the guests we had spoke to primarily about government transparency, which
helped me to learn a good deal about how the government and citizen groups view this then abstract concept. Gratefully, I was
selected as a part of the transparency team and so I had the opportunity to learn even more.

I thoroughly enjoyed working with the different groups such as the Salt Lake Tribune and Love Communications, because it helped
make the classroom come alive. I was no longer sitting in a classroom listening to people talk for hours about their views, but I had
created my own views and then had the opportunity to get out and talk with people all over the state of Utah about them. I feel
passionately about our project of spreading transparency through Utah's local governments and hope to see the initiative continue.

Now, at the end of the Spring 2012 semester, I can look back and see how much I have learn and grown. I will continually look
and work towards a transparent government and will forever endorse personal privacy and corporate security in my future career.
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Wikipedia and the like,

As aconzeguenee, we dre now living in an era of Wikileaks, confideatial news soureas,
anonyineus web posters daa sggregators and o oseemingly insatiable public appeits Tor
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times clashing paradigines. Studenls will swdy the origing, underdyving rationales and prowth of
these conceps as wel. es their legal and constilional implications. both in general and in their
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mterests foi the bellemenn of our irstilulions and society s n whele

COLUKSE GBJECTIVES
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wse Wacking, Mocial recowcilion, coilection of personally idemtifable information. access 1w
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trensparency and undarmines thi concept of privacy,
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8. Develop a work product addressicg some contensporary aspeet of privacy andqor
transparcney which will kave educational value anlor sozial uiility bevand e course,

ARIS-1E-a82 2 2



COLRSE STRUCTURE ANRD FORMAT

Iy keeping with the subject of the Think Tank, students will participate in and contribute
o ihe class in both peivate and rangparent envirowments, The privale ervironment w1l ¢ the
Course Faczbook page where obly class members will ke paricipantz and have zecess riphts. It
is ' his seiling where an open and frank skaring of personal opininrs, values and beltels wo
chcenmaged in & conlidential setting.  The transparent enviionment will be in the (orm of the
cowrse “LibGuide™ where cach student will post a Personal Ponrait, weekly blog entries, daily
lweels, class notes and all siedunt work product. The LibGuide will be publicly accessible and is
available al  Dhupccampesgoides wialicéwHonois,  Each class will alse be videolaped znd
persied onhe TabQinde.

At the begiacing of the semesicr, stadents will be civided into one of Lwo teams.
Team One will focus on msitutional trangparency and privacy and Team Two will {osus on
individual wansparency and privaey.  Students will alse be assignedvolunteer tor a specific
substanive sultopie for which they will beeome the class resident expert and will be responsible
for preparing a 10-22 poge rescarch paper and making a 20-30 minuie oral prescntation o the
class on the topic. The papers will be pested on the Course LibGuiide and the praserlations witl
boe videotaped and aiso poswed. Tl team pasignments and topic assigaments will be made on
the first day of class. Stndentz will have 24 hows in which 10 swap ossignments witk another
student if they so desire,

sudenls are encowraged  de ase goaohics,  slides. audio,  videotape  and other
commnnications technalogizs in thair presentinions (see presaatation ps wider the tab <Student

Presemtation™) ancd include hypecliaks 1o available vesoueees in their papers (see paper Ups endar

Gy Stedent Pagers™),

(e student is des!gnated coch week to acl as the “class seribe” and post oo the Lib{muide
nedes summarizing e week's classroom leowarg and prescntations, '1M¢ notes should bo dotailed
enonael 0 give an oulsider o pood sense of the topics addressed and he class discussion, of the
topizs, althoweh speeific opimons, views of staiemenis shooid not be attriboced to an idestificed
person. Class notes arce due on the Monday Jollowing.

TEXTS / GLEST PRESENTATIONS

Al ussigned readnes and class presonters goe posted on the course LibGwmde and are
subject e change. Swidents shovldd resularly cheek the syllabus on he 1ibGwde.

OFFICE HOURS
Piofeasors Diver and James bave virual oftice hours ascessible through tic LibGuide en
the times gutlined below, TFace-to-face mecting ntay be scheduled via wlephone ar shrough e

LikGuide and insiructors are alse available lor phone consuliations at other hours.

Randy Jrver (801) 403-52C7 9:00 am. - 11:00 am. M-F
Corper James (BO1) 358-3603 9:00 2m,- 1200 p.m, Friday

PRI PR TR 3

Librariar Craigle s avoilable on an as needed basis by email ot
valeni eraiglefalaw uteh.edu or by iclephone a1 {(B01) 5835-3475.

STUDENT REQUIREMENTS

1. Complee all requized  readingsiviewings BEFORE each weekly ¢less and
actively comtribute to class discussion

2. Write aiud post on the conwse web page o Personal Portrait,

3 Wrile and post on the course web page a weexly biog entry about the class or any
privacy ransparescy (upic, (Siudants are exempied during the week of their oral presemtation.)

4. Daily “iweet™ aboat the class or any privacyiransparercy wopic. (Seadesis ane
erempied during the week of their orel prescotatior. )

3 Recruit 2-3 [riends, who will periedically post comments or other infermalion on
the course wely pape.

6. Serve as a "e.ass seribe;” 1aie notes and post om the conrse websile.

T Prepare a 16-12 reseazch paper aind 20-30 minule oral presentation to the class on
an assigned privacyiransparency lopic.

& Work within a team to produce o the cad of the vear o high-qualiny work produc,
addressing smme aspect of privacy and/or ansparency, which will have education value or sociai

utihity heyoid the course and participate in a 6-minute presentation ol he project

KEY DATES

At 19, 2011 Smdent survey compicied
August 235, 2011 Fersomial biva posted on LibCuide; Twiker sccounts
esteblished
August 20, 200 Seleclion‘assigmment ol sudent presentation wopies
Jenuary 9, 20412 Tdentification of eam project
Febroary 8, 2002 Iraft detailad descripiton o feam projoct
April 5, 2062 Teann Che prresertation of fing project 1w class
Apel 12,2012 Team Fwe presemation o linal project o class
133§ 105371510 1



GRADING

A stadenl’s grade is primarily fermulzie based on the objective complation of the
afiremenioncd student requiverments.  Given the wansparent natvie of the course and the fact
thal evervone is an Honors student, a high-quality work preduct is assumed. The instructer's
retain, however, the disereiion to reduce a stedsnt’s grade in e event a student fails 1w tmely
conmzplete all of the above-wdennfied stadenis requirements, is disraptive in class or their working
group, lals o adequately contnibute w the firal work product or oxhibins a lack ol adeguate
preparalion i compleiing the siudent regquizements.

MISCELLANEQUS

Al students are expecied 10 maintain professional Lehavior in the classroom setting,
aceording w the Swdent Code, spelled out in the Sdent Handbook,  Studeins have spegifie
rgnts it the classroom as detailed in Arnvele Ul of the Code. Tre Code also specifics prosenbed
sonduct (Article XT} tha invobeos cheating on tests, pizgiariscy, and/or coliusion. as well a3
(raucl, thefi, ete. Stadents should read the Code carchully and how they are responsible tor the
conitein, - According e Faculiy Rules and Regolations, it is the faculty responsibility 1o enforce
responsibic coassroom behaviers, beginning with verbal swamirgs and progressing o dismissal
from class and o failing grade, Studesrs have the right o appeal such aciion o the Studem
Behavior Conunittee.

ADA Statesent: The Universigy ol Utah secks to provide cqual access 10 its programs,
sarvices and petivities for peopde with disabulnics. W you will necd accompaodations in the class,
reasonable prioy notice meeds to be given 0 the Conter For Bisability Services. 162 Union
Building, SE1-5020 (V71D CDS wil. work with vou and the instructor w make arrangemaents
T accommadidions.

LA

FUGH-4153- 7R3 T

WEEKLY SCHEDULE:

WELK ONE: Aupust 25, 2011 Course Introdoction; Individual Privacy &
Transparency: Chverview
Topes:
. Dhseussion ol svllabus. class stractures and {ormat and course objechives
. Review of course LibGuide
* Historical origing and ¢volution ol privacy and transparency applicd o
individuals

. The Constitutional and stetutory development of the rght of peivacy
. Currani trends anc future (ssucs

Readings/Viewings:

. Course descripiion gl syllahas

" iaview LibCruide website

* Seleeted opinions of the LS, Susrene Cournt

. Wikipedia anicles on “Privacy™ and “Trivacy Laws in the Uniwd Sutes™
. Fogineering Privacy i an Age of lnformation Abondance, Betsy Masicho

el A Whinrer (200 1)
Prosenters:
" Rardy Dryer. Corper James, Valeri Craigle
Studint Preseanten(s)
. (N Applicable)
Student Seribe

" Alex Boren

LTS 25E-PAET 2 &



WEEK TWO: September [, 2311 Tnstitutioanal Privacy & Transparency:

Overview
Topces:
. Hisoreal eniging and evolution of privacy and leanspasency asin
povernrent and other instilalions
* Constitutional! legal Izzaes and legizlative approacies
. The “Open Guversrment™ rgyemnent
. The {¥rarma Administration Open Oovernmieni Diveclive & Ioitagive

Readinps/Viewings

. “Transparency,” a Grarmicus white paper

. Apainst Trangourency; The Perils of Openness in Govarnment, Lawrencs
Lesxio {Chet, 9. 2009,

. The Ooen Government irective (December, 20004,
Mrogendors:
. Rardy Drver, Yaleri Craigle

sludent Prosenler!s)

. (Mot Apalicasle)

. Ham letien

FERE N St kR 7

WIHLEK THREL: September 8, 2011 Individual Privacy & Transparency:
Invoiuntary Transparency
» Fazial recogmiion’ sionwiile technology
. Adrpert body scans

ZeadingsViewinga:

» FIC Complaint in the matter of Facehook, Inc. and e Facial
Icentification ol Mscrs (Junc 10 2011}

. Review Biome:rics Research Group websile al htlprbiometrics.cse,msy

. How a New Police Teol for Face Recognition Works, Wall Street Journal
{July 13, 2011)

. Clhanned 1 Dereit) Yows video on SMSLLY “Face Finder Project,”
- Opening briel of pentioner in The Electrome Privacy Intonmatior Center,

elal v, Jancl Napcliang, ¢t al.. Case No. 11157 (L, Court of Appeals,
1.0, Cirewt}

* Brief of Respondents in The Elecwoniz Privacy Infonration Cenler. e al.
v Janet Napolitno, o al,. Case Mo, 10-1157 {ULS, Court of Appeals, 2.
Cireunth

. Reply Bre!of Petivioner in The lecizonic Priviey, Dilonination Ceater, ot

al. v Janet Kapolitno, et al. Case Koo 10-1157 (U8, Cowrt of Appeals,
1.CCivcuwin)

Cipest Prescinter{sh

. Rober: Eliis Smith, Atlomey, Joumalisl 2nd publisher of Privacy Journal
Providence, Rhode Isiand

Studen Presintons)

. Allson Tripp

Student Sgribe

» Chistiana Tu

%35 42353 71430 ]



WEEK FOLR: Septemboer 15, 2001 Individual Privacy & Transparcoey:
Voluntary Privacy

Topics:
. Anonymious speech
. Anomyvmous lgans

ReadingsVigwims:

" “A Case Sor Pseudonyms,™ by Jillian Yok, Freelanee jeurnalist and
blogger

. “Whir is harmad Ly a “Keal Names™ policy? al Geek Femimsm wika,

. Review Tor wobsite on angmymtity onling

. Listen o “Anonymons Specch and the Tareraen,”™ Vollasd and Knight
webeast by atlormey Chucl Tobin {201

* Ananvmous Mogecrs & the First Amendment: When & Dlow Youwr

Company Can ldentifs its Jobn Doc Defendants, hicholic Sheman . [sq.

(July 25, 2011)

+ The detense ol Unline Anonyraily: 'Uhe Googie + Policy is Wrong. Surh
Jagobaen Purcwal Luly 26, 2011

* JTohn Doc v, Menless, et al., Case No, 1W0-4110, Unied States Ceurt of
Appeals for the Third Cireudt (August 1, 20010)

Crnest Presoriers;

. Clarics 12 Tobin, Esq., Holland & Knight
Washingten, 1.0

Student Pregenienz)
- Canebace {nan
Sludent Serihe

. Tanmer Gould

BT N LT F ) i

WEEK F1VE: September 22, 2011 Institutiona! Priveey & Transparency: The
Execntive Branch {Aceess)
Topies:
. Open‘closcd Txeoutive Drancl: proceedings
. {Unline access W poverarient

Readings/ Viewings:

. Cuantilving the mipact of Transparency, Larry Freed (T ebruary 22, 2011)
» Review the “Projeets™ wab at the Sunlight Foundition website availoble at

httpAsunlightfendat on.com/prejecls’

. The Ghama Admiristzation’s Open Govermnent Dizective: Tssues for
Congrass, Coneressional Research Service Repott (Januarny 28, 2011

. Opinion of Celursdo Cour: of Appeals in Heoderson v, City of Fori
Morgan, Appeal Mo, 1OCA 09 (Augase 4, 2011)

. The Obzina Adwirisiration’s Commitment 1o Open Government A Salus
Repor

{ingst Prasenlei(s):
. Rick Olsen, Genera! Manager, Lah Inleractive
NiC
e-povernment provider

Student Presenien(s)

. Tonngr Gepuld
Swdenk Serilae
. Micede Flars

4305-1730-T442.2 14}



WEFEK S[X:

Topics;

September 29, 2011 Institutional Privacy & 1'ransparcncy: The
Executive Branch (Records}

attline access e records and information

wikilcaks

access 1o roverrmen expenditezes and use of funids
malional secunity and public salely ssues

Frecdom of Inflimation Act

Liah GREAMA statute

Feadinpa Viewinos:

*

Freedom of information Act (FOJAY Backgroend & Policy Oprions for
die 112" Conpress, Conpresstonal Rescarch Sarvice {July 26, 201 1)

Review the webstic 2t usaspending.gov,
Eeview the websiie o1 utahintertctive.org,
Review the websire g1 Jdata.gov.

Classified Infurmation Policy & Excentive Order 13526, Congressional
Research Sorvice Roporl (Decembor 10, 200

Prastic Measures Required: Congress Necds Lo Overhacl ULS, Scereey
Laws and Increase Oversight of the Sceret Sceurity Establishment, Keport
by Mike German and Jay Steniey (uly 2001)

itips sonlight{oundation compolizyvidoeciments/testimony -ellen-miller-
house-gversigat-and- governm

hitp:sunligm{oundativn. compolizyidog rments/ ten-open-dala-principless

Ciuest Preseptensy:

L EREE LA

PDanicl schuman, The Sunlipht Foundation. Washington, 13C

L1

Stwlent Presenter(s

Suder Scribe

JE3E- 42357422

harianne Camenter

Candace Oman



WELRK SEYEN; Oeilober &, 2011 [ndividuat Frivacy & Transparency: Locution . Justio Brookinan
Tracking & Privacy Center Tor Domocracy & Technology
Wasnagion, D.C.

Topics:
. GPS lacking Student Presenter(s)
* Four square, Facchook places, Gowalla, el . Alex Boren
. {ioogle Sveet Viaws Student Seribe
’ Google maps * Adlisom Trips
. Vides surveillance

Rendings/Viewines:

. Mo Place to Hide: First Amendment Protection Lot Location Privacy, Tl
Claypale (dune 2, 20113

- Should the Governmen! Seed o Search Warqant to Track Your Car with
G577 Adwn Colwa: (July 5, 2011}

. Later to Steve Jobs, Apple CECY rom Congressman Edwerd Markey
dated Junc 24, 2000 and Apple reply

. Letter t¢ Steve Jobs. Apple CEO, Zrom Congrassman Ldward Markey
dated Aprid 21, 2011 and Apple realy

. Summery of Location Privacy Protection Actof 2001, Venaoh Taw ln,
dated Jne 20, 2011

. The Gealucaion Privacy and Surveillance (GFS) A and ~Trequently
Arked Duestions” on e At posted by Sonate sponsor Ren Wyden

. Lavw Inlurcemeni Lse o Global Positioming (GPS) Deviees to Monilor
Mot Wehicles: Fourth Amendmert Considerations, Congiessional
Research Serviee Report (Februasy 28, 2011)

. Lizlie Coney Testimeny before Congress al
hoipefepie. oryprivacyysurveil bince/coneviest0607 06, pdff

Gaest Proscnters:

- Lillic Concy, Associate Lirecior
Ciectronie Privacy Inlommation Contet
Washingtos, [LC,

HJRiR-1253-7182 2 13 Rt MR T 14




WFEK EIGHT: Outoher 240, 2011 [ndividoal Privacy & Transpareney: WEEK NINE: CQretober 27, 2001 Individual Privacy & Transparency: Privacy

Persenally [dentifiable [nformation in the Workplace
"opics: 1opics:
» Medieal vecords * Liaverify
- Crominal sccods . HIPFA
- Sux offenders registries . ADA - confidentiality issues
- Mational Ideatily Cards . Diruig testing
. Mendatory DNA szemples:Genetic information . Interneticimail monitoring
ReadingsViewings: + Ceil phune/wxiing
. Sumnary of the Commereizl Privacy Bill of Rights Act of 2011, Venable Readings Viewings:
Lo furrny (il 12, 20103
. hup:emcory/privacy, workplace/
* Privacy Protections for Personal lnfoemation Online, Congressioeal ‘
Rescarch Serviee Report {Apdil 6. 2001} . '35 Newhour: Supreme Coury Welgis o on Corporate Privacy.
Empiovment Dhiscrmimation
. Opinion in The People v, Relauwdo 8., Case No, FOG 1153, in e Ceurt of N
Appeals o the Stake of California, Filth Appellate Disteiet (haly 21, 20115 " Urah Busivesses Are lenoring E-Ver'fy Law, Salt Loke Triocne (luly 13,
2010
. {un Advocacy Group Continues Hineis Litigalion (Chroncom , Aag. 24,
2011) . Eraployee Medical Confidentiality — A Guide for Employers
Guest Presenters: . Fverify: Wikipedia
. Alive Siempelxemnp » Drug Testing: Encyelopedia al Pvaiday aw

RATR, Washington, 3.
{luest Preseniern(sl:
Swden Presenter s)

" Laavid Symes, Lsq
) Sam Toten Ueleree, Deaking, Nash, Smoak & Swewart

Portland, Gregon
Singdemm Seyibe

. [ tah Serator Wayne Nicderhzuser

. Tanner Gould Sale Lake City, Ltah

Stadont Prezemer(s)

. Bicole Hirrs

EEELE RARECREEY. 15 IR £ I 7 i6




Stucen: Scribe

+Rig-d253-T1ELL

M arigmwe Carpeiter

VW ELLK TIN: November 302011 Instituticnasd Privacy & Transpareney: The
Judiein]l Branch (Access)

Topies:
. Open'e.osed iudicial proceedings
. Cameras in covrtroon; ‘nternet streaming of proceedings; live biogging
ondd twegding
. Foreipn Int2llipenae Surveillance Courl

ReadinpsViewings,

. “Portable lleetromic Desviees in the Courtroom,”™ Steve Zensberg and
Jenown IFischer (2011

. “Mow Bloaging Atfects Legal Procoedings,” Wew York Law Jowurnal, May
13, 2009

. Revicw “Open Court™ websile ol bipropaicantus

. 1 nited States Toreign Imellizence Suevallance Court Wikipediz entry
available al Mipfonowisipedie.crg

* Antendments 1o the Forcien Iwellisence Survedllance Act (FISA) Set o
Ixpive Mav 27, 2011, Congresswenal Rescarch Service Report (Mareh 1
2017h
Crussk Prasenter{s):
. Tim Shea, Uiah Admimstrative Office of the Courts
Stadent Proserior(s)
- Chtistigna Tu
Swdem Scribe

. Isabel o CGhabash

T 3E- 25340 2 1%



WEEK ELEVYIEN: Novermber 11, 2011 [nstitutionn] Privacy & Transparency: The
Judiein] Branch (Records)

Topics:
. Aceess to judicial records
. Juvenile court records
. Orline access 1o coun zecords (PACER)

Readines/Viewings:

. Eeoview "Coun Hecords" on uscourls.poy

- Putlic Aceess o Court Aeverds, Arericen Bar Association (darch 17,
201703

* Sunshine in Litheatron Act of 2001, Report of Senate Judiciary Comonittee

(Anigust 2, 2001)
(Ciuest Mrescnters:
. Tom Clarke. Wics Prosident For Rescarcn &Technelogy
National Cemter tor Sie Courts

Washington, DnC.

» Lande Porerson, Utah Faundation Tor Open Goveranient

Stydent Prosenicr(s)
» Mariah 1 chse
surdenl Seribe

" Sam Touzn

RIS 1155T82 2 19

WEEK TWELYLE:  November 17, 2011 Individual Privacy & Transparency: [nternet
Lse Tracking

Lopigs;
. behavioml and targelud ad vertising
. sacinl netwerking privecy
. S0 N0 FRACKT proposuls

ReadingsViewings:

* State | .egislators Roject Law Regulating Secial Networks, Mana Phelps
& Phillips, LLF (Junc 23, 20115

* “Where 15 the Comprehensive Onling Privacy Framework?” Bil Corry
and Andy Steingruedsl (April, 20115

. “Facebook’s posiiion paper on Do Mot Track” [or W3C Workshop on
Veb Tracking anc Uscr Privacy™ {April, 200 1)

* “Empowering Users 1o Bxpress a *Th Not'Track™ Roler A step Toward
Conveying User Privacy Preferences,” Jolnm Moz and Alissa Cooper,
{Apn! 28, 2011)

. “Irackers Don't Track People, Poople Tk Poople or What We Really
wrean When We Say ‘Do Not Track™."” Andy Kahl and Celin O Malley
(Apnl, 2011}

. “Iracking Transpasency,” Wendy Selteer (Marca 31, 2001)

. Sunwnary of 1he “[o-ko-Trazk Cmlineg Act of 2031, Venable Taw G

(ay 9, 20113
. Reputaticneom CEO Your Personal Tuformation is the New Ol
Fuffingon Post Tedh (May 6, 2001 availakle a
Ll 2w ol Tingtonpost.eony' 2110506/ reputation-ceo-personal -
milenngEtizm_ o §38=83 i)
Ciuest Presenier(s);
* (Manch

Studen; Presealsiis)

. Linclsm {ren

$EAE-I23R-TIE2 1 21



Sladen:, S¢ribe WEEK TIHRTCEEN: Becember 1,201 Individual Privaey & Transpareney: Data
e Mining and Use
» Iheres: Krawse
Topics:
= Thang vollection

. Bzua retention and storags

Readings! Viawings:

. Interactive Acdvertising Barsau Data Usage &Controls Princer- Rost
Praviices & Dehnitons (May 20140)

fiuest Prosenters:

. Alizon Popper, St 1irecior, Pubiic Policy
Inlcractive Advertising Bureau
wew Yok, lew York

Swglend Prosenier(s)

. Thercsa Kravse
Stedea Scribe

. [inulsai Cieea

JE3R-155-TT 2 21 AT
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WEEK FOURTEEN: December 38,2011 Individual Priviaey & Transparency:
Governmenl Surveilanes

. Wirglaps
. LSA Patriol Act
. Deparmnent of [Homeland Security

Readings™Vigwings:

" Pulling Plug on Privacy, Alex Kozinski & Szephanie Grave (June 22,
2011}

. IS A Patriot Acl arlicie on Wikipedinorg

. Review *Surveillance Seli-Detense™ on Elcctrenie Frontier Foundation

wibsite available ay hitps'ssd.oflorgs

. “Coud Case Tests Right e Withhold Passwonds.” Infermationweek.com
(July 14, 20113

» Sebected Pleadinps & Orders Nled in Linited Setes o America v, Ramona
Cmnelia Fricosu, Crirmnal Ceese Moo [or-00509-RER-2, Lndied Sates
Iisirict Court oy (he District of Coliarado

» Privacy: An Awidged (hverview el the Flecironic Commun:cations
Brivacy Act, Congressional Rescarch Serviee Heport (hazeh 36, 241

. Fovan Radia
Compelitive Fwierprise institute
Washinglon, D.C.

Stwdent Presealersh

* =am T oben
Student Scribe
. Alex Boren

"l

[ ]

| FREEH ik SUST S

SECOND SEMESTER

The second semester will be devoled to designing and implemenimg the Team Projects.
Accordingly, how each class period is uiilized in the second semester will be flexable and
depend, in part, on what proiect is sclected. The Teams likely will be roeeting independently of
zach ather during sentions of the seeond semester. Frofessor Deyey will be the advisor Taciinator
to Team Ome and Professor Jarres will be (e advisorfacilitater w Team Two. Librackn Craigle
will be & resource, on an as requested basis, to both teams. This part of the course is student
driven and corsiderable letitude and responsibility will be on the stodents and not the professors,
Professors are resoureas, bul ol degision makers.

Team projects must be ‘dentitied no later than lanuarvy 6. 2002, A detailed description,
cutline ard plan of action on cach project must he pested on the LibGuide ne later than Febvuasy
6, 201172 and bath projects will be the salyject of emique and feedboack in the Tebrmary 9, 2012
class periad where both Teams will meet together. Jeam One will meke ils formal presentation
of ils project on April 3, 2312, Team Twe will make its tormal presentation of its projcct on
April 12, 2002, The vesacetive Teara presentations will be wideotaped. posted on the Tib(iuide
and should invelve all Tear members in the presentation, Teams are encouraged to be creative
i1 (heir presentations and wtilize appropriale visupl end audio aids such as video, <harls, music,
graphs, handouts, ete.  The presemation should be no lenger than 60 mivutes o length and
vreanized and presented in a scll-cocwined format such that the project can be viewod and
enderstoed ater by persoas imterested in the projest. Depanding on the preject chosen, it is
possible hat final implementation of ihe project will oceur after the sceond semester consludes,
Aarinizial Jist et possible projects is isted in the LibGuide vnder the Lab “Student Projects.”

R RS LR Wy 2



APPIENDIX “B"

Links o news stories, videos ard blog postirgs on the 2012 Honors Think Tank
on Transparency & Privacy

“New Hoeaors Think Tang Provides Studests with Wingow itte Privacy and Transparency fivues
in ek 20 World,” UlLaw Todey, Qctober 3, 2017, hup:aaday.law.uah edu 200 07 Ofnew-
Lonos-1ial-unik-provides-stugents-with -wisidow-into-privagcyv-and-lranspargie v jssucs-in-web.
2-0-worlds

CGieolfrey Fattah, “Harching the warchers: Conrse Inoks at travsporency amd privacy in digita!
are,” K51, News, Qctober 27, 2011, hape/Sammow ksl com7nid = 260& sid=17852524

Geoffrey Fatlah, “Waiching the watchers: {miversifty of Utah conrve looks af transpurency and
privaey i the digital age,” Deserat News, October 27, 2011,

htp: wwaw. deseretne ws, coimyaiticle TOS 39323 3 Wanching-the-wateher s- U niversity-ol-1ah-
course-leoks-si-lranspareney-and -privac v-ic-the-dieital homl 2pes1

“University Stidents tannch Loca! Genvermment Trassporesey Initiutive,” Sunlight Foundation,
April 5, 2012, hitp sunligh fondation comle g 200 220405 A miversitv-stadunls-Tanncl-lovil-
LOVErDIBe - LIS e v -ini larve’

Noele Knell, ~3 Bese Practices jor Open Locad Goversmer,” Government Technology, Apnl 6,
2012, o psfenenn coviech comppolivy -management’5-3est-Practices=-0pen-T.ocal -
Government.atmi

Terry Orme, “Fditor’s colamn: Goverment fransparenon vy, privacy - U sfudents nave yone

8 wonvernmweni-ulabi- b -b 11 hinlesyy

SMike Gorrell, 85 snsderiry to docal covernmienis; Be smrore opei” The Salt Lake Triowne, Apri.
08 2912, hicyvwwesltinb com < inb pole s 238413 349 e overnment-s: widents-transparcnsy-
pulstic himlesp

Besemary Winters, “Universin of Utal stvdenls fuunch open govermment campaign.” The Salt
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Watching the watchers: Course locks al transparciey and privagy todipital age
Chowher 27, 2401

SALT LAKS CITY - -- Today's technology s profoundly chanzzd the way we lead our ivas.

Social rerworking has ailowed 15 L stay rstansanconsiy close W iekerds and Gaily, Call pluoocs cen Reep os in contact nearly 2ny
whare ot oy Hine.

B those same Looks con also pive mush of the world a view ef what we shared with others on Fazchook, or through et phooe app
teack Yoo e share gur thowzhts with much o the world,

Gowvemment hearings are sirenmed Hve 1 pullic aed ences and enling ageuss w fovenmnen? dogunents has llowed for mere
ranspareney and public pasticipstion. Bul new wcchne’opy Tias alse 1aiged sorbous questions conceming privacy and seokection of
pereoal infanmarion.

Wil wicd Lo ke solentially cmbamassag momens can now 3s circnleted asress s globe,

“Ihose things thal wers funny al the time. Those davs are kind of gone, Pveryone has a cell phone and can ke 8 abate ol e videw,
ang poer it on Yo Tube " suid Low professor Rocdy $ryer. Studias huve shown that abaut 80 percent of aman tesourze manggens check

Cionzhe and social nenrackicg sites hefore hiring o peran.

In order [ navigate this complex new world ol lwechnolopy, Lhyer has “I zhink it's made all of us really poranoad, acluaily ™
crealed = honors cowrse =0 the Lrivessity o Utal sl exalores tssues of

wansparency and privazy, Co-instruciors, attomey Cerper James aed 51 Quinney College of Law librarian Valerd Craiglz, Telp nceanla a
the cliss website ond Jevelan the o ass covriculum,

“The e <ol e e o owlede secies ol Dick tanks on diciecsnl topics,” Dryer said, "L casze upoweill this wpic hecaose it's the
hot rapic right now werh the development of Facehaook and ether sconl notworking plallomms.'

Laryer calls i "irk tamik e s Bishe Doeel ™ e apivic af emspareney, e eliss el is kepy ransparend; (asses are video reoordod,
stwdent assipumonts are posted aniie, sindzans ars rzauised o Tleg once a week and posd Twaeels adcy sl Beir ouehts s
dmmsgarency. The ¢loss website cont be ageessed e amyane, wane even icludes o section wlees ke public can leave cortmels for the

LTS
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Watching the watehers: University of Utah course looks at
transparency and privacy in the digital age

B 1300 by Fmnt, | Tl b

anma T skl sl has learmed gy koep inomimed Gral "the Toteinet never Longols” Careens, vvza luciions, can cowee crashicz down
becaase of sonuthing poestad anling vears ago,

"This cizss has really opened my oyas tthe way thal eknalopy has chappod transparcrcy and privacy,” Tw sald.
Sl LAKLE

O — Telaws lecdnpesoe s Las

In particnze, T said ahe is concemed 2hoat yoonger studencs, 13 and 14, and their online habas, "They're nol Being consured aond 5o
nrofiadly changsd e wiy we lead

iz migld atTect theo when (bey make carser chioices, becaase, like | said, the lntemneat divese’t Targer”

AT

s,

Diryer agrees that voung people cie lcaming the consequences of sharing widh the world "wiat theyre doing, who thay're doing it with
ard when they' e doing 6" ) o ]
’ * Social actworking Gas allpwst i
sl Il i sy s T

frienecs ! fauaelly. Cel! phoces ean

kuey us in conrzel mearlys any where

"I's o plessing and a curse, and e curse is hak whilc nansparency is zood fer metimbons, 'z nen abways good for poople,” he said.

While  "This ciass has really opencd my ¢ves o the way that technotopy has changed Lznsparzney and privacy.” AL oy
many - ) al ot
prvvacy cupents have cxpressed concem abown "Big Brodher govermnent™ invading privacy, Diryor zaid ittle atiertion has boen paid 10 lime.

Fur fhose 3ame Fais e alse give
much of the vorld & vige of what
wiz shoee] wilh ataces cn Facchoois,
et Lhanegl bt phone spp seac’s yo

"Big Brother corporation” coitxozing infortnation on people.

Students ixobe ¢less will stedy hese topics {or wo semestors, Urver 5a0d inthe seeond samester, this spang. seéerts will develop end
wirk or A rAspareney project, Thal prsject s <Oli being devehead.

o sl

o blremngheg wrttn ommaek ol e sene L.

Stodont Theresa Kinuse said she romains ontimistic that new lechnologics will farthar apen povernneent o e poblic, bt she iz also
intcrested D b e law has reacted w privacy zsoes bi social mzlia,

Crovernment endngs st streamed live

te onblic avdierces and anline sceess to wovermment dosamen s has aliows fra

"Adter this cluss, Diry 10 b2 rgally careful abowd what | post onfine. Tuink peabizbly the most persons] thinng 1 have pested online is
g L reiney awd pallic enticipation. but new technolory has lso raised

probabdy my peosonal pratile for this class* Krause said.
serions questions conee g privacy and protoetion ol persomal
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University Students Jaunch Local Government
Transparency Initiative

Lrest Blemrer
Aprid 5,2012, 254 pom

o see students inferested in apening up their goveriment Showcasing a student-rin
i :

r

B edwavs refreshing ¢
Kk

groverapeni TR Wtransparency project in Utak is guest blugger Rancdy frver. fandy iy
the Presidenttal Honors Professor of the Universin of Uiah and onz of two focaly aiembers teaciting e
Fonars Think Tavk en Transpavency and Privacy thix acadzinie year You con read nove of 1is work on
rtehiraasparencynaiced ore or foltow fim gomedialewyny

Cin April 11, 20102 ten Universily of Utab Fonors students will launch 4 state-wide public mitiative which, of
sucenssful, witl forever chiape how Utah cilizens interact with thetr local povarnmenis, The ininative, called
ihe Utah 1ocal Government Transpaency Project. {the *Transpurcncy Project™) is the end rosult of eight
miznths of study by the students i an Honers College Think "Vank on Trarsparency anmd Privacy. The Thiux
Task explored (he oflen compeling paadigms o privacy and wansparency and hearc iror leading ‘oeal and
nationd’ exparts i the arcs of open guverareni and prvacy {including Lraniel Schuman of the Sandight
Fourdationy 0 a2in 8 somprehensive understanding ol the complexitics, naances it challanges ol baleheing
and reeonciling hese Ly eompeling interests. We learned rmay things, including the Fai that Tecal
porermnents in LRy, witl some notable exceplions, Lagged Sl mmany af their counterpars around the
ratian in lenms o rsparency - A stedy of 16 sclectad Ulah local govemments condneted ag part of L
Project demonserated o wide dispari=y i govemment Uansprrency prclices and idenilied many Tensparceey

Limiversiy Studerts launch Local Government Transparency Initiative - Sunlight Fourdatien Paxe 2ot

deficiencies. From (his in-depth stady the Trensparcncy Praject was bom. As cxplained in greater detal
below, Lhe centerpicce ¢l the Projectis five Dansparency “hes: prectices™ for local governments to sdopt.

A UTAK TRANSPARENCY PRQJECT:
. IR R S T NG TR EITE ST H S

w4 uShining a Light on |
v <& ”
(Aﬁh Utah Government

2
Yt You're invited

To the Ulah Transparency Pioject Media cvent |
L ]

When: Wadnesday Apnl 1th, 2012 at 200 p.m
Whete: Hinokiey Cauus Room 08K 255
Guest Speakers
Sall Lake City Mayor Ralph Eecker
' Szl Lake City Councllman Soren Simonsen |
Join the Ulah Trarsparency Preject for 3 !
Hnckley Forum Dirzetly Following the Ledia Svent

Pranglisgs - nddode:
“rpnpk MEpeenn, g e Al PR Py, Sulialasd leatiane
Tianna iy Axees ek Tigck Suedent
Wl e dp CErpH e b b T tank Satedrm

e derati el L ampall Auskilanl Profeiion Saimavanicatiang Ce ey, by

: R B 1]
R I I e - -

The Ukah Trampaninsy Prheer iU of LB Celloga Te IRk Tamh Inftios w2
s e ] Loy bt fllomnis ng wra-dcaticana

Vtah & hapier sf the
Society of Profestlanal Bernclists ULah Foundadon Far Oy Govenaent]
e Sulherkind st ne Urah Loague 2! Yearnzn vobers|
Uzl Brondcasters Assaclallon 139 Wedhs Coal I-.Iu..nir N
L Eanmon Cielit . Ui Fress ASSaCRUST Ty Think Tanlk on Transparcncy and Privacyihe

Think Tank en Transparency & Privacy was he ficst University of Utah course o b complitety ransparent
and accessible not only o the University comnuiity, bul @ the public al lacge via a public course webpage,
Each weekly three hour elass session was videolaped and posted on the course web page, as was all student
written work produst, guest preseytations and weckly studeni oral presentlions on selected transparency and
privacy topics. Throughont the covrse, sinckents caade daily posts to ther reguaized Twaller nccounts and
weckly posts to their blogs abonl e ranspacency and privacy issucs bomg diseussed. . bese posts were lisked
to the course web paze as weas a public comiment feature whore persons outside the elass could comment on Lhe
student™s work praduct or on any issuc being discussed. This onling public content spurrec alotof
conversasivn amonp stubents and members of the owtside comreunity, The web paze had theusands of page
vigws and hundreds of posted comwnents, The course was nicknamed 2 Lhink Tank in 4 fahbowl” g novel
approach 1o instrocrion was Jeatured g story by a logn! dacly rewspaper m Salt Lake, Al end of the st
semeser, the sludents were divided nlo a transpareney ledn and a privacy lewm dad cach eam szt aboct o
develop a projee: st would take what they had learned in the classeoon and apety it in a practical way thal
wouald have i le and impact caznds the classroorn,

The Utah Locat Government Transparency Projec

Tn crealing & practical wanspareicy project, the stadents teok to heart Tacmas Jeffersen’s admonticn that
“infermazion is e curreney of Jeeocracy.” The students designed an initative whick wilt make ocal
aovernments ruly open and accessible t citizens and lay (e fovndation {or reater citizen eagagenionl witlh
covernment. The ceeterpivee of the Poojedt s g sel of five tansparensy “hest sraclices. wihich reflzei e best



University Students fauneh T ocal Govomment 1 zansparensy nitiative - Sunlight Feardacien Page 3 ol &

and most curren: thirnk ing of experts on open gevernment. These five bugt prachicss recognize tnd ieverage
recenl acvances it digitd and olher new lechnologics, 17e best practices build on the preor work of the
Sunlipnt Foundation recermmended guidehnes for ranspareney 1L govarnmen web sites) and expand the
conccpt of ansparency beyoml tialiliona] public aceess (o receds.

The best preactices sei ferth five braad reeommendations and include spedifilc steps ar arganizasion should taxe
eo implement the five recommendations. The recommendations include:

1. Estaklisaing a single “open povernmen:™ web page through which a citwen iay access ali informat:en
and services of the povernmenta! entity in three or fewer “clicks)”

2. Digirizing all ‘nformation that is celleeted, generaied or maintained by gevemment so tha: it may be

remietely accessed by cuizens free of charge,

Treating enails, iext messages, instand messaping 2id other electronic communications mode with

governmant supplied equipment as publicly necessible seconds regardless of how such records are

L¥¥]

classificd under state law;
4. Ercouraging all electod and non-elected senior adriisirators 1o commit €0 developing a culiure of
transparerey within: the govermment and its employees that permeates all levels of e governmental
ankily; and
Making meetings of all pelicy-making bodies teuly open by streaming mestings [ive on the intergl,
recording meetings and posting the video and audio or: the web page and aliowing citizen participation
in public meetings via a real time rcn10e connecion.

L%

A complete listing of the [ive best practices may e fornd on the project web site at Lak (ransparency Progeil.

The trensaarency project has the support and endorseinent of several Uloh news argamzations, NGO’s and
Foundations, ‘relwding the Utah Press Association, the Utah League of Women Voters, thi Utah Broadeasicts
Association, the Utzh Foundation fur Open Governinent, Utah Common Cause, the Utah Media Coalition and
The Sutherland Tnstitute,

The Trunsparcuey Project Public Kickott

On April 11, 2012 the Project will be olficially lamncled al a nows conicrence where a formal request o
consider and adopt the best practices will e sentio all 273 tocal governments in Ltah. The Mayor ol Salt
Lake City and the Chair of the Salt Lake City Council have persorally endorsed the Transparency Project grd
are committed 16 adopticg the best practices in 1he slate’s capitol city, The propress of the effort may be
foliowed on the Project’s web paze and Facebouk prge,
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5 Best Practices for Open Local Government

BY: Moalic Knalit Aptil 6, 2677

Wak condnues o win accolades Tt its anling presence, adeing Fenars late last mondh jor its Ulah Conroct Hozal,
whizh Lnites Jeh-relaled socs| media feeds frem all leve s of goveinmeant. The Anercan Cannzil v Technolooy,
lrdusty Advisory Sounc recogaized iah Connect for exceallence in social inedia with an Excelence.gov award.

Dui students at the Universily ot Ukal want 1o make sure tese high standards arz uphe d by lozal goversments o
Utah tos. Facusing specificzly on oper governmeni practices, the Honcrs College Think Task on Iransparancy
and Privacy recently svalualed 16 lccal governmants, discover ng 3 wide varody of policies nove i UEE,

As 3 result of their study, the students are embarking on a siatewide initinlive "0 enccurage local goveinmeants 1o
operate mora openly, Drawing on their own findings, as well as expertize fram wedll-known ooen governnent
advocates, including the Sunlight Foundation, ke students will officially launch the Utah Transparency Project 2t o

press confergncz Wednesday, April * 1,

With suppart fiom prominent Utah e'ecied officials and communily crganizalions, sludents will formally ask all 273
lccal governmsents in Ulah io adopt \he Jollowing five hest practices in support of jocal fovernmant openness.

1 Local governments sheuld establish a dedicaled onen govemment wedpage, providing & searchable
reposiory for all public informalion, accessible in three clicks o7 less.

5> Omline information neoes 1o be colacted, generated and maéntained in & dyital forns and made available on
the open govarnment webpage in a Lmely way.

3 Al clectronia communicalions made with govermnment supplied equipment, including armails and irstan
messanes, should be ponsidered public records.

4 Elecled offcials and sen‘or administrators shoull post their schedules publicly, mainta open zatlings on
social nebworking sifes and corwnit 1o a culturs of transparengy.,

5 Governmenlal bodios should make al public meztings as open as possible by posting agendas and rneeting
ralernials in sdvarice, streaming live mocting aJdia of video, posting recordings wilhin 48 wuis and allowing

remoig padicipation

~ne comnplete list of the (ve ranspa-ency best prectices ior loczl governmen's (1om the Wiah Trassparency Project
15 availaia hers.

Universicy of Jlsh Professor =andy Dryer sunmanzed the eflon in a receat blog pest “fhe stedents designed an
initiat ve whish will ‘nake losal governmrents trufy opst and accossiblo 1o cbizens and lay the foundaticn for greater

citizen engagement valh gove-amerl,”

This arlic’e was prnted . http:.'rwww.goutech.com!pm!hc3,r-management!E-Ee:-:.l-Practices~0pen-
Lecal-Governmient.itmi
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Editor’s column: Government
transparency vs. privacy — U.
students have some 1deas

Editor’s colamn « U, ¢lass delves into government issios.

By Tarry Qrong
Trke Sakt | nke Trinone

P blishety Aot 8 2047 O3 SE0RE
Updalad: Aprl 7, 2013 11 59Pk:

1o this line of work, v constamtly butt aenes with pablic
ellicinls Lo gel informalion.

We want investigoive documents en bipk profile arinees. We |
are corious ahoul LaERaver money Soing o salzrizs and henoficg
fur high-end state enmplovees, Wiz ask guoestions: «hanl Tow an
ageney piched & contracter for a lncretive public werks project.
We invesligats to-delermine i s deve.opar got apocial treslmand
Iram g mnnicipal planning deparlinent,

W wand 10 know Eheas things bovaoss eiizens want to lknow,
avd bave g right 'o know, 108 our job o tell them. We created a
walys' e nbahsrighe com - - i containes Toundreds of
Liausid 3, mavbe mililons, of goveniumert records, all i
searchabie databasos, L inform the bl

S L was anestweleome surpriae last Decembeor wien we
learnecd thal a Urniversity of Uzah boaors class vas studving the
affects Wwansparensy bas o wood pevermeest, e anthe
Pl e s nresn o ecveremien L We s Dl LAl in

ardctivzam to sludying the ispues, e seere plasvng wavs la
WA D NNEAC] 0N ODSIEERS.

Fow tive past seven mnenchs, o stodenis - amongs Uie besl vl
prghcest undergraduates al the U dave vead and heard srom

eaneris alaous Cae fraportanee ol ransparen| suecrr menl,

Tl adisaas Lol Uk Gavenneiees Recorcs Aovess anid

Fditor's columm: Governunent ransnarcney vs privaey - LU students have soe ideas The Salt o Page 2or'3

Wanagement 2nd Open and Mablic Weetings laws. Tooy have semwtinized the eflect 52 Presidert Sacack Olana's

2009 open povermest diveetive.

They kave considered how the infasmeaticon ravalstion and digital a3z have oreated unprecedentes cpporienity for
poernnenl Lo b aecessible, From the Ut Lepislanire lire-streaminig achise on he floors of the Houss s Senate,
i Sandy Cine posting i by eounct azenda ocling, 108 eouert doeket being o few mouse dicks zam

Al the same Eme, 1o Honers Uhink Tank, ze tha eiass s knows, cxplored the otiher side of the inforciaiion
revelution: the Tieeat Lo pessobal prvacy, The digital age bas made it possilde for the governnent ard eoiplayars to
leok inon e Salils, peeloeees sral Cunglits of citicens ang smplevees. Fecebook. Govzle ond otler socisl media
v [estared a culture of sharing perscnal nformation thot can comne kack to haant yoi. o the past, vou could be
“Unisted” end aamiymaots. Mow, Interne! usars leave a tracesble digital history,

Interesting and relevant - the sorl of ¢ ass that makes vou wish yvi were back in college. Bui ever Dercer i3 the fact
that hese students are tabing academis to a new level,

O Wedresday, the stocents focusing on gevernment transparency will hild 3 news conference where they will
vaveil 2 list af best practices for municipal governments to adopt in order 1o Lake vimst advautige of dizital wels in
dispensing information and engaging eitizens, They will ask city governmems throughout Dtah to adopt these

A eioes.

““hio students focusing on privacy, meanwhile, a:e producing videos to be aploaded o YouTuks Lhat will oder
anollier lisl o7 best practices: Tiow to keep your personel information privale whide vsing the Intemed,

“wha Trbrar wis asked Lo b a private-sector partner in the Think Tank. And we jumped right i, offering gur
sepvivies e editiog Uhe dass final report, and it wodenwriting & poll to a5sess citizens” expericase and nterest in
engaging with 1heir lozal poverniments oaline,

T these students, §sen 8 desire 1o make zevernment better, more responsive — 12 more [lly realize the patentia of
demoeracy, Not aaly have they sudicd hard and thought Seeply, thex've comne upe witly practical, differcuee-masing
i,

They see Ui benells to sodiely of & transpavant govermunend, and Huty st ways brieeke governnent moze 5. 434

ki, van have o lave thar
. L)

Tarry Crme is managing editor al The Tribune, Beach hir v orme@slivilicon or on Twitler: @lersvorme,

Tribuna wing prestigious First Acnendmeal award

Trvestyatine Remesters aad diditors announeed last week that The Salt Lake Friuee will receive @ saecizl
roccEmilion awawe, "Service to le First Amendment,” atils Boston epnvention in Juce, {RF stpled? annd The Tl
Tor it covornge of Howse Bill 477, the legisladen that passed anod was Lhem mealivel, that wond Love allered Uzl’s
Govarnment Beocrds Aceess won] Manspe et Act,

brz Aanrgenze
W erserrata Ges cpen wesenids Tow s citizens vight 10 knew. Lawmakers ivrodussd and paszed o il late w the
Lopislalive sossive witiout uch nolize, Hut vhe papor el becioin nee menths o veverage an tha conlens i
imoact of the Bill 15 efzeed ite eonvent i alher iewsdapers araurdd e state, and iz rore and wansoal e ran
stzary gzewiale on the Gront page, Dospize tae goverzor’s iniial signing of - he Bitl, Lu paoed’s effurts and puldic

a the wennd, 21 jedpes wrease: “The paper wiged and woee s balele can the Clahle islabure’s allenpt
' 3 L E
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outery torsed hur be reverse his pesticn and eal. Lha legisizlure pack inte sesgion. For extracrdinary offont by >
aewspaper tianagsss abd seaff, I otders it congratnlazions and awards spomel recognitiae,’ ( j ] P
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U. students to local governments: Be
more open

Trangparency = Houors class wants cities, coumbies to adopt five goiding primeiples.

By Mile Garel
Thz Gall Lake “nbung

Fubiizhed April 3. 20712 02:57FM
Updated: Aol 2012 19 -44H6

Whal's sa n:usual abowt collepe studenls wanting to maze a differenee in the world?

Tow about hoving a well-rasearched plan to pull it ol

During a vear of intensively studving foenation in the Laternet ege, a class of Universiby of Ttal: aonors sttdens
nas devaloped a sctof five geiding principles to help lecel governments throvghout the state become mors
TG LELANS nt.

“Informaotion iz the curroney of demoeriey. Lt is the key Lo olizen cngagement,” said Theresa Kreuse, one of the
honors “Think Jank” students who will wiveil these guiding principles on Wedneseday, “The irternet has made daly
available aad chaged the way we thinl alkn lrzospaicacy and access Lo governmens”

Salt Luke Cily Mayor Halph Beeker and Council Chairmnn Soren Simuorsen wre expueeicd W be pooscul {o express
their suppott for the Trassparerey Profect dusing its formal introdustion at the 178 Thinekley Institute ol Tofitics,

The project’s goal (s te persnade all wzo-plas conaty and cily gevernmencs i THal le adopl e prinziples.

“I fully implemenied, it sould have a profound elfect on loeal governmen:,” sede] Zanddy Drger, alangdine: Salt Lakae
Ciry attorney (and former U, trastee) whn o his legel basigeronnd in Jirsl Aanssdunen | issees to uge last 2l when

he buecam a full Uiie professor aversecing the Thook Task.

“UhiThinl Tank gave 2hodels o opoc lueily b sty 2 apical issue iadeoath, tearming from communinye experts
and v liers culside of e classroom and wen o ke dat informadion and develop a projeel thal will kave zome
utility azd impael sulsids of i umiversity,” he soid, "Hopeiully, itwill Bave s grost Jegacy”

Actnally, the Thi:k Tanz slirdents enme ap witk beo projects Lhal address e divergent issuss arising (roin the

Interiel age i which thay grew up,

While hall the 1o member Soss developed the Transpareney raject, the odher hie? docosed oo priviey seocs, Loving
come o pevline that “Cocyle nower fereets. Onee somweLhicg, is on e Telerned,” Dnver zaid, 'ivs there permanenti:”

LT



Lostwkeas to Tocal povernmasts: Be more open The 52 Lake Triline Pagz 2ol LV stdeity o local gavernmments: Be owne apen | The Sal Lake Tribune Page 3 of:

These sludenls see orceling a sevies of YouTeoe videos desisned b edeeale sioenls el iy Ciesy et oo
tacrselves from onwented Lolercel exposere, Scheduled lor release this snmmer or cor’y fali, e wvid=os emphzsive
inal “unless wou take some affirneative steps, the eresion of your persaual priovacy ol eontisne,” Dor said,

{'Ile Salt Lake Tribniee wag a community partrer ik {he Thick Tenk class. A manazing edilor provided ediling
aszistaiee [or Lhe oai reporl Uie cless wili produce, The ngwspaper zlso paid for wooli of questioss written be
stondents exnlosing citizen opinions :3cut online access vo governmenl inforryalon. )

T immuerze their students in the neesning of full disclesure, Dryer and Jellow insbriclors Coroerdames and Valer
Craiple macie the class as fransparent as possible,

Eve ry legture was videctaped, evary class presentation, Wog. Sadenrs bad to comiment daiiy on Fazzhook pages,
Tertlor gecounts and blngs, Anyone who wanted covld see what the Think Tank and s indiviceal members were up
to - - and some studenss doveloped nolable Jellowings,

W ealled il 'Thick Tenk o a 5] bowl.” Bor g seaesler, Wsey were Liviog azexposed 1, e said. *Smne
adapted pretoy quickly to # and [the exposure] wasn't a concern. But others dida't Eke it, and it created some anxiely

terr Lherm”

Tianna Tu dide’'L have many pralilems with the openiness. “After a couple of koues,” she said, “you g0 nsed to the
carnera and it was second nalure b exoerass vaur opinions.”

To wes pne of frve slucents who formulated the Transparency Proje, whose five guicicg prineples encowrage local
povernments - those closest #0 the peoplea — tv develop “"oper. governmernl” websites that give people online acoess
to mentings, contact informaton (o elected nfficials and seaff, hackgronmid marerials, enails aod o2her formes ol
cleckromic communication, Mnancial vecords and, bus’eally, cverythiog produced by Lhose goveraments,

And because transparency mesns g infocmation mast Be aceessile inoaoasable way, T seid desived vidhs e or
daocinenls shaould be reached within “three clicks™ on 3 eompute:.

inar of TIeth's Tocn” goverrmenis don’ come close e mesting Uwe priciples ooliosd Ly che stodens e thelr

proposal,

Citing a Swtberlond institute analysis of online records” availability in Utah’s 29 conuties during jast vear's legislalive
debate ever Lhe Gevernanent Beeords Acocss and Management Aer (GRAMAL Krauze nolcd that the averaze grach:
wisa 13

“Wehl really like o bring, Lhal wpn, " she soe, rocopnizing that ooy sisctler counibice are stropped {6 rescurees and
perscnnel o keap thelr websites uoadated continoomesiy,

The pretect’s Intent wan nol Lo be critieal of Lhose povernmenls e added, bat to "segrest Thongs they conde to
aghiove tranasareiey.” Riglt pow, =lhe said, Saic Leke Sty boasts the most transparen: =ysten, reaping an A minis,

weitile Salt Lebe Coundy cac el o T,

Agrhe students weapped e thedy development of Hee peiding peineiples, they began reachieg ol b arganizations
Fav syl Koeeeing 10AL goresinent proeesses oeess slovely aned thet their class ende in 30 Dever sapd, e
sludenks aope Ueese haciers will help push dor Tong-levay implenseatatier: of these poaeisbes,

Juml Tasl wetde, e sbaslenls gatne e et rseaenl Tocin Wse Ulade Leag: e of Woinen Yolees, Ty 2lso dave topsived
convziderable sugpent von che Sutheclisnd Dastinate. Conumnen: Chuse, Deah Media Coalitions, Vhah Broacdeastery
Aegocriion, Sockeiy of Prafessonal e nalisls cnd e il

The studerls work Larilis open-records advocae Claire Geddes.

“is somzething e state really, meally needs ™ shie said, " 0w e el peogde Become e Lvaolved, People really
higve Dost Pty io governaeal because s G2 te Bgure oot the syvsten, Anhing we can du e make goversmen:
acoessilie to the public is good for evervone, including lawaasors.”

Salt Lake Couwty Mayor Peter Corvgon welconed tac chance or Vhink Tank students to have their
recmmmendations laced before the Courry Covneil tor considezalion.

At

“Tlo sludenn_Ls' fcus oo Lransparency s warrantad, " be satd, "Transparency 15 otte of the asice teaets of goad
government and a demosratic goverminenl, Without accessinility and transparency, silizens lose a geeat deat ol

power over how Eheil commnity is governad,”
mikeg & sltribcom

Twiller: fsltribmikeg

‘Besr Fractices' for Tocal govermunen L s nsparency

stadents in the Jniversicy of Dtah's Honors Think Tank or Trenspareney anil Privacy drafted & proposal Lo local
povernitents that would meke Cuic operalions mere open to the pub.ic. It calis for:

+ Estabdishing a single “open government™ Wel: prge Ut sorvas as a “sezrchable, sortable znd dowaloadsble”
repusitory (erall pulsie goversment information, including third-parky coulraels. conployee comypensalion, finaneial
ceports and regnests for police and fire serace.

s Callusting, geieraling and mainlaining government imlonnation in digital f3rm and makiog iU available on the
gpon-goveroment Web prge.

- Comsiderivg viiaalls, inslant messepes and ciher electronic communiealions wade will povernmient-supplied

eruipment to be public reeoerds,

+ Requiring clected officials and 2ppointed senjor administeators to postadvance schedules of publiz meelings
onling and to commil b develaping 3 culiore ol lrnnsparchey.

» Making all public mectings traly transparent, Uaowgh live stecaming on the !nteroel Cyil oppartanitics frclisen
etpnmentary onfing) or posting o proccedicgs on Lhe websie within 48 hows of the meeting,

& 2ora The Batl Lake Tribune
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University of Utah students
launch open government

campaign

Transparency « Honors project o be shared with cifies and counties statewide.

Py Roazamany Wenlors

Tha Sak Leke Tribuna
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O! FOLATIES

Lniversity of Utah honors 2tudents sdmittedy have
AT THE BN ERSITY D7 UTAH

dn ﬂgi'ﬂll{lﬂ . rﬁll"'}' LR I N R LN TIES (BEERTEIN V= Loaety
poost ils agendas,

werehingh e gt thedy

Inn fact, thoy want the slale’s 2po0-pla cities and
coanties to bemeore trnnsparent shouwt e their
palicics and practices.

So, oo Wednesday, the 11 Tlonors Collepge Think S SEREESSE bt
Tank unveiled 3 gel of “transpacency best praclicos
rhuat will e seat o loeal gove-nmenrs siad ewide,

L2

't Ik — [

Hhews Guilli~ite 520 Lake Trbune Uvversdy of *Heh
RN T ot bt e rla 0 e . etinient “hefess Krauss inmodures Sait Laks Ciy Meyor
We believe through simple ard cosl-ellective ways Ralph Becker a5 slidants inws | their LA Trnssasendy

ol Tl gover e n s can witslly imaprane ey Frojoct Af the Hinsiley Inatdinte of Plios n &2 1 ake
transparency,” sophoinore Famner Goold said, "hose  City. Urah. Apdl 11, 2012

processes could have a profound effect iEadopied. We

urge Wel's local governments (o take these wo heart and try do reaoke Weak 2 hetrer place o dee”

Thi studen:s recomnasigd that poveromeants heve ac online database of all public intomation, including
Hyird- ity contracts, ciaplovee compensation and finnncial reports, Public officials slso shoold consicder
sl eleetionic comnunisations v will govertameul eqaipueal e puidic records, die think saok saidl,
Chher recommcndations incoude stecaming pabiig sveeriegs online amd providing spoertuiities for citkaeon
crmnents on the Wek.

Alez Bover, anot ver Think Tack stadert, said adopting such practices would ingrease aeblic ras:,

sal x loelion wrd civic engagemuoenl,

Page | of 3 University of Utah studenis launch apen govermmaent campaign | The Salt Lake Tobose

"Une of 178 reasons way we have focused on local governmen:,” the 20- vear-old sopaomaore said, Tis they
are logesl 1o 18 connnnity and caa have the greatestimpacl.”

The 8all Laite rbune was 2 community paniaer in the Think Tan £ class, A manaping oditor providnd
echting essistanca for the fnal renort the elass will prodiee. The newspaparalso paid fora poll of questions
wirrlbont by shucdents caploring ortieew sputioos alaul ooline aoeess W governenent informarisn.

ale La‘co Ciny Magzor Balph Reciczr and Cliny Cocneil Chaimnan Socen Sicopsen spoke st Wednesday's
Lavtnzedy ddidd pratsed Die sbudes s’ ok,

Simomsen widd he's exeited about the prosness the ciby hes made nnder it own tranzpavency nitiaive, et
acded that the eflost rewains “a wook is progress”

T a1 irterview, Becxer said he's enconteged that siodents are Daying atfenton to how governments

cortduce tae palilic's business.

"By sense iy ot local geverionents, iy govermuenls particnlarly, are going ke be wsy responsive and
look for wavs Lo Improve,” Boeker said, "I oot goiag 1o hurt at ail to have people pressieg them and
looxing al what they're doiag and making spesifc saprestions.”

rwiolors@@slinb com

“Best ractices” for local gevermnenl ranspareney

Students In the Univereiy of titah's Honors Think "Tank on Transpareney amd Privacy are urging local
goverunenls i Jo Hwe following:

» Baleblishea single “open oveenment™ Wels poge fhat sorves as s "searchable, sortabile and downladable”
repositury for all public poverninent information, including third-panly contracls, emplovee ouiujrensalion,
financial reporks and requesls for police and fire seTvice.

v Colleck, generate and meinlein government information in digital forme and make it available on the
- Zoveremenl Wl paze,

» Consider emaiis, inslant scssapes and obher elochronls communications made will: povernment-
cupplied equipmaent to be public recorls.

= Require ctecled officials and appointed senior administralors o post aclvano: schedales of public
mectings online and Lo comnic 1o developing & cultire of transpaseney,

= Make all poldic meedngs Lruty transparent, theough live streaming on the Snternct (with opportunities
o eitizen commentany enline) or posting of proceedings on the websitz within 48 hourg of the meeting,

& o lisadm nwae sboul the project, go 2w atahiransperencvproject.org.

Bos:' poliches

Oy Stncants i the Universive of Utah's ITonors Think Tank on Trangpareney ancd Privaey sugeest ways for

Page 243
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McEntee: U. students reveal the
dark side of smartphones

By pac meenlze
Tnbung Colomnig|

Foghshed, Agril 15, 204 2 Ch:03PM
Uzdaled: Apnl =4 2012 070200

All of a sudden ' afrais, very afraid, of iny
celiphone. I

I was imlradaccd Lo thal fenr by Kl Harris, & student
in the Univergity of Utak's [Honors Think Tank clzss,
She and hew fellow stmdents heasve <plit indo twn
sepments: one on local government transparency, the
other o the issun af privacy in collphones and social

media,
Torns aul, nvy lesakion eon be teacked via GPS on Ty |
iPhona's weater app. If] Banlk by cotiphone, the i

phurner eom parmy can use Liel informe o, i e
wors® case, an wnscrpulous phone campany :
cinployer conld got inke iy bank acesunts and wipe Pog ML rbee
e (Hik,

Conkies, o liltte bits of datn Bl nete who comes 10 a3 websike, remomber whe vou are online, take vou
tack to the site and sond you advertisemenis that mipht pigee vour deresl, Goveonmesd mighl ke an

inkeresl in yon, oo,

Cad cookies, though, can helposaciat nreda ovtets track your personal data, whicl: mighi inlerove with
vour ability to keap, say, vour bealth nsuranos, sars stodeal Lindsad Grea,

“Tliere"s = anmny eray ools.” s Coepes Taenes, aw cdborney aned adiunct professor who leacks the privecy
teaom, "YU can pay aleitiiee btziness w cheek somebody out”

Faeedwnsis coon brask voen wlien voo posd Snsges of yous Taos, Online s2eviees can mly not anly senus

elac's collphors address ook, Tmil olbier persoal inforematien,

Aw Harris pul il whew shie siarled e clses fesl 2T was e, ali, Taccbooi, no big ceal, Lok e class:
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it"s 2 hage deal ™

Bart weant il e sctively ol ot sd e slodenls are aonking a0 wignelles on Tera a G st el Tiey'l!
be posted on the elass’ blog, gounlisted.wardpress com, Sludents also ave working on videes thas, through
Voutube comy would help toach clementery 2nd middle seconol stodents ame to protect therselves, They
wart o do a feeshiman arizntation at the U, and ferm a elub to help stndanls there,

In Lo elassrncin, Unnsparency and privacy merge in o way Lal iight seetn coaoles ntuitive: evervthing
the studerts de is available for public seeoting, Classes, papers, oral presentations, sweets, llogs and
prsrnal po TP e i D Fooned ang §1ue Mo,

The vhink tank, which got vndar way i fall semester, his scized on issoes that have generated
vonsiderdlis angst,

A natieonal sievey by Cansimer Reporks fonnd that 71 pereent of respordents hail seriong moreerns about
their online sovary znd the collection and s of the pemsenal data, according to the Flectronic Privacy
infermaticn Conter (EI*IC).

Sixty-five pereent of smaripboos ovners were very concerned that apps coold sccess their photos, contacts
and lpention data without their permission. And 53 poveent worried thot dacs about their oaline aclivitics
and purckases conld be vsed To deny employrnent or loans,

Recenthy, Lhe wall Strect dournal reportod that the ¥oderal Trede Commission “lssned a strong calt {or
commertial-data coilentos to adopt hetter arivacy practices and call for Congress o pass comprelensive
privacy legislation”

Ser iF Ui imerre thian a e spooked alimt my Phove, 'm not alone. The class” blog will be at the top of my
reading list for guile some ke,

Peg Melintee (s a news coluinnist. Beach her at pegimeailes82s1iih.esm, Beehook.com fpegmess Lee aml
Twilitr; @Poy Melintee,

fn aprz The Salt Lake Tribunc

Rocovery Tilep

Recovery Blog

Stuzents Take On Transparency
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New project pushes for more open government in Utah

Posiad on. 295 g, Spal 11, 2012, by Sey Winelaw (0 2o 2now . comfauthe ket asetwinslowe], pnsaian s 45 85, HTEL N
bl 3

54l T LAKE CITY — A stecen: projec: at the Universily of Ukah's Hinckley InsStule of Politics is pushing keoal and coany
gevarnrments to do mare o be opcn and sransparct 1o e pulic.

The Utzh | ransparency Projact was umugiied on Wednesday, with studants vowing lo coinmunicals ther ideas for best practices to
Al 273 loca' avd county governments. Gn kand 1o lend supacrt e ikbe idea was Salt Lake City Mayor Ralen Becker and Council

Cha vmar: Soren Simnorsen.
Tre Utah “ranspatency Froject is enccureging loca’ governmenlts 10 adopt Fve "best practices,” neluding:

+ Crealing a sing'e websits far public information that is casily scarchable and publishes data such as audils, firancisl repors

conuscts and olher records at lazst 0ce a vaar
+ Mzking goveinmeant information availat & in digilal form and for frac,
- Mzking e-mails. instant messages and sther 2lecronic communcations 00 government eqaipment 2 matter of pubkc record,

» Craating A "ou lne of hansparency” within ocal goverrment.
» Enstring What mectings are poblic and onlne,

"W don'l pelisve il aas o be complicated. lime inlensivs, srduous of capital inlensve,” said sfudent Tanner Could. "In drafling pur
oesl praciizes, wea kept in ming the constraints fcl' by Iocal gaverrmenlts.” .

The push for more cpen goverament comes in the aflermatn of vwhat was considered a trarmalic 1ollback of pablic records in WMah.
The state legistalure passed HE 477, which resiricled access o public documents. It was fater repealed alter pUbLc prolests at tha

Capits| and argund the state

Secker caid e pelieves cities zoross Utah wonld mpprove i, Simonsen said Ihe Salt Lake City Counc:twould conzider the imtiainee
520,

*{ {hink the way ha sludets nave pul th € tagether lo be sersilive o what limifs there are, interms of firancial limils 1o lecal
governmenls, Hal i1's somcthing that can gasiky be adopted by governmenls roqardless of aow Dig they are, ow small thay ere,
whal Ehair ~gsources are,” Bookor said.

Tre Uwah Transoarerey Preject has Been entorsed by & wids variely of oreups including the Sulredland Insiinle, Utah Cormon
Cavsc, he Ulsh Press Assodialion, tne Jish Modia Cenl bon, the Utah League of Women Yeolars, the Ulah Feundabior for Opan
Bovernment, the Utan Broadeasters Assoc.ation and the Wb chapter of be Socigly of Prefzssional Joarnalists.

Students to share government transparency project with
270 agencies

Recasive o Teet O Story Commens Skz

Lpdated: £ nm ; Published: 545 o
Recoied by: DenHudsan

SALT LAKE CITY ARG 4 Nows) - Some college shuls s a0
tryirc to make a g charge in the Beehve Si2ta

Az part of 0 yeor lgag Honars Think Tank at the Un versiy of Uish,
e sludents dove oped the Ulsh Transparoncy Frojecs Traoy
Lelieve il it's implemanted iLwl shine & posiys Lol on locai
govenimenls A Al ght 15 going acmss he stale. In facl, l2am
© memiter Theress Kraose says shey senl s plan o 7273 il
:  and countigs In Uesk =

Fallow stucant Tanner Gaule says, 'We Dehawd thed throlah

1 sinplc end ezsy and cost aifzclive waygs aur govemnmonls can
wastly imprewe their tranaparency pelicics” The stidenis cam:e up
wilh fve point plan of coerness, communicstion: 343 public
access. A1d hey oslieve evary ogal 2overmant could adopt the
plan, Falow stugent Tannar Gould szys, “WEe balieve thal hrough
sfnple and easy anc oosl @22 ways, oo Qruarments can
vastly morova Lheir transparency policias”

e e R e E R R e R R PR E I

Tho shudoms gt lhe Iransazrency prejact kick < avzal al the
Hinckley tnatitume in Seit Lake also dled rescarch ot scys doing
thase fyces of things |2eds 1o more public test and Hoe public
inout. A ox Boren says, When citzens are not Blformed, Heey cannot be effeclively engaged. ™

Balt Leke Liy Mayor Rziph Beckar nas seen the projasi - ang balleves every agancy could follow 't "It is socneiting thad can be
casiy adopted. | think govemments - regardiess of how big they ane, how smell ibey are. Whal fheli Iesources are

And ke asde, far koo many loeal governmoent agoncios foil short when it comes o fransparency. He Lhinks wher they “gceive g
sluslenl's projact - they should congider it

I inink BT some of U5 e govennmenl we sirive Lo open up sl we do and engage (e community a5 mroch as possible. For
ctaers it 1zhes the preszre of e modia ™" Mayer Beakes says, "That is not righl. Wee shouold be abfz b koo wdizlis going or,

W showd zble W Iave nput irta decisions.”

Ta soe morc of ko Transparansy Projolt wigin
hitp v plabiransparaicy profect.orgl
Copyrign. 2017 Newpat Te ewsian "LE All righ!s reserved, This material may nob be publsked. breadeost, rowriior, or
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Transparcney test 1he sai Ladee “Tribune Pape 1ol

The Salt 4

Transparency test

Student project a gooed lesson

Pubiashed; Apcl 17 2012 31 AY
Ugndaled. Apiil 12, 2072 215104

Trans parenacy in gevernment is like riding a bicyele, or playing the piano. b can be dedficudr at first. But with enoupk
practize, and a little halp from 2 pood teacher, it ¢an become routing, sven effortless.

And transparency in povernment shouid be as effortless as possitle, botk: ‘or taose who manage the minre than =70
loeal government unils in Mzly, and for tieir cilizens,

“That's the sppreach teken by the sew Ulah Transparercy Projact, a study, websies and set of bes: practiecs thoaght
up and dlashed out by a few studenls in the University of Urzh hoaors Think Tunk jjogram,

The project is a posh to circournge those who run 2l those local governmerls 1o Lake full advantige of current
Interset, social mecia and streaming video technalagies to make the iener warkings of those goverinents as open to
public review as possibhe. And it is some research done by those stadents te shew those lecat government leadera the
wiry 1o aocomplish that geal .

After all vy shaulil eseh eonnty, cily ad v Ly the slate Bave to go threugh the Independant, tinla-cons Jming
wnd possibly expensive work of fignring out fust what they sust co to be fully transparent, when i:ere are 2 handial
ol entersrising eallope students wh o am maore thar willing teda the homewor tor then?

The profect, formally leunched Woednesday, eomes wish a simple list ol best pracices that lozal o exments sholel
sepine Lo, 2osieatly, thie idea is {0 routinely past as mach informatian as possible — Tt conlracts Lo meeling,
sehediles — and wake dtali =oease b Gl Hial @ Lakes L elipeen uo mare than three mouse clioks to completa a

..‘:CI'JIII!IL

The point is Utal seel practices shaukd e considered fully soutine, Doth by government officials g by Lhose whnse
lives are affeied by their actions, 1 posting Pie infermalion is a Sleais, and reading iUis o ¢hore, then neither side io
the tranzaction Lenefits, Everyone is con‘used, People who may not really dispgree adcut imporant issues fer inki:

ﬂl'gl'l!'l‘.{.‘!'i LR qllf.‘:bil."i{]l! Ll 11N fanThﬂrrﬂ LI ves.

“The Transpacency Propee: — aided by the Sutherland Inzritaz: and supperled b ke Uizh Tesgue of Wornen Voleps,
Lumaron Case, The Salt Lake Tribume and starewidicmedin groigm scels o gvedd ihat, Locel goveranients
sizoanel sign o, Andablines, incleding tie Leagme of Citizs cod Towns e Assoctation of Conntics, even e Ll

Logislaluie, saould connribote Racds acd expertisz te helpacake ieeb o realicy,

Becavae, as e o 1rn ereglors of e Trassparenoy Projeel «3: el wons ves, i0wil! bz enthe et
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Campbell: Students show the way to
a more transparent Utah

Class profect - Open governmment works for the big and the small,

By Joel Canpinzl
Specul o 1ha 1abyne

Pulrishe:l Apnl 1% 2012 CLI0EN
Updaed Ageil 15, 20402 11 50P1

This weeX, an ambitious zroup of Paiversity of Utk honors
stredents unveiled the resulis of their scemestar-long project to
help promote trenspacesicy in counly, city and town
goveramant s, Tiahins shonaidl take welice.

It 3 Wednaesday rews conference o the 1), eamgus, Sact Lake
Wavo: Ralph Bk and Cigy Counciluean Soren Sinansen
signed the sladents' Utak Franeparency Praject book. Stadenls
hope many inere loea] government olbicials will gign the hook, 1
and even more imporiantly, comrit o zdosting reeommcided) i
practices. Uakns showsd ask theeir clecled aud appisled
officials to learn about the profect awd sign on.

A5 et st ] al e iz conferenes, D poal of government

Ciny o Wl Valley Cig have, Cilisens should demand haste
standards vow amd o pledge for officials to adopl moce
scblusticated Iransperenes | actices in the futuee,

The UL students enlsiod e Belp ot o 3Y07 icusnalistn rescare:
course, and stodenis i thal losg seoown welsils of nine
ITaath edties anad v andd siz eonaties, Siedenls alse candimed 2]
formAtion. A

Zaa Dawvple!

Palesieves willec[icials alioul avab alalily o
Ll vepert i dae oons i Mo, aod leodess will be invige] to

aecept the franspe reney chellene.

Withaut any statowiede standarvds, it's not gurprising how witely e qrality of nfprmation wries on loeal websites,




Camphell: Studzats show he way W s more lnnsparent Uiah The 520t Lake Tribane Fage 2 ole  Pell: Utahng across the beard went povernmen: records onlme The Salt Lake Tribune Puge | ol 3

Vlere are siwee ovesall Bieanes seeiegain e dran oo By revies

- Mozt local governinenis post basic informarion abonl govermicent Wemlies, sy, government empiovecs and
contact miormation. Even ther, e someeorners o the slale 'L was bard 10 Aed even corlact mforgation afcizzted
ofieinls, Ferexamnoie, ¢ Duchesne Couenty's websitz iEs hacd to kell whe to contact in gonthy governanant exacpt the
sherify, ¥any oiher 2ntiles st Lave no speaitic nstructons abear kow o e 2 records requiest at lacal crinacicss

spelling oul reques rcles,

- ot enough kel govermments pest budger informacion. 1t was difficuit for meviewszrs 1o find basic goverrmer!
bodeet information cn treost of the sies revdowed, This shauld be a becinck standard Jor trans parency. Tven il 2
srnall city, town or couniy doesn’t lave e s1:M o post Cetailed budzet information, there i an eagy solation. Citivs
snd eounties showld link o the stotewsde transpareny website prhere budgets are pasted.

« Byen sinaller entifes can dira gosd jols, Foy example, a revievier praised Moah's website o an execllont eximple of
publicizing public moectings, posting agencas and mviting public mvoheient.

Aithough for arany ezl govermnents, inprevisg a lecal website may be a goal. a couple of colities can pive a
glimpse ol what transpazency and technology can mazan in the Tuture. Salt Lake City uses kechnology and orher
means to get mon: people involved in decision makizg The next horieen for government iz b Fiened e ways for
people to submit opinions on policy and Taw, Qb cities ave using streaming video for hoard and coancl meetingy.

State lawmakers nd Iocal etacled leaders showld examine the benafits of transpacency in building corfidence, trust
=nd paslicipation in government These Tiniversity of Ulah students Lave sck the stage. Everyday Ulahns and
prliticians alike now need 10 beke the challenge and hels chazpe Tial's povernmenlal culture theough nohicy

direction.

Joel Carnpbell is £n associate journalise professos ia the BYT) department of communications. He writes aboul the
First Amendment and opon sovernment for the Tribune. His opinions zre bis own and do no? represent Byl e s
the instetar of Commupeations 308 students who parteipated in 1he Ulah Transparency Project rescarc’s.

i 2012 The Salt Lale Fribune
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Poll: Utahns across the board want
government records online

Poll » Goverment ransparency trumps political, gedder, religions differences.

By Chriazpaher Srmarl
Tra Bal Laks Triawas

Frublished: Agnl 20 2012 05:328K
Upsitated. Aot 243 2012 T A48

OF POLTICS
FUMIVERSITY & LEAI
. wrringh ettt a

IFenocrat or Repoblican. Wemer or men, Mormol ¢ non
Mormon. Utah or BYU,

ves, Utabus often {ind themscelbres splin alang pohitical, gender
and religions Haes, Vhey even bicker over <o has the beler
college foolball Leam, Bt at least one issie soemmes 10 Cut acioss
Uher alivisiones: govermuenl ranspparctcy.

Avagt rajority of Utahns, a new Salt Teke Tribone poll shows,
aprasit thal dieir governnient shouid be open and thal vubBc
renords should be necessible, Tn faes, mest ore willing to spend
wax dollars o enser: that happens,

P

;_h 4 S . 1Y _J"J L

Slua ColfriTae Salt _a<e TrEere University o° Pl
studont Thoress Hrause wirgdoces Salt 1 ake Sy Mayar
. ] \ ) ) . Ralpk Bazkar ac sluderls wmaca el Lah “ransperency
The poll 15 part of the Transpaveney Projeal, the Brainehild of Prejecd 2t e Hirsh'ey Instlute of Po' tics . Sah Lake
[niversity of Utah Honors College students whe are pushing 1o Gime, Wkzh, Apnl <1, 2078

fmprove openness it ~Hi=s end comnlies wevass U stale by

rersuadiog local goversneits o adopt Bve “Best Practizes” puidelines,

Tlo survey, paid fe by The Triore and conducted by Mason-Rizon Poling & Reszacch, reveals 1hal 65 pereent of
Liral votars either steangly o2 sorewhat support tapping tux dollasa Lo make lacas govemeaeet records and
smfornation maore arcossible onisline,

Neatly theee-quar-ers of men (21 peceentd ad 60 peree of womer boack the idea, Thae sogport stretzlhes aeross
sarly lines as well, with 62 percent of Kepublivans, 6L pereent of Democrar: and 33 pereent al independonis on

P

Alsnar two-thirds of Lalles-day Ssivts (64 pereent] and 65 porcent of non-kaemoes alse vor funreling laspeyer
funds toward inceoasivg cecord availabiliy enthe Tnlernst.

That aceess apparenthy wn't what Uies wortid 1ke i1 1o be, Most poli respondeics (60 nereenr] whe have e 1o



Doll: Litahns aeross the board wand povernment rzeords online The Salt Lake Tribuae

gos government racords ar informalion onling in the pest ten yesss hed o somewlel o very dillicnlt iime deing so.

“IF T want to fiag sul seicethiep, Lwould ke to go 10 the compuler ad fing onewithoan s anch el spit o whal's
going on.” sad poll partizipant Beverly Povsan of Rivertor, “Therr's tao T b tley ey hidden.”

el pesidert Kinds Christenzer said she wonld like oflicials w0 be more aware of what resicents wecl and e Do
the pavernmenis ¢logest 1o them - vites and eonnries.

“Qur lives are so aiiected by what is huppening in government: so we need to know that things 2res’t being done in
secrel,” she s2id. it's our govermment.”

Tize sarvey of 705 regislered volars, concueted April g-11, Bas an arror inacgin ol nlus cr Oinus 4 prreentage tls,

The pell alse reveeled strong supparct {84 percent) for lecal goverament making roeneds ersiby aovessille oalice in
~searchable, sortable and dewnloadable™ formals, Almast three-gezilecs ol respoadess {74 parcent) s2id they
wanid be more likely to be invobeed in locy] poversment f agendas, meeting limes and contaet intormatiol: were
readlily availalde ouline in advance of meetings. Ard g1 poreent said nereased government (ransparency wold bring
inereased governmoent Lrast.

“Trgaes to tha heart of what 2 democracy is, You can'l govara froma Black bow,” said Szl Laze O pioll respondesit
Jim Fergusen. “The mora openness and lyansparency, the better, It's what this country stands for.”

Sal: Lake City Tawver and U, professor Rancy Diryer, who sversces the haners students “Ihink Tank" dat aunehed
the pro‘ect, was surprisad at Lhe overwhelming support for accessilile governmenL.

Fven older respondents wanted more and Bolter aecess enling 10 governoent peconds, 11 s somelines assuned,
Liryee explained, that these citizzns would prefer informatinse over the phiowi: ar in person,

Dut B3 porcent of respondents npe 50 o alder said it was very or somewhat impartant to have online acecss 10 lowa:
governmelt records and infermation. Of thoge under 50, 87 perenl lvowed sacl Welr availabdlin:.

Dasy access to government reeosds cuts to the heari of the project, Dryer said. Amng olher Uiags, it would
drastizally reduce citizen rocords veguesls under Urah s Governinent Becords Access and banogerent Ao
((2RAMA) heeamze Tae infermation alrs!y wontd be online.

Mol only would Lhat be Lietter for residents, bt it would save locel goveroments the time and moner spend
arswering GRAMA regqoests,

This ool en't the only evidenee that a wide rairge of Dlalns favors transparent and ageessible poverninent, said
Mary Bishap, chaivwoman of the Salt Bake: Coualy Der geratic Fasly,

Inming the 2031 Gtal: Loegisatore, Lrermasers sl leonpted to Jurlher resteict sooess o governmnett recends. Legslators
eventnally repealed lial measure, Ti4er, after a popular uprizing of Urralins feonn all walks of Tife.

“Ihe peapie,” Bishop said, "spoke lomud pid cleas”

Horars stadzal Tianna Tu, whe helped write [he polligiestions, hopes Local officials take note of the pail resul’s anc
adopt the "Bass Priclives" geidelines Lor Lransparency.

“Some local poverzinent offizials may boelieve thal citizens don'Lcare aliout transparcaey in novermenl,” she said,
“But ser aoll sesnlis shing cilizens dieave. We hooe this wili heip acl the Ball rolling Lo more cocessibie
government "

9 = . I I 0 - L]
Pape 2 of 3 _Poll: Utahins aeross the board want severnment records online The Salt Lake Trikun

Phe Teibane wis 1 commiiity darner inthe TRink Tans elass, A managing clitor provided editing assstance fot

the flmal repon lie ass will prodhoce,

Arother henors stedent, Alex Boren, suitl lneal aoverzients noay Lol nceessatily be agaicst frarsparency, bt the
ek of 2neasi'y smarchnils weusile vy lead residents o belizve othnrwise,

bie nuted zoine lacal overnments s more ransparzob e ollers, but added that all can do betzer,

“It's cur goal to brng the national tranasarency movement down in e Tocal eeel,” he saic, "We lazncheid Fais
praject to male local governmenl more aceessble ban itis,"”

Aand Utahns overwhelimingl v Lack the same goul,

camart@slorilecom

‘Bt Prachiees” [n hucel govermant transparency

Fstablishing a single “ap=t governrienl” Web page tat sorves as 2 “scarchable, sottable and dovealoadable”
repositony for all public government informaiicn, including third-parly contrazis, employee eampensation, lnaneial
repurts and reguests for pelice ard fre service.

Cellecling, generaticg and maintaining govermoent infermation in digitsl formn and making 1! avaitzhle oo the apeu-
povernmeand Web pagoe

Cowsdering cinails, instant messages and ather eleetyonic connnanieations made with gavernment-supplicd
cauipmenrt w be poblic reemtls,

Regairing nlected officials and appointed sentor admbeistrators Lo post advaree Ariveclutes of pulilie mestings online
ard Lo commit ka develgping a calture of travsparensy.

¥aking all public moeirgs traly ranspavent, tnrough iive streaming, on the Internel or paslizig of procesdings on
Lhe wehsibe within 48 hours of Cie meeting.

Somcce: U Thenors Thick Tenz

Crline s The vy dalabase of pablic inforanilion

O See gorerment saiarics, home prices, narsing home reports and a ragge ol pablic records orling, »
vratb srighi oo

& wepte Tl Sl Laka: Tribune
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Appendix C

Crties and Towns reviewed

Blanding
Yoab
Summary ol lecal governmegnt transparency suriey Paaguiich
Kicafield
The following research was conducied in March 2012 by students in the Communications 308 Ricumend
(laurnalism Rescarch Methods) at i3 gham Yoeung University taugh by Prof. Jocl Camphell. Roy
Based on best practices identified through the transperency priject, stedents were zmlﬁml lu_ Salt Lake City
raview tow, city and county websites for information and then conduct o follow-up interview Tocele
with & city emplovee or official, Encities represeating diversity in population, geogranhy and Wes Valley City

povernment structure were seleeted for the review. An online review of the survey can be viewed
online an b b vy HjAC9y

Counties reviewed
Boaver County

Revicwers: uchesne County

Christine  Assily Sa’t Lak: Comiy
Kutic Baker Sanpete

Charlzs Beacham Sumini Couny
Fen Carter Washinglon Counly
S0l Harsen

Alex Powcld

Tamarra Komsley
Joceln Lanpford

Juson Ludlow
Clint Martisson
Alison Muore
Jamic Morris
limuhy Cnuk
Rabin Rocgers
CHovn Solrsa
tilake Tillatsom

AFa LY 1¥5R !




Blandirg

I'ha websize For the city o Blanding is found at hup:aww blanding-nt govfindex php.
Thuy alse hive a city Faceboox page which is open 10 the public 2nd can be found a
hitp:/ wway, facchook. comipages/Blandiag-Utah/ 12305 1H3 7819694, [t thay do not have a
Twitter account. Thelr consus profile can be fund at
ntp: [zeifinder? census govfae msdableserviges/ s pages/roductyicy, sl ?pad =100 _10_NP_
QPP &prad vps: table.

Acearding ko the 2000 Census, the eity of Blanding had a population of 3,37 paople.
I'aeir annual budper, according (o city’s website, 15 31,589,876, Their website Ests 21
goverment employces but no I1T dircetor, The ¢ity adnunistrater is Chriz Webb, his number i%
{433) 678-2791, exr. 302, The Blanding City webslic duas nol 7ave eng opren govermnent pace
or a page for infonmation on city Laxes or other lees. However the website does iist the names
and contact information for ciected cily officials as well as unclecied admimstzators. They also
have an organizational chart and deseription of the governmend’s departents, divisions and
other adminisnztive units togsther with contact information.

"The website docs not list any financial audits or 4 dalabese of convracts that the city has
awarded o privale businesses, The city coesn’t list lobbying organizations,

There are no imsiructions on the ¢ Lor huw 1o obtain public docwnenis or how or where
10 file & GRAMA roquest nor is there any information about how to get huilding permils, Webh
explained that the city s very small and if people want something. they just come inle the ity
oilices 10 oot it There is no search box, ov way 1o szarch any of the iwformation on the site. To
find information, vou just have to chick around until you find what vou are looking for. Some of
(lic pages are not Jahelad wel! so ene has 1o ¢lick around (o lind information. Taere 15 no annual
reporl assessing and evaluating how the city/county is meeting its legal obligations under U
Crovernment Records Aceess Mansgement Act and the Titzh Open and Publie Meeting et the
various statules mandating the piving of public and legal nolices and other app. icabic State o

loca transparency or disclusure laws.

‘here 150t o forum for citivens o talk online, or a privacy policy Bsted on the site. The
wibgite doey lick (o building eodes ai
hetpriieww starlingeodifiers. convicodebooldindex phphouk_id- 44, bul there is no way 1o
search any of the ordinances. There 18 a date and Gme stawp on ali of ke things added to the sl
50 vou can see how recent evervihing is, However, there does seom o b somne gaps in the tme
in which things were published on the site, suggesting the posts are not un 1 dale, Al Ce
infermation is available i appropriate fonnats and includes autharitaiiv: sowcing,

Any of the information on the website is avatlable witkout going through an
admiaistrator, however there is information {isted In the research questions} that is not available
ol -he websive, and (herefore must be vetrieved by talking 1o someone at the ¢iiy offices. The

ir formantion is “ree il there 15 no licensing or terms of serviee condiions, owever as
menionzd before, the informaton is rot entirely grantlar but it does appear lo b2 in a stable,
static internet locaton.

The city posts a schedule of events and meeling i a reasenable anoun: wf L, Thers s
10 cormeiiment to ceveloping o culture ol znsparency among ewployees and other officials
whiclh peomeates all levals of govenrment fousd on the she. Some oty meeting mimules we
arghived on the site bul nol up o dute. Webb saxd that this was because many people did not
appear 0 he secessing them an the site and arg not missing them nove that they re ot there, The
city Joes record its meet’nas bul they don't post ther online. They are not available lo stream,
and people cannot participaic rom ramaole locations. There are zgendas posted online for the
neclnes bot they are aot up to dae and they are diffizult 1o find on the sile,



Yoah

Ths websize (ot the oty of Moak is very neal, sinola and easy to loliow when looking [or

information velated Lo the goyemment, busingss, residents, and visiiors, mzetings ars well
zdvertised and sheonicled by thaiz minutes (both from this year and years pasty. and c:ty
departments, couiels, and pesitons are well defined while ircluding conlect information o
promaote facilitaze aceess siod communication.

Moeverilcless, improvemnents can bz made Lo improve ransparency. There i3 po listing or
link 16 any type of transparency staiement of definition as the ¢ity of Mua® would define it
There is 1o aczess 1o anrual reports assessing and svaliaing how (he city/'county 1s mecting it

legal ebligalions, nor an autheatication and dale/time stampirg mechanism. And fiaaliv, there is

no onling public forum il wonld allow the citizens and visitors Lo engag? i open discussion
with the government and leaders, Such contd be promated either by adding a forwn and
conmant Lunctio: ¢ ihe Web s'ie or by bettor vsing social nstwork options such as Twiller or
Facehook.

Ciovernment information is casily losated and readily availzble threugh the Web il as
schedules, locations, notas, and minaies from meetings zre loceled on the main page as well as
an organized listed of government dzpartinents, positions, and means of eantact. Alsa, city and
government forms such as audils, budgets, permils, eic., arc reedily available ti di aizal format.
The city manaper confirmed "hat electronic povernmen® messaes meel a1l public recowds laws
and puidelines.

The schedules for public evenls ard meetings are easily Tound through the Web site, and
(heir minutes are well documented and availadle for the presen: year as well as in tic past.
Social media sites stich as Facebook and Twitter are not uscd as well as they could ta promote

awarencss, comimunication. and relationships with the public ag well as 1o icrease transpareicy.

Trangparency s pubiie meetings are well promoted through the schedules and minikes
recordings and broadeasls of such meelings,

Panguich

Accord ng e a rezearchor, Panguiich appears dehind the times 1n an evermors
echnological world. The cily docs have a website but i's clear they struggle with Jdesign znd
updates, The city Faccbooi is basically the sane story, but cifferent mediam. When comactid, 4
city coungii member announced & Panguileh Twitter accoun: will ne coming 5000, but it v
he intetesting to know how many of their 1,600 residents have an activg a2conmd. Fitler way
updating Facotook and Twitier shouldn't he that difficult so it would defiavely be worthwhilz.
As far as posling axd updating ~he rest ef the background informatien, a researcher wasn’t able
tc learn abaut the “amiual budger general fund”, “water fund”, or “sewer fund™ until the city
courcil was contacted, Lhey also failed to Tist the'r adwinistralor’s contact informaticon.

A city representative wigd (o answer 2.1 the possible questions bu often she was usure
or unahle to answor bacause she didn't undersiand some of the defivitions inthe survey, A “no”
pattern cmereed ralated owazds firances. The availability of audits, Zaxas, fecs, amd city hudget
were all answerad with “ne.” On the othier side, questions that invalved govermimenzal
departments, city otficers, and orpantzations were a)l answered with a “yes” patter. The
represenlalive also answared ves to “access w all city ordinances, codas, polivics and
procedures” witk Lhe fptiowing lirk, gy municode.comdi ey T Panguitzhe

If Panguitch had the capanilities, the cily would probably allew all gavemment
inlormaticn 10 be collected, ponerated, and maintained inoa dipial form. The ity council
representative feels they are complele on he muority of the digital requircments, hewever.
researeicr found it extremely difticalr to find infornation without unnecessary administrabive
ohstaclzs.

Panguiteh tries (o post electronic compyumication v the pullic on Sedh is Faceboox and
wehsite. Onee apain. the rescarcher said that the city conld he a fot more iranspavent it thay had
the teclnclogieal skills available to Cwm, hut for tie tin'e heing they are rying. Even though
{here is room lor improvement. the iy represcatative said she hooesty tecls that they are
committed 1o developing # cullure of transpareney among employees and other olZicials, which
permeates all levels of gove-mert,

The owy thing more important Tz posting “all enling agenda materials reasonahly
anticipated 1o be discussed or dist-ilalesd ana mecting at least 24 hours m advance” 15 w past the
pesulis, decisions, and conclusions ol those rwecting. Panguitch s completing with the {irst parn
of that sentencs but iacking e the latlar




Richfzld

With a poputation of 7,351, Richiicld City is warking to ke transparen wiud provide it
citivens with lacal information. The ity had a website and a Facebook page but the Fawbouok
e hacln 1 seen touched or updatad ina while, The website bad 2 Lot o” the inlorinalion vial 1o
rransparency that was hard 1o fing, but they alse provided a et of information ol website hat
was imporiant for the public to know

The city i5 working o improve the website and there were a number el positives, There
were many basies that wers available on the websie and easy o find. The names and Gkt
inlormation of most of (ke governmenl emp.ovees werz eagy to Gl The wesine alzo posied
cvery city council meeting with apendas prior o the mecling and niinutes stz the weetirg. They
did have informazion o0 obtzining bui ding pennits and infornyation wliting to oty ordinanacs,
cades, palicics and procedures, The tinancial 21003 were nol gvailabic on the websiig, bur the
sity adminisirator Cic say that the audits were evailable on the Tl tansparcncy website.

On the Hip side, there were a lot of areas of mansperency that were nen-exisient on the
website. [he anoual budeet was pot availzble and did not inende any copias or links to copics of
the city or county budgel. The website doesn’t aliide (o tsing wansparency. mtah.gov at all. Thewe
was nothing e do with any database of contracts or any Justructions 10 obzamm & GRAMA
ardinange. The public is able 1o find information o reecive a GRAMA request but would have to
go thronzk (e records ofTice, which wasn't explained on the websits. The search box on the
website wasn't too he!pful and prety much enly sorted through the minates of city councit
iminutes and apendas. There was also nu a lovum availasle {or citizens 10 Suzgcst IMprovemen's,

Thore was no collection or matirenancs of data and the izformaton eu the websits did
not have any sources that the researcher could see. A lot of informetion rot available on the
website wonld definitely have 1 be found through a city admiristrazor. The website did not
scream transparency, -he researcher said, The public mecTings and mimedzs woere vnling but the
meetings aren’ Liecorded aid the public doss not have any video aceess. There was no
availability for commenl or participaiion i 1these meetings.

As a caveat. the City administrator (e ¢ify was doing w best they could with their
website ind ransparency. Phey’ve cut back a lot on employees and update information whea
they are able 1o do so. He alse said there are a aumber of volunteer smployees and nat 4l of the
employees are Ttli-lime so wiih a small stall, they are working 10 manage the website in an
ehlicient way. Thex alse do not have an information teshnology directer, All in all, the eity
ciTicials are Gying really hard to xeep their wwn updared on pubtic happenings and the rasics are
availalde an the websile.

[ichmond

Richmond is a surprisingly trengparert wown giver its size. With a populauon size af
2,470 people {2010 Censusy, they keep a relatively user-Triendly website. 1here it 4 Facebock
page listed, humvaver this is not operated by the Richmond Ciy council or administrators. The
ciiv adminisition seems i strive for transparency in governmend, but they stk have room for
InIprovement.

Some af their strengtias are a clear and easy o find list of povernment officials and 1their
comtae: infonmaton, an up to daic arckive of council meeting winuies and an archive ol counyil
meetisig ancndas which are posted several days in advance. They keep their citizens infurmed
weith manthly newsletters that report on city evants as well as give reports trom the sheril™. Their
websitc alse provides detailec infonmation about pormits, iy ordinances and information abouwd
cily water, sewage, garkage and recyeling and 30 jorth. “The city ordinances arc a work in
preyeress. While some are alrcady available onling, city administralors ase stll working o scan m
thie documentatior. outlining cech code and ordinance,

This ¢ffart shows their zoa’ of making all information readily available ealine and a
transition from papcr 1o elcetronic documentation. Any documents can be requested threugl the
elfice in Richmend. For simple requests, only 3 GRAMA form is necded. They will prewide the
form for vou at the office, as il is not available online. For requests that include mnmgrous papgss
{10-15 pages was the example given by City Manager Marlowe Adkins) they wil. charpe the
price of the paper which 15 about 10 ceats a page, For things what reguire exlensive ressarch, You
will be charged a larger fee for labor which depends on the wages ane Cre spent by the
emplovee lozating the [iles.

Qo aspects of ansparency are not so casily oblained on Richmend's websie,
particularly when it comes 1o budget 2nd iinance information. Any time & ceference 10 budget
inlormation was made onling, a link was provided to the Ofice of the Uitah State Auditor’s
swebsite. ‘This websile has information for every county and cily in Utah. [t was difficult te
navigate theough sinply because of the number of documents it held. There is ne scarch bex on
the Iichmend City websive, so for site visiters 1o find exactiy what they're looking for does ke
some time. Hewever, most information can be found within three links. There 15 also no way 1o
make commenis o1 supecstons or e websile. Fur aitizens to make their voice and apinion
heard, they are encouraged o call the office dirertly and send cipails fo council members,

The small size of Richmond seems  be both an advantaze und & disadvanlage. The
sinall size. aceording Lo the ity manager, means that tie administralion 15 very easy 10 work with
espeeial.y when 11 contes 1o freedom ol information. Tlowever, becase of the small size, lhe
town seems 10 U1 work oo the system of encourazing restdenls to come out to meetings and
doing things in person instead of having ways 0 communicate onlinc.



Eoay

Roy Ciry has o website aad the 2ity keops 1 up o date. That is a pond stant, Infomation
provided on (e site is mostly aboul sily events, and lhings that the city wanls 0 make sure
citivens are aware ol Aceess [0 public information 1s nol the stzong poins of the site.

= DBackground Information
Ruy City has & website located al rovtab.org. The city has a population of just more tan
36,0000 and & city budeet [or e 2001 Tscal vear of $14 million. A Hst of a2} 500
oovermmen: employees in the eity of Roy, with salarics, can be found s wahsreht comn
(ot a ptiblic website} Public informalion requests go trough the City Admimsirator’s
affics and can be contzcted al admin@royvetah org and 301-774-14G30

»  Basic Government information available
TLoy’s site provides ‘he basic in“ormation of pubiic notices and city council agendas.
These arc casily found and posted on the mair page. W also is casy to find contact
informatior for peop.e in vatious city offices, whether it is th2 town administratos,
mayor, 4 council member, or the police departmens, However, instead of taKing another
step 1o trangparcrey and providing searchable public information or a forum for
supeastions, the site is best used for paving utility bills and watlic fines.

»  Cpllection and maintenanee of dala
Findinz information on the site is nol eastly done in three clicks. There is 2 search: box
and by putting in a keyword snd then seroliing down the page of results, what you arc
looling for can wsually e found, but not always, Most public records do nod appear o be
available puime.

e Public access fo information
To maxe GRAMA requast for information from Rov, requestors mmst po o the ity
oftieas in person and il oura fomn for what iz wanled, This may inconvenicnee and
almaost impeding transparency. City officials are working on making an online GRAMA
raquest form Lo ense She process,

Foliey gnd deliberative Dodies

While public mectings zre announced well advanced with agendas, and (e iniieles are
provided alterward, an audio or video record of 1the event is hard 10 obiain. The meetings
ares reenrded on video, but can only be seern by ealling and asking for a copy. 1L scems Lhat
it would be easier 1o just poat the video onling and could save money by not makicy
copies [or peonle, znd taking the time o doe s,

Tovee

I Toe city ol Fooele is pretty wansparent agzerding 10 its website, Toecle Las both a
Facebook payz and a Twitler account, however, heth aie ool updated on a regulor basis. Tae
ost recent Lensus profike is easy o wecess frem: the website, It shows that the cily is a1 31,6003
citizens (2010 Census). The amnual budget is also openly available: itis $13,231,7346 far IC12,
The wobsita does not say how many gevernment workers Toocde employs. The informaties
rechilowy dirgotor's name and Senact inthrmation 15 unavailable from the website. @ Jowever,
(lic maver's nams and contact information is readi y available

The city of Toocle does not have a single Open Goverunent page. The wekbsite does nol
have a cortral page Jor information oo city or connty iaxes and fees, but 1t does hiave a page with
links to the di-ferent [ecs: htyps/tncelecity.orafeibvdepartments finatcs asp. The wibsile does
inelude a copy of the city hudget, bt as far as the sescarcher could tell, there &5 o lick tc
iransparcncy.mah.gov, The website has a chart with names sl vontac infarmation for elected
city leaders, but not “er unclected administralors, The website conlains 8 chart that links 10
different papes containicg contac! information of government departments and cther
adminis;rative tnits. However, it doas not have a single page with all the information, There is
alzo a “hovsto™ information page i obtaining buiiding permits. The unfortunate thing about the
website is that it is ot easily scarchable, Visilors can onty search according [r a pre-determined
drop down Nist that has o search options, One must chose {rom those options.

The dutz is updated, but is not ahways availuble immeciately alierward. Tor cxamgle. the
minutes of city council meclings are not posied tor weeks al 2 Hhine.

Tooele city’s website does inclnde information about city and comty linoncial audits,
ITowever, it docs not heve 2 dazabase of contracts Wiat the 6ity has awarded to privaie usmesses.
The website does not have 2 list of lobbying organizations o which the cily 15 a member.
However, invtruelions for oblaining public infermation from the cily are incldec, with hinks te
GRAMA urdinance.

There is notice given for public meetings. However, there s no sirearming of the meeting

cHher 1z videoasast or podeast.



Salt Lake Cily

Simply pu, Salt Lake Ciny is a model of what govetrurent websiles should be. Recenily
awerded a 2012 Sarny Award for 125 governnicn: transparenzy. the cily s websile presents
cxactly whal citizzas need to know concerning their 2overmment,

The welsite, warw glc.ore, 150t the only Form of commurication and news: the ity also
rons ot 2 Twitter and Facehook account, with the purposes of updating cilizens on big news,

Theres ne hush-hush over badgets or taxes or audits, as well, 17 one simply (vpes
“hudger™ inie the szarch bar on the home page, options such as “Dudget,’” "Mayor's
Recommended Pudezet 2011-20° 2 and *Salt Lake City Budget Workshep” wili pop up. s viry
abvious that $all Lake Cinv's govemment does iUs best 1o keen citizens in the krow, and seerecy
ok of the piclure,

Nol only does the websile give cilizens accass o phone numbers and emaiis of impuortzn!
povernment emplovess (even the mayor'st), but the employees are quick to respond W any
QuesLOns,

Salt Lake City also siys up-1o-date or: infonnatior: conceived at any counci! mectings. I7
a cit'zen misses the live broadeast of a citv couneil mesting on wwnw.slelv.com, minules arc
posted within 72 hows of the meeling,

Overall, Salt Lake Uity deserves the Sunny Award (something thwy also received in
2011} Their website is o Gur example of an open-book governanen:.

West Valloy City

Wikt Valley City makes it ¢lear that transparcncy 15 an objective of their website and
eovernment. The omupage lists linies o some of what thzy ¢eem are mest helrful pages,
including e *Transparency™ page. This page Lists seven poincs governmental cilicials pledge w
Aulfizlineluding, bai cot limited 10, “being more apen than siate GRAMA Taws requirs,” open
sooess 1o povennnent salaries, Mavor and Council's schedule of events and “open™ Facebool
pages Tur all ity officials, They aiso mewtion that they were one of the first eities m Utah "o
receive an A mating from the Sutherland Institute. The “Tracsparency™ page also firks 10 an in-
deptly description of their Sutherland score which is based on the Sunshine Reviews 1-paint
cheeklist. This page inclodes the 10 ilems chosen 1o increase transparency (city budget,

e furmation on taxes and fees, ete.) and Jinks 1o these items Lor West Valley. {ther kinks on the
“Transparency™ page include elected ofiicials public schedules. cily budget, propeny valuation
and tax, city lohbyists and stimulus faeds,

T cily also uses interaction between citivens and government through social madia,
ineluding Facebaok and Twitter. Citizens arc encouraged 1o take advantage of these easy and
instanlaneons forms of communication, as well s things Lie emails and phone calls. Persoual
emails and cell aumbers are Listed for severa. government officials, inclucing the Mavor Mike
Winder. Citizens can find o direct line [o those they’d like to speak to since numbers are listed
lor all elected city leaders and unclacted city admimstrators. Tuis clear the city s striving o
create a wehstic and government that is ransparent as possible and helps citizens get the
mfonnation they necd in an zosy way,

However. there are a few ways the website could moere clemly cormmunicate. It tock more
than three chicks to understaad the laveut ef the websig and where elated links were as one
clicks throughowut dilferem papes. There aiso whers things thal the rescarcher only found trough
the website scurch engine, which is an effective tool in iself and did Telp navigats the websine.
With & clearer lavout and readily identifiable locations for informaton, te websile wonld ily
serve 1the community Lo an exteomely high standard,



Counties
Bouaver Counly

Tl mesearch found the Beaver Coundy wabsitc o be moderately aceessible, The county is
lairly simal], bt stil: dic a eood 'ob of making infonmatior aceessible. Their website 15 less than
a1 vear old so revisions ave still being made and the County Commission Chaurman Mark
Whitney is very active in the process. Whisney said he is serious about being transparent and i3
apen about the process and excited aboul the website and how 1t is progressing. The websits was
arganized so it a site visitor can find inforation within a tew ebcks. Everyiking 18 organized
Tn gasy to use dropdown bass and there is a genera. seareh bat for otker questions. IF the
information is net pested govermment olficials are listed with multiple ways to contact them 1o
get the needsd information. They de rot have a hired [1 employee b still are doing very wel.
with the new website, They are working on getting a vwitier and already heve a I acebook.

i3asic governmenl information was easily found under a few well organized wabs. All
govermnment employces had labeled titles and sdequate contact information. There is imformation
missing about taxes and budeet information

Al mceting times were posted weli in advance. Documents and notes of meetings were
also possed onting for anyons 10 look up. There was also an optien W submit subjecis w be
brought up in {uture mectings as well, Everything seems to be readily shown and aceessible Vew
government docwments, They do not, however, have any links to GRRAMA or the transparency
website. By scarching GRAMA request they have a vory detail informalion request saeel thai
wonld allow citizens o request information at any time.

Almost 100 pereent of the infonmation is accessible 1o the public stany tine, From 1he
contazt with the projeet researcher, leaders have » poal of making their suvernment informalion
public.

i sum, the research found the website and county e be very opan. Leadors have a
committed attitude 10 being iransparent 1o the best of their abilities. They are alse working Lo
improse thetr website so that 1 will be moze ranspasen! in the lulure.

Nachesae County

Duchesne Courty’s website looks as ' elficials there have wizd bhard 1o put everything
thev ¢z onlne and within easy aczess of the public, keoping residents informed and vp: o date
an everything that is kapaening in the county, However, inprovemeils can be mide.

The county has seme strony points of allowing peaple 1o gais access to most of the
information online 2nd within zasy grasp. AL of the minutes lor the mectings that nave taken
place are put within easy acsess on thelr povermmerl websile, along, with upetming ¢vents and
meetiags. They atso do well in putting their budgets sid sudits in PDF Tormats and linking them
onto the websitz, in this way, Duchesne Ceunty has done very well in providing casy actoss 1o
arything thal mighi concern: the public i Ui area.

In addition, the websie has several tabs that are cazy w navigate and ¢lear lo fotlow that
ailows ¢varvone o see how 1o file GRAMA roqrests, ot bui ding permi’s 2nd similar lunctions.
All of the county employees are listed on a different website, with salaries ard their job titles
listed, bui all of the elected officials, with he exception ol the shenff, do not have any contact
infarmation.

As 1t stands, Duchesne Cuunly could improve in their tansparcncy 1o the public. Their
Facehbook sape and Twitier account scens 1o be dusty in the sense that ne one loaks o heve
touched =i-her ane in #° least a couple of menths. Neither onc seoms 1o be vary iransparent o
aryone ot than whoever sel up the accounts,

The big problem scems to be the facl that there is no contact information avaiable on
arvone that works in e connty, again wiil the exceptior of the sherif?, who has ¢versthing
fipm an email address 1o a teleplione namber.

L appenrs that Dinchesne €loumy ivas attempled to disphiy basic in‘ormation 10 the public,
and provide residents with updated events and ininudes ot ali their meetings, and the gist of ali of
i, Howsaver, the site Falls shorl when previding contact infonmation. There is also ne video or
audie of any of the meetings, restricuing the aceess 10 just the PDF [ormas of each of thoss, and
the namnes znd ttles of the employees.



salt Laka County

Tae Sall Lake County weasite o fered the mmajority of basic infernalion in casily reachable
places. Oiwviously most patrons ol the gtle are nos part of a task force o rale governmmearnit
wansparency oiine and a researcher said the site therefurs is Jair in addressing meore ponerally
expacted rocds. Righe above a sliding banner with infrmwateon about events in the commniunity,
ar¢ the four largast tabs on the site: Jobs, Direslory. Calendar and Pobhic Mueetings, 7o the left is
2 sidebar thas beging wizh a hyperdink to the mayor’s bio and coniact infermation and below that
zx¢ tabs labeled Council, Other Eleeted Officials. and Tax information. Vinally, the site oflors
more options below that that will liak = person 10 a detailed index and an opiion fer links to cther
“Depariments and Agencics.” Overall, the research found all of these Links placed appeopriately
for the average ¢itizen

Beyond the from page links and locations hecoute less clear, The rescarcher said she felt as she
searchad for more detabied issies, <ieh as he audit reports, that T had very [intle directzon 10 4o
on, likz reading & recipe where (e torms o the average person are entamiliac. I order to find
the sudits and, Tor exanpie, the GRAV.A apprication page, 1 nearly always ended up just using
the index and search box ‘o Jocate them. As the rescarcher worked with county employee Lanes
Brown she realized i was only his intimate understand of what is in cach department that
enablzd him te find (hose wpics not usually found on the well-beaten path. ta facl, he was nearly
sdwarys just exploring right along with with the rescarcher, though granted with thar added
knowledpe.

There appears no Jistinet effort for tracsparency. Apain, the website is well built for those
leoking Tor local events and jobs or cven tax information. I does not, however, iend itsel{1e
averl fransparency. Dudget tolals and number of government employees are piled deep under
pazes of 23 downloads and in some cases 1t was ncither clear o me nor Brown whethe: certain
ilormation - fike the UT director == was on the site at afl. As far as Brown and the rescarcher
could tell, diere is no way of knowing whether the site downloads a traeker onto one’s compuicr
witle visiting the site.

There is difficulty renching individuals, Locaiing the numbers for the mizhi people somatimes
poscd a chellenge, cspecially when aon-working numbers were listed. A nomber of mndivideals
had inslalted veicemails saving that their number had chanpec —- somicthing that was not
reflectad 10 the site. Even lor the working numbers, veteemails were neavly all the researcher
received and 10 one casc, a mar who dectined to help duc 1o ether engagements cowdn’t think ol
anyone W pass the researcher onto, - leaving the rescarcher at square oug,

Sanpete County

sanoete Coenty's websile is sunpete.com, The county deesn’Lhave a Facehe ok page, bul
thev do have & Twiier zecount, but il's just udates on the zelivities happening in the county.
According o (he 2050 Cerzsus the popclation of Sdﬂl'}r_Ll‘ Counly s 27922, 1 couldn’t lud
informzton ¢n their annual budget. Their acministeaiive contact informazion dida't include eny
names, just an address (PO Box 157, 160 North Main, Mani, TT ‘%4(]43‘} phone nwemace 433
$49-85%1) and a [ax nunber (433-835.49783). There was o ]mk o send o ganall, but nothing
came up when | ¢licked on i, Thelr kasic govermment ifonnation was available on their
website, There's nol 4 single page o fnd all of (B Ilormiation, but there is a drop down menu
on their main website for their government information. The county website iiscif doesnt iave u
paze for informacion on taxes or lecs, budit did link (o the Thal tax
website bilpy/anlansey gswintormation [Ur Lt information. The rescarcher couldn’t find the
tudpel in ay of this wnlomuaticn.

The weasite did ircluds names aed contact info for elected county leaders, but not
wnelectad administrators. It did provide a chart for G government deparments and
adminisicative units, ek,

There were no iy or connty Nnancial aadits included in the website, no datebase of
contracts with privale businesses, and na hisi of lobbying organizations tha: the cownty 152
prembzr of, Tha county did, huwever, provide instructions for how to reguesl GRANA torms
and other information abow the county. There was also a place cxplaining how to apply for
buiiding parmits. There was also a place listing all city ordinances, codes, pelicies and
prozedies.

The infurmation on Sanpete Coumy’s websice was avaslabli at no cost and wit ne
apparent obstructions by the covnty or licensing or terms of scrvice conditions, bu it didn't seam
as il they were going ont al heir way 1o give oul public information. The researcher satd it way
fard w0 Mo aid al times seemed outdated.




Appendix I}

SALT LAKE TRIEUNE 20OLL OP 625 REGISTERED UTAH VOTERS CONDUCTED APRIL $8-11
Washirglon Coity BY MASOM-DIXON POLLING & RESEARCH, INC, MARGIN OF ERROR +/- 4%

“he Weshinaton County is in the southwesl zrea of Lian, The couay has iig owr account
i e e soctal websines, like: Faceboos and Twitter, where Lhey kad pasted, for examnle, the
caucus wieeting informetion and location. its aiicial website, www e 1sheo alzipoy, is @Asy LD
accoss and il provides important in‘ormation [hat anvone can acesss with 1wo or thiec chicks,
such as: meeings, tax mfonnaion, records search, deparimcnt iaforrwdion, e,

L tonk ‘iz research lorge: than thrce clicks Lo find more specific information, {And’ar

CUESTION: Would you support or oppofe using tax dollars to make leocal
govermment records and information more accessible online? Is that
gtrongly support/oppose or somewnat support/oppose?

sintply hasa't been posted on their website) he researcher catled Diean Cox, the couniv’s pudlic SEX BARTY ID RELIGIOK AGE
hﬂbnnaﬁmlmﬂcm:(mNxwm\ﬂ[hmtor£h)muiwﬂVMEaHlhcdmaﬁmlﬂmxmmathrm&rd STATE M=ZW #OMEZH DBEM REP IND LIS HNON-LOS =50 50+
for. He explained henw 1o get i the page where the annual budget of the county is availablz. He o
MsnpnwhkdnminﬁnnaﬁﬁnHmlwnsmﬂonthcwebmw,Tah:ﬁwcxmupmltunmuhmwﬁ g7 SUFPCRT  21%  24% 19% 13%  =z4% 23% Ll=2% 27% 21%  22%
counly's emplovees, which 15 430, The county’s anuual budpet is imore an £246 million and il 5% SUZPCRT  44% 47 % 4°% 43% 38% SO0% 45% 19% 51%  37%
nwdwhuﬁﬁﬂknwlmsbudgﬂlm5hcm1qanthlﬂmhtnmmnﬂfguﬁkepag;thuyhawgnnmﬂh] SW OPPO5E 15% 12% 17% 12% 18% 1i% 1le% 17% 14%  16%
lirk that puides the visitor straight to the treagurer’s clfice mformation. 8T O270EE 1% 10% 11%  11l%  10% 11% L0% 132% 3% 12%
CHDECIDED 12% T 12% 18% 14% L 10w 0% 3% 13%

T find information such as the salares of the county™s emplovees, Thad wo poloe
diTerent website (16 pufaww utahsrght.com). Washington County dossn’t steam iheir public
meetings live ou (he internet througd a vidzocast o an audio podeast, The website also doesn’t
have & scarch bar; that would help visizor (e find information quickly.

Cheerall, Washington Couny's website provides information about the basie things liwal
visitors usually leok for. They veuhl make it casier to ting their financial deta by simply adding a

QUESTTOK: In your opinicon, how important is online access by cirtizens to
local government records and information? Is it very irportant, somewhat

important, not too important or not lmportant at all?

search bar. BEx EARTY ID SRELIGTON AGE
grATE MEN WCMEN  3EM REF TMZ LDS  HCON-LDS <50 50+
VIl IMEP i5% 12% 201 311%  54% 40%  32% 44 % 34% 6%
aw [MP SC% 39% 51% 53% 4S2% 45% 54% 41% 3% £7%
RO TR TMP Bx 5% 11% £5% I% % % % ck TE
KOT —¥F c% 1% 7% 5% af 9% E% =] 1% 23
HCT SURE 1% - 2% 1% 1% - % 1% - 2%

QUESTION: How important is it to you that online losal government records
and information are in a searchable, scort-able and downlcoadable format? Is
it very important, somewhat impertant, not too important or not important ai

ally?

SEX PARLY 13 RELIGION AGE
STATE MEM WOWESN buM  pep  IND LDS NON-LDS <59 S0+
YERY IMF 3% 41T 33%  3T%¥ 348%  43%  17% 0% 36% 38%
Sw 1M a6%  43%  £2% 50% 45% 443 Gl1% 36% 50%  43%
NC'OTOU IME o 13% 0 13% 12% 9% 6% 3% 13% 11% 10% 4%
MO IR 3% 3% tE 4% 2% 3% 24 4% 2% 4%
HCGT SURE 1% - 1% - - % 1% - 1%
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QUESTION: How important is it to you that your local government pledges to
provide sitizens with greater acceas to government recorde and informavion
cnline? I8 it very ismportant, scmewhat important, not too important or
not importank at all?

STATEMENT: It is important that my local government operates in an open
and transparent manner. Do you agree or disagrea?

Ts that strongly agree/disagree or somewhat agrea/disagree?

SEX FARTY 1D RELTGION AGE SEX PRRTY L3 RELICGION RSE
STATE MEN WOMEN D&M 2EF  IND  LL5 HUN-LLS =30 39+ STATE MEN WOYEN DLM KEE IND LDS KON-LDS <50 50~
VERY LML 39%  4i% 37%  33% 32%  31%  32% 55% 3% 403 ST ACIEE £2%  BY%  80%  76% B8z% 89% 2% 81% 7% 84%
SWOIME 47%  46%  47%  £5% S52% 40% S5I2% I6% 52% 443 SW AGREE 15%  12% 8%  Z22% 16¥ 10%  14% 18% 17%  14%
HOT TCO IMP 1% 10% 11% ig% 13% 5%  13% R 2% 13% 2y DISACEZE 1% 1% 1% 1% 1% 1% 1% 1% 1% 1%
NOT IMP 3% 2% 4% 2% 2k 4% 2% 4% 4% 2% 517 DISRGRIE - - - - - - - - - -
HOT SURE 1% 1% 1% 1% EE - 1% - - 1% NOT SURE 1% - 1% 1% - % - 1% - - 1%

QUESTION: In the past two years, how many times have you attempied to

STATEMENT: Tncreased transparency in how local government operatesz and
access governnmeant informaticon ar records conline?

speads tax dollars would atrengthen your trust in local government. Do you

agree or disagreeT
SEX PARTY ID BELIGION LEE

STATE MEBN WCMEN D3N REP INC  LDS NON-LDS <50 504 Is that sErongly agree/disagree or somewhat agree/disagree?

HMCOT AT AZLL L4% 36 1% 44%  483% 3% &% A 3E%  49% o=y CARTY ID CELICION AOE
1-4 TIMES  31%  34%  29%  36% 2B% 33k 32%  25% 35y 283 STATE MEM WOM3N DEM REF IND LDS NON-LZS <50 501
5 .3 TIMES 1% 14% 1=2% 3% 14%  1&% 13% 19% 8% 14% - 0 ' o T T -
>10 TIMES  1C% 1% »% 7% 10% 1Z% 9% 3% GO% 9% &7 AGREE 5%  69%  62%  32% §3% 77% 63% Tl 67¥  68%
SW AGHRLE 25% a5% A0% ad% 30% 17% Z8% 2Z2% 10%  20%
5% DISACIEE £% &% £% 11% &% 4% a% 7% 7% 0%
{IF THEY ATTEMPTED TO ACCESS n=345) QUESTION: When secarching online for ST DISAGREE 2% 2o 12 55 1% -3 o xk 15 g
local government records or informazion, has it heen: NOT SURH 1% _ 1% 35 _ -z 1% _ _ 1%
VERY ERSY L%
SOMEWHAT =ASY 36%

STATEMENT:; I ar more likely Lo be invelved in locel govermnment if there
were onilne acoess bo meeting agendas, meeting times and contact
information in advance cof government meetings. Do you agree or disagree?

SOMFWELT SOFFICOCT ES¥%
VERY LDTSFTOULT 5k

is that strongly agree/disagree or somewhat agree/disagree?
QUESTION: Which one of the following would be your preferred method of

accessing lecal govermment recozds and information: {ORJER ROTATED!

SEX PARTY D FLICION AEE
SEX AGE STARTE MEN WCMEN DEM REP IH- LDS NCN-LDS  <5¢ 50+
STATE WMEY WOMEN <50 50+ S -

57 AGREE 363 43%  34%  32%  36%  46%  35% 4% 41% 236%

ONLIME ON £ LOCAL SCVERNMERT WEBSITZ  73%  B0%  ©7/%  83% 65% a4 AGREEE ack 3% 37%  42%  37% 9y 38 11% 18%  34%
OVER IHE DHONE 13% 1¢% 6% % 17% W DIZAGREZ  2C2% 18% 25%  21%  22%  I1%  23% 193 2% 3%
IN FERSOH 1% 19y -e% 2% 17 ST ZJISAGRER 2% 3% 1% 1% 3% 2% 3% 1% it 4%
NCT SURE {NOT READ) o - 1% - 1% NOT SURD 1% % 1% 1% 2% 2% 1% 23 - 3%
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Appendix L

FIVE TRANSPARENCY BEST PRACTICES
FOR LOCAL GOVERNMENTS

[CITY/COUNTY) RECOGNIZES THAT TRANSPARINCY IN GOVERNMENT
PROMOTES PURITC TRUST ARD CONFIRINCE, AIDS ACCOUNTABITTTY AND
CFFICIENY AND IS A KEY ELEMENT QU ACHIEVING THE GOAL OF GREATER
CITTZEN FRGAGMENT IN QUR DEMOCRATIC PROCESS, CTTY/COUNTY ALRO
RECOGNLZES THAT THERE 1S A FINANCIAL COST TO ACHIEVIKG
GOVERNMENT TRANSPARERCY, WHICH REQUIRES PLANNING AND A
COMMITMENRT OF APPROPRIATE RESQURCES. ACCORDINGIY,
[CITY!COUNTY] HLREBY ADOPTS Ik PRINCIPLE, AND WITL1 WORK T
PAPTLEMENT AT THE EARIIEST PRACTICABLE DATE. ThE FOLLOWING 3EST
PRACTICES:

[CITY/COLNTY] WILL BESTABLISH A SINGLE “OPEN GOVERNMENT
WEBPAGE WHICH

» complics with the aitached 10 point Transparency cliecklist recommended by
Sunshine Review and endorszd by the Swherland Instinue,

¢ serves as o searchable, sonable and downloadable in bulk central nepositury for ol
public goverrment infurmation accessible in 3 links or ks,

= containg o sesvehable index o eatalog of all governiment information;

e publishes on at least 27 annual bas's. T notmore Frequentdy, commoenly requesizd
data scts such ps emplovee compenisasion, contracis with third-partics, police and
lire wequasts for serviee, Gnancial reports aad audits;

» comains an annual repori (a) documenting the progress the city/county is making
roward implementaiion of these Best Practices and (B) assessing and evallating
how the cityiecounty is meeting 15 legal obligations under the Governmaent
Records Acoess Management Act, the Litah Open & Peblic Meeting Act, the
Transpercnrcy in Govamment Act, the variaus stututes mandating the giving of
jublic and lepal notices end ather aoplicable stare or lacal sransparency or
disclesure lawws or ordinances:

v provides an ineracive forum for citizens o sugzest 1deds 10 promote
trasparency and ohervise improve the cily’s information cellection, reemion,
ageregation, vabidation and disscimpation proetices;

w provides access te all city ordinances, rules, cades, policics and procedures ina
scarchable fotmat;

SRR 12T LI

v conlains a privacy policy which includes, ameng other things, 2 notil cation of
aiy cookie placement or other racking or inlormation collzction method,

e cmp.oys an authenticaion and date’time stamping mechanism disclosing how
rocent e infonmation is and who is responsible Yor maimaining and vpdating the

informalion and tha: persoa’s contact information; andd

s coman an erganizatienal chad and deseription of (ke governmen:.’s deparments,
divisjons and other administrative units terether with ¢ontact informzalion,

GOVERNMENT INFORMATION WILL BL COLLECTED, GENERATED AND
MAINTAINED IN A DIGITAL FORM AND MADE AVAILABLE ON THE QPEXN
GOVERNMINT WEBPAGE

¢ in g tmely, complete and non-Giscriminating mamer;

e inappropriate open fonmats:

+ with authoritative sourcing;

v in computer discoverable. seaichable and readable forms:

s withoul unaccessary administrztive obstacles;

*» @ 1o cost o the public,

¢ with no licepsing oy terns ol service conditions:

o wilh the tinest possible Yevel of zranularity

at a stable intornet location indefiniely,

CMAILS, INSTANT MESSAGES AND OTER ELECTRONIC COMMUNICATIONS
MADL WITTT GOVERNMIN T SURPLIED EQUIPMENT WILL BJ} CONSIDERED
PUBLIC RECORDS AS THAT THRM IS DEFINED IN U.C.A. §63-G-2-103 (211 &
(22).

BLLCTED OFFICIALS AND KON-ZLECTED SENIOR ADMINISTRATORS WILL

s Post rensonably in advance their schedule of pubhic events and 1eelings,

B, F BT RN R P |



v maintain orivacy scilings as “open” or Ppublic” ont Facehook or elier social
netwerking sites whers the ofticial adininisiralor poss or discusses |city’coumty]
refated busirness;

+ commit te developing a culture of transparency among employecs and other
officials which permeates all ievels of govornmen:.

POLICY AND DELIBERATIVE BODIES WILL STRIVE TO MAKT ALL PLOLIC
MELINGS TRULY TRAMSPARENT BY

s streaming ticir public mectings live on the internet either thiough & videocast or
an andio sodeast;

o recording their public meelings and pesting video ovaudio online within 45 hours;
o allewing civzen comument/parlicipation via g synchronous remete connection; and

s posting valine all agenda materials reasonably anuicipated to 2 discussed or
distributed 213 meeting & least 24 hours in advance.

Appendix “F"

UTAH QRGANIZATIONS WHICH ENDORSLE THE TRARSPARENCY
PROJECT AND “BEST PRACTICESY

Sociaty of Professtonal Joumalists, Ut Chapler blip/wahspp.com/

The Sutkerdand Institule bt Ssutherlandinspiuts. oz

Umah Common Cavse Lilp . seww commoncauise. orpd

Uah Brosdesastars Association http i vosew ighbroadcasiors come

[Tah Seundaion fer Open Gavernment hlip/swww.ulos.ngt:

(TNah Leagwe of Women Voters htpasww bavutan. org’

1llak Press Association hupdwswew utahpreass,cont’

Appendix “G”

Selected Government Transparency Documents and
Resources

Federal

The Freadom of Information Act hitp/fwww.fola gow!

The Obama Open Govarnment Directive

hiztp: Aeraw . whitehouse goviopen/doguments/open-goveninent-direchve

Obama Memorandum for the Heads of Executive Deparlmenis and Agencies on
Transparency and Open Government
htin - fweaw whitehouse govithe press officaefTransaarency and_ Qpen_Governmenld

Office of Government informakion Senvices https:ffogis archives.gov/

Data.gev hip:wwys dala gov/

Revcovery gav hitp. Mwww recovary goviPagesidefaull. aspx

State anr local

Utah Open & Public Mestings Act http:iwaww le state, utust~code/TTTLES2/SZ _U4.atm

Utah Government Recorcs Access & Management Act
hilp #e. utah govi~code/TITLESIG/EIG02 him

Transparentutah gov hitp:ifveeoy utab.goviranspargney/index. ntml

Salt Laka City Open Government Initiative
hitp #vrsw hransparengyslegov.comdHomedtatnd! 36/0ciaul ascx
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Non-governmental Organizations Appcndi:{ “1

Seleeted Recent Privacy Developments

Utah Foundation Far Opan Government hilp:faww.ufog neti

The Sunlight Foundation http:/sunbghifgundation.com/

The Sutaerland irstitute hitp:fsutherlandinstitute.orgf

Obama Administration

Global ntegrity.org hip: Mvnww.gloBalinteqrity. orgl

In February of 2012, the Obama adminisiration issued a consumer online “bill of rights”
and called on congrass and “ede-al agencies to implement the recommended
protections. The repor, titled "Consumer Data Privacy in a Nelworked World: A
Framewaork for Frotecting Privacy and Promoting innovation in the Global Chgital
Economy,” sets forlh basic tenets {or protechion of consumer dala and echoes generally
accepted privacy principles. The Bill of Rights consisls of sevan core righls:

Open Government Partnership httpfwwaw. opengovparinership.org/

Open Government Data Camp httofiaqdecamp.orc/

Sunshine Standard ht:pfsunshinestandard. orgf

Transparency Camp 2012 hitp:/fransparencycamp .orgf

+ Individual controd- Cansumers have a right to exercise control over what pessonal
dafa companies eollee: from them and how they use it

« Transparency. Consumers have a right 1o easily understandable and accessiblc
infarrnation about privacy and security practices.

« Respect for contexs Consumers have a right to expeact that corpanies will
collect, use, ard gisclose personal data in ways thal are consistent with the
context in winich consumers provide the data.

«  Security: Consumers have a right 1o secure and responsib'e hanglng of personal
dala.

« Access and accuacy: Gonsumers have a right {0 access and correct persanal
data i usatie formats, in 2 manner that is appropriate to the sensitivdy of the
data and the risk of adverse consequences o consumers if the dala is
inAGcUrate.

» Focused collection: Consumers have a right to reasonable limits on the persoenal
data (hal companics callect and retain

=  Accounability Consumers have a right to have personal data handlad by
sompanies with appropriate measuies in place to ensure they adhars {0 the
Consumer Privacy 31 ot Kights,

Participatory Politics Foundation http:/Awyw.paricipatorypolitics. prgfatoul/

An analysis of the reporl by the Locke Lord law fimm may be found at
hip fharaw. [exology. com/dibrary/de:ail aspx?g-60e35510-7 3a3-4aeb-8c66-afdc7a8 V202
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Federal Trade Commission

Or. March 28, 2012 the Federal Trade Commission rélgased its much anticipatad final
report titled “Protecting Consumer Privacy n an Era of Repid Ghange.” The Hepor,
which follows the Commission stafl privacy report initialiy done in 2010. sets farth
legislative recommerdations for policynakers concerning privacy and data security and
best practices “or business for addressing online and cling privacy concerns. Yvhile not
intended to serve as a template for law enforcement actions o~ a proxy for agency
regulation, the FTC's framework will impact the privacy debate and business practices
in the coming years. An analysis of the report by the law firm <f Dawvis, Viright &
Tremaine may be found at httg:/fwww. dwt.comiF TC-Adopts-Final-Privacy-Report-
Renaws-Push-For-Do-Not-Track-and-Regulation-of-Data-Brokers-03.27 2011/

Legislation

Privacy legisiation. at least in tenms of the number of bills introduced in the last 2-
43 years at both a state and national leve!. has been a hot topic. Dozens of bills have
heen intraduced at the federal level. Two bills garnering significant public atlenion are
5. 799 The Commercial Privacy Bill o Rights Act of 2011 by Senaiors Kerry & McCain
and HR 1528, The Consumer privacy Pratection Act of 2011 by Representatives
Stearns & Matheson. A comparison of these iwo bills done by the law firm of Sidley
Austin LLP may be “ound at

hitp:/iwww lexology comfitbransresults. aspx?7c =orivacy+Hegislatondi=8w=&f=2158

2012 U.5. Supreme Court privacy decisions

Court Limits Privacy Act Remedies, FAA v. Cooper , (March 28, 2012}
In a 5-3 apinion. the Supreme Court held that the Privacy Act does not allow recovery
of mental and emctional damages suffered as a result of the
Gavernment's "wiliful and intentional violation® of the Acl. Justice Alito, writing for the
Caurl said that the key ferm "aclual damages” was
ambiguous, and should be narrowly canstrued to limit Government liability. In a
dissenting opinion, joined by two other Justices, Justice Sctomaya- arguec
that the purposc of the Privacy Act is unambiguous: to prolect individuals from
“substantial karm, embarrassment, noonvenience, o unfairmess” that result
from Government orivacy viclations.

SHA ARG A

Court Upholds Strip Search of those Arrested for Minor OHenses, Florence v.
Board of Chosen Freeholders [April 2, 2012)
In a 5-4 opinion by Justice Kennedy, the Supreme Court held that he suspicion less
strip search of a prison detainee does not vio'aze the Fourth Amendmarnt.
Tne casc involved a wrongful arrest based on an invalid warrant. Justices Roberts
and Alito filed cencuiring opinions roting potential exceptions 2 the Count's gereral
rule, such as when a deta nee will be kept separate from the general prison
population. Justice Breyer's dissenting opinion argued that str'p searches are an
"affront to human dignity and to individual privacy,” and questionad whether they are
necessary given oiher, less irtrusive, screening methods availabls.

Court Upholds Fourth Amendment in GPS Tracking Case, U.S. v. Jones,
{January 23, 2012}

The Supreme Courl unanimously feld that the warrantless use of

a GP3 trackirg device by the police violated the Fourth Amendment, The Cour said
that 2 warran! is reguired “[wjhere, as here, the government obtains information

by physically ‘ntruding on a constitutionally profected area " like a car. Concurring
opinions by Justices Scotomayor and Alito u-ged the court to focus on the
reasonableness of the suspect's extectation of privacy because physical intrusion is
unnecessary to surveillance in the digital age.

Court holds Corporations Have No Right of Privacy, FCC v. AT&T {March 1
2012).

In & unanimous opnion, the Cout hield that corporations do not have a nght of
personal privacy for purposes of Exemption 7{C) of tha Freedom of Information Act.
which prolecks fiom disclosure law enforcement records whose disclosure could
reasonably be expected to constitute an unwarranted invasion of personal arivacy.

Non-governmenial organizations

There are numerous NGO's which menilor legal and legislative developments in the
piivacy area and advocale on behalf of consumers or internet users. Some of the more
active NGO's in Lhis area include:

Center for Democracy and Technelogy https:fwww.cdt.orgfissue/corsumer-
Drivacy

Electronic Frontier Foundation htips #www eff omolissues/privacy

Electronic Privacy Infonnation Center hitp/fepic ara/privacy/

Privacy Rights Clearinghouse kB dweenn privacyrights orglf

The Privacy Coalition hitp.ferivacycoalition.org/
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