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ABSTRACT

This dissertation establishes a new visualization design process model devised to guide visualiza-
tion designers in building more effective and useful visualization systems and tools. The novelty of
this framework includes its flexibility for iteration, actionability for guiding visualization designers
with concrete steps, concise yet methodical definitions, and connections to other visualization
design models commonly used in the field of data visualization. In summary, the design activity
framework breaks down the visualization design process into a series of four design activities:
understand, ideate, make, and deploy. For each activity, the framework prescribes a descriptive
motivation, list of design methods, and expected visualization artifacts.

To elucidate the framework, two case studies for visualization design illustrate these concepts,
methods, and artifacts in real-world projects in the field of cybersecurity. For example, these projects
employ user-centered design methods, such as personas and data sketches, which emphasize our
teams’ motivations and visualization artifacts with respect to the design activity framework. These
case studies also serve as examples for novice visualization designers, and we hypothesized that
the framework could serve as a pedagogical tool for teaching and guiding novices through their
own design process to create a visualization tool.

To externally evaluate the efficacy of this framework, we created worksheets for each design
activity, outlining a series of concrete, tangible steps for novices. In order to validate the design
worksheets, we conducted 13 student observations over the course of two months, received 32
online survey responses, and performed a qualitative analysis of 11 in-depth interviews. Students
found the worksheets both useful and effective for framing the visualization design process. Next,
by applying the design activity framework to technique-driven and evaluation-based research
projects, we brainstormed possible extensions to the design model. Lastly, we examined implica-
tions of the design activity framework and present future work in this space. The visualization
community is challenged to consider how to more effectively describe, capture, and communicate
the complex, iterative nature of data visualization design throughout research, design, development,

and deployment of visualization systems and tools.
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CHAPTER 1

INTRODUCTION

This dissertation introduces a new data visualization design process model to guide and support
visualization designers through the act of creating effective, useful, and usable visualization systems.
Existing visualization design process models prove difficult to use in practice due to a disconnect
with design decisions, evaluation methods, design artifacts, and which step a designer is in. We
propose the design activity framework to more effectively guide visualization designers through
a series of design activities. Each design activity has a descriptive motivation, a collection of
generative or evaluative design methods, and the goal of visualization artifacts, such as design
requirements, ideas, prototypes, and systems. The development of the design activity framework is
grounded in a series of formative and summative data visualization projects, where we encountered
limitations of existing models and utilized this framework as a solution. The design activity
framework is validated through series of case studies in the fields of biology [3], cybersecurity [1],
[2], [4], and data storytelling [5] and also by an external validation using design activity worksheets
taught in a data visualization classroom for use in a cumulative project [6].

In order to capture the challenges faced when using existing visualization design process
models, we identify five high-level goals for a model that, if met, could effectively aid visual-
ization designers: achievability, flexibility, justifiability, discoverability, and actionability.
Specifically, existing models fail to clearly lay out goals for steps in the design process, whereas
our design activity framework includes achievable artifacts and connections to justifiable design
decisions. With an activity’s clear motivation, list of discoverable design methods, and flexible flow
principles, the design activity framework is also more actionable and could help guide visualization
designers effectively through the process. By working to capture these five goals, the design activity
framework is an improvement upon existing models for data visualization design due to the model’s
increased descriptive, evaluative, and generative power [7].

To be achievable, a design process model should clearly highlight the desired visualization
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outcomes. Existing models outline the design process as a series of steps [8]-[11], but the
design activity framework clearly defines and separates activities based on designers’ motivations.
Additionally, visualization designers are given a clear end product to work toward in each step:
a visualization artifact. Commonly, visualization artifacts are tangible software tools, but the
visualization design process can involve other kinds of artifacts, such as documents of user needs, a
list of software requirements, or sketches. Existing process models do not rigorously capture some
of these design artifacts, largely due to how these models consider evaluation as a separate stage of
the design process [9]-[11] rather than a part of every activity. Artifacts for visualization design
can serve many purposes, from measuring success to being reused in future projects; thus, it is often
both beneficial and timesaving to capture and report on a variety of design artifacts. By defining
these steps and visualization artifacts, the design activity framework increases achievability for
designers to produce visualization artifacts and progress to the next step.

A design process model should support flexible iteration along with divergent and convergent
methodologies. The design activity framework meets this goal by defining its four steps as activities.
These activities can be conducted in various orders, nested, and even conducted in parallel by
different members of a visualization design team. To capture the rich, complex, and flexible nature
of design [8], [10]-[15], this framing supports capturing the design process in ways many existing
visualization design process models fail to support. Additionally, each step differentiates between
generative and evaluative methods, where generative methods allow for divergent approaches
that encourage exploration, novelty, creativity, and innovation [16], and the evaluative methods
winnow and narrow these artifacts to a smaller set.

Since steps can involve evaluative methods, it is important for a design process model to include
Justifiable design decisions as part of visualization designers’ rationale, and no existing models
connect these design decisions [17], [18] with the design process. The design activity framework
includes evaluative methods in each step or activity to promote the validation, justification, and
formation of or building upon existing guidelines [18]. Such guidelines can help determine the
effectiveness of a technique or encoding [19]-[22] and aid future designers in avoiding common
pitfalls [8]. Other common design decisions stem from preexisting guidelines in the visualization
community, such as using position along a common scale to encode the most important data
visually, over less perceptually effective channels such as angle, area, and saturation of color [23].

These methods and guidelines inform the design process and potential visualization artifacts. It
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is important to capture visualization designers’ decisions and rationale for establishing rigor and
transferability [8] of a visualization design process and its various artifacts.

With a broad range of generative and evaluative methods at their disposal, visualization
designers could benefit from a discoverable approach for finding, utilizing, and reflecting on the
use of different user-centered design methods. These design methods can be adopted from a
wide variety of fields, from human-computer interaction to design to software engineering. The
design activity framework specifically pulls from user-centered design methodologies [24], [25] to
organize, suggest, and promote new kinds of design methods for visualization designers to employ.
By emphasizing these design methods that focus on identifying and designing for user needs, the
methods in this process model are useful for visualization designers conducting applied research
with domain experts, such as design studies [8]. The design activity framework was constructed
to highlight, correlate, and promote the discovery and inclusion of these user-centered design
methods for a wide array of different visualization design projects.

Lastly, a crucial aspect of a visualization design process model is how actionable it is, for it to
be understood, taught, and utilized by visualization designers. The design activity framework was
created with succinct terminology, which has the benefit of clarity for teaching the concepts to
visualization design novices [26]. Furthermore, by outlining four concrete steps with evaluation
throughout, the framework encourages novices to think about the design rationale and reinforce
their visualization knowledge by practicing and applying guidelines across diverse situations and
projects. Visualization designers can learn to implement their own design process when activities
are further broken down into concrete steps [16], and worksheets for this framework support such
a walk-through approach. The notion of iteration in design can also be emphasized, taught, and
realized by novices using these worksheets for real-world visualization projects. Moreover, existing
visualization models do not explore pedagogical approaches that validate the design process with

visualization design novices.

1.1 Contributions
The primary contribution of this dissertation is the design activity framework: a structure for
how to perform a human-centered, data visualization design process while tracking design methods,
visualization artifacts, and design decisions for each design activity. We introduce this framework

as a methodology for visualization designers pursuing problem-driven work, such as design studies,
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but we also recognize its potential usefulness for general visualization design and data visualization
pedagogy. The key novelty to this framework is its specificity for visualization design by connecting
steps of the design process to the justifiable design decisions made and visualization-specific
artifacts obtained. Other novel aspects of this framework include its flexibility for design iteration,
actionability to guide visualization designers, and discoverability of user-centered design methods.

To strengthen the contribution of this framework, we evaluated its use and application across
several different visualization design projects. Specifically, we utilized this framework to formulate,
guide, and reflect on the design process of design studies and research in the fields of biology
[3], cybersecurity [1], [2], [4], and data visualization storytelling [5]. For each of these projects,
we employed a variety of qualitative and quantitative design methods in order to validate the
utility of this framework in real-world projects and reflect on their use in future visualization
design projects. We describe two case studies for visualization of cybersecurity datasets that
illustrate examples of how to use this framework and provide rich descriptions behind a variety of
different visualization design artifacts. To externally validate this framework, we created concrete,
step-by-step worksheets for each activity that we evaluated through a series of qualitative surveys
and interviews with novice visualization designers in the classroom. As a result of this evaluation,
we discovered that students effectively learned how to design and develop a visualization system

while justifying their decisions using the design activity worksheets.

1.2 Overview

Chapter 2 presents the necessary background for this dissertation. As the field of visualization
matures, theories and models for visualization design have become more prevalent, from evaluation
strategies [27]-[31] to the design process itself [8]-[11], [13], [31]. We discuss these different
theoretical design models across communities, including models for visualization that focus
separately on either the design process or decisions. Lastly, we investigate various pedagogical
approaches for teaching the visualization design process [8], [17], [32]-[35].

A core contribution of this dissertation is the design activity framework; we present an
overview in Chapter 3. This framework addresses a missing connection between different kinds
of visualization design models, providing for a more complete description of a design project in
visualization. The framework presents steps of a visualization design process through four design

activities: understand, ideate, make, and deploy. Each activity contains a motivation or goal, a list
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of methods, and target visualization artifacts. These concise definitions support novice designers in
learning and utilizing the framework to connect their design decisions to visualization artifacts.
We showcase a series of design timelines to illustrate how to track and report on activities with
their associated artifacts. Lastly, we include a table of possible design methods that visualization
designers can employ to generate and evaluate visualization artifacts.

The design activity framework came out of reflections of the successful design project explained
in Chapter 4. This project focused on redesigning a cybersecurity tool, resulting in updates to
the underlying system as a result of this separate design process. This isolation of the design and
development enabled us to reflect on how to best describe and explain our visualization design
process to collaborators from different fields. As a result, we describe this project as a case study for
how to use the design activity framework, and this chapter presents a variety of design methods,
visualization artifacts, and a design timeline.

In Chapter 5, we used the design activity framework to perform a successful design study to
create a cybersecurity visualization dashboard. This design study highlights significant challenges
for user-centered design, such as limited access to end users and data. We present several design
methods that we used to overcome these challenges and produce useful visualization design artifacts.
We include a discussion on the design decisions, evaluation, and deployment of this visualization
system as a case study that shows the descriptive and generative power of the design activity
framework.

To perform an external evaluation of the framework and increase the framework’s actionability
and achievability, we created concise design activity worksheets, described in Chapter 6. By
reflecting on our own experience using a variety of design methods, we identified descriptive steps
for each design activity of visualization design. These steps served as a checklist that we taught and
utilized in a visualization course with students. We performed a qualitative evaluation of the use of
these visualization design worksheets in a cumulative project for which students had to design
and develop their own web-based visualization system from scratch. This qualitative evaluation
included survey feedback from 32 students and 11 in-depth, semistructured interviews. The design
activity worksheets are a new approach to teach the next generation of visualization designers about
the data visualization design process, by equipping them with not only the theoretical knowledge
but also the practical skills for building better visualization systems and tools.

Chapter 7 explores different applications of the design activity framework for visualization



through a perspective on the role of the design process across different kinds of visualization
research. For example, a project we encountered before we had the knowledge of this framework
involved the creation of a novel technique for exploring correlation, but the resulting technique and
tool failed to adequately solve the larger real-world problems faced by our biology collaborators.
Another project we conducted was an exploration and evaluation of a design space for interactive,
visual data stories, and through this project we tested how readers interact with these stories by
building different visual experiences to compare. We recognize that this work was very formative
and exploratory, the beginning step in shaping an understanding and setting guidelines for future
decisions made by visualization designers in this space. Our reflections on these two projects
demonstrate how design can play a subtle yet pivotal role in both technique-driven and evaluation-
driven research.

We provide a discussion of the design activity framework for visualization design and outline
future work in Chapter 8. In this discussion, we include a call for more pedagogical work and
materials for novice visualization designers, based on the results of our evaluation of the design
activity worksheets. We explore the connection between visualization design and development,
specifically agile software engineering approaches. Additionally, we explore the notion of broader
process models, for both research and development, as ways to extend and connect these design
models to more effectively guide and support building better visualization tools and systems. Lastly,

we conclude this dissertation in Chapter 9 with a summary of the work.



CHAPTER 2

BACKGROUND AND RELATED WORK

While research in visualization design has explored many facets of design, the main goals of the
design activity framework originate from shortfalls in existing visualization models: achievability,
flexibility, justifiability, discoverability, and actionability. In this chapter, we focus on two types of
visualization design models, decision and process models [18]. The nested model [17], [18], the
primary model for visualization design decisions, addresses justifiability unlike process models.
On the other hand, design process models can be grouped into two approaches based on research
in the human-computer interaction (HCI) community: creative and engineering [14], [36]-[38].
Together, these two approaches can complement and enrich a design process. Next, we investigate
how visualization design process models fail to capture the complex, actionable, and flexible nature
of the creative process. Furthermore, we reflect on the role and use of human-centered design
methods as a way to promote discoverability in visualization design. Following this, we explore the
achievability and actionability of design process models with respect to how design pedagogy is
incorporated in the data visualization community. In the next chapter, we will introduce the design
activity framework as a way to bridge design activities with the decisions a visualization designer

might make, supporting all five goals for an improved data visualization design process model.

2.1 Types of Visualization Design Models

Visualization research often involves the creation of new visual encodings, interaction tech-
niques, and systems. This process of making something new is why design plays an integral role
in research [39]. As such, there exist a variety of theoretical models for visualization design and
even more that have been adapted, used, and taught by visualization designers. In this work, we
focus on two kinds of models for visualization design: decision models and process models [18].
Decision models capture the what and why of design by characterizing the rationale behind the
decisions that a designer makes. This rationale can be useful for tracking decisions with respect to

the project’s context and for transferring design knowledge and guidelines to other visualization
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projects. Process models, on the other hand, capture the how of design, characterizing the actions
that a designer takes as a series of steps.

Linking a process model to a decision model enables visualization designers to verify and
validate the design decisions they make along each step of the design process, but existing models
for visualization design have failed to do so. This link between decision and process models is
highlighted by Schoén’s reflection-in-action concept [40], which emphasizes that the processes
of doing and thinking are complementary to each other; thus, the design process and its many
design decisions are intricately interconnected. However, existing visualization design process
models fail to capture this link and thus do not meet a goal of justifiability. Additionally, we
encountered limitations from existing models in terms of actionability since guidance, descriptions,

and definitions for steps of the design process are not always outlined.

2.1.1 Design Decision Models

Many researchers have explored the general act of decision-making in design. A detailed model
by Christiaans and Almendra captures both the mindset and strategies of designers, such as problem-
driven (targeting a specific description of a challenge, such as generating software requirements)
versus solution-driven (focusing on a small set of possible solutions, such as repurposing an existing
tool or technique) [41]. These strategies are combined with specific operationalizations of that
mindset as well as with how decisions get made by an individual or a team, such as autocratic
versus autonomic. Similarly, Tang et al. divide design decisions into three groups: planning,
problem space, and solution space decisions, in order to better realize the effect decisions have on
design [42]. Through studying the process of expert designers, Wu et al. identify three classes of
design strategies: forward working (from abstract to concrete), backward working (from concrete
to abstract), and problem switching (alternating between the two) [43]. Furthermore, several
researchers have broken down decision-making into different kinds of high-level design judgments,
e.g., appearance, compositional, navigational, etc. [38], [44]. These decision models are useful for
analyzing and comparing general decisions and strategies for design, but they do not capture the
specific decisions that visualization designers face when representing and encoding data in an
interactive visualization system.

Within the visualization community, the well-cited nested model [17], is the de facto design

decision model. One of the primary motivations of the nested model is to support effective



evaluation and validation of different types of decisions that visualization designers make. This
model characterizes visualization design decisions as occurring at one of four levels: domain
characterization, data and task abstraction, visual encoding and interaction, and algorithm. A
recent extension to the model, called the nested blocks and guidelines model [18], provides a more
fine-grained characterization of individual design decisions as blocks at each level, with guidelines
describing the relationships between blocks. Together, blocks and guidelines relate the visualization
decisions a designer makes, with regard to finding good blocks in the design of a visualization.

It is important to stress that the nested model, as well as the nested blocks and guidelines
model, are not process models; they do not describe how to design a visualization, only the types
of decisions (what) and rationale (why) that a visualization designer formulates along the way
[18]. Design decisions, rationale, and guidelines are formed from employed evaluation methods.
Existing visualization process models fail to incorporate this justifiability because they have no
link to decision models. Moreover, numerous existing models capture evaluation as only a step of
the design process [9]-[11], [13] rather than a continuing role throughout the process as in design

decision models.

2.1.2 Design Process Models

Unlike a decision model, a design process model focuses on describing the specific steps a
designer takes over the course of designing a visualization. Whereas design can mean many things
to different people, the data visualization design process is about the planning, creation, and
evaluation of a single data visualization or a multiview, robust visualization system. In this regard,
we consider design as a challenge that combines and mixes both engineering and creative design
processes [14], [36]-[38], and this balanced mixture is what we sought in the synthesis of the
design activity framework. An engineering design process begins with a problem definition,
where the overall process is largely sequential and convergent toward a single solution [36]. On
the other hand, a creative design process begins with more gradual problem scoping, and the
process has many overlapping activities in which many different possibilities are explored before
choosing a single solution [36]. Howard et al. created a design process model to utilize both creative
and engineering aspects [37].

An example of a creative model is Pugh’s process, a design funnel [45] that begins with concept

generation and controlled convergence iterating over time until a final concept is reached [46].
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Additionally, ideation and design activities often involve sketching as a method that is a crucial
aspect for creative design processes, as sketching is not simply the act of drawing but rather is an
activity involving generation, brainstorming, learning, reasoning, and design thinking [46]. As
recognized by researchers in the design [37], HCI [36], [38], and visualization [14] communities,
the combination and balanced mixture of both creative and engineering process models is useful
for characterizing the design process for visualization designers. Specifically, this combination
supports goals of flexibility and actionability.

Visualization-specific design process models describe unique aspects for designing and evaluat-
ing visualization systems; however, they largely do not connect to visualization design decisions
and do not explicitly incorporate aspects of a creative design process, such as the goals of flexibility
and discoverability. The seminal research method of multidimensional longitudinal case studies
[31] proposes a process and specific methods for assessing and evaluating visualization systems
deployed in the wild. This model, however, does not cover the creation and development of a
visualization system. More abstracted design process models for visualization have also been
proposed in a variety of forms — waterfall, cyclical, and spiral — to perform user-centered design
[10], [11], [13], but they emphasize convergence as in an engineering design process model. The
design process model used by both Lloyd and Dykes [9] and Goodwin et al. [47] is drawn from
an international standard on human-centered design, ISO13407, which has recently been updated,
1SO9241-210 [12]. This standard’s model describes different design activities as a cycle, emphasizing
an engineering approach.

Goodwin et al. accompany this engineering process model with specific methods for eliciting
creativity from end users [47], a step toward including aspects of a creative design process. Vande
Moere and Purchase further characterize the role of design in visualization [14], and, although
no design process model is outlined, their assertions on design emphasize the importance of
creative aspects for visualization design. By embracing concepts from action design research (ADR),
McCurdy et al. applied ADR to a design study to illustrate how intervention with collaborators
shaped the final visualization design and how they reflected and learned throughout this process
[48]. Although the visualization community recognizes that creative aspects and design decisions
are important, none of the visualization process models explicitly incorporate creative aspects or
link back to visualization design decisions.

The model closest to the design activity framework is the nine-stage framework for conducting
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design studies [8] that captures the steps from initial planning through the reflective analysis of a
complete project. The middle core stages of the model describe the steps involved with designing a
visualization system, with four stages that, at a high level, are similar in motivation to the proposed
design activity framework. In some of these middle stages, the levels of the nested model are
mentioned; however, an explicit description of what types of artifacts should be expected at each
step is not provided. Furthermore, the model as a whole only loosely captures the overlapping
and iterative nature of visualization design, as well as the role of evaluation throughout, which
McCurdy et al. argue is crucial and should occur concurrently with building a system [48]. As
such, we consider the design activity framework as an extension of the four-core design stages
in Sedlmair’s model for design studies, focused on helping conduct general visualization design
projects.

The nine-stage framework, although the first model of its kind to provide guidance for con-
ducting design studies, provides less actionable advice for visualization designers, such as knowing
what design stage they are in, what kinds of methods to employ, or the specific artifacts and
decisions they should make. The design activity framework is largely inspired by the nine-stage
framework but focuses on providing more actionable guidance for visualization designers, which is
not currently available within the nine-stage framework, and linking to design decisions to support

justifiability.

2.2 Flexibility in Visualization Design

In a visualization design project in which we worked with two general designers and a
psychologist (discussed in Chapter 4), we discovered a disparity with how existing visualization
design models support flexibility throughout the design process. Although some visualization
researchers argue that design and research methods can elicit creativity in visualization design
[9], [14], [47], design practitioners explicitly emphasize and highlight the complex nature of the
design process [49], [50] as well as the role of design constraints [51], [52]. Baker and van der Hoek
observed designers from Intuit, AmberPoint, and Adobe [49]. The researchers tracked the designers’
ideas over time, which shows the complex, iterative, and nonlinear nature of the design process. In
addition, a model used by Kumar to demonstrate design methods also shows the nonlinear nature
of the design process, and he further cautions against models that imply linearity [24]. Design

constraints and complex ordering of design activities were not explicitly captured in many existing
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visualization process models which led to a lack of flexibility when trying to track, describe, and
document our own design processes. Furthermore, by failing to connect to design decisions or
levels of the nested model [17], these visualization models do not emphasize the importance of
design rationale for decision-making, which can play a critical role in how a visualization design
process unfolds.

By reflecting on our own design process in Chapter 4, we identify a need for a process framework
that balances the flexibility and actionability of models from the design community with the explicit
artifacts and decisions necessary for visualization design. Bigelow et al. further emphasize this
need that designers have for design flexibility, specifically for using visualization systems to
broadly explore visual encodings [15]. We developed the design activity framework to overcome
shortcomings in existing visualization design process models [8]-[13], [47] and to incorporate
ideas from a broad range of models in HCI [38], [53], [54] and design [35]-[38], [43], [55]-[63].

Several creative design process models emphasize the importance of a design funnel, where
ideas and concepts are generated and evaluated over time [45], [57]. These concepts are illustrated
in design funnel models, and we incorporated aspects of these models into the design activity
framework. By utilizing this design funnel and providing succinct definitions, activity motivations,
and desired visualization artifacts, such as design constraints, the design activity framework
achieves greater actionability and flexibility over existing visualization design process models.
Additionally, principles that show a flow of activities that is complex, iterative, and multilinear

increase the flexibility supported by the design activity framework.

2.3 User-Centered Design Methods

User-centered design methods provide a promising approach to build better and more effective
visualization tools, and thus promoting the discoverability of such design methods can benefit
visualization design process models. By focusing on users’ needs, wants, and limitations, user-
centered design methods can result in more useful, usable, and enjoyable tools that enable users
to achieve their goals more effectively, efficiently, and with increased satisfaction, thus providing
benefits such as increased productivity, better accessibility, reduced stress and risk of harm, and
an improved sense of well-being [12]. User-centered design and its methods have become widely
accepted within the HCI community [13] and have become more popular and accepted within

the visualization community as well. Many different visualization practitioners have illustrated
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potential phases and methods of a user-design process [9]-[11], [13], but each lacks the connection
to design decisions or justifiability. Furthermore, these phases do not list a broad set of possible set
of design methods to support discoverability of new methods to employ. To further complicate
matters, many process models contain differing phases of visualization design without a clear
definition of the phases of this process and how they connect to specific design methods for
generation or evaluation.

For visualization design, many publications report the use and benefit of user-centered design
methods, but they do not always state the connections to the larger design process which limits
both the discoverability and actionability of these methods. In many design studies, researchers
interview users to derive requirements for a visualization tool [19]-[22], [64], [65]. Other methods
for deriving user requirements include the personas design method [66], qualitative coding, and
data sketches [2]. Others promote similar design-first, co-creation, or creative approaches to help
find innovative visualization solutions, emphasizing visual concepts before user requirements [47],
[67], [68]. Several researchers have used iterative usability studies and user feedback to improve
upon the design of a visualization prototype [4], [69], [70]. Many of the visualization models
capture more of an engineering design process, with a testing or evaluation phase [9]-[11], [13]
that does not support the role of evaluation and decisions throughout the process. User-centered
design methods can be evaluative at any step or phase, to limit or narrow the choice of potential
artifacts going forward. This gap stems from a lack of emphasis on evaluative methods in existing
visualization design process models, but there exist a plethora of design methods that get utilized
in real-world projects and that could be introduced to visualization designers if a model supported

their discoverability.

2.4 Pedagogy of Data Visualization Design
Another crucial aspect for visualization design models is how easily they can be introduced,
taught, and understood by novice visualization designers. Few visualization process models have
been studied and reported on their use in a classroom setting, which is one approach to evaluate a
model. Existing process models for visualization could be improved to more clearly outline the
desired, achievable visualization artifacts. Furthermore, the actionability of such models has not
been studied or explored. For example, actionable guidance might provide a more step-by-step

walk-through [16] for the design process, and illustrative examples of the design process can further
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add to the actionability of a model.

Over time, pedagogy for data visualization has shifted from more theoretical concepts to
emphasizing more actionable skills, such as design critique and critical analysis [71]-[73]. As
educators incorporate aspects such as active learning [72], [74], [75] and design workshops [73],
[76], [77] into the classroom, it is important to teach concepts like design thinking to students [73].
To this purpose, He and Adar utilized a card-based toolkit to teach visualization design thinking to
students in class workshops [73]. Moreover, teaching design thinking to students emphasizes how
to generate ideas broadly and how to avoid refining ideas too early [16].

However, novices may struggle in visualization design projects since existing design models
outlined in textbooks [34], [35] and research papers [8], [33] utilize high-level terminology that is
often theory-based and less actionable out of context. Simplifying such terminology and focusing on
comprehensive aspects [26] help students understand and apply concepts more readily. Furthermore,
steps for the ideation process have been outlined by the five design-sheet methodology with
worksheets [16], but broader steps beyond just ideation would be beneficial for visualization design
pedagogy. The design activity framework and worksheets provide such a step-by-step description

that increases not only its achievability but actionability as a visualization design process model.



CHAPTER 3

DESIGN ACTIVITY FRAMEWORK

A design process consists of activities or steps taken to achieve a given outcome, such as a
visualization system. Design decisions are the reasons and justification behind a choice made for
a visualization, such as encoding with either a pie or bar chart. Design artifacts, like a system
prototype, are the goal for each step of the design process and result from making design decisions.
As explained in Chapter 2, no work currently connects all three of these aspects for visualization
design. By connecting these components, the design activity framework more comprehensively
captures and describes the design process with achievability through artifacts, flexibility in principles
of flow, justifiability by linking to design decisions, discoverability of different user-centered design
methods, and actionability for use by visualization designers.

In this chapter, we present an overview of the design activity framework [1], a flexible
structure meant to guide a visualization designer through the real-world, iterative, and multilinear
process of developing a visualization for a specific problem or application domain. We envision
the framework as a lens that visualization designers could use to orient themselves within the
design process, to choose useful methods, to make appropriate design decisions, and to analyze
and summarize the process itself. The design activity framework makes use of the nested model
[17] to explicitly link the actions visualization designers take with the visualization decisions they
make along the way, leading to what we believe is a more actionable visualization process model
than those that currently exist.

We developed the framework over the course of several real-world design processes, as a result
of reflection on a previous research project (Chapter 7) and more successful case studies (Chapter 4
and Chapter 5). Next, we discuss the methodology by which we initially formulated the design
activity framework. Then, we present the idea of a design activity, which forms the basis of the new
framework. Following that, we describe the four activities contained in the framework: understand,

ideate, make, and deploy. For each activity, we articulate the motivation, possible design methods,
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and the visualization artifacts that relate to decisions and have an explicit link back to levels of the
nested model. This framework supports an iterative, human-centered visualization design process
that we characterize with the introduction of design timelines. Lastly, we provide guidance on
how to choose effective design methods with a table of 33 selected design methods of interest to

visualization designers to employ in their own projects.

3.1 Methodology

Through a series of reflective discussions, we formulated the groundwork for the design activity
framework [1]. Our design team was tasked with a redesign of a cybersecurity visualization tool. Our
team was composed of two visualization practitioners, a psychologist, and several designers. During
this multidisciplinary project, we were cognizant of our design process, visualization artifacts,
motivations, and design methods. The two visualization practitioners on the team attempted to
use the nine-stage framework [8] to guide and model this process, but the model was unable to
capture and track our design constraints, artifacts, and decisions in such a way that promoted team
collaboration and the final project communication.

As a result, our team conducted a literature review of numerous design models, presented in
the previous chapter. This review utilized a characterization between two types of design process
models, creative and engineering models. Our team recognized the importance of a visualization
design process model to incorporate both creative and engineering aspects to describe, capture, and
prescribe processes effectively, such as our redesign project and other past experiences. However, in
this literature review, we noted that no existing visualization design process models had combined
these types of models comprehensively.

In order to create a new design process model for data visualization, we utilized our team’s
combined experience in visualization design and general design, in addition to terminology and
concepts from existing models, as a guide to identify different stages and components of the process.
As a redesign team, we iteratively codified the different stages performed, goals identified, artifacts
created, and methods employed in our own visualization projects. As a result, we established a
consensus for the terminology and these concepts which comprise the design activity framework.

Next, we introduce these concepts.
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3.2 A Design Activity

At the core of the design activity framework is the concept of a design activity, a group of
actions a visualization designer takes to work toward a specific artifact or set of artifacts. Many
creative process models tend to avoid breaking a process into sequential steps, stages, or phases
but, rather, use the term activities [43], [54], [55], [59], [62], [63], which are not necessarily linear,
and they are often overlapping. We characterize the composition of each activity using several key
components: a motivation; clear, tangible visualization artifacts related to design decisions; and a
collection of design methods. We illustrate an overview of a design activity in Fig. 3.1.

The motivation of an activity is the specific purpose behind the methods and actions that
are performed within that activity. For example, a motivation can be to brainstorm new ideas to
solve a specific problem or to test the efficacy of an aspect of a specific visualization for a given
task. By matching a real-world motivation to those specified for each activity in the framework,
visualization designers can place themselves within a specific design activity, which helps them
choose appropriate methods and identify visualization artifacts.

Next, visualization artifacts are the specific, unique results of a design activity, characterized
by which level or levels of the nested model they address. Artifacts are closely connected with
design methods, which are actions or techniques that a designer employs to either generate or
evaluate artifacts. It is in the application of methods to the broad space of all visualization design
options, particularly methods for evaluation, that design decisions are made between artifacts.

We highlight two distinct kinds of methods used in each design activity: generative versus
evaluative, as shown in Fig. 3.2. Generative methods are largely meant to be divergent and create
many artifacts, such as methods for brainstorming [37], [78] or increasing creativity [47], [79].
Evaluative methods, on the other hand, are convergent and filter artifacts, such as methods that
elicit feedback from domain experts [28], [80] or user studies [81], [82]. This distinction between
generation and evaluation is common within the design community [41], [57], [83], [84]. For
example, Pugh’s design funnel includes both concept generation and controlled convergence
[45]. Interestingly, some methods can be both generative and evaluative, such as observation and
interviewing. In the design activity framework, we consider generative and evaluative design
methods as vital components of each activity, unlike process models that capture evaluation as
a single, unique stage in the design process [9]-[13], [47]. This emphasis on evaluation methods

encourages visualization designers to consider evaluation early, and often, for each design activity.
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Fig. 3.1. Breakdown of a design activity. The design activity framework is composed of a series
of design activities, each with a motivation, visualization artifacts, and design methods. We
characterize these three components to answer high-level questions about the design process, thus
increasing the actionability of the framework.

design activity
motivation

generative evaluative

artifacts

methods

Fig. 3.2. Two types of design methods. For visualization design, these methods are typically
generative (divergent) or evaluative (convergent) in nature as visualization artifacts get created

and justified. Design decisions play a critical role in this process to select and winnow different
visualization artifacts.
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The design activity framework further characterizes the methods based on two spectrums. First,
generative methods can be used narrowly to broadly. For example, a novice visualization designer
may narrowly consider only a single idea in the ideate stage, as opposed to specifically applying
brainstorming methods to generate many different ideas broadly. Second, evaluative methods can
be applied informally to formally, such as a visualization designer informally choosing a prototype
based on personal preferences versus formally comparing multiple prototypes through a controlled
user study. Characterizing the use of methods in each activity is important for two reasons: 1) for
elucidating missed opportunities throughout the design process for further investigation and work;
and 2) for providing a mechanism to thoughtfully incorporate real-world project constraints, such
as time and budget considerations, into the design process.

We identify four overlapping, critical activities for designing visualizations for real-world
problems and applications: understand, ideate, make, and deploy. An overview of these activities,
with the unique letter and coloring scheme used throughout this dissertation, is shown in Fig. 3.3.
Next, we articulate these unique motivations and visualization artifacts for all four design activities

of the design activity framework.

3.3 Understand Activity

The first activity in the design activity framework for visualization projects is to understand
the problem domain and target users. The motivation for this activity is to gather, observe, and
research available information to find the needs of the user. The artifacts of this activity are commonly
referred to as design requirements [9], [12], [47], [56], [85], [86]. These design requirements are
often tailored to help users solve the problems or challenges they face in visualizing data. Not all
challenges that users or domain collaborators may face will use or need a visualization system. For
example, sometimes statistics, machine learning, or existing visualization tools such as Microsoft
Excel or Tableau can help solve certain problems. In a visualization project, it is important for a
visualization designer to identify early on if there is a need and a set of design requirements that
cannot easily be solved using existing tools.

We break down visualization design requirements of the understand activity into three classes:
opportunities, constraints, and considerations. Visualization design opportunities encompass the
data and task abstraction artifacts that have a potential to impact the work and field of the target

users. It is important to uncover data and task abstractions that cannot or cannot easily be
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motivation:
artifact:

Fig. 3.3. Four core design activities. We identified four visualization design activities: understand,
ideate, make, and deploy. Additionally, we detail the motivation and expected visualization artifacts
within each activity. Throughout this dissertation, we refer to activities using the first initial of
each activity and its associated color.
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solved using existing visualization tools. These opportunities may also include higher level themes
discovered through the domain characterization, such as workflow inefficiencies when a collaborator
may use static visualization tools in a pipeline that is slow and not interactive, thus making
comparison tasks more difficult. Design constraints are rigid limitations from the project that the
visualization designer must work with, such as rigid deadlines, limited hardware or computing
systems, and access to expert users and their time. Considerations, however, are a looser, more
flexible form of constraints that a designer should strive to consider, such as the importance of a
final visualization tool’s aesthetics, usability, or adherence to a set of domain visualization standards.
These considerations may and sometimes should be discounted, but careful analysis and justification
need to underlie such design decisions. Together, these three classes of visualization artifacts for
the understand activity play a crucial role in all following activities, and they often get reconsidered,
adjusted, and prioritized throughout the design process. For example, data and task abstractions
can be changed based on new data needed by a collaborator or a user expressing a need for a new
type of task not previously considered when performing an evaluation of a deployed visualization

system.

3.4 Ideate Activity

The second activity in the framework is the ideate activity, which has the motivation to
generate a plethora of concepts and then winnow these into good ideas that meet the needs of a user.
The visualization artifacts of the ideate activity are a set of ideas often externalized in a variety of
forms, from sketches to wireframes to low-fidelity prototypes. Generation and evaluation are two
very important steps for ideation. For example, many creative designers strive to generate ideas
free of limitations, constraints, or considerations because early judgment and decision-making can
limit the range of possible ideas and concepts produced. Divergent design thinking is valued and
recommended here, especially with visualization design, because such thinking is where innovation
occurs and new visualization designs, techniques, and algorithms are created.

Beyond the creation of ideas, it is also important to compare, evaluate, and winnow the broad
set of ideas into ones that have a greater potential for impact on a visualization tool. For example,
a common choice faced by visualization designers is whether to encode a network graph as a
set of nodes and links drawn between them or as a matrix to organize and restrict their position.

Commonly, this decision can be motivated by the types of tasks a user wants to perform, but it could
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also be influenced by other factors such as the characteristics of the data (e.g., how many nodes or
links?) or what role this tool needs to play in a larger system. Furthermore, to communicate and
share ideas within a design team or to evaluate them with users, it is often necessary to externalize
these ideas by sketching them on paper or through more refined versions such as wireframes or
low-fidelity prototypes. As a designer externalizes these ideas onto some medium such as paper, it
is common that more details of an idea must be fleshed out and concretized [39]. Another suggested
technique in the visualization community is data sketching [9], which incorporates data into the
ideation process, to discover the results and limitations encountered when using real data to realize
an idea. For both concept sketching and data sketching, it is also possible that more ideas may spin
out of this process, as a variation upon an existing idea or new idea combining several together, so
it is often recommended for visualization designers to externalize their ideas early and often to

help them generate more and better ideas.

3.5 Make Activity

Next, a visualization designer must start to build a visualization system in the make activity. This
activity’s motivation is to concretize ideas into tangible prototypes. The visualization artifacts from
the make activity are a set of prototypes, with prototypes defined as “approximations of a product
along some dimensions of interest” [87]. These prototypes must be built to handle and visualize real
datasets, and it is common that, as prototypes get constructed, more design requirements or ideas
may be explored and discovered, highlighting the iterative nature of visualization design. Another
aspect of the make activity goes beyond design: visualization designers need to employ software
engineering and development techniques for writing code and programs to build visualizations to
meet the needs of the users. This could be as simple as writing scripts or automating processes for
generating visualizations and tying them together using a variety of existing tools, but designers
can also use other visualization frameworks (e.g., D3.js, Vega, Processing) or graphics toolkits (e.g.,
OpenGL, WebGL, Canvas) to build and generate interactive visualizations from the ground up.

Most engineering design process models couple the ideate and make activities. We believe that
these two activities have related, but different, motivations and artifacts for visualization design,
making their separation important for a careful consideration of all types of visualization design
decisions. Although low-fidelity prototypes can exist in the ideate activity, prototypes for the make

activity are of a higher fidelity and typically involve encoding of real data in order to evaluate
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the efficacy of the visualization technique for a specific problem. The ideate activity is meant to
free the designer from focusing on low-level design decisions in order to broadly consider more
abstract ones. The make activity, on the other hand, focuses the designer on the low-level design
decisions necessary to actualize an idea into a concrete, testable prototype, such as the details of

how to encode a data item or which algorithms to utilize.

3.6 Deploy Activity

The final design activity in the visualization framework is the deploy activity, with the moti-
vation to construct a visualization system and bring it into effective action in a real-world setting in
order to support the target users’ work and goals. The overall visualization artifact of this activity is a
usable visualization system. This activity is the ultimate goal of problem-driven visualization design
since it supports real-world users in their own work environments. Constructing a visualization
system often involves considerations and steps not necessary for early visualization prototypes.
For example, it is less common to focus on usability, aesthetics, or scalability issues in a prototype
system, but these critical aspects of a final system can impact domain collaborators’ ability or desire
to effectively use the produced visualization tool for their set of tasks.

Another important step in the deploy activity is to consider optimizations needed by users to
use a tool to solve their problems efficiently. As an example, imagine domain collaborators generate
their data using an industry standard tool and want to be able to use that specific data format inside
a newly designed visualization system. For building an initial prototype of the system, visualization
designers may require the collaborators to export their data or use a script to get it into a standard
format in order to visualize it. However, for daily tasks, this data process would be cumbersome,
require significant training, and limit the ability of the collaborators to use the tool. A key aspect
of deploying a visualization system is improving these challenging aspects by having the system
support domain collaborators’ native data formats once the tool is deployed, so that no special

steps are needed for them to use the visualization tool to solve their domain tasks.

3.7 Justifying Design Decisions
Both novice and expert visualization designers can utilize the design activity framework to
reflect on the design decisions they made by tracking the visualization artifacts they produce in each

activity. As shown in Fig. 3.4, three of the four design activities and their associated visualization



24

domain characterization

data / task abstraction

encoding / interaction technique

algorithm design

Fig. 3.4. Connections to the nested model. We illustrate the overlap of the design activity framework
with respect to the levels of the nested model [17]. It is important to note that each of the three
inner levels of the nested model exists across two activities in the framework; thus, a visualization
designer must think carefully about with which levels of the nested model any process artifact
corresponds.
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artifacts map to two levels of the nested model, implying that a specific visualization artifact can
result from different types of visualization design decisions. Conversely, a designer focusing on
just one type of design decision (e.g., which data abstraction to use) will often move through
different design activities to pick the right one; thus, the culmination of a complete visualization
could involve moving through this framework in a complex, iterative, and multilinear fashion. By
multilinear, we mean that a process combines forward, linear movement with cyclic, backward,
and parallel movements. We discuss more about movement and design timelines in the following
section.

Artifacts for the understand activity fall into the outer two levels of the nested model, the domain
characterization and abstraction levels. These visualization artifacts of design requirements consist
of acquired knowledge about the target set of users, their domain-specific questions and goals,
their workflows, and the types of measurements or data they have acquired — these artifacts are
referred to as situation blocks in the nested blocks and guidelines model [18]. Furthermore, design
requirements can also include contextual information about the project itself, such as real-world
project considerations, i.e., time, budget, expertise, etc. Visualization artifacts can touch on the
abstraction level of design decisions through an identification of the tasks that users need to perform
to reach their goals, as well as an initial data abstraction that describes the users’ measurements in
a structured way.

In the ideate activity, ideas encompass design decisions made at both the abstraction and
technique levels of the nested model. More specifically, at the abstraction level, ideas reflect
decisions made about how to structure the data or derive new data types that will best support
the needs of the users. At the technique level, the visualization artifacts reflect high-level design
decisions about visual encoding and interaction technique choices based on the abstraction decisions,
such as choosing a specific visualization technique, while ignoring lower level decisions about the
details of that technique; exploring these low-level decisions is the function of the make activity
described next. Thus, the ideate activity supports a very broad exploration of the high-level design
space for investigating a specific problem, leaving more detailed design decisions to later activities.
Ideation is commonly considered as a separate activity in the design community [8], [35], [53], [55],
[57]-[59], and this separation highlights the different kinds of design decisions made within the
visualization design process.

Visualization prototypes from the make activity can explore aspects of design decisions made
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at the inner two levels of the nested model, the technique and algorithm levels. Visualization
prototypes explicitly explore the design decisions related to actualizing a specific visualization or
interaction technique using code, so they typically involve implementing a given visualization
encoding or interaction technique and the necessary algorithms that make the prototype work. This
activity is not just about implementing a given design; rather, the activity, including development
or coding, also involves critical visualization design decisions [14]. For example, when using a
map-based encoding for a dataset, a visualization designer might discover that several data points
are right on top of each other and has to make low-level decisions on how the algorithm or encoding
handles these overlapping points so that they are shown completely and without error to the user.

The deploy activity and its final visualization system are often constructed using methods from
the field of software engineering and user experience engineering, with a focus on supporting
target users utilizing the tool in a real-world situation. Thus, the visualization system must touch
on decisions made at the algorithm level of the nested model, in addition to other decisions that
are not necessarily about the visualization design itself, such as integration with existing software,
databases, etc. As such, these additional decisions are not captured by the nested model. However,
the algorithm level is important to consider, since there may be issues of scalability or the interactive
speeds of the system when using the real, potentially larger datasets that collaborators use in their
day-to-day workflows. These types of optimizations can even be published on their own as an
algorithm improvement to speed up the visualization encoding or interactive technique in other

visualization systems and tools.

3.8 Timelines of the Design Process

In our experience, a visualization design process rarely progresses neatly through a set of
designated stages; this fact motivated our synthesis of the design activity framework, which can be
pieced together by designers in many different ways to best suit the needs of their visualization
design project. This complex motion aligns with creative process models from the design community
that already emphasize that design is messy, iterative, and multilinear [24], [61], [88]. These creative
process models advocate that there is no one right way in which to engage in the design activities
of a framework.

We identified two basic principles for the design activity framework when it comes to the

flow of the visualization design process. First, the activities are ordered when moving forward:
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understand, ideate, make, deploy. A project can start with any activity, as with some of our own
projects that have begun with a tool already deployed to end users, but forward movement must
happen in an ordered fashion, even if the design methods used are very narrow and informal.
Backward movement, however, can move to any previous design activity. The second principle is
that activities can be nested or conducted in parallel, meaning that forward or backward movement
to a different activity can happen within an activity, such as revisiting an understanding while
brainstorming new ideas, or two activities that occur concurrently across a visualization design
team. Taken together, these two movement principles support both iteration and multilinearity.
We illustrate these principles in Fig. 3.5.

Many visualization process models are also characterized in similar ways, supporting ordered
forward movement with iteration [8], [10]-[13]; and researchers in visualization and design suggest
an overlap between stages, such as the nine-stage framework [8] and the international standard for
human-centered design activities [12]. However, researchers often represent their design models
linearly [8] or cyclically [12] and thus imply the need to start at the beginning of the process,
making it difficult, for example, to capture the process of a more complex visualization redesign
project. We want to ensure flexibility of the design activity framework to maximize its utility for a
wide variety of visualization design projects.

To establish and showcase these two movement principles, we provide several design process
timelines from different visualization projects and design studies [1], [21], [89] in Fig. 3.6. In these
timelines, design activities are represented with color boxes as in Fig. 3.3. We created the top-most
timeline in Fig. 3.6 from the Variant View design study using the researchers’ description of their
design process [89]. We constructed the middle timeline with the creator of Shotviewer [21] to
capture the parallel nature of that design study. We include a detailed discussion and annotation of
the bottom process timeline [1] in Chapter 4. These timelines show the flow of a project across
multiple activities, from nested and parallel activities to backward movement.

Other researchers have shown the feasibility and usefulness of a design process timeline as an
effective way to communicate a design process [86], [90], foster collaboration [91], and highlight
some aspects of the multilinear nature of a design process [38], [62]. Communication of the design
process is important not only for understanding and evaluating the visualization research process
itself, but also for supporting replicability of problem-driven work. For novices, this communication

can be vital as it can improve team communication of concepts and facilitate faster onboarding
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Fig. 3.5. Two movement principles for visualization design. We synthesized two ordering principles
for design activities. The first principle is that moving forward must advance only to the adjacent
activity (backward movement is unrestricted), and the second principle is that activities may be
conducted in parallel or in a hierarchical fashion based on the design team’s focus and division of
work. These principles support flexible, iterative, and multilinear design across each of the different
activities.
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Fig. 3.6. Examples of real-world design timelines. To identify the movement principles, we
summarized several design studies into concise, communicative design process timelines that
capture the flexibility of backward movement plus parallel and nested activities. Each colored box
corresponds to a design activity. At the top, this timeline represents the Variant View design study
process [89]. In the middle, we illustrate the design process for Shotviewer [21]. At the bottom, we
present our redesign project’s process [1], detailed in Chapter 4.



29

across skillsets. Visualization models such as the nested model [17] are now widely used to
communicate design decisions made over the course of a visualization process, and we advocate
for the design activity framework as a way to structure the communication and reporting of a
visualization design process in a similar way.

Another unique aspect of the design activity framework is its merging of the creative arts with
engineering approaches. The design timeline is one example of this concept, with complex and
flexible aspects, such as the nested and parallel activity support, coupled inside a linear timeline
to show project progression in an engineering mindset. By enabling this fluid coupling of design
activities, the design activity framework supports many complex paths of the design process such as
those in the creative arts. However, the timelines also encourage a linear focus on producing artifacts
and completing methods in order to meet deadlines, which are engineering aspects. This dynamic
and dual nature of the design activity framework provides additional benefits to visualization
designers with a broad range of expertise and experience, since they can practice and experiment

with either of these aspects they are less familiar with to gain experience and grow their skill set.

3.9 Discovering Design Methods

To help visualization designers tackle a real-world design project, we present a list of exemplar
methods that designers can use throughout the design activity framework. This list contains
methods commonly found in the visualization literature, as well as many more that come from the
design, human-computer interaction, software engineering, sociology, and anthropology literature.
We present a list of 33 methods in Table 3.1 and a more extensive list of 100 methods in Appendix
A. We shortened the list by picking those that were mentioned within the framework and redesign
project we present in the next chapter, along with both commonly used and potentially novel or
interesting methods for visualization design.

We informally coded and characterized each method by the activities of the design activity
framework in which it can be used — understand (u), ideate (i), make (m), and deploy (d). It is
important to note that many methods can and often are used in different design activities. We
also categorized the methods as being generative (g), evaluative (e), or both in nature. Several
methods, e.g., graffiti walls (M-43), interviewing (M-51), and observation (M-58), have more complex
characterizations than presented in this table; please see Appendix A for a more complete and

detailed characterization. Additionally, we marked methods as appearing within the visualization
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literature (v). Finally, each method includes a definition and reference to aid visualization designers
in bringing these methods into practice. As the design activity framework targets designers
performing problem-driven visualization work, it is worth noting that many of the listed methods
involve collaboration with domain experts, such as bull’s-eye diagramming (M-12), contextual
inquiry (M-27), paper prototyping (M-61), and speed dating (M-80).

The list is by no means a complete compendium of methods for visualization design, but
rather a step toward understanding the large space of actions a designer can take throughout the
visualization design process. Our goal in creating this list of methods is twofold: first, the table
serves as additional guidance for real-world, actionable usage of the design activity framework by
finding potential methods within a specific design activity; and second, the table contains many
methods that are not commonly, if at all, found in the visualization literature, and therefore provides
new design methods that more experienced visualization designers could utilize to potentially
enhance their design process. For example, Goodwin et al. introduce several novel creativity
techniques for visualization design such as generating ideas using the method of constraint removal
(M-26) [47].

We can use the framing of a design activity to help visualization designers find effective design
methods. We define effectiveness here as a reflection in two parts: short-term and long-term
effectiveness. For short-term effectiveness, a design method must successfully achieve the desired
visualization artifact for the design activity — we argue that this completed artifact is one way to
validate a design method. The long-term effectiveness of a method can be established when the
method is used within the development of a deployed visualization tool: one that is evaluated with,
and given to, real end users. Thus, visualization designers can determine if a design method was

effective within their visualization project by reflecting on these two questions:

1. Did you achieve your desired visualization artifacts?

2. Did you successfully deploy a visualization tool to users as a result of this method?

Furthermore, we acknowledge that this methods table provides another benefit to using the
design activity framework in real-world projects. Specifically, tagging methods as generative or
evaluative is useful for visualization designers in practice. Primarily generative design methods
may be commonly utilized in creative art and design for producing many artifacts. Conversely,

evaluative methods may be more common in engineering approaches to winnow visualization
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artifacts into a smaller set. Thus, the design activity framework flexibly supports visualization
designers picking and choosing appropriate design methods that can merge these creative and
engineering design aspects. Along these lines, visualization designers can push themselves to use
more generative or more evaluative methods, or new design methods in general, as they grow and

enhance their abilities for and expertise at creating and comparing visualization tools and systems.

3.10 Summary

In this chapter, we have introduced the design activity framework as a new process model for
visualization design. This model identifies four activities for visualization design: understand, ideate,
make, and deploy. Within each of these activities, we specify succinct definitions, motivations, and
expected visualization artifacts to be achieved. Furthermore, visualization designers can justifiably
link design decisions they make with the visualization artifacts they produce through the levels
of the nested model. These decisions highlight potential validation or evaluative methods to
perform, and we provide a table of user-centered design methods for further discoverability of
new methods to utilize. We also showcase the flexibility of the design activity framework with
generalized flow principles illustrated in several design timelines for tracking and documenting
the visualization design process. Together, these contributions improve upon existing design
process models due to the design activity framework’s overall increased achievability, flexibility,
justifiability, discoverability, and actionability.

The design activity framework is specific to visualization in a variety of ways. First, this process
model was formulated through reflection on many visualization design projects, so we cannot claim
that the stages, components, artifacts, and methods will generalize to other kinds of design. The
four design activities, while they have generalized names, do have descriptive motivations that are
specific to the creation of a visualization tool or system. Similarly, the design artifacts are defined
as being specific to visualization, such as task abstractions or visualization encodings. Some of the
general principles of the design activity framework may be useful to other kinds of design, but we
have used and validated the framework only for visualization design in a series of case studies and
in an external validation with novice visualization designers.

Unlike previous design models for visualization, the design activity framework more clearly lays
out multiple elements of a design stage: its motivation, visualization artifacts, and design methods.

Additionally, the connection to design decisions, through the nested model, is not included in



33

any previous visualization design process model. The design activity framework does have many
parallels with the nine-stage framework, and the four design activities could be considered an
extension upon the four core design phases of Sedlmair et al. [8]. However, the design activity
framework is based on the concept of a design activity with clear, descriptive definitions and
numerous possible design methods to employ, and it supports flexible and dynamic timelines. We
also carefully constructed this framework to incorporate and merge the creative art and design
aspects with an engineering approach to provide a more comprehensive snapshot of the visualization
design process. For all these reasons, the design activity framework is a novel and useful design

process model for the visualization community.



CHAPTER 4

CASE STUDY: REDESIGNING A SYSTEM

We initially formulated the design activity framework based on our reflections on a previous
project for which I had started as a novice visualization designer. For this project, we worked as a
multidisciplinary team with a cybersecurity firm to tackle a redesign of that firm’s visualization
system [1]. We focused our redesign to create a series of sketches, wireframes, and mockups that
visually communicated our visualization and interface ideas to the company’s development team in
order to improve their tool. Although the company’s development budget and time limited the final
changes to the system, we found that a reflection on this project yielded useful insights that we used
in order to create the design activity framework. In particular, the visualization design artifacts and
methods we utilized with other designers played a significant role in the success of this project, and
we discuss one user-centered design method, qualitative coding of user research papers, in detail.
We reflected on our team’s overall design process by incorporating and summarizing the methods
and artifacts into a design timeline. Previous models, such as the nested model and nine-stage
framework, did not describe these artifacts, our decisions, and our design process fully, but we were
able to more effectively capture, characterize, and explain multiple aspects of our visualization

design process using the design activity framework.

4.1 Project Overview

Our multidisciplinary design team consisted of two designers, one psychologist, a visualization
expert, and myself, a visualization novice. On this team, only one of the five members had used the
nine-stage framework previously. We tackled the challenge of redesigning an existing visualization
tool in the area of cybersecurity. As our team attempted to adopt the nine-stage framework for
conducting design studies [8], we struggled to answer questions such as: If 'm not starting from
the beginning, where exactly am I in the design process? What are the range of design methods
that are useful at any given point? What types of visualization artifacts should I be working toward

along the way? How do I know my artifacts are good, or even just good enough, when balanced
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against real-world constraints? We believe that these questions point to a lack of actionability
in current visualization process models, namely the nine-stage framework for design studies. In
other words, this model lacked implementable and immediately usable guidance that could help
visualization designers explicitly navigate a real-world visualization design process.

This seven-month project focused on improving the usability and effectiveness of an existing,
robust visualization system (RVS) for cybersecurity analysis. Analysts working with cybersecurity
data focus on maintaining the security of computer networks. They rely on data about how a
network is functioning, known network attack patterns, and a broad range of external sources
of knowledge. Specifically, our team was tasked with providing ideas and mockups for how to
redesign the visualizations and interface within RVS — the implementation of these redesigns
within RVS was handled by developers at the company that developed and maintains RVS.

Over the course of our redesign project, we worked with developers, researchers, and managers
at the RVS company; several Department of Defense intrusion analysts who use RVS; and several
cybersecurity analysts at the University of Utah. This redesign project included several real-world
constraints for our design team, namely a strict time frame for producing redesign ideas, limited
funding for implementing our ideas by software developers, confidentiality issues surrounding
cybersecurity data, and the engineering realities of working within a large software system. The nine-
stage framework and also the nested model were unable to clearly capture and track these design
constraints and the complex, collaborative process stemming from multiple team coordination,
both of which were essential to our project.

When we started this project, our design team was stuck because the nine-stage framework
was tailored to design study work requiring close collaboration with domain experts, which we
did not have in this project. This constraint significantly changed the possible methods we could
perform and artifacts we could obtain. After we finished the project, we researched other design
process models for additional guidance, and our reflections of these models for the visualization
design process resulted in the creation of the design activity framework. This new data visualization
process model generalizes to visualization design, not just design studies, and the guidance and
terminology better match the collaborative activities we underwent. For this case study, we will
describe our redesign project and design process using the design activity framework. We will
focus on a single design activity at a time. We present this discussion in rough, chronological order.

In this discussion, we incorporate the methods we utilized and the visualization artifacts that were
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achieved. Each method number we reference stems from the collection of example methods in
Table 3.1 and the full list of 100 methods included in Appendix A, such as the method of controlled

experiments (M-28).

4.2 Deploy Activity

Since our redesign project focused on analyzing an existing visualization system, the RVS, we
started our design process in the deploy activity. Rather than test RVS and simply clean up usability
and aesthetic issues, however, our design team was tasked with thinking of the broader task of
cybersecurity analysis, the needs of users within that workflow, and the role of visualization for
exploring computer network data. Ultimately, the RVS company was interested in incorporating
new visualization components into their tool.

Although deploy is commonly the final activity for a completed, successful visualization system,
evaluating a deployed system may reboot the entire design process to any earlier design activity in
order to extend, edit, or even redesign the system. In our redesign project, we started in the deploy
activity with the existing RVS tool as the given deploy visualization artifact, forming a constraint
within our project. We received a copy of RVS in order to understand what needs it currently
addressed and what constraints it already contained. We used a walk-through tutorial and sample
dataset (M-75) built by the RVS company to explore the features and efficacy of the tool.

Our analysis of RVS revealed that it was necessary for us to take a step back to the understand
activity so that we could better discern the needs of cybersecurity analysts. Since the final
visualization system is managed by the RVS company, we did not revisit the deploy activity ourselves,
but we do know that the changes that the company made to the tool were eventually pulled in as
part of their visualization product. However, the scope of our redesign visualization project only
started at this activity and took a step back to envision other possible encodings and techniques to

improve the existing visualization system.

4.3 Understand Activity
The field of cybersecurity analysis has many types of users, from those within companies
who maintain their own networks, to the military, which maintains and monitors traffic across
a global network grid. A number of cognitive scientists have spent significant time observing

and interviewing cybersecurity analysts [99]-[101] across these different networks. We used the
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published work from these experts to form our base understanding of the field as we had limited
access to cybersecurity experts ourselves. First, we conducted an extensive and broad literature
review (M-53) across a series of 40 articles from three key domains: cybersecurity visualization,
situational awareness, and cognitive task analysis. From this review, we informally evaluated the
articles based on their relevance and descriptive quality, isolating three of the articles [99]-[101] as
the best representative samples with the highest impact for forming our domain characterization
for the visualization of cybersecurity data. We discuss this method in more detail and reflect on its
use later in Section 4.7.

Next, for these three articles, each member of our team did an informal open coding of the
papers (M-16) to pull out salient themes. We each tagged information broadly and then adjusted
these tags as a team over a series of meetings to organize and consolidate the key insights we pulled
from the papers. These insights formed our initial set of visualization artifacts, which pointed to
a number of unmet needs and opportunities for visualization research. Some of these artifacts
included design opportunities, such as supporting provenance-based tasks, increasing the scalability
of visualizations to real-world datasets, preserving data context as it is filtered across many different
visualizations, and optimizing the representations of temporal data.

We revisited the RVS system with these design opportunities in mind. Since we were working
with an existing, deployed version of the RVS software, we performed a broad artifact analysis (M-8)
on the current software architecture, illustrated in Fig. 4.1(a). By examining the workflow supported
by RVS, we identified which opportunities the tool already supported and which aspects of the tool
could be improved, and then evaluated these against our initial list of design opportunities. These
findings were combined with our project-specific constraints and considerations, which included
four months of the visualization team’s time, one month of a developer’s time, and existing visual
conventions in the field of cybersecurity such as highlighting critical alerts in red.

Lastly, we conducted a series of semistructured interviews with different stakeholders to identify
needs and aspirations (M-51): a developer who works on RVS and several cybersecurity analysts
and managers at the University of Utah. Based on this feedback, we met as a design team and
informally evaluated and filtered the list of design opportunities by reaching a group consensus on
those we felt best addressed the unmet needs of our target users, balanced against the strengths
and weaknesses of RVS and taking into account the real-world constraints and considerations of

the project. The final thematic design opportunities for our visualization redesign were 1) interface



NAVIGA] M@U‘ Eﬂﬂ

HEADER A’LE{‘T} EE}‘?{. 7-//’45

NEGATIVE SPACE v " j
A - & v @ wm

ACTIVITY P
DESCRIPTION CRIEE PIES5AGES Recenwr Usgea
ATty
d< ezl |,

ﬁ g’ it @ A

ALLENBORE «

NETFLOW

USER ACTIVITY

19216803
19216803
19216803
19216803
19216803
19216803
19216803
192:168.03
19216803
192:168.03
19216803
19216803
19216803
19216803
19216803

(b)

oo - Overview
MENUEAR A © B ¢ USERNAME &
m«m@‘--mmnup Dashboards | User
ALERTS Topolog o Network el Hers
MESSAGES ot A ST N/

USER ACTIVITY

| « 525 PROCTION ANAYSS

5 LwhTE

VULNERABILITIES

(d)

MESSAGES

Cwe - x comsam - x

| «aueoRE  x

Fig. 4.1. Visualization artifacts for the redesign project. This overview of the project illustrates our
team’s (a) software analysis, which resulted in (b) initial concept sketches and (c) wireframes. With

a greater focus on the details, we moved into the make activity and began (d) laying out interface
components.
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usability, 2) workflow improvements, 3) tool desirability, and 4) temporal data representation. We
also developed a more low-level list of all visualization artifacts, such as a detailed data and task

abstraction.

4.4 Ideate Activity

After our design team had identified the specific design opportunities, constraints, and consid-
erations for our visualization redesign, we were ready to come up with ideas to meet user needs.
The ideate activity took several months as we sketched out a series of possible ideas for modifying
the current design of RVS. First, each member of our team began to develop separate concept
sketches (M-23) tackling a specific design opportunity, as illustrated in Fig. 4.1(b). We chose this
first method based on the experience of the designers in our group as they were used to sketching
out possible concepts. We then came together as a team to review these sketches and evaluate them
based on which ones possessed the most potential for impacting a redesign of RVS. This evaluation
process was very informal; we met as a visualization team and discussed some of the pros and
cons for each concept, ultimately coming to a group consensus. These meetings were conducted as
informal design critiques. We also shared a subset of these idealized sketches with the researchers
and managers at the RVS company in order to further validate, filter, and confirm the different
design concepts.

The ideas and concept sketches relied on two key data abstractions that we identified: computer
networks and time series data. For example, one of our ideas for the visualization of a computer
network is a simplification of the nodes into subgroups and supporting details-on-demand in order
to allow the visualization to scale to a larger dataset. Scalability can be a later concern in the deploy
activity, but we found that perhaps revisiting the data abstraction could help simplify and improve
the resulting visualizations so they could handle and show more data at once. For the time series
data, we explored ideas for derived data, such as network alerts or general traffic and activity.
For each data type, we explored various encodings and interaction techniques that would scale
to different levels of the data; this scaling is critical due to the quantity and spread of real-world
cybersecurity data.

The concept sketches proved to be useful in exploring different ideas, but we wanted to explore
some of these ideas in more depth and detail. Thus, we synthesized the paper concept sketches into

very low-fidelity paper prototypes (M-61) that highlighted interactions inside the tool. These ideas
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were eventually finalized into more concrete wireframes (M-98), shown in Fig. 4.1(c), to mimic the
look and feel of a real tool. Again, we evaluated these wireframes very informally, internally as a
visualization team and showed our ideas to different members of the RVS company, to check that
our ideate visualization artifacts (sketches, paper prototypes, and wireframes) were on track for
meeting the analysts’ needs. Due to the main constraint of time within the project, we were unable

to evaluate these wireframes more formally with the cybersecurity analysts.

4.5 Make Activity

The make activity was conducted in small part by our visualization team and also in part by the
RVS development team. As a design team, we generated a number of digital mockups; several of
these were detailed wireframes (M-98) that focused on the layout of different visualizations and
interaction mechanisms, as shown in Fig. 4.1(d).

In addition, we also mocked up more detailed prototypes (M-67) that showed how the different
visualizations would link together through user interactions. These prototypes synthesized all our
design ideas into a revised interface, as illustrated in Fig. 4.2. The purpose behind this method was
to envision what RVS could be even though a complete software implementation was beyond what
RVS developers could produce given our constraint of time. We considered real-world datasets and
user workflows when creating and formulating both the digital mockups and detailed wireframes,
which are the visualization artifacts we created in the make activity. Even though some designers
may consider these artifacts as ideas and not prototypes, our visualization team had finalized
making decisions at the abstraction level and focused not on new ideas but on encodings and
interaction techniques in these artifacts, so we argue that this goes beyond the ideate activity and
resulted in visualization prototypes that could be tested with users.

After we finalized these detailed and revised mockups, the RVS development team focused
on implementing these concepts within the existing software. We note that the distinction here
between the visualization team and development team is somewhat unique to our redesign project;
most often in visualization design these two groups of people overlap or work closely in cohort.
As a result of this implementation process, the development team created a software prototype
(M-67) that they evaluated with several network security analysts who work with RVS. The RVS
company sought a quick and easy approach to minimize the time needed by network security

analysts to participate; thus, this evaluation consisted of an A/B testing method (M-1) coupled with
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Fig. 4.2. Final visualization redesign artifact. Our team created this artifact as part of the make
activity for the redesign project: the design of a fully detailed revised digital mockup interface.
This artifact contains significant changes for the final visualization system from a new timeline
visualization to a more comprehensive overview and detail view of the network alerts.
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a questionnaire (M-69). This evaluation received positive feedback over the previous version of
RVS, which we took as a validation of the design ideas that had became concretized within the final
visualization artifact: a new prototype of RVS. Although the company behind RVS likely continued
implementing changes and deploying aspects to their visualization system, we were not involved

with this design and development process.

4.6 Project Timeline

We provide a timeline for our redesign project in Fig. 4.3, where design activities are represented
in the timeline as described in the previous chapter. This visualization project’s timeline shows
the flow over time as we conducted multiple design activities, including nested activities and both
forward and backward movement. The timeline is annotated with many of the design methods
we used and some of the visualization artifacts we created and validated during our redesign.
Characterizing our design process and creating this timeline were possible using the language and
structure of the design activity framework, which previous visualization design models did not
support or outline.

We show this timeline in more detail in Fig. 4.3 than previously shown in the bottom of Fig. 3.6.
The difference of these two timelines shows the flexibility of the design activity framework to
capture both the high-level view of a design project and the pattern or flow of design activities as
well as the low-level detail of specific visualization artifacts and design methods utilized. In the
next section, we explore in detail the user-centered design method of qualitative coding for three
papers, which was our team’s first primary focus for the project. During this method, we uncovered
codes and design opportunities that could be useful for other visualization designers in this space,
and we reflect on this method as a substitute for users in the visualization design process.

These design timelines could be further enhanced by highlighting levels of the nested model
or details of visualization design decisions made throughout the process. We found that keeping
track of these activities can help visualization designers meet deadlines by focusing on specific
design activities and visualization artifacts as well, which is why we highlight these deadlines
explicitly in the timeline. These visualization design timelines can help the communication of a
design process internally with a design team during the process or externally after the fact with

research colleagues or managers to provide a concise overview of the results and work conducted.
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1st deadline 2nd deadline 3rd deadline final deadline
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d u i u u i m i m
plan literature identify key analysts wireframes interface A/B testing +
review opportunities interview mockups questionnaire
artifact open concept developer time series developer
analysis coding sketches interview ideation prototype

Fig. 4.3. Redesign project timeline. This timeline provides a concise overview of our redesign
project. Key design activities are located in the middle, highlighting both backward movement
and activities nesting within each other when team members worked separately. We encountered
several key time constraints, or deadlines, listed at the top. Toward the bottom, we also highlight
numerous design methods and visualization artifacts utilized.
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4.7 Qualitative Coding Design Method

To promote the discovery and adaptation of new design methods for novel problems, we focus
on our team’s use and the impact of a user-centered design method: qualitative coding. As we
explained in the previous chapter, there is a benefit to exploring and validating the use of novel and
unique design methods in the context of real-world visualization projects. The qualitative coding
method played a key role in the understand activity of this project. For this design method, we first
discuss our motivation behind why we utilized this approach in the context of our design process.
Then, we highlight the visualization artifacts achieved, followed by results and implications of
what we learned and a discussion of the method’s efficiency, effectiveness, and limitations. Lastly,
we present recommendations for using this method in the context of cybersecurity visualization
design.

When tasked with redesigning a large cybersecurity tool, our design team had limited access to
end users. Despite the fact that a fully deployed tool already existed, we were taking a step back
to find users’ needs in the first design activity: understand. Our motivation in this activity was to
better understand the needs and design opportunities for network security analysts to redesign the
firm’s tool. But how do we identify user needs without direct access to end users? Many researchers
have studied users in this domain from a variety of perspectives, particularly with cognitive task
analyses. For this project, we built on this rich existing body of knowledge through qualitative
coding of three cognitive task analyses.

We took inspiration from the social sciences [93] to help structure our analysis by performing an
open coding on three key cognitive task analysis (CTA) papers from the field. Qualitative researchers
often use coding as a method to organize, structure, and consolidate information into a structured
framework. Open coding is a subset of qualitative coding that focuses on the original content
to form the codes the researcher makes, as opposed to axial coding, which incorporates existing
categories to tag onto the source material [93]. This method has been utilized by visualization
researchers to perform various post hoc analyses [28], [30], [102], [103], but we had not seen this
method used in the understand activity to pinpoint user needs for cybersecurity.

After two weeks of extensive literature review, four members of our design team identified
and performed a deep reading on these three CTA papers [99]-[101], pulling out key quotes,
paraphrases, and models. Each piece of data corresponds to rows of our coding table, and we met

several times over a month to better organize, iterate on, and consistently tag this information
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across all three papers. These meetings and iterative coding process were crucial to allow the design
team to come to an agreement on our final codes. After a month of open coding the three papers,

we consolidated the data in a final meeting.

4.7.1 Visualization Artifacts

We present a sample visualization artifact resulting from our coding method in Fig. 4.4. Each
piece of information is organized across one or more papers and into a hierarchy of categories.
At the top-most level, we identified categories such as data, design guidelines, phases, roles,
responsibilities, tasks, terminology, tools, and workflows. Additionally, we tagged information with
subcategories on a finer scale. A more complete table of the data can be found on the project’s
website.!

Focusing on the data from these three CTAs enabled us to identify user needs without the user,
as we had limited access to cybersecurity analysts. Over the course of a few weeks, our design
team synthesized the codes into a set of distinguishable design opportunities, such as provenance,
scalability, usability, desirability, data type handling, and a data hierarchy continuity. We used our
knowledge from the qualitative coding method to prioritize this list and distinguish opportunities
with the most potential to impact cybersecurity analysts. This method produced our final thematic
design opportunities for improvements to the existing tool: usability, workflow improvements,

desirability, and temporal data representation.

4.7.2 Results and Implications

After identifying key design opportunities, our design team iterated a series of ideas for the
company to improve their tool. We sketched out and detailed a more usable welcome screen,
added a widget for sharing messages among analysts, highlighted recent user activity to promote
sharing, visually clarified distinctions between vulnerabilities and alerts, and created a new overview
timeline visualization to coordinate all views. A software developer incorporated these changes,
and the updated tool was tested with Department of Defense analysts using an A/B evaluation
method. The result of this evaluation was that the redesigned tool was more usable and effective
than the previous design.

Lastly, the qualitative coding method enabled us to identify extensions to a well-known data

'http://mckennapsean.com/projects/vizsec-design-methods/
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catego sub-catego evidence author pages
"... increasingly sophisticated technical and social attacks from organized

communities attackers criminal operations" D'Amico 19

data external "information published on hacker websites" D'Amico 29

"incident report, intrusion set, problem set from other organizations,
information about the source and or sponsor of attack" & "incident reports
data processed are [often] textual documents" D'Amico 35

data raw "network packet traffic, netflow data or host-based log data" D'Amico 25

"tutorial on how to get started; not just the user's manual .... certification
design guidelines  tutorial process so people can become certified" Erbacher 212

"visualization should have a weight based on the accuracy of info" & "force-

design guidelines  uncertainty visualization directed graphs where trust is the primary spring force" Erbacher 210,212
"Cyber security is essentially a human-on-human adversarial game played
other metaphor out by automated avatars. " Fink 46

"During the first stage, a CND analyst acquires data about the monitored
environment, which is typical of the perceptual stage of situation

phases situational awareness  awareness." D'Amico 32
responsibilities communication "importance of analyst communication in the data transformation” D'Amico 30
roles managers "most were active analysts; a few were managers" D'Amico 23
roles network analyst "computer network defense (CND) analysts" D'Amico 19

"If a vulnerability scan returned a suspect IP address, he would then have to
go through several different tools in different windows to get information
about the IP, such as the host name, its location in the network or building,
its OS version and update status, its owner, and the owner’s phone
workflows investigate number." Fink 49

Fig. 4.4. Sample of qualitative codes. We generated these codes over a month of consuming three
cognitive task analysis research papers, and iterated over the codes until the final version. We
established these codes based on a series of evidence, both quotes and paraphrases, from the source
papers. Some example categories include the cybersecurity data, general design guidelines, phases,
roles, responsibilities, tools, and workflows. As a result of this design method, our team pinpointed
a series of user needs to consider for redesigning a cybersecurity tool.
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hierarchy model for cybersecurity situational awareness [99] — we present this extension in Fig. 4.5.
The original data model describes how analysts process, filter, sort, and select datasets, as datasets
transfer from raw data into situational awareness. Our extensions highlights the data feedback
loop, clearly shows the outputs from this feedback loop, and provides identification of tasks for

filtering the data across levels.

4.7.3 Discussion of the Method

The qualitative coding method was efficient as compared to more complex methods, such as a
multiple-analyst cognitive task analysis; we conducted the qualitative coding in under two months.
As for the effectiveness of this method, we were able to transfer our user needs into a set of concrete
design opportunities to produce the desired outcome: understanding of user needs without direct
access to users. These design opportunities led to the final redesign of a deployed tool that analysts
found more usable and effective than before. The complete table of our coding results can be utilized
by others to identify, categorize, and prioritize different user needs in future cybersecurity design
projects. A limitation to this work is that it focuses on the details for only three papers; these
results may be extended by coding additional papers from this field. Furthermore, one caveat to this
approach is that published research may not reflect all the nuances of an operational environment.

Thus, this method should not simply be used to replace access to real users.

4.7.4 Recommendations
e Start your coding method on a few papers to develop an initial set of codes; select papers
from appropriate venues: e.g., in the field of cybersecurity visualization consider venues
such as VizSec, VIS, CHL, HFES, Behavior & Information Technology, Computers & Security,
FIRST, HST, AMCIS, SAM, CyCon, FloCon, CogSIMA, DHS CATCH, HCI HAS, CTS SECOTS.

e On the first pass, highlight and tag key pieces of information; we suggest starting with the

categories we identified for cybersecurity visualization.

e Limit the time and scope on your first pass of coding; spend more time to meet as a team and

agree on codes.

e Once you reach a consensus on codes, expand to more papers and divide up the work,

allowing some overlap in coverage for consistency.
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Fig. 4.5. Extended data hierarchy model. We created an extension to the data hierarchy model
presented by D’Amico et al. [99], highlighting how various results feed back to raw data, while
also pinpointing several key tasks. We established this extension as part of the qualitative coding
method, which we used to motivate the redesign of a software tool. This high-level model enabled
our team to consider and target specific stages in our redesign.
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4.8 Summary

In this chapter, we discussed a visualization redesign project, in which our team faced unique
design challenges that we were unable to explicitly capture using the existing nine-stage framework
for design studies. To show the achievability and actionability of the design activity framework,
we walked through the different design activities our team navigated through and the associated
visualization artifacts, such as a software analysis and digital mockup interface. Next, we showed
how the design activity framework timelines can succinctly communicate and describe a visualiza-
tion project in its entirety. We concluded by performing a deep dive into a user-centered design
method, qualitative coding, to illustrate the importance of discovering new design methods in order

to adapt to a project’s constraints and achieve success.



CHAPTER 5

CASE STUDY: CYBERSECURITY DASHBOARD

In this chapter, we discuss another case study for visualizing cybersecurity data, specifically,
building a cybersecurity dashboard to support visual communication across multiple types of cyber
users [2], [4]. One of the challenges in the domain of cybersecurity is limited access to end users.
We found certain design methods to be effective with this design constraint in designing data
visualizations, such as personas and data sketches [2]. Through a collaboration with cybersecurity
researchers and users, we utilized the design activity framework to structure a design process that
studied how cyber information is communicated among network analysts and managers. We then
created a tool to aid that communication, BubbleNet [4]. Using the design activity framework
as a backbone for this project, we balanced human-centered design methods with an informal
agile development process to produce a useful and effective dashboard for domain users. We were
also able to build upon and repurpose the design opportunities we had identified with existing
users from our redesign project into this dashboard project [4]. We examined the role of two
user-centered design methods, user personas and data sketches, that helped us find appropriate
visual encodings for the dashboard. Furthermore, we conducted a formal usability study with a
standardized quantitative questionnaire in order to validate the usability of the final dashboard
tool. By reflecting on this design process, we have found that visualization design artifacts played a
crucial role in communicating and reporting on the design process, and we have observed how the

design activity framework can help successfully shape a real-world visualization design study.

5.1 Design Study Motivation
Over the past 10 years, roughly two billion pieces of digitized personal information have been
lost or stolen, largely by hackers [104]. Several noteworthy breaches include the Sony Pictures’
discovery that over 100 terabytes of data ranging from films to employee information to sensitive
business documents were copied off their networks; the publication of names, addresses, phone

numbers, and emails by hackers with administrative access to the United States’ largest bank, JP
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Morgan Chase; and the leaking of sensitive personal information of T-Mobile customers from a
breach within the Experian credit agency, everything from names to social security and passport
numbers.

Such hacks are becoming increasingly prevalent and sophisticated, making the maintenance of a
safe and secure computer network challenging, yet critical. Maintaining security on these computer
networks is tricky, particularly due to the scale of the data as well as the constantly evolving nature
of cybersecurity attacks [100], [105]. Often, these attacks require a human interpretation in order
to uncover, stop, and recover from them [99]. Network analysts struggle with a very data-intensive
task for which it is easy to make mistakes, errors, and miscalculations [100]. Visualization is one
way for analysts to both explore and present this large data space, but analysts have been known
to be hesitant about trusting visualizations for their own workflows [101].

In this chapter, we describe a design study focusing on the domain of cybersecurity. In this
design study, we worked with two dozen cybersecurity experts over the span of two years with
the goal of improving how analysts discover and present interesting anomalies and patterns
within computer network data. To the best of our knowledge, this is the first end-to-end design
study within this domain. Conducting the design study presented an interesting set of design
constraints: limited access to the analysts and data, multiple types of end-users, and deployment
limitations. Some of these constraints go against guidelines for conducting design studies from the
nine-stage framework, such as arguments for an up-front winnowing of users and collection of
data [8]. Addressing these issues, however, allowed us to validate a number of other guidelines for
incorporating user-centered design methods into a cybersecurity project [2], as well as for making
use of a variety of discourse channels [106]. By reflecting on the use of these channels and design
methods, we found explicit connections of this design study to the design activity framework based
on the project’s steps, design methods, and visualization artifacts.

The primary contribution of this design study is the design, evaluation, and deployment of
an interactive dashboard, BubbleNet, for visualizing patterns in cybersecurity data. BubbleNet is
designed to not only support the discovery of patterns, but also facilitate presentation of these
patterns to various stakeholders. We discuss a problem characterization for this domain, along
with a data and task abstraction. A secondary contribution of this work is a detailed discussion of
the design process, including use of several different user-centered design methods [2], as well as

an application of the channels of discourse strategy [106].
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In the first part of this chapter, we discuss related work for cybersecurity visualization and
then describe the data and task abstraction. Next, we examine a methodical design process for the
unique design constraints we encountered along with a detailed discussion of two specific design
methods useful for data visualization design. We then evaluate the BubbleNet dashboard both with
a usability study and then through deployment to real users. Lastly, we reflect on implications
from what we have learned while building the dashboard as applied to both the cybersecurity and

visualization communities.

5.2 Related Work in Cybersecurity

The tasks of discovery and presentation are open challenges in terms of visualization for
cybersecurity. Many visualization tools and techniques are designed to fit the data, not the users
[103]. Furthermore, visualization and cybersecurity research is largely evaluated with use-cases
involving toy datasets and researchers, not practitioners in the field [103]. In addition, very few tools
have considered how to present cyber information to stakeholders with less technical experience
and knowledge, such as IT personnel or network managers. Large organizations often have analysts
working together in teams and with a variety of other individuals, such as their managers, in order
to convey priorities and matters of importance to those in leadership roles who make decisions [2],
[107].

Numerous cybersecurity researchers have adapted existing visualizations for data in this domain,
but very little of this work has tested the usability or utility for network analysts. Different
researchers have plotted cybersecurity data on bar and scatterplots [70], [108], [109]. Other
researchers have explored using a heatmap or matrix to encode various attributes and hierarchies
within the data [68], [69], [108], [110]. Parallel coordinates have also been utilized by several
researchers to visualize multiple dimensions of data [111]-[113]. Goodall and Sowul went beyond
a single parallel coordinates view with other details-on-demand visualizations such as charts and
maps into a simple dashboard [114]. We noted that there is potential for us to create a dashboard
that combines and links multiple visualizations together and then evaluate its usability and utility
with end users.

Visualization research has sought out novel visual representations tailored to cybersecurity
data. Network graph layouts have been adapted and focused within this domain [115]-[117].

Map-like visualizations of the entire Internet seek to preserve the spatial location of similar types of



53

computers across multiple datasets [118]. Aggregating sliding slices of time is discussed by Fischer
and Keim in order to support the workflow of network analysts dealing with large quantities of data
[119]. These techniques could be useful, but most of them have not been evaluated with respect to
their usability or effectiveness for network analysts with real data.

A number of cybersecurity researchers have studied the usability and effectiveness of their tools,
but there is no common evaluation framework to utilize [103]. Researchers have developed custom
surveys [69], [120]-[122], which make comparison difficult and may not account for response
bias [123]. Leschke and Nicholas evaluated a tool with a standardized usability survey [124] and
others have performed formal user studies [125], [126], but none discuss deployment. Landstorfer
et al. designed a visualization in a user-centered design process but garnered only initial user
feedback [68]. Hao et al. worked with analysts to showcase the utility of web-based visualization
dashboards for network security but did not employ the users’ own data [70]. Although visualization
researchers have worked with users, we have found no end-to-end design study in this space, from

abstraction to deployment.

5.3 Problem Characterization and Abstraction

The outer two levels of the nested model focus on the definition of a specific problem domain
and the types of data and tasks that users perform at an abstract level to map to other visualization
challenges [17]. To characterize the domain problems and opportunities, we analyzed real cyberse-
curity datasets, talked with a variety of researchers and end users, and surveyed a wide array of
related research into cybersecurity users. These activities largely fall into the understand activity,
to better understand user problems and challenges, but there are also some aspects of the ideate
activity, as researchers analyzed data and created initial prototypes to explore possible variations
of the data schema, such as with data sketches. Many of the abstractions we present here consist of
high-level understand artifacts, but some of the terminology and realizations were adapted over
time, even after we built the dashboard and documented our research process to determine more
concise and cohesive definitions for this domain and the datasets.

Most domain research in cybersecurity focuses solely on data analysis, but the task of pre-
sentation is a vital one for network analysts, as information must often be conveyed to other
people for decisions to be made [2]. Often, this information to convey and decisions to be made

surround a problem or an incident [99]. One analyst we spoke with summarized why presentation is
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challenging: “Pictures are great when going up to management because you have 60 seconds to make
your case” (analyst #4, or A4). Numerous cybersecurity incidents can result in negative outcomes,
such as information disclosure, theft, and denial of service [127].

Cybersecurity includes a variety of data types such as logs of computer functionality, but
network security is a subset that focuses on multiple computer interactions with a base unit of a
network record. A network record is metadata associated with the communication between two
computers. The metadata can include a variety of information, such as time, location, priority,
category, and various other attributes, collected from the details of the data such as the timestamp
and IP address. The variety of network security datasets includes raw packet capture, net flow,
intrusion detection systems, and firewall logs. Each dataset corresponds roughly with network
records, but the key differences are the associated attributes or metadata.

The basic unit of network security analysis is a pattern, a collection of network records that
represent some recurring or abnormal behavior, which can be benign or malicious. One way to
create patterns is to summarize or aggregate records in different ways such as those coming from a
specific computer, general location, or subsets of time. Benign patterns represent typical, authorized
network records, such as typical outgoing web traffic along port 80. However, patterns can be
malicious, such as a network scan from a single external computer in order to find vulnerabilities or
disrupt an organization’s network. These malicious patterns can be a collection of many network
records such as a network scan or even a single record where a hacker exfiltrates a sensitive
document.

Pattern recognition and finding anomalies is a crucial aspect for data science and machine
learning in particular. Several researchers have adopted machine learning techniques for cyberse-
curity [126] and also for finding anomalies in social media analysis [128], [129]. These researchers
discuss the rich and deep applications of machine learning for each domain. Due to the large scales
of data in cybersecurity, these techniques can and often are utilized to find subsets of potentially
interesting network records to visualize, but humans are still frequently required to analyze these
results and are a critical component of this triage process [126].

Another way to formulate patterns is to consider different aggregations of network records,
such as time and location. Many cybersecurity visualizations have been developed for showing
hierarchical time-varying aspects of the data [111], [119]. From working with users, we found that

aggregation to a larger scale by hours and days is both useful and interesting. Network security
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datasets are commonly aggregated by IP address, and these datasets can be visualized in many
ways, from IP grids to Internet maps [68], [69], [108]-[111], [114], [118]. Aggregation of computers
can also occur by their location of an IP address, through such databases as MaxMind GeoLite2
[130], used by other visualization tools, such as EMBER [131]. We found that geolocation is the
simplest and most intuitive way to present cyber information to different users. Although not
ideal, location can enable users to formulate patterns that correspond to geopolitical entities such
as countries. For visualizing anomalies, it is also useful to compute statistical information such as
averages.

For this design study, the task focus was on the discovery and presentation of cybersecurity pat-
terns. Presentation of patterns requires simple and easily understood visualizations for consumption
by users who are not domain experts. Discovery of patterns is an important part of network security
analysis, encompassing tasks identified by previous researchers such as perception, detection, and
monitoring [99]. Two analysts equate discovering these patterns to finding a needle in a haystack,
and the importance of aggregation is illustrated by this analyst’s insight on our aggregation choices
of hour, day, and country: “We would have never have seen that [pattern] any other way, maybe if
we even had [data] formatted a different way that pattern would have never emerged” (Al). Finding
patterns can be particularly challenging since cyber attackers are dynamic and constantly change
their methods. For both discovery and presentation, some important tasks include the ability
to identify interesting patterns as well as compare patterns to find differences. For example, an
interesting pattern could be activity at a certain hour of the day or a specific attribute between two

countries.

5.4 Design Process

As we conducted this design study, we focused on validating the utility of the design activity
framework to capture the design methods we used, the resulting visualization artifacts, and our
design rationale. As a result of using the design activity framework, we created a dashboard for
visualizing cybersecurity patterns. To present these patterns, we emphasized users beyond the
network analyst. As such, it was necessary to incorporate these other users, their needs, and
workflows into the design process in order to create the final BubbleNet dashboard. This design
process highlighted key insights into the connection, similarities, and differences of user-centered

design and a design study. These insights make this work unique compared to past user-centered



56

design papers for cybersecurity. In particular, we found that the framing of the design activity
framework succinctly captured, described, and guided our design process more effectively than the
nine-stage framework process for design studies.

While employing the design activity framework, we reflected on our design process and
modeled it in the form of the Wood et al. discourse channels, which are “complex relationship
between producers and consumers of a visualization” [106]. In this work, we utilized four distinct
discourse channels: a software company, a research organization, university information security,
and an operational organization. These different discourse channels interacted together in unique
ways that led to successful visualization artifacts as a result.

We present an overview of our design process in Fig. 5.1. Each row and color corresponds to a
different discourse channel. Each channel has different users, data sources, and design methods
that were employed. The primary visualization artifacts of this process are the prototypes and tools,
with other figures in this chapter showing each. We created two dashboard prototypes during this
process, as shown in Figs. 5.2, 5.3. The final BubbleNet dashboard is presented later in this chapter,
and this dashboard is linked to deployments in two discourse channels.

The design activity framework timelines enabled us to reflect on how these projects interacted
together, through artifacts and transference of design rationale. At the bottom of Fig. 5.1, we
highlight the different activities of the design activity framework, from the perspective of the
primary visualization designer across the various discourse channels, design methods, and resulting
visualization artifacts. What is unique is how a previous design process, presented in Chapter 4,
fed into this design study and the unique impact that the previous visualization artifacts had on the
final BubbleNet dashboard visualization system.

A previous domain analysis informed this design study: a qualitative coding of cognitive task
analysis papers [2]. In order to establish specific user needs, we performed a series of contextual
semistructured interviews at a research organization. As a result, we identified four key user
personas for designing the dashboard [2], which we discuss in detail later in this chapter. By
evaluating project constraints using the personas, we further focused the project on two specific user
personas: network analysts and managers. By using the timelines inspired from the design activity
framework, we were able to actively connect these different discourse or project channels together,
and the visualization artifacts identified through different design methods, such as qualitative codes

and personas, focused the design of a cybersecurity dashboard on the task of communication for
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Fig. 5.1. Overview of our design process. Four distinct channels played a role in BubbleNet’s design.
The first (top-most) channel was previous work, and the second and fourth channels involved
users in two distinct settings, both research and operational. The third channel involved a network
analyst from the University of Utah. Each channel incorporated different sets of users and data,
but the final design and deployment occurred due to the interaction of artifacts and user feedback
across all channels. We highlight the various design activities conducted below the main timeline.
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Fig. 5.2. First dashboard prototype. We created this initial prototype after using the personas
design method, targeting our first design for analysts and managers. The primary encoding of this
prototype is a treemap of countries around the world, sized and colored by the number of alerts or
network records. The individual hexagons show a hierarchy of the treemap with individual cities
of a country. The dashboard also incorporated report datasets, overlaying critical information onto
the treemap.
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Fig. 5.3. Second dashboard prototype. We implemented this design after conducting the data
sketches method to redesign the dashboard and simplify the encoding of geopositioned data,
removing the hierarchy of a treemap and instead using a map. The heatmap seen in the previous
prototype was rearranged to align with a temporal bar chart and to give it more screenspace and
link the two views.
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specific types of users.

After selecting this subset of users, we adapted user needs from a previous project [1] and
prioritized these needs for each user persona. Examples of these needs or user requirements include
scaling to real-world data on a single screen, preserving data context, emphasizing temporal
representations of patterns, designing visualizations for presenting to others, and keeping the tool
both intuitive and easy to use. Next, we sketched two dozen visualization encoding ideas to weigh
them against each need. As a result, we scored each idea by combining these priorities and weights,
resulting in several key ideas with the most potential. We created the first prototype from these
ideas, shown in Fig. 5.2. This prototype contained a treemap of network records, organized by city
and country.

We evaluated this prototype using Nielsen’s usability heuristics and Gestalt principles. Specifi-
cally, we investigated the different views and interactions with respect to the usability heuristics,
marking both the successes and areas to improve. We checked the visualization encoding for any
violations of the Gestalt principles, for example grouping in the treemap satisfied the proximity
principle, but the lack of proximity between two time-based visualizations (heatmap and temporal
bar chart) failed to satisfy the continuation principle since days were encoded on two malaligned
axes. This evaluation method highlighted low-level changes to fix, but we desired to evaluate the
dashboard at a higher level first: the data abstraction and visualization encodings to see if a treemap
was really most appropriate for communication of cyber data.

To perform this evaluation, we turned to the data sketches method [9]. Through existing
tools and techniques, we showed data sketches [2] to a collaborating network analyst to gather
feedback on different encodings. This feedback discouraged us from using a treemap since it took
significant time to present and explain the encodings to an analyst. Furthermore, implementing the
spatial treemap algorithm [132] uncovered trade-offs between the spatial location (topology) and
aspect ratio of each element (squarified). In other words, spatially relevant treemaps were more
challenging to read and to compare size. We discuss further details on the data sketches design
method later in this chapter. However, the feedback received on the data sketches validated our
initial data abstraction of location-based aggregation since abstractions such as network graphs
were too complex for a simple summary view, whereas location-based views required little to no
explanation. Thus, we iteratively developed a location-based encoding that is simpler and more

intuitive for a larger variety of users, shown in Fig. 5.3.
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In Section 6.3, we illustrate further details of our design process by placing visualization
artifacts, such as concept sketches, into design activity framework worksheets. Next, a usability
study was performed on this second prototype to evaluate its usability, resulting in the final
BubbleNet dashboard, which we discuss later in this chapter. BubbleNet was deployed in a research
environment, but significant changes were necessary to create the final tool for deployment into
an operational environment. These aspects of evaluation and deployment will be discussed further.

As previously discussed, a number of user-centered design methods have been utilized in the
cybersecurity visualization literature, such as interviews, observations, usability testing, focus
groups, and workshops. A few methods were used in the context of a larger design process, but
none of these methods were validated in the context of contribution to a completed, deployed
visualization tool. Many other user-centered design methods have yet to be demonstrated for
cybersecurity visualization design. We explored two design methods in detail for designing a
visualization: personas and data sketches. These design methods played instrumental roles in
the understand and ideate activities. Next, we discuss the two methods in detail, along with our
motivation to place the method in the context of the larger design process. Then we highlight
the visualization artifacts achieved, followed by results and implications of what we learned and
a discussion of the methods’ efficiency, effectiveness, and limitations. We then summarize each

method by presenting recommendations for use in cybersecurity visualization design.

5.5 Personas Design Method

The personas design method was utilized as a way to identify potential users for a cybersecurity
dashboard for communication of cyber information. We began this design study with a broad, and
fuzzy, goal, requiring us to take a step back and identify the needs of the users; again, we started
in the understand design activity. But who were the real users for a dashboard? With the task of
communication, we surmised that more than one type of user was meant to utilize the dashboard.
We could not find much research discussing users beyond network analysts, so our motivation was
to uncover information on a range of users for cybersecurity to help form the design opportunities
for this project. This motivation is an ideal fit for the personas design method.

The personas method is often utilized within the user experience, design, and HCI communities
[25], [133]-[136]. Personas are “documents meant to foster communication within a design team as

archetypes of users, their behaviors, and their knowledge” [25]. Within the cybersecurity domain,
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Stoll et al. describe a specific methodology for using personas, highlighting their benefits for
cybersecurity visualization design [66]. Here, we further this work in three ways. First, we describe
how personas benefit the communication within a design team. Second, we add visual elements to
our personas to promote fast visual comparison of multiple user profiles and highlight interactions
between personas. Third, we tailor our personas to the field of cybersecurity by incorporating key
aspects of cyber situational awareness.

We developed the personas based on a dozen semistructured interviews conducted over six
weeks with various stakeholders: network analysts, managers, researchers embedded in cyber
operations, and various other cybersecurity and business-focused users. Reflecting on the data
gathered during these interviews and existing literature, we produced personas for four types
of users: analyst, manager, director, and CEO. Once we identified the four types of users for our
project, we narrowed the project’s focus to specifically design our dashboard for only two of the
personas: analysts and managers. By isolating these two types of users, we were able to keep our
focus consistent throughout the rest of the design process; from development to evaluation, these
two user archetypes became the key motivation to justify and balance all our decisions as a design

team.

5.5.1 Visualization Artifacts

We present the resulting personas from our design study in Fig. 5.4. The four personas are a
cyber analyst, a network operations center (NOC) manager, a director of information technology
(IT), and a chief executive officer (CEO). For each persona, we pinpointed the goal or domain-specific
task for each archetypal user and visually illustrated the user’s cyber knowledge and situational
awareness (SA) focus. We also considered the range or window of temporal data that each user
requested, illustrating how to represent visualization-specific needs within a persona. Next, we
highlighted each user’s key cyber SA questions, pulling from an existing question taxonomy as a
basis [137]. Lastly, we identified the general flow of both decisions (dlownward) and information

(upwards) of these personas to characterize interactions taking place between them.

5.5.2 Results and Implications
Personas played a critical role in helping us decide which users and needs to target in our
design process. Narrowing the focus of our dashboard project early was crucial due to the time

constraints of our project. We decided that the dashboard should not be too high level for only CEOs
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Fig. 5.4. Cybersecurity personas for visual communication. We identified four visual personas
for cybersecurity visualization, showing the role decisions and information play across all users.
The personas method was particularly effective at narrowing our design focus and facilitating
consistent communication as a design team.
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or just another tool for analysts. We targeted our dashboard to both cyber analysts and managers
by combining features for analysts to quickly explore the data with standard visualizations for
managers to easily comprehend the details of the data; see Fig. 5.2 for the first prototype of our
design using these two personas. Furthermore, the narrowed design focus uncovered several key
user needs for our project. By brainstorming off these needs, we were able to ideate upon various
dashboard designs and compare how they worked for different users based on the personas we
created. Some examples of these needs for dashboard designs include intuitive and easy-to-use,
clear communication and presentation, provision of details-on-demand, simplified aggregation of
data, adaptability, and promotion of collaboration between users. The personas continued to aid

our design team in both communicating and evaluating the dashboard, up until its deployment.

5.5.3 Discussion of the Method

The personas presented in Fig. 5.4 can be used as a starting point or tailored by others in future
visualization design projects for cybersecurity. Furthermore, these personas can be modified for
different project motivations and user needs; it is common for personas to alter and become more
refined over time [135]. The personas design method took less than three months, including the
interview process, and resulted in the design of a deployed dashboard. Thus, the personas method
can be both efficient and effective for cybersecurity visualization design. Additionally, the personas
method can be data-driven, where personas are built and evaluated against data directly captured

from users [136].

5.5.4 Recommendations
e Use personas to target the right users for a design or to evaluate a design with your users in

mind.

e Talk with real users to build personas; if you cannot, use existing research or qualitative

coding of the literature.

e Pinpoint user goals, knowledge, behaviors, and activities, focusing on both similarities and

differences across users.

e Incorporate visual encodings when appropriate to enable easier and faster comparison across

personas.



64

e Use and adapt personas over time; keep them as a living document to fuel multiple design

projects.

5.6 Data Sketches Design Method

As originally pioneered, data sketches allow a designer to “quickly and flexibly produce transient
and uncertain visual representations of domain data by scavenging existing applications for function-
ality that allow data, interactions, and functionality to be combined” [9]. In other words, a data
sketch is a visualization developed using available software tools. We incorporated data sketches
into our design of the cybersecurity dashboard during our understand and ideate design activities
in order to establish a more complete data and task abstraction for the communication of cyber
information. Our motivation was to better understand an analyst’s needs, and to ideate further on
the potential design options; we also sought recommendations for cybersecurity dashboard design.
We asked a network security analyst at the University of Utah to provide real-world data for the
data sketches, and followed-up with this analyst to get feedback on the sketches.

We obtained a network flow dataset from our collaborator containing over 2.3 million network
flows, which captured over 0.4 TB throughput on the university’s network. This dataset captured a
five-minute snapshot of the network traffic. In developing data sketches of this flow dataset, our
focus was not on the scale or optimization of the data, but how to best represent the data. The
question we wished to answer was this: With this raw dataset and a network security analyst user,
what views are appropriate, or inappropriate, to use in a dashboard?

We spent a month sketching with this dataset. We utilized Python to simplify, aggregate,
and parse the data in various ways, and used Tableau, Gephi, and D3.js to produce a variety of
visualizations. Even with these powerful visualization tools, it was still challenging to explore this
relatively small cybersecurity dataset. To supplement our own sketches, we also included images
from existing literature of less common and more complex visual representations that made use of

real-world cybersecurity data [110], [116], [119].

5.6.1 Visualization Artifacts
We present an overview of the 20 data sketches we produced in Fig. 5.5; please see the project

website! for a full-page version of each data sketch. We categorized each data sketch into four

'http://mckennapsean.com/projects/vizsec-design-methods/
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Fig. 5.5. Overview of the 20 data sketches. We evaluated these data sketches with a cybersecurity
analyst; this feedback was critical to our redesign of a cybersecurity dashboard in Fig. 5.3. We
categorized each sketch into four groups: network graphs, maps, aggregated charts, and time. We
pulled several data sketches from existing literature [110], [116], [119].
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high-level groupings — network graphs, maps, aggregated charts, and time — which helped guide
our discussion with our network analyst. We performed a free-form, informal evaluation session
with our analyst for three hours to see which visual representations were easily understood and
potentially most useful. These data sketches can be repurposed in future projects for further

brainstorming.

5.6.2 Results and Implications

We showed each data sketch to our analyst; here we summarize the analyst’s feedback for each

kind of data sketch.

e Network Graphs: The analyst was unconvinced that the graphs could show meaningful
insights at scale with each node representing a single IP address. Furthermore, the layout
algorithm confused the analyst since it positioned each IP address at a location that was not

meaningful to the analyst.

e Maps: In contrast to the network graph sketches, the map representations garnered positive

feedback from the analyst, in particular the cartograms due to their novelty.

o Aggregated Charts: These charts concerned the analyst because the finest level of detail
was not available. We also included one data sketch to show a 3D data chart, which
seemed to entice the analyst despite our continued warnings about the usability challenges
of 3D for cybersecurity visualization [69]. More unique kinds of visualization, such as
parallel coordinates and treemaps, confused the analyst on first glance and required further
explanation. After explanation, the analyst commented that parallel coordinates seemed
promising for exploring multidimensional data, whereas the treemaps, which showed the IP

address hierarchy, seemed less useful.

e Time: These sketches were discussed in less detail; however, the analyst stated that the

timestamp was one of the least important data fields to him.

After reviewing the analyst’s feedback, we synthesized several considerations for cybersecurity

dashboard design:

e Complex 3D graphics and interactions can be perceptually misleading and distract from the

visual representation.
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e Certain visual encodings, such as parallel coordinates and treemaps, may require significant

explanation and should generally not be used in a dashboard.

o Precise details on the time scale may not be immediately vital.

e Summary views for communication can use aggregation.

e Aggregation of data should be immediately obvious.

e A map-based view could aid the discovery of patterns.

With these considerations in mind, we revisited our initial dashboard design and performed
another iteration on the ideate and make design activities to produce the final dashboard design
shown in Fig. 5.3. The major change we made in the final design is the type of encoding, using a
map view with aggregation over time. This change was, in part, driven by the results of the data
sketches method, which showed the potential of aggregation and map-based views for discovering

and communicating cyber data.

5.6.3 Discussion of the Method

We found that data sketches were very time efficient; the entire process took about two months
to set up, perform, evaluate, and analyze. Furthermore, these data sketches were effective in our
design process for producing a set of recommendations for dashboard design, and for pinpointing
certain representations of the data as promising. Furthermore, this method provided some key
insights for our redesign of the dashboard, which is currently deployed to users. These data sketches
and the feedback we received can be used by others to inspire and evaluate their own visualization
design projects for cybersecurity.

Our approach had several limitations. First, we took several of the sketches from images in the
literature, and thus they were not based on our collaborator’s data. Unfortunately, many of the
tools in visualization papers, particularly for cybersecurity, tend not to be publicly available or
provide a consistent data format for others to easily and readily use the tools for such an exercise.
This meant we either had to not include these more unique and interesting visualizations in our set,
or compromise by showing alternative data; we opted for the latter and included a brief description
of the data being used for each encoding. The second limitation was that we received feedback on

the data sketches from only one analyst. Although additional analyst feedback would be preferable,
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the feedback we did receive was helpful for allowing us to cull potential design ideas and focus on

a smaller subset of ideas quickly.

5.6.4 Recommendations
e Incorporate real data whenever possible; if you cannot, use realistic datasets like the VAST

challenge datasets.

e Repurpose the tools you know, and experiment with new ones (e.g., Python, Tableau, Gephi,

D3.js, Processing, Excel, Spotfire, Arcsight, Splunk).

e Utilize real-data examples of visualization tools if a tool is unavailable or requires excessive

time to input your data.

e Explore both interaction and animation in your data sketches.

e During evaluations, provide users with tasks or prompts if your goals require focusing the

user feedback.

e Users may provide initial positive feedback on sketches because they are novel; consider

re-evaluating at a later time.

e Introducing many data sketches at once can overload users; consider introducing sketches in

multiple sessions.

5.7 BubbleNet Dashboard

As aresult of the various design methods and visualization design process, we created BubbleNet,
a novel dashboard to visualize and communicate patterns in cybersecurity datasets. In this section,
we present the encodings and design justifications behind each view of the BubbleNet dashboard,
shown in Fig. 5.6. In BubbleNet, each view supports interactive selection of elements. This selection
pivots the data in all other views on the fly to the given selection, which supports identifying

interesting patterns and comparing them as well.

5.7.1 Location View
BubbleNet’s primary view is a location-based map view shown in Fig. 5.6(a). This encoding is a

Dorling-like cartogram [138] that animates circles to preserve spatial location. The implementation
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Fig. 5.6. BubbleNet dashboard. This dashboard consists of multiple, interactive views, labeled by
their corresponding encodings: (a) location map based on a Dorling cartogram, (b) temporal chart
and heatmap, (c) attribute bullet bar charts, (d) record details table, and (e) selection overview.
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here is a simplification of the Dorling cartogram algorithm [139]. Each circle represents an aggre-
gation of network records by country, and the Dorling-like cartogram is similar to a force-directed
layout, initialized by the country centroids. Each circle is encoded in size by the quantity of records,
and deviations from an average are encoded using color where red is more records than average
and blue is less. Size is encoded on a log scale due to both the importance of visualizing a single
record as well as the large range of record values, up to hundreds of thousands.

After gathering feedback on the initial treemap prototype, we learned that the details of the
location (e.g., city) were less important and less amenable to visualization in a single view. As
discussed previously, there are also caveats to utilizing a treemap algorithm since there are trade-offs
between location and the squarified nature of the treemap. Furthermore, treemaps were not desired
by us as designers due to the aesthetic requirements of whitespace, since they are space-filling,
unlike a map that has more whitespace. This is why the first prototype used hexagons instead of
rectangles in the treemap in order to provide more whitespace between elements, but we switched
to circles since they are simpler and pack effectively on a map that utilizes whitespace more
aesthetically, in our opinion.

Originally, the dashboard dual-encoded color and size to the number of records as in Fig. 5.3,
but the usability study introduced in the next section obtained requests from users to show change
visually on the map. We could not geolocate some records via MaxMind [130], so they were
placed on an empty portion of the map to save space. Interactions with various other views in
the dashboard result in an animation of the force-directed layout algorithm, and these animated
transitions did not appear to distract or annoy users but did captivate them. This animation enabled
a more consistent map view for users, unlike the treemaps, which resulted in more significant

changes of size and location due to trade-offs of the underlying algorithms.

5.7.2 Temporal View
Two views in Fig. 5.6(b) encode time: a bar chart of network records per day with a common
horizontal axis of days that aligns with a temporal heatmap beneath it where its vertical axis is by
hour. The bar chart provides a quick overview of each day, and the heatmap provides details by
the hour to support quick pattern discovery. It would be possible to derive similar encodings for
different aggregates of time. The heatmap limits the number of days to a week in order to avoid

data overload and reduce color perception issues by keeping the heatmap squares larger. The bar
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chart and heatmap views are arranged along a common axis due to early user feedback and the
heuristics evaluation, which resulted in moving, enlarging, and linking these two encodings to

create an effective temporal pattern filter.

5.7.3 Attributes View

The BubbleNet dashboard also includes bar charts and bullet charts for different attributes
of the data, e.g., the priority and category for each network record, shown in Fig. 5.6(c). Bullet
charts are inspired by Stephen Few’s bullet graphs for dashboards [140]. Bullet graphs encode a
value, a qualitative ranking, an average, and a projection into a single element, but a bullet chart is
simplified: an inner bullet represents a subset of the full bar. In other words, the entire world’s
value is represented as a lighter bar, and the value of a selected country is the smaller, darker
bullet inside it, as in Fig. 5.6(c). Furthermore, the bullet chart similarly encodes the average for an
individual country using a thin, dark line.

Bullet charts enable showing a subset of a larger value, i.e., a country’s value with respect to
the world’s amount. Unlike bullet graphs, bullet charts show a quantitative subset, and this subset
enables quick comparison through interaction. As with previous scales, we incorporated a log scale
for these bar charts. We considered alternative encodings of the data across all views, such as orders
of magnitude markers [141], but these encodings required significant explanation and collided with
encoding subsets. A log scale helps to visually show both extremely large and extremely small
values at the cost of comparing values precisely, but interaction supports comparing precise values

using text.

5.7.4 Records View

A details-on-demand table view in Fig. 5.6(d) provides a summary of the different records in
any selection. This summary includes the quantity, user-friendly name, ID or type of record, and
the detailed attribute information. These details enable analysts to understand what is happening
in any selected aggregate of network records in the dashboard. As such, we created this table and
dataset by request of all analysts during the usability study. Inclusion of network record details is
critical to this discovery of patterns. In our evaluation, analysts told us that they were able to not
only discover patterns using BubbleNet, but also envision using this dashboard to present what

they found.
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5.7.5 Selection and Interaction

Interaction is a crucial component of most elements on the BubbleNet dashboard. Most
interactions involve a selection that specifies some pattern, which updates the selection window in
Fig. 5.6(e) with details such as the date, time, country, number of records, and the deviation from
average. Furthermore, a visual summary of the pattern’s total records is shown in a horizontal bullet
chart. For example, selecting four countries results in very different patterns in the heatmap, as
shown in Fig. 5.7. We provide a video showcasing all possible interactions on the project website.?

All interactions with the dashboard require one click or fewer, meaning a user can hover over
any element for an updated view of the patterns in BubbleNet. This hover over affects all other
views, and BubbleNet also provides a pop-up of this selection as in Fig. 5.6(a). By clicking on any
element, that selection becomes locked in place and updates the selection window in Fig. 5.6(e).
Otherwise, when a user hovers off an item, its previous selection is reset.

By default, the initial pattern is the most recent day and the entire world. As such, the bullet
charts in Fig. 5.6(c) look like regular bar charts until a country is selected to show this country
as a subset of the world’s pattern. Through feedback from users, we found that reducing clicks
for selection was desired in a dashboard setting and enabled fast comparison of two selections,
by selecting one element and hovering on and off another element. We also added keyboard
interactions to more easily navigate selections through time and to reset back to the default pattern.

One can compare the interaction of each view with our tasks, discussed previously. For location,
temporal, and attribute views, all the elements were interactive, e.g., hovering or clicking on a
country, day, hour, or type of attribute. These selections supported pivoting data to identify and
compare patterns. The records table view supports identification and comparison of patterns but

not pivoting since analysts often use their own tools for this purpose.

5.7.6 Implementation
We created the BubbleNet dashboard presented in Fig. 5.6 using D3.js for all visualization
components. Each interaction filters a different portion of the same dataset loaded in the web
browser. These datasets are prepared via a set of back-end Python scripts that aggregate network
security datasets into summaries by day, broken apart by location and by hour with statistics

precomputed on the data. Lastly, these daily summaries are combined in Python to produce JSON

http://mckennapsean.com/projects/bubble-net/
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Fig. 5.7. Visible patterns in the dashboard. Most elements of the BubbleNet dashboard are interactive
and update all other views accordingly. For example, selecting four countries shows significantly
different patterns in the hourly heatmap for each of these views.
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files for the web dashboard, so incorporating datasets that update in real-time is possible but
currently requires a refresh of the page.

The visualizations shown here, in the video, and in the usability study all showcase real data
from a large organizational network, capturing a summary of a month’s worth of data or about
a million records. In particular, the dataset shown is from an intrusion detection system, which
automatically flags important network records as alerts for network analysts. These alerts can be
generated by predefined rules, which is most often the case, or by more sophisticated machine
learning techniques. The BubbleNet dashboard is designed in such a way to support visualization of
any dataset that can be broken into network records and geolocated, so it works best when analyzing
traffic over the Internet. When it comes to scalability, the dashboard maintains interactivity with

millions of records due to aggregation done on the backend.

5.8 Evaluation and Deployment

Evaluation is undoubtedly an important aspect to designing tools for users, for cybersecurity
[103] but more broadly as well. First, we discuss the evaluation methodology of a usability study.
This study is a combination of formative and summative evaluation since we prioritized key issues
on a high-fidelity prototype but user needs were also uncovered. The results of this study highlight
the usability of BubbleNet, and the BubbleNet dashboard in Fig. 5.6 was thus deployed in a research
environment. However, this study also highlighted missing elements of utility from the BubbleNet
dashboard, so a final design iteration in the make activity was required to address these elements

before we could deploy the tool in an operational environment.

5.8.1 Evaluation Methodology

To improve upon the second prototype from Fig. 5.6, we performed a usability study with
network analysts and managers from both research and operational organizations using real-time,
real-world data from an organizational network. The intent of this study was to improve the
design and see if the prototype met the needs of both analysts and managers. Nine cybersecurity
professionals participated in the study: five analysts, four managers. Each participant took part in
a one-hour long think-aloud session, conducted by one moderator with an observer taking notes,
both of whom participated in this research. Each session contained a scripted walk-through of the

prototype, several prescribed tasks to complete, open-ended questions about how users would use
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the prototype, and distribution of a system usability scale [123].

To examine data from the think-aloud session, I analyzed the notes taken by the observer using
a qualitative coding methodology [93]. I conducted this coding, through an open tagging of two
users’ comments and consolidating tags to all other user comments. Furthermore, the system
usability scale is a standardized survey technique [123] used to evaluate the prototype’s usability,
and other researchers have utilized such a survey [124]. This usability survey has been used to
evaluate the usability of systems for 30 years with its set of 10 standardized statements rated on
a Likert scale; it works well with a small group of users [142]. By combining this survey with
a qualitative coding methodology, we sought to increase the analytical rigor of evaluating our

prototype to determine if it was ready to be deployed to users.

5.8.2 Evaluation Results

After coding the participants’ comments, we formed the following categories of tags: desired
task, that task’s intended target in the dashboard, and its artifact. Example tasks include to present,
filter, or identify with any of the views presented in the BubbleNet dashboard, and example artifacts
include successes, struggles, and failures along with other tags such as feature suggestions. These
tags provided a unique view on the qualitative data, and we prioritized and implemented a list
of features for BubbleNet in Fig. 5.6. The added features include details-on-demand records view,
better selection feedback, new map color encoding, and keyboard interactions. This analysis process

gathered the key successes of the BubbleNet dashboard:

e Temporal pattern detection was simple and easy using the heatmap: ‘T keep getting drawn to
the heatmap and these darker areas, because they certainly stand out” (A4) and “[The heatmap]

helps find those temporal patterns” (A1)

e Users expressed that the dashboard’s utility was for discovering patterns and trends in the
data: “The majority of what we are looking for is patterns and this just makes patterns which

is faster” (A4)

e One-click-or-fewer interactions worked very well: “It’s very responsive and dynamic; the fact

that it changes as I narrow [in] is the best” (manager #2, or M2)

e Most interactions occurred with the bullet charts and heatmap: ‘T could write a splunk query

to do this, but this is easier” (A5)
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e No expressed dislike for animation in the map view: “[The] best part is the instant visual

gratification” (A4)

Furthermore, this analysis derived a set of design considerations for future cybersecurity
dashboards, discussed in the next section. With the first few participants of the study, we discovered
a common usability issue since the bullet charts had two different bars to click on. Along with visual
bugs, we fixed these issues right away to focus feedback on less obvious issues. Quantitatively,
these design alterations could raise concern, but, since the changes were motivated by and reduced
user frustrations, we hypothesize that the quantitative results from the usability survey would have
improved if we had re-run the study with these fixed usability issues.

The prototype gave users novel insights into their dataset. For example, one participant found
a pattern in a particular country and told us that he “never would have got[ten] there by looking at
the alerts in text format” (A1). This same analyst told us that he could imagine this dashboard being
used with other kinds of datasets as well: “pretty much everything: flow data, [firewall logs], [proxy
logs], anything” (A1). This statement helped confirm that the abstraction was at just the right level
since the dashboard could adapt to so many cybersecurity datasets.

We present the quantitative results of the usability survey in Fig. 5.8. The system usability
scale provides a standard set of questions where an average system would receive a score of 68
out of 100 [142], and the usability of our prototype was found to be above average: 74.7. Each
individual question can be broken into a set of characteristics [142], and by doing so we found that
the BubbleNet dashboard scored high on learnability and ease of use. By analyzing the results of
analysts versus managers, we found no significant differences. However, network managers rated
BubbleNet as less complex, less cumbersome, and easier to learn. We did have one outlier (A8),
who was two standard deviations lower than the average, which lowered the final score due to the
relatively small sample size. We hypothesize that this user simply rates things more strictly since

this user still achieved tasks successfully and had similar concerns as other analysts.

5.8.3 Deployment
After the usability study, further development led to the final BubbleNet dashboard. Then, we
deployed BubbleNet to users with real-time data in a research network operations center. However,
we developed and deployed BubbleNet with only a single data source and a short time range, so

it was arguable how useful its design could be for other users. This problem is coupled with the
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Fig. 5.8. Dashboard usability scores as rated by analysts and managers. These are the final scores
of a system usability survey of nine users, both network analysts and managers. The average score
of the dashboard is 75, above the average usability score of 68 [142].
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fact that the usability survey scored lower on a question that arguably could be interpreted with
respect to its utility: ‘T think that I would like to use this system frequently.”

To gauge its operational utility, we further demonstrated the BubbleNet dashboard with multiple
relevant datasets to different analysts at three cyber operations centers. Analysts and managers
provided qualitative feedback via comments, both during the demonstration as a group, and in
private conversations afterward. These demonstrations, feedback, and design iterations took place
in the fourth design channel of Fig. 5.1. In summary, this feedback highlighted the simplicity of the
flat map, the conjunction of small multiples with interaction, and a critical area for improvement
with respect to scaling to multiple data sources.

This feedback from operational analysts led to the final design iteration and deployed operational
tool. To incorporate multiple data sources, significant trade-offs existed between displaying all data
and the tight integration required for linked small multiples as presented in BubbleNet. As such,
this final tool utilizes the assembly-canvas metaphor [143], similar to Tableau’s dashboards where
a custom visualization dashboard is built on the fly. The flat map serves as the background for any
geospatial data. A left-most palette lists the available data sources. When selecting data sources
that are not geospatial, a floating visualization palette is placed on the screen for the user to select a
different visualization for the data. These palettes support customization of numerous visualizations:
e.g., treemap, node-link diagrams, sunburst charts, and timelines, and this customized dashboard
can be saved and shared.

After implementing this final tool, end users have expressed an interest in adopting it for
daily use. Next steps for the project include a formal, summative end user evaluation. While
developing this final design, we identified several design considerations for future development,
such as establishing consistent visual encodings across varied datasets and connecting these
visualizations through interaction. Although not in the scope of this project, these considerations

remain important for continuing operational deployment.

5.9 Summary
We uncovered a set of implications for dashboard visualization of cybersecurity data that others
can use. First, analysts sought details of the data whereas managers wanted the broader impact of
an incident on the larger network. Second, there are many different ways to aggregate and provide

details of the underlying data, so it is imperative to use and adapt multiple cyber visualizations
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to different needs over time. Third, we discovered that a map for cyber data is not completely
useless. Users are able to situate themselves and pivot data to find novel insights, and a map is
one way to scaffold a visualization into other visual representations and encodings [144]. Fourth,
fast hover-over interactions are very appropriate to reduce the number of required clicks to pivot
visualizations using animation and provide quick details on demand.

In summary, we found that the design activity framework more comprehensively captured the
design process of this project and the multiple discourse channel interactions, in which the previous
nine-stage framework failed to connect visualization artifacts and design decisions across projects.
However, the BubbleNet dashboard is not the end of research or development into cybersecurity
dashboards. The use of a map does not work for all data, and there is more work needed to find
more effective encodings such as broader impact of cybersecurity incidents. Nevertheless, the
design process of BubbleNet shows how other design studies can work with collaborators and
users beyond just data analysts. When working with these other types of users, it becomes more
important to balance and prioritize appropriate sets of user needs to design, develop, and deploy

effective, domain-specific visualization tools.



CHAPTER 6

DESIGN ACTIVITY WORKSHEETS

For visualization pedagogy, an important but challenging notion to teach is design, including
showing students how to make and also characterize their decisions when designing and evaluating
a visualization encoding, user interaction, or data visualization system. Our introduction of a new
framework for visualization design in Chapter 3 codifies some of the high-level steps of the process
for visualization designers, but the four activities lack a breakdown or example of concrete steps to
facilitate novices utilizing this framework to walk through their own real-world design process. To
externally validate the framework and provide such a framing, we created new teaching materials
for the design activity framework, such as a visualization design worksheet for each design activity,
a lecture on the design process showcased within a real-world project, and resources for learning
how to design and sketch visualizations [6].

These design activity worksheets for visualization novices present a high-level summary of each
activity with more actionable, guided steps for students to walk through the process of designing
their own visualization system. Furthermore, we validated the effectiveness and use of these
worksheets and the overall framework in the context of a graduate-level visualization course taught
at the University of Utah [6]. For this external evaluation, we surveyed the class and worked with
13 students who voluntarily utilized these design worksheets for their cumulative projects. We
conducted a series of interviews to garner additional open-ended feedback and suggestions that
highlight the strengths and limitations of these worksheets as teaching materials. In this chapter,
we present four worksheets, one for each design activity, with five concrete steps and guidance
on each sheet, and we externally evaluated the effectiveness of the design activity framework and

these worksheets in a pedagogical setting.

6.1 Increasing Actionability of the Framework
To teach design in data visualization, educators combine many foundational components,

from user interface principles [34] to data and encoding taxonomies [33]. Additional pedagogical
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materials for the field focus on visual or perceptual principles [32], [35], [145] as a basis for creating
and judging data visualizations. Educators may also apply these principles and techniques in the
classroom through the use of design critiques or a cumulative project. These visualization projects
could be guided by several textbooks that expound upon different design processes [34], [35] or
design decision models [33] to help novice visualization designers learn how to effectively and
methodically build and validate visualization systems.

Many of the pedagogical approaches to the visualization design process, however, are theoretical
in nature. From our own combined teaching experiences, we have witnessed students struggle to
incorporate these theory-based design concepts into their practical, hands-on projects. As such, we
believe there is an opportunity for new approaches to teaching the next generation of visualization
designers, equipping them with not just theoretical knowledge but also the practical steps for
building better systems and tools.

In Chapter 3, we described one such theoretical model of the design process with four actionable
design activities: understand, ideate, make, and deploy. Each activity includes a goal, target artifact
or outcomes, and a plethora of design methods to choose from, each of which is described in such a
way to make the process model more actionable. We found, however, that the theoretical framing of
the model restricted and limited its use and actionability in the classroom or class project settings.
To address these limitations, we crafted a design worksheet for each design activity with steps to
assist students walking through the visualization design process for the first time. Furthermore,
we sought to validate the use of this framework and the worksheets in cumulative projects for a

graduate-level visualization course.

6.2 Related Work in Pedagogy for Design

For the past few decades, pedagogy for data visualization and human-computer interaction has
begun to shift from academic or theoretical foundations toward including skills for design, critique,
and critical analysis [71]-[73], [146]. Educators have come to realize that they must rapidly adapt
their teaching methods to the growing body of diverse students [147], [148], from undergraduates
across disciplines to graduate students in standard courses, flipped classrooms [73], [147], and
online environments [74]. A recent approach among educators is to employ active learning [72],
[74], [75], where techniques and methods are used to encourage deeper analysis and synthesis as

opposed to just passively observing a lecture [74]. For example, a common approach observed in
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most classroom settings is practical data visualization exercises, to give students opportunities to
critically analyze a data visualization or existing visualization tool and work with their peers to
analyze the outcomes [73], [149].

When it comes to data visualization design, the core concepts of active learning can help
overcome some of the challenges faced by educators when teaching concepts surrounding design
thinking [73], from considering broad divergent visualization ideas [16], to evaluating based on
visualization principles, and leveraging existing designs to create something new. An effective
pedagogical methodology is the use of design studios incorporated into the classroom setting [73],
[146], [150], inspired by its use in fields such as architecture, design, and art. For visualization,
educators often incorporate these studios as workshops or practical exercises and also through
real-world projects for students to learn about design outside the classroom [149]. For example,
VizltCards [73] was created to help novices practice, and it is used to reinforce visualization
concepts during workshops. Human-computer interaction educators have noted that computer
science students in a design studio tend to focus more on idea refinement rather than broad idea
generation and innovation [151]. Other active learning approaches include the use of design
workshops [73], [76], [77], rich discussions [152], [153], and design games [75].

Within the data visualization pedagogy, guidance for how to design data visualizations, both
generating and evaluating visualization artifacts, is missing clear steps for novices. When teaching
data visualization design, educators often incorporate user interface principles [34], teach tax-
onomies of data and encoding [33], illustrate ideal visual principles [32], [145], explain perceptual
principles [35], and generally empower students with the ability to evaluate, criticize, and judge
data visualizations. These principles and concepts often get applied in courses through design
critiques or encased within a cumulative project [154]. These cumulative projects are an alternative
to in-class design studios, where students must acquire their own datasets, come up with ideas
to visualize data for different tasks, and build an interactive, multiview visualization system to
support these tasks in the data. By providing novices with realistic, hands-on experience, students
can reapply these skills in their own future projects. However, novices may struggle to conduct
their own design process, perhaps referring to textbooks that include their own design process
methodologies [34], [35] or research papers that detail the design process or design decisions [8],
[33], but often these models are high level, terminology heavy, less actionable, and theoretical

in nature. For novices, it is often useful to have a clear set of guidelines or instructions to walk
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through this process for the first time. However, no such step-by-step guidance currently exists for
the data visualization design process.

Educators have worked on concretizing steps for the ideation process. Specifically, the five
design-sheet methodology [16] utilizes worksheets to structure and guide visualization students
through the ideation process. This approach by Roberts et al. encourages engineering students to
think divergently and creatively and sketch out ideas on paper when first designing a visualization.
Their approach begins with brainstorming, followed by three unique designs and a realization sheet
for the final tool. The authors evaluated this teaching methodology with master’s-level students
in information visualization. Over several years, 53 students completed these design sheets over
the span of two hours to come up with different ways to visualize their own chosen dataset, after
which they received feedback and additional time to finalize their designs [16]. After grading the
sheets, the researchers compared these grades with the students’ project and final course grades, as
well as an anonymous survey, to gather feedback on the entire course including the design sheets.
Generally, they found that the design sheets aided students in planning and organizing a design
section for the project write-up, and it also encouraged students to think divergently, which is a
skill not often taught in computer science. However, in a workshop at the 2016 IEEE VIS Conference
that used these worksheets, we experienced a limitation by using this approach too soon: many
steps must occur first, such as data collection, identifying the challenge, focusing on a target user,
and finding tasks. Roberts et al. elude to this limitation with different preparation steps [16], but
these steps can be nontrivial and tricky for novices. Thus, it would be beneficial to establish and
evaluate more worksheets beyond just ideation for data visualization design pedagogy.

Educators also face several unique challenges, such as visualization preconceptions, visual
literacy, classroom time limits, and increasing class sizes. First, students may have preconceived
notions about data visualization and principles that can affect the learning process and how they
evaluate a given data visualization [72], [155]. Furthermore, the concept of visualization literacy
can be traced back to how we introduce, teach, and incorporate visualizations throughout schooling,
from elementary school [156] and beyond. In college-level courses, a key challenge can be tight
deadlines and schedules [73], [147], with limited course time for practical exercises, design studios,
and cumulative projects, which often last only a month or two and may include noncolocated
learners [74]. As course enrollments grow, it is important to think of how to scale visualization

design feedback and evaluation; one recommended approach is to utilize peers to help scale this
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process and provide students with more practice on visualization evaluation and critique in order to
apply principles and concepts taught throughout a course [72], [152], [157]. Additionally, concepts
that are heavily theoretical or mathematical in nature may be more challenging to teach to novices.
Instead, it may be ideal to simplify terminology and focus on simpler, comprehensive aspects of
the theory [26] so that students can more readily grasp, apply, and build upon these theoretical
constructs. In our own experience, we have observed the challenges of teaching theoretical design
aspects such as the nested model [17] to visualization novices. By simplifying these aspects into
a more step-driven process, students may be able to apply and learn these visualization design

concepts on their own more effectively.

6.3 Worksheets for the Design Activity Framework

To create the visualization design worksheets, we first reflected on the design process and
decisions illustrated by the design activity framework [1] across several of our own projects. Here,
we discuss our process behind creating these teaching materials and provide examples of their
use. The worksheets and teaching materials are located on a public-facing website! for their
dissemination and use by others, and we encourage feedback and improvements to these teaching
materials by other visualization educators over time.

Inspired by the five design-sheet methodology [16], we wanted to integrate the visualization
design process in its entirety into visualization design worksheets to enhance the teaching of an
otherwise theoretical design process to new students. Our first goal was to create a worksheet
for each of the visualization design activities: understand, ideate, make, and deploy. To do so, we
reflected on our combined research and design experiences across each visualization design activity,
and then broke down these activities into a series of tangible and generalized steps (see Table 6.1).
These steps are akin to design methods that can be generative or evaluative in nature. We created
several introductory and template worksheets to help guide students through filling out each design
activity worksheet, and we include these materials in Appendix B.

We introduce the first design worksheet for the understand activity in Fig. 6.1. At the top of
each sheet, we describe the desired goal and resulting visualization artifact or outcome for the
activity. Each sheet can be numbered in the top right for keeping track of order and for planning

and retrospection. For each worksheet’s five steps, we included additional helper text to help

'"https://design-worksheets.github.io/
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Table 6.1. Five steps for each design activity. We break down each visualization design activity
into five concrete steps. The first four steps of the process are generative, to establish design
requirements, encoding and interaction sketches, visualization prototypes, or visualization systems.
The fifth step is always evaluative, to compare different visualization artifacts in order to justify
design decisions and record that reasoning down for later use. We shared these five steps with
novice visualization designers, students, using design worksheets as a template, as in Figs. 6.1, 6.2,
6.3, 6.4.

understand ideate make deploy

identify the select a design set an achievable pinpoint a target
challenge & users requirement goal audience

find questions & sketch first idea plan encodings & fix usability
tasks layouts concerns

check with users or
explore data

brainstorm design
requirements

compare & rank
design requirements

sketch another idea

sketch final idea

compare & relate
your ideas

plan support for
interactions

sketching additional
views

build the prototype
& check-in

improve points of
integration

refine the aesthetics

consider a method
to evaluate
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goal: gather, observe, and research available
OQOO information to find the needs of the user

artifacts: design requirements

1) identify the challenge & users

2) find questions & tasks
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3) check with users or explore data

4) brainstorm design requirements

5) compare and rank design requirements

olpn)|pbAd
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Fig. 6.1. Worksheet for the understand activity. We tailored this worksheet to help students identify
their problem, users, data, and requirements for a data visualization system.
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students find the answer and complete each design worksheet. Please find the details for each of
the design activity worksheets in Figs. 6.1, 6.2, 6.3, and 6.4. We included warnings about when to
jump back to previous boxes or worksheets, and icons to illustrate the expected type of answer
for each box: a list, a sketch, or a table. Lastly, the bottom contains a list of icons pointing to the
potential next activity of the visualization design process. These decisions about which activity to
perform next are tricky and require reflection on the part of visualization designers to verify that
their current visualization artifacts are sufficient and that they succeed in addressing the desired
problem or challenge in enough detail. This is why many visualization design processes may be
iterative and complex to perform.

To create the worksheets, we combined the design activity framework definitions with related
worksheets used by a colleague running design studios in our university’s architecture and
design department, resulting in the five steps for each visualization design activity, shown in
Table 6.1. Knowing that engineering students could benefit from focusing on creating many types
of visualization artifacts, we utilized four of the steps for generation. For example, the ideate sheet
used three sketches as in the five-design sheet methodology. We targeted each step’s instructions
for a single visualization project based on our own experience building visualization systems. After
our first iteration, we presented the worksheets to our visualization research group and received a
series of recommendations for improvements, including to place more of a focus on the users earlier
in the process and to simplify complex, theoretical terminology. For example, the terminology of
the nested model [17], [18] was included in the original design, but it was determined that the
worksheets were less novice friendly due to this terminology, so we simplified the worksheets and
recommendations or hints for each step. Still, we focused on capturing visualization artifacts and
the evaluative decisions that get made by visualization designers. We also walked through one of
our projects using the worksheets to identify further elements to add: more helper text, warning
icons, expected results for each step, and a label at the top for attachments.

Before introducing design worksheets to students, we needed to form a basis of understanding,
both in terminology and contextualized as a real-world visualization example. We created an
80-minute lecture on visualization design, which teaches both the design activity framework and
the nested model for visualization design decisions [17]. This model was used to help categorize
design decisions that were contextualized within a visualization design project, a cyber-security

visualization dashboard [4]. By utilizing this real-world visualization project, we were able to



#

goal: generate good concepts and ideas for supporting
OOOO some of the project’s design requirements

artifacts: ideas & sketches

1) select a design requirement 2) sketch first idea

Q

()

=

2

Q

~

()

= 7/
3) sketch another idea 4) sketch a final idea
V4 V4
5) compare and relate your ideas

5]
S
2
S
o sketch #1 sketch #2 sketch #3

8
(v])/(])/(]

Fig. 6.2. Worksheet for the ideate activity. In this activity, novice visualization designers must
target a specific design opportunity or requirement in order to draw and compare three sketches.
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Fig. 6.3. Worksheet for the make activity. Visualization novices use this worksheet to create a

prototype system, by planning out their encodings, layouts, and interactions, along with coding it
all together.
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Fig. 6.4. Worksheet for the deploy activity. In the final activity, visualization designers seek to
make prototypes more useful and evolve them into a polished visualization system. As part of
this process, deployment must get the system into the hands of the appropriate audience, and the
system must address key points of integration, speed up necessary processes, and improve the
tool’s aesthetics.
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explain the theory with actual, tangible concepts. We include a copy of our lecture materials and
this example on the project website.?

To help teach a real-world design process, we mocked up design activity worksheets for the
BubbleNet dashboard project [4]. These design worksheets, shown in Fig. 6.5, served as an example
that we taught to students in our visualization design lecture. By illustrating how students could
utilize the worksheets with a real-world example, we hoped that the worksheets would seem more
tangible and actionable for novice visualization designers. By walking back through our design
study process, we incorporated various visualization artifacts as linked sketches and printouts to
match each with their respective design activities, in approximate temporal order. Illustrated in
Fig. 6.5, these worksheets match the order of design activities presented in the project timeline,
Fig. 5.1. Despite this design study being complex and iterative, both the design activity framework
and design worksheets are able to succinctly capture and convey distinct and crucial aspects of the

visualization design process.

6.4 Evaluating the Worksheets

In order to externally evaluate the framework and visualization design worksheets, we employed
them in a classroom setting. We gave a lecture on visualization design to all 66 students in our
university’s graduate-level visualization course. The lecture was followed by an in-class exercise
that had students analyze and redesign an existing visualization using the first two worksheets:
understand and ideate. As part of the course, students formed groups to complete a cumulative
project: to design and build a web-based interactive visualization system. I recruited and mentored
13 volunteers from the course to complete the design worksheets for each of their six group projects.
One student was not part of the original volunteers, but due to complications with her project
she reached out to the teaching staff for further help and guidance for visualization design within
the context of her project. For details on the project expectations, deadlines, and grading criteria,
please see the project website.

To evaluate the efficacy of the design activity framework and worksheets in supporting the
visualization design process of a cumulative, final project, we conducted a full-course survey, a
focused survey for students who used the worksheets, and interviews with student participants

to elicit in-depth worksheet feedback and clarify necessary details. Additionally, the mentor met

*https://design-worksheets.github.io/
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Fig. 6.5. Design activity worksheet example. We showed students how to use the design worksheets
with linked sketches, summarizing our design process to create the BubbleNet dashboard [4]. This
real-world project showcases how to utilize the worksheets and highlights how to capture a complex,
iterative design process. A detailed copy of each example worksheet and associated sketches is
included online with the worksheet materials.
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weekly with each visualization group to provide feedback on their design process and on the
worksheets. These meetings provided a basis for obtaining in-person observations, in addition to
the feedback acquired anonymously through the surveys and detailed interviews. The questions
and prompts used for the surveys and interviews are included in Appendix C.

To gather anonymous feedback and assess the utility of the framework and design worksheets,
we sent an online survey to the students at the end of the visualization course. Specifically, we
asked questions about students’ comfort level with visualization design before and after taking
the course along with which factors taught them how to design visualizations: lectures, in-class
exercises, design worksheets, and the cumulative project. Additionally, we sent an anonymous,
online survey to those who used the design worksheets. In this survey, we asked which worksheets
worked well and which ones did not, and why, along with 10 questions about the usefulness of
the worksheets. To avoid positivity bias, these questions varied between positive and negative
wording.

After the student projects were completed, 11 students, at least one from each project, partici-
pated in a semistructured interview to provide feedback on the visualization design worksheets. This
feedback serves as an external validation of the framework and worksheets for data visualization
design. We audio recorded each interview to more efficiently take notes and transcribed participant
responses to ensure accuracy and correctness. With each interviewee, we explained the goals of the
study and acquired consent to utilize feedback and quotes for publication. The interview questions
focused on digging deeper into the survey findings. We asked open-ended questions to gather
suggestions for improvement and for the next iteration of the visualization design worksheets. At
the beginning of the interview, we asked students to briefly describe the steps of the visualization
design process in their own words in order to informally test recall of the high-level concepts of

the framework and worksheets.

6.5 Evaluation Results
For the full-class survey, we received 25 responses. Twenty-three students showed an improve-
ment in their comfort level for visualization design, on average 2 out of 5 points higher by the end
of the course. Students ranked these improvements based on where they learned how to design,
which was primarily through the lectures, projects, and class exercises. The design worksheets

received a significantly larger portion of neutral responses for helping students learn, possibly
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because only some students used them in their projects. We compared the ratio of agreement to
disagreement of these materials helping students learn. The design worksheets were on the level of
other methods utilized in the course: design worksheets (13:1), lectures (23:1), exercises (20:2), and
projects (18:2).

For the survey sent to the students who used the visualization design worksheets, we received a
total of seven responses. Overall, ideate (six students) and understand (four students) were selected
as the most helpful design activity worksheets for their projects. Students stated that the ideate
worksheet helped them critique their own designs, and understand helped jumpstart a visualization
project. As stated by students, ideate “is the most clear worksheet” and “critique of one’s own design
was most helpful” and that both understand and ideate worksheets “helped to get the project off the
ground.” On the flip side, the deploy (four students) worksheet was selected as the least helpful
because students often did not have sufficient time to focus on this activity, as they stated, “We were
out of time” and “Once the projects were off the ground, [deploy] didn’t seem too important.” Student
feedback highlighted a benefit for the specific steps in an activity to organize and record their
design process, explaining that for the worksheets: ‘Tt seemed that the amount of text, guidance,
and time taken achieved a proper balance.” Additional feedback highlighted some drawbacks to the
worksheets, such as vague terminology or phrasing, creative limitations, and not enough structure.
To uncover more information, we conducted interviews as a follow-up.

During the follow-up interviews, we asked students to describe the design process in their own
words, and all captured the process with descriptions of the various design activities. Specifically,
four students correctly recalled the names of each visualization design activity, but four other
students were fuzzy on the deploy activity—possibly since most groups were not involved in this
activity. As with the survey, all students found the understand and ideate worksheets the most
useful since they forced them to consider different tasks, users, and ideas, whereas deploy was
often not reached in the course of the project. Students noted that the worksheets provided a
structured way to organize and compare notes about different visualization design artifacts. Three
students stated that the worksheet example visualization project was helpful in illustrating how to
use the design worksheets. Nine students followed their own design process informed or exactly
prescribed by the design activity worksheets. One group that conducted their own visualization
design process acknowledged that their design process, although different, still adhered to the steps

provided in each visualization design activity. Another student recognized the flexibility of the
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visualization design worksheets: “If I had a different project, I would use each box in different ways
depending on the context” (participant #8, or P8).

All students agreed that evaluation was a necessary and important step for visualization design
in order to pinpoint flaws in their understanding of the problem, users, tasks, interactions, and
encodings. One group discovered that their visualization project was better suited to a subset of
users, and another group realized that a particular encoding resulted in points overplotting from
feedback during an advisor meeting. All students agreed that design worksheets helped them
document their visualization design process for their final project report. These design worksheets
served as a “snapshot in time” (P1) and were sufficiently detailed to explain their design process
for the report. Eight students described an iterative process that occurred, although informal and
not written on any of their own design worksheets. When digging into this process, students
pinpointed that the worksheets helped organize their thoughts. Furthermore, the activities helped
guide them as novice designers, such as one student who used the visualization design worksheets
for the first time later in the course of the project and stated that “When I used [the] worksheets, it
kept me focused on what I was doing and trying to get more ideas or more [encodings]” (P8).

An intriguing finding was that four students employed the worksheets in surprisingly creative
ways. For example, one student loaded the ideate worksheet in PDF form on her tablet and zoomed
in to sketch various aspects of her visualization design, allowing her to expand and use more
space for the visualization sketches. Also, another detail-oriented student transferred the design
worksheets into textual form, listing all of the steps and hints, so that he could brainstorm and add
detail to the problem and requirements over time, as a living document. For detail-oriented novice
designers, having this additional space and flexibility helped harness their own creative ability. Four
students expressed frustration with the paper design worksheets because they preferred another
format, whether digital, larger paper, or the ability to structure their notes how they wish. As one
student put it, ‘T think the concepts are very helpful in the worksheets .... [but] for a free form thinker

. if you box it in then it is sort of restricting your creativity, as it tells you how much you have to fit

into where” (P9). Students suggested improvements and other feedback, which we explore next.

6.6 Improving the Worksheets
To address restrictions on creativity mentioned by that last student, a key improvement

recommended by five students was to convert the visualization design worksheets into a checklist
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for each step, the same as the steps shown in Table 6.1. Based on the interviews, we recommend two
formats for guiding the visualization design process: a checklist and worksheets. The worksheets
did provide structure, ‘It’s like a checklist to make sure everything is covered” (P11), but they also
limited free-form thinkers: “If you have a lot of things on your mind, you won't fit everything in the
box anyways so the boxes are actually wasting paper” (P6). Some visualization designers recommend
paper for sketching [16], but others in the design community argue digital sketching can have
functional benefits, such as shapes, undo, layers, duplication, and manipulation of details through
zooming [43], which two students utilized and felt was vital to their visualization design process.
Another recommendation was to transform the worksheets into an app: “a clickable, interactive
worksheet, where you click on this [and] it will connect you with the other worksheet and have a
screenshot” (P8).

Students also suggested adding more worksheets to the materials. Six students felt that “those
activities frame the process well” (P2). However, two students brought up a crucial aspect of
evaluation and feedback: that it might be worthwhile to devote a whole worksheet to these
concepts, otherwise “If you have it on the other worksheets, [evaluation] doesn’t seem to have as
much value” (P10). A key challenge for a visualization design project can be finding the right
dataset. Four students requested a visualization design worksheet to help probe into and explore
the dataset or datasets that a group may want to visualize. By providing guidance, steps, and
questions on aspects of the dataset, potential issues with visualizing the dataset could be avoided
later, which is exactly what happened with two student projects. Lastly, three students requested a
visualization design worksheet on how to structure the code of a visualization system, particularly
in the case of one group with no computer science background. Such a resource would help students
brainstorm on how to structure classes in their code, especially for building data visualization
systems. Specific guidelines for particular languages, such as designing visualizations for the web
in Javascript, could be useful even for more experienced student programmers.

Furthermore, some minor tweaks can be made to improve the visualization design worksheets.
Three students noted that the gray, helper text on the worksheets confused them at a times, so a
low-level editing pass and clarification could help the visualization design worksheets. One student
even suggested fleshing out that text into more of a template but then providing blank boxes on
separate design worksheets for each activity to be filled out with less clutter overall. Five students

noted that having another example visualization project using the worksheets, such as a good
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student project, would help steer students toward knowing what to put onto the design worksheets
and define more clear expectations. We also received recommendations to use a date-field rather
than a blank number-field to encourage students to simply organize their group worksheets over
time as the numbers were not often used and harder to coordinate among group members. We also
asked students about the visual result and warning icons, and the consensus was that most students
did not realize what these were for so their use may be superfluous or should be made more clear.
Additionally, providing weekly advisor feedback was crucial for improving students’ confidence
in visualization design: “because we got to meet with [an advisor] then we had time carved out [for]

doing the worksheets” (P5).

6.7 Summary

In this chapter, we introduced an external validation of the design activity framework using
four new worksheets to guide and teach students through the visualization design process. For
each of the four design activities, we identified five steps, four generative and one evaluative
with additional tips and hints, to help guide visualization novices through the design process.
By deploying these worksheets for use in a visualization classroom and cumulative project, we
observed how students utilized and interacted with the worksheets. We conducted a qualitative
evaluation of the worksheets using semistructured interviews, and we found that the understand
and ideate worksheets were the most beneficial and appreciated by the students we worked with.
Furthermore, students suggested adding more materials and worksheets, such as incorporating
VizItCards [73] or new worksheets for exploring data and outlining programming advice for good
code. As an initial, external validation of the worksheets and design activity framework, we consider

this evaluation a success for actionably guiding students through a visualization design project.



CHAPTER 7

REFLECTIONS ON OTHER TYPES OF RESEARCH

The design activity framework can apply to and provide insight into types of research beyond
design studies. This is one of the benefits of the framework, since it can generalize to other types of
research. In this chapter, we explore two kinds of applied research projects: technique-driven [3] and
evaluation [5] research. After exploring each project, we reflect on the project’s outcomes, research
contributions, and implications using the design activity framework. From these reflections, we
have noted that the design activity framework can capture steps of other research processes and
the visualization artifacts that are generated and evaluated.

In practice, visualization design can have implications for many types of visualization research
and be a research activity in itself, such as multiple approaches to conduct research through design
[158], [159] or the application of action design research to the process of creating visualization
systems [48]. For example, the design study methodology model includes research aspects, such
as reflection and writing publications [8]. Action design research would similarly emphasize
such reflection and learning throughout the visualization design process [48]. Members of the
visualization community need to consider other types of research, beyond design studies or
application-driven work. Munzner identified a series of publication types for the field of data
visualization — technique, design study, systems, evaluation, and model [160] — which is similar to
different kinds of research contributions, such as in the field of human-computer interaction [161].
In this chapter, we discuss two applied projects that contain primary contributions in technique
and evaluation research.

For technique-driven research, we worked with a statistician and biology collaborators to
develop a new method for encoding projected correlation data coupled with an interactive system
to explore these correlation projections [3]. We reflect on the application of this technique to
our biology collaborators’ challenges, to explore large datasets for which current visualization

methods for correlation did not scale appropriately. As a result of analyzing this project through
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the design activity framework, we pinpoint some of the design study pitfalls we fell into that
previous visualization design models did not capture. By illustrating how the design activity
framework describes technique-driven work, we show that design activities work as steps for
general visualization design.

For evaluation research, we conducted an exploration and evaluation of a design space for
visual narrative story flow, coupled with initial studies into a few types of flow, such as steppers
and scrollers [5]. In this work, the design activity framework can be used to frame the steps of
experimental design and identify study limitations from a lack of generalizability. The design
activity framework timelines and worksheets further emphasize documenting and recording the
visualization design process, which are important for reproducibility in evaluation research. Overall,
we found that the design activity framework can support thinking about other types of research

beyond just design studies, particularly research with an applied focus.

7.1 A Technique-Driven Project

In this section, we provide details for a technique-driven research project, the s-CorrPlot [3].
We first explain the motivation for this visualization technique, and then we provide the high-level
mathematical derivation of the visual encoding as well as the interactive component of the technique.
To conclude this project’s description, we include the application of this technique to an applied
domain, visualization for biology datasets. We reflected on this project using the design activity
framework in order to identify pitfalls and clarify the reasons why this project strayed from being
a problem-driven design study. We discovered that the design activity framework can apply to
steps of a technique-driven design process and enable us to identify further pitfalls for design study
research. Lastly, we found, through this reflection, that visualization ideas in technique-driven

work can span across more levels of the nested model, such as a new algorithm.

7.1.1 Visualizing Correlation
Many data analysis applications use the degree of correlation between variables as a key measure
of interdependence. The most common techniques for exploratory analysis of pairwise correlation
in multivariate datasets, such as scatterplot matrices and clustered heatmaps, however, do not scale
well to large datasets, either computationally or visually. We present here a new visualization

technique that is capable of encoding pairwise correlation between hundreds of thousands variables,
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called the s-CorrPlot [3]. The s-CorrPlot encodes correlation spatially between variables as points
on scatterplot using the geometric structure underlying Pearson’s correlation. Furthermore, we
extend the s-CorrPlot with interactive techniques that enable animation of the scatterplot to new
projections of the correlation space, as illustrated in the companion video on our project website.!
We provide the s-CorrPlot technique and tool as an open-source R-package that we gave to our

biology collaborators studying correlation of gene expression.

7.1.2 Statistical Correlation
The s-CorrPlot is based on a geometrical interpretation of correlation [162], [163] where datasets
are represented with a variable as a vector in R”, where n is the number of observations per
variable. In this interpretation, Pearson’s correlation is the cosine of the angle between the mean
centered variables. Thus, correlation can be spatially represented as p points on a (n — 2)-sphere.

In statistical language, the points on this sphere are termed standardized variables.

Pearson’s correlation coefficient, 7, for any two variables x = {x;, ... ,z,} andy =
{y1, ... ,Yn} can be written as
" Xy
H(X,y) = == (7.1)
’ 1[I llyl

which highlights the geometrical nature of the correlation coefficient [3].

In this geometric interpretation, the standardization of a variable can be viewed as a projection
onto the correlation sphere — a specific, (n — 2)-sphere embedded in R™. To standardize a
variable, first, the mean of the variable is subtracted from each observation, and second, the variable
is scaled to unit length. For any two variables, their correlation is now directly encoded through
the relative positions of their standardized variables. For any two standardized variables close
to each other on the sphere, their dot product, and thus their correlation coeflicient, is close to 1,

and, for those that lie on opposite sides, it will be —1.

7.1.3 The s-CorrPlot Encoding
The s-CorrPlot represents each variable as a point on a scatterplot as a novel way to encode
and read correlation. The scatterplot results from an orthogonal projection of the standardized
variables on the multidimensional correlation sphere. We can project the standardized variables

that lie on the correlation sphere onto a plane through the origin. After this projection step, the

'http://mckennapsean.com/projects/s-corrplot/
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variables can be displayed as points on a scatterplot, the s-CorrPlot.

Based on Equation 7.1, the correlation coefficient for two variables is equal to the dot product
between their vectors, such as for p and x as illustrated in Fig. 7.1(a) and reflected in Fig. 7.1(b).
The vertical grid lines in the s-CorrPlot, as in Fig. 7.1(c), specify values of equal correlation to p
for any location in the scatterplot. Thus, since x;; = U X, it follows that, for any vector x, the
correlation to p is directly encoded in the first component of the vector xg;. In fact, any vector that
projects onto the line Vi, shown in Fig. 7.1(b), has the same first component value, and thus the
same correlation to p. Moving V' along the vector p produces grid lines as shown in Fig. 7.1(c).
For further details about the mathematical derivation of the s-CorrPlot, including the uncertainty

bounds and density estimation technique, please see the original publication [3].

7.1.4 Interactive Exploration

This spatial encoding of correlation affords several advantages. For example, the technique
can encode categorical information using color, and the projection is computed in linear time at
interactive frame rates. We also designed the s-CorrPlot technique to incorporate both interaction
and animation, unlike previous static correlation encodings [164]-[166]. In doing so, we illustrate
how the s-CorrPlot can be paired with multidimensional exploration techniques, in the spirit
of existing systems that employ user-driven exploration [167]-[169]. To easily understand the
interactive exploration aspects, we advise watching the companion video available online.?

The s-CorrPlot employs several simple aspects of user-driven exploration to help examine
the space of possible projections. These interactions increase the effectiveness of the underlying
spatial encoding of the s-CorrPlot. Users drive the exploration of the multidimensional correlation
sphere by selecting the variables p and s of interest. After selecting a new variable, the s-CorrPlot
is reoriented through a continuous animation of a rotation between the current projection and
a newly selected one, by interpolating across the vectors chosen for the projection. In addition,
we orient the viewer by projecting the primary vector to a fixed location on the far right of the
s-CorrPlot and draw the gridlines vertically with respect to this primary vector in order to preserve
the spatial encoding throughout the animation. This animation results in seeing structures, such as
clusters of correlated variables, moving together (or apart) in 3D; perceptually, this is known as

seeing “shape from motion” [170].

http://mckennapsean.com/projects/s-corrplot/
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Fig. 7.1. Three variables (p, s, and x) with four observations each projected onto the s-CorrPlot.
We can illustrate our variables as standardized vectors on (a) the correlation sphere, directly in 3D.
The correlation coefficient between any two variables is the dot product between their standardized
vectors, such as with p and x. With these two standardized variables, a (n — 2)-flat V' is defined.
The s-CorrPlot is defined by the projection plane U, containing both p and s. Projection onto U
results in (b) the s-CorrPlot, preserving correlation coefficients to both p and s. In the s-CorrPlot,
V projects to a vertical line V;; of equal correlation to p. As such, these vertical lines can be

generalized (c) as grid lines along U, denoting sets of equidistant correlation values to p. Similarly,
(d) grid lines to s can be shown.
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7.1.5 Employing the s-CorrPlot in Biology

While creating the s-CorrPlot visualization technique, we worked in tandem with biology
collaborators to customize and tailor aspects of the data visualization tool for their problem:
exploring correlation of gene expression datasets [3]. Biologists often analyze the correlation of
gene expression — how much a gene is turned on or off in a cell — across datasets to gain insights
into gene functions and to infer novel relationships between genes [171]. This analysis seeks to
answer questions pertaining to the relationship of correlation between genes, especially how these
relationships change over time, across species, or in the presence of disease.

We worked with a biologist at the University of Utah who is tackling similar questions by
studying genes that work together in the brain in order to uncover genetic influences on brain
function, behavior, and disease. Using high-throughput sequencing, he measures the expression
level of genes in specific brain regions, even to the detail of expression of exons, which are subparts
of genes. He takes these measurements in different strains of mice, which form the observations in
his dataset. The genes and exons are the variables he wants to correlate and study.

His typical study involves several dozen observations, and approximately 10,000 to 100,000
variables, where each variable is a measurement of expression from a gene or exon in a brain
region with observations across different subjects. The state-of-the-art approach for studying
the correlation of gene expression is weighted gene co-expression network analysis (WGCNA)
[172]-[174]. WGCNA uses the correlation or similarity of genes to construct a weighted network
among all genes, and this network forms gene modules based on topological overlap. However,
WGCNA was designed to support only 10,000 to 20,000 genes, so it does not scale to the size of
datasets that our collaborator struggles to analyze.

At first, our collaborator explored 38,365 genes in two regions of the brain, with 22 observations,
using the s-CorrPlot, shown at the top of Fig. 7.2. Since each gene can exist in either brain region,
the plot shows a combined total of 76,730 variables. The gene expression levels measured in brain
region 1 are shown in red, and those in brain region 2 are shown in blue. Our collaborator first
looked at only brain region 1 (red), orienting the s-CorrPlot using the first principal component for
these variables — he noted that no strong clusters emerged. He then did the same for only brain
region 2 (blue), and saw a significant grouping of correlated and anticorrelated points, shown in
the dashed ovals. Overlaying the two brain regions confirmed interesting differences across the

correlation of all genes between these two regions. The biologist anticipated that the differences
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Fig. 7.2. Two biological datasets visualized in the s-CorrPlot. Each dataset contains 76,730 (genes)
and 120,000 (exons) variables, with 22 and 37 observations, respectively. For each dataset, genes
and exons have been colored according to two brain regions in which the expression levels were
measured, resulting in separate and combined overlay visualizations. The s-CorrPlot highlights
different patterns of correlation in each of these brain regions due to the gene and exon expression
patterns varying on a global scale, i.e., the blue and red regions of these plots show different patterns,
distributions, and clusters across the two regions, which indicates potentially significant differences
in their biological processes.
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in the correlation structure of the data reflect differences in the cell types and mechanisms that
regulate gene expression and the function of the two brain regions.

Using a different dataset, our collaborator visualized the expression levels of 120,000 exons
across the same two brain regions, as shown in the bottom half of Fig. 7.2. This particular dataset
contains 60,000 exons in each brain region, for a total of 120,000 variables, with each variable
containing 37 observations. This is the first analysis of correlation at the exon level that our
collaborator is aware of, perhaps due in part to the inability of existing tools to handle these
large datasets. With the s-CorrPlot, our collaborator was able to interactively explore the many
exons and deduce that there are also region-specific patterns at the exon level. He noted that the
patterns in the exon dataset are significantly different from the data at the gene-level, indicating
that differences in these brain regions could be described at a smaller scale than genes.

Taken as a whole, the differences in the patterns between the two regions of the brain are com-
pletely unknown and unexplored in our collaborator’s field. These observations have prompted him
to design follow-up computational studies and wet-lab experiments, fueled by hypotheses, which
are formed by his use of the s-CorrPlot for correlation analysis. Based on Fig. 7.2, he commented:
“This is revealing new brain-region specific patterns in the data that we were completely unaware of.
It offers the potential for deriving entirely new hypotheses about the functional relationships between

genes in different brain regions that we can test experimentally.”

7.1.6 Applying the Design Activity Framework

Although we created the s-CorrPlot technique for biology collaborators, this project was not a
typical visualization design study. In fact, this project’s primary contribution was a novel technique,
generalizable and driven by an algorithm stemming from statistical theory. When evaluating
this tool, we focused not on the problem domain or use-case in detail but rather if the technique
provided analytical insight through a case study with our collaborators. This validation is in line
with technique-driven research [28] but not with a design study, which involves validation of
contributions consisting of a problem characterization, abstraction, and tool that solves a domain
expert’s problem [8]. When reflecting on our process with the design activity framework, I realized
that we never fully characterized or tried to solve a more complete problem. When using this
new tool, our collaborators would find interesting patterns but then only had more questions and

needed to run further lab studies to learn more. We simply focused heavily on the novelty within
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the specific tool rather than a design study.

Design studies can be faced with threats to their validity at multiple levels, such as one at
the problem-characterization level: “wrong problem” [17]. This threat is characterized as “target
users do not in fact have these problems” [17], but the s-CorrPlot tool did, in fact, solve a problem
faced by our collaborators, since they were unable to visualize their full dataset with existing
techniques. Using the design activity framework, we were able to realize that instead what this
project faced was an “incomplete problem” threat, where we focused too heavily on only one
of our collaborators’ dataset types. By not taking a step back for the bigger picture, we left our
collaborators with more questions than answers using this tool, and this design study could have
been improved by revisiting the understand activity and fleshing out the situation blocks [18] more
completely. Nevertheless, this project was still a success as technique-driven research. We can
characterize the contributions of the s-CorrPlot using the levels of the nested model, touching on
the encoding, interaction, and algorithm levels. The nested model is useful when determining which
forms of validation are necessary to evaluate a visualization system, and the types of evaluation we
employed on the s-CorrPlot match these levels: complexity analysis, interactive framerates with
large datasets, qualitative image analysis, and case studies with our collaborators.

By turning to the design activity framework, we formed insights about the design process
and application of the s-CorrPlot technique to design study work. For the s-CorrPlot project, I
joined the team after the development of an initial prototype; the nine-stage framework [8] would
classify this as the “implement” step or the make design activity. To improve the tool to meet our
collaborators’ needs, I visited their lab weekly to observe the types of research problems they faced,
better understand the problem domain, and see how they utilized the prototype, which is like going
back to the “discover” stage or understand activity. While following the nine-stage framework, we
had an incomplete problem focus and fell into several problems in the “design” stage [8]. However,
when looking to the understand worksheet, I was able to pinpoint several missing factors from
our design process: thinking about users’ large-scale problems or challenges, different types of
datasets to solve this, and tasks to perform on the data. Our design process for this project had
focused on talking with and observing users, and the prototype that we had deployed early on
impacted the focus of these interactions significantly. Rather than focus on the bigger picture and
problems faced by our collaborators, we had iterated on a prototype visualization tool to solve a

single problem. Thus, our reflections on the design activity framework contribute new pitfalls for
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design studies, adding to previous ones [8]:

e PF-33. not communicating information across teammates on the problem characterization

and abstraction (discover / understand)

e PF-34. failing to identify the broad problem: solving small, specific problems may not be

useful or impactful enough for domain experts (discover / understand)

e PF-35. not tailoring the system for domain experts but focusing on designing novel solutions

(discover / understand)

e PF-36. deploying a prototype too early, thus limiting the problem and design focus — instead

aim to develop technology probes [98] to shape design requirements, abstractions, and ideas

(deploy)

The design activity framework, as a process model, is able to capture multiple aspects of the
s-CorrPlot project. When designing this tool, there were distinct, iterative phases of the prototype.
For example, the scatterplot encoding is one such visualization artifact, which we validated in terms
of its ability to scale across many variables and dimensions, and to overlay multiple datasets. A
concept separate from the tool is the notion of interaction, with selection of and animation between
projections; this concept was not a novel contribution on its own but added further value to the
technique and s-CorrPlot tool. Most of these artifacts stem from the ideate activity, but they were
realized in a prototype system through the make activity. We repeatedly deployed this system to
our collaborators as well. The visualization artifacts of this technique-driven process correlate to
the levels and contributions designated by the nested model, and we note that a modification of
the design activity framework is required to allow ideas from technique-driven research to map to
algorithmic-level decisions [17]. We have illustrated here how the design activity framework can
uniquely apply to general visualization design, such as the technique-driven project employed here.

In particular, the framework seems to work with research that has this applied focus.

7.2 An Evaluation Project
In this project, we focused on several evaluation methods that enabled us to generate guidelines
for the applied area of creating data visualization stories [5]. First, we preface this research with an

overview and motivations for the project, to study the visual narrative flow of data visualization
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stories. By providing examples of two types of flow, scrollers and steppers, we show how different
these story experiences are to readers. Next, we characterize this design space for visual narrative
flow into seven flow-factors. We conducted a crowdsourced study in order to measure and compare
engagement for different narrative flows. By reflecting on this project using the design activity
framework, we provide an initial validation that steps for experimental design can map onto steps
of the design process, where visualization artifacts can capture evaluation guidelines and increase
the reproducibility through documentation of an experimental design. We also discuss how the

framework enabled us to reason about the evaluation methods’ limitations of generalizability.

7.2.1 Project Motivation

Data-driven stories that tightly integrate visualizations have become a popular communication
device in a variety of fields [175], which has led the visualization research community to investi-
gate the design factors that practitioners employ to craft narratives, from visual and interactive
techniques [175], [176] to specific genres [177]-[179]. Specific knowledge on these factors is
growing, but we still have little knowledge of which are predominant for, and how they may be
combined to create, effective visual narrative flows [5], which combine a reader’s input with
story components and congruent visual feedback that tell the story matching the author’s intent
and voice.

An ongoing informal debate on visual narrative flow centers around the effects of allowing
readers to navigate through data-driven stories using either a click/tap input or a scroll input.
We refer to this debate as the stepper vs. scroller debate (illustrated in Fig. 7.3). Clicking to step
through a story is like a slideshow, while scrolling is akin to panning up and down a long document.
Practitioners from The New York Times recently advocated for scrolling because their readers
tend not to fully consume stories that are delivered with steppers [180], [181]. Others advocate
for steppers, as they point out several potential issues pertaining to the use of scrolling (e.g.,

“scrolljacking”) [182].

7.2.2 Visual Narrative Flow
Here we introduce seven factors that contribute to visual narrative flow along with illustrations
of the various properties for each flow-factor as in Fig. 7.4. These factors were identified through
a series of individual consumption sessions, group discussions, and informal coding of a corpus

containing 80 stories [5], referred to with S-# This design space framework captures aspects of
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data visualization story. The scroller, by Yee and Chu, walks through (a) a story to teach a basic
concept of machine learning [183], where scrolling not only moves down the page but also moves
visualizations and continuously controls their linked animated transitions. We transformed this
scroller into (b) a stepper narrative flow that uses buttons for navigating the story across the story
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Fig. 7.4. Seven factors for visual narrative flow. We identified these flow-factors by analyzing and
coding a corpus of 80 visual data stories. Each flow-factor contains multiple properties, which are
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created by authors.
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flow such as a reader’s input, connection of story components, and the visual feedback. Previous
work by Segel and Heer focused on high-level story components (e.g., animation, progress bars)
along with story genres and narrative approaches [175]. However, these flow-factors build upon
their work by breaking down these properties to characterize and explore a broader range of visual
data-driven stories than otherwise initially possible. For further details on each of these factors,
please see the original publication [5].

The expressivity of the design space can be evaluated by looking at the model’s descriptive and
generative power [7]. One type of visual narrative flow is the stepper: linear skip progression
with button or swipe input, discrete control over elements, slideshow layout, and a progress
widget. Conversely, scrollers commonly have linear progression, continuous control over elements,
document layout, and no progress widget. There are also different kinds of scrollers, some of which
use discrete control to trigger animations (e.g., S-2, S-3, S-5) whereas others do so continuously
based on the scroll position (e.g., S-1, S-13, 5-18). Thus, the design space characterizes differences
between these discrete and continuous scrollers that the community previously called one category,

demonstrating the framework’s descriptive power.

7.2.3 Crowdsourced Study on Engagement
To study how different flow-factors of visual narrative flow affect readers’ engagement, we
conducted a large-scale crowdsourced study with 240 participants using Amazon Mechanical Turk.
We selected four conditions to study in detail. We identified two baseline conditions, one with only
text and another with only static visuals, to first see if there is a measurable benefit to scrolling
stories with visualization or with animation. Lastly, we included a stepper narrative flow to explore
measuring the difference in engagement we witnessed in our exploratory studies. Specifically, our

conditions were:
e text: a text-only story (baseline 1)
e visual: text paired with static visual images (baseline 2)
e stepper: text paired with visualizations and animated transitions via a stepper
e scroller: text paired with visualizations and animated transitions via a continuous scroller

For the two baseline conditions, we hypothesized that the inclusion of visualizations (H1)

and animation (H2) would increase the visual appeal, attention, novelty, and felt involvement
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(all attributes of engagement) for readers. Furthermore, from our observations of readers, we
hypothesized that transitions of dynamic data are more engaging using continuous control than
discrete one (H3). In other words, readers from previous studies expressed that continuous scrolling
was more of a gimmick until they experienced the final story chapter, which uses continuous

scrolling to show the time steps of an algorithm. Thus, our hypotheses were:

e H1: Visualizations contribute to make the data-driven story more engaging.
e H2: Animated transitions contribute to make the data-driven story more engaging.

e H3: Pairing dynamic transitions with continuous control contributes to make the data-driven

story more engaging.

We broke apart the machine learning story [183] into two chapters, and each participant went
through each chapter and then filled out a survey at the end. For measuring engagement, we adapted
a validated questionnaire from O’Brien and Toms [184] containing 14 questions on reader-perceived
engagement across attributes such as usability, attention, aesthetics, and novelty. We performed
a linear mixed effects analysis using R [185] and lme4 [186] to study the relationship between
different types of narrative flows and reader-perceived engagement (all 14 questions). We obtained
the p-values reported here through likelihood ratio tests of the full effects model to one without the
effect of different visual narrative flows. Our project website includes all materials and conditions
used for the study.?

Fig. 7.5 shows the results of the model, which contains the average engagement score for all
14 questions. According to the model, the different conditions tested for this story affected the
engagement score significantly (p < .001, A2(3) = 30.71), supporting H1. In other words, readers
ranked the engagement of stories with visualizations higher than the first baseline, text-only story.
It is important to note that these effects are small, since they are averages of the 14 questions on
engagement. Certain questions had a stronger effect across the visual narrative flows, such as
visualizations scoring higher on an aesthetics question: “This reading experience appealed to my
visual senses.” We provide an engagement model for each question and condition on our project

website.

Shttps://narrative-flow.github.io/
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Fig. 7.5. Average engagement score across conditions. These scores stem from a mixed-effects
model that represents the average engagement score and 95% confidence interval of all 14 questions
for 240 participants across the four conditions. The model shows increased engagement when using
visuals and especially when using animated transitions, but the effects of the other visual narrative

flows, stepper and scroller, were not significantly different.
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The animated transition conditions scored significantly higher on engagement than static
visualizations (p < .001, \2(2) = 18.04), supporting H2 and suggesting that animated transitions
increase the reader-perceived engagement. We tested interaction effects of the engagement per
chapter of the story but found none to be significant, and so they were left out of the model.
Additionally, we found a significant effect on the chapter of the story (p = .017, \2(1) = 5.72),
where the second chapter received, on average, a higher engagement score (0.10). In other
words, the animated conditions scored even higher in engagement for the second chapter of
the story, which contained dynamic transitions. A question on novelty scored higher for flows
with animations: “The reading experience was different from a typical online reading experience.”
Subsequently, animated transitions, such as navigation feedback, showed a measurable benefit for
reader-perceived engagement.

Regarding the stepper versus scroller debate, we did not find a significant difference in engage-
ment via our questionnaire, failing to support H3. Whereas steppers scored higher for engagement
on average, the difference over scrollers was not significant in the model. Thus, we are unable
to conclude if continuous control over dynamic transitions, via scrolling, improves engagement
measured in the second chapter of the story. We note that the difference did vary by reader
preference and only for certain questions, such as those regarding usability. Although our findings
do not support H3, a carefully controlled user study may be able to investigate and measure this
effect.

Furthermore, we conducted an analysis on the preferred conditions selected by the participants,
shown in Fig. 7.6. Note that each participant saw two conditions, the order shown in the table. They
ranked which of the two they preferred for the story, or possibly none. We found that the stepper
and scroller were largely preferred over other conditions by almost twice as many participants.
However, a large portion of the participants overall did not have a preference between the two
conditions they experienced. Lastly, Fig. 7.6 shows split in preference across participants for both
stepper and scroller. By inspecting the detailed breakdown of preferences, more participants

preferred animated transitions and scrollers for the second chapter of the story.

7.2.4 Applying the Design Activity Framework
This project aimed to support the creation of a tool to help story authors write, develop, and

combine visualizations and animated transitions with text. Although this project was also applied
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Fig. 7.6. Participant preferences across conditions. We recorded readers’ preferences between their
two selected conditions (N = 240). Each pair included 40 participants and was balanced based on
which condition was first or second. On the left, preference totals across all conditions emphasize
that participants largely preferred conditions with visualizations and animation (stepper, scroller);
otherwise they had no preference.
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research, a major focus of this work was to evaluate the qualitative story reading experience and
compare engagement of different visual narrative flows. As such, a process model for design studies
is not an apt fit to describe the steps we went through. However, the design activity framework
is able to generally describe some of these stages, to create visualization artifacts, such as study
hypotheses and story “prototypes.” One stage of this project was qualitatively coding a corpus
of many visual data stories, and this method was quite similar to other times we employed this
approach in the understand activity. As before, the design requirements we identified were critical
to shaping the project, and here they are the seven flow-factors we identified that motivated how
we conducted user evaluation. Then, we employed user studies that resulted in guidelines for
future tools. The design activity framework is able to capture and describe the results of these
evaluation methods to facilitate other visualization practitioners designing and evaluating tools
and techniques in this space.

By connecting the design process to design decisions, we were able to reflect on how the study’s
guidelines fit within the overall design process of these evaluation methods. By mapping to the
nested model, the design activity framework emphasized that the evaluation and user studies for
this project correspond to decisions made at the encoding and interaction levels. For example,
the different types of visual feedback, interaction techniques, and levels of control all correspond
to decisions we had to make when designing a story on one or both of these levels. With this
mapping to decisions, we identified a limitation to the project. Specifically, the crowdsourced
study investigated reader-reported engagement and preference to compare visual narrative flows.
As a result of this study, we established guidelines to utilize animation and visuals to increase
engagement, implications for the make and deploy activities. While the design activity framework
can describe these guidelines succinctly, the nested model extension [18] elucidates this limitation,
since the stories could be viewed as stacks of blocks, and the user study guidelines were shown to
be effective for only a single story rather than generalized across many different stories.

On the other hand, we noted that we could reflect on how the design activity framework can
be utilized to model and describe this experimental design process. As before, the experimental
designer must first approach a given problem to identify potential tasks, datasets to utilize, and
which users to test, and then establish hypotheses for the research problem. For example, this
study explored aspects of visual narrative flow for a single dataset and focused on reading and

comprehension tasks to measure engagement using a questionnaire. Many of these components
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correlate with actions and visualization artifacts of the understand activity. A similar design process
can be followed to create visualization artifacts used as materials in a study, such as tools, techniques,
systems, and instantiations of a given encoding or interaction. This process will involve testing
for usability and feasibility, such as through the use of pilots, similar to prototypes, in the make
activity. The process may not perfectly overlap, but it shows that the design activity framework
can map to this style of formative or evaluative work in ways that the nine-stage framework
cannot. Additionally, the lack of generalizability of the study presented here could be uncovered by
reflecting on assumptions and artifacts generated, such as the single story, one dataset, and subset
of visualizations, which is fixed throughout all of the conditions.

Lastly, the design activity framework worksheets emphasize the importance of documenting and
recording the design process, which overlaps with the importance of reproducibility in experimental
design. By recording visualization artifacts and design decisions, a visualization designer can justify
why specific tasks, encodings, or interactions are selected or modified. In a design study, this notion
of reproducibility is not the goal, and Sedlmair et al. promote the goal of transferability instead [8]
due to the subjective nature of field work and based on methodologies of ethnography and action
research. However, in other types of design work, such as for experimental evaluation, it is of vital
importance to include materials and decisions to enable effective reproduction of the evaluation in
order to validate, or invalidate, its results. Providing enough of the materials and procedures used
in an experimental design allows others to build off of, refute, or refine the guidelines established as
a result of an evaluation approach. By capturing more design decisions and visualization artifacts
throughout the process, the design activity framework could increase the reproducibility of a
project’s evaluation. This record can even provide benefit for application or problem-driven work
for others with similar challenges who want to build on the requirements, ideas, prototypes, and

systems that have been generated and shared with the research community.



CHAPTER 8

DISCUSSION AND FUTURE WORK

The design activity framework lays the groundwork for further research and models that connect
creative and engineering processes [14], [36]-[38] for visualization design. Through its design
activity motivations, visualization artifacts, design worksheets, timelines, design methods, and
connection to design decisions, the design activity framework is more achievable, flexible, justifiable,
discoverable, and actionable than existing models in the field. By building on these existing models
[8], [17], [18], the design activity framework retains the application and benefits from these existing
models while also extending its scope to other kinds of situations and visualization projects,
particularly for applied visualization design. However, the design activity framework is by no
means complete. Future projects may reveal new aspects such as crucial activities for visualization
design or different kinds of visualization artifacts. The design activity framework can and should
evolve over time to adapt to more kinds of visualization design projects to keep its use valid and
current with how visualization systems are designed for people.

In this chapter, we first explore the necessary scope, limitations, and avenues for future work
based on the design activity framework (Section 8.1). Although the design activity framework can
apply to other types of research beyond application-driven design study projects, more examination
and validation are required to investigate this notion in further detail. Next, we discuss implications
from the first case study, a cybersecurity redesign project (Section 8.2). Following this discussion,
we focus on insights gained in our second case study for cybersecurity on the topics of winnowing
users, casting roles for collaborators, and utilizing multiple discourse channels for visualization
design (Section 8.3). The use of user-centered design methods impacted both case studies positively,
capturing visualization artifacts across design activities (Section 8.4). More work still needs to be
done to continue the validation of this framework, and we explore the limitations of the evaluation
techniques used for the design activity worksheets in the classroom (Section 8.5). Next, we relate

these design processes to those used in development and software engineering, within the context
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of building data visualization systems. Specifically, agile methodologies are a popular choice for
software engineering processes that have begun to combine engineering and creative approaches

(Section 8.6).

8.1 Scoping the Design Activity Framework

The design activity framework is one approach to capture the steps of the visualization design
process, and we have argued that one of its benefits over existing models is not only its increased
actionability in a wide array of projects but also its comprehensibility for visualization designers
and other collaborators. By extending the core design phases of the nine-stage framework for
visualization design studies [8], the design activity framework inherits many of the connections
to existing design study projects, while also considering the broader applications of visualization
design. Another key component is its connection to the what and why of visualization design:
design decisions. By highlighting connections to the nested model [17], the design activity frame-
work supports visualization designers through the act of carefully and methodically identifying
appropriate methods for validating and evaluating visualization artifacts in a design activity.

The framework promotes increased design process flexibility by enabling and emphasizing a
workflow that includes both the nesting of activities and activities occurring in parallel. As shown
in Fig. 3.6, the design activity framework can represent a process in which many activities are
pieced together in different ways according to the motivation of the project at any given time.
We believe this flexibility enables the framework to more completely capture the true nature of
multilinear, real-world visualization design in ways that previous visualization process models and
their representations do not.

In addressing the design process more generally, the design community does not have a
consensus on any particular process model [60], nor do members of this community even agree
that any such model could capture the “black box” of design [39]. Furthermore, considering design
as a “wicked problem” [38], [158], [187], [188], it can be challenging to know where to go next,
when to stop, and what makes an effective design [187]. These challenges exist for many design
process models, including the design activity framework, pointing to opportunities for further
investigation.

As a process model, the primary goal of the design activity framework is to guide visualization

designers through a design process. We believe that the framework will be useful to those with
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a broad range of expertise. The actionability of the framework stems from the inclusion of more
than just activities and methods, as is done in other models such as the nine-stage framework [8].
Specifically, the design activity framework also includes motivations, visualization artifacts, and
explicit ties to the nested model in order to help guide a designer through the visualization design
process. The motivation enables a visualization designer to determine which activity is currently
being performed, which then allows the designer to identify potential methods, clarify artifacts,
and make decisions with respect to the nested model. Although the design activity framework
targets problem-driven visualization work, we could not identify a concrete reason why it could not
be useful for technique-driven work as well; we reflected on previous projects in order to explore
this extension.

As illustrated in Chapter 7, the design activity framework has the ability to encompass and
represent other types of research beyond only design studies, such as technique-driven or evaluative
research projects. These projects are just the beginning of formalizing adaptations of the design
activity framework for these styles of research. For example, custom worksheets for research
activities within these approaches, with varying artifacts and suggested methods, could be created,
utilized, and validated. It may be necessary to reshape the design activity framework and the
concepts on which it is based for these different research modes. This is an interesting avenue
for future work to explore and shed further light on the connection of research activities, such as
reflection, learning, and writing [8], [48], and where they fit in the broader context of visualization
design.

Visualization design, from experiments to systems to encoding or interaction techniques, plays
a role in visualization research beyond just that of design studies. Researchers may often still work
in teams and receive benefit from common terminologies for the research activities they perform.
However, it is also unclear if the design activity framework is the appropriate model for all these
kinds of work, so new models or extensions may be necessary. We recognize that problem-driven
research encompasses many types of projects, however, and the design activity framework may be
a useful lens for a variety of visualization design projects. Moreover, future work should explore
these facets and consider how to best teach, guide, and support visualization novices in all aspects
of visualization design.

It is also important to adapt this framework and process beyond academia and pedagogy, to better

understand how visualization designers work in industry and on product teams to build visualization
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tools and systems. It may be necessary to adopt more applicable or succinct terminology for such
applications, and these modifications could benefit the design activity framework as a process
model for a whole variety of interdisciplinary visualization projects engaging members such as
visual designers, data visualization experts, and software engineers.

The design activity framework has several limitations, the first of which is that the framework’s
connections to the nested model may not always be as clean as those shown in Fig. 3.4. We were
able to identify several corner cases where visualization artifacts could begin to overlap with an
additional level of the nested model. Furthermore, the framework does not include a planning
activity, which is present in other process models [8], [12]. Although important for design, we feel
that planning is unique and complementary to the design activity framework. For example, the
precondition stages of the nine-stage framework [8] could be combined with the design activity
framework to serve as the planning activity. Lastly, we believe that there is still much to understand
and articulate about the design process for visualization. We consider all design models to be a
work in progress, and the design activity framework is by no means excluded. Further research
could extend the framework, including more finely defining or breaking apart specific activities,
adding new activities, or making the connection to a different design decision model.

Another limitation to this framework is the methodology by which it was created. We created
the design activity framework based on our own experiences and after an extensive literature
review. However, design in the real-world may not always coincide with these experiences, largely
from academia. It is important to recognize this limitation, as visualization design may vary in
other disciplines, such as in industry. Furthermore, the design activity framework has numerous
visualization specific components, but certain aspects are also generalized for broader design. To
evaluate the efficacy, utility, and application of this model, it would be important to validate in
other domains with other types of designers in a wide variety of situations, design methods, and
target artifacts.

To this purpose, it would be useful to evaluate the design activity framework further. Since
the framework was largely established through our own experiences, another useful external
evaluation of the framework would involve other visualization designers, or even general user
interface or experience designers. This evaluation could take place through a variety of means:
interviews, design workshops, group discussions, or card sorting, to name a few. Similarly, the

design worksheets and concepts could be applied in new design projects, to measure the time
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taken, methods explored, ideas generated, or quality of the final artifacts, in comparison to a team’s
previous design projects. These evaluations could also support extending the model to other kinds
of design. By working with other designers, the design activities, worksheets, and concepts of this
visualization process model could be compared and evaluated by other real-world designers.

The design activity framework bridges creative design with an engineering process model, but
there is plenty of future work to pursue and explore along these lines. For instance, we reviewed a
handful of design models which use a grid to represent design activities, but many more creative
design process models exist that may utilize other paradigms or concepts. On the other hand, there
are also a number of engineering process models which utilize cyclical design concepts which we
did not utilize. These concept variations could be adapted into the design activity framework or
expanded into their own process model. It is important to consider these different styles of thinking
and working, as a single model may not work for all types of visualization designers or all kinds of
situations.

A number of open questions remain for future work. For example, we established, evaluated,
and reflected using this framework for problem-driven methodologies, and it would be useful to
rigorously, but cautiously, validate the use of the framework for other methodologies, such as
algorithmic-driven work. Furthermore, in the list of exemplar methods we include novel methods for
visualization design, but the utility and effectiveness of these methods for designing a visualization
system have yet to be tested and verified. Most visualization process models have not yet addressed
a series of challenging questions: Where should I go next in the process? What method is the
best for my situation? When do I know my design is effective enough? We believe these future

directions provide rich opportunities for models to further explore the visualization design process.

8.2 Working in Design Teams
Throughout our redesign project in Chapter 4, we worked closely as a design team composed of
designers, a psychologist, and visualization practitioners. Our different perspectives and experience
led to a richer and more informed design process. When working together, we found that
having common terms and definitions for design was critical in promoting effective and efficient
communication among all members — as such, we spent significant time and effort learning from
each other to better understand, and speak in, each other’s domain languages [189]. This effort

allowed us to synthesize the ideas and perspectives on the design process from several different
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fields in the design activity framework. Moreover, we coined the framework’s terms to help future
visualization design teams with a common set of definitions and terminology that can be used for
communicating specific aspects as well as an overview of their design process, as in the form of
design timelines.

Working in design teams can provide its own set of challenges and obstacles. For example, this
project involved a separate developer role that had limited communication with the design team,
so the decisions and changes to the tool and code were made by the company. By reflecting on
how industry and product teams conduct similar processes, e.g., with agile methodologies [190],
[191], our approach is clearly very different. In these teams, the designers will often work hand in
hand with the developers to identify potential areas for improvement and features for a sprint or
development cycle. This redesign project was a special case, since we were invited to partake in
the project specifically for our outside experience and knowledge, but integration of design and
development teams can increase communication and realization of ideas and potentially address
more user needs than if these teams work separately and with little communication. Having teams
work together or comprehend the design activities and visualization artifacts more completely
could increase the level of communication across teams and have a higher rate of impact when

utilizing a common framework to discuss and present aspects of visualization design.

8.3 Casting, Collaborators, and Channels

Upon reflecting on the BubbleNet design study in Chapter 5, we realized that winnowing and
casting of user roles[8] occurred later in the user-centered design process highlighted in Fig. 5.1.
Unlike a typical design study, our set of domain experts were unable to give dedicated, recurring
time to the project. By reviewing previous detailed cognitive studies of users and through interviews,
personas were crafted to identify different potential users [2]. As a result, users were winnowed
into two types, analysts and managers. This approach was motivated by domain constraints:
limited access to users and data. Furthermore, the design activity framework highlights where the
winnowing and casting of user roles occurred when revisiting personas in the understand activity,
and we incorporated these roles when evaluating the dashboard in make with a usability study. The
design process figure, when incorporating these multiple channels, succinctly shows where and
how users were involved with different generative or evaluative methods as well as deployments.

The task of presentation influenced the unique design process of this project. Presentation
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inherently involves two or more parties, so it could involve users beyond a data analyst. In a
design study methodology, Sedlmair et al. describe several different collaborator roles, such as
front-line analysts and gatekeepers [8]. Simon et al. identified alternative collaborator roles, such
as liaisons [192] who bridge visualization research to complex domains. Although we worked with
several liaisons, the user personas identified four kinds of users, only one of whom, the network
analyst, is a domain expert in cybersecurity. Other users, such as network managers, have some
domain knowledge, but another domain was clearly at work here: an organizational domain. Large
organizations need to disseminate information up a chain of command in order for decisions to
be made and passed down [2]. With multiple domains and types of users, this work challenges
the role of a single domain expert as the optimum collaborator. It is important to identify these
different user roles and design tools that adapt to their needs, and the design activity framework,
especially the understand worksheet, pushes these concepts.

Lastly, working in the cybersecurity domain benefited from the multiple discourse channel
approach [106], as highlighted in Fig. 5.1. By reflecting on our design process, this multiple channel
approach is particularly beneficial with the unique design constraints we faced: limited access to
users and data, multiple types of users, and balancing trade-offs to deploy tools. The design of
BubbleNet occurred within the second channel at a research organization, but this design would not
have been as successful without the design methods and knowledge gained from the other channels.
For example, the third channel represents a collaboration with a university network analyst, which
enabled us to validate abstractions of network security data and critically changed BubbleNet’s
location view. By working at an operational organization in the fourth channel, BubbleNet’s design
influenced and inspired new encodings to be implemented by a team of developers, leading to
operational tool deployments. As discussed in Chapter 5, deploying a tool is a complex process
that involves further design trade-offs, but the visualization community needs to discuss these

trade-offs in order to get tools in the hands of users.

8.4 User-Centered Design Methods
In our case studies, we demonstrated how user-centered design methods can be both efficient
and effective for visualization design. Specifically, we highlighted the projects’ visualization artifacts,
guiding motivations, and final results of each design method: qualitative coding, personas, and data

sketches. When performing these methods for data visualization, we noted that the motivations
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and visualization artifacts aligned well with the activities of the design activity framework, both
understand and ideate. These methods can also be used in other activities, i.e., qualitative coding
can be used as an evaluative method paired with other techniques in any activity, and data sketches
could also be utilized in the make activity when parallel prototypes are being built and tested using
this approach.

User-centered design methods can also help a designer establish user needs, uncover design
opportunities, and evaluate ideas. These types of design methods can be particularly useful in the
early stages of understand and ideate for the visualization design process. The three design methods
discussed in both case studies can involve any number of users. We encourage future visualization
design projects to broaden the methodologies, methods, and techniques at their disposal in order
to more completely explore the design space for data visualization in a given domain. Ultimately,
embracing user-centered design method will help us as a community be more efficient at building

effective visualization tools across domains, users, data, and tasks.

8.5 Design Worksheet Evaluation

When using the design activity worksheets in the classroom, we observed the process by which
students perform visualization design with these worksheets, guiding them through actionable steps
and facilitating effective visualization design discussions both within a group and with their mentor.
As students highlighted: “In having that methodically prescribed ... you break down the process into
those clear steps, ... it is an intuitive flow,” “Ihis was really good guidance for us ... well categorized
for the beginner,” “It was my first time doing something at this scale, and I didn’t know where to start.
It was nice to have steps along the way,” and “We considered more options than we would have,” which
demonstrated the benefit of generating ideas. Despite the many improvements that can be made,
we see the use of these design worksheets as a success for teaching the visualization design process
to students in their cumulative projects.

This work explored utilizing the worksheets in a visualization course for the first time, and
plenty of work lies ahead in their use as a teaching methodology for visualization design. For
example, one avenue of future work is to continue improving and using the worksheets each year in
the visualization course. Additionally, more methods for evaluating the usefulness of the materials
could be investigated, such as performing a grading analysis between students’ worksheet grades

and other grades throughout the course [16]. The design worksheets could also be integrated



125

more tightly with course content through the use of design workshops or other assignments. By
implementing some of the requested changes to the worksheets, their pedagogical value could
increase by enabling students to more effectively find and assess datasets, work more effectively in
a team, or better outline and develop code. Another core aspect to design is its iterative nature, and
more study could be conducted on iteration and its use, benefits, and limitations in visualization
design projects. Lastly, performance measurements of these worksheets over time could help assess
how valid and useful the design activity worksheets are for more types of students conducting
visualization design.

Additional future work involves increasing the accessibility of the design worksheets as peda-
gogical material. The existing materials have been deployed online, but the resources, worksheets,
and timelines are presented only as static materials or examples. By building these materials into
an interactive system, team members could more effectively plan and coordinate their work on a
visualization project. For example, the checklist or worksheets could provide questions or hints on
demand when someone fills in their answers into a system, and this system may even dynamically
interact and suggest new generative or evaluative methods based on students’ input. On the other
hand, this system has the potential to provide automatic generation of project timelines using
the design activity framework, to support actionability of using this framework to judge where
designers are and where they should be. This meta-view of a project could help guide students by
asking additional questions on their status and success, to suggest activities to pursue next. These
accessible, interactive visualization design process systems could help train visualization designers
and possibly scaffold this process with new design methods as students learn and grow.

One limitation of the evaluation for the design worksheets is that the evaluator served also
as the project mentor. Due to limitations of time and availability throughout the project and to
perform the evaluation, this overlapping of roles was necessary, but we acknowledge that more
robust evaluation would involve additional mentors or evaluators. Another future evaluation
method is to interview visual designers on product teams in industry to assess with heuristics, or
gather feedback on, the utility, usefulness, and impact of the design worksheets. One challenge
is separating out the role of the mentor; without a mentor, would student groups have been as
successful or confident going through their visualization design process? We determined that this
interference was critical to maximize the potential knowledge we could obtain from utilizing the

design worksheets. By observing and clarifying aspects on the worksheets, we learned a great
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deal about both the benefits and limitations of these design worksheets for a visualization project,
which spurred numerous insights about improvements to be made on future iterations of the
worksheets. Without these connections to each student project, the qualitative evaluation at the
end of the course would have been significantly limited, and any confusing aspects would have
further hindered the teaching impact of the worksheets. Educators recognize the importance of
providing students with solutions along the way for the steps of a project to avoid pitfalls at early
stages that cause later failures [77], i.e., do not punish students for failing to understand an earlier
assignment in a later one. Nevertheless, we acknowledge that further evaluation may necessitate a
separation of these roles to reduce potential bias and impact.

Incorporating visualization design worksheets and exercises in the classroom presents many
challenges. For example, some students may struggle or feel intimidated by being asked to sketch,
especially given a time restriction. Unfortunately, many classrooms have designated schedules and
limited time slots, so the workshops or exercises must be completed in the time allotted, but many
visualization exercises take longer than expected to execute [147]. Another element to consider is
the role of tangibility in sketching visualization designs [76], [157]. Incorporation of these tangible
visualization principles could be used within the design activity worksheets. As classroom sizes
increase, it is important to reconsider how design critiques, feedback, and mentorship are conducted
[74], [193], [194]. For example, with online learners in the hundreds or thousands, peer review,
critique, and feedback can help mitigate some of these challenges [74], while also pushing students
to practice the learned concepts in a structured fashion. As data visualization design changes, so
too must the exercises, workshops, and materials we utilize to teach these concepts.

These visualization design worksheets are one step toward building more effective teaching
tools for data visualization and design, but much work lies ahead. One clear area for future
work involves materials for design inspiration: brainstorm visualization encodings, abstractions,
and tasks. Initial work shared by He and Adar in VizItCards [73] is a step in this direction, and
we encourage the community to continue this line of work. The one student in our study who
used VizItCards would have liked to see the cards generalized for other visualization challenges.
Furthermore, the visualization design process, steps, and guidance can always be improved to
be more descriptive, more clear, sufficiently succinct, and encompass other design methods and
methodologies. Other common methods for teaching are design studios [73] and exercises [195],

and it would be worthwhile to adapt design worksheets for these settings. Lastly, scaffolding these
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design materials from visualization novices to experts could provide support for the visualization

design worksheets to grow and expand for more advanced, creative, and flexible use.

8.6 Software Engineering and Agile Development

A field related to the design of data visualization tools is software engineering or how people
develop tools and systems. The field of software engineering is about how programmers design,
implement, test, and document the creation of software [196]. These concepts overlap with
visualization design when designers have to develop something into a system or tool, and as such
the methods and recommendations may overlap across fields. The body of software engineering
research is vast, with core components such as how to generate requirements (necessary properties
for something to solve real-world problems); general design principles such as managing data and
events to function or object-oriented code; and testing, management, maintenance, and associated
economics for software engineering [190]. In other words, software engineering involves many
aspects from how to write good, effective code to managing teams; business practices; and working
with clients or customers. All these concepts and associated methods can often relate to the field
of visualization design, and, in turn, software engineering can incorporate design methods [197].
However, the majority of this dissertation focuses on the design and theoretical visualization
components rather than on those from software engineering bodies of knowledge.

Agile development started in the 1990s with a series of methods aimed at revolutionizing and
adapting software engineering processes with lightweight alternatives that quickly adapt to user
needs in a changing workplace [190]. In 2001, 17 software developers, including Jeff Sutherland
and Alistair Cockburn, sat down at the Snowbird Mountain Resort in Utah to discuss publication
of their thoughts and insights as the Manifesto for Agile Software Development [191]. Traditional
software engineering process models were very much incremental before agile approaches, and agile
approaches are in principle about promoting customer satisfaction, adapting to clients’ changing
requirements, working software releases with the best technology on the order of weeks, forming
co-located and cross-functional teams, implementing test-driven development, and reflecting on
how to make the product more effective [191]. Various realizations of agile approaches have
emerged over the years, from Scrum to Rapid Application Development (RAD) and eXtreme
Programming (XP) [190], which all utilize a variety of software engineering methods such as pair

programming, daily stand-ups, scrum boards, and sprint planning exercises. A key cornerstone
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of these approaches is how success is measured in terms of how well the software works [191].
Straying from more complex methods that focus on incremental changes, agile methodologies are
designed to be iterative in nature, with teams adapting requirements to the software over time
[190].

These agile approaches cross aspects of design for an engineering process with creative processes,
but their focus is largely on software development, and they are not tailored to visualization
specifically. For example, the notion of a sprint is at the core of the agile Scrum approach, where
a sprint manages and timeboxes activities and development work into a concrete time frame for
tackling backlog items, daily updates, and progress reviews [190]. This set deadline provides a
clear goal for developing a working prototype to test with clients or customers. An example is the
Google Ventures sprint, a five-day process that breaks apart the software engineering and design
process into five big steps: mapping out the problem space and finding a focus, sketching out ideas,
comparing and evaluating the ideas to find the best, building the software or other prototype, and
testing with the clients or customers [198]. The goal of this sprint is to determine if an idea or
potential product has a measurable impact on the clients or customers. Such an impact can shave
months off building a fully working tool or system. By preparing for sprints with tools such as
whiteboards, timers, and paper along with electronic device limitations, open schedules, and an
appropriate team of experts, a facilitator, and a decider, a sprint process can focus a team to be very
productive in a short amount of time [198]. As a result, this agile sprint method combines software
engineering and development with project management [190] and business ideas [198]. Designers
of visualization software systems, tools, and techniques can incorporate aspects of these agile
approaches, such as sprints. Although the focus of this dissertation is less on general principles of
software engineering or agile development, many aspects and methods from these methodologies

can be applied and can fit into the context of the design activity framework for visualization design.



CHAPTER 9

CONCLUSION

The main contribution of this dissertation is a design activity framework for visualization design
[1]. By building on existing visualization design process and decisions models, the design activity
framework seeks to support both a creative and engineering visualization design process, one
with both iterative and linear aspects at its core. By prescribing four design activities, understand,
ideate, make, and deploy, the framework allows visualization designers to check their progress
and current activity with clear definitions, motivations, and expected results or visualization
artifacts, such as requirements, ideas, prototypes, and visualization systems. These activities map
to levels of the nested model to help designers choose appropriate validation approaches, and
the framework identifies a series of potentially useful and impactful methods for generating and
evaluating visualization artifacts. Lastly, the framework’s activities can be represented in a concise
timeline format, to support design team communication and retrospection.

The role of the design activity framework is illustrated through two case studies for cybersecurity.
The first case study explored a redesign project of a company’s visualization tool [1]. The design
activity framework was established based on our reflections of the various activities we performed
as a design team, utilizing user-centered design methods such as qualitative coding of research
papers on user studies [2]. The next case study examined the creation of a visualization dashboard
called BubbleNet [4]. As a result of this design study, we created a dashboard tailored for visualizing
geographic and temporal patterns in security-based alert datasets, which we evaluated through a
series of methods including a usability study. Like the previous case study, user-centered design
methods advanced the project through personas to winnow and target specific users and data
sketches to compare and contrast possible visual encodings with a cybersecurity analyst [2]. The
framework guided the visualization design activities of this second case study from the ground up,
spanning multiple discourse channels.

In order to externally evaluate the framework and increase its actionability, we investigated
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teaching novices how to conduct a visualization design process. To this end, we created design
worksheets for students to use in a cumulative project for a graduate visualization course [6]. To
more effectively teach the visualization design process, we created teaching materials for the course:
a lecture on visualization design, an introduction to the design activity framework, resources on
sketching, and four design activity worksheets. We tailored each worksheet to the four activities
for visualization design, including step-by-step instructions, guidance, tips, and hints to guide
students through their first visualization project. We worked with 13 students throughout the
course, helping them with their projects and teamwork, and we externally evaluated the worksheets
using group observations, online surveys, and interviews. Overall, the design worksheets were a
successful first attempt, and students highlighted a number of improvements for the future.

By reflecting on other types of research projects we have conducted, we explored how vi-
sualization design and the design activity framework relate to other kinds of research, both
technique-driven [3] and evaluative work [5]. In particular, we identified new types of pitfalls
for design studies and observed how the steps of the visualization design process mapped to both
technique-driven prototypes and experimental design research. Over time, it is important to build
upon these design models and continue to validate their usefulness and effectiveness for all kinds
of visualization designers, from students in the classroom to expert practitioners in industry. By
working with more visualization designers over time, new models can expand upon this work to
capture new types of visualization research and design projects. As the field of data visualization
matures, it is crucial we modify and adapt our design models in order to better prescribe, describe,

encompass, analyze, and communicate the visualization design process.



APPENDIX A

TABLE OF DESIGN METHODS

To aid in the search for new design methods, we present an extended table of design methods
in Table A.1. This table is an extension of Table 3.1 from Chapter 3. For Table A.1, we mapped 100
design methods into the design activity framework [1]. Each design method is marked for which
design activities it may be utilized, e.g., understand (u), ideate (i), make (m), or deploy (d). Within
an activity, we coded these methods based on its main purpose, to be generative (g) or evaluative
(e). We noted when generating this table that methods may play differing roles in one activity
to the next. Additionally, we tagged the methods we have seen commonly reported within the
visualization community (v). Lastly, each method includes a succinct definition and source for

visualization designers to research and learn more about a desired design method.
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APPENDIX B

DESIGN WORKSHEET MATERIALS

We provide additional worksheets and materials for the design activity framework. These
resources were utilized in conjunction with the incorporation of these materials in a visualization
graduate course, as discussed in Chapter 6. First, we include two introductory worksheets used to
teach the framework. In Fig. B.1, we introduce the high-level components of the design activity
framework with some examples. Next we provide sketching tips and resources for the design
worksheets, as seen in Fig. B.2. The four design activity worksheets are shown in Chapter 6.
Lastly, we provide a front worksheet template in Fig. B.3 to guide students through the different

components of the design activity framework worksheets.
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Design Activity Framework

What artifacts can we create?
e design requirements
e ideas &sketches
e prototypes
e visualization systems

How do we get artifacts?
Writing on worksheets, sketching, or building with code.
Artifacts can be generated or evaluated using methods.

What do we do with artifacts?
Build ideas to address real needs. Combine them. Find
novel ways to solve problems. Record to track a project’s
evolution. Revisit for inspiration. Evaluate them.

What is a design activity?
Actions taken in order to achieve a set of artifacts.
4 activities: Understand, Ideate, Make, & Deploy.

The design worksheets provide guided methods for obtaining
artifacts. Artifacts should flow from activity to activity, so do refer
back to them later on as each artifact is used. You can print out
program screenshots if that will help you design.

Feel free to work on worksheets individually but come back and fill
out one as a group. Label each with a unique number at the top.
This number is important for using additional sheets for space.
Expected results for each box are shown as icons at the bottom.

Always double-check the first box on the sheet! For example, in
the Understand activity, have you captured the right challenge,
with enough detail? Watch out for ! ! warnings which provide
cautionary tips on when to revisit earlier worksheets. You can
continue to any activity listed at the bottom of the worksheet.

These worksheets provide sample methods to guide your design
process, but feel free to explore alternative methods for
generating and evaluating artifacts: http://bit.ly/2edEswv

a109p] pup3sIapuUn

ayowW

Aojdap

example artifacts

Fig. B.1. Introductory worksheet for the design activity framework worksheets.
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Sketching User Interfaces

How do | sketch?

Get the creative juices flowing and start by sketching
known solutions or ideas. Then think of new and different
ways to solve the challenge. Sketch with crayons, sharpies,
or colored pencils. While artistic drawing is a practiced
skill, anyone canillustrate an idea on paper!

Where do | sketch? What if | need more space?

Sketch on the provided worksheets or on separate paper.
For separate sheets, try large-format, dot, or graph paper.

When more space is needed (especially during Ideate), tag
additional papers with the activity symbol, worksheet
number, and box number: e.g. [I-3-2] for the Ideate
activity, your third worksheet, and box 2) on that sheet.

What other sketching resources would you recommend?

Tips & Tricks
http://bit.ly/2dapM3Z
http://bit.ly/2e0sRRM
http://bit.ly/1SMkacn
http://bit.ly/2dQyl0b
http://bit.ly/2dnH8cj

Sketching Paper
http://paperkit.net/dottedpaper

http://sneakpeekit.com/

Wireframes, Mock-ups, and Interactive Screens
https://balsamig.com
https://mogups.com/
https://www.invisionapp.com

Additional Resources
http://bit.ly/1BL4m3s

example sketches

original concept
sketch for Twitter, as
a simplified, live
status update
http://bit.ly/1EvqTgX

an idea for a
customizeable Vimeo
profile page
http://bit.ly/2edxL L6

Fig. B.2. Introductory worksheet on sketching and related resources.



148

unique number: #_
activity & its order 1o t?ack attach <>

goal: meﬂtS
0000

artifacts:

@ 2)

q

‘fgeneratlve methods Q

useful tips
for each box ;

\ ted result icons
\ expecte

ENJEIE]]

list icon sketch/image_icon
NE) 7)

p—

evaluative method

o1pn)|pbAd

available activities table
you can go_to next able jcon

onext
@DE

Fig. B.3. Template for the different components of the design activity framework worksheets




APPENDIX C

WORKSHEET EVALUATION MATERIALS

In Chapter 6, we discussed the methodology behind our process for evaluating the design
activity framework worksheets. We utilized these worksheets for students undergoing a cumulative
project for the course, and we surveyed students at the end of the course on their experiences and
opinion of the materials. We provided the prompts and questions in the two online questionnaires,
one of which was sent to the entire class and another to only 13 volunteers who utilized the
worksheets as part of their project. For the survey questions, responses were in one of the following
formats: five-point Likert scale (denoted with L), numbered scale (1-5, denoted N), free-form text
response (denoted T), or a multiple select choice of design activities (denoted UIMD). Lastly, we
conducted semistructured interviews with 11 of the student volunteers; the interview guide with
base questions is included. These materials serve the purpose of adding reproducibility to the

evaluation methodology and, further, enabling external validation of this work.

C.1 Course Web Survey

Please complete the following questions honestly based on your experience in this course.
1. How comfortable were you with visualization design before this class? (N)

2. How comfortable are you with visualization design after this class? (N)

3. The lectures in this course helped me learn how to design visualizations. (L)

4. The exercises in class helped me learn how to design visualizations. (L)

5. The provided design worksheets helped me learn how to design visualizations. (L)

6. The final project helped me learn how to design visualizations. (L)
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C.2 Project Web Survey

During your final project, we utilized several design activity worksheets: understand, ideate,

make, & deploy. Please provide honest feedback on your use and opinion of these teaching materials.

10.

11.

12.

13.

. Which worksheets were the most helpful? Did a particular worksheet help you generate

and evaluate artifacts? Did any worksheet build up your confidence in the design process?

(UIMD)
Why is that? (T)

Which worksheets were the least helpful? Did a particular worksheet hinder the generation
and evaluation of artifacts? Did any worksheet fail to build up your confidence in the design

process? (UIMD)
Why is that? (T)

My group was able to generate and evaluate artifacts with the help of the design worksheets.

(L)
Filling out the design worksheets took valuable time away from my final project. (L)

It was possible to fully complete each worksheet using the materials given to me during the

course. (L)

. The design worksheets were used to record artifacts or decisions I made, after they were

already made. (L)
I was able to better structure my design process with the help of the design worksheets. (L)

There was not enough structure or guidance provided on the worksheets in order to complete

them. (L)

I was able to figure out where to go next in the design process with the help of the design

worksheets. (L)
There was too much information or text included on the blank design worksheets. (L)

I was able to capture design decisions easily and succinctly using the design worksheets. (L)
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15.

16.
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The system developed for my final project would have been just as effective if we had not

used the design worksheets. (L)

What are some suggested changes or improvements for the worksheets? (T)

Please include any additional comments on the design worksheets. (T)

C.3 Interview Guide

Thanks for agreeing to meet and discuss your experiences this semester. We are looking

for sincere, honest feedback of the design worksheets we utilized. This includes elements on

the worksheets, when they were introduced & taught, when we utilized them, how we utilized

them, and anything else you think would have helped you learn more and practice being a better

visualization designer.

Are you OK with recording this interview? It is for me to review later without scribbling notes.

1.

The worksheets were created for teaching the design process. Can you describe the steps of

the design process, briefly in your own words?

. What were the most useful aspects of the worksheets for your project? Least useful?

. How did you fill out the worksheets? Was it done as a group or individually? When was it

most comfortable for you to fill these out?

Was it helpful to have an evaluation step? Think of sketches, ideas. Why or why not?

Were the design worksheets helpful for documenting your design process? Are the worksheets
a useful tool for helping you write a process book? e.g. think of what you did during the

ideate and make parts of your design process.

Did the worksheets help guide you through the design process? For example, where to go

next, revisiting sheets, etc. Why or why not?

Are you encouraged to try out new design methods after using the sheets? Did you?

Are there any additional worksheets that could have been helpful for your project? Did you

feel any steps were missing from the worksheets?
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9. Did the worksheets limit your choices or fail to capture the complexity of how you design a

visualization? Please explain.

10. Would you say that the design worksheets helped build your confidence in design? In what

ways could it have helped you learn more & built up your confidence more effectively?

11. Do you have any additional comments, questions, or feedback?

Thank you again for participating in this interview. This work is part of my PhD dissertation,
to create teaching materials for visualization design. I greatly appreciate advising your final group
and seeing how these worksheets helped shape your final project. It was a wonderful experience
getting to see your group interact together and create _____. I look forward to seeing your work in
the future, and feel free to reach out to me if you have any lingering questions about visualization
design, these worksheets, or anything else.

We hope to report on our findings using these worksheets in a classroom setting as a short
paper at a visualization conference. Are you comfortable with quotes being taken anonymously
from this interview to be included in that publication? It is totally fine to say no.

Before we conclude, do you have any other questions for me? Thanks again for your time!
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