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Abstract

With the growing presence of industry 4.0, flexible workstations and distributed control logic, software development has become
an even more important part of the automation engineering process than before. In a traditional workflow, the main commissioning
part of industrial control systems is performed on the real set-up and consequently during a time critical phase of the project. Virtual
commissioning can be used to reduce the real commissioning time and can allow an earlier commissioning start, reducing the
overall project lead time, risk of damaging parts, amount of rework and cost of error correction. Previous research showed already
a reduction potential of the real commissioning time by 73%, when using a virtual commissioning strategy based on a 3D digital
model. However, the robustness of that approach still highly depends on the human expertise to fully evaluate the correct behavior
in all possible use scenarios. This paper describes an approach to further automate these virtual commissioning steps by embedding
functional specifications and use scenarios through a formal notation inside the 3D digital model. Configuration steps inside the
virtual environment describe the conditions, independent from the control logic but related to component states and transitions in
the digital model (actuator and sensor values, time restrictions, counters, positions of objects, etc.). These conditions are
continuously monitored during an extensive commissioning run of the digital model covering all possible component states and
transitions. A small scale experiment will show the reduction of the virtual commissioning time and earlier detection of quality
issues.
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1. Introduction

Modern production plants face a continuously increasing complexity. The automation systems of production plants
are critical to ensure safe, productive and qualitative operations. The correct behavior of these automation systems are
essential, making the early testing of the engineered automation solution and software a critical task to reduce the risks
during the real commissioning and plant operation [1]. The importance of software will even increase due to the
evolution towards industry 4.0, industrial internet of things (IIOT), flexible production, smaller batch sized, one-piece
flow and more customized products [2]. That additional complexity puts pressure on the real commissioning phase of
a project, which consists of a lot of (manual) software debugging.

This section will introduce 2 key elements of this research: a digital model and virtual commissioning of industrial
control systems. Section 2 gives an overview of the used approaches for the commissioning of control systems and
their differencesError! Reference source not found.. A conclusion and outlook for further research is presented in
section 3.

1.1. Digital model

Within the concept of Industry 4.0, the Digital Twin (DT) concept has gained more momentum in the industry
sectors as a method for managing increasing system’s complexities and as a link to the digital world, thus facilitating
the application of intelligent functions and services to the physical systems [3,4]. Recent research summarizes the
various definitions of DT and proposes a classification into three subcategories, according to their level of integration.

e Digital model: A digital representation of an existing or planned physical object, capable of fully mirroring
its characteristics and functionalities. There is no automated data exchange between the physical and the
digital object.

e Digital shadow: Based on the definition of a digital model, extended with an automated one-way interaction
between the state of an existing physical object and the corresponding digital model.

e Digital Twin: A model, where the dataflow between the digital and the physical object is fully integrated in
both directions, is called a Digital Twin. A change in state of one of the objects leads to a change in state of
the other objects.

The digital model in this paper is a 3 dimensional graphical representation of the physical object [5]. Beside the
graphical representation, the model also contains the dynamic behavior and information about the sensors and
actuators used in the physical object.

1.2. Virtual commissioning

Kormann [6] summarizes that the most frequent fault in machine or production system control software is the
missing reaction on undefined machine or system states. Also the importance of testing is shown, but this is mostly a
manual test in a non-operative state and late in the project. Virtual commissioning of industrial control systems enables
control software engineering and testing earlier in the design process of production systems. Virtual commissioning
involves replicating the behavior of hardware within a software environment. The proposed design procedure will
provide a virtual plant that can interact with real controller hardware. The behavior of the digital model should be the
same as that of the real production system. The virtual components have to include both the mechanical aspects (a
geometric model and a kinematic model) and the electrical aspects (the behavior model to interact with a
programmable logic controller (PLC)). The goal is to validate the control logic prior to real implementation, enabling
a seamless transition from the virtual to the real environment. Virtual commissioning reduces the effort and costs for
error correction and shortens the project lead time (Fig. 1) ) [7-9].
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Fig. 1: Automation project timeline and related error correction costs

Earlier small scale tests showed the potential of using a digital model based verification of the control logic. The
experiment showed an improved quality of 31% in terms of fulfilled requirements before real commissioning and a
reduction of real commissioning time by 73% [10]. In this experiment the commissioning phase with the digital model
was still a manual task, resulting in the uncertainty that all the requirements were actually checked. A person also had
to spend time to execute all possible (good and bad) execution scenarios and watch the emulation results. Typical
simulation tools that enable engineers to virtually commission the control systems are WinMOD, Emulate3D,
TarakosVR, Experior, Visual components and Mechatronics concept designer [11-14].

2. Virtual commissioning approaches

A difference is noticeable between the use of virtual commissioning today by Flemish automation companies and
recent literature. This section gives an overview of the current approaches of the Flemish companies and describes the
benefits and disadvantages of this approach. Next, an overview of the state-of-the-art in literature is given, focused on
the automated verification of the control logic. Again the benefits and disadvantages are listed. This proposed approach
tries to reduce the drawbacks, while keeping the benefits of the other approaches. This section ends with a table that
summarizes some properties of the different approaches.

2.1. State-of-the-use

Currently, most of the commissioning of industrial control systems is done on the real hardware, also known as
real commissioning. This results in a long commissioning phase, a late detection of errors and a high cost and effort
to correct the error. To partially solve this, manual virtual commissioning is typically introduced in the workflow. The
control logic can be verified early in the process by running it on (the simulator of) the real controller and interacting
with the program by overwriting or forcing the inputs to emulate the behavior of the system. The operator needs to
know a lot of the behavior of the system. A common way to partially automate this manual virtual commissioning
approach is to add additional code to the control logic that emulates the behavior of the system. The verification itself
is still a manual task to interpret the results.
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2.2. State-of-the art

The automated verification of control logic is of main interest and is particularly researched in control logic
engineering. Verification methodologies typically specify the control logic using a formalism such as state machines
through Unified Modeling Language (UML) or Petri nets. The specifications are converted into models, which then
are automatically checked [15].

For automated checks to be applicable, six requirements are identified [16]:

e Support of industrial software properties: The programming standard IEC61131-3 for PLC has to be
supported.

e Real time capability and memory size: The test should not influence the real time properties of the tested
system. The needed real time capabilities are seen as unaffected if a possible increase in execution time of
modified code does not lead to the PLC cycle time to be exceeded. In addition, possibly increased size of
compiled control software code should not lead to exceeded memory on the execution hardware.

e Inclusion of hardware and process behavior: Testing a system integrates all parts of the system, meaning
software, hardware and the controlled process. To be able to assess a system’s conformance to its
specification, all parts should be as similar to the final system as possible, i.e. the software running on the
final execution hardware, controlling the final version of the process.

e Manipulation of hardware and process behavior: The tests include manual manipulations of the hardware or
technical process that cannot be performed by the software.

e No need for formalized functional requirements: The operator does not have to translate the requirements of
the process to a formalized language. More manual actions results in a larger possibility of mistakes and
additional knowledge.

¢ Finding untested behavior: to increase efficiency and quality during the quality assurance process of special
purpose machinery by supporting the tester, who might be an experienced software engineer or inexperienced
technician, when assessing the test adequacy.

Ovatman [17] gives an overview of model checking practices on control logic. This research shows that most of
these checking practices do not fulfill all requirements given earlier. An area of concern in those approaches is that
the transition to formal specifications is mostly a manual interaction. The analyzed techniques during this research are
Sequential Function Chart (SFC), Petri nets, PLC-Automata, Timed Automata, Condition Event Systems, UML and
MATLAB State chart. Research states that PLC program verification is an ideal target for model checking due to the
medium criticality and the relatively simple programs. But semantics and syntax of PLC programs are complex, which
makes it difficult for non-PLC experts to contribute to verification as the needed knowledge for PLC program
verification is high. A bridge is needed between the formal verification researchers and the industrial control systems
domain [18]. The conversion and automated testing of industrial control systems has some challenges. Research
demonstrates the possibility to automate the generation of test cases based on a Timed Synchonizable I/O Automation
[19]. The idea of using formal models in software testing is certainly not new. Multiple formal techniques for
representing implementations, specifications and test suites are known. A popular approach is to use finite-state
models, such as deterministic finite-state machines (FSMs) [20]. While simulation is open-ended and fraught with
uncertainty, formal verification is definitive and eliminates uncertainty. In temporal-logic model checking, the
correctness of a finite-state system with respect to a desired property is verified by checking whether the system
satisfies a formula that specifies this property. A labeled state-transition graph that models the system is used for this
verification. A key issue in the design of a model-checking tool is the choice of the temporal language used to specify
properties. This language, referred to as the temporal property-specification language, is one of the primary interfaces
to the tool. In linear temporal logics (LTL), time is treated as if each moment in time has a unique possible future. In
branching temporal logics, like computation tree logic (CTL), each moment in time may split into various possible
futures. The formulas can express reachability, safety and liveliness properties through several syntaxes. CTL is
unintuitive for verification engineers, where LTL is considered as a more simple, natural language for verification
engineers. Both languages require additional knowledge from the engineer to understand the formulas. One of the
conclusions of earlier research is that LTL is not expressive enough to verify concurrent programs or assumptions
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about the environment in modular verification. The use of model-checking techniques modify considerably engineers
work. It is absolutely necessary to think about the way to integrate them in the controller design workflow [21,22].

2.3. Proposed approach

The proposed approach combines the use of a digital model and formal verification techniques to reduce the manual
activities during the commissioning phase of industrial control systems. This allows to automate the verification of
the control logic, which reduces the required skills and still delivers a visual representation of the behavior of the
system. A digital model contains a lot of information of the system. This information can be reused to define testing
scenarios and conditions and to generate control logic. Also geometry and physical behavior like friction, gravity and
forces are included in the emulation, resulting in a more realistic verification than other approaches. With this
information, different states of the system or subsystems can be generated and visually represented in the digital
model. The user can connect the different states and define the allowed states and transitions. The system is considered
as the connection of all the parts in the model, which can be a whole production plant, a production line or just one
machine. It is the upper model in the hierarchical structure of the model. A subsystem is a part of the system or a
larger subassembly. This can be a subassembly of a machine, a unit for a subtask, parts responsive for a specific
motion, etc. Applied to our system, a didactical Festo application, 5 subsystems can be identified: a warehouse, a first
transportation element, a buffer unit, a second transportation unit and a sorting station. The second transportation unit
can again be subdivided in subsystems: a horizontal movement, a vertical movement and a gripper.

The Inputs/Outputs (I/0) and structured lay-out allows to generate the possible states of the system. Some of the
transitions, that are not immediately related to changes of I/O, cannot be generated automatically but they can easily
be added and configured by the provided Graphical User Interface (GUI). Examples of these transactions are
transitions based on counter values, analog signals and timers. Transitions related to changes of 1/O are for example
the detection of proximity switches, detection by inductive or capacitive sensors, etc. The user can graphically model
the possible states and transitions by connecting them by lines. This approach reduces the needed knowledge of state
machines and Petri nets, but still keeps a formal language and software independent notation, resulting in a low entry
threshold. Besides the reduction of needed knowledge of the formal notation, the digital model interacts with the real
control logic, reducing the amount of conversions. The automated verification of the transition reduces the influence
of test expertise. To define the transitions, no knowledge of programming languages is needed. Table 1 shows that the
proposed approach tries to combine the benefits of the current state-of-the-art and state-of-the-use.

Table 1. Summary of virtual commissioning approaches

State-of-the-use Proposed approach State-of-the-art
Real control logic Yes Yes No
Visual representation No Yes No
Need for formalized No Yes, but in background Yes
requirements
Inclusion of real hardware Possible Possible No
Additional modeling Not always Yes Yes
required
Additional modelling Yes No
reusable later in project
lifecycle
Additional knowledge Knowledge about system  Limited by use of visual =~ Knowledge about system
required behavior representation behavior and formal

Location in automation
project

At the end, when physical
set-up is available

During programming

languages
During programming
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A demonstration of this approach is developed in two software environments to illustrate that it is software
independent. A first demonstration is available in Mechatronics Concept Designer (MCD). In this demonstration, the
additional functionality is added by using the NXOpen application programming interface (API). The second demo is
made in Visual components. This software tool also provides an API that allows to add functionality to the default
program. Fig. 2 shows the interface in MCD to define the allowed states and transitions for each subsystem. This
structure can be hierarchical, where a subsystem can be a part of a larger subsystem. In the additional screen, the states
of the selected subsystem are shown. When no subsystem is selected (as in Fig. 3) or a larger subsystem is selected,
the states and transitions of the whole system are visualized in the additional screen.
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Fig. 2: Defining states and transitions on a subsystem
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During verification, the current state of each of the subsystems is highlighted to give the operator some visual
feedback. The software continuously monitors the behavior of the control system through the states and transitions.
When a transition occurs that is not defined, it is detected as an error. A video is saved and a report is generated of the
error. With this approach, the verification can happen in the background without having to watch and interpret the
scenarios. The approach will automate the verification of the real PLC code. The automated verification checks all
the known requirements on each run. This way, it will also reduce unintended mistakes by fixing or changes other
steps in the program.

This proposed approach will be verified later by a small scale experiment. During this experiment, the benefits and
disadvantages will be verified and quantified. To allow comparison, the same project will be programmed and verified
by 2 groups, one this approach, the other group with the traditional approach. Values as programming duration,
duration of virtual and real commissioning and the number of iterations until the control logic fulfilled all the
requirements will be measured. User experience is also important, although it’s still a concept demonstration, and the
lay-out will change during the research. If this new approach shows clear benefits, larger industrial projects will be
executed to verify the first results on real industrial cases of different size, different project type (material handling,
process control,...), different industrial logic controllers and devices, etc. The difficulty of this second stage is that
commissioning of a project can only happen once, so comparing results with a traditional approach in terms of duration
is not straight forward.

3. Conclusion and outlook

Earlier case studies show the high potential of the use of a digital model of production systems, but they also
address some hurdles that prevent the digital model to be integrated in the default engineering workflow. Our proposed
approach tries to reduce the amount of manual effort needed during the virtual commissioning phase of an industrial
automation project. To reach this goal, the benefits of a digital model are combined with these of automated formal
verification, which results in the reduction of the disadvantages of both techniques. By still using the visual
representation, the required knowledge about formal languages can be reduced. This approach was illustrated in 2
emulation software tools. A major part of the virtual commissioning approach is the interaction of the model with the
real control logic, which eliminates logic conversions. Future steps in this research will be to quantify the benefits of
this approach in terms of reduction in manual effort and improvement of the commissioning phase compared to the
current traditional approach and to automatically generate control logic based on the digital model. To quantify the
benefits of our approach compared to the traditional digital model virtual commissioning approach a series of
experiments will be conducted. To compare both approaches, the reference group uses the traditional approach, while
the test group uses the proposed approach on the same project. For both groups, the virtual and real commissioning
time, the amount of virtual test scenarios and the number of iterations of the control logic needed to fulfill the project
during real and virtual commissioning are logged. In the first phase, an industrially relevant, but small scale experiment
will be conducted in a controlled lab environment. The experiment will compare the needed virtual commissioning
time and the amount of unfulfilled requirements of both groups. The reduction of virtual commissioning time will be
an indication of the reduction of spent time during industrial automation projects. This will give a first indication in
what can be expected during industrial cases.

Later on, it will be possible to add automated code generation to the workflow. The information of the allowed
states and transitions also enables the possibility to automatically generate the control logic or reuse code for
components from a library. This is a second benefit of our approach and allows the reuse of the model. In first stage,
not all the code will be generated automatically. During and after finalizing the control logic manually, the verification
approaches discussed earlier can be used to test the manual changes in code and so close the loop. Later in this research,
the code generation will be extended to generate more code automatically. To close the loop, the adjusted code can be
verified with the digital model. During the verification, the model uses the states and transitions defined earlier in the
engineering process to automatically verify the conditions. This automatic verification ensures that all the conditions
are tested in all of the testing scenarios. After the verification, a report is generated with the fail/pass results of the
testing scenarios, unmet conditions, throughput results, etc. Video files of all the tests are stored to give the operator
a visual representation of the test results and problems. By using the real control logic, the possibility to connect the
digital model to the real controller, simulation of the process behavior in the model and logging of tested transition,
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all the requirements identified in 2.2 are fulfilled. The formalization is done in the background, it is thus not noticeable
by the automation engineer.
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