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Abstract. The workplaces organization has evolved during the last decades from
individual private offices to open spaces, which offer a higher flexibility degree
when there are important changes in firms’ necessities. In these open spaces, the
optimization of environmental conditions are an essential factor to achieve employ-
ees’ adequate comfort levels to develop their tasks. The rise of Internet of Things
(IoT) technologies has cheapened and extended the processes automation in tasks
such as air conditioning, lighting control, etc. New challenges have arisen from
this new scenario, where factors such as privacy and access control for personal
information are crucial. In this work, we show the application of an access control
system which is able to operate with different communications protocols to a use
case based on a smart office. We have developed a prototype of the devices which
would control the sensors and actuators in the system, and we have carried out a
series of experiments to measure the delay added to communication when using
the access control techniques. The results demonstrate the validity and feasibility
of the system.

Keywords. Ergonomics, Privacy, Internet of Things, Access Control, Smart Spaces

1. Introduction

The workplace is one of the places where people spend more hours each day. In highly
developed countries, workplaces are mainly composed of offices. In the last years, there
has been a tendency to build open spaces to make more flexible environments, follow-
ing the workload demand. Furthermore, these open spaces favor the communications be-
tween work teams and the usage of agile working methodologies. Despite the important
advantages of these spaces, they present new challenges from the user ergonomics point
of view, given that the preferences of each employee can collide with their workmates.
In the last years, the gradual conversion of open spaces in smart open workplace sce-
narios due to the implantation of pervasive technologies determines new scenarios to be
explored by research.

The rise of Internet of Things (IoT) and the availability of sensors and wearable
technology have enabled the use of new information to provide a personalized experience
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in spaces where they are used [1]]. The IoT paradigm has been pointed out as one of the
main enabler technological approaches to provide smart spaces services [2]. On the other
hand, personalized smart spaces are strongly related with ergonomics and user comfort,
as it has been stated by many proposals [3l4], and the possibilities of using pervasive
technologies to build smart spaces related with human factors and ergonomics have been
stated in works such as [5].

Nowadays, smart spaces are composed of a high number of heterogeneous interact-
ing technologies. Usually, installed sensors and actuators coexist with wearable devices
and mobile applications, leading to important challenges in terms of interoperability [6].
Although the possible benefits of such smart spaces are almost as heterogeneous as the
technologies composing them, they usually involve providing services composed based
on the information gathered through the sensors and devices. These services can be de-
signed, for instance, to monitor or improve health issues [[7], optimize one or more pa-
rameters of the space (examples of parameters are the energy consumption [8] or the
thermal status of a building [9]), or provide new comfort services such as personalized
work or study environments [[10J11]], in which the preferences of the users are taken into
account to increase their comfort and satisfaction.

Specifically, workplaces are a recurrent scenario in the literature to illustrate the
benefits of pervasive or ubiquitous computing to build smart spaces. For instance, in [[12]
the authors propose a framework for the construction of user-centered smart offices, and
different workplace-related scenarios are used as use cases for the platform proposed in
[L3]. In [14], there is a study of the conflicts arisen in these environments, while in [[15]],
the authors consider the barriers which have to be addressed when introducing sensor
and wearable technologies in the workplace.

Regardless of the specific goal and technology used in smart spaces, one common
characteristic of such scenarios is that they usually require a high amount of diverse in-
formation to function properly. Much of this information is user-related in one way or
another, and in many cases, it can be personal sensitive information [16]]. Therefore, pri-
vacy and access control are some of the most challenging issues in smart environments
[[17]], as in IoT scenarios in general. Privacy is not only a matter of smart or IoT environ-
ment, but it has also been identified as a major concern in workplaces, even in traditional
open spaces without pervasive capabilities [18]. Moreover, the social and architectural
aspects of the office and the employees also contribute to determining the privacy level
on pervasive smart spaces [[19].

There are many proposals in the literature regarding different aspects of the security
and privacy in IoT environments [20], and controlling efficiently the access to the users’
data is one of the issues which has been attracting more attention from researchers [21]].
Moreover, privacy has been addressed in smart spaces specifically. In [22], for instance,
a privacy policy enforcement system to avoid personal information exposure in context-
aware spaces. The relationship between human factors and Internet of Things environ-
ments is studied in [23]]. That paper concludes that it is necessary to design user-centered
mechanisms to correctly assess the privacy and security mechanisms in such scenarios,
as it is crucial that the users easily determine who access to their data and with which
conditions.

In this work, we address the problem of protecting personal information in a smart
workplace scenario which is intended to improve user comfort in offices. To achieve this
we use an access control mechanism which is based on the work published in [24]. It
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proposes the protection of the [oT-specific communication channels by modeling them as
resources and then applying OAuth-based techniques (i.e. User-Managed Access, UMA
[23]) to provide a user-centered and easy-to-use access control mechanism. Here, we
define and protect a smart space based on the deployment of a pervasive system in an
open office similar to the one shown in Figure[l] This environment would be composed
of sets of sensors and actuators, and a decision-making system to assign the best possible
work stations to each employee, and ultimately increase the comfort in the space.

Actuators
I
I|.

=

Sensors

Bl © @

Figure 1. Example of a smart space based on an open office. Green arrows show examples of deployed
sensors and blue arrows show examples of actuators (Figure based on icons created by macrovector from
www.freepik.com and by Freepik from www.flaticon.com).

In the following sections, we describe in more detail the background technologies
used for the protection of the data in the smart space scenario (section [2), we define the
scenario in which we are going to apply these technologies (section[3). The application of
access control mechanisms in the proposed scenario has been the subject of tests which
are described in section[|along with the obtained results. Finally, in section[5} we discuss
the results obtained.

2. Background technologies

2.1. loT-related architectures and protocols

The fast development of IoT-related systems has to lead to a high heterogeneity in tech-
nologies, architectures, and protocols which coexist nowadays in different degrees of in-



February 2019

tegration and interoperability. In [26] there is a survey on the architectonic approaches,
the functional blocks, and the main technologies related to these systems. Most of the IoT
architecture proposals are layer-based (usually classified in three layers and five layer
architectures, although this depends on the actual model [27]) and determine a series of
protocols and mechanisms to provide specific services in each layer.

Communications protocols are, therefore, a fundamental part of any IoT system.
Even more, because there is a departure from the traditional Internet network architec-
tures. From the physical layer (where protocols and mechanisms have been designed to
offer low-powered low-rate wireless communications) to the top application layer, there
are many proposals to communicate the things in these pervasive scenarios, which do
not always follow the most common paradigms in the current Internet. For instance,
although the use of HTTP-based communications is still extended in these scenarios
[28], protocols based on the publish/subscribe are quite common to communicate the
elements in smart spaces scenarios and other IoT environments, as they provide a more
efficient and scalable communications model [29]]. Some of the most widespread proto-
cols of this type are “Constrained Application Protocol” (CoAP) [30] (which is actually
a hybrid protocol between request/response and publish/subscribe models), “Data Dis-
tribution Service” (DDS) [31]], “Advanced Message Queueing Protocol” (AMQP) [32]]
or “Message Queue Telemetry Transport” (MQTT) [33]]. These protocols are based on
exchanging messages between clients allowing them to act as message publishers or as
queue subscribers. In the last two protocols, the exchange is coordinated by a centralized
server called “Broker”.

Regarding access control, it is an issue widely studied issue in Internet-based ser-
vices. In fact, there exist many different access control models defined in the literature
such as “Role-Based Access Control” (RBAC) [34], “Attributed-Based Access Control”
(ABAC) [35] or “Capabilities-Based Access Control” (CapBAC) [36], among others,
which have already been used in IoT environments [37]].

Apart from the different models defined to solve the access control tasks, there are
a number of well-known mechanisms used on Internet nowadays and which are related
to this issue. Examples of these mechanisms are the “Extensible Access Control Markup
Language” (XACML) [38], or OAuth2 [39]. While the first one defines a modeling lan-
guage to specify access control policies and a usage schema and it is widely used in
Web services, the second one is nowadays almost a de facto standard in access control
delegation for Web applications.

In the last years, a profile of OAuth has been developed with the goal of extending
the use cases where it is applicable. It has been named “User-Managed Access” (UMA)
[25] and, although it was not specifically designed to work in IoT platforms, it has been
identified as an interesting approach to enable access control in such scenarios [40]].

2.2. User-Managed Access in loT scenarios

The usage of the UMA mechanism in pervasive environments can be achieved by model-
ing the communication procedures of publish/subscribe protocols as resources which can
then be protected with user-defined policies. This proposal was explored by the authors
of this work in [24] and it is summarized here.

One of the main concepts regarding the proposal is that, given that the broker is a
central component of many of the publish/subscribe protocols, we can model it to be both
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a broker and a Resource Server in the UMA sense (see [24] or the profile specification
for details on the functional entities defined by UMA [23]).

The goal of this modeling process is to integrate with one functional entity the tasks
of both components (that is, the management of message queues and the interaction with
authorization components. In Figure 2] we show the main components of the proposal,
and the authorization process, communication process and user interaction flows.

Proposed System

"4 Resource Server

ag —>§ I Broker \
Users IoT Devices
A Qg E{ Sensors | iActuators

"] Authorization
QO Ve Server Request / Response}
ol

Publish / Subscribe
,,,,,,,,,,,,,,,,,,,,,,,, >

Figure 2. Communication flows between the main components of the proposed authorization system (Figure
based on icons created by Freepik from www.flaticon.com).

Besides the hybrid Resource Server Broker, the access control scheme is composed
of the following entities: an Authorization Server which will store and apply the user-
defined control policies, and will enforce the resource protection; a client interface used
by users to interact with the authorization system and to request the access token needed
to access the resources from the IoT devices; and finally, the IoT devices composing
the pervasive smart space (that is, devices provided with sensors and/or actuators and
communications capabilities). These devices should retrieve the access token from the
client to be able to communicate using the subscription or publishing actions of the
specific protocol they use.

The actual protection and access to the resources (that is, to the publish/subscribe
queues) are performed in a three phases scheme, in which two OAuth tokens are involved
and used to access the authorization server protected APIs (Protection API Token (PAT)
and Authorization API Token (AAT)):

The first phase allows the protection of a queue. In this phase, the queue must be
registered as a resource in the authorization server and the policies applied to it must
also be registered by the queue owner. This phase corresponds to the resource protection
phase in UMA.

The second phase corresponds to the authorization request to access a specific queue.
In this phase, the owner of the device requesting access to a queue must acquire a to-
ken (called Requesting Party Token (RPT)) through its client interface and then send
it securely to the device. This last task can be performed manually or using the token
provision mechanism described in [24])).

The third phase is the actual access to the queue to perform the specific message
exchange needed by the device. The RPT token obtained in the previous phase must be
used here to guarantee this access. The specific details on how issuing this token depend
on the protocol used in each case, but in general, in a previously configured device,
the RPT can be issued to the Resource Server Broker in the first connection messages
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(e.g. CONNECT message in MQTT) and then validated in the Authorization Server. The
acquired permissions would allow to publish messages in the queue or receive them by
subscribing the device to it until the connection is finished.

3. Open smart space for workplaces

Nowadays it is very common to build workplaces or offices following an open space
design approach. These offices aim to reduce the separation walls as much as possible,
in order to achieve a higher degree of flexibility when distributing work and tasks and a
lower impact when possible organization changes are needed [41]]. Among the multiple
sources of comfort for employees, the appropriate air conditioning and lighting config-
urations in work stations are some of the most important factors to take into account to
enforce ergonomics in these environments [42]]. Although big spaces have always been a
challenge when trying to personalize these factors according to employee’s preferences,
the open office spaces present even more difficulties due to the interference in the space
occupied by various employees. In this section, we are going to describe a scenario in
which, through the construction of a pervasive smart space based in IoT technologies, it
would be possible to assign the best work station in the office to each employee, con-
sidering their personal preferences, and ultimately increasing the average comfort level
in the open space. Due to the high amount and personal nature of the of the information
collected, this scenario will be an interesting use case to be protected using the access
control scheme defined in the previous section.

3.1. Dynamic assignment of work stations from user’s preferences

The implantation of new working methodologies for teams, or the infrastructure flexi-
bility requirements of the spaces in offices regarding the different projects or challenges
taking place in each moment, have led to the construction of open space offices. In this
kind of office, the private closed spaces have been reduced to meeting rooms, directive
offices or specially assigned spaces such as reprography rooms, dining rooms, etc.

On the other hand, optimizing the maximum possible energy efficiency by appropri-
ately determine the best possible ambient conditions is a goal pursued by any firm, not
only due to its benefits in the firm economy but for the improvement in its public im-
age. The evolution of IoT technologies in the last decade have improved the monitoring
capabilities along with the development of automatic decision-making processes, with a
limited cost of deploying the systems.

In this section, we are going to define a set of sensors, actuators and information
sources which could compose the pervasive space and which could be used by a specific
decision-making system to dynamically assign the work stations. In Table [T} there is
a list of the main sensors used in the proposed scenario, including their location, the
approximate frequency between notifications from each one and the estimated privacy
level required depending on the type of information they provide.

The sets of sensors shown in Table [I] allow the system to have an accurate real-
time model of the smart space status. It is important to obtain, besides the information
given by sensors, the employees’ preferences as they spend the day at the office. Two
additional external data sources have been defined to provide this type of information:
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Table 1. Configuration values of deployed sensors in the smart space.

Temperature /
P . Presence Sound Light
humidity
Across the office X X
Locati
ocation In desks X X
Above work station X
Frequency When status ~5m/
~Sm Sm
of notifications changes By threshold
Privacy Low Medium / High Medium Low

polls about previous preferences and real-time feedback requests. The specific features
of each source are detailed in the following paragraphs.

e Polls: These questionnaires are composed by a form which is asked to be filled by
the employees, detailing their preferences in questions such as ideal temperature
levels or lighting levels in their current work station. Additionally, the should
define the tasks they usually perform during their work day and if they require any
special consideration (e.g. Being close to printers, schedule frequent meetings,
etc.).

e Real-time feedback: The system is also able to communicate with employees
through a custom application. This application can, from time to time, request
some feedback from employees regarding their comfort degree in their current
work station. These requests are usually shorter and more specific than the ones
requested in polls. For instance, a requested feedback question could be “Is the
temperature too high right now?” or “Is the lighting adequate for your current
tasks?”.

Finally, the smart space is completed with a set of actuators which allow to remotely

control the main environmental characteristics such as the air conditioning, the lighting

(both natural and artificial), etc.

3.2. Pervasive Smart space computing system

The main goal of the pervasive smart system proposed is to automatically provide a work
station assignment in an open workplace, and ultimately, increase the comfort degree for
employees. To achieve this, the system is feed from three data sources, as it is shown in

Figure 3}

e Source A: Sensors. Installed across the office, they offer neutral information (in
the sense that they are not influenced by the employees personal perceptions)
about the environmental status of the smart space in each moment.

e Source B: External data sources. The generation of possible recommendations
and the scheduling of these recommendations will be based on external data
sources such as weather forecasts, meeting agendas, or any events planned in the
office.
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Figure 3. General diagram of the smart space computing system, its data sources and its outputs (Figure based
on icons created by Freepik from www.flaticon.com).

e Source C: Users’ preferences. Using the poll and real-time feedback requests, the
system will be able to collect employees’ preferences and take them into account
in the workspace assignment decision-making process.

Using the A, B, and C data sources, the space zones definition system will be able to
divide the work stations into groups or zones which would comply, as much as possible,
with each user preferences, ensuring this way the viability of the station assignment.
Once the list of possible work station groups has been defined, the system must take the
necessary actions to change the environmental characteristics of each space to adapt it to
the requirements. This task is carried out by the “Ambient configuration system”, which
is connected to the actuators installed across space and is able to send orders to vary
the ambient conditions. Finally, the “Work station assignment process” is in charge of
monitoring the free work stations in each zone using the data source A, and then, assign
to each employee the station closer to their personal preferences.

3.3. Resource protection in the smart office

In section we have described the basic components of the proposed system and its
modules. From the security point of view, there are two important aspects to issue: The
protection of data from data sources and the protection of information flows used to
request actions to the installed actuators.

The protection of incoming data flows from the specified data sources is important to
assure that this information is only accessible by the authorized system modules. Some
values such as those generated by temperature sensors generate flows of low require-
ments regarding privacy. The employees’ personal preferences, however, are sensitive in-
formation which must be carefully protected. In a similar way, it is crucial to protect the
data flow between the system and the actuators, not only because it could compromise
the privacy of the generated information, but because the risk of an attacker altering the
office conditions and the possible consequences of such attacks.

The system’s devices, sensors, and actuators use a publish/subscribe communica-
tions scheme. In section[2.T|we have listed some of the most used protocols which follow
this pattern, and in the case of our proposed system, we have chosen MQTT due to its
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simplicity and its wide use in this kind of scenarios. In Figure 3] we have shown a gen-
eral diagram of the functional elements composing the smart space system. To address
communications and access control, at least a broker and an authorization server should
be added to these modules. The broker would oversee manage (that is received and send)
messages generated by the system, while the authorization server will manage the cre-
ation and validation of the access tokens used to protect the services and resources in the
system, following the policies defined by users or administrators.

3.3.1. Information flows protection

The authorization server of the system has been developed by following the UMA (the
OAuth profile described in section[2.2) specification. In order to guarantee the protection
of every element in the system, we are going to show the different types of information
flows identified in the system according to their origin or destinations, and then we are
going to describe the modules of the system related to them.

e Sensor information: The sensor publish the data they generate in a queue named
as “/SENSORS /TYPE_OF_SENSOR/ID_X", where “SENSORS” identifies that
the source of data is a sensor, “TYPE_OF_SENSOR” would determine the spe-
cific sensor family to which the data belongs to (i.e. temperature, occupation, lu-
minosity, etc.) and “ID_X" would be the specific identifier of a given sensor. Each
device in which sensors are integrated must be configured with the actions it is
expected to perform: The sensor read frequency, the broker address, the identi-
fier of the queue and the access token which allows him to publish in that queue
(RPT).

e Commands to actuators: The smart devices containing system’s actuators sub-
scribe themselves to specific queues to receive the orders of the system. These
queues follow the structure: “/ACTUATORS/TYPE_OF_ACTUATOR/ID_Y”.
These devices must be previously configured to determine the broker address, the
queue identifier, the set of actions to perform depending on the received message,
and the token which allow for the subscription action (RPT).

e Pervasive smart space computing system: The proposed system is based on differ-
ent communication patterns. It uses the publish/subscribe model to read queues
containing sensor data and sends messages to the actuators’ queues to give them
orders. Both tasks are based on the MQTT protocol. It must also be able to base
the communications on request/response communication patterns. For instance,
it uses the HTTP protocol to request external information from services such as
weather forecast. It also will enable an HTTP API to receive the employees’ feed-
back information. These communications are protected exactly in the same way
that the publish/subscribe queues. The services exposed by the system are pro-
tected following the UMA specifications, and any subscriptions or requests to the
messaging service are based on the RPT which is associated with the required
permissions.

4. Tests and results

The use of sensors and actuators in smart spaces has been validated enough nowadays
to guarantee the viability of the system in terms of its hardware deployment. Given that,
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instead of deploying the complete system we have designed a prototype device which is
able to control sensors and actuators, and which would be able to validate the access con-
trol system. The results of these tests are focused on the delay measurement introduced
by using the protection scheme in a conventional scenario.

4.1. Implementation and set-up

The design of the prototype has been focused on the implementation of the input and out-
put communications needed by the smart space system, in order to emulate the message
exchange process of the real scenario.

For the development and deployment of the entities used by the system, we have
relied in Web servers, both local and cloud-based (specifically, we have used Amazon
Web Services (AWS) [43]])) to implement the servers (authorization server and resource
server broker), Arduino devices [44] and Raspberry Pi boards to implement the IoT
devices. The actually built prototype can be seen in Figure[d]

Figure 4. Prototype implementation using Arduino and Raspberry Pi boards.

The specific entities implemented are those described in section [2.2] which were
identified as the main entities needed for the access control process.

The resource server broker has been implemented using two servers connected in-
ternally, as the goal is to offer both the broker functionalities of the publish/subscribe
MQTT protocol and the functionalities related with the access control resource server in
a single module. The first functionalities are provided by an MQTT Mosquitto broker
[46]], while the latter has been implemented through a Mosquitto plugin intended for the
customization of authorization processes (mosquito_pyauth [47]]). Additionally, we have
included a custom HTTP API and interface in this server to be able to access it through
the client. This is implemented using the Django Framework [48]]. The client itself has
also been implemented using the same development technology.
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The authorization server is also written in Django, including the authorization and
protection APIs of UMA. These APIs are protected by OAuth through a specific package
for that framework, the Django-OAuth-Toolkit [49].

Finally, the devices implement an MQTT client for the communications with the
system, and a user interface for their configuration. We have used Arduino Uno R3 boards
[SO] equipped with an Ethernet Shield [S1] and we have connected to them a temperature
and humidity sensor (AM2302/DHT?22 [52f]). We have also included an LCD display to
show the messages received in the device (HD44780 [53])).

4.2. Deployment scenarios

We have defined three different scenarios to deploy the entities to evaluate cases in which
the systems are deployed in internal servers or using external providers. Table 2] shows
the deployment platform of each implemented entity for each one. In Scenario 1 (S1)
all entities are deployed locally and using resource-constrained devices for both the IoT
device and the resource server broker. In Scenario 2 (S2), the authorization server is
deployed in the Cloud using AWS, and in Scenario 3 (S3), both the resource server broker
and authorization server are located in the Cloud. The Client has been deployed in a local
server in all cases.

Table 2. Testing scenarios deployment platforms for each entity

S1 S2 S3

IoT device Arduino Arduino Arduino

Resource Server Broker ~ Raspberry Pi  Raspberry Pi AWS
Authorization server Local Server AWS AWS
Network LAN WAN WAN

4.3. Implementation results

We have defined a test to measure the time delay in the scenarios defined in section
@ All the tests depend on an initial state of the system, in which all the devices are
already powered up and stable. Also, the needed RPTs for subscription and publishing
are already stored in the device and validated, and there has already been a subscription
to the queue used in the test.

The actual test consists of repeating the publication of an MQTT message to a spe-
cific queue, and its reception in a device subscribed to the queue. This is performed using
the broker as an echo server: The IoT device publishes a message and receives it back
through a queue to which it has been subscribed.

For each message, we obtain a timestamp when the publishing action is carried out
by the device, and then again when the device receives the message back through the
subscription queue. In parallel, we measure the time spent by the permission validation
request which is carried out by the resource server broker to the authorization server.

The test has been carried out with and without using the access control mechanism,
in order to obtain a reference time spent in each scenario for the message transmission.
Using this reference time and the measurements with access control active, it is possible
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to determine the amount of time specifically spent in processing each message in the
broker.

According to [24], the time measurement can be decomposed using the following
equations:

Tt Noawn = Tp_1oTD + Trx_net + Tp_rSB (1

T7 _Auwh = Tp_1oTD + Trx_Net + Tp_rsB + Tp_pyaurn +2 % Tp_tntros ()

In equation [I] the complete time spent by a message from its transmission to its
reception without using the access control mechanism (77 _y,a.1) is calculated by adding
the time required by the device to process the message (Tp_jorp), the time spent by the
message when being transmitted through the network (77,_ye:), and the time required
by the resource server broker to process the message and send it back (7p_gsp). If the
access control is activated, the total time required (77 _4,,,) would be calculated by adding
the previous values and the specific time overhead produced by that module. This time
can be also decomposed in the time required for processing the access control in the
authorization module (Tp_pyaus) and the time spent in validating the permissions in the
authorization server through an introspection endpoint (Tp_ju05). Given that there are
two actions carried out for each message (publishing and subscription), this last value
must be added twice. This sum is expressed in equation 2]

From these equations, it is possible to determine the time overhead added by the
information protection mechanism (Tp_pyaus1), substituting the expression of equationm
for its result in El as shown in equation @ and then isolating the Tp_pya,, variable as
shown in equation ]

Tr_autn = T1 Noaun + Tp_pyaurn + 2 * Tp_intros 3)

Tp_pyauth = Tr _auh — (Tr_Noaurh +2 % Tp_tniros) 4

We have repeated the test 500 times to obtain significant results and we have calcu-
lated the mean value and standard deviation of each measured time in each scenario. The
results are shown in Table 3

Table 3. Mean delay times measured by sending and receiving messages in an IoT device, with and without
the access control mechanism (milliseconds).

S1 S2 S3
u c u c u c
Ty Nouth 488 0.11 488 011 4195 032
Ty auth 24068 9.18 38282  7.05 68.69 696
T mres 10511 482 17751 1020 13.10 3.70
Trpyun 2558 - 2292 - 054 -

Analyzing the obtained values, it is possible to establish two main conclusions from
these results:

1. The processing time of the authorization module is dependent on the platform
where it is deployed. Tp_pya,, has similar values in scenarios S1 and S2, where
the resource server broker is hosted in a Raspberry Pi board. This time is reduced
in more than a 95% when the RS Broker is hosted in a Cloud environment (AWS).
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2. The Tp_juros represents a considerable part of the total time when the test is per-
formed activating the access control system. Moreover, this time fluctuates de-
pending on the deployment scenario (due to the use of different networks and
having different authorization server processing times).

Following the results obtained using the prototype implementation, it is proven the
viability of the access control proposal in scenarios like the one described in this work.
The results show that it is possible for Arduino-based and other resource-constrained
devices to provide a high granularity in data access protection when combined with the
adaptation of a schema originally created for web-based environments, which enables
a user-centered access control scheme for pervasive computing environments and smart
spaces using a policy-based mechanism similar to Internet services.

By analyzing the obtained delay measurements in the message exchange, it is shown
that most part of the resource accessing process time it is consumed by the transmission
of messages between the different entities of the system. In the S1 and S2 scenarios,
where the [oT device and the resource server broker are deployed in a local network,
Tp_Intros represents more than 40% of the total time. However, in a scenario such as
S3, where the entities are distributed in a Cloud environment, the value of the Tp_Intros
is reduced to 19% of the total time. The same happens with the processing times of the
authorization module, which are significantly reduced when using high-resource devices
(i.e. Raspberry Pi vs. AWS server).

5. Discussion

In this work, we have shown a possible real scenario in which applying new IoT-based
technologies would allow to increase the comfort of employees during their work hours.
We have identified in this complex smart space scenario the main information flows
which should be defined and enabled for the system to work properly, and we have pro-
posed a custom access control to protect personal information used by the system. In or-
der to determine the viability of the solution, we have developed a prototype IoT device
which is able to interact with sensors and actuators in a smart space, and then we have
deployed three testing scenarios (local, Cloud and hybrid scenarios).

The results about time overhead produced by using the access control scheme prove
the viability of the system in ways. First, the total time needed for a full communication
cycle in the system (that is, sending and receiving a message using a publish/subscribe
protocol), is in a milliseconds degree, which is a more than acceptable value for this en-
vironment, as the environmental changes and decision-making processes could be exe-
cuted within intervals of even minutes. Additionally, the results of the tests carried out
in the S3 scenario show that when the system modules are deployed and optimized for
Cloud-based services, the overhead of introducing the access control system is much less
important for the overall system.

This work is intended to be expanded in future research by defining the specific
access control policies to protect the personal and environmental information shared in
these smart space scenarios.
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