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MOBILE DEVICE MANAGEMENT
AS A COMPONENT OF CORPORATE
IT INFRASTRUCTURE

Assist. Prof. Iskren Liubomilov Tairov, PhD

Abstract: Digital economy and the rapidly growing use of the Internet have
rendered it impossible for a corporate IT infrastructure to perform successfully unless
adopting the necessary techniques, technology and procedures for controlling access
to resources. Mobile devices have become tremendously popular and they are an
indispensable part of people’s everyday life, as well as a preferred option for accessing
corporate IT infrastructure resources. Therefore, organisations need to design and
implement efficient management solutions, based on in-depth analyses and in line with
the specific properties of mobile devices.

This research paper describes in detail corporate IT infrastructure and mobile
devices as components of that infrastructure, reviews their use in business environment
and presents appropriate tools for exercising control.

Key words: corporate IT infrastructure; mobile devices; management.

JEL: L63, L86, M21.

There have been dramatic developments in corporate IT
infrastructure over the last years. Wireless connectivity, a greater number of
laptops and personal mobile devices that are connected to corporate
networks are increasingly used.

The computing power of modern mobile devices is amazing; they are
manufactured in large quantities and their popularity is growing rapidly
among all categories of users, thus rendering them increasingly important.
Although mobile devices are mainly used for entertainment, their use has
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also become a key factor for accomplishing the business objectives of
enterprises, for improving the standard of living and for doing routine
everyday activities. According to data provided by the National Statistical
Institute (NSI, 2018), in 2018 in Bulgaria, more than 55% of people aged 16-
76 used a mobile phone or a smartphone to access the Internet outside their
home or at their work place. In comparison, 67% of global population (that
is, 4.68 billion people) are predicted to own and use a mobile phone or a
smartphone by the end of 2019 (Statista, 2019).

A lot of analysists and specialists (CIO, 2011) share the opinion that
the mass use of mobile devices in a business context poses new challenges
to the management of corporate IT infrastructure.

The main objective of this paper is to describe the structure of
corporate IT infrastructure and to emphasise the need of control over mobile
devices as an essential component of that infrastructure.

To accomplish this, the following tasks need to be fulfilled:

Identify the components of corporate IT infrastructure;
Focus on mobile devices;

Study the use of mobile devices;

Review efficient control techniques.

1. Structure and Properties of Corporate IT Infrastructure

The term corporate IT infrastructure (CIl) is used to refer to the set of
all physical devices and system software, which comprise the computer
network of an enterprise and ensure the provision of general system
(network) services. It is also considered to be the enabling technical
foundation of the overall system for managing internal corporate information.
Cllis a set of devices and equipment that support the operation of corporate
management. It is therefore closely related to management performance and
efficiency.

There are numerous scientific research papers that deal with IT
infrastructure and the structure and components of corporate IT
infrastructure in particular, most of them based on the model designed by
McKay and Brockway (McKay, 1989), which is presented in Figure 1.
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Figure 1 Elements of IT infrastructure

The model defines Corporate IT Infrastructure (Cll) as an essential
element of any organisation since it is the enabling foundation for sharing
information technology. The elements of Corporate IT Infrastructure are
presented in a three-layer model:

e The bottom layer (layer 1) consists of ‘IT components’;
those include computers, printers, routers, database
software and operating systems;

e The middle layer (layer 2) includes the knowledge, skills,
standards and experience required for binding the IT
components to the IT services referred to in layer 3;

e The top layer (layer 3) is called ‘Shared IT services’; it
includes services which are stable over time, for example,
management of shared customer databases.

Over the years, other authors have added new elements to the model
in their pursuit to determine and describe IT infrastructure. Our suggestion
for updating the model of corporate IT infrastructure is in terms of adding the
following components: cloud infrastructure, mobile devices and new
concepts for working with them, such as the BYOx (Bring Your Own
Anything) one (Trent, 2013).

Corporate IT infrastructure has evolved through a series of stages in
result of research and is still evolving. Different authors share similar
approaches to the contents and components of Cll and tend to add new
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elements to ClI contents to account for new technological advancements
over the years.
In synthesis, the structure and components of CIl may be presented
as:
Computers and IT equipment;
Communication networks and technology;
Computer networks;
Software;
o Operating systems;
o General purpose software;
o Business software;
» T specialists;
» Web technologies;
» Virtual and cloud solutions and technologies.
The focus of this research will be on the control exercised over
mobile devices and applications.

VvV VYV VYV

2. Some Research on the Use of Mobile Devices

Mobile devices, the up-to-date approach to using IT services and the
Bring Your Own Device (BYOD) concept (IBM, 2017) about using personal
devices at work are only some of the factors which have a dramatic impact
on corporate control systems. The risk of losing enterprise data or having it
compromised poses numerous challenges to IT managemers and
specialists. Hence, we could summarise the following characteristics of
mobile device use:

e Personal devices are becoming increasingly popular

The BYOD concept was based on the assumption that smartphones
and laptops are the two types of personal devices that employees use to
work. Analysts report a major change in this respect, since a significant
number of the laptops, which are used for work, are owned by business
associates. According to experts from Forrester (Growder, 2019), IT
departments have become more flexible and more tolerant towards the
BYOD culture, and in result, an increasing number of employee-owned
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laptops are used at work. Personal devices are becoming a standard practice
and enterprises need to respond to that trend adequately. Analysts predict
that the increasingly growing demand for mobiles access to companies will
result in a number of serious changes, such as:

o Investment in broadening remote access to contents
and data that are usually stored behind corporate
firewalls;

o Reviewing the architecture of enterprise apps and
activating as much ‘Software as a Service’ (SaaS) and
platform-independent solutions as possible;

o Cutting costs on fixed communication services and
expending exempted funds on wireless equipment and
services.

In our opinion, this will make the issue of exercising control over
those devices even more relevant, since threats to corporate data security
may grow dramatically.

* Mobile on-demand virtualisation is becoming a major trend in

mobile device management (Jaramillo, 2014)

In order to comply with corporate policies on personal devices, a
number of enterprises embracing the BYOD concept employ mobile device
management technologies that are often perceived as a harsh and
cumbersome approach to ensuring data security. Therefore, alternative
methods for separating personal from enterprise data on employee-owned
devices are developed, such as mobile Virtualized Desktop Infrastructure
(VDI), containers, app wrappers and device virtualization tools. The
employment of those methods, however, tends to have a negative impact on
user experience and poses a number of threats to corporate IT infrastructure
and enterprise data in particular. The positive effect of mobile virtualization
is expected to be felt in near future, though. We believe that new
technologies will be developed to enrich workflow apps management
policies, thus reducing to a minimum the risks for enterprises.

In our opinion, those technologies will guarantee the quality of user
experience and will contribute to mobilizing corporate resources. In the best-
case scenario, new technologies will help resolve any issues related to the
BYOD practice.
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* The popularity of enterprise HTML5 applications is growing
(Schrock, 2014)

According to many specialists, the rate at which HTML5 apps are
entering the corporate sector is faster than that of apps developed in a
special programming language, such as Objective C for iOS or Java for
Android. This observation is confirmed by the ambition of the US Federal
Communications Commission (FCC) to broaden the wireless spectrum of
frequencies in order to reduce connectivity costs and ensure higher
reliability. This contributes to the popularity of HTML5 apps, which have a
number of advantages, two of them being that they are easier and cheaper
to develop and support. This could result in enterprises choosing to use cloud
infrastructure for their apps, which will increase the costs they incur on cloud
apps and infrastructures. A browser will thus become the main tool for
managing devices and it will be possible to develop technologies that make
safe the use of a browser via a mobile device.

« Personalised mobile services require increased awareness

about data security

The use of mobile devices has led to the establishment of new,
potentially efficient, business models that are based on current user
preferences and former user activities. Mobile devices are designed so as
to allow the integration of data about a specific person and their online
presence, which could result in major data security issues. A lot of users and
enterprises have stated their worries due to the lack of clearly formulated
mechanisms for managing mobile user data. The accumulation of large
volumes of mobile data is therefore expected to face serious resistance.
Many experts predict that the adoption of stricter regulations about the
interaction of user data in the mobile ecosystem is not very likely. Within this
context, we expect users to become increasingly careful about the security
of mobile data.

3. Mobile Device Management Solutions and Approaches

In order to efficiently manage and control mobile devices, it is
advisable that they be included in the scope of approved standards of access
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management. In addition, organizations need to focus on their mobile device
management awareness programs and on issues related to the BYOx (Bring
Your Own Anything) concept.

An efficient solution to mobile device control is Enterprise Mobility
Management (EMM) (Lirex). This is a set of technologies, processes and
policies that ensure centralized control over the use of mobile devices, which
are owned by an enterprise and its employees. Enterprise mobility
management technologies configure devices and applications for enterprise
deployment, use and upgrades. They also ensure mechanisms for replacing
or removing the access of devices to an enterprise. EMM solutions are
designed based on the Bring-your-own-device trend (BYOD), according to
which, instead of restricting mobile devices to the workplace, many
organisations choose to implement EMM solutions, thus allowing users
flexibility, while at the same time retaining full IT control.

EMM technologies help track and keep inventory of devices, their
settings and usage, test their compliance with corporate policies and manage
access devices.

EMM solutions work by:

« Adding control to encrypt data;

« Data access rights;

« Shared devices;

+ Packaging applications and containers;

+ ‘Locking’ devices.

Those options enable IT departments to identify and track problems
related to mobile devices that access the network through inventory, analysis
and remote management tools. EMM solutions have been designed for VM
ware, Symantec, Checkpoint, Microsoft and Sophos.

Practice has proved the deployment of EMM of solutions to be more
efficient when combined with mobile application management.

Mobile application management (MAM) refers to the software and
the services that provide and control access for both employee- and
enterprise-owned smartphones and tablets to mobile applications in a
business context. Those applications can be commercially available to the
public or internally developed within the company. Mobile application
management is different from mobile content management (MCM)
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(Contentful) and mobile device management (MDM) (ltforce, 2013), since its
focus is on the applications used by devices, rather than on the management
of devices themselves or of their content. MAM gives systems administrators
less control over devices, but more control over their applications, whereas
MDM may incorporate both types of management. The MAM system enables
enterprises to control the mobile applications their employees use when
those applications are updated or removed from end-user devices. In
general, MAM will incorporate an enterprise app store similar to a typical app
store on a mobile device for the purposes of supplying updates and adding
or removing applications. It also allows companies to track how an
application performs and how it is used. In addition, the system administrator
can remotely remove or wipe any data from these mobile applications.

Major features of MAM systems include delivery, updating, wrapping,
version and configuration management, performance monitoring, tracking
and reporting, event management, usage analytics, user authentication,
push services and crash log reports. Since mobile devices are increasingly
used in business, the ability to employ these features across a range of
devices and operating systems is becoming a much more pressing issue,
which could be resolved by MAM.

Forrester Research experts published a report listing 10 points that
require special attention in terms of mobile device management systems
(CIO, 2011):

o Different employees require different kinds of mobile support
from IT;

e IT should query users to understand staff needs and
preferences;

¢ Create a clear common policy for enterprise- and employee-
owned mobile devices;

e Know the limitations of mobile platforms and prioritise
support for those that need it most;

e There are no one-size-fits-all platforms MDM solutions;

e Encourage IT suppliers to offer app stores that suit the
enterprise;

e Employ virtualization for access to Window-apps on non-
Window devices;
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Support employee-owned devices but set strict usage
guidelines;

Make it clear to users which mobile services are approved,
Consider reimbursement for the service costs of employee-
owned device as an incentive.

Some of the mechanisms for preventing the materialization of mobile
devices risks require the observation of certain rules, such as:

To download apps from official sources only;

Not to click on any suspicious links;

To avoid using public Wi-Fi and always connect to a VPN
server;

To avoid using major apps, for example, mobile banking
apps, if not connecting to a secured home or office network;
Not to enable the ‘Unknown sources’ and ‘Developer mode’
options in the settings of the mobile device;

To specify the types of devices that can be used in the
organisation (i.e. devices provided by the enterprise or
personal devices which employees have special permission
to use, for example, BlackBerry or iPhone);

To specify the type of services accessible via mobile devices
by accounting for existing IT architecture;

To determine the mode in which employees will use mobile
devices by accounting for the established corporate culture
and human factors;

To integrate all enterprise devices into a single application
for managing data assets;

To describe the type of authentication and encrypting that
are inherent to the mobile devices;

To identify the tasks which employees can use mobile
devices for and the types of apps they are allowed to use;
Clarify requirements on data storage and transmission.

In summary, mobile devices have posed some major challenges to
efficient control and management over the last years. Enterprises have been
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searching for solutions to different issues related to the use of mobile
computer devices, which are employer- or employee-owned.

Resolving those problems requires the establishment of certain rules
and patterns of behavior, which must be observed within organisations. The
accomplishment of this objective will take time and effort not only in terms of
technology, but also in terms of adequate social development. It is essential
to design and implement a prevention policy that accounts for potential
problems, while society needs to be constantly informed about the
occurrence of any new issues since they are bound to accompany further
advancements in technology. The ability of organisations to effectively deal
with problems related to mobile devices will ensure that they have major
competitive advantages, as well as a high level of employee comfort,
satisfaction and security.

Mobile device management has evolved tremendously, enabling
even strictly regulated industries to allow their employees to use devices
which have been approved by the company for communication and business
activities, for accessing social media and networks, playing games, etc. The
benefits from the deployment and management of mobile devices and apps,
alongside the fast rate of ‘employee mobilisation’ and the impact it is
expected to produce on the ability of organisations to provide corporate data
on a growing variety of employee-owned mobile devices naturally provokes
management’s interest in developing further the BYOD concept and
implementing mobile application management (MAM), enterprise mobility
management (EMM) and internal control rules.
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