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ABSTRACT

Port Management Information Systems (Port MIS) are systems that support port
managers in the facilitation of port activities. However, little is known about the system
and the risk that it presents. Much information is exposed, and security needs to be
strengthened. Port MIS helps managers to make decisions relating to the activities
that enable effective management and leadership of the port. Inadequate and poor
risk management would lead to loss of business and potential loss of human life. This
research study focused on the subsystems that make up Port MIS. There is limited
research on port management, and more specifically the risks involved in such
national assets. The study explored the purpose of such systems and how they
contribute to the whole system. The findings and recommendations would benefit port
managers both nationally and internationally as globalisation becomes the basis of

world trade and economies.
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CHAPTER 1: INTRODUCTION AND PROBLEM STATEMENT

1.1 INTRODUCTION

The sea has always been a major means of trade between countries, resulting in the
establishment of ports all over the world. Ports are important in the facilitation of the
importing and exporting of goods to and from a country, and South Africa (SA) is no
exception. This can been seen by the number of ports that SA has across the coastline
of the country. Transnet (Pty) LTD, a parastatal of the government of South Africa,
operates eight commercial ports. The South African ports are not very different to any
developed country’s ports, since they also utilise information systems. Information
systems, such as the Port Management Information System, help to ensure effective
communication to avoid time being wasted (Abbes, 2015).

Port Managers use the port Management Information Systems for communication and
to avoid wasting time using manual procedures. The literature review conducted
revealed that Management Information Systems (MIS) have no single theoretical
background, similar to that of the Port Management Information Systems (Port MIS)
which also does not have any notable definition. These terms refer to a broad class of
conceptual frameworks that have been developed to understand and explain the
design, use, administration and concerns of information systems for management use
(Majchrzak and Markus, n.d.). There are, however, risks to blindly relying on such
systems and if they are not continuously monitored and assessed, they have the

potential to cause much damage.

A seaport, traditionally a place of articulation among transportation systems, is
logically a place for the convergence of numerous information flows, all of which are
contained within the Port Management Information Systems. In addition to the
requirement for security and speed; reliability on delivery time and frequency of service
are of fundamental importance to all port users. This becomes an obligation that
management needs to provide (Abbes, 2015).The Port MIS needs to have security
features that include management of risk, amongst other aspects. This is critical as it
has such a high volume of information that flows through it, making it vulnerable to

exposure and negative interference.



Chapter One of this study on the Port MIS provides the problem statement that forms
the crux of the investigation. The research objectives follow, addressing the purpose
of the study. These objectives are rephrased into questions which interrogate the
research problem. More light is shed on the research objectives through the research
methodology, and through an overview of how the literature review was conducted. A
glossary of terms is also provided to give perspective on the terms used in this treatise.
Chapter One closes with an outline of forthcoming chapters and an overview of the

content presented.

1.2 STATEMENT OF THE PROBLEM

Port MIS are associated with Management Information Systems. They are used
specifically at sea ports for the purpose of supporting management. Management
Information Systems are computer information systems that collect and process
information from different sources in an organization, assisting management at all

decision-making levels (Al-mamary, Shamsuddin & Aziati, 2014).

The Port MIS helps the managers of a port to make informed decisions by collecting
information from different levels of the organisation. The Port MIS provides
management with an opportunity to evaluate their vulnerability to risk, thus assisting
management with their decision-making (Kumar & Singh, 2015). Security was
identified as a concern because of inflow of information from many sources. The result
is that port terminals have an increasing dependency upon technology, and
automation has clearly brought considerable economic benefit. However, this
dependency also introduces vulnerability. Any loss of availability, integrity and
confidentiality related to critical systems or data has the potential to cause significant
business disruption, with consequent financial loss. As the sophistication of malignant
targeted attacks increase, so must efforts to contain and respond to the threat (Marsh,
2014).

The above threats to MIS confirm the need to have all risks and vulnerabilities
managed. This applies to the operations of a port and its systems as well. A proposed
solution is Risk Management, which is defined as the process of identifying and
assessing risk, and to apply methods to reduce risk to an acceptable extent (Serpella,
Ferrada, Howard & Rubio, 2014). Thus, in order to have the port activities operational



despite the prevalent potential risks, the Risk Management of Port Management
Information Systems should be investigated and updated on a regular basis. Such

Risk Management is the focus of this study.

The research problem stated is explored by seeking answers to a set of research

guestions.

1.3 THE RESEARCH QUESTIONS

The above-mentioned problem statement led to the following research questions:
RQ1: What are the risks that apply to information systems such as the Port MIS?
RQ2: What are prevalent risk assessment methods?

RQ3: What are the effects of risk on Port MIS and subsystems?

RQ 4: What is the importance of risk assessment?

RQ5: What is the importance of risk management?

RQ6: Do all eight ports in South Africa attach the same level of importance to risk
assessment for their Port MIS?

RQ 7: How can a risk management strategy be standardised for all eight ports?

1.4 THE RESEARCH OBJECTIVES

The primary objective of this study is to explore the effect of managing risk within Port

Management Information Systems.

The secondary research objectives for this study follow:

RO1: To understand the role of Port MIS and subsystems, and the risks they face.

RO2: To investigate risk assessment methods.

RO3: To determine the effects of risk prevalent within information systems such as
the Port MIS.

RO4: To investigate the importance of risk assessment methods.

RO5: To explain the importance of Risk Management Systems such as the Port MIS.

ROG6: To conduct a survey to evaluate how port users perceive risk management.

RO7: To determine the standardisation of a Risk Management Strategy for Port MIS
that would be applicable to all eight ports.



1.5 THE METHODOLOGY OF THE STUDY

To achieve the above-mentioned primary objective, the following methodology was
used:

0] An extensive literature review was conducted on risk management
strategies, Port Management Information Systems and the risks
prevalent to such information systems.

(i) A questionnaire (see Appendix B) was developed to measure the above-
mentioned variables.

(i)  The questionnaire was emailed to personnel who use Port MIS across
the ports of South Africa.

(V) The responses from the sample group were recorded and the empirical
results analysed.

(vi) Based on the results, conclusions were drawn; recommendations for

port managers suggested and gaps for future research identified.

1.5.1 The research study approach

The study was conducted using a mix of both qualitative and quantitative
methodologies. The qualitative study included the literature review on both Risk
Management and Port MIS. The review covered the use Port Management Information
Systems and subsystems and their associated risks. The review also included the role
played by Port MIS in supporting the management team in their decision making. The
study investigated the benefits of Risk Management methods on Port MIS. The
guantitative study included the questionnaire sent to the respondents on how they

managed risks relating to Port MIS.

1.5.2 Sampling design

This study focused on Transnet Port Management information system end users. The
users included lower to mid-level managers who interact with Transnet’'s Port
Management Information System. A sample of at most 30 users around the country
were targeted by the questionnaire, which was sent internally to Transnet (Pty) Ltd
Respondents had to reply via an e-mailed link. They had to complete the online

guestionnaire and their responses were automatically recorded.



1.5.3 The measuring instrument

The questions on the questionnaires were measured against the Likert Scale, where
the respondents had to give a response ranging from “Strongly disagree to Strongly

agree” on statements which probed the research questions.

1.5.4 Data analysis

The data collated from the respondents was summarised and analysed using
descriptive statistical methods to find the most common responses to the research
guestions. Further analysis was done to find relationships within the findings that

helped to better understand the research objectives.

1.5.5 Ethics clearance

The completed Ethics Clearance form was submitted to the Nelson Mandela University
Business School for their approval. The group of respondents did not qualify as a
vulnerable group, such as schoolchildren, thus a full ethics clearance did not apply.

The approved Form E is attached as Appendix A.

1.6 TERMINOLOGY/ ACRONYMS

IT Information Technology

AIS Automatic Identification System

DOS Denial of Service

DR Disaster Recovery

FM Facilities Management

FPIC Fixed Priced Incentive Contracts

GAM Guaranteed Annual Minimum

ICT Information Communication Technology
IP Intellectual Property

IS Information Systems

ISMS Integrated Ship Management Systems.
MIS Management Information Systems

Near Real Time Statistical Asset Priority
NRTSAPD Driven

Port
MIS/PMIS Port Management Information Systems
VBS Vehicle Booking System

VPIC Variable Priced Incentive Contracts



1.7 OUTLINE OF THE STUDY

Chapter 1

Chapter 1 presents a brief outline of the study. The management question or
problem, and the basic research methodology are reviewed. The study approach,

which includes both qualitative and quantitative methods, was also introduced.

Chapter 2

Chapter 2 includes the literature review on risk management of information
systems, such as Port Management Information Systems. An in-depth review of
available research studies was done on the benefits of understating risk to
Information Systems like the Port Management Information Systems. The focus
was on their impact on systems and how they should be addressed as a

management problem.

Chapter 3
Chapter 3 focused on subsystems that make up the Port MIS as a system. Each
subsystem was independently reviewed to identify what it contributed to the overall

system.

Chapter 4
Chapter 4 discusses the research methodology and approach adopted for this

study.

Chapter 5

Chapter 5 presents the data analysis that was conducted to address the research
guestions. Statistical methods were applied to the data collected from the
respondents to see if there was any correlation between the research objectives

and the findings.

Chapter 6



Chapter 6 is a summary of the study and presents an overview of the management
guestion, literature review, research methodology and the data analysis. The
management question is addressed and recommendations are made. The future

prospects of research gaps are identified and discussed.

1.8 SUMMARY

Chapter 1 identified the concepts of Port MIS and the risks prevalent to such systems.
The secondary research questions and objectives related to the primary research
purpose, questions and objectives were provided. The methodology was clarified, and
the qualitative and quantitative nature of the study. Chapter outlines followed, giving a

holistic perspective of the study.



CHAPTER 2

PORT MIS RISK MANAGEMENT

2.1 INTRODUCTION

In every country that has a coastline, there is always a port or ports for the import and
export of goods. The port will have managers using information systems to support its
operations. This study is about the management information systems that support the
operations of the port. However, management information systems as part of

organisations pose risks that have to be managed.

Risk Management of Port Management Information Systems (Port-MIS) is the focus
of this study. Port-MIS and what it is used for are briefly discussed. Common risks in
information systems such as Port-MIS are explored, as well as how the risks should
be assessed and how to identify the types of risks that exist. The study goes on to
identify different types of risk assessment methods that are predominantly used on
information systems such as Port- MIS. The chapter closes with a summary of the

benefits of Risk Management for Port-MIS.

2.2 OVERVIEW OF PORT-MIS

Management Information Systems (MIS) is a term used to describe a specific category
of information system that serves middle management. The systems serve to give
middle managers knowledge of the operations of the business (Laudon & Laudon,
2010). Port Management Information Systems (Port-MIS) is a kind of management
support information system that helps with the arrival/departure processes of ships
(Park et al., 2005). Cisi¢ & Tijan (2011) see it as a system that the Port Authority needs
in its operations. It provides information that allows for the supervision of the overall
activities of the seaport, enabling managers to make well-timed and accurate
decisions (Cisi¢ & Tijan, 2011).

Port MIS is defined as an “electronic system that handles administrative procedures
of vessel and cargo movements, inside the port ” (Keceli, Choi, Cha, Aydogdu & Kim,
2008). The computerised system has five major modules, namely Cargo Control,

Vessel Control, Port Facilities, Billing and Statistics as depicted in Figure 2.1 below.
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Figure 2.1: Port MIS overview

Source: (Keceli et al., 2008:167)

From the definition, it is evident that a Port MIS is a critical system to the operations
of the port, and thus risk associated with it must be managed. It is also critical in
supporting the operations performed by managers. It provides the statistical activities
about the operations at the port. Port MIS has cargo registration details, as well as
information of the cargo being carried by the vessels. This information needs to be
protected from risks. Port-MIS has therefore to have risks assessed and managed in
case of risks that might threaten it. Managers have to ensure that their division has
effective processes in place to handle the risks.

The literature review exposed that organisations allocate a larger budget for
Information Technology (IT) security because of the greater threat posed by IT. This
confirms the importance of Port-MIS risk management, and why the active practice of
risk management methods would aid port managers to classify the controls desirable
to conserve IT to counter risk (Tohidi, 2011). Risk management is clearly critical,

hence the huge funds that are allocated to them.

The nature of risk need to be understood, what forms they come in and how they
endanger Port-MIS. The next section discusses these factors.



2.3 THE NATURE OF RISK

In order to discuss the nature of risk, one has to first understand what risk is. According
to the Oxford dictionary, risk is defined as: “A person or thing regarded as a threat or
likely source of danger” (Oxford University, 2016b). Wiesche et al., (2013) defined risk
in information systems, which would include Port MIS, as “any threat that may lead to
the improper modification, destruction, theft, or lack of availability of IT assets”
(Wiesche, Keskinov, Scherman, & Kremar, 2013). The definitions show that risks are
threats that lead to undesirable consequences, such as danger to and destruction of

the assets of an organisation.

Risks are known to be internal or external. Internal risks are known as Endogenous
Risk. External risks are known as Exogenous Risk. Their nature is classed into these

two categories.

Exogenous Risks refers to those risks that an organisation has no hold over and are
not caused by activities within an organisation. Unanticipated tragedies such as floods
and earthquakes are Exogenous risks (Chou & Chou, 2009). Nehari—Talet et.al.
(2014) saw Exogenous Risks as those over which organisations have no control, and
which are not a result of internal activities. Hurricanes and earthquakes are worthy
examples of Exogenous Risk. While there is approximate control on the amount of
damage these examples can cause by choosing specific construction standards, there
is actually no control over the existence of such unexpected events (Nehari Talet, Mat-
Zin, & Houari, 2014).

Endogenous Risk arises from within the organisation. An example would be
unanticipated resistance by users, vagueness concerning the cost of workers’
turnover, the risk of commitment escalation and repair costs in the long execution
process (Rajnoha, Kadarova, Sujova, & Kadar, 2014). Chou and Chou extend on the
same explanation of Endogenous Risks, by saying they refer to those risks that are
reliant on actions inside the organisation. They are also risks that enter an organisation
through outsource contracting. Outsource contracting also falls under Endogenous
Risk (Chou & Chou, 2009).



The distinction found between the two natures of risk was that Exogenous Risk are
risks from natural causes; the organisation expects them but has no control over when
and how they would happen. Endogenous Risk comes from within the organisation;
they result from association and processes inside the organisation, including
outsourcing. The above risks are likely to happen on the Port MIS, hence the

justification for this study. The next section discusses the risks in Port MIS.

2.4 RISKS IN PORT MIS

Port MIS is a management information system, as already defined. A Management
Information System (MIS) is described as an information system used in management
and business (Kitagaki & Hikita, 2007). MIS on its own is an information system built

specifically for business and management.

Information systems are made up of many components. Figure 2.2 discusses the
components of the information system.

Data Input that the system takes to produce information

Hardware A computer and its peripheral equipment: input, output, and storage
devices; hardware also includes data communication equipment

Software Sets of instructions that tell the computer how to take data in, how to
process it, how to display information, and how to store data and
information

Telecommunications Hardware and software that facilitate fast transmission and reception of

text, pictures, sound, and animation in the form of electronic data

People Information systems professionals and users who analyze organizational
information needs, design and construct information systems, write
computer programs, operate the hardware, and maintain software

Procedures Rules for achieving optimal and secure operations in data processing;
procedures include priorities in dispensing software applications and
security measures

Figure 2.2: Components of an Information System (IS)

Source: (Oz, 2009:15)

The Port-MIS as an information system has data, hardware, software,

telecommunications, people and procedures as explained above. The above
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components of the system are at risk of threats, as is the system itself. It is thus

essential to identify all potential threats to an organisation that uses Port-MIS.

Threats to Port-MIS may originate within and are termed Insider Threats. Insider
Threats are individuals or people who have access to the system, or who used to have
access to the system, and their purpose is to cause harm to the organisation (Bertino,
2012). Such threats to Port MIS are risks that needs to be managed. Threats to assets
exist within, and yet can come from external sources at times. This motivates
organisations to install innovative software systems and hardware for guarding against

possible attack from outsiders and insiders.

Organisations form numerous information security policies and procedures to help
against risks. These policies help to decrease and prevent planned or unintentional
actions of staffs that could either deteriorate the efficiency of the hardware and/ or
software protection systems that could reduce their usefulness (Hu, Dinev, Hart &
Cooke, 2012).

IT threats on the information technology assets of an organisation are clearly a valid
concern. However, in the study of IT, risk addresses different matters when extended
to software projects, IT security, outsourcing of information systems, e-commerce and
inter-organisational systems, to mention a few other components of IS (Wiesche et
al., 2013). This means that risks within information systems are broad, and not limited
to a specific type of system. The only typical form of system deployment (as
outsourcing) has already been mentioned. This study looks into the Risk Management
of Port MIS, whether it is outsourced systems or an inter-organisational system.

According to Sherer (2004), there are different types of risks from an information
systems technology perspective. He outlines the different risks as follows:
e Technical risks that have to do with information systems.
e Project risks that are relevant to the development of the system.
e Organisational/ Political risks that have to do with the organisational structure
or politics.
e Financial risks.

o Systematic disaster risks (Sherer, 2004).



The malicious damage caused by people from within differs from the individuals that
have access to the system. The Insider Threats differentiation is outlined in Table 2.1

below, which illustrates how to identify each threat.

Name Distinguishing Indicators/Anomalies

Saboteur e Indicators: URL; File; Logon
e Anomalies: File accesses 1n relation to peer
oroup in LDAP

Intellectual e Indicators: URL; File; Printer; Login; Email
Property (IP) e Anomalies: File accesses and email
Thief-Ambitious communication graph in relation to peer group
Leader (manager) in LDAP

Intellectual e Indicators: URL; File; Printer; Login; Email
Property (IP) e Anomalies: File accesses compared to peer
Thief-Entitled eroup (technical) in LDAP

Individual

Fraudster e Indicators: Login; processes; files; and URL

e Anomalies: Email and URL compared to groups
(non-technical)

Careless User ¢ Indicators: File. Email URL. Process

e Anomalies: Processes run compared to user and
LDAP (function) group

Rager ¢ Indicators: Email, IM, Login
e Anomalies: senfiment and fopics 1n emails sent

Table 2.1 : Insider Threats Scenario

(Senator etal., 2013:3) & (Goldberg, Young, Reardon, Phillips, & Senator, 2017:2650)

A ‘Saboteur’ is an individual or group who is likely to cause interruptions on the shared
resources of a computer network (Samson, 2015). The distinguishing indicators are
anomalies such as URL, file and logon, along with file accesses with relation to peers
(Senator et al., 2013).

A ‘Fraudster’ is an individual inside the organisation who uses IT for personal gain or
to compel criminality. Fraudsters are not the only threat, because there are also
thieves. Within the arcade of thieves would be an Ambitious Leader and an entitled
thief: The Ambitious Leader would be responsible for organising other insiders to get

admission to all parts of the Intellectual Property (IP) being embezzled. They are also



a cause of great loss, based on how much proper planning goes into their actions.
Their actions are usually for the following reasons:

* 43% of the time it is for the creation of a new organisation.

* 43 % of the time it is for liaising with a rival business.

(Moore et al., 2011)

The thieves are a threat because of what they could do with the Intellectual Property
(IP) that they steal. This could mean that an organisation has to be very careful with
their IP. Users of the organisation’s IT resources have to be as careful. Careless users
could lead to the loss of IP if there are thieves amongst them, or if a thief is intent on
stealing IP. The careless user is an insider who is not knowingly deceitful, but is an
individual who disregards corporate IT policies, thus exposing the business to risk.

A ‘Rager’ is an insider who has outbreaks of robust or threatening language usage in
mail/Webmail/IM when corresponding with anomalies in other activities, indicating a
potential fundamental change in behaviour. A particular detector specification is found
in the emails as an indicator of such behaviour (Nehari Talet et al., 2014). The above

threats are different type of IS threats that can arise from its components.

Telecommunication threats are those made to the infrastructure that is used to
communicate within the port and Port-MIS infrastructure. The threats come in the form
of terror attacks, technological threats, criminal attacks and general threats (Agubor
and Chukwudebe, 2015).

Telecoms
Threats/Attacks
| I I_I |
Terror Technological Criminal General
attacks Threats Attacks Threats

Figure 2.3 : Telecommunication threats /attacks

(Agubor & Chukwudebe, 2015:125)



The above Figure 2.3 are attacks that would likely be on the Telecommunication

system of the Port MIS.

‘Terror attacks’ are broad in scope, and could be understood to be an act of war. The
definition of terror attacks relating to IS are best described as the intention to conduct
the act and to influence or intimidate the government or population; having some form
of political, religious or ideological motive or purpose, and the cause of harm, death or
bodily injury (Al Mazari, Anjariny, Habib, & Nyakwende, 2016).

‘Technological attacks’ are focused on the user’'s computer or internet connection by
someone other than the person using the computer. They are focused on pharming,
with the intent being to attack system reconfigurations (Chaudhry, Chaudhry &
Rittenhouse, 2016). Telecommunication systems face such risks and the ideal would

be to change the systems’ configuration.

‘Criminal Attacks’ are best described as a cyber-crime that is not carried out for a
political or national security purpose, such as most instances of internet fraud, identity

theft and intellectual property piracy (Hathaway et al., 2012).

‘General threats’ are attacks on routing protocols which include replaying, spoofing or
altering routing traffic (Raymond & Midkiff, 2008). Changing traffic of the intended data
could be a means of depriving the original receiver of the message intended for them.
These are threats that pose a risk to an Information System (IS) like the Port-MIS.

These can go undetected unless mechanisms are put in place to detect the threats.

Different techniques can be used to detect threats. Table 2.2 has a summary of the
different approaches to detect threats on the Port MIS system. Each approach has its
own pros and cons. The summary includes which approaches should be used to
detect threats to Port MIS.



Classification of approaches

Pros

Cons

Intrusion-detection-based
approaches

System-call-based approaches

Data-centric approaches

Honeypot approaches

Dynamical-system-
theory-based approaches

Anti-indirect-exfiltration
approaches

Visualization approaches

A large pool of existing techniques

More difficult for intruders to
intrude without leaving evidence

Minimize the actual amount of
data that needs to be processed

Provide early warning or deter
attacks; useful in detecting new
exploits

Detect insider malicious threats
before an attack occurs

Identify potential developer actions
which may result in long view
threats

Visually identify unusual patterns
as insider threats

» Not as efficient for large amounts of log
across multiple systems

s High rate of false positive

s Only detect specific attacks

# Do not detect insider intrusion that do
not leave traces

« Number of false alarms is too high to
deploy in practice

« Variations in access behavior of users
weaken their effectiveness

# It is not clear how to partition data into
clusters that may have hidden patterns

» Simply moving a honeypot from an
external network to the internal
network will not detect malicious
insiders. A new strategy to deploy
honeypots is required.

« Accuracy of user profiles is crucial

» Evaluation of the effectiveness of these
approaches are currently unavailable
 Impact on normal operation unavailable

« Difficult to process large amounts of data

# Analyzing and understanding insider
threats after applying visualization
techniques is difficult

Table 2.2 : Threat Detection Approaches

Source: (Zeadally, Yu, Jeong, & Liang, 2012:8)

The above assumes a system within the organisation. It does not include the system
within the other company’s premises. The next section discusses the system at the

other company. This leads to the risk of outsourcing of the Port MIS.

2.5 RISK OF OUTSOURCING PORT MIS

Outsourcing of information systems has experienced considerable growth in recent
years as it has become an elementary strategy of the IS field. Analysts foresee that
outsourcing will be ongoing, as the motive for outsourcing is that an organisation
partners with another strategic organisation that can provide them with IT systems to
help their business. They then offer them incentives for taking the risks (Gonzalez,
Gasco & Llopis, 2006).
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It is likely that an information system like the Port-MIS would be outsourced to another
company. Both organisations would form strategic partners who would be

compensated for their purpose and role.

The outsourcing company can offer two key categories of incentive contracts to
another establishment or business. The contracts offered by the outsourcer are found
to be no changing Fixed Price Incentive Contracts (FPIC) and changing Variable Price
Incentive Contracts (VPIC), (Chou & Chou, 2009). In an FPIC, a pre-arranged price is
rewarded to the service provider, who takes on responsibility for all the potential cost
overruns. A service provider can participate in opportunistic bargaining. This means
that it may burden the customer to recompense the overruns if they hold the unique
advantage of being the only service provider, and when the option of switching is not
possible (Zhang & Xu, 2017).

An FPIC is a kind of contract where the charges for information handling are definite,
but the information processing costs remain inexact (Osei-Bryson & Ngwenyama,
2006).The contracts both have an enticement and a penalty endowment. The
contracts may vary in management of the risks if the vendor under-performs. It should
be noted that this is in itself a risk that an organisation takes when it underperforms
(Chou & Chou, 2009). Information systems, such as the Port-MIS, are open to risk and
ambiguity when they outsource their projects, which limits the gamble of outsourcing
becoming a success. This is in addition to service and management related risk

matters (Osei-Bryson & Ngwenyama, 2006).

Significant loss of control over the performance of activities by an organisation is
another result of it contracting out its information processing operations. There are two
basic risks associated with this loss of control: these are known as shirking and
opportunistic bargaining. A deliberate underperformance while claiming full payment
is known to be ‘Shirking’, and comes in a variety of forms. In essence, it involves a
vendor or an agent doing less work than mandatory, less work than contracted for,
and less work than compensated for. Shirking refers to the agent's commitment to
work hard, which would not be the same as the client’s. The absence of information
available to the outsourcer makes it challenging or difficult to ascertain shirking (Aron,
Clemons, & Reddi, 2005).



Opportunistic bargaining refers to a merchant’s capability to ask for higher than market
prices. Exposure to opportunistic bargaining is when an outsourcer is tied-into a
vendor inclusively, and would have to pay substantial charges to change to an
alternative. To minimise shirking risks, the outsourcer can participate in checking and
managing mechanisms. The two are accomplished by outsourcers setting up a unit
within the organisation that manages the relations concerning the vendor and end-
users. This is done to observe the vendors’ performance and manage the risks of the

outsourced project (Osei-Bryson & Ngwenyama, 2006).

The next section discusses how risks are assessed.

2.6 RISK ASSESSMENT

Risk analysis methods can be quantitative or qualitative. Quantitative risk analysis
methods analyse risk using mathematical and statistical tools (Alberts & Stevens,
2003; Karabacak & Sogukpinar, 2005). According to Karacback & Sogukpinar,
guantitative measures as a method of risk analysis are not appropriate for current
information security risk analysis. Compared to the past, current information systems
have a more complex structure. Compound scenarios are difficult to solve, and the
calculations that come as a result of this are complex (Karabacak & Sogukpinar,
2005).

Qualitative risk assessment methods are based on decision, instinct and the
knowledge of the assessor. The use of assessments by assigning the likelihoods and
consequences of risk are more flexible when dealing with diverse situations of risk (Lo
& Chen, 2012). The risk analysis methods could be computer or paper based
(Karabacak & Sogukpinar, 2005).

Alberts & Stevens (2003) suggest that an organisation should comprehend and protect
its information security needs by applying a risk analysis method called OCTAVE.
OCTAVE is labelled as a risk based strategic assessment and planning technique for
security that is self-directed. This means that within the organisation there should be

an initiative to set its security strategy (Alberts & Stevens, 2003) .



The OCTAVE method is different from other approaches, as depicted in the Table 2.3
below. It is an analysis approach that looks at the organisation’s risk analysis from

within the organisation.

OCTAVE Other Evaluations
Organization evaluation System evaluation
Focus on security practices Focus on technology
Strategic issues Tactical issues

Self direction Expert led

Table 2.3 : Octave vs Other Approaches

(Alberts & Stevens, 2003:4)

The Near Real Time Statistical Asset Priority Driven (NRTSAPD) Risk Assessment
method explores risk analysis over a period. The method considers critical elements
when assessing the risks of the information system. The method is valued because it
offers an advantage over other risk assessments in that it gives management a quick,
easy to use and simple risk assessment methodology. It is based on an organisational

mission critical asset priority (Pak, 2008).

The NRTSAPD as a quantitative method works through various elements in relation
to risks. It gives them weights to determine the level of risk that the organisation is
exposed to, and views their impact on the overall risk assessment calculation

outcome. The calculation has the elements presented below.

Pak (2008) focuses on the following elements in his calculations:

1. Frequency of the Attacks — This element accounts for 10% and is the most
critical. It accounts for the number of attacks that were made on the system.

2. Probability of being attacked again - This element accounts also for 10%. An
assessor can give a score founded on the present environmental situations and

how likely a threat would be repeated within an organisation.



3. Total Replacement Value - The monetary value element refers to the amount
of harm a threat could do to the information system of an organisation. The
factor weighs 20% of the assessment calculation.

4. Exposure Rating - The element of the assessment calculation has a risk factor
of 5% and it is about assessing the likelihood of a threat on a Likert Scale of 1-
5.1 will mean low, and 5 will be a high risk factor.

5. Estimated Risk Rating - A risk factor of 5% is given for this risk assessment
calculation. The assessment is done on a scale of 0 -100. This is used to
evaluate the risk when identified, its vulnerability and how it can be minimised
further.

6. Impact Category Level - The Impact Category Level on Denial of Service
(DOS), Modification, Disclosure or Destruction is evaluated on a scale of 1 to
4. The impact categories of Denial of Service, Modification, Disclosure or
Destruction contribute to 10% of the weighted risk assessment analysis. When
a threat is realised, its impact on the organisation is categorised by the nature
of the attack. If the attack was to cause a DOS, the impact score of 1 is
assigned.

7. Number of Customers Affected - The number of customers affected also
contributes to the total risk calculation on a weighted risk factor of 10%. When
a security incident occurs, the organisation should be concerned over its
customers’ ability to access the business processing network. The larger
number of customers affected, the more serious is the impact of the threat.

8. Incident Response Time - The Incident Response Time to act on a reported
incident is measured on a scale of (1-10), and contributes a weighted risk factor
of 5% to the total calculation. The response team reacts to a security incident
to contain and mitigate it. The longer time the response team takes to mitigate
the incident, the more critical will be the impact to the business mission.

9. Business Impact level - The Business Impact Level to the organisation’s
business mission can be measured as low, medium or high. This is used on a
weighted risk factor of 25%. When a threat agent exploits vulnerabilities, the
organisation can experience a severe impact on the organisational business
goals. The impact on the organisational assets depend on its criticality to the
organisational business goals (Pak, 2008).

Pak’s assessment model gives a perspective of what the whole organisation could be

exposed to and the effect on the overall risk levels. This could be utilised to look at



the risk of the organisation holistically, without leaving to chance the internal and
external stakeholders. Port-MIS can be assessed using such a method without having

an expert on the systems risk factors.

2.7 OVERVIEW OF RISK MANAGEMENT AND PORT MIS

Management is “The process of dealing with or controlling things or people; the
responsibility for and control of a company or organisation ”(Oxford University, 2016a).
Risk is seen as anything that has the potential to cause damage or danger to

organisational assets (Oxford University, 2016b).

Ntouskas and Polemi (2010) define Risk Management as a continuous process of
recognising examining, handling, monitoring and reporting on the active risks of an
organisation. Risk Management is seen as an important administrative and
governance goal of an organisation, aimed at protection of the organisation within and
outside from risks that would affect the achievement of its goals negatively (Ntouskas
& Polemi, 2010).

Risk management is a process comprising the following steps: risk identification, risk
analysis, risk planning and risk monitoring (Host & Lindholm, 2007). It provides an
actual method of assessing safety through risk assessment, mitigation and evaluation.
Existing risk management methods are well recognised. However, it requires more
precise and detailed understanding of the IT security territory along the establishment
background (Ekelhart, Fenz & Neubauer, 2009).

Risk management is known to be an organised method. It is a process of handling
security through risk assessment, then devising plans to manage and mitigate risk
using managerial resources. Strategies include giving the risk to a third party or hiding
the risk. This could include limiting the negative consequences of the risk, and
accepting some or all of the consequences of a particular risk. Risk could be the result
of security threats, property value threats, threats that influence probability, property
exposure to threats, threat influence on property or organisations and prevailing

security threats (Jackson, 2008).

Risk can be limited by enforcing one or more controls on a specific step in the

processes of the business. Controls could be a specific technology that limits access



to an organisation’s premises; it could also be a procedure to complete a specific task
in the organisational information assets. They are significantly different in reliability in
terms of preventing fraudulent activities from system to system within an organisation.
The controls are generic in their approach, which means they should be customised

to each unique organisational set of systems (Rolland, Ulmer & Patterson, 2014).

Effective use of risk management processes would assist managers to recognise the
controls needed to sustain IT factors. However, for this reason a significant number of
organisations assign enormous funds for IT security (Tohidi, 2011). Risk management

is costly to an organisation, but is critically needed.

Business
drivers

Corporate [T
governance palicies
for managing risks

Procedures for managing IT risks
on business units or functional
level: (organisational, technological,
internal processes, peaple, tools)

Operational (technical) activities (corrective
controls, aperational IT eantrals, access controls,
application conirols, ete )

Figure 2.4: Corporate IT Risk Management Model

Source: (Spremill, 2012:300)

Spremit (2012) presented Figure 2.4 as a holistic model for management corporate
IT risks. The model includes business drivers, corporate governance policies,
procedures and operational risks. According to Spremiu (2012), the following is an
explanatory summary of a Corporate IT Risk Management Model:



e Business drivers have to be in line with corporate objectives; they should be
regulatory requirements that are approved by the highest corporate structures.
The lack of such support could put the organisation at great risk.

e Corporate governance policies for managing IT risks are obligatory in all
business echelons, and approved by the corporate executive structures. They
entail the establishment of various committees responsible for plans used for
regulatory compliance and adoption of the industry best practice.

e Procedures for managing IT risks on a business unit level, or functional level,
should follow standards and norms set by international regulatory bodies.

e Operational activities must be guided by management procedures and
governance policies that characterise the defence mechanisms against threat,
with the intention to increase the level of defence on attacks and threats to IT

resources (Spremid, 2012).

2.8 DISASTER RECOVER AND RISK MANAGEMENT

Disasters happen all the time. However, numerous establishments are caught
unaware or they make unrealistic assumptions about disasters. The reasons they
submit are known as the myths that organisations make. Disaster comes in different
formats or types. Some known disaster types are presented below (Landry & Koger,
2006).

i) Natural Disasters

Natural disasters happen. They cannot be predicted or prohibited from happening.
Known examples are hurricanes, floods, tornadoes, earthquakes and snow storms.
Their capabilities destroy a massive amount of physical assets. These disasters will

not happen at all business locations, but only in specific areas of the world.
i) Technical Disasters

Technical disasters are events that occur from hardware or software failure. Software
failure resulting in information damage is the most important loss through technical
disasters. The natural disasters cause some physical damage to the organisation, like

the hardware needing to be replaced after the event.



iii) Human-Made Disasters

Human disaster is destruction caused by an employee, former employee or an
external person. The idea is to do both physical and information destruction. Some
reasons for causing such disaster is through employee negligence, or perhaps
corporate sabotage by another organisation. Trained or untrained employees can
accidently, or deliberately, abolish physical resources while capturing incorrect
information. This can cause costly errors that will be detrimental to the organisation’s
success. In corporate sabotage, a competitor could be causing the destruction of an
opponent’s physical location, or by launching cyber-attacks that could lead to

information theft or loss (Vuong, 2015) .

Despite the above known disasters, organisations still make assumptions about how
to recover. Landry & Koger (2006) outlined the myths surrounding the management

of threats for an organisation, especially one like the Port MIS.

Myth 1: The only disasters to plan for are natural disasters.

Threats such as tornadoes, floods, blizzards, fires, earthquakes, tropical storms,
hurricanes, mudslides, tsunami and volcanic eruptions do happen. There also needs

to be a plan for the loss of human life as well.

Myth 2: A mock test really tests disaster recovery.

Any plan that has never been fully tested is useless: so the Port MIS recovery plans

need to be regularly tested.

Myth 3: Attacks and hacks are only external threats.

Endogenous threats, as explained, are employees within an organisation that can be
the source of deliberate or unplanned attacks on corporate assets. Endogenous
threats are overwhelming. Exogenous threats are rooted in the quick access to local
internet resources like the intranet, and the fact that most organisations feel relaxed
about the use of the computer stations by their employees. The Port MIS has to have

restrictions, as well as within the organisation.



Myth 4: Untested disaster recovery (DR) hot sites.

DR sites are places to work from in case of disasters, and employees were found to
be not aware of these places. Employees should be made aware of such sites before

they work on them during a disaster. A familiar environment is important.

Myth 5: Conference rooms are adequate disaster recovery sites.

Conference rooms are not workplaces, and are not prepared like workplaces. Such
zones are not equipped to handle workers’ many communication lines, power and
internet needs. A secondary well-equipped site that can manage the requirements for

the work environment needs to be set up before disasters.

Myth 6: Disaster recovery can be implemented later.

The planning and building of Disaster Recovery sites are usually put off for later
development to help save the cost and time associated with them. However, it should
not be delayed as the system production time has the capability to draw all the

resources towards it, and the DR planning might fail to materialise.

Myth 7: Equipment will be available during and after the disaster.

It should be noted that there would be no time to move all the resources during a
disaster. All the equipment will thus not be available. A plan has to be devised before

disaster strikes.

Myth 8: Back-ups work.

Not all backups work according to the assumption that they would during a disaster. A
strategy for a back-up plan needs to be concluded during the planning stages, and it
should be implemented.The plans and implementation need to be tested before a

disaster really strikes.



Myth 9: Disaster recovery can be planned individually.

Centrally coordinated planning for disaster recovery is necessary. The greater and
more compound the business, the more empirical it becomes. It has to be a centralised
process for all DR plans. Each separate division should not be duplicating similar

practices.

Myth 10: Everyone knows what to do.

Roles should be clearly identified and communicated before a disaster. The reporting
structures should be defined and lines of command, with their substitutes, should be
identified as well. Movement to a new site should be easily done and users should be
aware of an alternative site too (Landry & Koger, 2006).

2.9 SUMMARY

A Port MIS is a critical information system that supports middle management to make
decisions about the operations at a port. The system, like any other information
system, is exposed to many risks. Such risks have the potential to cause more
damage. The environment has to be analysed and preventative action taken to prevent

such damage.

Threats to an Information system exist within and outside any organisation, and they
pose risks. These risks should be minimised and assessed, using validated techniques
and methods to determine their danger to the organisation’s survival. Risk assessment
methodologies have advantages and disadvantages associated with them. However,
there is no single method to assess risks. The solution is to use best industry practices
such as OCTAVE, but with the supervision of an individual who is an expert in the

analysis of the risks posed in that environment.

When identified, the risk needs to be managed. It is highly likely that all risks can be

eliminated. Managing risks can help the organisation to improve. However, there are



huge costs needed to minimise risk exposure. The techniques of analysing risk can

help if an individual who is appointed to assess the company follows its strategies.



CHAPTER 3
PORT MANAGEMENT INFORMATION SYSTEMS
3.1 INTRODUCTION

Chapter 3 presents a literature review on Port Management Information Systems
(PORT MIS), along with port functions, port operations and port users. It reviews
PORT MIS subsystems that support the port business functions. The ports are a
gateway for the arrival and departure of a number of passengers and a range of goods.
This is a result of global trade that has rapidly grown. This has led to a huge increase
of growth in trade of goods distributed by the maritime sector (Klopott, 2013). They
help the growth of exports and imports exchange, and play a role in how PORT MIS

is implemented.

Chapter 3 explains who the role players are. The focus is on subsystems that make
up Port MIS - what they serve to accomplish, along with their business functions and
the departments that use them. A brief overview of the system and its importance to

the ports is included.

3.2 PORT-MIS FUNCTIONS OVERVIEW

A presentation by the Korean Maritime Institute outlined the main functions of Port

MIS, as depicted in Figure 3.1 below:

Main Functionality

@ Approval of Vessel Arrival/Departure Notice submitted by Shipping Line/Agent

@ Approval of Cargo/container Declaration submitted by customers

@ Calculation of Port charges according to the tariff and issuance of Invoice to the
customers

@ Assignment of Berth for the vessel's position submitted by Shipping Line/Agent

@ Allows the planner to collect statistics to build up future plan for port promotion
and optimal use of port resources.

Figure 3.1: Port MIS Functions

Source : (Kim, 2013:4)
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The above PORT-MIS functions provide the following benefits:

e Smooth management of vessel arrival/departure and cargo handlings by
transferring and using information about vessel, cargo and port facilities through
information systems.

e Avoiding unforeseen coincidences by monitoring vessel movements
(arrival/departure, berthing) and port facilities through management
information.

e Allowing optimal use of limited port facilities by providing port management
information on a real-time basis.

e Uplifting stakeholder credibility on port operations by providing paperless
administration, removal of user permits/ visits to governmental organisations

and fast port operation information services (Cabezas & Kasoulides, 2004).

3.3 PORT ROLE PLAYERS

In order to facilitate the movement of goods in and out of a port, there are people
appointed as port operators and users. Their roles might differ from port to port. This
study presents what is common to South African and Nigerian ports. Goodhope &
Polytechnic (2014) outlined the personnel employed at ports through their job

descriptions, as follows:

3.3.1 Port Operators and Users

e Terminal Operators
These are companies that own and operate terminals (Baird, 2002). In the South

African context, the ports operator is Transnet (PTY) LTD.

e Stevedores Companies
Stevedore companies supply dockworkers and are also in charge of other welfare
undertakings. Dockworkers are workers or labourers who are employed on vessels at
dock. Their normal jobs encompass packing and unloading of freight, recording of

loads on vessels or keeping load registers.



e Exporters and Importers
These are key operatives in the port system. They are the core of intercontinental
trade. Without their services, no intercontinental trade can take place. Importers and

exporters are companies or individuals that embark on export and import trade.

e Warehouse Operators
These are companies in the port that offer warehousing services for clients to store

cargo, either within or close to the port premises.

e Haulage Companies
Haulage companies are enterprises in the port that offer transportation and logistics

services. They do transportation of cargo in and out of ports to selected end-points.

e Chandlers

Chandlers are focused agents that supply food items to vessels that come to the dock.

e Freight Forwarding and Clearing Agents
These specialised companies do clearing and forwarding functions. Freight forwarding
is a demanding occupation and it is of importance in supporting the logistics business
(Shang, Chao, & Lirn, 2016).

e Maintenance Companies

These companies do ship repairs and maintenance (Goodhope & Polytechnic, 2014).

e The Port Authorities
The role of seaport authorities in governing the regionalisation phase will slightly differ
according to the type of port utilization. Port authorities work together with numerous
patrons (haulers, movers, transport operators, labour and government organisations)

to identify and address concerns affecting logistics.

Port authorities concentrate largely on the general efficiency and progression of trade,
rather than on the performance of particular sectors. The port authority can be a
catalyst even when its direct impact on cargo flow is limited. Port authorities are known
to endorse an efficient intermodal system in order to secure cargo under conditions of

high competition (Notteboom & Rodrigue, 2005).



3.3.2 Government Agencies

These are government owned parastatals. Their responsibility is to prevent dangerous
contamination of the marine environment and to ensure that practices are in line with
international standards (Goodhope & Polytechnic, 2014). Government agencies are
Customs Officers and Waterway Police, among others (Shang et al., 2016).

In most countries, other government agencies are involved at the border, with the
Customs Office as the lead agency. These include:

e Safety agencies

e Plant, drug and food inspectors

e Immigration

e Police and security agencies

e Trading standards organisations (Ojadi & Walters, 2015).

3.4 THE PORT MIS

The role players clearly have their responsibilities in facilitating the movement and
support of goods. However, there still needs to be a system that facilitates the
responsibilities of all the role players. Figure 3.2 illustrates the Port Management
Information System (Port-MIS), developed by the KLNet Corporation. The system has
five fields of management. The Vessel, Cargo, Facilities, Billing and Statistics

Management (KOSDAQ- Korea Securities Dealers Automated Quotation, 2015).

Port-MIS is an information system, and like any other information system it has a
structured database. Figure 3.2 illustrates what the schema of the system would be
and how it serves its stakeholders. Stakeholders are those who have a vested interest
in the system and are depicted outside the boundaries of the system schema. Also
depicted is the information or data stored on the system by its users. The information

required by stakeholders differs from function to function.
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Figure 3.2: Port MIS Schema

Source : (KOSDAQ Korea Securities Dealers Automated Quotation, 2015:8)

Figure 3.2 illustrates the database schema, showing the interested stakeholders of the
cargo management system. Shipping companies are likely to make requests on the
system. However, the Regional Port Office is more likely to be managing the facilities

when needed.

The system in Figure 3.2 depicts the Shipping companies and Regional port operators
as the role players. All role players have different duties to fulfil in the port operations.
These operations impact on the Port-MIS. These role players, using the Port MIS,

together discuss their functions within the port.
Figure 3.2 shows the system as a control system.

However, Figure 3.3 shows the system as a management system. In addition, any

researcher studying the system will have to use the term ‘management’ instead of



control. The word ‘control’ in this context has more focus on the technical and

engineering related aspects of the ports, thus it has to be used with caution.
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Figure 3.3: Port MIS Conceptual Model

SOURCE : http://www.klInet.co.kr/english/product/productl_1.html

The Port-MIS has sub-systems that contribute to the whole system. The sub-systems
can be seen in Figure 3.3 as having a list of management functions that it has to
perform. The following sections discuss these management functions and the list of
goals or activities to be undertaken by each management system. The first system is

that of vessel management.

3.4.1 Vessel Management

Vessel management has to do with the services offered by the ports regarding vessels.
These services provide information about vessel position to all agents. They include
administrative procedures, e-communication with maritime/port authorities, police,
immigration, monitoring services, navigation services and vessel authentication
(Dellios & Polemi, 2012). Vessel management in the ports is significant to the shipping
industry, as can be seen by how many government stakeholders have an interest in

information about vessels.

The shipping industry has been categorised as a high-risk industry, due to the threats

that vessels and crewmembers face daily. Poor shipping management can result in
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accidents that differ in scope. They comprise loss of human life, enormous marine
pollution and damage to a ship or its cargo, among others. Therefore, it is very
important for a ship operator or a port manager to have access to all relevant
information. The information has to be effectively managed, including the berths

utilised by the vessels closer to the port (Karahalios, 2014).

Berths and their management form part of the vessel management. Port MIS stores
information about them. Berth management should not be careless, thus exposing
vessels to risk. Carelessness in berth assignments has resulted in accidents, where
deserted vessels can cost the company millions in the currency of a country (Xu, Li, &
Leung, 2012).

Threats to vessels imply threats to Port MIS as well. Threats indicate the importance
of the system in the operation of the ports. There are also physical threats to guard
against. Physical access threats are when unauthorised parties get direct physical
access to ship systems, communication systems or shore assets. It is an obvious
threat as it allows these parties to introduce malware or to interfere with the system.
Even trusted personnel can be a threat, either because of carelessness or because of
bitterness against the company or persons in the company (Rgdseth, Marinteknisk &
As, 2013). If threats are not addressed properly, there could be no system to work

with as an end result.

If there is no vessel management system in a port, chaos will result and vessel collision
and other accidents will abound (Herdzik, 2012). This highlights the need to study
such a system and how it should address the needs of Port MIS. KLNet Corporation

identified some information needs that should be gathered by the Port MIS.

e Vessel Movement information

Such information is attained from integrated ship management information
systems (ISMIS). This can be used to plan distributed vessel management sub-
systems, as in a ship sailing on inland rivers. This would inhibit transportation
congestion and prevent accidents happening (Wu, Chen, Hu, Shi, & Mo, 2012).
The purpose of vessel movement information is to manage traffic flow and

protect against delays and accidents.



e Monitoring of Vessels
Vessel monitoring is closely related to the vessel movement information, and
information gathered can help to reduce fatalities that may arise as a result of
unmonitored ships. The importance of vessel monitoring is to reduce fatalities

that may arise.

e Berth Management Information

Berth management information helps with the scheduling of the berths, thus
decreasing the cost of ships/vessels being idle. These vessels have to be
known before reaching a port, avoiding delays that may result in more cost due
to delivery delays. Berths form part of the vessel management system. A major
challenge facing shipping lines is the limited number of berths at seaports. If no
berth is available, vessels have to delay docking. This delays delivery days,
raising the cost of the operation (Herdzik, 2012).

e Inner Harbour Vessel Information and Specification
This is similar to vessel monitoring. Vessel specification includes all details that
cover the amount of explosives, toxic substances, flammables in bulk and non-
gas free cargo, among others. The release of such freight has to be monitored.
These vessels are obliged to display a red flag during daylight and an all-round
red light at night. Some other vessels are required to maintain a half-mile

separation from identified vessels.

Within the inner harbour, vessel information required is the authorisation from
the Harbour Master before any movement. This is given for indication of
overtaking or separation from a specified vessel (Department of Transport,
2009). Facts are recorded about vessel specification, while the Harbour Master
regulates how to act when vessels are to approach the inner harbour. All
information on vessels are recorded by the Port MIS, whether they are at sea

or in the port.

3.4.2 Cargo Management

Cargo management has Cargo Management Systems are about services that provide

e-documentation to all proxies involved: cargo e-management, e-information about



container status, cargo authentication and monitoring services navigation services
(Dellios & Polemi, 2012). The services are about cargo that is shipped in containers in

most instances.

The cargo containers have been documented as major role players, which led to them
being part of management systems/ departments. They have emerged as a
fundamental means of transporting mass-produced merchandise in a supply chain
logistics system. The need for containers arose when the undertaking of barrels,
individual boxes and crates became slow and labour exhaustive at seaports
(Govender & Mbhele, 2014).

Containers in cargo management are of importance as most goods are transported
this way. Cargo management, particularly in the maritime domain, play a vital part in
the transfer of goods between seller and buyer. Despite such importance, with over
90% of the world’s worldwide trade being sea based, there is actually little known about
this subject (Rowbotham, 2014).

A cargo management system encompasses a lot of proxies. The interested
stakeholders have their information regarding their cargo through e-documentation.
However, there is little known about these systems. Figure 3.3 confirms that such e-
documentation has to have information about the vessels, and this information has to
come from vessel management systems. Figure 3.3 noted that information on

dangerous cargo forms part of the management system.

Cargo movement and container movement are integrated as the cargo is moved in
containers. Currently, the container movement in a port is totally managed by
computerised software systems. There are systems for cars which are transported as
cargo in containers. This system is known as the "Vehicle Booking System” (VBS). It
allocates period slots for road carriers to book their time to come and pick up their
containers (Pudhota, 2012). Within the container/cargo movement, the most important

factor is the management of the cargo pick up and packing.

All cargo has to be paid for, and cargo wharf clearance is closely related to the Billing
Management System. Clearance is part of the handling of cargo in ports, with special
focus on dangerous cargo. Hazardous and dangerous goods require professional

management due to their volatile and unstable nature. They can be toxic, explosive,



or flammable, and often require dedicated and specialist handling facilities at the ports

during loading and unloading.

Loading onto the vessel must be done in such a way that they do not risk influencing
or compromising the safety of the vessel and its crew. The dangers of the cargo have
to be properly sent to the port managers, the shipping lines and the shipping agents
(Rowbotham, 2014). Dangerous cargo requires delicacy when being handled as they
are toxic and harmful. They have to be noted on the Vessel Management system.

Cargo management has to do with services rendered to shipping companies and other
interested parties using, amongst other things, containers to move their products. How
to handle dangerous cargo in containers includes, among other things, information

that needs to be conveyed in an organised system.

3.4.3 Billing Management

A leading information system developer, the Klein Systems Group, states that a billing

system (as a sub-system of a Port MIS) has to perform the following calculations:

e Wharfage
Automated calculation of wharfage is based on customer and commodity
codes, inter-modal and multi-modal transport discounts and other relevant

factors.

e Dockage & Pilotage
Pilotage is guiding a vessel on a river channel, for example, from the mouth of
the Columbia River to Portland. Pilotage fees are charges for mooring a vessel
at a wharf (Oregon State University, 1981). An automatic charge calculation of
dockage and pilotage is conducted, based on the length of the vessel, time and
other factors. Calculation charges are for monthly, twenty-four hour days,
hourly, six-hour days and many other billing options. This is also needed for
vessel information management, along with vessel scheduling so that the
preparation of bills can be automated and founded on vessel movement, onset

time, period from anchor to berth, berth to berth etc.



e Leaseinvoicing
This is the ability to invoice automatically for rent, including a year-on-year

inflationary raise in the rental amount. Rent is for the facilities offered.

e Electronic Invoicing
This is the ability to automatically email, fax and mail invoices to terminal operators,
stakeholders, shipping lines and any other transacting parties. It should setup

customer preferences for billing based on combined invoices.

e Bunkerage Invoicing

This is invoicing for fuel and any service charges for the bunkerage.

e Guaranteed Contract Minimums / Guaranteed Annual Minimum (GAM)
Invoicing

This is the ability to automatically calculate short falls from agreed upon contract

minimums or GAMs, and then to bill them at the pre-agreed occurrence on the

quarterly, annual invoice etc. (Ignify, 2016).

e Tariff Collection

Customs agencies are responsible for the collection of tariffs and fees at ports of
entry. This is their known duty, such as protection of intellectual property through
the prohibition of forgery merchandise, the deterrence of dangerous goods from
entering the country, and the prevention of illegitimate entry (Han & McGauran,
2014).

The port tariffs charged are dependent on the category of services offered to the
customer, who could be an importer or an exporter. The tariff items are separated
between charges to the vessel, and charges to the cargo. These charges are
influenced by a variety of factors, including the nature of the merchandise
handled or carried, the nature of the carrying ship used, the capacity of trade and

the elasticity of demand for the product (Strandenes & Marlow, 2000).

e Investment Reserve
A study, titled “Russian ports to charge investment dues already in 2017” (Port
Today, 2017), on investment reserves showed that the Russian Ministry of

Transportation introduced special investment charges at national seaports. This



was dependent on the vessels used. The sole purpose of the investment was to
support building and expansion of state-owned facilities in seaports. It is a charge
imposed on all cargo vessels at their seaports (Port Today, 2017). The revenue is
generated through additional charges, which can be imposed on for use of safe
passage. Vessels are obligated to meet the costs intended to compensate the
investment into infrastructure and superstructure to the states having control of the
area (Vukic, Peronja, & SliSkovi¢, 2018).

e Late Fees
Late fees or demurrage are charges incurred if the time limits of ocean vessel
contracts are not met (Gleim, 2009).

e Automatic Transfers
This transfer of information is provided by the Automatic Identification System
(AIS). It includes vessel parameters such as: name, length, nationality, operation
type, berth quay, company, arrival date, source port, port code, ship type, cruise
transit, Lloyd code, departure date, bollards, call sign and destination port
(Fernandez et al., 2016).

Billing systems are pivotal to reducing cost and hardship to gather income. This
has features embedded in them, such as customer or vessel contract
management, rate table based tariffs, multiple inputs for a single tariff, automated
billing procedures and Account Receivables. The tariffs are easy to update;
complex tariffs are automatically controlled, reducing billing errors and calculation
time. Contract management is automatic, reducing the time to generate
appropriate discounts, special rates and manage minimum guarantees. All
invoicing on the system is automated and operational data and financial data are

kept synchronised (Kleinport, 2016).

3.4.4 Facilities Management

Facilities Management (FM) is a new field of study developed within engineering, as
well as a new service sector that has been developing due to outsourcing of non-core
competencies (such as cleaning and office management) to third party providers. It

has varied definitions, and is understood to be the integration of organisational



processes in order to maintain and develop the services supporting and improving the

effectiveness of the primary processes.

FM is also described as an integrated approach to operating, maintaining, improving
and adapting the buildings and infrastructure of an organisation in order to create an
environment that strongly supports its primary objectives. These views are implicitly
based on the concept of the value chain, distinguishing between the primary and
secondary activities of an organisation (Scupola, 2012).

FM can be seen as a non-primary core business of the seaport. Within the ports, the
building and infrastructure refer to the storage areas and warehouses used for cargo
that has to be shipped out, and cargo that has been shipped in. Ports have to provide
facilities and services for vessels and freight — this includes infrastructure, building,
equipment and services to ships and services to cargo (Cullinane, Song, & Wang,
2003). These are of importance to the ports, but they are not primarily the field of
outmost importance to the function of a port. A system enabling FM at ports would

assist with availability of its services to the relevant stakeholders.

3.4.5 Statistics Management

Port statistics have traditionally been within the realm of terminal operators, local port
authorities or national associations. Largely, these entities decided what data was
collected and, more importantly, how and when the data was disseminated (UNCTAD,
2014). The role of the Port Authority is to oversee and administer commercial
operations within each port by regulating pricing, and supervising access to basic port

infrastructure (ASH Centre for Democratic Governance and Innovation, 2011).

In a competitive environment, Information Communication Technology (ICT) systems
play a strong supporting role in accompanying the evolution of port authorities and
sustaining their growth strategies. Generally, the use of ICT to gain competitive
advantage has become a key strategic issue amongst organisations in the fast
globalising environment (Cepolina & Ghiara, 2013). Statistics management systems
should help ports to be competitive. However, they are selective on what they collect
to be competitive. The first information gathered would be that of vessel and cargo
movement along the reports on port congestion and global trend index.



e Vessel Movement
Information on the movement of vessels is gathered through another system, known
as the Vehicle Management System (VMS). It is similar to the VBS. It is known to offer
instantaneous vessel movement tracking at a glance and anytime, and keeps the
history of vessel movement (Alfayyadh, 2017). Knowing such information would be

important for decision-making on the port’s activities.

e (Cargo Movement
Figure 3.4 explains cargo movement statistics as being part of port statistics. The
focus is on the purpose of a port. Ports serve as sea-land interfaces for the movement
of cargo and passengers. As a crucial part of multimodal transport, they are of great

economic and strategic importance to the country where they are located.
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Figure 3.4: Port operations interface within the multimodal transport chain.
Source: (Ibrahimi, 2009:3)

Cargo movement statistics include_performance pointers spread from port operational
and financials to environmental, safety, security and trade aiding issues. However, in
port operations, as seen in Figure 3.4, it has to do with cargo movement from land to
sea and vice-versa. More specifically, the following cargo movement concerns are

critical:

» Cargo movement consignment transportation vehicles, such as vessels, trucks
and trains.

» The direct movement of cargo from ships to trains and trucks and vice-versa.

» The incidental movement of cargo between transportation vehicles and

numerous storing spaces.



» The movement to storage facilities, courtyards, sheds and storerooms
(Ibrahimi, 2009). Cargo movement statistics are concerned with the moving of
cargo to and from land to the ports; the use of inland transportation; and inter-
portal movement that encompasses movement to different storage facilities.

Statistics management includes billing records, which refers to information that is part
of a billing module. A billing module is the maintenance of a precise account of terminal
operations, the management of numerous types of billing codes with prices or special
contracts that a port has with its business partners, as well as the issuing of invoices.
The following are features of the billing module:

¢ Invoicing for credit

e Receipt for cash

e Payment summary

e Code management such as tariff code, invoice unit, and demurrage. Data
gathering on terminal operation (Alfayyadh, 2017).

Another part of statistics information gathered in Port MIS entails the invoicing, register

of cash with summary, and invoices for units serviced by the ports.

e Port Congestion Index and Global Trends

Port congestion is explained as the greatest time intensive dealings for the port
operations management. It influences the efficiency of the port operations in an
undesirable way. Port congestion occurs when the port and terminal capabilities are
not adequate enough to deal with the traffic received at the port, causing waiting times.
There are numerous factors that cause vessels to build-up at ports: bad weather,
strikes, insufficient infrastructure, poor management etc. Ship pile-up at anchorage

can also be a major safety and environmental issue for ports (Romers, 2013).

Congestion at a port is one of many factors that could be a threat to safety, and could
affect the environment. Port management needs a Port MIS to help them to deal with
congestion. There are different types of congestion, and management has to be given
information from the statistics system on them. Such information will identify the type

of congestion and the explanation for their cause:

I. Ship Berth Congestion



This results from crowding by ships waiting on the port mouth paths. The
delay could be that other vessels are occupying the existing berth elected,
or likely to be allocated to the up-coming traffic.

. Ship Work Congestion
This is a result of delays in the processing of work on loading and / or off -
loading the ship, which results in slowdowns that could lengthen the interval
of time that the ship had to stay in port to realise the cargo operation

assignment.

iii. Vehicle Gate Congestion
This is a result of poor scheduling of landward admission to the port through
trucks which are programmed arrivals at the port gate. If impediments or
programming defaults occur, the system sends instantaneously queuing
indications to automobiles entering or exiting the port gate for delivery or

evacuation of cargo. This becomes a consequence of port gate congestion.

iv. Vehicle Work Congestion
This mainly emanates from lapses related to the packing or unpacking of
trucks and vehicles. The absence of necessary apparatus to do the work of
packing and unpacking, or low productivity from necessary vehicle work can

cause this congestion.

V. Cargo Stack Congestion
This results from a constant stay of cargo in the storing area, over the
agreed number of hours/days or above the determined capability of the

cargo stacking area.

iv.  Ship Entry / Exit Route Congestion
This arises when there is any incidental barricade on the naval side access
paths to the port facility. Such a barricade would lead to queues and
ultimately extending a ship’s turn-around time at the port facility (GIDADO,
2015).

The congestion experienced is dependent on the type of factors contributing to it. They
start with problems at berthing, work done on packing and unpacking of cargo along
vehicles and trucks, the storage facilities not being enough to do undocking to nearest



storage facilities, the access of vehicles working on the cargo to and from the ships

and the route management on entry and exit.

All of the factors discussed would be an integral part of the information that the Port
MIS system would collate for port managers to execute their duties to run efficient

ports.

3.5 CONCLUSION

Chapter 3 has shown that ports help to facilitate the export and import of goods. This
happens with the help of port role players and the Port MIS, a system that supports
five business functions. The five business functions relate to vessel management,
cargo management, facilities management, biling management and port statistics
management. These systems are interrelated, and share the information in one

system with another.

The vessel management information gathered can be used by the statistics
management to report on what types of vessels have been to the port. The information
can be also used to report on cargo delivered, as it has information relating to the type
of vessels used for the operation. This is another way to show that cargo management

relates to the vessel management and gathers information as such.

The cargo has to be housed on delivery, thus information about what has been
imported has to show what capabilities the Facilities Management department is able
to store. All this cargo has to be paid for, and this relates to Billing Management. Billing
management has to do with the billing that relates to the cargo delivered or exported
as this is of interest to authorities as port role players. The billing is also determined
according to the type of services rendered. Cargo management will be of importance

in the sharing of information to automatically charge accordingly.



CHAPTER 4

RESEARCH DESIGN AND METHODOLOGY

4.1 INTRODUCTION

Chapter 4 explains the methodology of how the research was conducted and the
reason for the choice of the methodology. The research design, research instruments,
guestionnaires for the quantitative data and sample of respondents are reviewed. A

gualitative method of research was adopted.

4.2 RESEARCH DESIGN

According to Bernard (2000), research design “is the careful planning and
implementation of a process of knowing, on which a priori planning of all phases of
research which includes analysis and writing, can benefit one’s research in several
ways” (Bernard, 2000). A worthy research design is clearly well-defined, uniformity
flanked by research questions and methods which will produce valid and dependable
data and which can be achieved by the existing resources of conducting research
(Ritchie & Lewis, 2014).

Chapters 2 and 3 addressed the theoretical perspective of the research design and
briefly addressed the research questions. This research study was on Transnet Ports
across South Africa. It focussed on risk assessment on Port MIS, and how
management should be addressing the issues regarding risk. The study explored the
value of the subsystems that make up Port MIS.

A questionnaire was constructed and sent to Transnet (Pty) Ltd. A sample of Port MIS
users had to answer the questionnaires. The sample was selected out of the full
population of the Port Management Information Systems (Port MIS) users. The sample
included managers and subordinates who use the Port MIS. Their input complemented

the theory presented.

4.3 POPULATION AND SAMPLE SELECTION



Population

Defining and selecting the population sample was guided by the following questions.

» What were the primary population or populations in your study?

The primary population of the study was Transnet (Pty) Ltd Port MIS users who
happen to be middle managers. The study on Port MIS had to focus on the
users who are exposed to the system risks.

* Are there subpopulations within the population that are of particular interest?

The middle managers and managers use the Port MIS to make decisions that
affect operations. They make up the primary population. However, the Port MIS
is fed information or data by other sub-systems. The users of the sub-systems
form a sub-population, and they also need to address the risks to Port MIS.

» Would it benefit your study to include groups of individuals other than the primary

population? That is, who are the key stakeholders?

The study will benefit by including the other Port MIS users, such as the
subordinates that feed the system with data. They also represent all the

stakeholders within the system.

* Are there specific individuals whom you should include?

The Port MIS users have to be included in this study (Bernard, 2000).

The purpose of the study was to give an overview of how risk is managed under the

Port MIS. The sample included users of Port MIS at manager and staff level.

Sampling is of concern to control the success of a project. There are different
procedures in qualitative research that guide the selection of respondents, as it is not
about counting opinions or people. It is about exploring the range of opinions and
different representations of an issue that is being investigated. Sampling in qualitative
research is concerned with the richness of information and the number of participants
required (O’Reilly & Parker, 2012).



For this research study, the sample was selected using purposive sampling. Purposive
sampling is heterogeneous sampling, also known as maximum variation sampling. It
is a deliberate strategy to include phenomena which may vary widely from each other.
The aim is to identify central themes which cut across the variety of cases or people
(Ritchie & Lewis, 2014).

The study sampling can be described as heterogeneity purposive as the sample was
selected from the group of Port MIS manager-users, and the group of subordinate-
users. These groups both have differences, where one is of managers and the latter
being their subordinates. However, they use the same Port MIS and address the same

problem.

4.4 RESEARCH METHODOLOGY

Research methodology is a science that defines the principles of methods to study a
subject. It is for developing a process containing all the elements required, allowing
descriptions, explaining and predicting a phenomenon, process or effects (Mitra &
Borza, 2015). For this study, the research methodology used questionnaires to

establish how the Port MIS users manage the risks relating to them.

The researcher had to use a methodology that provides a practical and accessible

explanation of what is being investigated in a particular study. The following questions

had to be considered:

* Why the researcher chose that focus;

* Why the study was designed by the researcher in that way;

* Why alternatives were rejected;

» What were the questions the researcher was asking, and

* How did the researcher ensure that confidence could be felt in the data gathered and
in the analysis of that data (Case & Light, 2011).

Attempts to answer the above questions are addressed in the following paragraphs on

positivistic, phenomenological and mixed methods.

4.4.1 Positivistic / Qualitative

A Positivistic or qualitative research study is defined as a developing, inductive,

interpretive and naturalistic approach to a study. It is a reading of people, cases,



phenomena, social situations and processes in their usual settings in order to disclose
in descriptive terms the meanings that people attach to their experiences of the world.
It should be noted that qualitative research is not based on a single methodology and
does not belong to a single discipline (Yilmaz, 2013). The Positivistic approach was
chosen for this study to explore how the users of Port MIS were experiencing and

addressing risk related to the systems.

It should be noted that qualitative methods have typically been used more in the study
of Information Systems (IS) and in other social sciences for exploratory research in
order to develop a deep understanding of a phenomenon and/ or to inductively
generate new theoretical insights (Venkatesh & Brown, 2013 ). This is what this study
will try to achieve by looking at existing theory of risk management and how it will be
applied to Port MIS. There is not much research done on Port MIS, and it is thus fitting

that a qualitative study be done, together with a quantitative study.

In order to achieve validity, there should be an adequate sample size of users to get
the results. It is said that the quality of qualitative research, to a considerable extent,
relates to sampling adequacy that should provide wisdom and maximum opportunity
for transferability of findings (O’Reilly & Parker, 2012). The sample chosen came from

all Transnet ports in South Africa.

The selected sample filled in the questionnaire on the premises of their companies.
The reason for the latter is that some of the respondents were in displaced cities.
There are potential advantages of using the online questionnaires for research, is
saving in time and travel costs and greater anonymity around sensitive topics (Irvine,
Drew, & Sainsbury, 2013).

The questionnaires were constructed so as to get in-depth knowledge of risk as related
to Port MIS. They formed the basis of the interviews conducted. The purpose of in-
depth interviewing is not to get answers to questions, nor to test hypotheses, and not
to "evaluate" as it is normally used. At the root of in-depth interviewing is an interest in
understanding the existed experiences of other individuals and the sense they make
of that experience (Seidtnan, 2006). Untapped knowledge on Port Risk Management

was sought.



4.4.2 Phenomenological Approach / Quantitative

Quantitative research is about investigating a phenomenon by collecting numerical
data that is analysed using mathematically based methods, specifically statistics
(Muijs, 2005). Thus, a questionnaire was distributed to Transnet Port MIS users to

assess how they manage risk relating to the system they use.

The purpose of quantitative studies was for the researcher to project his or her findings
onto the larger population through an objective process. Data collected, often through
surveys administered to a sample or subset of the entire population, allows the
researcher to generalise or make inferences. Results are interpreted to determine the
probability that the conclusions found among the sample can be replicated within the

larger population (Borrego & Tech, 2009).

4.4.3 Mixed Method Approach

A mixed method study involves the collection or analysis of both quantitative and/or
gualitative data in a single study in which the data is collected concurrently or
sequentially, is given priority, and involves the integration of the data at one or more

stages in the process of research (Borrego & Tech, 2009).

Quantitative and qualitative research designs differ in terms of their epistemological,
theoretical and methodological underpinnings. Quantitative research seeks to develop
descriptive universal laws in social behaviours by statistically measuring what it
assumes to be a static reality. It stresses the measurement and analysis of causal
relationships between isolated variables within a framework which is value-free,

logical, reductionist, and deterministic, based on a priori theories (Yilmaz, 2013).

Mixed method research studies are seen to be the meaningful merging of qualitative
and quantitative approaches. They offer a completely diverse new strand of research
methodology that allows researchers to get data about both the individual and the
broader societal context, and conveys the results of the qualitative and the quantitative

paradigms (Lisle, 2011).



4.4.4 Rationale of the Research Paradigm

For this study, a questionnaire was considered an effective method for gathering data
from clients when a focus group or semi-structured number of respondents was not a
possibility (Veith, 2015).

4.4.5 Design of the questionnaire

The questionnaire was designed to answer all the research questions as presented in
Chapter 1.

4.5 DEMOGRAPHICS

The response profile was concerned with who the respondents were and the
demographics of the aforementioned individuals. There were twenty-four (24)
respondents who replied to an online questionnaire. The researcher expected that a
total of 21 respondents would have made up 10% of the targeted sample in relation to
the number of questions included in the survey instrument (Wegner, 2007).. The
response rate was, therefore, better than anticipated. The questionnaire was
distributed to Transnet employees via a third party, which makes it impossible to

confirm how many users and actual employees were working on the system.

Subsytems Users
Wessel IV S I S T —
SHE IMS  —
Report/Statistics, Vessel Management, Cargo.... me—
Report/Statistics
—
Payroll  — u Total
New Business Development  s—m
Human Resource s
Facilities Management —
Occupational Safety, Health and Environmental... s——m
0 05 1 15 2 25 3 35 4 45
™

Figure 4.1: Number of Sub-system Users by department
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Sub-system Number of users = 24

Vessel Management 3

Report or Statistics/ 8
Vessel Management/

Cargo Management

Billing Management 1
Facilities Management 1
Other(s): 11

New Business Development

Operations

Risk Management

Operations

Procurement

Payroll

Occupational Health, Health

and Environmental Management Systems
Human Resources

SHE IMS/ SHE Management

Table 4.1: Number of Sub-system Users

The employees were targeted based on what is known about users of the system or
from the known department complementing the system, as illustrated in the graph in
Figure 4.1 above. The respondents from vessel management, report statistics, cargo
management and facilities management made up (54%) of the respondents. However,
none of the other respondents (46%) were excluded from the study since only the
distributor of the questionnaire knew the internal use of the system in operations. The
users could be working on the system with different titles, (other than what is illustrated
in Figure 3.1), related to the system and thus it was assumed that a representative

group of users was selected for the study.

The next section discusses the level of management occupied by the respondents.

The level of management occupied by most (66%) respondents fall within the level of

senior and middle management, befitting that an MIS would be used by such end



users. Figure 4.2 gives a good illustration that both senior and middle management
are both highly represented as compared to non-supervisory respondents, with the

smallest number of respondents being Junior Managers.

The level of management within the
organization

® Junior Management
m Middie management
Non-supervisory staff

Senior Management

Figure 4.2: Percentage Levels of Management

Level of Management within the Percentage

organisation

Junior Management 13%
Middle Management 33%
Non-supervisory staff 21

Senior Management 33%

Table 4.2: Percentage Levels of Management
The majority of respondents were from the targeted groups, thus giving the desired

credibility to the sample respondents.
The next aspect was the geographic location demarcation of the respondents.

The questionnaire was targeted at all 8 ports of South Africa. The respondents include
representatives from all the ports. Figure 4.2 illustrates all the 8 port respondents,
including the TNPA, which is the ports’ national headquarters. They have a vested
interest in the operations as the head office. The most interesting aspect was that the
majority of the users were from the port of Ngqurha; followed by the port of Port
Elizabeth, with the rest of the respondents being from each of the other ports.



Port Base

M Port Base M Durban Mossel Bay Ngqura M Port Elizabeth ™ Saldanha Bay B TNPA

Figure 4.3: Percentages by Port Base

Port Base Pecentage
Durban 4%
Mossel Bay 4%
Ngqurha 50%

Port Elizabeth 34%
Saldanha Bay 4%
TNPA 4%

Table 4.3: Percentages by Port Base

In terms of geographical location, it could be said that 84% of the respondents were

from the Eastern Cape region.

4.6 MEASUREMENT CHARACTERISTICS

Measurement is the assigning of numbers to observations in order to enumerate
phenomena (Kimberlin & Winterstein, 2008). This study is both qualitative and
guantitative. Sampling in qualitative research is concerned with the richness of

information and the number of participants required in order to enumerate the
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phenomena (O’Reilly & Parker, 2012). The sample comprised of 24 respondents from

an unknown population of Port MIS users, as only Transnet knows the numbers.

Knowing that a sample was used, it meant that the research measuring instrument
results should be inferred to the population as whole. Therefore, the measuring
instruments used must be valid, reliable and the result be generalisable. The following

section addresses reliability, validity and generalisability pertaining to this study.

4.6.1 RESEARCH INSTRUMENTS
For the purpose of this study, a survey was conducted using questionnaires (see

Appendix B) as a research instrument. They were distributed and administered by the
researcher. A questionnaire afforded the opportunity to get insight on the topic being
investigated. The other instrument used was an interview with the managers and users

to gauge their understanding of risk and management.

e Questionnaires
Questionnaires are one of the primary sources of gaining data in any research study.
Closed-ended (or structured) questions were used in the questionnaires for this study.
They allow the reviewer to control what the question asks and get answers on only
what is being probed (Zohrabi, 2013).

e Validity
Validity is defined as the extent to which an instrument measures what it purports to
measure. The questionnaires and interviews had to be valid in addressing the issues
of Port MIS risk management. Validity requires that an instrument is reliable as well.

e Reliability
Reliability can be measured in multiple ways, depending on the type of instrument
being used. The most common forms include: test-retest; internal consistency and
scorer reliability (Hagan, 2014). Reliability refers to an item being tested receiving the
same responses at different times.

e Generalisability
Research results given by the instruments should be generalisable. They should
represent the theory gathered and results produced. The theory is applicable to

different settings not only for purposes of basic research, but also for purposes of



managing and solving problems that organisations like Transnet face in their daily

operations (Chong, Techatassanasoontorn and Doolin, 2013).

4.7 ETHICAL CONSIDERATIONS

All the required ethics forms were submitted to the Nelson Mandela University Ethics

Committee for ethical clearance. The ethical principles listed below were followed:

Ethical Principles

e Minimising harm.
This research study is not likely to cause any harm to the individuals surveyed
or interviewed. All the participants were free from any harm or danger
whatsoever by taking part. The research is likely to be repeated by anyone

without causing any harm.

e Respecting autonomy.
The research process showed respect for people in the sense of allowing them
to make decisions for themselves, notably about whether or not to participate.
The respondent knew that they could withdraw at any time from the process of

the study.

e Protecting privacy.
When the research is to be made public, the respondents will be provided with
descriptions and explanations of what would be publicly available. Also included
would be what would not be made public. This will be to ensure that data is kept

confidential.

e Offering reciprocity.
Researchers depend upon being allowed access to data, and this may involve
people cooperating in various ways: for example, giving up time in order to be
interviewed or to fill in a questionnaire. The research process can also disrupt
people’s lives in various ways and to varying degrees when interviews are

conducted.

e Treating people equitably.
It could be argued that the various individuals and groups that a researcher

comes into contact with in the course of research would hold different positions



in the organisation. It was noted that should all be treated equally and the
research study would promise such. This means that no-one would be unjustly

preferred or separated against from the study (Montefiore, 2012).

The treatment of the respondents is important to ensure that the study had followed
proper protocols. No respondents was forced to take part if they were not willing. The
researcher explained how the results would be distributed and published. This ensured
that they will not be harmed in any way. Their reputation and equality was to be upheld

at all times.

4.8 SUMMARY

Chapter 4 outlined how risk in Port MIS would be investigated. The research design
clarified that the study would be a mixed method study using quantitative and
gualitative approaches. The population and sample was identified. An overview of the
research instruments and their application was provided. The chapter closed with a
review of the ethics principles that were applied.



CHAPTER 5
DATA ANALYSIS AND FINDINGS

5.1 INTRODUCTION

Chapter 5 presents an analysis of the data collected from Transnet. It focuses on the
empirical data collected and discusses the findings. An analysis of the responses is
given based on each of the research questions. The details surrounding each

response and additional factors are discussed in the context of the research questions.

5.2 DATA ANALYSIS BASED ON RESEARCH OBJECTIVES

The primary objective of this study was to explore the effects of managing risk within
Port Management Information Systems. It sought to do this through set research

guestions.

THE RESEARCH QUESTIONS

RQ 1: What are the risks that apply to information systems such as the Port MIS?

RQ2: What are prevalent risk assessment methods?

RQ 3: What are the effects of risk on Port MIS and subsystems?

RQ 4: What is the importance if risk assessments?

RQ5: What is the importance of risk management?

RQ 6: Do all eight ports in South Africa attach the same level of importance to risk
assessment for their Port MIS?

RQ 7: How can risk management strategy be standardised for all eight Ports?

Together with the above research questions were sub-questions that related to the
guestionnaire, which the respondents had to answer. The analysis conducted on the
data collected was a descriptive statistical analysis based on The Likert Scale.
Respondents had to give an answer to each statement on the questionnaire ranging

from “Strongly Agree” to “Strongly Disagree.”



RQ1: What are the risks that apply to information systems such as the Port MIS?

The first research question probed the risks to information systems such as the Port
MIS.

The questionnaire statements that addressed this research question were:

Information on systems are at risk of theft by employees.

e Information on systems are at risk of theft by outsiders.

e The computer equipment can be manually stolen from its physical location.

e The system can easily be destroyed by intruders.

e Employees of the organisation can damage the company’s information system
internally by themselves.

e Telecommunication and IT systems are at risk from the following attacks: Terror
attacks e.g. such as inter-country warfare.

e The telecommunication and IT system are at risk of the following attacks:
Technological threats e.g. cyber-attacks.

e The telecommunication and IT system are at risk of the following attacks:
Criminal attacks such as phone lines being damaged.

e The telecommunication and IT system are at risk of the following attacks:

Criminal attacks such as cables being stolen.

Table 5.1: Information on systems are at risk of theft by employees.

Strongly Agree Neutral | Disagree | Strongly Total
Agree disagree
% Respondents 21% 25% | 29% 21% 4% 100%
No. of Respondents 5 6 7 5 1 24




Information on systems are at risk of theft by
employees
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Figure 5.1: Information on systems are at risk of theft by employees.

Table 5.1 clarifies that most of the respondents (29%) were neutral to the statement.
The second most did agree (25%). It should be of concern that most respondents felt
that the system was at risk of theft by employees. Thieves also come in the form of
individuals who are ambitious leaders, with the intention of starting their own business,
or collaborating with outside companies if possible. It is necessary to have measures
in place to detect their suspicious activities. The respondent company could use threat
detection approaches (Refer Chapter 2: Table 2.2) and implement them to detect

malicious activities by employees to minimise risk.

Table 5.2: Information on systems are at risk of theft by outsiders

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 4% 21% 29% 38% 8% 100%
No. of Respondents 1 5 7 9 2 24
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Figure 5.2: Information on systems are at risk of theft by outsiders

Table 5.2 clarifies that most of the respondents (38%) disagreed with the statement
that information systems are at risk of theft by outsiders. 8% strongly disagreed. The
neutral respondents (29%), combined with the number of those who strongly agreed
(4%) and agreed (21%) made up 54% of the users. This surpassed 46% of the users
who disagreed (38%) and strongly disagreed (8%) - that the information on systems
was at risk of theft by outsiders. This reveals that there might be a possible breach of

security.

Those users who disagreed (38%) and those who were neutral (29%) mean that there
is a group of people who do not know whether or not the information on systems is at
risk of theft by outsiders.

There should be further investigation as to why there are only (8%) that disagrees and
(38%) who strongly disagrees. What did the other users feel about theft? The threats
by outsiders represent an example of threats by saboteurs who may be known to
individuals or groups within the company. They are likely to cause interruptions on
shared resources of a computer network. The port MIS system has to be protected

from such threats.

Table 5.3: The computer equipment can be manually stolen from its physical location.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 17% 33% 25% 21% 4% 100%
No. of Respondents 4 8 6 5 1 24
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Figure 5.3: The computer equipment can be manually stolen from its physical location

Table 5.3 and Figure 5.3 show that the most number of respondents (33%) agree that
the computer equipment can be manually stolen from their physical location. This
means that most respondents believed that the location where the computer
equipment was kept was not safe, but at risk of being broken into. Respondents that
strongly agree formed 17%, and those who were neutral were 25%. The definition of
risk includes theft as an undesirable effect. Therefore, it can be concluded that there

is a need to protect the computer equipment against physical theft.

Table 5.4: The system can easily be destroyed by intruders

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 4% 21% 29% | 34%% 12% 100%
No. of Respondents 1 5 7 9 3 24
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Figure 5.4: The system can easily be destroyed by intruders

The most number of respondents (34%) disagreed. The above combination of those
who are neutral (29%), agree (21%), strongly agree (4%), were respondents who
seem to suggest that the system could be at risk of intruders easily destroying the
systems. These threats are exogenous risks, which an organisation has no hold over,
and are of activities not within the control of the organisation. There needs to be a
system in place to protect against intruders.

Table 5.5: Employees of the organisation can damage the company’s information system

internally by themselves

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 8% 46% 21% 21% 4% 100%
No. of Respondents 2 11 5 5 1 24
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Figure 5.5 Employees of the organisation can damage the company’s information system

internally by themselves

The respondents who make up 54% of the sample seem to agree or strongly agree
that the system is at risk of employees of the organisation damaging the company’s
information system by themselves. The most number of respondents (46%) agree with
the statement. The neutral respondents are the same as those who disagree (21%)
that there is such risk. This is a concern that more than half of the sample thinks the

system is at risk of such threats.

An individual who is a threat to the company’s information system is a Rager and a
Saboteur. There needs to be detection or monitoring of email activities as the first step

because they tend to use unacceptable language and threatening emails.

Table 5.6:The telecommunication and IT system are at risk of the following attacks:Terror

attacks e.g. inter-country warfare

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 17% 33% 17% | 29% 4% 100%
No. of Respondents 4 8 4 7 1 24
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Figure 5.6: The telecommunication and IT system are at risk of the following attacks: Terror
attacks eg such as inter-country warfare

Figure 5.6 and Table 5.6 show the breakdown of the respondents. The highest number
of responses is from the group of respondents that agreed (33%) that the system was
at risk of terror attacks. The second most group of respondents had disagreed (29%).
The least number of respondents had strongly disagreed (4%).

The above responses show 50% of respondents strongly agree (33%) and agree
(17%) that there are concerns regarding risk to telecommunication and IT systems of
terror attacks. Those who strongly disagree (29%) and disagree (4%) are below (50%).

The neutrals at 17% leave doubts as to where they stand.

Terror attacks bring undesirable effects — they are problems caused by humans. To
this extent, they are equated to Human-made disasters. On the myths relating to
recovery, Mythl clearly states that plans cannot only be made for natural disasters.
Thus, these kinds of disasters need to have incorporated plans. This extends to plans
to replace employees should they lose their lives.

Table 5.7:The telecommunication and IT system are at risk of the following attacks:

Technological threats e.g. cyber-attacks.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 29% 54% 4% 13% 100%
No. of Respondents 7 13 1 3 24
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Figure 5.7: The telecommunication and IT system are at risk of the following attacks:
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Technological threats e.g. cyber-attacks.

The analysis of the response on technological threats seems to suggest a one sided
bias with results that agree mostly than disagree with the statement. In Figure 5.7
above, the highest group of respondents agreed (54%), followed by those who strongly
agreed (29%). They made up the most number of respondents in the sample on this
statement. There was only one respondent (4%) who was neutral to the statement,
with the second lowest being from the group that did not agree (13%). There was no
one who strongly disagreed that the system was at risk of cyber-attacks. These were
also very similar responses when it came to the analysis of the threat of
telecommunication cables and telephone lines. The analysis has shown that over 50%

of respondents agree and strongly agree that the system is at risk of threats that could

hamper the system negatively.

Neutral

Disagree

Table 5.8: Criminal attacks, such as phone lines being damaged

Strongly disagree

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 8% 71% 8% 13% 100%
No. of Respondents 2 17 2 3 24
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Figure 5.8: Criminal attacks, such as phone lines being damaged

The group with the highest number are those that agree (71%) that the
telecommunication and IT system are at risk of criminal attacks such as to phone lines
being damaged. They are followed by the few that disagree (13%) and those who are
neutral and strongly agree (8%). However, the above statistics show that the number

of those who agree are aware of the risks.

Table 5.9: Telecommunication and IT systems are at risk of the following attacks: Criminal

attacks, such as cables being stolen.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 8% 71% 8% 13% 100%
No. of Respondents 2 17 2 3 24
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Figure 5.9: The telecommunication and IT system are at risk of the following attacks: Criminal

attacks, such as cables being stolen

There was no respondent that strongly disagreed. However, there was a tie on those
who were neutral and strongly agree (8%). The group of respondents who agreed
(71%) that the cable in the IT systems were at risk of being stolen were more than the
strongly agree respondents (8%). They make up the majority that believe that there

are risks of criminal attacks, such as cables being stolen.

A mechanism is needed to support the system against all the threats that are related
to Telecommunication and IT systems. These are attacks concentrated at the user’'s
computer or internet connection, rather than the person using the computer. They are
focused on pharming and the intent is to cause a system reconfiguration attack. There

needs to be measures in place to control and limit such activities.

The telecommunication systems are used for the operational activities or the
functioning of the Port MIS system. The systems are susceptible to such attacks and
operational activities need to be guided by management procedures and governance
policies. Defence mechanisms against such threats are needed.

The above is the last paragraph based on RQL1.

RQ2: What are prevalent risk assessment methods?

The second research question related to the prevalent risk assessment methods on
Port MIS.
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The questionnaire statements that addressed this research question were:

e There is a need for software that can automatically detect threats to the

information system.

e Risk assessment methods are beneficial.

e Risk assessment methods help to minimise risks.

e There is a real time protection on the systems against threat.

e The system has protection against hackers.

e Connected to the system are only authorised users.

e Users are only limited to work on systems that affect their work.

e Software updates are done automatically to reduce the risks of threats.

Table 5.10: There is a need for software that can automatically detect threats to the information

system
Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 46 33% 17% 4% 100%
No. of Respondents 11 8 4 1 24
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Figure 5.10: Employees of the organisation can damage the company’s information system
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Most respondents strongly agreed (46%) that there was a need for software that can
automatically detect threats to the information system. The group that agreed (33%) followed
this. The neutral respondents were 17%, along with those who disagreed (4%). There was no

respondent that disagreed with the statement.

The above Figure 5.10 shows that the majority of respondents know that there is a
need to detect threats to information systems. The few who do not know or disagree
need to be aware of why IT software is needed to detect threats. It is software systems
that detect threats to information. It is innovative software systems that are guarding

against possible mischievous attacks from outsiders and insiders.

Table 5.11: Risk assessment methods are beneficial

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 46% 50% 4% 100%
No. of Respondents 11 12 1 24

Risk assessment methods are beneficial
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Figure 5.11: Risk assessment methods are beneficial

The most number of respondents (50%) agree as the majority that it is beneficial to
have risk assessment methods. Those who strongly agree are 46%. There are only
(4%) respondents that are neutral. The response indicates that the respondents know

the benefits of risk assessment and feel that they are beneficial too.
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This analysis shows that the majority of respondents do believe that having risk
methods is beneficial. However, although needed, it is known that risk assessment as
part of risk management is conducted by a person with the knowledge to assess. Risk
also cannot be quantified. The method used needs to be qualitative, based on decision

and instinct, which is based on the knowledge of the assessor.

Table 5.12: Risk assessment methods help to minimise risks

Strongly Agree Neutral | Disagree | Strongly Total
Agree disagree
% Respondents 46% 50% | 4% 100%
No. of Respondents 11 12 1 24

Risk assessment methods help to minimise risks
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Figure 5.12: Risk assessment methods help minimise risks

The above Figure 5.12 is identical to the previous one, which gives a short analysis
that the respondents also believe that risk assessment methods are both beneficial
and help to minimise risks. This is confirmed by the fact the number who agree are the
majority. There is only one respondent that was neutral and none disagreed or strongly

disagreed.

It is known that organisations utilise risk based strategic assessment and planning
techniques for security that is self-directed, such as an OCTAVE. This would mean

that the organisation takes the initiative for setting its own self-directed organisational
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security strategy. Self-directed means the organisation will take initiatives based on its
individual needs and desires - of where it wants to be in its security detail and

measures.

Table 5.13: There is real time protection on the systems against threat

Strongly Agree Neutral | Disagree | Strongly Total
Agree disagree
% Respondents 21% 50% 29% 100%
No. of Respondents 5 12 7 24

There is real time protection on the systems
against threat
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Figure 5.13:There is a real time protection on the systems against threat

Figure 5.13 and Table 5.13 show that the most number of respondents agreed (50%)
that the system has real time protection against threats. However, a few strongly
agreed (21%) as compared to those who are neutral (29%). A positive is that there are
no respondents that disagree or strong disagree. The other observation is that there

is no strong belief by the majority of the respondents about the real time protection.

A combination of 71% agree to strongly agree, believing in the need for protection in
real time. Having had a look at real threats, another specific real time threat could be
a hacker. This showed that there is an understanding that the system needs to have

the benefits of real time information.

A methodology known as Near Real Time Statistical Asset Priority Driven (NRTSAPD)

Risk Assessment methodology could be of advantage in measuring the number of
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attacks on the system used for real time protection. This has elements that look into
aspects and measures of probability, calculations of being attacked, number of
incidents and impact on the business. This is a measuring method used to gauge the
systems/software implementation against attacks.

Table 5.14: There is real time protection on the systems against threat

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 25% 42 33% 100%
No. of Respondents 6 10 8 24

The system has protection against hackers
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Figure 5.14: There is a real time protection on the systems against threat

The above shows that the statement that the system has real time protection is not
understood in relation to hackers being real time threats. To analyse from an inside
perspective on who could be a threat, there needs to be sophisticated software that

will assist with real-time protection from individuals termed hackers.

Table 5.15: Connected to the system are only authorised users

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 50% 42% 8% 100%
No. of Respondents 12 10 2 24
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Figure 5.15: Connected to the system are only authorised users

The responses from the respondents are captured in Figure 5.15 and Table
5.15.There is an interesting revelation from the results. The number of respondents to
strongly agree was 50% on the statement. They surpass the number of those that

agree (42%) with a few neutrals (8%).

The majority of the respondents strongly agree and agree (92%) that connected to the
system are only authorised users. There are only (8%) of users that are neutral to the
statement. This shows that the only users who are connected to the system are
authorised. The next statement assessed what the connected users work on. This
was to better assess that the authorised users could not alter other users’ systems

intentionally.

Port MIS systems has only authorised users using the system. However, there is a
need to be wary of careless users that could cause the loss of Intellectual Property

(IP). There could be thieves with such intentions.

Table 5.16: Users are only limited to work on systems that affect their work

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 21% 71% 4% 4% 100%
No. of Respondents 5 17 1 1 24

73




Users are only limited to work on systems that
affect their work

18
16
14
12
10

o N B O

Strongly agree

Agree

Neutral

Disagree

Strongly disagree

Figure 5.16: Users are only limited to work on systems that affect their work

The results show that at most they agree (71%), followed by the respondents that
strongly agree (21%), that users are only limited to work on systems that affect their

work. No respondent has disagreed. However, there were two respondents each (4%)

that were neutral and strongly agreed.

It is safe to conclude that the majority agree and strongly agree that the systems have
only users working on systems at work. However, a worry is that it was found with
strong conviction that things are not all well with the majority. This could cause an

alarm that there are careless users who disregard corporate IT policies, thus exposing

the business to risk. There is a need to emphasise policies on the use of systems.

This leads to the last statement relating to RQ2. The statement related to software

working on threats that could affect the system.

Table 5.17: Software updates are done automatically to reduce the risks of threats

Strongly Agree Neutral | Disagree | Strongly Total
Agree disagree
% Respondents 38% 54% 4% 4% 100%
No. of Respondents 9 13 1 1 24
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Figure 5.17: Software updates are done automatically to reduce the risks of threats

The results show that the respondents agree (54%) that software updates are
automatically conducted to reduce the risk of threats. This is followed by the number
of those strongly agree (38%) with the previously mentioned statement. There are only
2 other respondents who both disagreed and were neutral on this (4%). There was no
respondent that disagreed with the statement. This leaves the results with the majority
of respondents agreeing and strongly agreeing that software updates are done
automatically to reduce the risk of threats. This analysis shows there was software

that does automatic updates.

RQ3: What are the effects of risks to Port MIS and subsystems?
The third research question probed the understanding of what are the effects of risks

to Port MIS and subsystems on Port MIS.

The questionnaire statements that addressed this research question were:

e External Customers’ business with the organisation can be affected by the
shutdown of the system.
e Data loss affects my department and the organisation as a whole.

e “Information system risks cause “poor system performance”.
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Table 5.18: External Customers’ business with the organisation can be affected by the shutdown

of the system.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 46 32 8 8 4 100%
No. of Respondents 11 8 2 2 1 24
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organisation can be affected by the shutdown of
the system
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Figure 5.18: External Customers’ business with the organisation can be affected by the

shutdown of the system

The responses show that most respondents agree strongly (46%) that there were
negative effects to external customers’ business should there be a shutdown of the
system. This is followed by the agree statement (32%). There is a tie on the neutral
and disagree statement (8%) each, with only (4%) that strongly disagree. The majority
of respondents showed an understanding of the effects of what a system shutdown
can do to affect business affairs of the external customers.

This shows the importance of knowing of risk, as highlighted by Pak’s (2008)
assessment model. The impact of customers affected by a systems’ shutdown or a
security breach can have a large impact, thus it should be important to know when it

happens. Managing risks help in securing business.
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Table 5.19: Managing risks will help not to lose future or current business

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 54% 42% 4% 100%
No. of Respondents 13 10 1 24

Managing risks will help not to lose future or
current business
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Figure 5.19: Managing risks will help not to lose future or current business

Figure 5.19 and Table 5.19 captured the responses relating to the statement on
managing risks. The most number of respondents seem to strongly agree that
reputation of managing risks precedes itself and helps not lose future or current
business. Most respondents strongly agree (54%), followed by the number of
respondents that agree (42%). There were no neutral or respondents that strongly
disagree. There were only (4%) that disagreed that managing risks will help not to lose
future or current business. Figure 5.18 above reveals that the majority of respondents
strongly agree and agree that managing risks will help not to lose future or current

business.

RQ3 included what the effects of data loss are. The next statement analyses the
effects of when data is lost. This relates to both the department and whole
organisation. The management of risks helps not to lose future or current business.

However, there could be data loss during the process that also needs consideration.
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Table 5.20: Data loss affects my department and the organisation as a whole

Strongly Agree Neutral | Disagree | Strongly Total
Agree disagree
% Respondents 58% 29% 8% 4% 100%
No. of 14 7 2 1 24
Respondents
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Figure 5.20: Data loss affects my department and the organisation as whole

Figure 5.20 and Table 5.20 have captured the responses on data loss. The most
number of respondents seem to strongly agree (58%) that data loss has an effect on
their departments and the entire organisation. This is followed by half the number that
agree (29%), with (8%) that are neutral and (4%) that disagree. There was no
respondent that strongly disagreed.

There is an overwhelming combination that strongly agreed and agree (88%) that data
loss affects both their departments and organisation as a whole. Only a small number
(12%) were neutral (8%) and disagreed (4%). There needs to be an understanding of

different approaches and techniques to detect threats, as seen in Table 2.2.

Table 5.21: Information system risks cause financial risks e.g. loss of income

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 42% 46% 4% 4% 4% 100%
No. of Respondents 10 11 1 1 1 24
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Figure 5.21: Information system risks cause financial risks e.g. loss of income etc.

The next statement of analysis looks into the effects of risk. The responses relating to
the statement are captured in Figure 5.21 and Table 5.21. The most number of
respondents seem to agree (46%) that information system risks have financial
implications. This is followed by respondents that strongly agree (42%). 4% of
respondents were neutral, disagreed and strongly disagreed. The results suggest that
the majority of respondents seem to agree and strongly agree that there are financial
risks that are related to information risks.

There are also risks relating to poor system performance. The respondents
understood how risks affect the organisation. The effects, such as the financial risks,
are the results.

RQ3 included analysis on how risks cause poor system performance.

Table 5.22: Information system risks cause poor system performance

Strongly Agree Neutral | Disagree | Strongly Total

agree disagree
% Respondents 25% 54% 17% 4% 100%
No. of 6 13 4 1 24

Respondents
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Figure 5.22: Information system risks cause poor system performance

The results on how risks cause poor system performance are shown in Figure 5.22
and Table 5.22. The most number of respondents seem to agree (54%) that
information system risks cause poor system performance. This majority is followed by
the number of respondents that strongly agree (25%). Respondents that are neutral

were 17% and those that disagree were 4%.

The majority strongly agreed (25%) and agreed (54%) that Information System (IS)
risk causes poor system performance. The 21% that are neutral and disagreeing show
that a small number were not aware and along those who disagreed (4%).

This is the last statement relating to the RQ3 analysis.

The above responses provide convincing evidence that there is an understanding of
risks relating to the organisation’s business. This could relate to operational activities
that are guided by management procedures and governance policies that define the
defence mechanisms against threat. Their intention is to increase the level of defence

on attacks or threats to IT resources.

RQ4: What is the importance of risk assessment?

The fourth research question probed the importance of risk assessments on Port MIS.

The questionnaire statements that addressed this research question were:

e “l am personally aware of threats that exist by being connected to the Internet”.
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e “Employees have adequate risk awareness of the use of information systems”.

e “The Company has regular risk assessments being conducted”.

The next section focuses on the importance of risk assessment and, like the previous

research question, the analysis is based on a number of statements relating to the

research question.

Table 5.23: | am personally aware of threats that exist by being connected to the Internet

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 25% 42% 17% 4% 12% 100%
No. of Respondents 6 10 4 1 3 24
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Figure 5.23: | am personally aware of threats that exist by being connected to the Internet

The first statement relating to RQ4 is on whether people are aware of threats relating
to being connected to the internet. The results show that respondents in Figure 5.24
and Table 5.24 agreed (42%) that they are aware of threats that exist by being
connected to the internet. Respondents that strongly agree (25%) with the statement
followed. Respondents that were neutral (17%) were followed by respondents that
strongly disagreed (12%), with the least disagreeing (4%).

These attacks are focused on the user’'s computer or internet connections, not on the

person using the computer. The focus is on pharming and the intent is to attack the
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system reconfiguration. Telecommunication systems face such risks and the ideal

would be to change the system’s configuration.

Table 5.24: Employees have adequate risk awareness of the use of information systems

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 12% 46% 42% 100%
No. of Respondents 3 11 10 24

Employees have adequate risk awareness of the
use of information systems
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Figure 5.24: Employees have adequate risk awareness of the use of information systems

The next statement assesses the awareness of employees to information system
risks. The results are captured in Figure 5.24 and Table 5.24. The results of the
previous statement and current statement are conflicting somehow. The analysis
shows that most of the respondents agree (46%) that employees have adequate risk
awareness of the use of information systems. It is significant that the second most
respondents are now neutral. Previously the group that was neutral was the group that
strongly agreed.

The number of respondents that are neutral seem to have increased to 42%, as it was
previously 17%. This has lowered from those who strongly agree with the statement
that employees have adequate risk awareness of the use of information systems.
None disagreed or strongly disagreed. The majority of those who agreed and strongly
agreed has significantly gone down (13%). However, the neutrals went up (35%). It
should cause alarm that awareness on the use of information system, when compared

to the awareness on being on the internet, are not correlating.
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This shows that a number of respondents are not aware of risk awareness strategies
on the use of information systems. Clearly, risk awareness campaigns are not in place.

This would also lead to query if the organisation does conduct regular risk

assessments.

Table 5.25: The company has regular risk assessments being conducted

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 25% 54% 13% 4% 4% 100%
No. of Respondents 6 13 3 1 1 24

The company has regular risk assessments being
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Figure 5.25: The company has regular risk assessments being conducted

The results on whether the company has regular risk assessments being conducted
are on Figure 5.25 and Table 5.25. The results indicate that most respondents agree
that the company has regular risk assessment being conducted. However, this result
is quite alarming based on the inconsistency with the previous statement (Refer Table
5.24).

With a port being a high-risk organisation, it must not be assumed that users
understand the purpose of IS assessments. Transnet is a high-risk organisation that
conducts risk assessment on its operations. With caution exercised, the second most

group was those that strongly agreed (25%) and the neutrals were lower (12%). The
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two groups with similar results strongly disagree (4%) and disagree (4%). The two
groups did not feature on the previous statement (Employees have adequate risk
awareness of the use of information systems). This should cause alarm because users

need to know more about risk assessments.

The combination of those who strongly agree and agree (79%) with the statement
seem to be higher than the previous statement (58%). The individuals who are neutral
have dropped. The neutral respondents have dropped significantly (38%). This huge
change should be not be taken at face value as an improvement. However, it could be
an understanding that regular risks assessments are done because of the nature of
the environment where the system is used. Assessments are done on the ports, but
not on the system itself.

Both need assessments to be done regularly. This is to mean that within the

organisation, initiatives for setting the security strategy is lacking.

RQ5: What is the importance of risk management?

The fifth research question focused on the importance of risk management on Port
MIS.
The questionnaire statements that addressed this research question were:

e Third parties handle risks to information systems at the same level as our
organisation.

e The organisation’s information system is protected from criminal elements by

controlled access to them.
e Risk awareness campaigns that help to minimise risk should be conducted.
e Procedures help to minimise risk.

e The system can easily recover from technical disasters e.g. internet downtime.



Table 5.26: Third parties handle risks to information systems at the same level as our

organisation.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 4% 38% 42 16% 100%
No. of Respondents 1 9 10 4 24

Third parties handle risks to information systems
at the same level as our organisation
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Figure 5.26:
Third parties handle risks to information systems at the same level as our organisation.

Figure 5.26 and Table 5.26 show the importance of risk assessment and enquiring
how the third parties handle risk to information systems. Do they take precautions at
the same level as the organisation? It was found that the most number of respondents
were neutral (42%) to the statement. The second highest group of respondents agreed
(38 %). The third highest group disagreed (17%) with the least group of respondent

agree (4%). There is no respondent that disagree.

It is important to know that both internal and external parties handle risks at the same
level in the organisation where they work. It is a known fact that in outsourcing,
organisations collaborate with companies that can provide them with IT systems to
help their own business. In return, companies offer them incentives for taking the
risks. These strategic partners are remunerated well and they need to match the
organisation’s standards, if not better them. A company will need to collaborate with

organisations that meet or exceeds their expected standards in handling threats.
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Table 5.27: The organisations’ information system is protected from criminal elements by

controlled access to them.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 33% 42% 25% 100%
No. of Respondents 8 10 6 24

The organisations’ information system is
protected from criminal elements by controlled
access to them
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Figure 5.27: The organisations’ information system is protected from criminal elements by

controlled access to them

The impact of criminal elements has been captured in Table 5.27 and Figure 5.27.The
analysis shows that the most number (42%) of respondents agree with the statement.
The next group (33%) strongly agrees and the last set of respondents (25%) were
neutral. There were no respondents that disagreed and strongly disagreed. It is known
that a significant number of organisations assign enormous funds for IT security, thus

the employees feel that the systems are doing their best to filter criminal elements.

Table 5.28: Testing recovery plans should be done routinely.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 50% 50% 100%
No. of Respondents 12 12 24
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Figure 5.28: Testing recovery plans should be done routinely

The results of the statement that testing recovery plans should be done routinely are
captured in Figure 5.28 and Table 5.28. The analysis shows that half agree (50%) and

strongly agree (50%).

The analysis of the above shows that it is a one-sided choice — the respondents all
agreed that testing the recovery plan should be done routinely. The above could be
cause for alarm as it reveals that there is a need for testing of recovery plans to be
done routinely. On system recovery, the myth is that any plan that has never been fully

tested is useless — emphasising that the Port MIS recovery plan does need to be

regularly tested. The respondents agree with this.

Table 5.29: Risk awareness campaigns to help minimise risks should be conducted

Strongly disagree

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 42% 58% 100%
No. of Respondents 10 14 24
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Figure 5.29 : Risk awareness campaign to help minimise risks should be conducted

The results of the statement that risk awareness campaigns help to minimise risk are
captured in Figure 5.29 and Table 5.29. Most of the respondents agreed with the
statement that risk awareness campaigns help to minimise risks when conducted.

There were no neutral, disagreeing and strongly disagreeing respondents.

The combination of those who agree and strongly agree confirms that the respondents
feel that risk awareness campaigns do help to minimise risks and should be
conducted. However, the issue is that there is no strong conviction by a majority on
the statement. This should be a concern as it confirms that there is a need to have risk
awareness campaigns to help minimise risks. The same point was recognised on

testing recovery plans. Risk awareness should entail knowing the disaster recovery
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Strongly disagree

sites as employees should not be found wanting during disasters.

Table 5.30: Procedures help to minimise risks

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 46% 46% 8% 100%
No. of Respondents 11 11 2 24
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Figure 5.30: Procedures help to minimise risks

The results of the statement that Procedures help to minimise risks were captured in
Figure 5.30 and Table 5.30. The analysis shows that the same number of respondents
chose strongly agree and agree (46%) that procedures help to minimise risks. The

Disagree

neutral group represented (8%). No respondents disagreed.

The combination of respondents that were in favour of procedures to minimise risks
was 92%. This is a combination of those who agree (46%) and strongly agree (46%).
This shows that respondents understand that procedures really help to limit risks to
information systems. Spremu (2012) in Chapter 2 mentioned that procedures for
managing IT risks at business unit level or functional level should follow set standards

and norms set by international regulatory bodies. The organisation would have to

follow such standards to help to minimise risks.

Table 5.31: The system can easily recover from man-made disasters such as fires.

Strongly disagree

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 17% 58% 21% 4% 100%
No. of Respondents 4 14 5 1 24

89




The system can easily recover from man-made
disasters such as fires

16
14
12
10

4 l
0

(o) o]

N

Strongly agree

Figure 5.31: The system can easily recover from man-made disasters such as fires

With the procedures in place, another aspect to consider is unforeseen circumstances.
The results for the statement that the system can easily recover from disasters are in
Figure 5.31 and Table 5.31. The highest number of respondents agree (58%) that the
system can easily recover from man-made disasters such as fires. The second most
number (21%) of respondents seem to be neutral. The third most number (17%) of

respondents strongly agree, with the last (4%) respondents disagreeing with the
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statement. There is no respondent that has strongly disagreed.

There is a significant number of respondents that strongly agreed and agreed (75%)
that the system can easily recover from man-made disasters, such as fires. The
analysis showed that the majority of respondents agreed and strongly agreed that the

system can recover from disasters.

Table 5.32: The system can easily recover from man-made disasters such as vandalism.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 17% 54% 17% 8% 4% 100%
No. of Respondents 4 13 4 2 1 24
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Figure 5.32: The system can easily recover from man-made disasters such as vandalism

The results of the statement that the system can easily recover from man-made
disasters such as vandalism was captured in Figure 5.32 and Table 5.32. Most
respondents agree that the system can recover from vandalism. There is however, a
difference between vandalism and fire recovery. The results are inconsistent although
they are both man-made disasters. There is a drop in those who agreed from recovery

of fires (63%) to those in vandalism (54%).

The number of respondents that agreed and strongly agreed have declined (71%).
The increase was noted on the combination of those who are neutral, disagree and

with those who strongly disagree (29%).

The results on the statement that the system can easily recover from technical
disasters such as internet downtime was captured in Figure 5.33 and Table 5.33.The
analysis shows that most of the respondents agree (63%) that the systems can easily
recover from technical disasters. This is followed by the second most number of

neutral respondents (25%).

Table 5.33: The system can easily recover from technical disasters such as internet downtime

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 12% 63 25% 100%
No. of Respondents 3 15 6 24

91



The system can easily recover from technical
disasters such as internet downtime

16

A O ©

N

Strongly agree

Figure 5.33: The system can easily recover from technical disasters such as internet downtime

The number of respondents that agree (63%) and strongly agree (12%) made up the
most number of respondents. This result shows that the system can recover with ease
from technical disasters. The concern is the number of those that are neutral (25%),
meaning that they are not aware of what would happen in the case of technical
disasters. Awareness of what to do when disaster strikes take into consideration that

users need to be informed of what to do when risk awareness campaigns are

conducted.

Agree
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Neutral

Disagree

Strongly disagree

Table 5.34: The system can easily recover from natural disasters such as floods and storms

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 12% 59% 17% 8% 4% 100%
No. of Respondents 3 14 4 2 1 24
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Figure 5.34: The system can easily recover from natural disasters such as floods and storms

The results of the statement that the system can easily recover from natural disasters
such floods and storms are shown in Figure 5.34 and Table 5.34. The results seem to
have risen. The number of respondents that agree are 59%. The second most
respondents (17%) are neutral. Responses proved to be different to the previous

statement. More respondents were neutral or disagreed.

The analysis from technical disasters shows a decline in the number of those who both
agree and strongly agree — when compared to the responses to technical disasters.
The results might indicate that there is a concern worth noting relating to recovering

from disaster.

Management must note that recovery is a critical aspect to consider. On the system,
recovery plans have been mentioned - that centrally coordinated planning for disaster
recovery (DR) is a must. In addition, it was pointed out that the greater and more
compound the business, the more empirical it becomes. There has to be a centralised
process for all DR plans, so that each separate division or other entities are not
duplicating the practice. Although these are independent disasters, they should be

centrally coordinated.

The disaster recovery planning has to cater for all kind of disasters. The management
should also inform users that both natural and unnatural disasters carry the same risks

for the business.
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RQ 6: Do all eight ports in South Africa attach the same level of importance to

risk assessment for their Port MIS?

The sixth research question asked about the level of importance of risk management

on Port MIS at each port.

The questionnaire statements that addressed this research question were:

e Risk assessment is continuously conducted on my department.

e There are risk assessment standards on my department.

e The organisation has the same risk assessment standards across all ports.

Table 5.35: Risk assessment is continuously conducted on my department.

Strongly | Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 29% | 38% 21% 12% 100%
No. of Respondents 7 9 5 3 24

Risk assessment is continuously conducted on
my department

Disagree
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Figure 5.35: Risk assessment is continuously conducted on my department
This section is a discussion of the statements relating to understanding if all eight ports

in SA attach the same level of importance to risk assessment for their Port MIS. The

respondents’ responses were captured in Figure 5.35 and Table 5.35.

38% of the respondents agree that risk assessment is continuously conducted in their

departments. The second most number (29%) of respondents strongly agreed with the
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statement. The third most number (21%) of respondents were neutral, with the least
(12%) group disagreeing with the statement. There is no strong conviction on the
agreement that departments have risk assessments done continuously. This could be
alarming and needs managerial action. Risk assessments should be guidelines or

standards that need to be in place.

67% of respondents agreed and strongly agreed that risk assessments were done in
their departments. Those that disagreed and were neutral showed that there is a
possibility that IS Risk assessment is not continuously conducted in their departments.
There should be a mandate ensuring that IS risk assessment is continuously

conducted in all departments.

Table 5.36: There are risk assessment standards in my department.

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 25% | 67% 8% 100%
No. of Respondents 6 16 2 24

There are risk assessment standards in my
department
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Figure 5.36: There are risk assessment standards in my department

This statement probed if there were risk assessment standards in relation to
departments that claim to have assessments conducted. The results of the statement

are shown in Figure 5.36 and Table 5.36.

The most number of respondents (67%) agreed that there are risk assessment
standards in their departments. There are, however, inconsistencies with the previous
results that probed if risk assessments are continuously conducted in departments.

The respondents agreed (67%) compare to the previous (38%).
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This reveals that there are risk assessment standards. However, they are not properly
implemented. The second most respondents were those who strongly agreed (25%)).
There were 8% of respondents that disagreed, with none on neutral and strongly
disagree. The respondents who agreed and strongly agreed made up over 50% of the
results. However, they were not strong on conviction. They should apply OCTAVE,
which is a methodology known to be better for self-directed teams as in departments.
This would help to maintain standards that are internationally recognised, such as
NRTSAPD, which is used to assess real time threats.

The number of respondents that agreed and strongly agreed have gone up when
compared to the previous statement: 67% from 29% of respondents. This highlights
that there are standards, but they are not used in assessing the system risks or they
could relate to other matters within the Transnet group. The respondents who were
neutral have also diminished (to 0%), lower than the individuals that disagree. This is
a contrast worth noting for remedial action and recommendations. This led to the last

analysis statement for RQ6.

The next statement encompassed all the ports.

Table 5.37: The organisation has the same risk assessment standards across all ports

Strongly | Agree Neutral | Disagree | Strongly Total
Agree disagree
% Respondents 33% | 46% 21% 100%
No. of Respondents 8 11 5 24
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The organisation has the same risk assessment
standards across all ports

Strongly agree

Agree

Neutral

Disagree

Strongly disagree

Figure 5.37: The organisation has the same risk assessment standards across all ports
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The purpose of this next statement was to find out if there were consistencies in the
way risk was managed in all ports. The results of the statement that the organisation
had the same risk assessment standards across all ports is shown in Figure 5.37 and
Table 5.37.

The most number of respondents agreed (46%) that the organisation had the same
risk assessment standards. The second most respondents also strongly agreed (33%)
and the last group was neutral (21%). There were none that disagreed and strongly
disagreed. There was inconsistency in the numbers of those that agreed and strongly
agreed, with the new total being 79%, a slight decline from the 83% of the respondents.
There is also growth of the neutrals, who moved up to 21% from none. This could
imply that other respondents were not aware if the same standards were applied
across all ports.

RQ6 exposed huge discrepancies in how risk assessments are done, although
standards were available and being applied across all ports. All ports did not have the
same standards applied. The statements revealed that there are risk assessment
done, but the use of the same standards is not a certainty. This means that

standardisation is needed.

RQ 7: How can arisk management strategy be standardised for all eight ports?
The seventh research question asked how risk management strategies could be

standardised for all eight Ports.

The questionnaire statements that addressed this research question were:

e It is ideal to have policy guidelines for Transnet employees for the use of
information systems.

e Disaster recovery plans are a “must-have" for Transnet operations.

e Employees on the internet should be protected from online threats.

e There should be an overall organisational strategy on Risk Management for
Port MIS.



Table 5.38: It is ideal to have policy guidelines for Transnet employees for the use of information

systems
Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 67% 33% 100%
No. of Respondents 16 8 24

It is ideal to have policy guidelines for Tansnet
employees for the use of information systems

18
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Figure 5.38: It is ideal to have policy guidelines for Transnet employees for the use of

information systems

The results of the statement that it was ideal to have policy guidelines for Transnet
employees for the use of information systems is shown in Figure 5.38 and Table
5.38.The results show that most respondents strongly agreed (67%) that it is ideal to
have policy guidelines, with the second most group agreeing (33%) with the statement.
There were no other responses on the statement. The finding was that respondents
mostly strongly agreed that it was ideal to have policy guidelines for Transnet
employees for the use of information systems. This aligns with the fact that the
respondents had only chosen the option to agree and strongly agree. This reveals that

there is a need for policy guidelines on the use of information systems.

Organisations have numerous information security policies and procedures to protect
themselves against risks. These policies are to decrease and prevent the planned or
unintentional actions of staff that could deteriorate the efficiency of the hardware and/
or software protection systems. This would reduce their usefulness. Respondents
clearly have a good understanding of what policies could do to help to manage risks

relating to Port MIS.
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Table 5.39: Recovery plans after disasters is a “must-have" for Transnet Operations

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 63% 33% 4% 100%
No. of Respondents 15 8 1 24

Recovery plans from disasters is a “must-have"
for Transnet operations
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Figure 5.39: Recovery plans from disasters is a “must-have" for Transnet operations

The results for the statement that recovery plans after disasters was a “must-have" for
Transnet operations is shown in Figure 5.39 and Table 5.39.The most number of
respondents strongly agree (63%) that disaster recovery plans is a ‘must have’ for the
organisation. The second most group also agrees (33%), but only to have one (4%) at

neutral. This analysis shows that disaster recovery plans are necessary.

Close to 100% of respondents agree and strongly agree that disaster recovery plans
are necessary. DR site planning and building should never be left for later as the
system production time has the capability to draw on all the resources towards it.

Delaying DR planning might end up with it failing to materialise.

Table 5.40: Employees on the internet should be protected from online threats

Strongly Agree | Neutral | Disagree | Strongly Total
agree disagree
% Respondents 75.% 25% 100%
No. of Respondents 18 6 24
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Figure 5.40: Employees on the internet should be protected from online threats

The next statement analysed related to the management of risks exposure online. This

is to understand if respondents were protected online.

The responses to the statement that employees on the internet should be protected
from online threats are shown in Figure 5.40 and Table 5.40. The results show that
most respondents strongly agree (75%) that employees on the internet should be
protected from online threats. The second most group of respondents agree (25%)

with the statement.

The results lean towards the suggestion that there is a need for employees on the
internet be protected from online threats, as this is supported by all respondents.
Companies tend to put in more money on sophisticated software to protect their
employees online. It would be unwise to choose less expensive but weaker software

to protect employees while they are online.

Table 5.41: There should be an overall organisational strategy on Risk Management for Port MIS

Strongly Agree Neutral | Disagree | Strongly Total
agree disagree
% Respondents 46% 54% 100%
No. of Respondents 11 13 24
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Figure 5.41:There should be an overall organisational strategy on Risk Management to Port MIS

The results of the statement that there should be an overall organisational strategy on
Risk Management for Port MIS are shown in Figure 5.41 and Table 5.41. The most
number of respondents (54%) agree that there should be an overall organisational
strategy on Risk Management for Port MIS. The second most respondents agree
strongly (46%).

Hundred percent (100%) of respondents agree and strongly agree. This shows a
strong conviction that respondents agree with the statement. This emphasises the
importance of having an overall organisational strategy on Risk Management for Port
MIS.

The review on risk management of Port MIS showed that respondents agreed with
strong conviction that policies on the use of the systems, protection on the internet
and disaster recovery plans were all vitally needed. The real focus has been on the
overall organisation strategy that encompasses all the ports. The respondents agreed,
however, though not with strong conviction, that they do have an understanding of
Risk Management on Port MIS. It can be concluded that the respondents feel that

there is a need for an overall Risk Management on Port MIS strategy.
The strategy should encompass most of the statements where the respondents are

not strong on agreeing with the statements pertaining to the research objectives.

Research objectives related to Risk Management of Port MIS. Thus, it had to have
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respondents strongly agreeing with statements relating to them to show a level of

understanding on how to manage risks.

5.3 SUMMARY

Chapter 5 discussed the findings based on the feedback from respondents. The
respondents were from management and encompassed senior and mid-management
personnel who are assumed to be working on the Port MIS system. These results

confirmed the need for the Port MIS to be protected from risk.



CHAPTER 6

CONCLUSION AND RECOMMENDATIONS

6.1 Introduction

Chapter 6 presents the recommendations on the data analysed in Chapter 5.The data
was based on the survey conducted. This chapter summarises the quantitative study
for each of the research questions (Refer Section 6.2) and draws up managerial
recommendations based on the qualitative study. Limitations of the study and future
implications are outlined. The conclusion looks at the major recommendations that

emerged from this study.

6.2 Recommendations Based on the Research Questions.
The primary objective of this study was to explore the effect of managing risk within

Port Management Information Systems.

Each research question is presented and recommendations made based on the
findings of this study.

The Research Questions are listed below:

RQ 1: What are the risks that apply to information systems such as the Port MIS?

RQ2: What are prevalent risk assessment methods?

RQ 3: What are the effects of risk on Port MIS and subsystems?

RQ 4: What is the importance of risk assessment?

RQ5: What is the importance of risk management?

RQ 6: Do all eight ports in South Africa attach the same level of importance to risk
assessment for their Port MIS?

RQ 7: How can a risk management strategy be standardised for all eight ports?

RQ 1:What are the risks that apply to information systems such as the Port MIS?

Port MIS is at risk of theft by employees.

The recommendation is that the system gets protection from theft by putting more

security around the computer equipment. This would also prevent theft by outsiders,
as the respondents were not strong on conviction that the system was safe from

outside threats. The outsider threats included intruders. Internal protection is also



needed in the form of who gets to use computer equipment. Policy must be followed

on who signs the agreements for this.

Port MIS is at risk of attacks on its telecommunication systems eg. terror, cyber and

on telephone lines.

The recommendation is that protection is needed against physical threat and damage

to telephone lines. Sophisticated software is needed to defend against cyber-attacks.
A disaster recovery plan on how to recover from any form of attack should be in place.

RQ2: What are prevalent risk assessment methods?

Port MIS is at risk if it does not update its prevalent risk assessment methods.

The recommendation is that the system needs software to be protected from insider

and outsider threats. The respondents felt that it would be beneficial to have such
software. Risk assessment methods such as OCTAVE are recommended. An
OCTAVE is a self-directed method that helps in risk management. Another method
that helps in real time is the NRTSAP, which calculates the probability of attacks. The
respondents showed a level of understanding of who hackers are, and the prevalent
system seems to be protected against them. The system has software updates done

automatically, which will help to withstand new challenges.

Port MIS is at risk if users do not abide by their job description.

The officially connected users of the system are genuine, but they seem to have
access to areas beyond their job description.

The recommendation is that management needs to put guidelines in place as to who

gets to access what in relation to their work and job description.

RQ 3: What are the effects of risk on Port MIS and sub-systems?
Port MIS is at risk of losing data through system shutdown.

The respondents showed understanding that any system shutdown does affect their
department and the business as a whole. Data loss is known to have a huge impact
on the business. Information risks such as data loss can cause financial risks that lead
to loss of income. The respondents agreed, but not all were strongly convicted on this
point.

The recommendation is that management must emphasise the importance of

information system risks more.



RQ 4: What is the importance of risk assessment?

Port MIS is at risk if users are not fully aware of the need for risk assessment.

The respondents are aware of threats of being on the internet, and of the need for
assessments. The respondents feel that they have adequate awareness of the risks
when using information systems. The respondents showed a need for more
awareness as they were not convinced that this was of any real urgency. This was

despite the fact that risk assessments were done regularly.

The recommendation is that management needs to conduct more risk awareness

campaigns. There has to be a review of risk assessments relating to IS systems. The
respondents agreed that risk awareness campaigns help to minimise risks and should
be conducted. The procedure will have to be on set standards and norms set by

international regulatory bodies.

Port MIS is at risk if disaster recovery plans are not in place.

The analysis on recovery of the system from disasters that are natural, man-made,
technical and others show that the system can recover. However, there were
discrepancies when it came to understanding that such disasters do impact on the

business, no matter what form they take.

The recommendation is that disaster recovery (DR) has to be a centralised process

for all DR plans. The disaster recovery planning has to cater for all kind of disasters.

This has to be an important part of risk management.

RQ 4: What is the importance of risk assessment?
Port MIS is at risk if third parties they outsource do not handle risk as expected.

The survey revealed that outsourced third parties did not handle risks in the same way
as the company contract stated.

The recommendation is that management has to collaborate more with organisations

that meet or exceeds their expected standards when addressing risk. The outsourced

company should handle threats in the same way as their organisation.

RQ5: What is the importance of risk management?

Port MIS is at risk if more is not done about threats from criminal elements.




The organisation’s information system is protected from criminal elements through
controlled access, as confirmed by the respondents. Despite this, employees still feel
vulnerable.

The recommendation is that a review is necessary on efficiency of the controlled

access despite the security measures already in place.

RQ 6: Do all eight ports in South Africa attach the same level of importance to
risk assessment for their Port MIS?

Port MIS is at risk if all ports do not have the same standards of risk assessment.

The respondents agreed that regular risk assessments are conducted, but they
differed at each level and port. Risk assessment standards within their respective
departments differed. The same standards were not maintained across the eight ports.

The recommendation is that there should be guidelines or standards that need to be

in place and performed consistently at all ports and in all relevant departments.

RQ 7: How can arisk management strategy be standardised for all eight ports?

Port MIS is at risk if no standardised strategy is applied at all eight ports.

The respondents agreed that it is ideal to have policy guidelines for all Transnet
employees on the use of information systems. This will regulate the use of information
systems and counter threats that would put Port MIS at risk.

Respondents felt that having DR plans should be urgent. DR sites, planning and
building should not be left for later, as the system production time has the capability to
draw all the resources towards it. Besides, the DR planning might fail to materialise.

The respondents felt that they should get protection from internet risk as part of risk
management strategy. The majority had strong convictions on this need. However,
they agreed on, but did not feel that it was urgent to have an overall standardised

strategy for Port MIS.

The recommendation is that management must clarify Risk Management so that all

have a better understanding of it. Risk management should be an organised method
of handling insecurity through risk assessment, as well as devising plans to manage

and mitigate risk using managerial resources. Strategies should include giving the risk



to a third party. All port employees should be made aware that risk includes security
threats, threats to property value and threats that influence probability. They should
note also the exposure of property to threats, threat influence on organisations and on

prevailing security.

It is recommended that all these factors should be part of a document that is given to

employees to make them aware of Risk Management. They need to take responsibility

for all Risk Management as well.

6.3 Limitations of the Study

The study has had its own limitations that need to be mentioned in order for the reader
to understand the impediments on the journey towards completion.

The following are the limitations of the study.

e Literature on previous studies relating to Port MIS and its sub-systems is
limited. Most are written in Asian languages.

e The library resources at Nelson Mandela University and the search engines do
not extensively cover studies relating to Port Management Information
Systems.

e There is no set standard questionnaire relating to RISK Management of Port
MIS.

e The questionnaire distribution was administered by Transnet, thus the sample
selection population could not be controlled.

e The approval for the questionnaire distribution took very long. Thus the first
draft of the questionnaire had to be accepted without being tested.

e The response turnaround time took long for questionnaires.

However, despite the above limitations, the study was conducted. The questionnaire
responses were accepted based on the respondents’ job title or department in which
they worked. The questionnaire covered most of what the literature review covered.
The responses received showed a fair level of understanding relating to the subject of

the study.

6.4 Future Implications

Transnet will need to measure how effective their Risk Management is in relation to

Port MIS and related sub-systems. The recommendations made should be heeded.



There will also be a need to assess how the awareness of risk is conducted, based on
the study results. The other aspect that needs assessment is the understanding of the
need for an Overall Risk Management Strategy. This will have to be aligned with

international standards, procedures and policies.

6.5 Research Gaps

The identified gaps in the literature review included the fact that the sub-systems
making up the Port MIS are not standardised. Sub-systems that make up the Port MIS
are different and they are not integrated for universal use. The Port MIS system is
popular, but has only one vendor, KLNET. The system has not been tested for risks,
thus the study exposed some of its major characteristics. The sub-systems have also

not been assessed for risks relating to them.

6.6 Conclusion

Port MIS would be an effective administrative and management tool for port managers.
It is recommended that this study be a starting point for management changes at South
African ports, and that risk should in future be addressed with the urgency that it
warrants.
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the Internet
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to them

Employees of the organisation
can damage the company’s
information system internally by
themselves.

Risk assessment methods help
minimise risks

The systems is only used by
authorised personnel
Employees have adequate risk
awareness of the use of
information systems

External Customers’ business
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affected by the shutdown of the
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There is a need for software
that can automatically detect
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employees for the use of
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Disaster recovery plans from
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4. Please indicate the port you are based
at Mark only one oval.

Ngqura

Port Elizabeth
Richards Bay
Saldanha Bay
Durban

Cape Town
Mossel Bay

East London

Other:
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To what extent do you agree with the following statement
pertaining to Risk Management of Port Management
Information Systems?

5. Information system risks cause
* Mark only one oval per row.

Strongly Strongly

disagree Disagree Neutral Agree

Agree
financial risks e.g. such as loss
of income etc.

poor system performance
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