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What is self-hiding behavior (SHB) in an app?

o Self-hiding behavior occurs when an app
deliberately conceals itself from the user

> Malicious apps hide from user to avoid detection
> Benign apps may exhibit SHBs
> This introduces a privacy risk to the user

Introduction




Deletion Installation

. i h239
App info Q, Search apps

MY OO R

Gmail Maps Clock Settings Photos

All apps

Chrome
45.06 kB

Clock
77.82kB

Background—
Android App

Caleulator Calendar Chrome

B

Contacts
40.96 kB

Custom Locale

Comtacts  Customlo.  Dev Tools
36.86 kB

2 O ™

Expedia Files Google Maps

OO 2 v

Messages Phone Play Movie.  Play Music

> :

Play Store.  Settings  WebViewB.  Widget Pre.  YouTube
4 L] u

SO0 dp A ROZES

€ Running servi SHOW RUNNING SERVICES

Dev Tools
36.86 kB

Lifecycle

Device memory
I —
B Used 645 MB of RAM

Drive
479 kB

B cached 375 MB of RAM
Duo

F 65 MB of RAM
26,86 kB ree 565 o

App RAM usage
Expedia

4 Expedia

Cached background process

Google Play Store
Cached background process

Google Play services
Cached background process

<
Expedia
Pixel Launcher
Cached background process
G

Settings Launch

Cached background process




Tool Design

Research developed a set of three tools:
> AutoSHBHome — for detecting SHBs in the home app list
> AutoSHBInstalled — for detecting SHBs in the installed app list
> AutoSHBRunning — for detecting SHBs in the running app list
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Evaulation — Accuracy of Analysis

Test # hiding | # not False False
analyzed hldlng positives Negatlves

AutoSHB 97.47% 100% 98.72%

Home

AutoSHB 77 0 76 0 0 100% N/A 100% 1
Installed

AutoSHB 63 3 40 0 0 100% 100% 100% 20
Running



Evaluation — Efficiency of Analysis

Test Total Time Average time | Median time | Maximum time | Minimum time
per app per app per app per app

AutoSHBHome 8569 sec (2.4 h) 85.9 sec 84 sec 139 sec 30 sec
AutoSHBInstalled 14712 sec (4.1 h) 149.3 sec 156 sec 188 sec 76 sec
AutoSHBRunning 10982 sec (3.0h) 111 sec 96 sec 1373 sec 5 sec



Evaluation — Limitations

> Highly Ul-dependent

> Only implemented for Android

> Apps only analyzed if compilation for x86 available




Conclusions

> Tools demonstrate effective and efficient
technique for finding SHBs

Conclusions &

Future Work Future Work
> Develop tools for iOS platform

o Research methods to make implementation less
Ul-dependent




Acknowledgements

> NSF Grant #1659396
> Wichita State University for hosting REU site
> Embry-Riddle Aeronautical University for Travel Funding




Questions?
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Desired capabilities JSON parameters:

Home o platformName: Android
Application o platformVersion: 8.1
. o automationName: uiautomator2
Applum > deviceName: Android Emulator
Parameters > appPackage: com.google.android.apps.nexuslauncher

(o]

appActivity: .NexusLauncherActivity
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