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ABSTRACT

The subject of contract formation is a fundamental component of the law of
contract as all aspects of contractual performance are dependent on a
contract being properly formed. The purpose of this Thesis is to examine how
the novelties introduced by the Internet and other electronic media like
Electronic Data Interchange (EDI) and electronic mails affect the existing legal
principles concerning formation of contracts under the law of Malaysia. This
Thesis argues that the existing law in Malaysia governing the formation of
contracts is fraught with uncertainty when applied to the Internet and other
electronic media. This Thesis submits that these lacunae in the law adversely
affect the growth of electronic commerce in Malaysia and Parliament must
take the initiative to speedily enact new statutory provisions to address the
shortcomings identified in order to introduce more certainty into the law for the

benefit of the business and legal communities.

This Thesis deals with the interaction of the electronic media with five aspects
of contract formation, namely, the contractual capacity of sophisticated
computers (in Chapter 2), the doctrine of offer and acceptance (in Chapter 3),
the contractual incapacity of minors and persons of unsound mind (in Chapter
4), the requirement of writing for the purpose of contract formation (in Chapter
5) and the requirement of signature for the purpose of contract formation (also
in Chapter 5). In addition to the foregoing, this Thesis argues against the
abandonment of the existing proper law doctrine for ascertaining the law
governing the formation of Internet based contracts, and asserts that lawyers

and academics have sometimes exaggerated the difficulties of ascertaining




the governing law of an Internet based contract (in Chapter 6). For
comparative purposes, this Thesis examines the statutes and other regulatory
directives introduced in a number of Commonwealth nations and also nations
with advanced electronic commerce economy (namely, Singapore, the United
States, Hong Kong, the European Union and Australia) dealing with electronic
commerce generally, and electronic contracts specifically (in Chapter 7). In
addition to being the concluding chapter, Chapter 8 of this Thesis also
discusses if electronic contracts and electronic commerce generally should
best be regulated by statUtory intervention, case law development or self-

regulation.

Throughout this Thesis, a lot of attention is directed to the provisions found
under the UNCITRAL Model Law of Electronic Commerce 1996, a copy
whereof is reproduced in the Appendix of this Thesis for ease of reference.
Although the UNCITRAL Model Law is an excellent precedent of provisions
concerning electronic contracts and electronic commerce, this Thesis cautions
against rigidly replicating these model provisions without fully comprehending

the unique requirements of Malaysia.

The law as contained in this Thesis is that as of August 2003.
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CHAPTER ONE

ELECTRONIC COMMERCE, THE LAW IN MALAYSIA &
INTRODUCTION TO THIS THESIS

THE ISSUE MOTIVATING THIS THESIS
The late 1990’s will be remembered in history as the years when the Internet
overwhelmingly invaded our homes, schools, work-place and lives. Thus far,
the public has largely embraced this invasion with open arms. From its
humble beginning as a technological novelty confined to few universities and
research organizations, the Internet is today a medium through which a large
volume and variety of commercial transactions are initiated, performed and

completed.’

As the developments of both statute law and the common law are often slow
and reactive, the speed of the technological changes brought forth by the
Internet and other electronic media leaves the commercial and legal
communities guessing if the existing body of law is sufficient to deal with the
continual novelties introduced by the same.? Some writers are of the view

that lawyers, legislators and judges are now challenged with applying

' Please refer to pages 16-18 below for statistics on growth of the Internet.

? Anil, Samtani, Electronic Commerce Law in Asia — A Case for Convergence, Asia Business Law
Review No.30 (October 2000) 50 at pp.50-51. The learned author of this article likened the inability
of the law to catch up with the fast pace of technology development to the tale of the tortoise trying to
keep up with the hare.




traditional legal concepts in the realm of this untamed new medium.®> An
author has correctly observed that:

The law, especially the common law, as reflected by judicial decision making, is
often by its very nature backward looking. It relies upon adapting past precedents to
present day realities. The law is premised upon and reflects particular assumptions,
values and beliefs that have evolved, in some cases, over centuries. Not
surprisingly, these features of our legal system have meant that the law often “limps
behind” modern technological developments for which past precedents, existing
principles and underlying assumptions are no longer adequate. Some of the modern
technologies which have challenged traditional contract law notions include fax, e-
mail, telegraphy/telex and electronic fund transfer (EFT). Electronic Data
Interchange (EDI) through which electronic commerce is to be carried out
represents one of the most recent of these technologies.*

The question motivating this Thesis is whether the existing body of law in
Malaysia® satisfactorily deals with all the issues affecting electronic
commerce and creates an environment in which electronic commerce can be
effected with certainty? This Thesis emphatically submits that it does not.®
Specifically, this Thesis submits that one critical area of the law that merits
more attention from both Parliament and the legal community in Malaysia is
that which affects the formation of contracts made through the use of
electronic media like Electronic Data Interchange (“EDI” hereinafter), the

Internet and transmissions of electronic mails.’

? Low, Kelvin & Loi, Kelry, Links, Frames and Meta-tags: More Challenges for the Wild Wild Web,
Singapore Academy of Law Journal Vol 12 (March 2000) 51 at pg.51

* Abu Bakar Munir, Cyber Law: Policies and Challenges, (Butterworths Asia Publication, 1999) at
pg. 206. The present writer has included the underlining as emphasis.

® This includes all new statutes and amendments enacted to date in Malaysia to deal with electronic
commerce

® This is also the assertion of the present Prime Minister of Malaysia. See Mahathir Mohamad,
Multimedia Super Corridor, (Pelanduk Publications, 1998) at pg.40

” As the title of this Thesis suggests, the chapters of this Thesis are solely concerned with issues
relating to the formation of contracts made through the use of the Internet, EDI and electronic mails.
It will be beyond the confine of this Thesis to discuss other issues like confidentiality of information
over the Internet, cyber-crime or intellectual property right issues over the Internet, though the writer
readily admits they are of equal (if not of more pressing) importance.
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ELECTRONIC COMMERCE - DEFINITION
Despite the constant use of the expression “electronic commerce”, this
expression remains largely ill defined. Readers must be cautious and should
not accept any one definition found in any publication as being authoritative,
for the expression “electronic commerce” carries multiple different
definitions, depending on whom the question is directed to.® Hence, any
serious attempt to find a comprehensive and authoritative definition of
“electronic commerce” shall be in vain. Likewise, there is still no universally

accepted definition in law for this ubiquitous expression.

Various attempts to define “electronic commerce” have focused on the
manner in which electronic commerce is effected. One such definition

focuses upon the paperless nature of electronic commerce:

The ability to communicate in an electronic form which a computer is able to
recognize, reproduce and store meant that businesses were now poised to be
conducted in a paperless environment. Hence, we now have the ability to conduct
commercial activity, electronically. This is Electronic Commerce.’

This definition is undoubtedly too narrow and impractical. If this definition
were to be followed to the letter, it means that any use of paper, however
insignificant, shall disqualify an activity from being classified as electronic

commerce.

Other authors or organizations have rightly chosen to adopt less rigid

definitions. For example, “electronic commerce” has been defined as

* O’Daniel, Thomas, Electronic Commerce, (Pelanduk Publications, 2000), at pe. 1
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commercial transactions, involving both organizations and individuals that
are based upon the processing and transmission of electronic data that may
include text, sound and visual images and that are carried out over open

10 «

networks or closed networks. ™ “Electronic commerce” has also been defined

generally as "the process of electronically conducting all forms of business

between entities in order to achieve the organization's objectives"."’

Although there is no single accepted definition of electronic commerce, it is
clear what techniques shall normally qualify as electronic commerce. The
expression “electronic commerce” includes the use of techniques such as
electronic trading, electronic messaging and EDI. It also covers electronic
fund transfer (EFT), electronic mail (e-mail), computer-to-fax (C-fax),
electronic catalogues and bulletin board services, shared databases and
directories, electronic news and information services, electronic payroll,
electronic forms, the Internet and any other form of electronic data

transmission, even older electronic technology such as the facsimile.™

This Thesis examines the issues affecting electronic commerce specifically
in relation to the Internet (including the exchange of electronic mails) and
EDI; these being (in the present writer's opinion) the two most commonly

utilized media through which electronic commerce is executed. Hence, the

? Ding, Julian, E-Commerce Law & Practice, (Sweet & Maxwell Asia Publication, 1999) at pg. 4.
19 This definition is the definition adopted by the OECD. Refer to www.oecd.org.

' This definition is the definition provided by Electronic Commerce Australia in its 1994 Annual
Report. Refer to http://www-cec.buseco.monash.edu.awlinks/ec def.htm.

1> Refer to hitp:// www-cec.buseco.monash.edu.au/links/ec _def.htm




expression “electronic commerce” as used in this Thesis only includes the
Internet (including the electronic mail feature of the same) and EDI enabled

commerce,”®

and the contracts resulting from the use of the same. This
Thesis adopts this narrower definition in order to focus more on the law
affecting electronic commerce and electronic contracting, and to avoid the

trap of dwelling too much and too often into the myriads of electronic

commerce enabling technologies at the expense of the law.

Moreover, since the legal issues arising from the use of EDI and the Internet
(which includes the exchange of electronic mails) could be different, readers
shall inevitably find the arguments found in some Chapters of this Thesis to
be more relevant to a specific electronic commerce enabling technology. For
example, whilst Chapter 2 of this Thesis is more relevant to issues arising
from or associated with the use of EDI, Chapter 3, 4, 5 and 6 of this Thesis
are more relevant to contracts formed through the use of the Internet and

exchange of electronic mails.

ELECTRONIC DATA INTERCHANGE (EDI)
(1)  Definition of EDI
Like “electronic commerce”, there is not one single authoritative definition for
EDI. The UNICITRAL'™ Model Law of Electronic Commerce 1996 (‘the

UNCITRAL Model Law” hereinafter) defines EDI as electronic transfer from

" This narrower definition is in fact the definition adopted by the author of an article published under
the auspices of the APEC. See Supriya Singh, Electronic Commerce in the APEC Region, (March



computer to computer of information using an agreed standard to structure
the information." EDI is also defined as the direct transfer of structured
business data between computers by electronic means; that is, the
paperless transfer of business “documentation”.’® EDI has also been
described as follows:

Electronic Data Interchange or EDI utilizes proprietary software to enable
businesses and governmental agencies to communicate with one another and
transfer information, thus replacing the standard paper documentation, such as
invoices, with structured electronic messages."”

The key feature of EDI is that the electronic messages transmitted through
EDI must be in a structured and standardized form. The EDI concept
envisages the transfer of data in a fixed format that has been pre-determined
and pre-agreed between the parties using EDL.'® For this reason, EDI is
frequently used when there is a need to transact on a frequent basis and
where the process involved is not complicated and can be easily automated.
These EDI messages are often sent and received without immediate human
involvement. This Thesis discusses the legal consequences of agreements
made by computers that function independently of direct human involvement

in Chapter 2 hereunder.

2000), available at hup://www.dfat.gov.au/apec/econVCIRCIT1.htunl

'f United Nations Commission on International Trade Law

5 Article 2(b) of UNCITRAL Model Law on Electronic Commerce 1996. See page (f) of the
Appendix to this Thesis.

' This is the definition adopted in the UN/EDIFACT Draft Directory at
www.unece.org/trade/untdid/texts/

" Ding, Julian, E-Commerce Law & Practice, (Sweet & Maxwell Asia, 1999) at pp 30-31.

" For a good description of how EDI works, refer to www.itep.co.ae
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EDI transactions are normally conducted on a business-to-business level
over a private network, within a limited geographic area. EDI is seldom used
for private non-commercial purpose because of the high costs required to
establish the system. As a private business-to-business network, EDI is
therefore a closed environment, that is, it is not generally available to the
public at large.?® Being a closed network, the users of EDI normally have
knowledge of each other's identity. Because of this, EDI is significantly
different from electronic mail or the Internet that are available to all members

of the public, most of whom do not know each other.

(2) EDI Trading Partner Agreement

In order for EDI to work smoothly, both the sender and the receiver must
agree in advance on the format of the document that their respective
computers will send and receive. These details are usually contained in a
Trading Partner Agreement. The Trading Partner Agreement is a salient
feature of every business in which EDI is utilized. At the minimum, the
Trading Partner Agreement states the operational terms and conditions that
govern inter alia the exchange of information that takes place between the
parties’ respective computer system. The terms and conditions of this
agreement will also provide for a standardized format of information to be

exchanged. It will also contain other terms and conditions that are designed

' Johnston, Handa & Morgan, Cyber Law, (Pelanduk Publications, 1998) at pp.31-32

** There are a number of service providers proving EDI platform for trading purposes to the public at
large. For example, see the www.procurehere.com. However, their use are certainly not as prevalent
as Internet based transactions available at privately run web-sites. Further, users of public EDI




primarily towards ensuring that the computers of the parties understand

each other.

It is the above-stated standardization that makes possible the assembling,
disassembling, and processing of the messages by the computers involved.
Ideally, the Trading Partner Agreement should also record the parties’
intention that their EDI transactions are accepted as valid and fully
enforceable as conventional paper-ink contracts at least between the parties
themselves. As a prudent measure, the Trading Partner Agreement should
also state when and in what circumstances the transmission of an EDI
message shall be treated as complete. In drafting the Trading Partner
Agreement, the parties basically must ensure that all possible steps are
taken so that EDI messages have the same degree of validity as a

transaction made conventionally in a non-electronic medium.

(3)  [Mlustration of EDI in Action

Using EDI, offer and acceptance (to purchase certain type of goods, for
example) are exchanged without any immediate conscious human
involvement immediately at the time of the exchange. The sending computer
simply sends a message in a pre-determined format (as agreed in the
Trading Partner Agreement between the parties) called a transaction set,

which the receiving computer is able to recognize and process through a

platforms very often have to register their identities with the service provider and to pay a fee for the
use, requirements often not found in Internet based transactions.



computer program using the same format. If the message sent matches the
terms the receiving computer has been programmed to accept, that latter
accepting computer sends an acceptance message in an acceptance
transaction set.*’ The accepting computer will normally then also send a
message to its warehousing / logistic system to activate the delivery of the

goods in question.

To illustrate, when the computer in a supermarket senses that the number of
toothpaste cartons available on stock has dropped below a pre-programmed
level, the computer would transmit a purchase order (without any immediate
conscious human intervention) by EDI to a computer system of the
toothpaste supplier of the supermarket. Once the computer system of the
supplier receives the electronic purchase order and if the same matches the
terms that it has been programmed to accept, the supplier's computer will
send an acceptance message to the supermarket's computer. The latter
computer normally also transmits a corresponding message to its delivery
system to deliver the ordered quantity of toothpaste to the supermarket. The
computers will normally also process the payment details by, for example,

crediting and debiting each other’s accounts.

For the avoidance of doubt, EDI can be used not just for the conclusion of

commercial agreements. EDI systems are frequently used for the

*! The EDI process quoted in this chapter is largely quoted from H.H Perritt Jr., Law and the
Information Superhighway (Wiley Law Publications, 1996) at pg. 376.
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transmission of simple information (in which case the sender does not intend
the message to have any legal consequence, for example, communication of
price and technical specifications) or the transmission of unilateral notices

(like invoices and delivery orders).

THE INTERNET & CYBERSPACE

(1) Introducing the Internet

The Internet is an international network that connects many thousands of
networks and million of computers across the world for the purpose of
communication, information sharing and commerce.>® While EDI continues
to be an important tool for electronic commerce, it is the exponential growth
of the Internet in the last few years of the 1990s that has significantly
contributed to the growth of electronic commerce. So dominant is the use of
the Internet these days that increasingly, the expression “electronic

commerce” is used synonymously as Internet commerce.?*

The Internet contains infinite amount of information and is host to a vast
variety of commercial and non-commercial activities such as advertising,
publishing, direct sales, online auctions, entertainment or mere exchange of
information. For commercial institutions, effectively applied Internet

technology allows information to flow without delay or human intervention

** Reed, Chris, Computer Law (2™ Edition 1993), Blackstone Press Ltd, at pp. 258-259.

> See www.itep.co.ae

* Anil, Samtani, Electronic Commerce Law in Asia — A Case for Convergence, Asia Business Law
Review No.30 (October 2000) 50 at pg.50
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between functions such as sales, manufacturing, shipping, accounting and

customer support.?®

The Internet is different from EDI in that, unlike EDI, the Internet is an open
system. Therefore, it is readily available to anyone with a personal computer,
a modem and a telephone line. It is this simple accessibility that is the real
advantage of the Internet®® In order to connect to the Internet, home
computer users dial onto the server of an Internet Service Provider (ISP).
For major organizations, this is achieved by connection to a dedicated line
connected to a local area network (LAN). Once connected, the said
computer has the ability to be connected to and communicate with any one

or more of the millions of computers on the Internet around the world.

The Internet is not operated or controlled by any single person, group or
organization.”” However many organizations contribute their computing
resources to maintain and update some parts of the Internet, for example
IETF?® and ICANN.? Interestingly, the Internet was initially conceived in the

United States as a military application for long distance computing® but has

> The Internet is No Fad or Curiosity, The New Straits Times, February 82001 issue.

% Gringas, Clive, The Laws of the Internet, (Butterworths, 1997) at pg.3.

*7 Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pg. 2

** Abbreviation for the Internet Engineering Task Force, which is a large community of network
designers focusing on the technical advancement of the Internet. It often proposes solutions to the
technical problems related to the Internet.

*’ Abbreviation for Internet Corporation for Assigned Names and Numbers. This is a non-profit
organization which has taken upon itself the role of administering Internet Protocol addresses and
domain names.

* The US authorities were concerned about communication after a nuclear war. See Internet for
Everyone at pp.4-11. This local book does not state the name of its author(s) and the name of its
publisher.



now found applications in predominantly non-military environment, for
example, (1) for electronic mailing, (2) for hosting discussion groups, (3) for

long distance computing and (4) for file transfers.”’

The electronic mail (e-mail) is perhaps the most heavily used feature of the
Internet. Very simply, e-mail is a vehicle to send messages to anyone who is
connected to the Internet or connected to a computer network that has a
connection to the Internet.** The first e-mail message was sent in 1971 and
the world’s first public e-mail server Telenet was created in 1976.>° But the

real explosion in the use of e-mail took place in the mid to late 1990’s.

Contrary to popular belief, e-mail messages are not instantaneous, unlike
faxes and telephone calls.** An e-mail message is more like a posted letter,
being sent to a pigeon-hole ready to be collected (or “opened” in computer
lingo) and the same is not “delivered” until the intended recipient of the
message opens the e-mail message.®®> An e-mail message is also not sent
directly to the intended recipient but through an Internet service provider
(ISP) or a series of Internet service providers that re-direct the e-mail

message according to its address to the recipient.’® This raises the

3! Internet for Everyone at pp.4-11. This local book does not state the name of its author(s) and the
name of its publisher.

32 Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pg. 85

3 Electronic Mail Celebrates 30 Years of Existence, New Straits Times, January 31 2002 issue

** Gringas, Clive, The Laws of the Internet, (Butterworths, 1997) at pg.17.

** Gringas, Clive, The Laws of the Internet, (Butterworths, 1997) at pg. 18. In May 2002, it was
decided by the Regional Court of Nuremberg-Fuerth that an e-mail was deemed to have been
received on the day it reached an electronic mail-box and that upon receipt, the recipient would bear
the risk of loss or delay due to such things as vacation or absence.

** In Malaysia, the Internet service provider is typically Jaring or Telekom Malaysia.



possibility of the e-mail message being lost or delayed without the
knowledge of either or both the sender and the recipient. This Thesis shall
discuss the implications of these features of e-mails vis-a-vis the doctrine of

offer and acceptance in Chapter 3 hereunder.

The segment in the Internet that hosts discussion groups is often referred to
as USENET, which is the largest electronic forum for discussion.*” It is a
world of news, debate and arguments, patronized by gossipy and news
hungry people.*® Long distance computing, which is the original inspiration of
the Internet allows for example, searches to be conducted on a distant
library whilst the file transfers feature of the Internet allows Internet users to

access remote computers and to copy the files in the same.*

In addition to the four features highlighted above, the most obvious feature
of the Internet is arguably the World Wide Web. The World Wide Web is the
Internet's most rapidly growing mode. Text, pictures, video sequences,
sound and animation can all be conveyed through the World Wide Web.*
Information is placed in the World Wide Web in personalized sites known as

Internet web-sites. The information is formatted using a common electronic

37 Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pg. 105.

*¥ Internet for Everyone at pg.11. This local book does not state the name of its author(s) and the
name of its publisher.

32 Internet for Everyone at pp.11-12. This local book does not state the name of its author(s) and the
name of its publisher

* Johnston, Handa & Morgan, Cyber Law, (Pelanduk Publications, 1998) at pp.22-23. See also
description of the World Wide Web in www.itep.co.ae




language called Hypertext Markup Language (HTML),*" and the owner of the
Internet web-site is able to control how the information appears to the person

accessing the same.

(2) Cyberspace & Cyberlaw

The word Internet is often interchangeably used with the expression
"Cyberspace". The use of the word “Cyberspace” has also given rise to the
use of the term “Cyberilaw”.** Although the expression “Cyberspace” has no

* and simply refers to a virtual geography

génerally accepted meaning,4
created by computers and networks; that is, the virtual world behind the
computer screens.** The word is also a short-hand expression for the
emerging Global Information Infrastructure that moves information from
sender to receiver through some medium.** Once information is transported
through Cyberspace, it is processed to provide some communicative

functionality and the Internet is one of the vehicles that processes the

information.*®

*! Johnston, Handa & Morgan, Cyber Law, (Pelanduk Publications, 1998) at pp 23-24.

> See for example the speech of Prime Minister of Malaysia Dato® Seri Dr. Mahathir Mohamad
published in the book, Multimedia Super Corridor, (Pelanduk Publications, 1998), at pp.40-42

* Michael Cronin, Government in Cyberspace — What Jurisdiction?, (1997) available at

‘f Clive Gringas, The Laws of the Internet, (Butterworths, 1997) at pg 381.

* Kang, Jerry, Privacy in Cyberspace Transactions, 50 Stanford Law Review 1193 (1998) at pg.
1220. See also Suri, Diwan & Kapoor, /nformation Technology Laws, (ILBS Publications, 2001) at
pg. 251 where the authors succinctly defined Cyberspace as the aggregation of the Intranets, the
Internet and the World Wide Web.

* Kang, Jerry, Privacy in Cyberspace Transactions, 50 Stanford Law Review 1193 (1998) at pp.
1220-1221.




From the foregoing definitions, the Internet is evidently not synonymous with
Cyberspace. The present writer hereby submits the word “Cyberspace” is
nothing more than a vague term of convenience to generally describe a
global network of communication through use of computer technology. The
Cyberspace has no generally accepted meaning as it is simply too
ambiguous. Hence, this Thesis shall refrain from using this term, or the term

“Cyberlaw” unless it is quoting another author's work in verbatim.*’

(3) How the Internet works

As stated in the above sub-section, the Internet is a world-wide computer
network of computers and computer networks. Information is sent across the
Internet through a protocol called Transmission Control Protocol / Internet
Protocol (individually “TCP” and “IP”, collectively referred to as “TCP/IP").
The TCP first breaks information down to small packets*® and numbers them
sequentially for subsequent reassembly.*’ The IP is responsible for the
addressing of each packet with its intended destination to ensure that the

packets are sent to the right destination.*®

Once sent, the packets travel through many levels of networks, computers
and communication lines before arriving at the final destination; aided by a

series of hardware, the most important of which are (1) the hubs, (2) the

* See Suri, Diwan & Kapoor, Information Technology Laws, (ILBS Publications, 2001) at pg.251
where the authors defined Cyberlaws as those laws that had been adapted or reinterpreted to govern
or apply to transactions or interactions in the Cyberspace

* Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pg.9.

* Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pg.13.



bridges, (3) gateways, (4) repeaters and (5) routers. The foregoing hardware
route the packets to the correct destinations and function as the glue that
holds the Internet together.>’ Communication made through the use of the
Internet is not instantaneous.®® Therefore it should not be treated in the
same manner as messages transmitted through the telephone or facsimile

machine.”

(4) The Growth of the Internet Worldwide & in Malaysia

Electronic commerce is a fast growing field, and the business community is
already conducting a vast array of transactions, including ordering, pricing,
billing, payment and customer service through the use of electronic media
like the Internet.>* Experts estimated that the electronic commerce market in
Malaysia would generate revenues exceeding RM3.8 billion by the year
2003.%° According to a survey conducted in year 2000, electronic commerce
was fast gaining wider acceptance among Malaysian Internet users with

21% of those surveyed said they had made purchases over the Internet.*

The growth of the Internet since its conception has been nothing but
phenomenal. When the Internet (then known as the ARPANET) started in

December 1969 in the United States, there were just four computers (or

%0 Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pg. 13

°! Gralla, Preston, How the Internet Works, (QUE Publication, 1999), at pp.9-11.

32 Smith, Graham, Internet Law & Regulation, (FT Law &Tax, 1996) at pg.99.

> The consequence of the non-instantaneous manner in which messages are transmitted through the
Internet shall be discussed in greater detail in Chapter 3 of this Thesis.

* The Internet is No Fad or Curiosity, The New Straits Times, February 8" 2001 issue.

* Big Earnings in E-commerce, The Star, June 7" 2000 issue.
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nodes) in the network, and in 1972, there were just thirty-seven nodes.>’
According to available statistics, it was estimated that as of March 2002, 445
- 533 million people around the world would have access to the Internet, the
majority of whom would be found in the United States, Japan and Europe.>®
It is also forecasted that Asia will have 170 million Internet users by the year
2005.%° According to available statistics, as of March 2002, Malaysia would
have 2 million Internet users, and Singapore with a population of only 4.3
million would have 1.3 million Internet users.®® Recent surveys conducted in
January 2002 found that a whopping 82.5% of Koreans Internet users visit
electronic commerce sites, as did 71.1% of those in Hong Kong, 70.1% of

users in Singapore and 60.5% of users in Taiwan.®’

From the encouraging statistics provided above, the Internet will inevitably
be a common facility available in every home, school and office in Malaysia
in the immediate future. The growth of the Internet in Malaysia is also
catalyzed by a number of healthy initiatives of the Malaysian Government.
One of the most recent initiatives sees the introduction of the Computer

Ownership Scheme in which members of the public could utilize their EPF®

* See The Star, November 18", 2000.

> Internet for Everyone at pg.6. This local book does not state the name of its author(s) and the name
of its publisher

¥ See statistics in http://cvberatlas.internet.com. The author visited the site on 23 January 2003

* Big Earnings in E-commerce, The Star, June 7" 2000 issue.

* See statistics in http://cvberatlas.internet.com. The author visited the site on 23 January 2003

°' See www.nua.conysurveys/,

°* EPF is abbreviation for Employees’ Provident Fund. It is the statutory pension fund body in
Malaysia.




savings for the purchase of computers.®® The formation of the Multimedia
Super Corridor (MSC) by the Government of Malaysia in 1996 as a hub for
electronic commerce activities®* gives momentum to the growth of Internet

based commerce in Malaysia.

The Internet is in fact not short of local Malaysian contents and interests.
Various Internet web-sites that originate from Malaysia are found in the
World Wide Web, although admittedly these are not as numerous as those
originating from, Say, the United States or Europe. For example,

www.lelong.com.my that is an auction and trading web-site; www.vis.com.my

that operates as an online bookstore; www.rovalselangor.com that allows

customers to purchase and send gifts over the Internet and

www.jebsen.com.my that is an online travel guide to destinations within
Malaysia. The Internet has also become the medium through which flowers

are ordered (see for example www.leeflorist.com.my) and a place to look for

jobs or to source for employees (see for example www.jobstreet.com.my). It is

surely not possible to list all Malaysian Internet web-sites in this Thesis. The
number of Internet web-sites from Malaysia will surely continue to grow as
the use of the Internet as a platform for electronic commerce and other

purposes catches on in this country.

(5) The Internet & Potential Legal Problems

 See The Star, November 17" 2000. Regrettably, this scheme has since end 2002 been suspended by
EPF due to serious fraud in the withdrawal of the funds.
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At the risk of over-simplification, the typical contracts formed over the
Internet can be classified into three broad categories, namely, (1) contracts
for sale of physical goods, (2) contracts for supply of digitized products like
software or multimedia products and (3) contracts for supply of services and
facilities.®® All the above of course are not novelties, and are transactions
frequently conducted using conventional non-electronic media. However, as
the Internet is a recent revolutionary advancement in the field of information
technology, it breeds its own unique set of legal issues not found in the real
physical world. Despite the exponential growth in the use of the Internet and
despite the many advantages offered by the Internet, the commercial
community and consumers are generally wary of this new medium.®®
Arguably, the Internet may experience greater growth if the legal problems

associated with this medium can be forthwith resolved.

To start with, the Internet creates the possibility of one party concluding
contracts with a large number of other parties in multiple legal jurisdictions
without each party ever knowing the exact identity of the other(s). The global
reach of the Internet assures that contracts made through this medium are
fraught with private international law issues.®” The non-physical nature of the

Internet and the speed of electronic communication create uncertainties in

** See Ibrahim Ariff & Goh Cheng Chuan, Multimedia Super Corridor, (Leeds Publications, 1998), at
pp-90-91

> Smith, Graham, /nternet Law & Regulation, (FT Law &Tax, 1996) at pp.94-95.

° O’Daniel, Thomas, Electronic Commerce, (Pelanduk Publications, 2000), at pg. 41

°7 Please refer to Chapter 6 of this Thesis for further discussions on this issue
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respect of the time and place a contract is concluded.®® The faceless nature
of the Internet plus the ease with which contracts can be entered into
through this medium also means that contracts could potentially be made by
minors and persons suffering from unsound mind,*® even a very intelligent
chimpanzee. As the technology behind the Internet (and also EDI) allows the
computer to process orders from customers without the immediate
involvement and knowledge of the owner, agreements are often concluded
without the latter's knowledge. Hence, the question will arise whether there
is a valid contract at law under these circumstances.”® The novelty of the
features available in the Internet and the speed at which the Internet is
evolving assures that no quick and easy solution can be derived to

satisfactorily resolve the above problems.

THE UNCITRAL MODEL LAW ON ELECTRONIC COMMERCE
(1)  Objectives of the UNCITRAL Model Law on Electronic Commerce
1996
The growth of electronic commerce on a global basis means the potential
legal implications associated with which would consequently also have a
global reach. This has prompted the United Nations Commission on
International Trade Law (UNCITRAL) to introduce the UNCITRAL Model Law
on Electronic Commerce in 1996. The UNCITRAL Model Law was

promulgated in furtherance of UNCITRAL’s mandate to:

% Please refer to Chapter 3 of this Thesis for further discussions on this issue
°” Please refer to Chapter 4 of this Thesis for further discussions on this issue
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promote the harmonization and unification of international trade law, so as to
remove unnecessary obstacles to international trade caused by inadequacies and
divergences in the law affecting trade.”’

The UNCITRAL Model Law itself does not provide a specific definition of the
expression “electronic commerce”. The lack of a specific definition
nonetheless brings about the advantageous results that the UNCITRAL
Model Law is not restricted in its application to any specific medium and can
be freely utilized despite any change or advancement in technology. In other
words, the provisions of the Model Law are technology independent, that is,
any change and advancement iﬁ electronic commerce technology will not

reduce or obviate the application or relevance of the Model Law.

Turning to the Guide to the Enactment of the Model Law (“the Guide”
hereinafter), this document explains that the expression “electronic
commerce” would include the use of EDI, the Internet and even the use of
telex and telecopy and that no communication technique is excluded from
the scope of the UNCITRAL Model Law.”? This explanation is clearly very
wide; so long as the mode of communication incorporates an electronic
feature, the same could reasonably be brought under the ambit of the Model

Law.

The Model Law is a document that is very focused on its objectives. From

the text of the UNCITRAL Model Law and the Guide, it is clear that the

" Please refer to Chapter 2 of this Thesis for further discussions on this issue
! Guide to Enactment of the UNCITRAL Model Law on Electronic Commerce, Paragraph 123.




drafters of the UNCITRAL Model Law intended the same to achieve the
following three broad objectives:

(a) To offer national legislators a set of internationally acceptable
rules as to how the legal obstacles arising from the use of
electronic commerce may be removed in order to create a more
secure legal environment for electronic commerce.”® The
UNCITRAL Model Law therefore acts as a set of legislative
precedent that the legislature of a nation could refer to as model
when drafting its national law affecting electronic commerce.

(b) To help remedy the disadvantages that stem from the fact that
inadequate legislation at national level creates obstacles to
international trade. It was the belief of the UNCITRAL that
uncertainty in local legislations dealing with electronic commerce
would contribute to limiting the extent local businesses could
access the international markets.”

(c) To act as a tool for interpreting existing international conventions
and other international instruments that create legal obstacles to

then use of electronic commerce.”

Although the Model Law is intended by its drafters to provide essential

procedures and principles for facilitating the use of modern techniques for

2 Guide to Enactment of the UNCITRAL Model law on Electronic Commerce, Paragraphs 7-8.
" Guide to Enactment of the UNCITRAL Model law on Electronic Commerce, Paragraph 2. See
also, Matthan, Rahul, 7he Law Relating to Computers and the Internet, (Butterworths India
Publication, 2000) at pg. 182.

* Guide to Enactment of the UNCITRAL Model law on Electronic Commerce, Paragraph 4.

5]
(§S]



counterparts in the physical non-electronic world, thereby giving validity to
the former. Hence, the UNCITRAL Model Law does not create any new
substantive legal principle; it merely extends the existing general legal
principles to the electronic media by fitting the mechanics of an electronic

transaction within the scope of established legal rules and principles.®'

Although it is far from being exhaustive and does not create any new legal
principles, the UNCITRAL Model Law provides a sound starting point for the
preparation of statutory provisions that deal with electronic commerce. For
this reason, this Thesis takes the position that the Model Law should at all
times be the focal point of every legislature that wishes to enact or amend
the law concerning electronic commerce.® A copy of the UNCITRAL Model

Law and the Guide is reproduced at the Appendix of this Thesis for ease of

reference.

Building upon the fundamental principles laid down in the UNCITRAL Model
Law, the UNCITRAL in 2001 introduced the UNCITRAL Model Law on
Electronic Signatures 2001.** This new Model Law exclusively addresses
the effective use of electronic signatures in an electronic environment and

offers a practical linkage between the technical reliability of electronic

81 Anil, Samtani, Electronic Commerce Law in Asia — A Case for Convergence, Asia Business Law

Review No.30 (October 2000) 50 at pg.55
82 More discussions on whether the UNCITRAL Model Law should be followed are found under

Chapter 8 of this Thesis.
* A copy of this UNCITRAL Model Law on Electronic Signatures 2001 can be downloaded from

UNCITRAL’s web-site www.uncitral.org




signatures and the legal effects of electronic signatures.? This Thesis shall
deal with this UNCITRAL Model Law on Electronic Signatures 2001 in

Chapter 5 hereunder.

(2)  Structure of the UNCITRAL Model Law on Electronic Commerce
1996

The UNCITRAL Model Law is structured in the form of a statute and is

divided into two parts. The first part comprises fifteen articles that deal with

electronic commerce in general. These fifteen articles are in turn grouped

into three chapters. Part two of the UNCITRAL Model Law deals specifically

with electronic commerce in respect of carriage of goods in two articles that

are grouped into a single chapter.

Chapter | of Part One of the UNCITRAL Model Law comprises four articles
that set forth the general scope of the Model Law, including the definition of
certain expressions,® the approach in interpreting the UNCITRAL Model
Law®® and establishes the principle of party autonomy that is found under
Chapter Ill of Part One.*” Chapter Il of Part One may be regarded as a
collection of exceptions to well established rules regarding the form of legal
transactions.®® The provisions grouped under Chapter Il can be regarded as

stating the minimum acceptable requirements in respect of the use of data

¥ See Paragraph 4 of the Guide to Enactment of the UNCITRAL Model Law on Electronic
Signatures 2001

* Article 2 Model Law.

* Article 3 Model Law.

*” Article 4 Model Law.




messages® in electronic commerce. Chapter Il of the UNCITRAL Model Law
deals with novel principles such as the legal recognition of data messages,*
incorporation of information in data messages,”’ how the requirement of
writing is satisfied in respect of data messages,” the use of signature in
respect of data messages,” how the requirements of presentation and
retention in original form are satisfied in respect of data messages,** the
admissibility and evidential weight of data messages®™ and the retention of

data messages.®

The provisions of Chapter Ill of Part One of the UNCITRAL Model Law may
be used as the basis for concluding agreements and to supplement the
terms of agreements in cases of gaps or omissions in contractual
stipulations. Further or in the alternative, the provisions of this chapter may
be regarded as provisions that set the basic standard for situations where
data messages are exchanged without a previous agreement being entered
into.®” Specifically, the provisions of Chapter Il deal with the issues that

concern the formation and validity of contracts,”® the recognition by parties of

*¥ Guide to Enactment of the UNCITRAL Model law on Electronic Commerce, Paragraph 21.

¥ The expression “data message” is defined in Article 2 of the Model Law as information generated,
sent, received or stored by electronic, optical or similar means including but not limited to electronic
data interchange (EDI), electronic mail, telegram, telex or telecopy.

* Article 5 Model Law.

! Article 5 bis.Model Law

”* Article 6 Model law

” Article 7 Model Law

‘”' Article 8§ Model Law

” Article 9 Model Law

” Article 10 Model Law

’" Guide to Enactment of the UNCITRAL Model Law on Electronic Commerce, Paragraph 20.

™ Article 11 Model Law
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declaration of will or other statement in the form of a data message,” the
attribution of data messages,'® that is, the circumstances in which a data
message can be said to have originated from a sender, the
acknowledgement of receipt'®’ and how the time and place of dispatch and

receipt of data messages can be determined.'%

As stated above, Part Two of the UNCITRAL Model Law deals with
electronic commerce specifically in respect of carriage of goods. Towards
this, Article 16 of the UNCITRAL Model Law sets forth the scope of Part Two
whilst Article 17 describes the circumstances in which transport documents
in the form of data messages can be used. Carriage of goods was
specifically selected for inclusion into the UNCITRAL Model Law as the
UNCITRAL was of the opinion that carriage of goods was an area in which
electronic communications would be actively used and in which a legal

framework facilitating the use of such communications was most urgently

needed.'®

-(3)  Nations in the Asia Pacific Adopting the UNCITRAL Model Law
The UNCITRAL Model Law forms the basis of the electronic commerce law
introduced by the legislatures of a number of countries in the Asia Pacific

region. For example, the UNCITRAL Model Law was adopted in Singapore

" Article 12 Model Law
"% Article 13 Model law
%! Article 14 Model Law

% Article 15 Model Law
193 Guide to Enactment of the UNCITRAL Model Law on Electronic Commerce, Paragraph 110.




in its Electronic Transactions Act 1998, in Australia in its Electronic
Transactions Act 1999 and in Hong Kong in the Electronic Transactions
Ordinance 2000. In addition, the Model Law also forms the basis for the
Uniform Electronic Transactions Act 1999 of the United States.'® The Model
Law was also adopted in the Philippines, South Korea'® and the Information

Technology Act 2000 of India.'®

The legislatures of these countries each modified the provisions found under
the Model Law to varying degrees in order to suit their individual national
requirements. Hence, none of the above statutes are exactly identical with
each other in terms of scope, wordings as well as the structure and
arrangement of the key provisions. Nonetheless, the influence of the
UNCITRAL Model Law on each of the above statutes is unmistakable. The
present writer predicts that judicial decisions and interpretation of any one of
the above countries on the national electronic commerce statute concerned
shall have enormous impact and shall attract considerable interest from
academics and legal practitioners of other countries having similar statutes.
Further, in view of the strong influence of the Model Law in each of these
statutes, the Guide that accompanies the Model Law provides an excellent

readily available guide to the interpretation of these statutes.

Sy e 3 . s - . ~ 3 :
'%* This Thesis shall discuss the provisions found in the aforementioned foreign statutes of Hong

Kong, Australia, Singapore and the United States in Chapter 7

' See Anil, Samtani, Electronic Commerce Law in Asia — A Case for Convergence, Asia Business
Law Review No.30 (October 2000) 50 at pp.55-56

1% The Information technology Act 2000 came into effect on 17 October 2000, making India the 12"
country in the world to enact electronic commerce enabling legislation. An overview of this Act can
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PRESENT LEGISLATIVE FRAMEWORK IN MALAYSIA ON ELECTRONIC
COMMERCE

(1) The Existing “Cyberlaws” of Malaysia

The present legislative framework for the regulation of information
technology, electronic commerce and the usage of computers in Malaysia is
arguably still in the formative stage. Admittedly, the Malaysian Government
has shown encouraging initiative and is taking a proactive step in updating
the statutes to regu.late these novel areas. In 1997, the Parliament of
Malaysia introduced the Digital Signature Act 1997 (Act 562), the Computer
Crimes Act 1997 (Act 563), the Telemedicine Act 1997 (Act 564). The
Communications and Multimedia Act 1998 was enacted in the following
year."”” In addition, amendments were also effected to the Interpretation
Acts 1948 & 1967 and the Companies Act 1965 to streamline these statutes
to changes brought forth by the electronic media. Earlier in 1993, the
Evidence (Amendment) Act 1993 had made sweeping amendments to the
Evidence Act 1950 (Act 56). Sub-sections (2) to (9) below provide an

overview of the aforesaid statutory enactments.

be found in Parikh, Vaibhav, /ndia’'s New Information Technology Law, Asia Business Law Review
No.32 (April 2001) 28

""" The Digital Signatures Act, the Computer Crimes Act, the Telemedicine Act and the
Communications and Multimedia Act are often informally referred to and grouped together as the
Cyberlaw statutes of Malaysia. This Thesis submits that this informal classification can be misleading
as the use of electronic media and the foregoing statutes themselves do not preclude the continual
application like the Contracts Act and the Evidence Act for example.




(2)  The Digital Signature Act 1997 (Act 562)'%

The Digital Signature Act 1997 establishes the regulatory framework
concerning the use and validity of digital signatures in Malaysia. The
preamble of the Digital Signature Act states that its purpose is to “make
provision for, and to regulate the use of, digital signatures and to provide for
matter connected therewith.” This Act is divided into seven Parts and
comprises ninety-three sections. The majority of the provisions found in the
Act are highly administrative in nature. The primary concern of the Act is to
empower the Malaysian Communications and Multimedia Commission (“the |
Commission”)'®® to issue licences and monitor the activities of licensed
Certification Authorities. Very briefly, the licensed Certification Authorities are
parties licensed by the Commission to issue authentication certificates to

0

subscribers for the use of digital signatures11 and to create public and

private keys for the use of the subscribers. """

In order to appreciate the objectives of this Act, it is essential to first
comprehend the nature and mechanics of a digital signature. At the broadest
level, a digital signature is a form of electronic encryption. The basis for the
use of digital signatures lies in the utilization of a pair of electronic keys

commonly described as the “private key’ and “public key’. Both these

198 This Act was amended by the Digital Signature (Amendment) Act 2001 (Act No. A1121), that
came into effect on 1 November 2001. The amendments effected were principally to substitute the
word “Controller” with “Commission”, meaning, the Malaysian Communications and Multimedia

Commission. 7 :
199 Digital Signature Act, Section 3(1), as amended by the Digital Signatures (Amendment) Act 2001.

" Digital Signature Act, Section 6 : ' ‘
" See Part IV of the Digital Signature Act generally, Section 29(1) in particular
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expressions are defined under Section 2 of the Digital Signature Act. A
“private key’ is defined as the key of a key pair used to create a digital
signature and “public key” means the key of a key pair used to verify a digital

signature.

The exact mechanics behind the operation of a digital signature are
complex. Basically, the sender and the recipient each has a public key and a
private key. Public keys are distributed widely by the parties, but private keys
are kept secret by each. When a sender (Party A) wishes to send an
electronic message to Party B, the former first encrypts the electronic
documents to be sent using Party B’s public key and Party A’s private key.
The doubly encrypted electronic document is then transmitted to Party B
who first decrypts the message using Party A’s public key and then further
decrypts the resulting message using Party B’s private key. Using these 2
pairs of keys, Party A is assured that only Party B and Party B alone is able
to access the electronic message and Party B is assured that the message

is sent by Party A.'"?

Each digital signature is sufficiently unique and is interwoven with the
document that contains it so the signature cannot be “cut and pasted” into

another document'”® like an electronic signature that is no more than an

p R - . > v o .
"% For a pictorial summary of how digital signatures work, reference can be made to
www.youdzone.com’signature.html. The present visited this site on 27 January 2003.
13 . . ~ o~ ’ R ~ 5 .
" Ding, Julian, E-Commerce Law & Practice, (Sweet & Maxwell Asia, 1999) at pg.202
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electronic reproduction of the handwritten signature.''* Hence, the primary
objective of using digital signature is not to evidence the commitment or
agreement of a party to a contract, but rather as a measure of security and
privacy. For this reason, a digital signature should not be equated in all
instances with a conventional handwritten signature.’® The use of the
expression “digital signature” is therefore a misnomer, as it bears no

resemblance to a handwritten signature.''®

Nonetheless, the Digital Signature Act unreservedly equates the purpose for
which a digital signature is used to that of a traditional handwritten signature.
In this regard, Section 62(2)(a) of the Act states that a document signed with
a digital signature in accordance with the Act is as legally binding as a
document signed with a handwritten signature, an affixed thumb print or any
other mark. Further to the foregoing, the Act also extends the use of digital
signature to the concept of writing. Section 64(1) of the Act provides that a
message'" is as valid, enforceable and effective as if it has been written on
paper if it bears in its entirety a digital signature that is valid and recognized

by the Act.

""* The difference between a digital signature and electronic signature is discussed in better detail in

Chapter 5 of this Thesis.

S w right, Benjamin, Electronic Signatures — Making Electronic Signatures a Reality, Computer
Law & Security Report Vol. 15 no.6 of 1999, at pg. 401.

"' Ding, Julian, E-Commerce Law & Practice, (Sweet & Maxwell Asia, 1999) at pp. 202-203

""" The word “message” is defined under Section 2 of the Digital Signature Act as a digital
representation of information.
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The immediate effect of both Section 62(2) and Section 64(1) are clearly
very wide. From these two sections, it is highly arguable that where the law
requires a contract to be in writing and signed in order to be valid, these
requirements are satisfied if the electronic document that contains the
contract is protected by the use of a digital signature that is recognized by
the Digital Signature Act. Chapter 5 of this Thesis shall deal with these two

sections of the Digital Signature Act in greater detail.

Save for Sections 62 and 64 highlighted above, the Digital Signature Act
contributes little to the subject how digital signatures are to be utilized in the
formation of contracts electronically. In particular, nothing on the mechanics
of offer and acceptance and capacity to contract are to be found under this

Act.

(3) The Computer Crimes Act 1997 (Act 563)
In enacting the Computer Crimes Act 1997, Parliament of Malaysia was
clearly of the view that the Penal Code (being a document from the 19"

Century)''®

was insufficient to deal with offences committed or perpetrated
through the use of computers. The preamble of this Act states that its
objective is “to provide for offences relating to the misuse of computers”.

This Act was specifically enacted to counter (1) unauthorized access to

""" The precursor of the Penal Code of Malaysia is the Penal Code of the Straits Settlement that was

enacted by the Legislative Council of the Straits Settlement in 1871. See Koh, Clarkson & Morgan,
Criminal Law in Singapore & Malaysia, (MLJ Publications, 1989) at pp.4-5
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computer material;''? (2) unauthorized modification of contents of any

computer;'?(

3) wrongful communication which is defined as communicating
directly or indirectly a number, code, password or other means of access to
a computer to any person other than a person to whom he is duly authorized
to communicate;'?' and (4) the abetments and attempts of the above stated
offences.'® As the title of this Act plainly indicates, it is essentially a criminal
law penal statute that seeks to supplement the provisions of the Penal Code
in respect of crime committed relating to the misuse of computers.123 The
provisions found under this Act has no direct application to the subject of
electronic contracts and the formation thereof.

In view of the global reach of communications using computer technology,
this Act has been given extra-territorial application. Section 9(1) of this Act
provides that the Act covers offences committed by any person whether
within or outside the jurisdiction of Malaysia, and if the offence under the Act
was committed outside Malaysia, the offender may be dealt with as if the
offence was committed within Malaysia. Section 9(2) sets the scope for the
necessary nexus of the offence to Malaysia by limiting the application of the
Act to instances where “the computer, program or data was in Malaysia or

capable of being connected to or sent to or used by or with a computer in

Malaysia at the material time”. In this regard, it is hereby submitted that the

""" Sections 3 and 4, Computer Crimes Act
" Section 5, Computer Crimes Act
! Section 6, Computer Crimes Act
1? Section 7, Computer Crimes Act




Act could have cast the net too wide by the use of the words “...capable of
being connected to or sent to or used by or with a computer in Malaysia at
the material time.” This is so since the Internet and electronic mail allows
data in the digital form to be easily transmitted to any location in the world
including Malaysia so long as the electronic mail address in Malaysia is
known. Hence, despite the limitation sets forth by Section 9(2), this Act has
potential application even where the offence has negligible or no real
connection to Malaysia. The exact scope of the extra-territorial application of
this Act would only be known when the same is judicially considered by the

Courts in Malaysia.

(4) Telemedicine Act 1997 (Act 564)

Of all the statutes enacted by Parliament in the past years to deal with the
electronic media, this is probably the least known and least referred to
statute. The preamble of this Act states that the objective of this Act is to
provide for the regulation and control of the practice of telemedicine and for
the matters connected therewith. Section 2 of the Act defines “telemedicine”
as the practice of medicine using audio, visual and data communication.
“Telemedicine” hence essentially can be described as the practice of the
science of healing and prevention of disease from afar. Like the Computer
Crimes Act, this Act has no direct application to the subject of electronic

contracts and the formation thereof.

¥ See for example, Section 4(1)(a) of the Computer Crimes Act that adopts the definition under the
Penal Code for offences involving fraud or dishonesty or which causes injury.

I
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This Act inter alia stipulates the qualification requirement of a person who is

entitled to practice telemedicine in Malaysia,'**

the mode of application to
the Malaysian Medical Council for the issuance of a licence to practice
telemedicine’®® and the penalties for practicing telemedicine without a valid
licence'?®. This Act further provides for the requirement to seek the patient’s
written consent before the registered medical practitioner practices

telemedicine in relation to the patient.'?’

(5) Communications and Multimedia Act 1998 (Act 588)

In recognition of the convergence of the communications and multimedia
industry and the technology relating to these fields, the Parliament of
Malaysia enacted the Communications and Multimedia Act 1998.'° The
primary objectives of this Act are to promote national policy objectives for the
communications and multimedia industry'® and to establish a licensing and
regulatory framework in support of national policy objectives for the

communication and multimedia industry."*°

Df Section 3(1) Telemedicine Act 1997

' Section 4 Telemedicine Act 1997

126 Section 3(3) Telemedicine Act 1997

127 Section 5 Telemedicine Act 1997

"** This is clear from the preamble of the Communications and Multimedia Act which states it is an
Act to provide for and to regulate the converging communications and multimedia industries, and
incidental matters.

Y Communications & Multimedia Act 1998, Section 3(1)(a)

" Communications & Multimedia Act 1998, Section 3(1)(b)




This Act further provides'! inter alia that subject to such exceptions as may
be determined by the Minister by order published in the Government

Gazette, no person shall own or provide any network facility 2

, provide any
network services' or provide any application services except under and in
accordance with the terms and conditions of a valid individual licence'* or a
class licence'® granted under this Act. The Act also provides'® that a
licensee shall not provide any facility or service except in accordance with

the conditions of the licence granted to the licensee or the conditions of a

class licence to which the licensee is subject.

As a whole, the contents of this Act are purely administrative in nature and
do not create any new substantive law in respect of electronic commerce.
This Act has no direct application and makes no contribution whatsoever to

the subject of electronic contracts and the formation thereof.

(6) Evidence (Amendment) Act 1993 (Act A851)

13! Communications & Multimedia Act 1998, Section 126(1)
132 The expression “network facilities™ is defined under Section 6 of the Act as any element or
combination of elements of physical infrastructure used principally for or in connection with the

provision of network services but does not include customer equipment.
133

L2

The expression “network service™ is defined under Section 6 of the Act as a service for carrying
communications by means of guided and / or unguided electromagnetic radiation.

'™ The expression “individual licence” is defined under Section 6 of the Act as a licence for a
specified person to conduct a specified activity and may include conditions to which the conduct of
that activity shall be subject.

'** The expression “class licence” is defined under Section 6 of the Act as a licence for any or all
persons to conduct a specified activity and may include conditions to which the conduct of that
activity shall be subject.

13 Section 127(3) of the Act.




The impact of the use of computer on the law of evidence has not escaped
the attention of the courts. In the English decisions of R. v. Minors and R. v.
Harper’®” Steyn J. observed prophetically that:

The law of evidence must be adapted to the realities of contemporary business
practice. Mainframe computers, minicomputers and microcomputers play a
pervasive role in our society. Often the only record of a transaction, which nobody
can be expected to remember will be in the memory of a computer. The versatility,
power and frequency of use of computers will increase.'*®

In 1993, the Parliament of Malaysia introduced substantial amendments to
the Evidence Act 1950 through the Evidence (Amendment) Act 1993.
Consequently,.under the new Section 90A(1) of the EvidenceA Act 1950,
documents produced by computers in its ordinary use, or a statement
contained therein is admissible as evidence in any civil or criminal
proceeding, whether or not the person tendering the evidence is the maker
of such document or statement. The breadth of Section 90A(1) is qualified

by Section 90A(2) and Section 90A(3).

The application of Section 90A was recently considered by the High Court in
Kangar in PP. v. Ong Cheng Heong." In this case, Vincent Ng J. observed
that Section 90A(2) in essence, implied that a document which derived its
existence solely through the production of a computer, could only be
tendered to the court by or through a certificate signed by the person who is
responsible for the management of that computer. In addition, the person

who signed the certificate would be opened for cross-examination by the

7[1989] 2 All E.R 208
'*11989] 2 All E.R 208 at pg.210




other party."° Pursuant to Section 90A of the Evidence Act, a set of EDI
transaction records produced by computer for example, is admissible as
evidence of any fact stated therein if it was produced by the computer in the
course of ordinary use. The fact that the document was produced by the
computer in the course of its ordinary use will have to be certified by say, the
person responsible for the management of the operation of the computer in
question or for the conduct of the activities for which the computer was used.
This Thesis shall discuss Section 90A of the Evidence Act in greater detail in

Chapter 5 below.

In addition to the above, the word “document” as used in the Evidence Act
1950 was amended to read:-

any matter expressed, described, or howsoever represented, upon any substance,
material, thing or article, including any matter embodied in a disc, tape, sound track
or other device whatsoever, by means of any sound recording, or any electronic,
magnetic, mechanical or other recording whatsoever and howsoever made, or any
sounds, electronic impulses, or any other data whatsoever. "'

From the foregoing new definition, electronic transmissions and data stored
in @ computer can clearly be classified as “document” as they are matters
expressed or described in the storage system of the computer by means of

electronic and / or magnetic recording and / or electronic impulses.

In dealing with Section 90(A) of the Evidence Act, it is fundamental that a

clear distinction is drawn between the issue of contract formation and

7 11998] 6 MLJ 678
1911998] 6 MLJ 678 at pp.694-695




admissibility as evidence. The former concerns the formation of the contract
itself (that is, whether the contract is properly formed), whilst the latter
concerns whether certain information pertaining to the contract can be
admitted as evidence or otherwise in the courts. On the basis of this
distinction, Section 90(A) clearly makes no contribution to the subject of
contract formation. This section deals solely with the issue of admissibility of
evidence in the form of computer generated documents, not with issue

concerning satisfying the formality of an agreement or a document.'*

(7) Interpretation (Amendment) Act 1997 (Act A996)

Pursuant to the Interpretation (Amendment) Act 1997, the expression
“writing” or “written” as appeared in Section 3 of the Interpretation Act 1948
& 1967 were amended; and the expression is now defined to include type-
writing, printing, lithography, photography, electronic storage or transmission
or any other method of recording information or fixing information in a form
capable of being preserved. As the statute law of Malaysia requires certain
species of contract to be in writing or evidenced by writing in order to be
valid, this provision potentially has an enormous impact on the subject of
contract formation. Chapter 5 of this Thesis deals with this provision more

comprehensively.

"' Section 3, Evidence Act 1950.

"2 The fact that Section 90A only deals with the issue of admissibility of evidence is also judicially
recognized. See Gnanasegaran v. PP [1997] 3 MLJ 1 at pg. 11 in which the Court of Appeal of
Malaysia stated that Section 90A had been added to the Evidence Act in 1993 in order to provide for
the admissions of computer produced documents and statements. The Court also stated that the
subsections of Section 90A should be read together as they formed one whole provision for the
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The Interpretation (Amendment) Act 1997 also introduces the new Section
62A which reads:-

Section 62A

Where under any written law any information is permitted or required to be given
or kept or maintained, and no means or medium is specified, such information
may be given or kept or maintained by electronic means and on electronic
medium if the identity of the person giving the information or the source of any
information or the source of any information given by such means is capable of
being determined or verified, and if sufficient precautionary measures have been
applied to prevent unauthorized access to any information recorded or fixed by
such means or on such medium.

This above new section thus paves the way for records to be kept and
maintained in electronic format unless the specific legislation compelling its
keeping and maintenance provides otherwise. Like Section 90A of the
Evidence Act, it clearly makes no contribution to the subject of contract
formation as it deals only with the issue of keeping and maintenance of

information in the electronic medium.

(8) Companies (Amendment) (No.2) Act 1997 (Act A1022)

The Companies Act 1965 was amended pursuant to the Companies
(Amendment) (No.2) Act 1997 to inter alia enable the filing of statutory forms
and documents with the Registrar of Companies to be done
electronically."**The validity and admissibility in evidence of documents that
have been so electronically filed are also assured under the new provisions

of this Act. Section 11(A)(7) of the Companies Act now specifically provides

admissibility of documents produced by computers. Another recent case on Section 90A is Bank
Utama (M) Berhad v. Cascade Travel & Tours Sdn Bhd [2000] 4 MLJ 582
"** Section 11A of Companies Act 1965
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that a copy of or an extract from any document electronically filed or lodged
with the Registrar of Companies supplied or issued by the said Registrar and
certified to be a true copy thereof or extract therefrom under the hand and
seal of the Registrar is admissible in evidence in any proceedings as of
equal validity as the original; document. However, it must be highlighted that
the ability to file documents electronically is only available to persons who
have registered themselves to the service provided by the Registrar of

Companies.'*

As a whole and not surprisingly, these new amendments to the Companies
Act makes no contribution whatsoever to the subject of electronic contracts

and the formation thereof.

(9) Summary and Analysis

From the foregoing discussion on the present legislative framework in
Malaysia dealing with the electronic media, this Thesis argues that the
subjects of electronic contracts and the formation thereof have been largely
neglected or omitted by the Malaysian Parliament. None of the recent
statutory enactments focus specifically on these subjects. Hence, these
fundamental issues must consequently continue to be dealt with under the

regime of the Contracts Act 1950.

'** Section 11A(3) Companies Act 1965



The Contracts Act 1950 is an old statute, with roots in the Contracts Act of
India that was enacted in the 19™ century.'*® Moreover, at the time of the
writing of this Thesis, the Parliament of Malaysia has yet to introduce any
amendment to the Contracts Act 1950 to deal with the novelties of electronic
commerce and electronic contracts. This Thesis argues that this omission or
neglect is detrimental to the development of electronic commerce in

Malaysia, and in turn forms the basis of this Thesis.

STRUCTURE AND OBJECTIVE OF THIS THESIS
(1)  The Arrangement of Chapters
This Thesis comprises eight Chapters including the present. Chapters 2, 3,
4, 5, 6 and 7 each discusses a distinct issue relating to the formation of
contracts made through the use of the Internet, electronic mails and EDI.
Chapter 8 is the concluding chapter. The issues discussed in this Thesis are
arranged as follows:

(a) The Contracts Act of Malaysia requires the human actor to play an
active role in the process of contract formation. In this connection,
what is the status of agreements made by sophisticated
computers without any immediate human intervention? What
happens if the intentions of an intelligent computer are different
from the intentions of the human actor that owns or operates it?

Chapter 2 of this Thesis discusses these issues, focusing on the

"% See for instance, Chemsource (M) Sdn Bhd v. Udanis Mohammad Nor [2001] 6 CLJ 79 at 103



(b)

(c)

Contracts Act 1950 and seeks guidance from the UNCITRAL
Model Law and the Uniform Electronic Transactions Act 1999 of
the United States.

Do the existing principles of establishing consensus ad idem and
doctrine of offer and acceptance require any modification in
respect of an agreement made through the use of the Internet or
electronic mail? This issue is dealt with in Chapter 3 of this Thesis.
Chapter 4 of this Thesis deals with specific issues concerning the
capacity to contract when the contract is made entirely through the
use of the Internet or exchange of electronic mails. This is a critical
issue in view of the fact that contracts made through the use of
these media are often made between parties who have absolutely
no knowledge whatsoever of each others’ identity.

Traditional contract law presupposes the use of ink and paper or
at least a verbal agreement and that the Internet eliminates all
that.'® The law of Malaysia continues to require certain species of
contract to be in writing in order for the same to be enforceable.
Hence, do agreements made through the use of the Internet or
electronic mails satisfy the legal requirement of writing? Similarly,
what are the limits in the use of electronic and digital signatures?

To what extent does the law consider them as acceptable

146

pg. 234.

Abu Bakar Munir, Cyber Law: Policies and Challenges, (Butterworths Asia Publication, 1999) at
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substitutes to traditional handwritten signatures? These issues are
comprehensively discussed under Chapter 5 of this Thesis.

(e) If the terms and conditions of a contract made through the use of
the Internet do not expressly state the law that is to govern issues
concerning the formation thereof, how is the governing law to be
determined? Are traditional conflict of laws doctrine of finding the
putative proper law of the contract still valid or should issues of
formation of contracts be governed by a law that applies
exclusively to the Internet, hence obviating the need to be
concerned about conflict of laws? These issues are discussed in
Chapter 6 of the Thesis.

(f) In Chapter 7 of the Thesis, the present writer discusses the recent
legislative developments in the United States, Singapore,
Australia, Hong Kong and the European Union in respect of the
law of electronic commerce and the subject of contract formation
in particular.

(g) Chapter 8 is the concluding chapter of this Thesis and contains a

summary of the recommendations made herein.

This Thesis has been prepared primarily through library research and
through research on the Internet. The present writer must highlight that
materials concerning the law of contract in Malaysia in relation to the use of
the Internet and other electronic media are still relatively few. Nonetheless,

the handful of existing textbooks published by local Malaysian authors on




this subject has been most helpful to the writing of this Thesis. Although the
Internet is a good source of materials, the same unfortunately frequently

deal exclusively with the law of the United States.

This Thesis frequently draws parallels from existing case law authorities
dealing with non-electronic contracts that emanate from Malaysia and other
common law jurisdictions and applies these to the contractual issues that
arise from the use of electronic media. The foregoing approach may be
challenged and criticized on the ground that contracts made through the
electronic media (and the Internet in particular) require a different approach
as compared to a conventional non-electronic contract. Nonetheless, this
Thesis submits that this approach is the only possible starting point to any
analysis of novel issues that arise from the use of the electronic media.
Moreover, it must be observed that even the UNCITRAL Model Law based
much of its contents on the functional equivalence approach of drawing
parallels between transactions made in the electronic media and physical

non-electronic transactions and give legal validity to the former.

(2)  What this Thesis Hopes to Contribute

This Thesis hopes to demonstrate that the existing body of law in Malaysia
concerning the formation of contracts requires modification in varying degree
in order to be able to properly regulate contracts made through the use of
EDI, the Internet and electronic mails. In effecting the modification, this

Thesis argues that what is required is not just legislative amendments and
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new enactments but changes to the mind-set of the legal community

(lawyers and judges) as well.

However, this Thesis also demonstrates that in some instances, the
difficulties caused by the Internet and other electronic media have been
exaggerated by lawyers and academics and that the difficulties caused by
the use of these media does not call for the total abandonment of existing
legal principles. Hence, this Thesis hopes to provide a balanced analysis of
the ekisting framework of laws concerning the formation of contracts in
respect of their compatibility to the novelties associated with recent
advancements in electronic communication. Further to the above, this Thesis
hopes to advance the law of contract in Malaysia and to become a starting
reference point for future research into the law concerning electronic

commerce in general and electronic contracts in particular in Malaysia.
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CHAPTER TWO

ENFORCEABILITY ¥ OF AGREEMENTS MADE BY
COMPUTERS AUTONOMOUSLY

GROWTH OF ARTIFICIAL INTELLIGENCE

(1)  The Focus of this Chapter

This Chapter seeks to answer the following questions, namely; (a) does the
contract law of Malaysia necessitate the human actor to assume an active
role in the process of contract fo_rmation, failing which the resulting
agreement shall be unenforceable?; and (b) can sophisticated computers
assume the active role in contract formation? For the purpose of this
Chapter, the expression “active role” refers to-a situation in which the
contracting party concerned is actually present at the time when the
agreement is made, and is actively involved in the decision making process

leading to the concluding of the agreement by exercising its cognitive ability.

The focus of this Chapter is not so much on machines and computers that
are mere tools and equipment of their human owners or computers that
blindly obey the instructions of the human actor in a pre-programmed
manner. Instead, the focus is on machines and computers that have the
abilities to think and to make decisions autonomously; that is, machines and
computers that are equipped with sophisticated cognitive attributes. The
sophisticated cognitive ability of these machines and computers enable them

to.assume active roles in the process of contract formation, with their human
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owners relegated to becoming the passive party. The contents of this
Chapter may sound futuristic, but they are not pure science fiction. Although
machines and computers have yet to attain the level of cognitive ability that
is at par with humans, the gap is closing. Humankind’s continuous desire for
speed and efficiency ensures the continuous growth in the use and
development of artificial intelligence and sophisticated computers. So
sophisticated are some computers nowadays that they can, under certain
circumstances and according to predetermined criteria, emulate human

decisions."

For example, in the last few years, it has been witnessed that computers are
able to play chess at grandmaster level, solve complicated mathematical
problems that challenge even expert human mathematicians, construct
accurate three dimensional representations from two-dimensional satellite
photos and control guided missiles and airplanes accurately.? Computers
and robots have substituted humans in many factory assembly lines. A new
technology named Evolvable Hardware (EHW) could actually learn and

improve itself, as was recently reported:

The difference is that unlike Deep Blue,> EHW continually crops and refines its
search algorithm — the sequence of logical steps it takes to find a solution. It selects
the best and tries that. And it does this on its own accord, not according to some
programmed set of instructions.

Conventional wisdom has long held that a machine’s abilities are limited by the
imagination of its creators. But over the past few years, the pioneers of EHW have

' Nicoll, C.C, Can Computers Make Contracts?, [1998] JBL 35 at pg 35
* Alter, Steven, Information Systems (2™ Edition), (Benjamin Cummings Publication, 1996) at pg.
528

* Deep Blue is the name of the supercomputer created by IBM that defeated world chess grandmaster
Garry Kasparov in a series of highly publicized chess matches in 1997
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succeeded in building devices that can tune themselves autonomously to perform
better. In some cases, the mechanical progeny appear to outstrip even their
creators’ abilities. In the field of circuit design, for instance, EHW is comin}; up with
creative solutions to problems that have defied human beings for decades.

The EHW is an example that certain machines can be made to learn to be
smarter — surpassing even humans in some of the most intellectually

demanding of tasks.

(2) Computers, Artificial Intelligence and Contract Formation

The subject of -contract law is not free from incursion by sophisticated
computers. Electronic Data Interchange (EDI) represents the most common
present day example where computers are being used to make agreements
without any immediate active human involvement. Fully functional EDI
systems avoid almost all form of human interventions altogether.” Many
Internet web sites also provide the requisite platform and facilities for
commercial transactions to be concluded by members of the public or by

subscribers in an automated fashion. One of the best known examples is

www.amazon.com that allows customers to purchase CDs, books and other
items in an automated fashion over the Internet® The following two

hypothetical examples illustrate the matter in greater clarity:

lllustration 1 - Imagine a supermarket that maintains its stock level by an
automated system, whereby if the stock of a certain item in its inventory drops
below a certain level, the said automated system will instantaneously and without
any immediate and conscious human intervention, send an electronic purchase
order using EDI to the computer of its supplier. The computer of its supplier
recognizes the format and parameters of the electronic transmission and

* Machines with Minds of Their Own, The Economist Technology Quarterly, (March 2001), at pg.37
* Johnston, Handa & Morgan, Cyber Law, (Pelanduk Publications, 1998) at pg.31

® See further examples cited in Reed, Chris, Internet Law — Text & Materials, (Butterworths
Publications, 2000) at pp. 180-181
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automatically gives an electronic acceptance reply to the sender computer. At the
same time, an electronic message is sent to its delivery department to initiate the
delivery (and hence the performance) of the just concluded agreement of sale. No
humans are involved in the sending of the offer to purchase and the acceptance of
the said offer. Both the management of the supermarket and the supplier would not
have known of the sale and purchase of a certain item immediately before the same
is completed by the computers.

lllustration 2 - Imagine a situation whereby a customer places an order through
the use of the Internet. The messages on the Internet web-site that are generated
by a computer automatically, lead the customer to a step-by-step instructions on the
screen, culminating in the customer clicking the “/ Agree” button on the screen
which signals his agreement to the seller's terms and conditions of sale that are
found on the Internet web-site. The seller’s computer automatically sends a notice
to the customer that informs him that his order has been accepted and is being
processed. Further, the seller's computer informs the customer the goods ordered
shall be delivered to him as per the agreement concluded. The seller has no
knowledge of this agreement at the time the same is concluded.

In both the above illustrations, the human actors are either totally absent
from the process of contract formation (as in the case of the use of EDI in
lllustration 1 above) or partially so (as in the case of the use of the Internet in
lllustration 2 above). In both cases, the computers contribute very

significantly to the process of contract formation.

The role of the computer is rapidly evolving from that of passive cipher to
that of active participant in some trading processes.” Machines and
computers are slowly and continually assuming an increasingly more
dominant role in the process of contract formation, thereby relegating the
human actor from being an active player to a passive onlooker. The
introduction of the now ubiquitous vending machine for example, removes
the necessity for the human actor to be physically present at the time and

place a transaction takes place. The more advanced EDI and Internet




systems that came later enable more complicated transactions to be
concluded without the immediate presence and involvement of the human
actor. In the near future, more sophisticated computer programs shall surely
allow machines and computers to assume more roles that are presently

solely undertaken by human beings.

The absence of the human actor whether partially or totally in the process of
contract formation however, challenges the most fundamental principles of
contract law. At common law, the assumption is that a contract is undertaken
(or not) based on decisions or actions of an individual (that is, a live person),
either on his own behalf or as an agent for another.® The requirement of
conscious human involvement in the making of offer and the acceptance of
which, forms the cornerstone of the law of contract, otherwise the oft cited
phrase “consensus ad idem” will be meaningless.® The requirement of
conscious human involvement at the time of the making of a contract forms
the basis of the doctrine of mistake, duress, undue influence and the
concept of misrepresentation. It is also found in the principle that the terms
of a contract must be brought to the knowledge of the other party before the

conclusion of the same'® and the requirement that unusual and onerous

’ Allen, Tom & Widdison, Robin, Can Computers Make Contracts?, (1996) available at
www.dur.ac.uk/~dla0www/centre/hjolt.html#appel73

* RT Nimmer, Electronic Contracting: Legal Issues, Journal of Computer & Information Law
(Vol.14) pp.211-267 at 212.

? Reed, Chris, Internet Law — Text & Materials, (Butterworths Publications, 2000) at pe.181
' See for example, Olley v. Marlborough Court Ltd [1949]1KB 532
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terms must be highlighted to the other contracting party, otherwise he is not

bound."" The list goes on.

REQUIREMENT OF HUMAN ACTOR UNDER CONTRACTS ACT

(1) Human Actor Alone Can Assume the Active Role™

This Thesis begins its examination with Section 2 of the Contracts Act that

establishes the mechanics of contract formation. Although the Contracts Act

uses the expression “"proposal" instead of "offer" that is normally used in

English common law, it is hereby submitted that both expressions are

synonymous. ' Section 2 reads as follows:

Section 2

In this Act the following words and expressions are used in the following senses,
unless a contrary intention appears from the context -

(a)

(b)

(c)

(d)

(e)

(f)

(9)

when one person signifies to another his willingness to do or to abstain from
doing anything, with a view to obtaining the assent of that other to the act or
abstinence, he is said to make a proposal;

when the person to whom the proposal is made signifies his assent thereto,
the proposal is said to be accepted: a proposal, when accepted, becomes a
promise;

the person making the proposal is called the "promisor" and the person
accepting the proposal is called the "promisee”;

when, at the desire of the promisor, the promisee or any other person has
done or abstained from doing, or does or abstains from doing, or promises
to do or to abstain from doing, something, such act or abstinence or
promise is called a consideration for the promise;

every promise and every set of promises, forming the consideration for
each other, is an agreement;

promises which form the consideration or part of the consideration for each
other are called reciprocal promises;

an agreement not enforceable by law is said to be void,;

"' See for example, Interfoto Picture Library Ltd v. Stiletto Visual Programmes Ltd [1989] 1 QB 433
" See definition of “active role” at page 48 above.

" This is also the opinion of Prof. V. Sinnadurai. See Sinnadurai, Visu, Law of Contract (Volume 1)
(Butterworths Publication, 2003) (3" Edition) at pe. 34; and Sinnadurai, Visu, Law of Contract in
Malaysia and Singapore, (Butterworths Publication, 1987) (2™ Edition) at pg.23
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(h) an agreement enforceable by law is a contract;

(i) an agreement which is enforceable by law at the option of one or more of
the parties thereto, but not at the option of the other or others, is a voidable
contract; and

() a contract which ceases to be enforceable by law becomes void when it
ceases to be enforceable.

The reader’s attention is referred to the continual use of “person” in Section
2. It is important to note that the drafters of the Contracts Act did not choose
a more neutral word like “party” instead of “person”. The reader’s attention is
also referred to the definitions of “consideration” under Sub-Section 2(d),
and "agreement’ under Sub-Section 2(e). Sub-Section 2(d) uses the words
“desire” and “abstain” that are clearly qualities to be found among humans
only. As these words describe emotions, they are not words commonly

associated with machines and computers.

From the foregoing, it is fundamentally obvious that the Act only intends
humans (and humans only) to possess the requisite capacity to make
agreements. That is, in the absence of humans playing the active role' in
the process of contract formation, an agreement cannot be formed in the
manner prescribed under the Contracts Act. The simple absence of the
human actor in the process of contract formation is sufficient to defeat any
finding that an agreement has been formed. Likewise, since computers and

machines do not possess the requisite contractual capacity under the regime

14 . Y s
See definition of “active role™ at Page 48 above




of the Contracts Act, they cannot assume the active role in lieu of the human

actors.

Other provisions found under the Contracts Act are consistent with and
squarely support the foregoing assertion, most notably Section 11. Section
11 deals with the personal incapacity of a contracting party in 3 distinct
circumstances, all of which can only be attributed to humans and only to
humans; (1) incapacity because of infancy, (2) incapacity arising from
unsoundness of mind and (3) incapécity arising from other disqualification by
personal law."® The concept of “sound mind” as explained in Section 12(1)
further supports the assertion that only humans can make contracts. These

2 sections read as follows:
Section 11
Every person is competent to contract who is of the age of majority according to the

law to which he is subject, and who is of sound mind, and is not disqualified from
contracting by any law to which he is subject.

Section 12(1)

A person is said to be of sound mind for the purpose of making a contract if, at the
time when he makes it, he is capable of understanding it and of forming a rational
judgment as to its effect upon his interest.

By referring to the human attribute of infancy and soundness of mind, the
drafters of the Contracts Act clearly intended the human actor to assume the
active role’ in the communication of offer and acceptance by being
immediately present during the said process, and to have the mental

capacity to take active part in the decision making process.

15 ¢ s e . . . . »

See Chapter 4 of this Thesis, which focuses on the contractual incapacity of minors and persons
suffering from unsoundness of mind.
16 @ - s ~ . "

See definition of “active role” at page 48 above
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Another distinct example of human attribute is found under Section 4 of the
Contracts Act that links the process of offer and acceptance to the
knowledge of the person making the contract. Until the day the law
recognizes that computer programs and data obtained by a computer can be
classified as “knowledge” vis-a-vis the computer, it is hereby submitted that
knowledge can only be treated as a human faculty. Section 4 of the

Contracts Act reads as follows:

Section 4

(1) The communication of a proposal is complete when it comes to the
knowledge of the person to whom it is made.

(2) The communication of an acceptance is complete -

(a) as against the proposer, when it is put in a course of transmission
to him, so as to be out of the power of the acceptor; and

(b) as against the acceptor, when it comes to the knowledge of the
proposer.

3) The communication of a revocation is complete -

(a) as against the person who makes it, when it is put into a course of
transmission to the person to whom it is made, so as to be out of
the power of the person who makes it; and

(b) as against the person to whom it is made, when it comes to his

knowledge.

The Contracts Act also refers to other attributes that are distinctly found only
in human beings, like the concept of free consent found under Sections 10
and 13 of the Contracts Act. These provisions read as follows:

Section 10(1)

All agreements are contracts if they are made by the free consent of parties
competent to contract, for a lawful consideration and with a lawful object, and are
not hereby expressly declared to be void.

Section 13
Two or more persons are said to consent when they agree upon the same thing in
the same sense.

The requirement of knowledge (under Section 4), free consent (under

Section 10), age of majority (under Section 11) and soundness of mind



(under Section 12) are all attributes that are exclusively associated with
humans. They all point to the inescapable conclusion that under the
Contracts Act, the human actor must always be present to play the active
role when the contract is formed. It is impermissible under the regime of the
Contracts Act to relegate the active role to machines and computers,
however sophisticated they may be. In other words, in order to have an
agreement as defined under Section 2(e) of the Act, the agreement cannot
be made by computers playing the active role. The absence of human actors

is certainly fatal to the successful formation of a contract under the Act.

(2) Can Intelligent Computers be Agents of the Human Actor?

Can the above commercially undesirable result be circumvented, by
asserting that the intelligent computers are in fact agents of the human
actors, thereby allowing the computers to assume the active role in contract
formation and the human actor to assume the passive role? The relevant
provisions under the Contracts Act that deal with the qualification of an agent
are found under Sections 135 and 137 of the Contracts Act and they read as

follows:

Section 135

An “agent” is a person employed to do any act for another or to represent another in
dealings with third persons. The person for whom such act is done, or who is so
represented, is called the “principal”.

Section 137

As between the principal and third persons any person may become an agent, but
no person who is not of the age of majority and of sound mind can become an
agent, so as to be responsible to his principal according to the provisions in that
behalf herein contained.




From the above provisions, it is evident that the law of agency as contained
under the Contracts Act again requires an agent to be a human actor with
the requisite human attributes. These provisions of the Contracts Act again
refer to the word “person” and stipulate the necessity of the agent having
reached the age of majority and having soundness of mind. It is implicit that
an agent must also be a natural human being. Hence, although the
Contracts Act allows a principal to appoint an agent and allows the agent to
assume the active role for inter alia the purpose of contract formation, the
agent must be human. A computer, although intelligent and sophisticated,

cannot assume the role of an agent.

(3) No Agreement if Computer Assumes the Active Role

From the above discussion, the inevitable conclusion is that only humans
can assume the active role in the process of contract formation under the
Contracts Act. In the event a sophisticated computer with near human
cognitive ability is used for the purpose of contract formation, an agreement
as defined under Section 2(e) of the Act can never be formed. Moreover, as
the Contracts Act was enacted long before the invention of sophisticated
computers,17 Parliament could not have intended that sophisticated
machines and computer systems could independently enter into contracts on

behalf of their human owners.'® When the Act was enacted, Parliament did

' See page 69 below for the legislative origin of the Contracts Act of Malaysia

" Ding, Julian, E-Commerce Law & Practice, (Sweet & Maxwell Asia, 1999) at pg. 47. Mr. Ding
further observed that the automatic response by a computer system could not be equated with hur;mn
intention needed to make a decision. Mr. Ding also doubted there would be consensus ad idem in

such circumstances




not have the opportunity or necessity to deliberate upon this issue. Hence,
the rigidity of the Contracts Act cannot be circumvented by imputing a

legislative intention to the contrary.™

CASE LAW AUTHORITIES ON CONTRACTS MADE BY MACHINES

(1) Cases Enforcing Computer Made Contracts

There are nonetheless case law authorities where the courts had shown the
readiness to accept the idea that in law, computers or machines can enter
into agreements without any direct and immediate involvement of their
human owners. In these decisions, it should be noted that the courts had
treated the computers or machines concerned as mere extensions of their
human owners. This approach is arguably the correct one to take, as the
computers / machines that appeared in these cases were largely tools and
equipment of their human owners; machines that blindly obey the

instructions of the human actor in a pre-programmed manner.

One of the earliest cases touching upon artificial intelligence is McCaughn,

0 a decision of the

Collector of Internal Revenue v. American Meter Co.,’
Court of Appeal (3" Circuit) of the United States. In this case, the Court had
to decide whether the defendant taxpayer's gas meter qualified as an

“automatic slot-vending machine”. In the course of its reasoning, the Court

" The rule of statutory interpretation allows statutory language to be modified according to
developments in technology. But this rule still will not permit agreements to be made by machines
and computers. See discussions in pages 72 to 80 hereunder.

* 67 F. (2d) 148, per Buffington Circuit Judge



suggested obiter dicta that a machine had the capacity to conclude and
perform a contract of sale. The Court without any reservation observed:

Without the agency of either party, the device automatically receives the money from
the buyer and holds it for the seller, automatically measures the product,
automatically delivers it to the buyer. The sale is effected by a slot which receives the
coin of the buyer; by gravity takes it out of the control of the buyer; and by gravity puts
it in control of the seller; and at the same time releases the bargained amount of gas
and delivers it to the buyer. The contract, sale, delivery and payment are all effected
by mechanism, automatically and without any working human agency............ The
fact show that the device in question works automatically, that it is @ machine, that it
is a selling machine, a product delivery machine, and a price collecting machine; that
it does away with human control, agency, work and exercise of will power. *'

The rationale of the Court in the above decision was clear. That is, although
a machine functioned independently of any human. involvement, it was
nonetheless capable of concluding and performing a contract of sale that
would be binding on its human owners. The fact that no human actors were
present at the time of the making of the same did not seem to trouble the
Court in any manner. Considering that this case was decided in 1933, the

liberal approach adopted by the Court was far ahead of its time.

In yet another American decision, State Farm Mutual Automobile Insurance
Company v. Bockhorst,? the Court of Appeal (10" Circuit) of the United
States had to decide whether material non-disclosure was waived when a
computer issued a retrospective renewal notice of an insurance policy. The
Court found the plaintiff insurance company's reinstatement of the
defendant’s insurance policy through the latter's computer system was the

direct result of the errors and oversights of the insurance company’s human

! 67 F. (2d) 148 at pp.148-149, per Buffington Circuit Judge. The present writer has included the
underlines as emphasis.
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agents and employees. The Court in this case, without referring to
McCaughn, Collector of Internal Revenue v. American Meter Co.? observed
that:

Holding a company responsible for the actions of its computer does not exhibit a
distaste for modern business practices as State Farm asserts. A computer
operates only in accordance with the information and directions supplied by its
human programmers. If the computer does not think like a man, it is man’s fault.
The reinstatement of Bockhorst’s policy was the direct result of the errors and
oversights of State Farm’s human agents and employees. The fact that the actual
processing of the policy was carried out by an unimaginative mechanical device
can have no effect on the company’s responsibilities for those errors and
oversights. **

The mistaken computerized reinstatement of the defendant’s insurance
policy by the insurance company was held by the Court to be valid, although
the insurance company had intended otherwise. In State Farm Mutual
Automobile Insurance Company v. Bockhorst”®> the Court premised its
decision upon the finding that the computer in question was nothing more
than a tool, that is, an extension of the employees and agents of the
insurance company to which the computer belonged. The computer in
question could only perform pre-programmed mechanical tasks.”® Any
shortcoming exhibited by the computer in question was hence directly
attributable to the errors and oversights of the employees and agents of the

said insurance company.

453 F.2d 533 (1972)

¥ 67 F. (2d) 148

’ 453 F.2d 533 (1972) at pp. 536-537. The present writer added the underline as emphasis.

= 453 F.2d 533 (1972)

* This is clear as the Court stated that the computer was “an unimaginative mechanical device”.
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The same rationale was applied in Thornton v. Shoe Lane Parking Ltd,*’ in
which the Court of Appeal of England had to decide whether an exemption
clause found on a parking ticket that had been dispensed by an automatic
ticket-dispensing machine was enforceable. In the course of the judgment,
Lord Denning MR considered the functions of the ticket-dispensing machine
and observed as follows:

The customer pays his money and gets a ticket. He cannot refuse it. He cannot
get his money back. He may protest to the machine, even swear at it. But it will
remain unmoved. He is committed beyond recall. He was committed at the very
moment when he puts the money into the machine. The contract was concluded
at that time. It can be translated into offer and acceptance in this way: the offer is
made when the proprietor of the machine holds it out as being ready to receive

the monex. The acceptance takes place when the customer puts the money into
the slot.

Like the Court in State Farm Mutual Automobile Insurance Company v.
Bockhorst?® Lord Denning MR treated the ticket-dispensing machine as
nothing more than an extension of the defendant proprietor company. To the
Court, the ticket-dispensing machine had assumed the persona of its
proprietor. Although no human actor acting on behalf of the proprietor of the
parking lot was physically present to deal with the customer at the time of
the making of the offer and acceptance, the Court was evidently of the view
that the pre-programmed albeit mechanical actions of the machine were

adequate to complete the formation process of the contract in question. The

7119711 2 QB 163
:x [1971] 2 QB 163 at pg.169. The present writer has included the underlines as emphasis.
* 453 F.2d 533 (1972)
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absence of any human actor at the time of the making of the contract did not

trouble the esteemed members of this Court of Appeal.*

Lastly, in a Privy Council decision emanating from New Zealand Databank
Systems Ltd v. Commissioner of Inland Revenue,’’ the Court again had the
opportunity to decide on the role computers played in the conclusion of
commercial transactions. In this decision, the Court again recognized that
computers had the capacity to make contracts independently of human
involvement and to bind their human owners. In respect of the use of
computers to execute electronic fund transfers, Lord Templeman expressed

the opinion that:

In the old days the functions of clerks were an integral part of the various activities
required by the banks in order that the banks might supply financial services. Now
the computer and other services provided by Databank replace the clerks and
form an integral part of the supply by the banks of financial services to their
customers........ The most spectacular development illustrates the operation of the
Act of 1985. Under the EFTPOS system (electronic funds transfer at point of sale)
the purchaser, for example of petrol from a garage, tenders his bank card as a
means of completing the contract between the garage and the purchaser for the
sale and purchase or the petrol. The bank-card and the details of the petrol
supplied are presented to the computer and constitute a cheque as defined by the
Act of 1985. If the computer has been instructed by the bank that the bank is
willing to honour that cheque, the computer debits the price of the petrol to the
customer’s bank account and credits the price to the bank account of the garage
with any of the banks which are parties to the agreement, thus completing the
contract between the purchaser and the garage for the sale and purchase or
petrol. The computer may also provide a receipt for the purchaser and adjusts the
records of the sales and stocks of petrol of the garage.32

(2) Analysis of Above Cases

* The Court of Appeal in this case was presided upon by Lord Denning MR, Megaw LJ and Sir
Gordon Willmer

' [1990] 3 NZLR 385

2 [1990] 3 NZLR 385 at pp.391-392. The present writer has included the underlines as emphasis.



The above decisions of the American and English courts can be explained
under the context of the Contracts Act in the following manner. That is,
although a mechanical device does not have the attribute to, for example,
possess knowledge (as required under Section 4 of the Act), or to give free
consent (as required under Section 10 of the Act) and possess the
soundness of mind (as required under Section 12 of the Act), this device is
deemed to have assumed these qualities of the human actors that own or
operate it. Hence, the “agreements” made by these machines are
agreements as defined under Section 2(e), as they are deemed to be

agreements made by the human actors that own or operate these machines.

All the above four cases possess one common feature, namely, they all
dealt with computers and machines that were mere equipment or tool of the
human actors that own or operate them. To adopt the words of the Court in
State Farm Mutual Automobile Insurance Company v. Bockhorst, the
computers in all the above cases were only “unimaginative mechanical
devices.” These machines and computers did not possess the cognitive
attribute that would have allowed them to make decisions on their own, free
from the rigid programmed parameters of their human owners. The Courts in
all the above cases did not have to deal with a situation in which the
computer or machine in question had sophisticated cognitive ability. The
machines that the above decisions dealt with were not sophisticated

computers that are programmed not only to negotiate details such as price,
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quantity and dates of delivery and payment, but also to decide whether to
reject or accept an offer without reference to any human trader.® In other
words, the computers and machines in the above cases did not assume the
active role as defined at the beginning of this Chapter.** Consequently, the
courts in these cases were correct to treat them as mere extensions of their
owners, and any action or decision of these computers and machines was
rightly the action and decision of the human actors that own and operate

them.

(3) Divergence of Intentions and Intelligent Computers

It is hereby submitted that the final decision of the Courts in the above cases
would have been different if the computers in question were able to make
decisions on their own, hence creating the possibility of they having
intentions that are different from those of their human owners. Let us
imagine a variation to the facts of Thomton v. Shoe Lane Parking Ltd*® as

follows:-

lllustration

Suppose the proprietor of the car park has installed a sophisticated computer program
to the ticket dispensing machine to enable the former to be able to deny access to
individuals with blonde hair. That is, if the driver has blonde hair, the ticket dispensing
machine will refuse to make an offer to the driver (by issuing a ticket). Let us further
imagine a situation whereby a person who has black hair naturally, but has dyed his
hair blonde, drives up to the machine. The machine is able to detect that the driver
has black hair naturally, and issues a ticket to the driver, against the wishes of the
owner. Is there a binding contract between the driver and the owner of the car park as
there is obviously no consensus ad idem between them in the circumstances?

453 F.2d 533 (1972) at pg.537
** Allen, Tom & Widdison, Robin, Can Computers Make Contracts?, (1996) available at
www.dur.ac.uk/~dla0www/centre/hjolt.html#appel 73

* See definition of “active role™ at page 48 above




Although the Contracts Act is silent on the requirement of intention to create
legal relationship, there is no doubt that a critical foundation of a valid
contract under Malaysian law is that parties must have the requisite intention
to enter into a legally binding relationship.*” From the above illustration, as
machines cease to become mere unimaginative mechanical devices, and
start to have sophisticated cognitive abilities to assume the active role in the
process of contract formation, the possibility of the intentions of the
machines diverging from those of the human actors that operate or own
them become real.*® In such circumstances, any attempt to equate them (as
was done for machines that are unimaginative devices) will be fraught with

artificiality and may lead to injustice.

Since consensus ad idem requires the objective intentions of the contracting
parties to coincide,®® any divergence of the intention of the intelligent
computer from the intention the human actor that owns it shall produce the
most undesirable consequences for the other contracting party. The law

must determine whether the objective intention of the other contracting party

1197112 QB 163

%7 Sinnadurai, Visu, Law of Contract (Volume 1) (Butterworths Publication, 2003) (3" Edition) at pg.
49, and Sinnadurai, Visu, Law of Contract in Malaysia and Singapore, (Butterworths Publication,
1987) (2™ Edition) at pg.26

¥ It is trite law that intention of the parties must be assessed objectively rather than subjectively. See
for instance Smith v. Hughes (1871) LR 6 QB 597, Storer v. Manchester City Council [1974] 3 All
ER 824 and Overseas Union Bank v. Lew Keh Lam [1999] 3 SLR 393

*? See for example Paal Wilson & Co. v. Partenreederei Hannah Blumenthal (*‘The Hannah
Blumenthal ) [1983] 1 Lloyd’s Law Reports 103 at pp.115-116 (per Lord Diplock); see also Grubb,
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must coincide with the objective intention of the intelligent computer, or
whether it must coincide with the objective intention of the human actor that

operates the computer.

(4) Possible Solutions to Resolve Difference of Intentions

Where there is a difference in the intention of an intelligent computer and the
intention of the human actor who operates it, the intention of the human
actor shall prevail under the scheme of the Contracts Act. This is so as the
Act does not allow a computer to play the active role in contract formation.
However, common sense and commercial certainty dictate that in a situation
whereby the intention of the computer is different from that of its owners, the
intention of the other contracting party must, when assessed objectively,
coincide with the intention of the intelligent computer. The intention of the
human actor that owns or operates the computer should ideally be
inconsequential. This can be rationalized on the basis that the other
contracting party dealt and possibly conducted his negotiation bona fide with
the intelligent computer in the absence of the human actor.

|40

The above rationale is also well supported by the doctrine of estoppel™ and

the cases concerning apparent authority under the law of agency.*'

Andrew & Furmston, Michael, Butterworths Common Law Series - The Law of Contract,
(Butterworths Publication, 1999) at pg.285

* See for example Boustead Trading (1985) Sdn Bhd v. Arab Malaysian Merchant Bank Bhd [1995)
3 MLJ 331. In this case, the Federal Court of Malaysia held that the circumstances in which the
doctrine of estoppel could operate were endless (at pg. 344) and that all that a representee needed to
do was to produce sufficient evidence so that an inference might fairly be drawn that he had been
influenced by the conducts of the representor (pg.347). Hence, in order to enforce an agreement made
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Nonetheless, it must be emphasized that as the law surrounding the doctrine
of estoppel arises largely from case law authorities, it lacks the degree of
certainty as the ingredients of the doctrine of estoppel can evolve over time.
Further, it must be noted that it is questionable to refer to the law of agency
because, as highlighted above, a computer can never assume the role of an

agent under the Contracts Act, no matter how intelligent it may be.

The above problem can of course be resolved if the Contracts Act
recognizes that computers can assume the active role in the process of
contract formation. That is, although an intelligent computer expresses a
diverging intention from that of the human actor that owns or operates it, and
an agreement is reached between the computer and the other contracting
party, such an agreement is nonetheless recognized as an agreement under
Section 2(e) of the Act. There are numerous advantages flowing from this
approach. Firstly, this proposed solution dispels any concern that a party
may have that the human actor that operates and owns the computer that he
has bona fide dealt with, will repudiate the agreements made by the said
computer on the ground that the computer was not acting in accordance with

the instructions of the human actor when it made the agreements. Secondly,

by an intelligent computer, the other contracting party could simply produce evidence to show that he
was influenced by the fact that the contracting party had allowed his intelligent computer to deal with
him in the ordinary course of business without any qualification. Hence, the contracting party would
be estopped from asserting that his intentions were different from the intentions of his computer,
which must prevail.

*! See for example Freeman & Lockyer v. Buckhurst Park Properties (Mangal) Ltd [1964] 2 QB 480
where a company was held liable for the acts of one of its directors because it had permitted the
director to rum the company, thereby representing to all persons dealing with the director that the
director had the authority to bind the company. Hence, by allowing his intelligent computer to make
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this proposed solution also compels owners of the intelligent computers to
exercise more care in deploying and maintaining the computers in question

for the purpose of contract formation.

MORE LIBERAL INTERPRETATION OF CONTRACTS ACT

(1)  Literal Interpretation of the Contracts Act

For the sake of completeness, this Thesis shall now consider if the rules of
statutory interpretation permit a more liberal interpretation of the provisions
found under the Contracts Act so that computers may assume the active role
in the process of contract formation, in lieu of the human owner. At the core
of the problem is the antiquity of the Contracts Act itself. The Contracts Act
was adopted from the Indian Contracts Act 1872,*% which in turn is an
instrument drafted in the 2" half of the 19" century, well before the advent of
artificial intelligence and computers. Another challenge arises from the
frequent use of the word “person” in the Act that strongly reinforces the
notion that only humans can assume the active role in the process of

contract formation.

As the Privy Council observed in Ooi Boon Leong v. Citibank NA*® the
Contracts Act, although only described as an Act, was “intended to codify

the law of contract as regards those aspects of contract law which are

contracts with third parties without any qualification, the owner of the computer would be bound by
the acts of his computers, even though his intentions were different from those of his computer.

* See Chemsource (M) Sdn Bhd v. Udanis Mohammad Nor [2001] 6 CLJ 79 at 103. See also, Phang,
Andrew, Cheshire, Fifoot and Furmston's Law of Contract, (1* Singapore and Malaysia Students’
Edition) (Butterworths Publication, 1998) at pp. 38-39.
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grouped under the Act’s nine definitive headings”.** In the premises, when
construing the words found in the Contracts Act, one must first examine the
language of the relevant provision in its natural meaning and not to strain for
an interpretation that either reasserts or alters the pre-existing law.*® It is trite
law that in interpreting a code, recourse must always be had in the first
instance to the language of the code itself.*® In other words, in construing the
provisions of the Contracts Act, one must determine the literal meaning of
the same by considering the wording of the Contracts Act alone, without

consideration of other interpretative criteria.*’

Moreover, the literal construction will still be the prevailing approach even if
the Contracts Act is not to be treated as a code. It is an established principle
that courts will adopt a literal approach to statutory interpretation where the
words used in the statute concerned are clear and unequivocal, and this

approach will be adopted however unfair the result might be. In Punca Klasik

“3[1984] 1 MLJ 222 at pg. 224 (per Lord Brightman).

* There seems to be a diverging of opinions on this issue between two very eminent authors on
contract law. Whilst Andrew Phang was of the view that the Contracts Act was a code (see Phang,
Andrew, Cheshire, Fifoot and Furmston's Law of Contract, (1* Singapore and Malaysia Students’
Edition) (Butterworths Publication, 1998) at pg. 38), Prof. Sinnadurai expressed his reservation that
as the Contracts Act did not deal with every aspect of the law of contract, it was not intended to be a
code (see See Sinnadurai, Visu, Law of Contract (Volume 1) (Butterworths Publication, 2003) (3%
Edition) at pg.17; and Sinnadurai, Visu, Law of Contract in Malaysia and Singapore, (Butterworths
Publication, 1987) (2™ Edition) at pg.14). This Thesis will take the (perhaps paradoxical) position
that the Contracts Act is a code, but only an incomplete code in view of the statement of Lord
Brightman in Ooi Boon Leong v. Citibank cited above, and the position taken bgf the learned authors
of Pollock & Mulla on Indian Contract and Specific Relief Acts (Volume 1, 11" Edition) (Tripathi) at
pp.5-6 that “to the extent it [the Contracts Act of India, which is almost identical with the Malaysian
Contracts Act] deal with a subject, it is exhaustive upon the same and is not permissible to import the
principles of English law dehors the statutory provisions™.

Y R v. Smurthwaite [1994] 1 All ER 898 at pg. 902 (per Lord Taylor CJ).

* Phang, Andrew, Cheshire, Fifoot and Furmston’s Law of Contract, (1* Singapore and Malaysia
Students’ Edition) (Butterworths Publication, 1998) at pg. 38.
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Sdn Bhd v. Abdul Aziz bin Abdul Hamid & Ors.*® the High Court of Johor
Bahru (per James Foong J) observed that:-

The function of this court is not to rewrite statute and to give it another meaning
when there is a clear and unequivocal provision in the enactment. However harsh
the result may be, the court of law has to follow what is enacted by Parliament. *°

The above observation of the High Court is supported by an earlier decision
of the Federal Court of Malaysia, Kumpulan Kamuning Sdn Bhd v. Rajoo &
200 Ors,” in which Mohamed Azmi FJ observed that the words used in
Regulation 8 of the Employment (Termination & Lay-Off Benefits)
Regulations 1980 was not ambiguéus and their meaning was plain.
Consequently the Federal Court was of the view that the strict and literal

approach should be adopted.”’

This Thesis hereby submits the word “person” used in the Contracts Act is
clear and unequivocal. Although the Contracts Act does not provide a
definition for the word “person”, the said word means exactly what it reads in
its literal or natural meaning; that is, a natural person in the form of a human
being, or in its statutorily extended meaning, a legal person in the form of
corporate or unincorporated entity. This latter definition is the result of

Section 66 of the Interpretation Acts 1948 & 1967 that reads as follows:-

Section 66
“person” and “party” includes any body or persons, corporate or unincorporated;

*" Bennion, Francis, Statutory Interpretation, (3" Edition) (Butterworths Publication, 1997) at pe.
666

*11994] 1 MLJ 136

*11994] 1 MLJ 136 at pg. 143

"’ [1983] 2 MLJ 400

*! See generally [1983] 2 MLJ 400 at pg. 404
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From Section 66, the drafters of the Interpretation Acts clearly only intended
to extend the meaning of “person” to include body of persons in the plural
sense, and that such body (whether in a corporate or unincorporated form)
must still act through the agency of natural humans. This Thesis submits
Section 66 of the Interpretation Act cannot be read to include machines and
computers with the capability to act autonomously. It is unlikely that the
Parliament could have intended the expressions “person” and “party” would
include intelligent and fully automated machine such as a computer as this
section under the Interpretation Acts was introduced well before the

appearance of these devices.*

(2) “Person” and Technological Developments

Nonetheless, there are considerable case law authorities that demonstrate
the readiness of the courts in certain circumstances to depart from the literal
construction of a statute and to treat the statutory language as modified
accordingly in respect of developments in technology. The challenge is to
persuade the Courts in Malaysia that although the Contracts Act was
enacted well before the advent of artificial intelligence and computers, the
words found under the Act should be extended to take into account the
technological changes since the enactment of the Contracts Act. Despite the

difficulties existing under the scheme of the Contracts Act (as highlighted

e Ding, Julian, E-Commerce Law & Practice, (Sweet & Maxwell Asia, 1999) at pg. 47



above), could the Courts in Malaysia be readily persuaded by these case
law authorities to extend the definition of the word “person” in the Contracts

Act to include computers and automated machines?

This Thesis begins its analysis with Chappel & Co. Ltd v. Associated Radio
Co. of Australia Ltd.> In this case, the Supreme Court of Victoria held that
the radio broadcast was captured under the expression "performance in
public" under the Copyright Act 1912 which was enacted before the advent

of radio broadcast. The Court (per Cussen J) held that:-

Finally it was suggested that at the time of the passing of the Copyright Act 1912
acoustic representations by means of broadcasting were unknown, and could not
have been contemplated. The correctness of the suggestion may be doubted....... [t
was not disputed that if things not known at the time of the coming into operation of
an Act fall on a fair construction within its words, they should be held to be included.
The things such as motor cars, now held to be included in the word "vehicle", afford a

good illustration.

Similarly, in Chapman v. Kirke,” the Court in England had to decide whether
or not the tram car was a stage carriage in order for an offence to be
founded under Section 48 of the Stage Carriages Act 1832. It was argued by
the appellant's lawyers that the term "stage carriage" would not include
electric tram cars which had not been invented in 1832when the statute in
question was enacted.*® Nonetheless, the Court (per Lord Goddard CJ) was
prepared to decide that there was no doubt that a vehicle which proceeded

from stage to stage at regular, or more or less regular intervals, and carried

*[1925] VLR 350
**[1925] VLR 350 at pg. 361
*11948] 2 KB 450
*°[1948] 2 KB 450 at pg. 453




passengers who paid separate fares, was a stage coach or a stage carriage

within the meaning of Section 48 of the said Act.”’

In The Council of the Shire of Lake Macquarie v. Aberdare County Council*®
the High Court of Australia had to decide inter alia whether liquid petroleum
gas was "gas" under the Local Government Act 1919-1969. In deciding that
liquid petroleum gas was "gas" under the said Act, the High Court (per
Barwick CJ) observed that:-

The appellant's argument is that gas in Section 418(1) par.(b) and in the Governor's
proclamation of 1958 means and is confined to coal gas. This result is said to follow
from a consideration of earlier statutes in which it is submitted the word “gas” means
only coal gas. In this connexion, we were referred to the Municipal Gas Act of 1884
(48 Vict. C.20), the Municipalities Act of 1897, particularly Part XV thereof and the
Local Government Act 1906, Section 109....... [N]o doubt in 1906, gas denoted coal
gas, because no other form of gas for lighting and heating was in common use.
Nonetheless, the connotation of the word “gas" may not be so described. The Act
here speaks of "gas" not of "coal gas". In my opinion, it thus selects the genus, and
not any particular species of gas. | can see no reason why, whilst the connotation of
the "gas" will be fixed, it denotation cannot change with changing technologies. ¥

In Lockheed-Arabia v. Owen,® the Court of Appeal of England had to decide
whether the terms of Section 8 of the Criminal Procedure Act 1865 were
wide enough to allow an expression of opinion based on a facsimile
reproduction of disputed writing to be given in evidence. The contention
arose as facsimile reproductions were not known in 1865 when the said
statute was enacted. In answering the above question in the affirmative, the
Court (per Mann LJ) made the following observations:-

The legislators in 1854 knew of the daguerreotype and their successors in 1865 knew
of photography. Neither could have foreseen the facsimile reproduction which now we

*"[1948] 2 KB 450 at pg. 454
*(1970) 123 CLR 327

**(1970) 123 CLR 327 at pp. 330 - 331
“11993] QB 806
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both suffer and enjoy and which doubtless will be the subject of yet further
improvement. The legislative language can accommodate an expression of opinion
based upon a facsimile of a disputed writing and | think there is no reason why the
court should hold such an opinion to be inadmissible. An ongoing statute ought to be
read so as to accommodate technological change. °'

The above approach is also evident in R v. Ireland®? in which it was decided
that the making of telephone calls followed by silence was capable of
amounting to an assault under Section 47 of the Persons Act 1861. This was
so despite the fact that the telephone was not in use as yet when this statute
was enacted. In examining the early cases on assault, the court (per
Swinton Thomas LJ) was of the opinion that these éarly cases pre-dated the
invention of telephone and that the court must apply the law to conditions as

they were in the 20" century.®®

Finally, in R v. Fellows,* the Court of Appeal of England had to decide
whether computer data could be classified as photographs under the
Protection of Children Act 1978. In concluding that computer data could be
classified as photograph under the said Act, the court (per Evans LJ)
stated®:-

There remains the basic question whether the 1978 Act should properly be interpreted
so as to include a form of technology which, we are prepared to assume, was either
not anticipated or was in its infancy when the Act was passed.....It is difficult to read
the inclusion of Section 7(5) as restricting the scope of the general definitions in
Sections 1 and 7(2), and these definitions are wide enough, in our judgment, to
include later as well as contemporary forms of copies of photographs.

' [1993] QB 806 at pg.814
**11997] 1 ALER 112

*[1997] 1 ALER 112 at pg. 115
*[1997] 2 All ER 548

*[1997] 2 All ER 548 at pg. 557



The above train of authorities shows that the courts are generally not shy to
extend the words used in a statute to accommodate technological changes

since the said statute was enacted, in order to uphold justice.

There are nonetheless instances in which the courts had refused to adopt
such an approach and had refused to extend the definitions of certain words.
In Kingston Wharves Ltd v. Reynolds Jamaica Mines Ltd® the Privy Council
had to decide whether 18,000lb powered tractors were "carriages" within the
mea‘ning of the Wharfage Law 1895. The Privy Council decided in the
negative and made the following observations:-

A "carriage" in its widest sense can be said to be something used for carrying
persons, goods or something else. Their Lordships do not think the word "carriage" in
the Law should be given this wide meaning having regard to the provisions of the Law
and the schedules thereto, regarded as a whole. But even if this word is given this
wide meaning, their Lordships are of the view that a tractor cannot be said to be a
carriage. The only thing it carries is the driver, but the purpose for which a tractor is
used is not the purpose of carrying a driver. Their Lordships do not think that that
which carries a driver for the purpose of driving it can for that sole reason be said to
be a carriage. '

Subsequently, in llford Corporation v. Betterclean (Seven Kings) Ltd**the
Court had to deal with Section 47 of the Shops Act 1950 which required a
shop to be "closed for the serving of customers" on a Sunday. The
defendants operated a launderette and they used coin operated machines
only in their premises. No staff was present to serve any customers of the
defendants. The Court came to the conclusion that the words "the serving of

customers" meant the personal service of customers and refused to extend

“[1959] AC 187
°"[1959] AC 187 at pg. 195
“[1965] 2 QB 222
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the words to include a situation where the customers were using coin
operated washing machines without being attended by any staff of the

defendants. The Court (per Lord Parker CJ) had the following to say:-

On the one hand it was said that "for the serving of customers” meant for the personal
serving of customers; on the other hand it was contended that a shop is open for the
serving of customers when persons can go into that shop and obtain the goods they
want....... and while there was no attempt in that case to define what was meant by
"personal serving of customers”, it is quite clear that that expression is used in
contradistinction to the case of a person being served by going into a shop and
getting what he wants. o

The Court in this case devoted a lot of attention to determine what the

expression "personal service" meant.”

The Court in this case was unwilling
to extend the expression "personal serving of customers" to a case where
the customer simply went into a shop and got what he or she wanted
through the use of coin operated washing machines as there were no
persons to serve the said customer. The Court in this case was of the view

that the coin operated washing machines were not "persons" no matter how

automated they might be.”

How can the decisions of Kingston Wharves Ltd v. Reynolds Jamaica Mines
Ltd” and lliford Corporation v. Betterclean (Seven Kings) Ltd”” be reconciled
with the decisions cited earlier in which the courts were prepared to extend

the definition of words found in certain statutes to accommodate subsequent

*”[1965] 2 QB 222 at pp. 228 - 229
" [1965] 2 QB 222 at pp. 229-230
"[1965] 2 QB 222 at pg. 229. Supporters of the argument that machines and computers
have no capacity to make contracts may cite this case as authority that the courts are
anrally reluctant to equate machines to human beings.

" [1959] AC 187

% [1965] 2 QB 222
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technological advancements? It is submitted that courts were only prepared
to extend the definition of words in a particular statute to matters and things
not known or anticipated at the time of the coming into operation of the said
statute if, on a fair construction of the words of the statute, these matters or
things should be included.” In other words, courts are prepared to accept
the argument that the denotation of a word or words might change with
changing technologies. For example, the word “vehicles” in a 19" century
statute could be extended in the 20" century to include an airplane as it
cannot be denied that an airplane is a form of vehicle on a fair construction

of the word.

What is also clear from the above cases is that courts are not prepared to
extend the words found in statutes to a matter or thing beyond the scope of
the original enactment. For example, it is highly unlikely that courts will ever
agree to say that the word “vehicle” in a 19" century statute will also include
the other 20" century invention, namely the television just because it takes
us figuratively to places beyond one’s living rooms. The Privy Council in
Kingston Wharves Ltd v. Reynolds Jamaica Mines Ltd” was, for this reason,
unprepared to hold that tractors were “carriages” as a tractor could carry
nothing other than its driver. To hold otherwise would be a total departure

from the word “carriage” itself. For the same reason, in llford Corporation v.

" Adopting the words of Cussen J. in Chappel & Co. Ltd v. Associated Radio Co. of Australia Ltd
[1925] VLR 350 at 361.
“[1959] AC 187



Betterclean (Seven Seas) Ltd’® the Court was unprepared to extend
“personal service” to a situation where no humans were present to attend to

customers.

(3) How Will the Malaysian Courts Decide?

What can be concluded from the above authorities with regards to the
Contracts Act? Will the Courts in Malaysia take into account the recent
advancements made in the field of artificial intelligence and construe the
expression “person” within the meaning of Section 2 of the Contracts Act to
include computers and machines capable of making agreements
autonomously? This Thesis hereby submits from the authority of the above
cited decisions, the Courts in Malaysia will be unwilling to extend the
definition of the expression “person” to such degree for the following
reasons:-

(@) On a fair and literal construction of the word “person” as used in
the Contracts Act, it cannot be argued that computers and fully
automated machine can be included in the definition of the word,;
and

(b) In order to extend the definition of the word “person” as used in
the Contracts Act, the Courts will still have to find that the notions
of knowledge and free consent as required under Section 4 and

Section 10 of the Contracts Act apply to computers and automated

"°[1965] 2 QB 222
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machines in the same manner as to humans. Further, the Court
will have difficulty in reconciling the requirements under Sections
11 and 12 of the Contracts Act (pertaining to age of majority and

soundness of mind) to computers and automated machines.

Concluding from the above discussion, this Thesis submits that the Courts in
Malaysia will in all likelihood decide that the word “person” as used in
Section 2 of the Contracts Act does not include computers, however
intelligent they m'ay be. The rules of statutory interpretation are hélpless to
extend the meaning of the word “person” to include intelligent computers. It
is hereby submitted that the Courts in Malaysia cannot and will not decide in
any other manner as the word “person” as used in the Contracts Act is both
clear and unequivocal. The scheme of the Contracts Act that makes
reference inter alia to the requirement of consent and knowledge further
restricts the discretion of the Courts to decide in any other manner. It is an
inevitable conclusion that the overall scheme of the Contracts Act precludes
the enforceability of agreements in which computers played the active role in

its formation.

THE NEED FOR LEGISLATIVE REFORM
(1)  Practical Precautions to be Adopted by Contracting Parties
In a situation where parties trade with each other on a frequent or recurring
basis with their respective computers playing the active role in the process of

contract formation, they could first enter into a separate agreement that

80



recognize the enforceability of such agreements made by their computers
autonomously. It is a well established principle that parties can by
agreement vary the legal consequences spelt out by the Contracts Act.”” A
normal clause that parties must insert into their agreement’® to facilitate EDI
transactions will read as follows:

The parties hereby agree that an enforceable binding contract is created between
themselves each time an electronic message of the information system of Party A is
accepted by the information system of Party B under this Agreement
notwithstanding no individual representing either Party was aware of or reviewed
the electronic message.

From the above cléuse, each party is bound by the agreements fhat its
intelligent computer has entered into on its behalf, notwithstanding the fact
that it may actually disagree with the decisions or discretions of the said
computer in making the agreement. The above clause is useful as it enables
parties to trade at a higher level of commercial certainty. Until the Courts in
Malaysia or Parliament unequivocally pronounce that computers can
assume the active role in the process of contract formation regardless of the
restrictions found under the Contracts Act, the above clause is arguably the
best precaution that contracting parties should adopt in order to ensure the

enforceability of agreements made using sophisticated computers.

(2) Why is Legislative Reform Preferred?

"7 Ooi Boon Leong v. Citibank NA [1984] 1 MLJ 222 at pp.225-226. The Privy Council in this case
stated that Section 1(2) of the Contracts Act did not say that contracting parties were unable by
agreement to vary the legal consequences spelt out by the Act. That is, Section 1(2) has no effect on
the freedom of contracting parties to decide upon what terms they desire to contract.
78 - . o ~ Y e e :

T'he Trading Partner Agreement. See page 7 of Chapter 1 of this Thesis.
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Although parties can safeguard the enforceability of contracts made through
the use of their respective computers by expressly providing for the same in
a separate agreement, Parliament must speedily introduce legislative reform
to clear all doubts arising from issue. Often, contractual parties could
inadvertently omit the inclusion of the saving clause in their agreements. In
fact, studies have revealed that having a separate agreement as suggested
above is not popular and merchants appear content to trade without this
safe-guard.” Moreover, the method suggested above is only viable if the

parties trade with each other frequently and on a recurring basis.

It is also important to recognize that this problem cannot be resolved by the
Courts in Malaysia alone as the present issue also involves elements of
morality and philosophy that the positivist Courts of Malaysia may be
unwilling or unable to explore and debate comprehensively. It has been
written that:

The question of whether a mechanical device could ever be said to think — perhaps
even to experience feelings, or to have a mind — is not really a new one. But it has
been given a new impetus, even an urgency, by the advent of modern computer
technology. The question touches upon deep issues of philosophy. What does it
mean to think or to feel? What is a mind? Do minds really exist? Assuming that they
do, to what extent are minds functionally dependent upon the physical structures with
which they are associated? Might minds be able to exist quite independently of such
structures? Or are they simply the functionings of (appropriate kinds of) physical
structure? In any case, is it necessary that the relevant structures be biological in
nature (brain), or might minds equally well be associated with pieces of electronic
equipmergg? Are minds subject to the laws of physics? What indeed are the laws of
physics?

On the question of morality, the same author wrote:-

& Nicoll, C.C, Can Computers Make Contracts?, [1998] JBL 35 at pg.44
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For example, if the manufacturers are correct in their strongest claims, namely that
their device is a thinking, feeling, sensitive, understanding, conscious being, then
our purchasing of the device will involve us in moral responsibilities. It certainly
should do so if the manufacturers are to be believed! Simply to operate the
computer to satisfy our needs without regard to its own sensibilities would be
reprehensible. That would be morally no different from maltreating a slave.®

Leaving the problem unattended until deliberated upon by the Courts in
Malaysia is fundamentally unsatisfactory for lack of urgency and certainty.
For this reason, Parliament must play a more proactive role in resolving this
problem. Inevitably, any extension of the word “person” under the Contracts
Act to include a non-human should attract much debate,®? and Parliament is
the perfect forum for this purpose, since it is able to explore and debate all
issues in depth, unlike the Judiciary, which may be unwilling to dwell upon
public policy issues, being conscious of its limitation to make law. The task
that Parliament faces is to find the right precedent for this new principle that

computers can play the active role in the process of contract formation.

(3) Article 11 of the UNCITRAL Model Law

The UNCITRAL Model Law on Electronic Commerce provides a good
starting point for enacting fresh provisions to regulate electronic contracts.
The UNCITRAL Model Law has been significantly adopted by (or has been

influential in) a number of nations in the Asia Pacific region, including the

% penrose, Roger, The Emperor's New Mind — Concerning Computers, Minds, and the Laws of
Physics, (Oxford University Press, 1989) at pp. 3-4
*! Penrose, Roger, The Emperor’s New Mind — Concerning Computers, Minds, and the Laws of
P/n sics, (Oxford University Press, 1989) at pg.8

** See for example the experience in America in; What We Talk About When We Talk about Persons:
The Language of a Legal Fiction, Vol. 114 (2001) Harvard Law Review pg. 1745. The author of this
article discussed the difficulties and challenges faced by the courts in the United States in extending
the definition of “person” to cover slaves, unborn fetus and corporations. The author observed that in



United States, Australia, Singapore, Hong Kong, India and New Zealand.®*
The UNCITRAL Model Law and the Guide that accompanies the same
contain a whole range of precedent and explanatory notes respectively that
are immensely useful for the preparation of any statute focusing on

electronic commerce.®

For the purpose of this Chapter, the relevant provision of the UNCITRAL
Model Law to which reference will be made is Article 11. Article 11(1) of the
UNCITRAL Model Law, which is titled “Formation and validity of contracts”
reads as follows:

Article 11(1)

In the context of contract formation, unless otherwise agreed by the parties, an offer
and the acceptance of an offer may be expressed by means of data messages.
Where a data message is used in the formation of a contract, that contract shall not
be denied validity or enforceability on the sole ground that a data message was
used for that purpose.

The expression “data message” is earlier defined in Article 2(a) of the
UNCITRAL Model Law to mean “information generated, sent, received or
stored by electronic, optical or similar means including but not limited to,
electronic data interchange (EDI), electfonic mail, telegram, telex or
telecopy.” The importance of Article 11 is not apparent unless reference is
also made to Paragraph 76 of the Guide to Enactment of the UNCITRAL
Model (“the Guide” hereinafter). Paragraph 76 states as follows:

Paragraph 76

America, “the concept of “person” is fraught with deep ambiguity and significant tension, and the
problem extends far beyond the standard interpretive difficulties” (at pg.1768)
Endeshaw Assafa, Internet & E-Commerce Law (Prentice Hall Publication, 2001), at pp297-337.
** The UNCITRAL Model Law and the Guide have been reproduced in the Appendix herein.
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Article 11 is not intended to interfere with the law on formation of contracts but
rather to promote international trade by providing increased legal certainty as to the
conclusion of contracts by electronic means. It deals not only with the issue of
contract formation but also with the form in which an offer and an acceptance may
be expressed. In certain countries, a provision along the lines of paragraph (1)
might be regarded as merely stating the obvious, namely that an offer and an
acceptance, as any other expression of will, can be communicated by any means,
including data messages. However, the provision is needed in view of the remaining
uncertainties in a considerable number of countries as to whether contracts can
validly be concluded by electronic means. Such uncertainties may stem from the
fact that, in certain cases, the data messages expressing offer and acceptance are
generated by computers without immediate human intervention, thus raising doubts
as to the expression of intent by the parties. Another reason for such uncertainties
is inherent in the mode of communication and results from absence of a paper
document.*®

It is evident from the above explanatory notes that one of the primary
objectives of Article 11 of the UNCITRAL Model Law is to recognize the
enforceability of contracts made by computers playing the active role,
although this is not explicitly clear from a literal construction of Article 11 as a
whole. Hence, unless otherwise stated by either party,®® the acceptance of
any offer sent by a computer without any immediate human intervention will
give rise to an enforceable contract in law, provided of course that other
essential aspects of contract formation (like offer and acceptance,
consideration, intention to create legal relation and capacity to contract) are
also satisfied. Neither party ban plead the absence of human will or intention
at the time during which the offer and acceptance are made as grounds to
defeat the finding of a valid contract. Although the drafters of the UNCITRAL
Model Law only had EDI and other traditional electronic commerce like

electronic mails in mind when preparing Article 11, both Article 11(1) and the

T : .

R’ The underlines were added by the present author for emphasis.

® Refer to the use of the words “...unless otherwise agreed by the parties...”" in Article 11(1) of the
UNCITRAL Model Law.



words of Paragraph 76 are broad enough to encompass contracts made by

computers with more sophisticated cognitive abilities.

In addition, it is to be noted that Article 11(1) equally applies, regardless
whether human involvement is partially or wholly absent. Support for this
view is again found in the Guide. Paragraph 78 of the Guide reads:

Paragraph 78

Paragraph (1) covers not merely the cases in which both the offer and the
acceptance are communicated by electronic means but also cases in which only the
offer or only the acceptance is communicated electronically....

This Thesis hereby submits that Article 11 of the UNCITRAL Model Law
provides a good starting point in the quest to find a suitable precedent for a
provision that would give legal recognition to contracts made by computers
assuming the active role. This Article of the Model Law provides a legislative
provision of acceptable international standards in respect of electronic

contracting that the Parliament of Malaysia should take advantage of.?’

The wording of Article 11 could however be improved to make it explicitly
clear that contracts made by computers autonomously are enforceable.
Such a provision would act as a catalyst to the legal community at large to
recognize that contracts can be made by computers playing the active role.

The need for a clearer provision cannot be over emphasized in the case of

*” It must be stressed here that the new statutes enacted in Singapore, Australia, and Hong Kong all
borrowed substantially from the provisions found in the UNCITRAL Model Law. These will be
discussed in Chapter 7 of this Thesis below.
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Malaysia, in view of the rigid wordings® and scheme® of the Contracts Act
in requiring the human actor to play the active role in the process of contract

formation at all material times.

(3) Uniform Electronic Transactions Act 1999 of the United States

Although the Uniform Electronic Transactions Act 1999 of the United
States® (“UETA 1999” hereinafter) is often described to have followed the
UNCITRAL Model Law, this Act seems to have departed from the
UNCITRAL Model Law on this crucial subject. The UETA 1999 provides
perhaps the best example of the wordings that a statutory provision shall
adopt in dealing with contracts made by computers autonomously. First and
foremost, Section 2 of the UETA 1999 provides the following definitions with

far reaching consequences:

Section 2

(2) “Automated transaction” means a transaction conducted or performed, in whole
or in part, by electronic means or electronic records, in which the acts or records of
one or both parties are not reviewed by an individual in the ordinary course in
forming a contract, performing under an existing contract or fulfilling an obligation
required by the transaction.

(6) “Electronic agenf’ means a computer program or an electronic or other
automated means used independently to initiate an action or respond to electronic
records or performances in whole or in part without review or action by an
individual.

*¥ Refer to the discussion above in this Chapter on the frequent use of the word “person” under the
Contracts Act

*” Refer to the discussion above in this Chapter on the concepts of knowledge, age of majority and
soundness of mind under the Contracts Act

" As of December 4, 2002, this Act has been enacted into the state legislation of 41 states in the

United States. See further discussion on the history and structure of this Act in Chapter 7 of this
Thesis



It is clear from the above definition that “electronic agent” is wide enough to
encompass both traditional electronic commerce media like EDI as well as
the more advanced computers with sophisticated cognitive abilities that can
assume the active role in the process of contract formation. The crucial
section on this subject is Section 14, the critical subsections of which read

as follows:

Section 14

In an automated transaction, the following rules apply:

(1) A contract may be formed by the interaction of electronic agents of the parties,
even if no individual was aware of or reviewed the electronic agents’ actions or the
resulting terms and agreements;

(2) A contract may be formed by the mteractlon of an electronic agent and an
individual, acting on the individual’'s own behalf or for another person, including by
an interaction in which the individual performs actions that the individual is free to
refuse to perform and which the individual knows or has reason to know will cause
the electronic agent to complete the transaction or performance.

Unlike the UNCITRAL Model Law, the UETA 1999 sets forth unequivocally
the principle that agreements made in whole or in part by computers, without
any immediate human intervention, are nonetheless enforceable. The above
provisions found under the UETA 1999 are excellent precedents that the
Parliament of Malaysia could adopt in giving recognitions to contracts made
by computers and other intelligent machine. This new provision could take
the form of a separate section altogether under the Contracts Act, or more

preferably, in a separate statute with specific focus on electronic contracts.

SUMMARY AND ANALYSIS OF THIS CHAPTER
The Contracts Act of Malaysia requires the human actor to assume the
active role for the purpose of contract formation. Consequently all

agreements made by sophisticated computers assuming the active role are
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not agreements recognized under the Contracts Act, and are for this reason
unenforceable. This rigid position under the Contracts Act is a source of
considerable uncertainty when intelligent computers with sophisticated
cognitive abilities are one day used for the purpose of contract formation. In
a situation where the intention of a sophisticated computer and that of its
human owner differs, the question shall arise whether the intention of the
human actor shall prevail over the intention of the computer for the purpose
of contract formation. To give precedence to the intention of the human actor
in such a situation is fraught with artificiality and shall inevitably lead to
injustice, especially for a third party that has dealt bona fide with the

intelligent computer.

This Thesis argues that a more liberal statutory framework is required to
modify the antiquated provisions of the Contracts Act so that computers can
assume the active role in the process of contract formation. In introducing
the legislative reforms required, the Parliament of Malaysia could first refer to
Article 11 of the UNCITRAL Model Laws which provides a sound starting

point for this purpose.

However, it must be noted that the words used in Article 11 of the
UNCITRAL Model Law are themselves not explicitly unequivocal in dealing
with automated transactions. A better worded example is found in the UETA
1999. In this connection, Section 14 of the UETA 1999 is an excellent

precedent dealing with the subject of contracts entered into by and between
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computers acting without any human intervention. This new provision that
Parliament should enact could take the form of a separate section altogether

under the Contracts Act, or more preferably, in a separate statute specifically

dealing with electronic contracts.
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CHAPTER THREE

DOCTRINE OF OFFER - ACCEPTANCE & THE INTERNET

OBJECTIVE OF THIS CHAPTER
This Chapter critically examines the difficulties that arise from the use of the
traditional offer-acceptance doctrine for the finding of consensus ad idem for
contracts that are made entirely through the use of the Internet and
exchange of electronic mails. This Chapter recommends the appropriate
solutions for the difficulties highlighted. In this Chapter, this Thesis shall also
discuss the alternative approaches to finding the existence of a contract, and
shall examine if these alternatives are superior to the traditional offer and
acceptance doctrine when applied to the medium of the Internet and

exchange of electronic mails.

TEST OF OFFER & ACCEPTANCE
The foundation of every contract is an agreement, which in turn is the
product of an offer and an acceptance of the said offer.! The offer and
acceptance doctrine is nothing more than a tool to ascertain if there is
consensus ad idem between parties who are privy to a contract. The modern
doctrine of offer and acceptance in both civil law and common law is a rather
late phenomenon,? but it has found its way to the laws of both Malaysia and

Singapore through the introduction of English law. Consequently, it has long

l Downes, T. Anthony, Textbook on Contract (3" Edition), (Blackstone Press Limited, 1993) at pg.58
"~ Owsia, Parviz, Formation of Contract: A Comparative Study Under English, French, Islamic &
Iranian Laws, (Graham & Trotman, 1994), at pg.309
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been usual to utilize this doctrine in the laws of contract of both Malaysia and
Singapore.® The fundamental importance of the offer and acceptance
doctrine under the English law of contract is reflected by the statement found
in Chitty on Contracts (27™ Edition) to the effect that:

The normal test for determining whether the parties have reached agreement is to
ask whether an offer has been made by one party and accepted by the other. *

The above statement was echoed by Professor Treitel in The Law of
Contract (7" Edition), in which the venerable professor of English contract
law observed that:

The first requisite of a contract is that the parties should have reached agreement.
Generally speaklng an agreement is made when one party accepts an offer made
by the other.’

A close examination of the law reports will plainly show that the offer and
acceptance doctrine is indisputably the predominant test utilized by both
judges and lawyers alike throughout the Commonwealth to ascertain the
presence of consensus ad idem that leads to the formation of a contract.
Just to cite a few examples, this doctrine was applied in Harvey v. Facey”® a
decision of the Privy Council emanating from Jamaica to determine whether
an exchange of telegram messages gave rise to a contract. The Court of

Appeal of New Zealand adopted this doctrine in Boulder Consolidated Ltd v.

" Andrew Phang, Cheshire, Fifoot & Furmston's Law of Contract (1* Singapore & Malaysia Student
Edmon) Butterworths Asia, 1998 at pg. 75
C/nm on Contract (27" Edition, 1994), Sweet & Maxwell Publication, at pg. 89.
Trextcl G.H, The Law of Contract, (7" Edition, 1987), Sweet & Maxwell Publication at pg. 7.
[18‘)1] AGIS52



Tangaere.” Similarly, the Court of Appeal of Saskatchewan, Canada adopted

this doctrine in Acme Grain Co. v. Wenaus.®

In Malaysia, the offer and acceptance doctrine is conveniently codified under
Sections 2(a) and 2(b) of the Contracts Act. Under the regime of the
Contracts Act, an "offer" is referred to as a "proposal".? Sections 2(a) and
2(b) of the Contracts Act read as follows:

Section 2(a)

When one person signifies to another his willingness to do or to abstain from doing
anything, with a view to obtaining the assent of the other to do the act or
abstinence, he is said to make a proposal.

Section 2(b)
When the person to whom the proposal is made signifies his assent thereto, the
proposal is said to be accepted: a proposal when accepted becomes a promise.

There are numerous reported decisions in which this doctrine was adopted
by the Courts in Malaysia. The Malaysian Federal Court adopted this
doctrine in Preston Corporation Sdn Bhd v. Edward Leong."® More recently,
the doctrine was adopted in inter alia, Malayan Flour Mills Bhd v. Saw Eng
Chee (Administrator of the Estate of Saw Cheng Chor, deceased),'’ a
decision of the High Court of Ipoh. In this latter case, Kang Hwee Gee J

made the following observation concerning the doctrine:-

In deciding whether there is a concluded contract in a given case, the Court will
have to examine all the circumstances to see if a party may be assumed to have
made a firm offer and if the other may likewise to be taken to have accepted the
offer — a situation often referred to as a meeting of the mind upon a common
purpose or consensus ad idem."

’[1980] 1 NZLR 560
*(1917) 36 DLR 347
” It can be assumed that these expressions are synonymous. See Sinnadurai, Visu, Law of Contract
(Volume 1) (Butterworths Publication, 2003) (3" Edition) at pg. 34; and Sinnadurai, Visu, Law of
Contract in Malaysia and Singapore, (Butterworths Publication, 1987) (2" Edition) at pg.23
:" [1982] 2 MLJ 22
.1 [1997] 1 MLJ 763
“[1997] 1 MLJ 772



Recently, the Court of Appeal of Malaysia in Eckhardt Marine GmbH v.
Sheriff Mahkamah Tinggi Malaya & Ors™ also observed that:

First, the general approach that is to be adopted by a court in determining whether
there is an agreement concluded between the parties is to see whether there is a
definite offer made by one party, which has been accepted by the other."

The strong tendency to refer to the offer and acceptance doctrine strongly
suggests that judges and lawyers in the Commonwealth shall continue to
turn to this test when faced with the task of finding consensus ad idem in
respect of an electronic contract that was made entirely through the use of
the Internet or exchange of electronic mails, for instance. This is so despite
the fact that there are other tests available to establish the existence of a
valid contract.’® As regards the law of contract of Malaysia, it may even be
argued that the offer and acceptance doctrine is the only test that may be
adopted, in view of the fact that the same is codified under Section 2 of the

Contracts Act, to the obvious exclusion of other tests.

The dominant position of the offer and acceptance doctrine in connection to
electronic contracts is also assured, because the UNCITRAL Model Law on
Electronic Commerce 1996 itself expresses the formation of contract through
the mechanics of offer and acceptance. Article 11(1) of the UNCITRAL

Model Law reads as follows:

¥12001] 3 CLJ 864

'*12001] 3 CLJ 864 at 867

" See the last section of this Chapter (at pagess 122-131) for discussion on the other approaches
available.
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Article 11(1)

In the context of contract formation, unless otherwise agreed by the parties, an offer
and the acceptance_of an offer may be expressed by means of data messages.
Where a data message is used in the formation of a contract, that contract shall not
be denied validity or enforceability on the sole ground that a data message was
used for that purpose.

Despite the expected wide usage of the offer and acceptance doctrine for
the purpose of examining electronic contracts, the novelties of the Internet
inevitably pose a number of difficulties to the application of this test.
Although these difficulties are not insurmountable, they require us to critically

re-think the basis of this commonly adopted doctrine.

OFFER & ACCEPTANCE: OFFER

(1)  The Constitution of an Offer

Under the Contracts Act, the definition of an offer can be derived from the
words of Section 2(a) itself; that is, an offer (proposal) is the signifying by
one person to another of the former’s willingness to do or to abstain from
doing anything, with a view to obtaining the assent of that other to the act of
abstinence. In Preston Corporation Sdn Bhd v. Edward Leong the Federal
Court of Malaysia (per Salleh Abbas FJ) without referring to Section 2 of the

Contracts Act, defined “offer” in the following simple words:

An offer is an intimidation of willingness by an offeror to enter into a legally binding
contract. Its terms either expressly or impliedly must indicate that it is to become
binding on the offeror as soon as it has been accepted by the offeree.'

The definition of an offer provided by the Contracts Act and the Federal

Court above are not any different from its usual definition under English Law.

E [1982] 2 MLJ 22 at pg.23, per Salleh Abbas FJ (as he then was).



Under English Law, an offer is defined as an expression by one person or
group of persons or by agents on his behalf, made to another of his
willingness to be bound to a contract with that other on terms either certain
or capable of being rendered certain.'” An offer takes effect from the time it

is received by the offeree.®

Not unlike the position under English Law, under the Contracts Act, the
offeror must communicate the offer to the offeree. This is evident from
Section 2(a) itself. The Contracts Act also stipula'tes the exact time when the
communication of the offer is complete, that is, when it comes to the
knowledge of the person to whom it is made (that being the offeree).”® It is
also trite law that an offer can both be express or implied.?° It can therefore
be summarized that the vital building blocks of a valid offer, whether under
English Law or under the Contracts Act of Malaysia are:
(1) an expression or intimidation, whether express or implied flowing from
the offeror to the offeree;
(2) the expression or intimidation refers to the willingness and intention of
the offeror to enter into a legally binding contract; and
(3) the terms of the offer must expressly or impliedly indicate that it is to
become binding on the offeror as soon as it has been accepted by the

offeree.

. ” Volume 9(1) Halsbury's Law of England (4™ Edition, Reissue) Para 632
See Treitel, G.H, The Law of Contract, (7"' Edition, 1987), (Sweet & Maxwell Pub.) at pg. 13. For
‘Il)le position under the Contracts Act, see Section 4(1).
Section 4(1) Contracts Act
' Volume 9(1) Halsbury's Law of England (4" Edition, Reissue) Para 618.
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These constituent elements of an offer are evidently independent of the
medium through which the offer is communicated by the offeror. That is, all
communications of an offer made by an offeror must satisfy the above basic
conditions, regardless whether the offeror is communicating with the offeree

verbally, by way of post, or through the Internet.

(2) Problem of Distinction between Offer and Invitation to Treat on
the Internet
One of the most commonly discussed problems that have arisen with the
use of the Internet, is the issue of distinguishing between an invitation to
treat and an offer.?' Under English contract law, a rigid distinction is drawn
between an offer and an invitation to treat, or an invitation for offer. An
invitation to treat is a mere declaration of willingness to enter into
negotiations.22 A generally accepted example of an invitation to treat is a
normal shop display.”® Whilst an offer, once accepted will give rise to a
contract that is enforceable at law, the affirmative reaction of a party to an
invitation to treat will not give rise to an agreement but will only result in the

making of an offer at the most.**

21 e . :
Monaghan, lain, Electronic Commerce and the Law, available at
www.masons.convlibrary/books/ccommerce/E. COM.DOC at paragraph 4.3.

zf Volume 9(1) Halsbury's Law of England (4"' Edition Reissue) Para 633

* See for example, Pharmaceutical Society of Great Britain v. Boots Cash Chemists Ltd [1953] 1 QB
‘}01 , which is one of the leading cases in this subject.

** Andrew Phang, Cheshire, Fifoot & Furmston's Law of Contract (1*' Singapore & Malaysia Student
Edition), Butterworths Asia, 1998 at pp. 76 - 81
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Although the Contracts Act does not define “invitation to treat’ or allude to
the same, the distinction between “offer” and “invitation to treat” equally
applies under the law of Malaysia. The Court of Appeal of Malaysia in its
recent decision Sime UEP Properties Limited v. Woon Nyoke Lin?® applied
this distinction and found that an advertisement placed by the defendant’s
agent was nothing more than an invitation to treat.”® Much earlier, in Abdul
Rashid Abdul Majid v. Island Golf Properties Sdn Bhd®’ the High Court of
Malaya found the plaintiffs application for club membership as merely a
“preliminaly step”, and the offer comes from the Defendant after considering
the Plaintiff's application.?® Although the learned judge in this case did not
use the expression “invitation to treat’, it is hereby submitted that the
expression “preliminary step” referred to in this case was synonymous with

the same as it preceded the making of an offer.

Like an advertisement billboard, the Internet allows the seller of a product to
advertise the product and further, allows a customer to examine virtually and
to obtain more details of the product in question. This latter feature allows
the information and contents of the Internet web-site to function as a shop
display in a conventional shop or supermarket. In addition to the foregoing,
the Internet also acts like a sale counter by providing the unique and novel

ability of allowing the customer to conclude the purchase of the product

( [2002] 3 CLJ 719
- [2002]3 CLJ 719 at pg.731
. [1989] 3 MLJ 376
" [1989] 3 MLJ 376 at pg.378
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entirely through the Internet.”® Therefore, the Internet in effect fuses the

advertising, the shop display and sale counter into one single location.*

This fusion is problematic as statements made in an advertisement, a shop
display and what transpires at a sale counter attract different legal
considerations as regards contract formation. For example, the mainstream
view is that a shop display is an invitation to treat and not an offer and that
the mechanics of offer and acceptance only took place at the sale counter.*'
Having a 'shop display, advertisement and a sale counter in a single location
causes confusion and uncertainty to the customer as to the real intent of the
seller. Depending on the design of the Internet web-site, a customer will not
always be able to easily decide if the Internet seller is making an offer which
is open for acceptance, or if the seller is merely advertising his goods and /

or services or displaying the same as he would in a shop display.

(3) Unconvincing Case Law Authorities

The foregoing problem arising from the fusion of the shop display,
advertisement and sale counter is further exacerbated by the fact that the
rationales found in case law authorities that distinguish offer from invitation
to treat are often not entirely convincing.** This arises because the

distinction between offers and invitations to treat are at times tenuous and

29 . z . 4 : v .
‘) Ding, Julian, E-Commerce-Law & Practice, (Sweet & Maxwell Asia Publication, 1999) at pg. 48
30 . ~f* . .

“Grmgas, Clive, The Laws of the Internet, (Butterworths Publication) 1997, at pg.14.

~ See discussion below on case law authority on shop display as being merely invitation to treat
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often, the distinction is only found upon looking at the whole individual

factual matrix of each case.*

In a conventional transaction in a non-electronic medium, the rationale of
treating a shop display as merely an invitation to treat is best expressed in
the judgment of Somervell L.J who delivered the leading judgment in
Pharmaceutical Society of Great Britain v. Boots Cash Chemists Ltd.>*
According to the learned judge in this case, if the shop display were to be
treated as an offer, it will give rise to the illogical and unreasonable
conclusion that:

..once an article has been placed in the receptacle the customer himself is bound
and would have no nght without paying for the first article, to substltute an article
which he saw later of a similar kind and which he perhaps preferred

The above finding that a shop display was only an invitation to treat was
repeated without any obvious hesitation in Fisher v. Bell*° in which the Court
observed that:

(Dt is clear, that according to the ordinary law of contract, the display of an article
with a price on it in a shop window is merely an invitation to treat. It is in no sense

an offer for sale the acceptance of which constitutes a contract.37

Pharmaceutical Society of Great Britain v. Boots Cash Chemists Ltd®® and

Fisher v. Bell*® represent the mainstream view that exposing goods to the

*? Note that recently, the Court of Appeal of Malaysia in Eckhardt Marine GmbH v. Sheriff
Mahkamah Tinggi Malaya [2001] 3 CLJ 864 at pg. 868 had emphasized that the case law authorities
on this subject could only be treated as guidelines and not firm principles of law.

" Downes, T. Anthony, Texthook on Contr -act (3" Edition), (Blackstone Press Limited, 1993) at

p" 62

[19%3] 1 QB 401

[1953] 1 QB 401 at pg. 406.

[1960] 3 Al ER 731
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general public in a shop display is not an offer to sell but merely an invitation
to members of the public to offer to purchase the goods in question.
Basically, the courts’ view in both these cases was that a customer was not
bound by any contract when he removed any goods off the shelf or shop
display. Likewise, in R v. Bermuda Holdings Ltd,”* the Supreme Court of
British Columbia held that the display of a used car with the sign “for sale”

was nonetheless only an invitation to treat, and not an offer to sell.

Admittedly, the rationale of the courts in the above cases was not entirely
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