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ABSTRACT. Finding potential security weaknesses in any complex IT system is an important and
often challenging task best started in the early stages of the development process. We present a
method that transforms this task for FPGA designs into a reinforcement learning (RL) problem. This
paper introduces a method to generate a Markov Decision Process based RL model from a formal,
high-level system description (formulated in the domain-specific language) of the system under review
and different, quantified assumptions about the system’s security. Probabilistic transitions and the
reward function can be used to model the varying resilience of different elements against attacks and
the capabilities of an attacker. This information is then used to determine a plausible data exfiltration
strategy. An example with multiple scenarios illustrates the workflow. A discussion of supplementary

techniques like hierarchical learning and deep neural networks concludes this paper.
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1. INTRODUCTION

Securing any (non-trivial) computer system against
malicious actors is a challenging task. The defender
has to identify and protect all possible paths of entry
while an attacker has to find only one feasible way to
breach the system’s security properties. As a system
matures, new threats can arise and the strength of
defence mechanisms may erode. Current threat mod-
elling approaches are often informal, provide little au-
tomation and have a tendency to neglect the defence
in-depth aspect of a design by focusing on the attack
surface. Attack trees [I] are a common method to
model an attacker’s options but their creation is often
tedious and they provide little information about the
most efficient way to breach a system. We address this
problem for FPGA [2] based designs through a com-
bination of a text-based Domain Specific Language
(DSL) for the design description and a quantified as-
sessment of the security properties. This description is
automatically transformed into a processable Markov
Decision Process (MDP). An agent is trained on this
MDP to exfiltrate all data stored within an FPGA
design using the most efficient sequence of predefined
actions. This task is performed by well-established
reinforcement learning (RL) [3] [4] algorithms. The
result of this analysis is one or more attack sequences
that provide the user with insights about an attacker’s
strategy under the described circumstances. We illus-
trate the feasibility of this approach through a series of
experiments, assess its constraints and conclude with
a discussion about our model’s limits and possible
methods to lift them.
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2. RELATED WORK

The approach described in this work operates on the
intersection between IT security, model-driven devel-
opment (MDD) and machine learning.

Model-driven development [5] is a common tech-
nique to master the complexity of modern systems.
General purpose languages like SysML [6] and AADL
[7] flatten the learning curve, advance best practices
and prevent vendor lock-in, but, to the authors knowl-
edge, no standardized support for a security analysis
exists in either of these languages. Proposals like [§]
for AADL have been made but not widely adopted.
Threat Modelling [9] is often performed informally
using tools as simple as paper, whiteboards or general
purpose diagram software. Dedicated threat modelling
tools, including Microsoft Threat Modelling Tool [10]
and OWASP Threat Dragon [I1], provide a suitable
structure and user interface but little automation.

Machine learning has seen a boom in recent years,
mainly powered by a trifecta of big data, parallel
data processing power provided by GPUs (Graphics
Processing Unit) and new ML architectures that uti-
lize both. [I2] discusses the application of machine
learning for a malware detection from a practitioner’s
perspective.[I3] presents both a comprehensive review
of the scientific literature and a number of research
papers with applications ranging from the detection
of malware to automatically generated penetration
test plans. Machine Learning has also been used to
generate malicious inputs with complexity beyond the
conventional fuzzing [I4] methods. [I5] presents a
Generative Adversarial Networks (GAN) [I6] based
attack against a fingerprint scanner. In [I7], a similar
approach is used against the computer vision system
of an electric vehicle. In [I8], the authors use Markov
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Decision Processes to craft stealthy attack sequences
against a cyber-physical system. MDPs can be used
for defensive purposes e.g. to detect attacks [19]. The
Cyber Grand Challenge 2016 [20] demonstrated that
modern computer programs are, in principle, able to
detect, exploit and patch previously unknown vul-
nerabilities in other cyber systems without a human
intervention. It is generally assumed that most re-
search in this field is done by military contractors and
intelligence agencies and, therefore, a secret [21I] Ad-
vances in other, more visible, domains like games can
provide us with valuable insights about the capabilities
and limits of current machine learning systems. Mile-
stones for this progress include Chess with Deep Blue
(Chess) [22], Jeopardy with Watson [23], Pacman[24]
and diverse ATARI 2600 arcade games [25], the board
game GO [26], as well as the real-time strategy game
Starcraft II [27] and Quake IIT [28]. Unresolved, but
intensely researched problems, like autonomous driv-
ing, indicate the limits of the current technology when
the problem space becomes too large.

Advances in other fields of statistics have provided
us with methods to determinate casual effects [29][30]
in the absence of randomized experiments and the
exploration of counterfactual scenarios. Progress in
probabilistic programming [31] [32] have eased the
usage of Bayesian methods to e.g. incorporate knowl-
edge about a system as informed priors.

We can conclude that the advancement of machine
learning in recent years can and has been used to
improve both attacks and defences of existing cyber
physical systems. The machine learning tools available
today must be tailored to the application at hand and
used with a careful knowledge of their limits. To
the author’s knowledge, no such system exists that
uses reinforcement learning to determine a systems
vulnerabilities in the analysis and design phase.

3. THE DESCRIPTIVE MODEL OF THE
FPGA DESIGN

It is common wisdom that security problems should
best be solved at the early stages of the development
process, ideally before any hardware is built or code
written. This approach requires a suitable model of
the system to be created. The FPGASECML meta-
model (Figure [1)) defines several components that can
be instantiated and parameterized for this purpose.
FPGAModules represent the computational parts of
the design. They come in two different manifestations:
Processing Blocks store and process data while 10
Blocks provide an additional connection to the outside
world. FPGAModules utilize Slots to perform their
tasks. Slots represent disjunctive sets of FPGA primi-
tives like Configurable Logic Blocks and Embedded
RAM. Each Slot can be used by only one FPGAMod-
ule at a time and all FPGAModules must use the same
predefined Slot every time. Communication Networks
represent the communication infrastructure between
the Slots. They are directed graphs with the Slots

as nodes and the possible data flow between them is
represented by the edges. Each change in the Slot
utilization (partial runtime reconfiguration) is repre-
sented by a Reconfiguration Event. Each Reconfigu-
ration Event has a set of FPGAModules that replace
the FPGAModule in their respective Slot. The only
mandatory event evInit marks the initial configuration
of the FPGA and must provide one FPGAModule for
each Slot.

4. THE MDP-REPRESENTATION OF
THE FPGA DESIGN

Our model-to-model generator translates each valid
FPGASECML description into a computable Markov
Decision Processes model. This section presents a
short introduction into MDPs in general, and the sim-
plifications made to create a suitable representation of
the problem at hand. We further discuss the different
components - state, action, reward and terminal states
- of our model (Figure [2)) and its implementation.

4.1. SCOPE AND CONSTRAINTS OF THE MODEL

We assume that the attacker has only one goal: the
exfiltration of all data stored within the FPGA. We
further assume that the agent has a full access to
all peripheral devices including those containing the
FPGAs configuration. Each action in the MDP-model
represents a whole class of attacks, many (low-level)
operations might be necessary to execute each of these
actions in a real-world case. The model does not sup-
port side effects of attacks like a damaged configura-
tion. We further grant the attacker total knowledge
over the systems state, and this state depends solely
on the actions of the attacker. Methods to address
these constraints are presented later.

4.2. GENERIC COMPONENTS OF MARKOV
DECISION PROCESSES

Each State of the Markov Decision Processes (MDP)
contains all the information necessary to determine
the next state as well as the agent’s reward after an
action is taken. Each MDP has one start state and at
least one terminal state. The agent can choose from a
finite set of actions to change the state of the system.
Executing this action results in the transition from
the state s to state s’. All actions are atomic and
require the same amount of time. The probability
P,(s,s’) specifies the likelihood that an action a in
the state s leads to a transition into the state s’. The
reward R,(s,s’) informs the agent which transitions
are desirable and which are not. The agent receives
its reward immediately after the transition into s’.
Rewards can also be negative (punishments) or zero.
~v or Gamma is a discount factor for future rewards
(we use the traditional value of v = 0.7).
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FIGURE 1. FPGA primitives (bottom layer) and their abstract representation in FPGASECML (top layer).
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4.3. THE DOMAIN-SPECIFIC MARKOV
DECISION PROCESS

This section describes how the FPGASECML meta-
model is translated into the required MDP compo-
nents.

4.3.1. STATE

The state contains the current configuration of the
FPGA, which FPGAModule is under the control of
the attacker and which Slot contains data already
exfiltrated from another FPGAModule (chain exfiltra-
tion). The state further encodes which FPGAModules
storage has been tampered with and which data has
already been leaked into the outside world. All the
information are stored in integer or Boolean variables.
The FPGA starts in its initial configuration (as de-
fined by evInit) and all FPGAModules untampered
with. Terminal states are, by default, all states where
the agent has exfiltrated the data of each FPGAMod-
ule into the outside world. The code generator does
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not validate whether the agent can reach a terminal
state.

4.3.2. ACTIONS

The agent can invoke one of the (pre-defined) actions
to get and extend control over the system. Possi-
ble actions include the reconfiguration of the system,
tampering with a distinct FPGAModule (inside the
FPGA or in its storage element) and the extraction
of data from a tampered-with FPGAModule. The
attacker can further transfer these extracted data to
other Slots or the outside world (if the data is in an
IOBlock that the attacker has already tampered with.)
The MDP moves into the new state if the action is
successful and remains in the current state ( s’ = s)
otherwise.

4.3.3. REWARD

The agent receives a positive reward for reaching a
terminal state and either none or a negative reward
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(punishment) for every other step. This penalty en-
courages the agent to use shorter sequences of low-cost
actions and constraints the search space. It can be the
same for all actions but it is also possible to penalize
the usage of distinct actions.

4.4. REINFORCEMENT LEARNING SCENARIOS

Multiple experiments with different parameters must
be performed for a meaningful analysis. Each scenario
is a combination of MDP parameters like the reward,
the success likelihood and costs of actions as well as a
hyperparameter like the learning rate. FPGASECML
allows the definition of scenarios that allow the inde-
pendent definition and evaluation of these parameters.
All scenarios share a set of common parameter like -y
and the exploration-exploitation tradeoff € set. The
example in the next section illustrates the application
of scenarios.

4.5. IMPLEMENTATION

Our proof of concept implementation transforms, as
mentioned earlier, any valid FPGASECML-model into
Java code. This generated code is meant to be linked
against the Brown-UMBC reinforcement learning and
Planning (BURLAP) library [33], a JAVA framework
that provides a generic reinforcement learning func-
tionality. Where the algorithmic flexibility provided
by BURLAP is not required, a reimplementation in
e.g., C4++ Rust or Go should lead to a better perfor-
mance. The memory consumption could be reduced
through an optimized state encoding at the expense of
readability and extensible - the implementation used
here is optimized for a simple code generation process.

5. EXAMPLE

An FPGA design consists of three Slots with two FPG-
AModules each (Figure |3). FPGAModule A is the
only 10 Block. The run ends the data of all six Mod-
ules (A-F) is exfiltrated. The Q-learning algorithm is
used to find the best sequence of actions. The heap
memory of the JAVA virtual machine (JVM) had to be
extended to up to 6 GB to accommodate the Qtable as
well as the telemetric data. Each scenario is executed
(ran) once for each epsilon (0.1, 0.05 and 0.25 in our
example). Each run consists of 3 million episodes, and,
in each episode, the agent starts at the initial state
and ends in a terminal state. Histograms (truncated
to the right) are used to compare the agent’s learning
performance for the different epsilon and scenarios.

The FPGASECML-model, as well as the generated
JAVA code and reports, for this example, can be found
in the accompanying files.

5.1. SCENARIO 1: BASELINE

Scenario 1 establishes a baseline of the model through
a deterministic MDP (the success rate of every action
is 1) and a fixed reward/punishment assignment. The
agent gets a reward of 200.000 for reaching a terminal

state and a punishment of -1.000 for every other ac-
tion. All three runs return a minimal solution with 24
actions, the histogram (Figure 5) of all three actions
shows that the epsilon of 0.1 has the most episodes
with the minimal steps followed by 0.05 (low explo-
ration rate requires more steps to find a solution) and
0.25 (too much exploration hinders the efficient ex-
ploitation of the available data.) The learning process
starts with episodes well over 2.000 steps (Figure |4))
and provides better results as the Qtable gets filled.
For the epsilon of 0.1, the first minimal solution is
found after just 303.323 Episodes - indicating that
the agent has either found the best possible solution
or is stuck in a local minimum with little chances to
break out. It is also notable that all three solutions
make an extensive use of the tamper—bitstream ac-
tion, but what if this action is unlikely to succeed or
prohibitively expensive?

5.2. SCENARIO 2: TAMPER RESISTANCE
STORAGE PREVENTS MOST ATTACKS

The second scenario assumes that only one in a thou-
sand attacks against tamper-resistant bitstream stor-
age is successful (relative to all other attacks as success
factors are normalized.) The three runs return a mini-
mal sequence of 25 actions each and all three of them
avoid the tamper—bitsteam actions completely. The
histogram (Figure |5 shows a smaller spread than that
of the first scenario and the median of the episodes
for each run has shrunk from (29,39,44) to (28,26,35).

5.3. SCENARIO 3: FAULTY ENCRYPTION EASES
ATTACKS

We assume that a weaker tamper protection of the
bitstream storage and a weakness in the bitstream
encryption mechanism increases the success rate of
tamper—bitstream actions. The minimal sequences
returned require 27 steps for epsilon of 0.1, 26 for 0.05
and 30 for 0.25 - a significantly worse performance
than in the previous scenarios. The histogram of
all three runs also skews much more to the right
than those of the preceding scenarios. Worse, the
three attack sequences have all 4 of the 6 bitstreams
tampered with. The success rate of one in a thousand
was, apparently, low enough to discourage the agent
from using these actions while the “one in five” -chance
is too weak to achieve a similar effect. The low success
rate is, however, strong enough to prolong the learning
process as the median number of steps per episode
rises from previously (28,26,35) to (154,155,152). The
learning progress (Figure @ is much noisier than it
was in the baseline scenario (Figure )

5.4. SCENARIO 4: PHYSICAL ATTACKS
AGAINST STORAGE DEVICES ARE
EXPENSIVE

Not all attacks require the same amount of resources
- some take longer than others, a few require costly
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FIGURE 7. Training progess for scenario 3 - faulty encryption eases attacks.

equipment and highly specialized threat agents. Re-
ducing the success rate of an attack makes it implicitly
more expensive (as, on average, more attacks must be
performed before succeeding) but with several million
trials per run, there is a good chance that at least one
sequence of highly improbable actions will succeed at
least once. A real attacker might not want to take
this risk. We convert our MDP back into a DMDP
and assign the tamper—bitstream action an additional
cost weight of 100.000 (this cost is subtracted from
the default reward of -1.000.) The minimal sequence
for the epsilons 0.1 and 0.25 are 24, but the low ex-
ploration rate of 0.05 has led to a global minimum
of 23. Tt is also notable that this global minimum is
not reached until the 2.543.660'" episode and that the
agent tampers with two bitstream storages while the
other two use this expensive operation only once.

Imposing even higher costs (bitstream tampering is
extremely expensive) on the tamper—bitstream opera-
tion had no positive effect with all three runs returning
a sequence of the length 24.

5.5. RESULTS

We can conclude that our approach found a reason-
able solution to this problem within a feasible amount
of computations. The noisy progress of the RL al-
gorithm makes it impossible to determine whether
a local or global minimum has been found. Scenar-
ios can be used to assess the impact of high costs
and low success rates and to find better solutions by
constraining the size of the search space. A plau-
sibility check of the results (here performed on the
generated sequence) is mandatory, as for all machine
learning methods. The number of training episodes
required for this small example indicates challenges
for intricate designs and models with a richer state,
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action representation. The memory consumption of
the program, presumably driven by the expanding
Qtable, supports this assumption. Finding the appro-
priate cost/reward structure remains a challenge and
any analysis should include multiple scenarios with
different cost and success rate values.

6. LIMITS AND RESTRICTIONS OF THE
MDP BASED APPROACH AND
POSSIBLE SOLUTIONS

The MDP based model presented here relies on certain
constraints that could be lifted by supplementing the
proposed model. Hierarchical learning [34] can be used
to combine this high-level model with the low-level
activities needed to execute the strategy. It is also
plausible that the attacker does not know the state of
the system but has to guess it from a limited set of,
presumably noisy, indicators available (like physical
side channels [35][36]). The reinforcement learning
equivalent of this effect is a Partially Observable MDP
(POMDP [37] - BURLAP provides limited support for
POMDP) Transforming the MDP into a stochastic
game allows the integration of multiple actors (e.g.
an active defence mechanism.)

Navigating the vast search space remains the main
problem of the reinforcement learning. Limiting the
content of the state and the number of actions eases
this problem but restricts the expressiveness of the
model. Constraining the search space through tran-
sition probabilities and costs is another method but
increases the number of experiments. A functional
approximation of the Qtable could provide an avenue
towards an improved RL based weakness analysis.
One candidate for this approximation are deep neural
networks, whose general feasibility has been demon-
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strated by the DeepQ [38] algorithm. This more recent
technique replaces the Qtable with a neuronal network
that approximates the value of a given state-action
combination. Suitable neural networks mitigate the
state explosion problem and should be able to detect
patterns. They may, therefore, be used to extract
and abstract information from a feature-rich state,
action representation in the same way convolution
networks extract information e.g from a picture [16].
Policy shaping [39] or reward learning [40] provide
other avenues to explore. A sufficiently competent
and autonomous reinforcement learning system could
be pitted against real-life systems (preferably in a
laboratory environment) for further refinement with-
out a human interference (similar to AlphaZero [41].)
These proposals require at least a rudimentary imple-
mentation of the design and the insight gained from
attacking this system could be transferred to other
systems still in the design and analysis phase.

Finding the best parameters for the reward and
success rates represents an additional challenge. Dif-
ferent domain experts may have different assessments
of the threat landscape or varying confidence in their
assumptions. Running a large number of scenarios
with different parameters also increases the chance to
find an efficient and robust solution. In later stages
of the development cycle, data from penetration tests
and from security incidents can be used to verify the
validity of the assumptions made. To simplify the
creation of scenarios, the point values for the cost
and success rate could be replaced with distributions
(similar to hierarchical learning in probabilistic pro-
gramming) where the actual values for each run are
drawn from.

7. CONCLUSION

Reinforcement learning can be used to identify poten-
tial weaknesses in an FPGA design and the steps a
reasonable attacker may take to exploit them. We
presented a method to generate a Markov Decision
Process based reinforcement learning model from a
formal, high-level system description (formulated in
the domain-specific language FPGASECML.) The
automatic model-to-model translation reduces the de-
veloper’s workload, decreases the risk of errors and
helps to keep both models in sync. Probabilistic tran-
sitions and the reward function can be used to model
the varying resilience of different elements against
attacks and the capabilities of an attacker. Supple-
mentary techniques like hierarchical learning, Partially
Observable MDPs, and stochastic games can be used
to extend the scope of the model.
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