How to Fake Auxiliary Input

Dimitar Jetchev and Krzysztof Pietrzak*

EPFL Switzerland and IST Austria

Abstract. Consider a joint distribution (X, A) on a set X x {0, 1}*. We show that for any family
F of distinguishers f: & x {0,1}* — {0, 1}, there exists a simulator h: X — {0,1}* such that

1. no function in F can distinguish (X, A) from (X, h(X)) with advantage e,

2. his only O(2*¢72) times less efficient than the functions in F.
For the most interesting settings of the parameters (in particular, the cryptographic case where X
has superlogarithmic min-entropy, € > 0 is negligible and F consists of circuits of polynomial size),
we can make the simulator h deterministic.
As an illustrative application of this theorem, we give a new security proof for the leakage-resilient
stream-cipher from Eurocrypt’09. Our proof is simpler and quantitatively much better than the
original proof using the dense model theorem, giving meaningful security guarantees if instantiated
with a standard blockcipher like AES.
Subsequent to this work, Chung, Lui and Pass gave an interactive variant of our main theorem, and
used it to investigate weak notions of Zero-Knowledge. Vadhan and Zheng give a more constructive
version of our theorem using their new uniform min-max theorem.

1 Introduction

Let X be a set and let £ > 0 be an integer. We show that for any joint distribution
(X, A) over X x {0,1}* (where we think of A as a short ¢-bit auxiliary input to X), any
family F of functions X x {0,1}* — {0,1} (thought of as distinguishers) and any & > 0,
there exists an efficient simulator h: X — {0, 1}* for the auxiliary input that fools every
distinguisher in F, i.e.,

Ve F|Elf (X, A)] - EIf (X, (X)) <e.

Here, “efficient” means that the simulator & is O(2%c~2) times more complex than the
functions from F (we will formally define “more complex” in Definition[@]). Without loss of
generality, we can model the joint distribution (X, A) as (X, g(X)), where g is some arbi-
trarily complex and possibly probabilistic function (where Plg(z) = a| = P[A = a|X = 7]
for all (z,a) € X x {0,1}%). Let us stress that, as g can be arbitrarily complex, one can-
not hope to get an efficient simulator A where (X, g(X)) and (X, h(X)) are statistically
close. Yet, one can still fool all functions in F in the sense that no function from F can
distinguish the distribution (X, A) from (X, g(X)).

Relation to [2]]. Trevisan, Tulsiani and Vadhan [25, Thm. 3.1] prove a conceptually
similar result, stating that if Z is a set then for any distribution Z over Z, any family
F of functions Z — [0,1] and any function g: Z — [0, 1], there exists a simulator
h: Z — [0,1] whose complexity is only O(e72) times larger than the complexity of the
functions from F such that

VfeF ¢ |Ef(2)32)] - Ef(2Z)]| <. (1)
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In [25], this result is used to prove that every high-entropy distribution is indistinguishable
from an efficiently samplable distribution of the same entropy. Moreover, it is shown
that many fundamental results including the Dense Model Theorem [23/T42T][T0l24],
Impagliazzo’s hardcore lemma [I8] and a version of Szémeredi’s Regularity Lemma [11]
follow from this theorem. The main difference between (1) and our statement

vf e F:|Elf(X,9(X))] - E[f (X, M(X))]| < e (2)

is that our distinguisher f sees not only X, but also the real or fake auxiliary input g(X)
or h(X), whereas in (), the distinguisher f only sees X. In particular, the notion of
indistinguishability we achieve captures indistinguishability in the standard cryptographic
sense. On the other hand, (I]) is more general in the sense that the range of f, g, h can
be any real number in [0, 1], whereas our f has range {0, 1} and g, h have range {0, 1}*.

Nonetheless, it is easy to derive () from (2)): consider the case of £ = 1 bit of auxiliary
input, and only allow families F of distinguishers where each f € F is of the form
f(X,b) = f(X)b for some function f: X — [0, 1]. For this restricted class, the absolute
value in (2]) becomes

~ -~

|E[f (X, 9(X))] = E[f (X, h(X))| = [E[f (X)g(X)] = E[f (X)r(X)]] (3)

As J?is arbitrary, this restricted class almost captures the distinguishers considered in ().
The only difference is that the function g has range [0, 1] whereas our g has range {0, 1}.
Yet, note that in (], we can replace g having range [0, 1] by a (probabilistic) g with
range {0, 1} defined as Plg(z) = 1] = §(x), thus, leaving the expectation E[f(X)§(X)] =
E[f(X)g(X)] unchanged !

In [25], two different proofs for () are given. The first proof uses duality of linear
programming in the form of the min-max theorem for two-player zero-sum games. This
proof yields a simulator of complexity O(s~*log?(1/¢)) times the complexity of the func-
tions in F. The second elegant proof uses boosting and gives a quantitatively much better

O(e7?) complexity.

Proof outline. As it was just explained, (1) follows from (2). We do not know if one
can directly prove an implication in the other direction, so we prove (2]) from scratch.
Similarly to [25], the core of our proof uses boosting with the same energy function as
the one used in [25].

As a first step, we transform the statement (2)) into a “product form” like ({I) where
Z = X x {0,1}* (this results in a loss of a factor of 2 in the advantage ¢; in addition,
our distinguishers f will have range [—1,1] instead of [0,1]). We then prove that ()
holds for some simulator h: Z — [0, 1] of complexity 2 relative to F. Unfortunately, we
cannot use the result from [25] in a black-box way at this point as we need the simulator
h: Z — [0, 1] to define a probability distribution in the sense that h(z,b) > 0 for all (z, b)
and Z 7L(ZL‘, b) = 1 for all z. Ensuring these conditions is the most delicate part of the

be{0,1}¢

! The simulator h from [25] satisfies the additional property | E[k(X)] — E[§(X)]| = 0. If this property is needed,
we can get it by requiring that the function f(X,b) = bisin F. Then (@) for this f implies | E[g(X)]—E[h(X)]| <
€. One can make this term exactly zero by slightly biasing h towards 0 if E[h(X)] > E[g(X)] or 1 otherwise,
slightly increasing the advantage from e to at most 2e.



proof. Finally, we show that the simulator i defined via P[h(z) = b] = h(z,b) satisfies
(). Note that for h to be well defined, we need h to specify a probability distribution as
outlined above.

Efficiency of h. Our simulator h is efficient in the sense that it is only O(23¢2) times
more complex than the functions in F. We do not know how tight this bounds is, but one
can prove a lower bound of max{2¢ 71} under plausible assumptions. The dependency
on 2° is necessary under exponential hardness assumptions for one-way functions@ A
dependency on 7! is also necessary. Indeed, Trevisan et al. [25, Rem. 1.6] show that such
a dependency is necessary for the simulator 7 in (@). Since (D) is implied by () with h
and h having exactly the same complexity, the e~! lower bound also applies to our h.

1.1 Subsequent work

The original motivation for this work was to give simpler and quantitatively better proofs
for leakage-resilient cryptosystems as we will discuss in Section @l Our main theorem has
subsequently been derived via two different routes.

First, Chung, Lui and Pass [4] investigate weak notions of zero-knowledge. On route,
they derive an “interactive” version of our main theorem. In Section 4l we will show how
to establish one of their results (with better quantitative bounds), showing that every
interactive proof system satisfies a weak notion of zero-knowledge.

Second, Vadhan and Zheng [26l, Thm.3.1-3.2] recently proved a version of von Neu-
mann’s min-max theorem for two-player zero sum games that does not only guarantee
existence of an optimal strategy for the second player, but also constructs a nearly optimal
strategy assuming knowledge of several best responses of the second player to strategies of
the first player, and provide many applications of this theorem. Their argument is based
on relative entropy KL projections and a learning technique known as weight updates and
resembles the the proof of the Uniform Hardcore Lemma by Barak, Hardt and Kale [2]
(see also [16] for the original application of this method). They derive our main theorem
[26, Thm.6.8], but with incomparable bounds. Concretely, to fool circuits of size ¢, their
simulator runs in time O(t-2¢/e2+2¢ /%) compared to ours whose run-time is O(t- 23 /?).
In particular, their bounds are better whenever 1/&2 <t - 22%. The additive 2¢/e* term in
their running time appears due to the sophisticated iterative “weight update” procedure,
whereas our simulator simply consists of a weighted sum of the evaluation of 0(235 /e%)
circuits from the family we want to fool (here, circuits of size t).

1.2 More applications

Apart from reproving one of [4]’s results on weak zero-knowledge mentioned above, we
give two more applications of our main theorem in Section [4k

Chain Rules for Computational Entropy. In a recent paper, Gentry and Wichs [13]
show that black-box reductions cannot be used to prove the security of any succinct
non-interactive argument from any falsifiable cryptographic assumption. A key techni-
cal lemma used in their proof ([I3, Lem. 3.1]) states that if two distributions X and X

2 More precisely, assume there exists a one-way function where inverting becomes 2° times easier given £ bits of
leakage. It is e.g. believed that the AES block-cipher gives such a function as (K, X) — (AES(K, X), X).



over X are computationally indistinguishable, then for any joint distribution (X, A) over
X x {0, 1} (here, A is a short £-bit auxiliary input) there exists a joint distribution (X, A)
such that (X, A) and (X, A) are computationally indistinguishable. Our theorem imme-
diately implies the stronger statement that not only such an (X A) exists, but in fact, it
is efficiently samplable, i.e., there exists an efficient simulator h: X — {0, 1}* such that
(X, h(X)) is indistinguishable from (X, A) and thus from (X, A). Reyzin [22, Thm.2] ob-
served that the result of Gentry and Wichs implies a chain rule for conditional “relaxed”
HILL entropy. We give a short and simple proof of this chain rule in Proposition 2] of this
paper. We then show in Corollary [[lhow to deduce a chain rule for (regular) HILL entropy
from Proposition [ using the simple fact (Lemma [I]) that short (i.e., logarithmic in the
size of the distinguishers) computationally indistinguishable random variables must al-
ready be statistically close. Chain rules for HILL entropy have found several applications
in cryptography [T02T[7/12]. The chain rule that we get in Corollary [ is the first one
that does not suffer from a significant loss in the distinguishing advantage (we only lose
a constant factor of 4). Unlike the case of relaxed HILL-entropy, here we only prove a
chain rule for the "non-conditional” case, which is a necessary restriction given a recent
counterexample to the (conditional) HILL chain rule by Krenn et al. [19]. We will provide
more details on this negative result after the statement of Corallary [l

Leakage Resilient Cryptography. The original motivation for this work is to simplify the
security proofs of leakage-resilient [T0/20]7] and other cryptosystems [12] whose security
proofs rely on chain rules for computational entropy (as discussed in the previous para-
graph). The main idea is to replace the chain rules with simulation-based arguments.
In a nutshell, instead of arguing that a variable X must have high (pseudo)entropy in
the presence of a short leakage A, one could simply use the fact that the leakage can be
efficiently simulated. This not only implies that X has high (pseudo)entropy given the
fake leakage h(X), but if X is pseudorandom, it also implies that (X, (X)) is indistin-
guishable from (U, h(U)) for a uniform random variable U on the same set as X. In the
security proofs, we would now replace (X, h(X)) with (U, h(U)) and will continue with
a uniformly random intermediate variable U. In contrast, the approach based on chain
rules only tells us that we can replace X with some random variable Y that has high
min-entropy given A. This is not only much complex to work with, but it often gives
weaker quantitative bounds. In particular, in Section we revisit the security proof of
the leakage-resilient stream-cipher from [20] for which we can now give a conceptually
simpler and quantitatively better security proof.

2 Notation and Basic Definitions

2.1 Notation

We use calligraphic letters such as X to denote sets, the corresponding capital letters
X to denote random variables on these sets (equivalently, probability distributions) and
lower-case letters (e.g., x) for values of the corresponding random variables. Moreover,
x < X means that z is sampled according to the distribution X and x < X means
that z is sampled uniformly at random from X'. Let U, denote the random variable with

uniform distribution on {0, 1}". We denote by A(X;Y) Z | P[X PlY = z||

xeX



the statistical distance between X and Y. Fore > 0,s € N, we use X ~ Y to denote that
X and Y have the same distribution, X ~. Y to denote that their statistical distance is
less than € and X ~. ; Y to denote that no cicurit of size s can distinguish X from Y with
advantage greater than e. Note that X ~, YV <= X~ Yand X ~ Y < X ~Y.

probabilistic (randomized) function then we will use [h] to denote the random coins
used by h (a notation that will be used in various probabilities and expectations).

2.2 Entropy Measures

A random variable X has min-entropy k, if no (even computationally unbounded) adver-
sary can predict the outcome of X with probability greater than 27*.

Definition 1. (Min-Entropy H.,) A random variable X has min-entropy k, denoted
Hoo(X) > k, if maxP[X = 2] < 27%.

Dodis et al. [§] gave a notion of average-case min-entropy defined such that X has average-
case min-entropy k conditioned on Z if the probability of the best adversary in predicting
X given Z is 27%.

Definition 2. (Average min-Entropy [8] H.) Consider a joint distribution (X, Z),
then the average min-entropy of X conditioned on Z is

[m;ixIP’[X =z|Z = z]D = —log( E [2H°°(XZ=Z>})

27

Hoo(X|Z) = —log ( E

27

HILL-entropy is the computational analogue of min-entropy. A random variable X has

HILL-entropy k if there exists a random variable Y having min-entropy & that is indistin-

guishable from X. HILL-entropy is further quantified by two parameters ¢, s specifying
this indistinguishability quantitatively.

Definition 3. (HILL-Entropy [15] H"''Y) X has HILL entropy k, denoted by HH'" (X)) >

k, if ?
HMNX) >k <= 3V : Ho(Y) >k and X ~.,Y

Conditional HILL-entropy has been defined by Hsiao, Lu and Reyzin [I7] as follows.

Definition 4. (Conditional HILL-Entropy [17]) X has conditional HILL entropy k
(conditioned on Z), denoted HY'YS(X|Z) > k, if

HYW(X|Z) >k <= 3(Y.2) : Ho(Y|2) >k and (X, Z) ~., (Y, Z)

Note that in the definition above, the marginal distribution on the conditional part Z
is the same in both the real distribution (X,7) and the indistinguishable distribution
(Y, Z). A “relaxed” notion of conditional HILL used implicitly in [13] and made explicit
in [22] drops this requirement.

Definition 5. (Relaxed Conditional HILL-Entropy [13)22]) X has relazed condi-
tional HILL entropy k, denoted H™H'W(X|Z) > k, if

€,8

H;I:;—HILL(X|Z) >k o« 3Y.W) : HW(Y|W) >k and (X,Z)~., (Y, W)



3 The main theorem

Definition 6. (Complexity of a function) Let A and B be sets and let G be a family
of functions h: A — B. A function h has complexity C relative to G if it can be
computed by an oracle-aided circuit of size poly(C'log|A|) with C' oracle gates where each
oracle gate is instantiated with a function from G.

Theorem 1. (Main) Let ¢ € N be fized, let € > 0 and let X be any set. Consider a
distribution X over X and any (possibly probabilistic and not necessarily efficient) func-
tion g: X — {0,1}¢. Let F be a family of deterministic (cf. remark below) distinguishers
f: X x{0,1}* — {0,1}. There exists a (probabilistic) simulator h : X — {0,1}* with
complexitﬁ

O(2%=2log?(e™))

relative to F that e-fools every distinguisher in F, i.e.

VeF | B [fg@) - B [feh@) <e ()
Moreover, if
Hoo(X) > 2 4 loglog | F| 4+ 21log(1/e) (5)

then there exists a deterministic h with this property.

Remark 1 (Closed and Probabilistic F). In the proof of Theorem [[lwe assume that the
class F of distinguishers is closed under complement, i.e., if f € F then also 1 — f € F.
This is without loss of generality, as even if we are interested in the advantage of a
class F that is not closed, we can simply apply the theorem for ' = F U (1 — F),
where (1 —F) = {1 —f : f € F}. Note that if A has complexity ¢ relative to F,
it has the same complexity relative to F. We also assume that all functions f € F are
deterministic. If we are interested in a class F of randomized functions, we can simply
apply the theorem for the larger class of deterministic functions F” consisting of all pairs
(f,r) where f € F and r is a choice of randomness for f. This is almost without loss of
generality, except that the requirement in ([5) on the min-entropy of X becomes slightly
stronger as loglog |F"| = loglog(|F|2?) where p is an upper bound on the number of
random coins used by any f € F.

4 Applications

4.1 Zero-Knowledge

Chung, Lui and Pass [4] consider the following relaxed notion of zero-knowledge

Definition 7 (distributional (T,t,¢)-zero-knowledge). Let (P, V) be an interactive
proof system for a language L. We say that (P, V) is distributional (7', ¢, £)-zero-knowledge
(where T, t, e are all functions of n) if for everyn € N, every joint distributions (X, Yy, Zy)

3 If we model h as a Turing machine (and not a circuit) and consider the expected complexity of h, then we
can get a slightly better O(2*‘c~2) bound (i.e. without the log?(¢~!) term).
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over (LN{0,1}") x {0,1}* x {0, 1}*, and every t-size adversary V*, there exists a T-size
simulator S such that

(Xna va outy« [P<Xn7 Yn) < V*<Xn7 Zn)]) eyt (Xna Zna S<Xn7 Zn))

where outy«[P(X,,Y,) < V*(X,, Z,)] denotes the output of V*(X,, Z,) after interacting
with P(X,, Yn).

If L in an NP language, then in the definition above, Y would be a witness for X € L. As
a corollary of their main theorem, [4] show that every proof system satisfies this relaxed
notion of zero-knowledge where the running time 7" of the simulator is polynomial in ¢, e
and 2°. We can derive their Corollary from Theorem [I with better quantitative bounds
for most ranges of parameteres than [4]: we get O(t23c=2) vs. O(#32%°), which is better
whenever t/e% > 2¢.

Proposition 1. Let (P,V) be an interactive proof system for a language L, and suppose
that the total length of the messages sent by P is £ = £(n) (on common inputs X of length
n). Then for any t = t(n) > 2(n) and ¢ = e(n), (P,V) is distributional (T t,¢c)-zero-
knowledge, where

T = O(t2¥c 2 log?(e ™))

Proof. Let M € {0, 1}¢ denote the messages send by P(X,,, Y,,) when talking to V*(X,,, Z,,).
By Theorem [ (identifying F from the theorem with circuits of size t) there exists a sim-
ulator h of size O(t - 23 2 log?(e ")) s.t.

(XnaZnaM) ~e,2t (Xn,Zn,h(Xn,Zn)) (6)

Let S(X,, Z,) be defined as follows, first compute M’ = h(X,, Z,) (with h as above),
and then compute out},[M’ <> V*(X,, Z,,)]. We claim that

(Xna Zna OUtV* [P(Xna Yn) ~ V*(Xna Zn)]) eyt (Xna Zna S(Xn7 Zn)) (7)

To see this, note that from any distinguisher D of size ¢ that distinguishes the distributions
in (7) with advantage § > &, we get a distinguisher D’ of size 2t that distinguishes
the distributions in (@) with the same advantage by defining D’ as D'(X,, Z,, M) =
D(X,, Zy, outy-[M < V*(X,, Z,)]). O

4.2 Chain Rules for (Conditional) Pseudoentropy

The following proposition is a chain rule for relaxed conditional HILL entropy. Such a
chain rule for the non-conditional case is implicit in the work of Gentry and Wichs [13],
and made explicit and generalized to the conditional case by Reyzin [22].

Proposition 2. ([1322]) Any joint distribution (X,Y,A) € X x Y x {0,1}* satisfiedd

2
FIx-HILL FIx-HILL A €
HOCT(XNY) >k = HY (XY, A) > k=0 where 8= 12 (s . m)

* Using the recent bound from [26] discussed in Section [T} we can get § = 2 (s . % + %)

7



Proof. Recall that H>HIL (X |Y) > k means that there exists a random variable (Z, W)

€,8

such that Hy (Z|W) > k and (X,Y) ~. (Z,W). For any €, 5, by Theorem [I], there exists
a simulator A of size s, = O ( 5 - %) such that (we explain the second step below)
(X,Y,A) ~es (XY R(XLY)) ~eses, (Z, W R(Z,W))

The second step follows from (X,Y') ~., (Z, W) and the fact that h has complexity sy,.
Using the triangle inequality for computational indistinguishabilit we get

(X7 Ya A) ~é+e,min(8,5—sp) (Z7 I/Va h(Z7 W))

To simplify this expression, we set é := ¢ and § := O(s2/2%log?(1/¢)), then s;, = O(s),
and choosing the hidden constant in the © such that s, < s/2 (and thus § < s—s;, = 5/2),
the above equation becomes

(X7 Y> A) ~2e,8 (Z,VV,h(Z, W)) (8)

Using the chain rule for average case min-entropy in the first, and Ho(Z|W) > k in the
second step below we get

Hoo (Z|W, (Z, W) 2 Hoo(ZIW) = Ho(h(Z,W)) = k — (. (9)
Now equations () and (@) imply HR " (X|Y, A) = k — £ as claimed. O

By the following lemma, conditional relaxed HILL implies conditional HILL if the con-
ditional part is short (at most logarithmic in the size of the distinguishers considered.)

Lemma 1. For a joint random variable (X, A) over X x {0,1}* and s = 02((2°) (more
concretely, s should be large enough to implement a lookup table for a function {0,1}* —
{0,1}) conditional relaxed HILL implies standard HILL entropy

Hglj;—HlLL(X‘A) Z k = HHILL(X‘A) Z k

2¢e,s

Proof. HXM(X]A) > k means that there exist (Z, W) where Hoo(Z|W) > k and
(X,A) ~e5 (Z,W) (10)

We claim that if s = 2(£2%), then (I0) implies that W ~. A. To see this, assume
the contrary, i.e., that W and A are not e-close. There exists then a computationally
unbounded distinguisher D where

|P[D(W) = 1] — P[D(A) = 1]| > .

Without loss of generality, we can assume that D is deterministic and thus, implement
D by a circuit of size ©(£2%) via a lookup table with 2¢ entries (where the ith entry is

5 which states that for any random variables «, 3,y we have

Q ~eq,sq B & B ~eg,s0 Y = & ~eqteo,min(sy,s2)



D(i).) Clearly, D can also distinguish (X, A) from (Z, W) with advantage greater than e
by simply ignoring the first part of the input, thus, contradicting (I0). As A ~. W, we
claim that there exist a distribution (Z, A) such that

(Z, W)~ (Z,A). (11)

This distribution (Z, A) can be sampled by first sampling (Z, W) and then outputting
(Z,a(W)) where « is a function that is the identity with probability at least 1 — ¢ (over
the choice of W), i.e., a(w) = w and with probability at most €, it changes W so that it
matches A. The latter is possible since A ~. W.

Using the triangle inequality for computational indistinguishability (cf. the proof of

Proposition ) we get with (I0) and (1))

(X, A) ~oe s (Z,A) (12)
As Hoo(Z|W) > k (for a as defined above)
Ho(ZIW) >k = Ho(Zla(W)) >k = Huy(Z|4) >k (13)

The first implication above holds as applying a function on the conditioned part cannot
decrease the min-entropy. The second holds as (Z, A) ~ (Z,a(W)). This concludes the
proof as (I2)) and (I3) imply that HHL(X]A) > k. O

2¢e,s

As a corollary of Proposition [[] and Lemma [, we get a chain rule for (non-conditional)
HILL entropy. Such a chain rule has been shown by [10] and follows from the more general
Dense Model Theorem (published at the same conference) of Reingold et al. [21].

Corollary 1. For any joint distribution (X, A) € X x {0,1}¢ and § = 2 <W§2(D)

HUM(X) > k = HR PYN(X|A) > k= ¢ = H'H(X[A) > k— ¢
Note that unlike the chain rule for relaxed HILL given in Proposition [2] the chain rule
for (standard) HILL given by the corollary above requires that we start with some non-
conditional variable X. It would be preferable to have a chain rule for the conditional

case, i.e., and expression of the form HEM(X|Y) = k& = HE'Y- (XY, A) = k — £ for some
g =¢e-p(2),s = s/q(2% 1) (for polynomial functions p(.), q(.)), but as recently shown
by Krenn et al. [19], such a chain rule does not hold (all we know is that such a rule holds
if we also allow the security to degrade exponentially in the length |Y| of the conditional

part.)

4.3 Leakage-Resilient Cryptography

We now discuss how Theorem [I] can be used to simplify and quantitatively improve the
security proofs for leakage-resilient cryptosystems. These proofs currently rely on chain
rules for HILL entropy given in Corollary[Il As an illustrative example, we will reprove the
security of the leakage-resilient stream-cipher based on any weak pseudorandom function
from Eurocrypt’09 [20], but with much better bounds than the original proof.
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For brevity, in this section we often write B’ to denote a sequence Bi,...,B; of
values. Moreover, A||B € {0,1}%*® denotes the concatenation of the strings A € {0,1}*
and B € {0,1}°.

A function F: {0,1}* x {0,1}" — {0,1}™ is an (e, s,q)-secure weak PRF if its
outputs on ¢ random inputs look random to any size s distinguisher, i.e., for all D of size
s

P [D(X%F(K, X1),...,F(K,X,)=1]— P [D(X9,RY) =1|<e,
K, X1 X49,Ra
where the probability is over the choice of the random X; <+ {0,1}", the choice of a
random key K < {0,1}* and random R; < {0,1}™ conditioned on R; = R; if X; = X
for some j < 1.

A stream-cipher SC: {0,1}* — {0,1}* x {0,1}" is a function that, when initialized
with a secret initial state Sy € {0, 1}*, produces a sequence of output blocks X1, X, ...
recursively computed by

(Si, Xz) = SC(SZ_l)

We say that SC is (e, s, q)-secure if for all 1 < i < ¢, no distinguisher of size s can
distinguish X; from a uniformly random U, <« {0,1}" with advantage greater than &
given Xy, ..., X;_1 (here, the probability is over the choice of the initial random key So)@,
ie.,

PD(X" 1, X;)=1]— P [D(X"U,]| <e

So So,Un

A leakage-resilient stream-cipher is (g, s, g, £)-secure if it is (g, s, q)-secure as just
defined, but where the distinguisher in the jth round not only gets X;, but also ¢ bits
of arbitrary adaptively chosen leakage about the secret state accessed during this round.
More precisely, before (S;, X;) := SC(S;_1) is computed, the distinguisher can choose any
leakage function f; with range {0, 1}, and then not only get X, but also A; := fj(gj,l),
where Sj_l denotes the part of the secret state that was modified (i.e., read and/or
overwritten) in the computation SC(S;_;).

Figure [ illustrates the construction of a leakage-resilient stream cipher SCF from
any weak PRF F: {0,1}F x {0,1}" — {0,1}**" from [20]. The initial state is Sy =
{Ko, K1, Xo}. Moreover, in the ith round (starting with round 0), one computes K; || X1 :
F(K;, X;) and outputs X; 1. The state after this round is (K, 1, K19, Xz+1)E] In this sec-
tion we will sketch a proof of the following security bound on SC as a leakage-resilient
stream cipher in terms of the security of F as a weak PRF.

Lemma 2. IfF is a (cf, s¢, 2)-secure weak PRF then SCT is a (¢',s', ¢, {)-secure leakage
resilient stream cipher where

3F5/2

e’ = 4qy/ep2t s =06(1)- 530

5 A more standard notion would require X7, ..., X, to be indistinguishable from random; this notion is implied
by the notion we use by a standard hybrid argument losing a multiplicative factor of ¢ in the distinguishing
advantage.

7 Note that X; is not explicitly given as input to f; even though the computation depends on X;. The reason
is that the adversary can choose f; adaptively after seeing X;, so X; can be hard-coded it into f;.
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The bound above is quantitatively much better than the one in [20]. Setting the leakage
bound ¢ = loger'/6 as in [20], we get (for small ¢) &' ~ 55;/12, which is by over a power
of 5 better than the &i/ " from [20], and the bound on &' ~ SFEé/ % improves by a factor of

52/ 0 (from s,:sé?’/ % in [20] to sti/ 0 here). This improvement makes the bound meaningful
if instantiated with a standard block-cipher like AES which has a keyspace of 256 bits,
making the assumption that it provides sg/er &~ 22 security.

Besides our main Theorem [I, we need another technical result which states that if F
is a weak PRF secure against two queries, then its output on a single random query is
pseudorandom, even if one is given some short auxiliary information about the uniform
key K. The security of weak PRFs with non-uniform keys has first been proven in [20],
but we will use a more recent and elegant bound from [I]. As a corollary of [I, Thm.3.7
in eprint version|, we get that for any (ef, sg, 2)-secure weak PRF F: {0, 1}* x {0,1}" —
{0,1}™, uniform and independent key and input K ~ Uy, X ~ U, and any (arbitrarily
complex) function g: {0,1}* — {0,1}*, one hadd

(X, F(K, X), g(K)) ~e 2 (X, Un, g(K)) where & = e + \/ep2l +27" & /22l (14)

Generalizing the notation of ~, ; from variables to interactive distinguishers, given two
(potentially stateful) oracles G, G’, we write G ~. 5 G’ to denote that no oracle-aided
adversary A of size s can distinguish G from G, i.e.,

G G = VA A <s : |PIAY = 1] - PAY = 1]| <e.

Proof (of Lemmald (Sketch)). We define an oracle G4°® that models the standard attack
on the leakage-resilient stream cipher. That is, G5°® samples a random initial state Sp.
When interacting with an adversary A% the oracle Greal expects as input adaptively
chosen leakage functions f1, fa,..., f;—1. On input f;, it computes the next output block
(Xi, Ki11) := SC(K;_1, X;_1) and the leakage A; = f;(K;_1). It forwards X;, A; to A and
deletes everything except the state S; = {X;, K;, K;y1}. After round ¢—1, G5 computes
and forwards X, (i.e., the next output block to be computed) to A. The game G§*? is
defined in the same way, but the final block X, is replaced with a uniformly random U,,.
To prove that SC™ is an (¢/, ¢, ¢, q)-secure leakage-resilient stream cipher, we need to

show that
Ggeal ~el g C;gamal7 (15)

for &/, s’ as in the statement of the lemma.

Defining games Gt and G for 1 < i < g—1. We define a series of games G7¢%, . . . Ggi“ll
where G;ﬂl is derived from GT°! by replacing X;, K;,; with uniformly random values
)E'i,f(l-ﬂ and the leakage A; with simulated fake leakage A (the details are provided
below). Games G7** will be defined exactly as G7°? except that (similarly to the case
i = 0), the last block X, is replaced with a uniformly random value.

8 We just need security against two random queries, so the well known non-uniform upper bounds on the security
of block-ciphers of De, Trevisan and Tulsiani [6l5] do not seem to contradict such an assumption even in the
non-uniform setting.

9 The theorem implies a stronger statement where one only requires that K has k — £ bits average-case min-
entropy (which is implied by having K uniform and leaking ¢ bits), we state this weaker statement as it is
sufficient for our application.
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For every i, 1 <1 < ¢ — 1, the variables f(l-, X; as defined by the oracles realizing the

games G;‘md and Gre‘ll where j > i will satisfy the following properties (as the initial values

(Xo, Ko, K1) never get replaced, for notational convenience we define (X, Ky, K1) def

(Xo, Ko, K1))

i. K;, X; are uniformly random.

ii. Right before the (i —1)th round (i.e. the round where the oracle computes X;|| K1, :=
F(Xi1, K, 1)), the oracle has leaked no information about K;_; except for the ¢ bits
fake leakage A;.

iii. Right before the (i — 1)th round K;_, and X;_; are independent given everything the
oracle did output so far.

The first two properties above will follow from the definition of the games. The third
point follows using Lemma 4 from [9], we will not discuss this here in detail, but only men-
tion that the reason for the alternating structure of the cipher as illustrated in Figure [I]
with an upper layer computing Ky, K, ... and the lower layer computing K, K3, ..., is
to achieve this independence.

We now describe how the oracle G7$% is derived from G7**. For concreteness, we set
i = 2. In the third step, G3¢* computes (X3, Ky) := F(Ka, X3), A3 = f5(K,) and forwards
X3, A3 to A. The state stored after this step is S5 = { X3, K, K4} Let V, & {X2 A%} be
the view (i.e. all the outputs she got from her oracle) of the adversary A after the second
round.

Defining an intermediate oracle. We now define an oracle Gg%l (which will be in-between

Greal and Geal) derived from G by replacing Az = f3<K2) with fake leakage A5 com-
puted as follows: let (-) be a simulator for the leakage A3 := f3(K5) such that (for &, 3
to be defined)

(Z,h(2)) ~zes (Z,A3) where Z = {V3, X3, K4} (16)

By Theorem [I], there exists such a simulator of size s, &f O(523/£%). Note that h not
only gets the pseudorandom output X3, K4 whose computation has leaked bits, but also
the view V5. The reason for the latter is that we need to fool an adversary who learned
V,. Equation ([I6]) then yields

G5 ~zimey G a7)

where sq is the size of a circuit required to implement the real game G5°. The reason
we loose sg in the circuit size here is that in a reduction where we use a distinguisher for
Greal and nggl to distinguish (Z, h(Z)) and (Z, A3) we must still compute the remaining
g — 4 rounds, and sg is an upper bound on the size of this computation.

The game G5 is derived from Gg?gl by replacing the values Xj3|| K, := F(R'Q,f(g)

with uniformly random X3||f(4 right after they have been computed (let us stress that
also the fake leakage that is computed as in (I6) now uses these random values, i.e.,
Z = {‘/27 X37 K4})

Proving indistinguishability. We claim that the games are indistinguishable with param-
eters

real real
G2/3 \/ er2¢,sp/2—sn—30 G3 (18)
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Recall that in G;‘j‘gl, we compute X3/ Ky = F(f@,f@) where by i. X5, K, are uniformly

random, by ii. only ¢ bits of K, have leaked and iii. X, and K, are independent. Us-
ing these properties, equation (I4)) implies that the outputs are roughly (v/eg2, sg/2)
pseudorandom, i.e.,

(Xa, X Ky, Ay) ™ e se )2 (X, Xs|| Ky, Ay), (19)

from which we derive (I8). Note the loss of s, in circuit size in equation (I8) due to the
fact that given a distinguisher for Ggf/fgl and G5, we must recompute the fake leakage
given only distributions as in (I9)).

We will assume that sop < §/2, i.e., the real experiment is at most half as complex as
the size of the adversaries we will consider (the setting where this is not the case is not
very interesting anyway.) Then § — sq > §/2.

Up to this point, we have not yet defined what ¢ and § are, so we set them to

- 2030
sed 52
. def % then sp=8-s,=06(1)

€ = ver2t and §d§f@(1)

€2’

With (I7) and (I8), we then get G5 ~oz 50 G5 The same proof works for any 1 <
1 <q—1,i.e., we have

real real rand rand
G; ~2¢,5/2 Gi—f—l . G "2¢,5/2 Gz‘+1 :
Moreover, using i.-iii. with (I4]),
real rand
G ~aes2 G

q—1 q—1

Using the triangle inequality 2q times, the two equations above yield
Ggeal ~4gé )2 C;gand7

which which completes the proof of the lemma.

el el
Ko F K> F Ky
X] X2 X3 X4
X0~ K \E‘/ Ks ™~ F]
AX\ AXS

% o] ma] % [ [2a]

fi fi(Ko) I fa fa(Kq) f3 f3(K2) fa fa(K3)

Fig. 1. Leakage resilient stream-cipher SCF from a any weak pseudorandom function F. The regular evaluation is
shown in black, the attack related part is shown in gray with dashed lines. The output of the cipher is Xo, X1, .. ..
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A Proof of Theorem [

We will prove Theorem [dInot for the family F directly, but for a family F which for every
f € F contains the function f: X x {0,1}* — [~1, 1] defined as

~

f(2,0) = f(x,b) —ws(x) where wy(x)= E [f(2,0)]=2"" Z f(z,b)

¢
b<{0,1} be{0,1}
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Any simulator that fools F also fools F with the same advantage since VJ?E F ;

E [~ & [Fe )
~| B [ge) - ue] - B () - o)
~| B @]~ E (k)

Evaluating frequires 2% evaluations of f as we need to compute w(z). We thus lose a
factor of 2¢ in efficiency by considering F instead of F. The reason that we prove the
theorem for F instead of for F is because in what follows, we will need that for any =z,
the expectation over a uniformly random b € {0,1} is 0, i.e.,

~

VieFzeX: E [flz,b)]=0. (20)
b«{0,1}¢

To prove the theorem, we must show that for any joint distribution (X, g(X)) over
X x {0,1}*, there exists an efficient simulator h: X — {0, 1}* such that

~ ~

E [f(z,9(x)) = f(z, h(z))]] <e. (21)

X

V]?GJ?:

Moving to product form. We define the function g: X x {0,1}* — [0,1] as g(z,a) :=

P[g(x) = a]. Note that for every x € X', we have
g

S e -1 2
ac{0,1}¢

~

We can write the expected value of f(X, g(X)) as follows:

E (fag@)= Y E [ﬂx,a)mg(z):a]]:

z+X,[g]

=2 B [flz,w)g(z,u)). (23)
x4+ X,u+{0,1}¢
We will construct a simulator h: X x {0, 1} — [0,1] such that for v > 0 (to be defined
later),

VfeF: E  [f(z,b)(G(z,b) — h(z,b)] < 7. (24)

24+ X,b<{0,1}¢

From this &, we can then get a simulator h(-) like in (2I) assuming that h(z,-) is a
probability distribution for all z, i.e., Vo € X,

> h(z,b) =1, (25)

be{0,1}¢

Vb € {0,1} : h(z,b) > 0. (26)
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We will define a sequence hg, h1, ... of functions where ho(x,b) = 27¢ for all z, b1 Define
the energy function
A= E[(g(w,0) = hi(2,))%).
x4+ X,b+{0,1}¢
Assume that after the first ¢ steps, there exists a function fy i: X' x {0,1}¢ — [-1,1]
such that

B [frer(2,0)(g(x,b) — hy(2,b))] > 7,

x4+ X,b+{0,1}¢

and define R
hipa (@, b) = hy(z,0) + 7 fer1 (2, ) (27)
The energy function then decreases by 42, i.e.,
Ay

= B @, b) — he(2,b) — Yo (z,b)?] =

x4+ X,b«{0,1}¢

=A+ B [Pha@b)]— B [29fia(@b)(§(2,0) — hi(z,b))]
2+ X,b+{0,1}¢ 2+ X,b+{0,1}¢

<2 >2v2

4

<A -2
Since Ay < 1, A; > 0 for any ¢ (as it is a square) and A; — A;y1 > ~?, this process
must terminate after at most 1/9? steps meaning that we have constructed h = h; that
satisfies (24)). Note that the complexity of the constructed I is bounded by 2472 times
the complexity of the functions from F since, as mentioned earlier, computing frequires
2! evaluations of f. In other words, i has complexity O(2°472) relative to F.
Moreover, since for all z € X and f € F, we have Z ho(z,b) = 1 and Z f(l’, b) =

be{0,1}¢ be{0,1}¢
0, condition (25) holds as well. Unfortunately, (26) does not hold since it might be the
case that hyyq(z,b) < 0. We will explain later how to fix this problem by replacing Fit
in (27) with a similar function ﬁﬁrl that satisfies hyq1(z,b) = hy + ’yﬁ’;l > 0 for all
and b in addition to all of the properties just discussed. Assume for now that h satisfies
2)-@0).

Let h: X — {0,1}¢ be a probabilistic function defined as follows: we set h(z) = b
with probability TL(x, b). Equivalently, imagine that we have a biased dice with 2¢ faces
labeled by b € {0, 1}¢ such that the probability of getting the face with label b is 71(36, b).
We then define h(z) by simply throwing this dice and reading off the label. It follows

that P[h(z) = b] = h(x,b). This probabilistic function satisfies
(h]

-~

E [f(zh(z)]= E_ ) f(%a)ﬁ[h(ﬂi)zal

[h],x+X X

x4+ X,u+{0,1}¢

19 Tt is not relevant how exactly ho is defined, but we need 2beqoayelho(@, b)) =1 for all z € X.
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Plugging (28) and (23) into (24]), we obtain

S [ fle,g(e)  Fla,h(@)]
vier x<—I)Eg,[h] 2 o ] <7
Equivalently, )
vieF o B |Fwln) - flh@)] <2 (29)

We get (@) from the statement of the theorem by setting « := £/2°. The simulator h is
thus of complexity O(2%(1/¢)?) relative to F.

Enforcing hy(x,b) > 0 for £ = 1. We now fix the problem with the positivity of h.(z,b).
Consider the case ¢ = 1. Consider the following properties:

Z hi(z,b) =1 for z € X,
be{0,1}
ii. Vb e {0,1}, hy(x,b) >0 for x € X,
iii. E [fee1(z,0)(g(z,b) — hy(x,b))] > = for v > 0.
X ,b+{0,1}
Assume that hy: X — {0,1} and fi.1: X x {0,1} — [—1,1] satisfy ) and i) for all

x € X and 7it) for some v > 0. Recall that A; = E [(g(z,b) — he(z,b))?]. We have
z+X,b+{0,1}

shown that h;q = hy + vﬁﬂ satisfies
At+1 S At — ’)/2. (30)

Moreover, for all z € X, hyyq will still satlsfy i) but not necessarily 7). We define a
function ft ", such that setting h; .y = hy + 7y ft ", will satisfy 7) and 1) for all z € X and
an inequality similar to (30).

First, for any x € X for which condition i) is satisfied, let f* , = ﬁ+1- Consider now
x € X for which i) fails for some b € {0, 1}, i.e., for which h;(z,b) + 7ﬁ+1(:p, b) < 0. Let
v = —hi(z,b)/ fry1(z, b). Note that 0 < ~" <~ and hy(z,b) + 7’ﬁ+1(x, b) = 0. Let

ﬁ11($>b) = %ﬁﬂ(%b) ﬁh(% 1-b)= ﬁ+1(9€> 1—b)+ — 1 J?t+1($7 b).

Let hyyq(z, ) = hy(z,-) + yﬁjl(:p, -) and note that
thﬂxb thﬂxb—()
be{0,1} be{0,1}

Condition 1) is then satisfied for h;,; for any z € X. By the definition of 4/, condition
i1) is satisfied for any x € X as well. Condition #ii) is more delicate and in fact need not
hold. Yet, we will prove the following:

Lemma 3. If ﬁ“ and hy satisfy i) and ii) for every x € X, and iii) then

E  [fin(@b)(g(@,b) —h@b)] - E ([ b)(g(z,b) — bz b)] <

x+X,b«{0,1} x+X,b«{0,1}

W o

(31)
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Proof. To prove (31)), it suffices to show that for every x € X,

Z ﬁ-ﬁ-l(x’ b)(g(l‘, ) ht :L‘ b Z ft+1 Z, b ) ht(x’ b)) <

be{0,1} be{0,1}

(32)

b |2

If x € X is such that i) is satisfied for h;y; then there is nothing to prove. Suppose
that i7) fails for some z € X and b € {0, 1}. For brevity, let f := ﬁﬂ(a:, b), g := g(z,b),
h = hi(z,b). We have =1 < f < 0, h+~vf < 0,0 < g <1 and h = —yf*. Using
g — h > —h, the left-hand side of (B2) then satisfies

2 2 (=fy—h+h\ _af o
2+ )= ) <20+ -0 = 2 py - 2 (SRR 08 <7
(33)
. . u+ v\
where we have used the inequality uv < 5 .
If 774) holds then Lemma [ implies v — E [ft+1(l‘ b)(g(z,b) — hy(z,b))] < T
x+X,b«{0,1} 4
Equivalently,
37
E  [fi(@ b)(g(x,b) — hu(w, b)) > 1 (34)
x+X,b«{0,1}
Defining hy1 1 = hy + vﬁ*ﬂ, we still get
3y 2 92
A <A — | L) =4, ——.
mza- (B) —a-D (35)

Remark 2. In this case, the slightly worse 1nequahty (B3)) will increase the complexity of

h but only by a constant factor of 16/9, i.e., h will still have complexity O(2¢y~2) relative
to F.

Enforcing hy(x,b) > 0 for general {. Let ﬁ+1(x, b) be as before and suppose that there
exists © € X such that h;(z,b) —|—’yﬁ+1(a:, b) < 0 for at least one b € {0, 1}*. We will show
how to replace ﬁﬂ with another function ﬁ i such that it satisfies an inequality of type
(B4) and such that h;1(x,b) = ht(a: b) +”yft+1(a: b) > 0. Let S be the set of all elements
b € {0,1}* for which hy(x,b) + 7 fri1(z,b) < 0. For b € S, it follows that f,41(z,b) < 0.

As before, for b € S, define ft+1($, b) = _ht<:€ b)

ht(xv b) + 7]/0;-1—1(1‘7 b)

. Note that for each such b, we have

to modify each ﬁ+1(x, b). Let

added a positive mass —

”
M=% - (ft+1xb h%’b)) (36)
besS

~ M
be the total mass. For b ¢ S, define f;,,(z,b) = ft+1(x b)— Clearly, E ft+1(x b) =
- b+{0,1}¢
0. We will now show the following
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Lemma 4. For every x € X, the function ﬁﬁrl satisfies

> (Fora(,0) = i (2,0)(g(,b) — h(x,b)) < 271,

be{0,1}¢

Proof. Let s = |S| and hg = Z hi(z, b;). First, note that (as in the case £ = 1)

=1

wesi (et + ") oo = o) < = (Bt + ") o,
(37)
Moreover,
> g@b) < Y glab) =1 (38)
beS be{0,1}¢

The difference that we want to estimate is then

A= Z (ﬁJrl(xv b) - ﬁ;l(mv b))(g(l’,b) o ht<x7b))

be{0,1}¢
~ he(x,b M
= 3 (Fato P (gta) )+ 5 S (ol ) )
besS v b¢S
(B:ZI)v(BE) -~ ht(l‘, b) M
< > - (ftﬂ(:c, b) + - hu, ) + o (1= > hy(x,b)
bes . b¢ S )
—hs
@8) ~ hi(z,b h ~ he(z,b
beS -~ _ besS
<v/4
E) sy hs n h% sy | hsfs h%
< L__ — v =7 —
- 4 QZ—Sth+1<x’b) T2 =5 4 d—s 2 —s)

bes

where fg = — Z ﬁ+1(x, b). Note that Z —ﬁﬂ(x, b) < s and (using (20)) Z —E_H(ZL‘, b) =

R bes besS bes
thﬂ(a:, b) < 2° — s, ie., fg < min{s,2¢ — s}. Since
biS
hs[s h3 1 1 hs + (vfs —hs)\* _ 57
— = h — hg) < < —
20 —s (2t —5) (2t —5s) s(fs = hs) < v(2f — s) 2 — 47
it

where we have used that f2 < s(2°— ). Since s < 2¢, we obtain A <

proves the lemma.

< 271y which

To complete the proof, note that the above lemma implies that

E  [fon(@b)(g(@,b) = (@ b)) = E  [fi(2,b)(g(x,b) = hu(z,b))] <

x4+ X,b+{0,1}¢ z+X,b+{0,1}¢

o |2
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and hence,

~

E  [fia(e,b)(g(z,0) — he(z,b))] >

x4+ X,b+{0,1}¢

(39)

l\DlQ

Remark 3. Similarly, the slightly worse inequality (89]) will increase the complexity of h
by a constant factor of 4, i.e., h will still have complexity O(2°y~2) relative to F.

A.1 Derandomizing h

Next, we discuss how to derandomize . We can think of the probabilistic function hasa
deterministic function A’ taking two inputs where the second input represents the random
coins used by h. More precisely, for R < {0,1}” (p is an upper bound on the number of

random bits used by /) and for any z in the support of X, we have #(z, R) ~ h(z).

To get our derandomized h, we replace the randomness R with the output of a function
¢ chosen from a family of t-wise independent functions for some large t, i.e., we set h(x) =
I'(x,d(z)). Recall that a family @ of functions A — B is t-wise independent if for any ¢
distinct inputs aq, ..., a; € A and a randomly chosen ¢ < @, the outputs ¢(ay), ..., d(ar)
are uniformly random in B*. In the proof, we use the following tail inequality for variables
with bounded independence:

Lemma 5 (Lemma 2.2 from [3]). Let t > 6 be an even integer and let Zy, ..., Z, be
t-wise independent variables taking values in [0,1]. Let Z = Y7 | Z;, then for any A >0

177 2 4 < ()

Recall that the min-entropy of X is H,(X) = —log <maXIP>[X = :L‘]), or equivalently, X
has min-entropy k if P[X = 2] <27* for all z € X.

Lemma 6. (Deterministic Simulation) Let ¢ > 0 and assume that
Hy(X) > 2 +loglog | F| + 21og(1/e). (40)

For any (probabilistic) h: X — {0,1}, there ezists a deterministic I of the same com-
plexity relative to F as h such that

VfeF: | E [fx,h(x)]— E [f(z,h(x))]| <e (41)

x4 X,[h] reX

Remark 4. About the condition (40). A lower bound on the min-entropy of X in terms
of loglog | F| and log(1/¢) as in (40) is necessary. For example one can show that for ¢ <
1/2, (@) implies Hy(X) > loglog|F|. To see this, consider the case when X is uniform
over {0, 1}™ (so Hyo(X) = m), F contains all 22" functions f: {0,1}™ x {0,1} — {0,1}
satisfying f(z,1—b) = 1 — f(x,b) for all z,b € {0,1}™*, and h(z) ~ U; is uniformly
random for all z (so it ignores its input). Now, given any deterministic ﬁ, we can choose
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f € F where f(a:,ﬁ(:v)) =1 for all x € {0,1}"™ (such an f exists by definition of F). For
this f,

-~

E R - B [/ he)]| =172

J/ v~
M =1

—1/2
In terms of log(1/¢), one can show that (AIl) implies Ho(X) > log(1/e) — 1 (even if
|F| = 1). For this, let h and X be as above, F = {f} is defined as f(z,b) = b if z = 0™
and f(x,b) = 0 otherwise. For any deterministic h, we get

| E_[f(h@)]- E [f(eh)]]|=1/2""

x+X,[h] T

7

J

7

- 1/2 or 0

and thus, ¢ = 1/2™!. Equivalently Ho,(X) = m = log(1/e) — 1. The condition (@Q)
is mild and in particular, it covers the cryptographically interesting case where F is
the family of polynomial-size circuits (i.e., for a security parameter n and a constant
¢, | F| < 2™), X has superlogarithmic min-entropy H..(X) = w(logn) and ¢ > 0 is
negligible in n. Here, (40) becomes

w(logn) > 2+ clogn + 2loge™!

which holds for a negligible ¢ = 2« (g™,

Proof (Proof of Lemma [4). Let m = Hy(X). We will only prove the lemma for the
restricted case where X is flat, i.e., it is uniform on a subset X’ C X of size 2™.
Consider any fixed f € F and the 2™ random variables Z, € {0,1} indexed by = € X’
sampled as follows: first, sample ¢ < @ from a family of {-wise independent functions
X — {0,1}” (recall that p is a upper bound on the number of random bits used by h).
Now, Z, is defined as

Zy = fla. W (2, 6(2))) = f(z, h(x))
and Z = Z Z.. Note that the same ¢ is used for all Z,.

zeX’!

1. The variables Z, for x € X’ are t-wise independent, i.e., for any ¢ distinct 1, ..., x;,

the variables Z,,, ..., Z;, have the same distribution as Z, , ..., Z, sampled as Z, <

f (s, ﬁ’(wi, R)). The reason is that the randomness ¢(x1), ..., ¢(z;) used to sample the
Zyyy- -y Zy, 1s uniform in {0,1}” as ¢ is t-wise independent.
2. E[Z:] = E [f(z, I (z,¢(x))] = E[f(z, h(z))].
o=@ (]
3. P _[f(x,h(z)) =1 = E [2/2"].

w4 X,[h] Cans

1 Any distribution satisfying Heo (X) = m can be written as a convex combination of flat distributions with min-
entropy m. Often, this fact is sufficient to conclude that a result proven for flat distributions with min-entropy
m implies the result for any distribution with the same min-entropy. Here, this is not quite the case, because
we might end up using a different ¢ for every flat distribution. But as the only property we actually require
from X is P[X = z] < 27™, the proof goes through for general X, but becomes somewhat more technical.
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Let u = (E@[Z] - ¢<IE'¢

2

rzeX’

. By Lemma [5l we have

N
Iz -2 2] < ()

g29m

Let us call ¢ bad for f if |Z — p| > €2™ (or equivalently, using iii)),

E _[f(z,h(@)]~ E [f(z,¢(x))

o X,[h] =X

> ¢

We want to choose ¢ such that the probability of ¢ being bad for any particular f € F is

less than 1/|F]|, i.e.
NE
(522771) < |F|7. (42)

We postpone for a second how to choose t and discussing when this is even possible.

Assuming (42)),
t/2
) <iE

Z —ul>e2m <
12 -2 e < ( g

and by taking a union bound over all f € F, we get
PE3feF : |Z—ul>e2" <1,

¢<—D

which implies that there exits ¢ € @ such that
VfeF : |Z—pul <e2™.

P
d<—D

Equivalently, using how Z and p were defined,

VIEF D flah@) =D flahl@)] <e2m

zeX’ reX’

Finally, using that X is uniform over X', we get (for the above choice of ¢) the statement
of the lemma

~

E [f(z.h(z)] — E [f(z,h(z))]

X o X, [h]

VfeF : < E.

We still have to determine when ¢ can be chosen so that (42]) holds. By taking logarithm
and rearranging the terms, ([42]) becomes

mt/2 > log | F| + (t/2) log(t) + tlog(1/e),

ie.,

m > 2log | F|/t +log(t) + 2log(1/¢).
Setting t = log | F|, we get

m > 2+ loglog | F| + 2log(1/e).
which holds as it is the condition (B we made on the min-entropy m = H(X).
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