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Abstrak 

Algoritma Blowfish (BA) adalah sifer blok simetri yang menggunakan rangkaian 

Feistel untuk melakukan fungsi penyulitan dan penyahsulitan yang mudah. Kunci 

BA adalah pelbagai dari bit 32 ke 448 untuk  memastikan  tahap keselamatan yang 

tinggi. Walau bagaimanapun, kotak penggantian (Kotak-S) dalam BA mengambil 

peratus ruang memori yang tinggi dan mempunyai masalah keselamatan, 

terutamanya dalam kerambangtarikan output bagi teks dan fail imej yang 

mempunyai rentetan besar  dan mempunyai bait yang serupa. Dengan demikian, 

objektif kajian ini adalah untuk mempertingkatkan BA bagi mengatasi masalah ini.  

Kajian ini melibatkan tiga fasa; reka bentuk algoritma, pelaksanaan, dan penilaian. 

Dalam fasa reka bentuk, Kotak-S 3D dinamik, Kotak Pilih Atur (Kotak-P) dinamik, 

dan Fungsi Feistal (Fungsi-F) direkabentuk.  Pembaikan ini melibatkan integrasi 

sistem koordinat silinder (CCS) dan Kotak-P dinamik.  BA yang dipertingkatkan 

dikenali sebagai algoritma Ramlan Ashwak Faudziah (RAF).  Fasa pelaksanaan 

melibatkan pengembangan kunci, penyulitan data, dan penyahsulitan data. Fasa 

penilaian meliputi mengukur algoritma dari segi memori dan keselamatan.  Dari segi 

memori, keputusan menunjukkan RAF menggunakan 256 bait, iaitu kurang daripada 

BA (4096 bait).  Dari segi kerambangtarikan pada teks dan fail imej yang 

mempunyai rentetan besar dan mempunyai bait yang serupa, kadar purata 

kerambangtarikan untuk 188 ujian statistik memperolehi nilai lebih daripada 96%.  

Ini bermakna RAF mempunyai kerambangtarikan tinggi yang menunjukkan bahawa 

ianya lebih terjamin. Dengan demikian, keputusan ini menunjukkan bahawa 

algoritma RAF yang mengintegrasikan CCS dan dinamik Kotak-P adalah satu 

pendekatan berkesan yang dapat mengurangkan ingatan dan mengukuhkan 

keselamatan. 

 

Kata kunci:  Sistem Koordinat Silinder, Kotak-S dinamik, Kotak-P dinamik,  

Algoritma Blowfish 
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Abstract 

The Blowfish Algorithm (BA) is a symmetric block cipher that uses Feistel network 

to iterate simple encryption and decryption functions. BA key varies from 32 to 448 

bits to ensure a high level of security. However, the substitution box (S-Box) in BA 

occupies a high percentage of memory and has problems in security, specifically in 

randomness of output with text and image files that have large strings of identical 

bytes. Thus, the objective of  this research is to enhance the BA to overcome these 

problems. The research involved three phases, algorithm design, implementation, 

and evaluation. In the design phase, a dynamic 3D S-Box, a dynamic permutation 

box (P-Box), and a Feistal Function (F-Function) were improved. The improvement 

involved integrating Cylindrical Coordinate System (CCS) and dynamic P-Box.  The 

enhanced BA is known as Ramlan Ashwak Faudziah (RAF) algorithm. The 

implementation phase involved performing key expansion, data encryption, and data 

decryption. The evaluation phase involved measuring the algorithm in terms of 

memory and security.  In terms of memory, the results showed that the RAF 

occupied 256 bytes, which is less than the BA (4096 bytes).  In terms of randomness 

of text and image files that have large strings of identical bytes, the average rate of 

randomness for 188 statistical tests obtained values of more than 96%. This means 

that the RAF has high randomness indicating that it is more secured. Thus, the 

results showed that the RAF algorithm that integrates the CCS and dynamic P-Box 

serves as an effective approach that can consume less memory and strengthen 

security.    

 

Keywords: Cylindrical Coordinate System, Dynamic 3D S-Box, Dynamic P-box, 

Blowfish Algorithm. 
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CHAPTER ONE 

                                           INTRUDUCTION 

1.1 Background 

The advancements in technologies have changed the way people communicate with 

each other. Technologies have accelerated communications, resulting in an 

exponential information exchange, especially in digital landscape.  Hence, it allows 

people, regardless of the places they are at and the time zone they are in to 

communicate and transfer information extensively in a borderless manner.  In this 

kind of situation, the protection of transmitted data is very important. This is because 

in such landscape, the possibility of data theft is high, and eventually results in data 

loss. More importantly, the attacked data could be manipulated by the attackers for 

undesirable purposes (Verma, Agarwal, Dafouti, & Tyagi, 2011). 

In order to ensure that transmitted data are safe, cryptography has been popularly 

used Rolf (2005). Cryptography techniques encrypt and hide information. This means 

that the original information will not been tampered and the information can only be 

accessed in pieces and not as a whole (Menezes, Van Oorschot, & Vanstone, 1997). 

Existing popular cryptographic algorithms on block cipher include DES, RC2, IDEA, 

CAST, Rijndael, Twofish, RC6, MARS, Serpent, and Blowfish. The limitations of 

these algorithms except Blowfish are not highly secured and slow.  

As mentioned, one of the popular cryptographic algorithms is the Blowfish Algorithm 

(BA).  BA is a symmetric-key block cipher, designed in 1993 by Bruce Schneier and 
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