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ABSTRACT

Mobile technology had been accepted to be a vital and important and advancing application to
be made use of in facilitating our way of doing business, because of its mobility nature. This
research focus on securing mobile computing devices using layered security approach in order
to safeguard wireless network against any possible threat from unauthorized users from
coming into the network. Five layered security levels was discussed in the literature review as

an effective means of securing any wireless network from cyber terrorists attacks.

The main objective of this research is to deploy Authentication and Access
Control security measures under the Network layer security approach, which
happens to be one of the steps involved in securing mobile computing devices
using layered security approach. The methodology for the research was adopted
from SDLC which include Planning, Analysis, Design, Implementation and

Evaluation.

Consequently, the findings of the research was hoped to motivate and encourage
organizations to incorporate and deploy layered security approach in improving
and enhancing their network security against any possible attacks from external

mobile users.

i



ACKNOWLEDGMENT

I am forever indebted and thankful to the Almighty God for guiding me through the entire
length of the way to success and without whose assistance [ would never have reach this far
and for giving me the strength, wisdom and sound health throughout my period of study in
Universiti Utara Malaysia.

I also want to express my warmest and deepest gratitude to my wonderful supervisor in
person of Assoc. Prof. Hatim Mohamad Tahir who willingly accepted to supervise, lead and
guide me patiently as regard sharing his abundant source of knowledge in this dissertation. I
will always be forever thankful and grateful to him because without his beneficial comments,

this research would have never been possible.

Once again I thank the Almighty God for His direction and who had made me what I am
today. Profound gratitude goes to all the authors whose materials have given me a lot of

inspiration in the writing of this project, most of who are referenced.

I am indebted to my beloved parents, Mr. and Mrs. Bakare for all their love and
encouragement as well as their financial, moral and spiritual support and for being able to see

me through all this years of my studies and for trusting in me.

My appreciation also goes to my siblings in likes of Muyiwa, Wasiu, Kunle and Titilope for

their love, assistance and encouragement.

il



My warmest gratitude also goes to Mr. and Mrs. Ali, Mrs Abudu, Mom Dare, Mom Iqmah,
Mr. and Mrs. Odukoya and Mr. Adesiyan for their passionate love shown to enhance my

educational development. May God bless you all (Amen).

I also own a lot to my cousins in likes of Lateef, Akeem, Ganiu, Khadijah, Dare, Bose,

Damilola, Seun and the rest of the families whose names were not mentioned.

Somebody that you can always count on is your friend. My warmest and strongest
appreciation goes to my friends: Mathew, Gbolahan, Sesan, Tola, Bukky, Shola, Folasade,
Latifat Afiolaji, Feyi, Ismail, Ayo Omotoso, Ridwan, Okere, Joe, Jelal, Mr. Aliyu,
Mohammad Ali, Tunde Adelaja, Ayo Adelaja, Jide Adelaja, Ifalaju, Kelechi, Segun
Adebambo, Oyuke, Onuoha, Olamide, Sunday Sejoro, Jide Kuye, Abayo, Remi, Yemi Aleje,
David Oduyebo, and so many others whose names were not mentioned. Am using this
privilege to say a big thank you for being a friend indeed may the Almighty God continue to

strengthen the cord of love that binds us all together. I love and appreciate you all.

v



TABLE OF CONTENTS

PERMISSION TO USE ...ttt ettt ettt ettt et sbe e sbe b e e reenea e i
ABSTRACT ...ttt et ettt e e et e et sttt s e ses sbe et euteeresaeeaneeas il
ACKNOWLEDGEMENT ...ttt ettt e ettt s s e saace e s nrae s 1ii
TABLE OF CONTENTS ..ottt ettt s bt ettt et e sae e sb e maeebaeshesanesseesaes v
LIST OF TABLES ... .ottt ettt ettt e s e e em e sbeeseaeebaesmneeeneeennee viii
LIST OF FIGURES ...ttt st sne s sreesmee e 1x
CHAPTER ONE: BACKGROUND OF THE STUDY ....ccootioiiiiiiiiiieieeere et 1
D IIETOAUCHION Lottt ettt et e be e s seb e e b e e se s e eme e e baesreeenbeeeanesnteenreeanns |
1.1 Problem StAteIMENL .........o.viiiiiiriiriicet ettt ettt e e a e 3
1.2 Research QUESHIONS ...o.cccuviiiieiiiieiieeiiieerieecsiaeetee s sveesne e e s taeebtaeassseaesseesasssasesnsessareeaensnsens 3
[.3 ReSEArch ODJECIIVES ...c.ueiiiiiiiiiiiiiieiiie ettt eesrtee e e snaressneae s sanessetneenssanessesesensssesressasnsesens 3
1.4 Scopeofthe Study ...cccoeiiiiiiiiice e e er et ae e b eaeeerarrana 4
1.5 Significance of the Study ....cccoooiiiiiiii et 4
1.6  Limitation Of the StUAY ...coccrioeeee ettt e s ta e e s rae e s e e e 4
1.7 SUINITIATY «rieriieeeiiieiiiie ettt sttt e st eeettce sttt e s reesabeee et e e s s see s bt eesaneeesastesansteesautaesaeeeenaneesannne 5
CHAPTER TWO: LITERATURE REVIEW .......ccooiiiiiiiiiiiiiiieniiii ettt cneneeeiecenneas 6
2 IMEFOQUCTION ..ttt ettt ettt e st e e bt e st e et a e e sttt enatenesenbesanereeeraeees 6
2.1 Mobile TEChNOIOZY «.c.vvveeiierieiiet ettt rrree s ser e e s 6
2.1.1 Wireless Data Transfer Options.........coceeveeriiiiiiiireniinirencneere e csne e 13
2.1.2 WIrEless LLAN ...ttt sttt st s e eeeanees 14
2.1.3 Benefits of Wireless LAN ......cooiiviiiiiiiiciiiie et 14
2.1.4 Wireless INLEMEt . .....cc.eooviiirieiiiieicie i e s 15
2.1.5 Data SYNCHIONIZATION . ... eereieieerireeiererrreerteeeebereeieeeireeseseneesabeesemreeemeneesetseesresesans 16

2.2 Mobile APPlCAtION....cocuiiriiiiiii ittt s e s 16
22.1 Benetits of Mobile Computing ............cccocuviiiiiiiiiimiiiiic e 20

2.3 Wireless Application Protocol (WAP) ...cc.ccccoiriiiiiiiiiiiiiiiccini i 21
2.3.1 WAP ATCHILECTUTE. .....eeiiiiieiie ittt s s sr e eaes 24

2.4  Challenges of Mobile COMPULINE .....c.covruverririeeniiinireeiiee et ccttcecnceerenins e esree s e 26
24.1 Security Threats and Attacks on Wireless Networks........c.cooovivinniiniiiiiinninnnn. 28

2.5 NEtWOTK SECUTILY ..eitrreeiiereeertr e eece e erneeerer sttt e sretsertasssbbessssaessstraaesnesesanasaerane 41
2.5.1 Security Challenges in Wireless NEetWorks .........ccooviiiiiiiiiiiiiiiinieeecns 42
2.5.2 Wireless NetWork SECULILY ...ovveeuiiire ettt 44

2.6  Weaknesses in UnlLayered Security Architectures.......cccocovvvvimmiimnniniivniiiniieiieiecics e 46

\%



2.6.1 AUTNEIEICATION v eee et e et ettt e eee e et tar e eesesseseeaameaseesesseeessanassesensrrnnsseeersrnnnnaseess 46

2.6.2 EDCTYPLION -ttt ettt et e e st e e st e e ete e e nr e sabe e e eenaes 49
2.6.3 Strong Authentication (802.1X) ...cviiriirireenieriieieere sttt e eenree e eseenneeesnneans 52

2.7 Layered Security APPIOaCh.........cvviiuieieririiireriiierieiitesessirieaeesesrnesseavenesssasssaessasssseseans 57
2.7.1 Layered Security APPrOachiEs. .......ccceiriuiriiiiiiieeeitie ettt et seeses et e sneneens 57
2.7.2 Layered Security Approach for Wireless NetWorks ........coccovevvvveiiviciiccenivnnivenrnnnnen. 59
273 Layered Defense Approach to Network Security ........ccoooveveeiviriicinniicenecrnniee e 61

2.8 SUIMIMATY ..ttt r e et r ettt e s tee e amteeesamreesabeeesesetenates e nmreeebeeemnenesannas 65
CHAPTER THREE: RESEARCH METHODOLOGY ...ccuviiiiiimieiieiitenieeeieeirenieesieeseeeseeniecesneens 66
3 INIFOAUCTION .ottt ettt sttt sr e st eoane st e saneenbe e bee e e 66
3.1  Research Design MethOdOlOZY ..ccvveieiiiiiiiiiieiiie et rtes e e creeesete s s e e eeenserenseaesnves 67
3.1.1 PLANNINE cooiiiiiiii ettt st s e e e 68
3.1.2 ADALYSIS .ottt et e et neaesra s 68
313 DIESIGM ..o ieteiee ettt et et e et e et e e e e e n et e et e e e e e bt e s arreeaentaeenreeteeeesnreas 69
3.1.4 IMPLEMENIAtION ..cc.vveviiiiiiiii ittt sr st e et te et a et eanees 70
315 EvalUtION ..coiiiiiiiiiie ettt ettt e e r e eaae e anes 70

3.2 SUITIITIATY .. eeteeeiittes ettt er ettt e e s tre e e aebaae e e et e aesasnseaen sasseeasssssasesassnsensen sasssnessnsnssnnesann 70
CHAPTER FOUR: ANALYSIS AND DESIGN ....cccioiiiiiiiiiiiieniienienrereteienee st site e s sae e s 71
4 INITOAUCTION ..ouviiiiiiiiiiiit ettt ettt ae e bbb et sbe et e enbesanesr e ettt srneennees 71
4.1 USE Cas€ MOAEL .....eveiiiiiiiiii ettt ettt ettt v e et es s in e e s mraeesebees 71
4.1.1 Use Case DIAZIAM ....eeoiiiiiiiieieie ettt e s 72
4.1.2 Sequence Diagram for the flow 0f Use Cases .......ovcvreeeniiiiiiniiiiiiciicnicieeccees 73

4.2  System Design and Development. ..........ccccveriiiiiririiriiiie et ee e sree e e 74
4.3  Findings and Design INterfaces .........ccccooveviiiieniriimmiiiii e 75
43.1 Mobile User Device Page......covvevvievireiiierec it rrrrerecn e st 76
4.3.2 User Authentication/Login Page...........ccccocvivinriiniiniiiciiiiniiinricceirnenrece e 76
433 USET ACCESS PAZE ..t iieeiiiiiiiiiiiie e e 77
434 User Access Dentied Page......cvoooviiiiiiiiiiiee et 78

4.4  Implementation and Evaluation.........ccoeiiiiiiiiiiiriiee et s cses st 78
A5 SUIMIMATIY ettt ettt e et ee s bt e sse e e e et eesanes s emaae e nteecanes s e taeessansssarsaesnsassnntnssinn 79
CHAPTER FIVE: DISCUSSION AND CONCLUSION .....ccciitiiiiiiiiciie e vane e 80
KT 11 o T L3 11 (o ¢ R OO TP OO ORRUPOOP 80
5.1 DASCUSSION c..eveeeeieee ettt e steeeree e et e snbessren bbb st e s aa e staeseraba s s st e s s aa e e e bas e s tbneeanne 80
5.2 StUdY LIIitation .o ciieeceeere et ecceerece et e sttt e s s b e s eraas s s e btan s e sen 81
5.3 Contribution of the Study.........cccveiriirriiiiiiiiiiin e 81
54  Recommendation for Future Research ..........ccccooiiiiniiii s 82



5.5 COMICIUSION «eeeevreeeee e e ettt e e e e e e e ee e v aean e saeseaeeeteaeraaasasaseeetrassnresesessrsanntssssennstnnnsnssrsnnes

REFERENCE

Vil



LIST OF TABLES
Table 2.1: Comparisons of Mobile Computing (Turisco, & Case, 2001). ...ccooecvvreeiriineeenannns 8
Table 2.2: Potential Benefits from Health Care Mobile Computing Applications (Turisco, &
L T 0 1) TR OO PR PPPPPPPRN 21
Table 4.1: Development enVIFONIMENL ......c.cveviviiiiiiieriienieeeteeetenree e ae e in e eaes 75
viil



LIST OF FIGURES

Figure 2.1: Mobile Computing Device (Turisco, & Case, 2001) ...ccccvvririveririieiniincernvereneenn. 8
Figure 2.2: Wireless Landscape Diagram (Turisco, & Case, 2001) ..coevvevrvrvreieieeieniiieerencnenns 9
Figure 2.3: Mobile Computing Infrastructure (Turban, Leidner, Mclean, & Wetherbe, 2007)10
Figure 2.4 : Mobile Computing Component (Turisco, & Case, 2001). ....ccovvverieerrerrennneen. 11
Figure 2.5: Basic WLAN Components (Burrell, 2002). ......cooeiiiiieiriiieieeeerccvecinee e 13
Figure 2.6: Wireless LAN Diagram (Turisco, & Case, 2001).....cc.eviveiririeiirniiniererreireeennnnnns 14
Figure 2.7: Wireless Internet Diagram (Turisco, & Case, 2001).......ccccvvvirroriiininnicninecnnnen. 15
Figure 2.8: Data Synchronization Diagram (Turisco, & Case, 2001).....cccccovviirveeevrcriecennnnees 16
Figure 2.9: WAP Protocol Stack (Wapforum, 2002a) ........cceeeveeoriiirieiiiiiieiiriieeeeeecieeeesnens 25
Figure 2.10: Passive Eavesdropping (Welch & Lathrop, 2003).....ccccoieriiiiiiininiecneneenee. 31
Figure 2.11: Unauthorized Access (Welch & Lathrop, 2003).......ccooovviieiieiiniiininiiinnecnnnn. 33
Figure 2.12: Man-in-the-Middle Attack (Welch & Lathrop, 2003)........c.cccveeiiiviienieenineenne. 33
Figure 2.13: ARP Attack (Welch & Lathrop, 2003)........cccoviivvieiiiciiieeiiieeeeeeereee e e enenee s 36
Figure 2.14: Session High-Jacking (Welch & Lathrop, 2003). ......ccccoevveeeviriieeeneeenircreeneen 37
Figure 2.15: Session High-Jacking (Welch & Lathrop, 2003). ......coooiiverrrivreiienieeeveeeeee 38
Figure 2.16: Replay attack (Welch & Lathrop, 2003) ......covimiiiiiiiiiieir e 39
Figure 2.17: Sybil Attack (Pathan, Lee, & Hong, 2000)........ccccceveeinrinvreecenieecreee e 41
Figure 2.18: The Security Process (Cisco Validated Design, 2008).........cceecvveecrerencreennenenn. 42
Figure 2.19: Shared-Key Authentication Process (Craiger, 2002) ........cocovererierrncrrrnceneennn. 48
Figure 2.20: Wired Equivalent Privacy (Loeb, 2001).......ccccoeiiiiiiricieiereiieecree e 50
Figure 2.21: 802.11x using Dynamic Key Session (Geier, 2002). .......ccccccrvvnieerenieenrenencnnn 53
Figure 2.22: 802.11x Authentication Process (Geier, 2002). .......coevcriiiiiiiesiieereireeeereeennees 54
Figure 2.23: 802.11x Session Hijacking (Cole, 2002). ....cccceeervoriiineriinirennciieneineeeneeeee e 55
Figure 2.24: Proposed Layered Security Approach (Ashley, 2000).......cccccevveeieereerneerenneen. 58
Figure 2.25: Layered Security Approach (Erten, & Tomur, 2004).........cccccvevvierenceennereennnen. 60
Figure 2.27: Layered Defense Network Security Approach (Nortel, 2007). ......coecvverivveanns 64
Figure 3.1 : Access Control/User Authentication (Ashley, 2000) ......ccccccovvvverriviicrieeresneeneenn. 67
Figure 3.2: System Development Life Cycle (Dennis A, Wixom B, & Tegarden D, 2010)....68
Figure 4.1: User Authentication and Access Control UML Use Case Diagram ..................... 73
Figure 4.2: Sequence Diagram for Use Cases Login Authentication and Access Control...... 74
Figure 4.3: Mobile User device Page.......c.cooiiiiiiiiiiniiiiiciiniiccncci e 76
Figure 4.4: User Login/Authentication Page........cccocevverveerieeieiieeccieecccrecc e 77
Figure 4.5: User AcCess Page ........ccoceiiiiiiiiiiiiiiiiiicccicr e 77
Figure 4.6: User Access Denied PAe ....ooouvveiiviiiiiiciiciiciicc et nanre e 78

iX



CHAPTER ONE
BACKGROUND OF THE STUDY

1 Introduction

Today wireless networks have gained increasing popularity, providing users with both
mobility and flexibility in accessing information. However, existing trends have shown that
wireless LAN networks have been exposed to security vulnerabilities, such as risk, threats and

attacks (Baghaei, & Hunt, 2004).

To mitigate these risks, agencies need to adopt security measures and practices
that help bring their risks to a manageable level (Karygiannis & Owens, 2002).
There is a need for a well secured wireless network system, despite its numerous
advantages such as strong return on investment, lower installation cost, higher
availability and mobile connectivity. The risks to users of wireless mobile
computing technology have increased exponentially as the service has become
more popular. There were relatively few dangers when wireless technology was
first introduced. Crackers had not yet had time to latch on to the new technology

and wireless was not commonly found in the working place.

Karygiannis & Owens, (2002) founded that there are various numbers of security
risks associated with wireless technology. At corporate level, it is the
responsibility of the IT department to keep up to date with the types of threats
including appropriate counter measures to deploy. Security threats are growing

in the wireless area. Crackers have learned that there is much vulnerability in the

1
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