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ABSTRACT

A security threat on the Internet is one of the biggest challenges in this time with
the great advances in techniques used for attacks. One of the casiest and most
serious of these attacks is the MS SQL injection attacks that have come to
represent a serious threat to any site or application that contains a database.
These attacks could allow an attacker to obtain sensitive information and the
value of databases. A method of this attack is easy to learn and the damage
caused ranging from reasonable to the detriment of the whole system. Regardless
of the damage there are a lot of applications on the Internet vulnerable to this
attack. Using some ways can prevent such attacks completely. In this research I
will focus on the coding to protect the website from the MS SQL injection
attacks by design system to give some information about how to attack using
SQL injection and also given the solution for this attack by giving a secure login

codes.
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CHAPTER ONE

INTRODUCTION

This chapter presents the introduction of the study, the problem statement, the

research question, the objective of study, the significance of study, and scope of the

study.

1.1 INTRODUCTION

Today, most web application provides with high security technology.
Unfortunately, this web application can be attacked by hackers whom try to disturb
their organization. From the literature review that we find, SQL injection is types of
security attack, which attack web applications that are using database services. There

are three forms of MS SQL injection as shown below:

mssaL |
injection forms |

|

Incorrectly |
filtered escape |
characters |

Blind SQL
handling injection

Incorrect type

Figure 1.1: MS SQL injection forms
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