
An Improved Linear Feedback Shift Register 

(LFSR- based) Stream Cipher Generator 

    

    
    

    

    

    

    

    

 

A thesis submitted to the Graduate School in partial fulfillment of the 

requirements for the degree Master of Science (Information Technology) 

Universiti Utara Malaysia 

 

 

 

 

 

By 

 
Reyadh H. mahdi  (89037) 

    
    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

 

Copyright © Reyadh Hazim, 2009. All rights reserved. 

brought to you by COREView metadata, citation and similar papers at core.ac.uk

provided by Universiti Utara Malaysia: UUM eTheses

https://core.ac.uk/display/268137360?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1


I 

 

PERMISSION TO USE 

 

 

In presenting this thesis in partial fulfillment of the requirements for a postgraduate 

degree from University Utara Malaysia, I agree that the University Library may make 

it freely available for inspection. I further agree that permission for copying of this 

thesis in any manner, in whole or in part, for scholarly purposes may be granted by 

my supervisor in his absence, by the Dean of the Faculty of Information Technology. 

It is understood that any copying or publication or use of this thesis or parts thereof 

for financial gain should not be allowed without my written permission. It is also 

understood that due recognition shall be given to me and to University Utara Malaysia 

for any scholarly use which may be made of any material from my thesis. 

 

Requests for permission to copy or to make other use of materials in this thesis, in 

whole or in part, should be addressed to  

 

 

 

Dean of Faculty of Information Technology 

Universiti Utara Malaysia 

06010 UUM Sintok 

Kedah Darul Aman 

 



 I

 

 

 

 

Abstract 

 

Linear feedback shift register ( LFSR-based) stream cipher an improved design 

for a random key generator in a stream cipher algorithm. The proposed random 

key generator is simply designed to produce a very quick algorithm to be used for 

securing GSM communication as mobiles or in satellite communications 

channels, and it use to avoid attack that happen on cryptography in general and on 

stream cipher in specific. The simplicity of the design derived from using of four 

small LFSR and three Xored gates and a single (3 to 1) multiplexer on the content 

of 8-stages LFSR. 
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CHAPTER 1 

 

 INTRODUCTION  

 

This chapter briefly explains the background of this study that mainly involves the 

cryptosystems in general and linear feedback shift register Based Stream Cipher Generator in 

specific. The majority of this chapter includes overview, problem statements, research 

questions, objectives of study, scope of study, and significance of research.  

 

1.1  Overview   

 

Cryptosystems are divided between those that are secret-key or symmetric, and those 

that are public-key or asymmetric. With the latter, the sender uses publicly known 

information to send a message to the receiver. The receiver then uses secret 

information to recover the message. In secret-key cryptography, the sender and 

receiver have previously agreed on some private information that they use for both 

encryption and decryption. This information must be kept secret from potential 

eavesdroppers. 
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