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Abstract
This document gives information about Hacking. Some Types of hacking, some tools of hacking
and some preventive measures in order to stop hacking. It will help every computer user for the
security of his system. As hacking is very upcoming and serious problem for many fields, the study
of cyber security isimportant.
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l. WHY HAVE WE OPT CYBER SECURITY ?

Hacking is hot and rapid growing national problem for which the market may fail to make a solution
because individuals often select less than optsealrity levels in a wid of positive transaction
cost.

. SCANDALOUSHACKINGS
To show the seriousness of hacking we haveidedd some very scandalous hacking incidences.

A. 1960s

The Dawn of Hacking

The advent of 1st computer hacking emerged &t. Mhey were the group of people, who forcefully
entered into model train group and began to hacleliberical trains, tracks and switches to make

them perform faster and differently. But few due to their curiosity became typical hacker.
B. 1995

The Mitnick Takedown
Serial cyber trespasser Kevin Mitnick is captubgdfederal agents and charged with stealing 20,000
credit card numbers.

C. 1998

The Cult of Hacking and the I sraeli Connection

The hacking group Cult of the Dead Cow re&=asts Trojan horse program, Back Orifice—a
powerful hacking tool--at Def. Con. Once a hackestalls the Trojan horse on a machine running

Windows 95 or Windows 98, the program allowsauthorized remote access of the machine.

D. 1999
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E. Havoc of Mellisavirus

Mellisa virus hit Microsoft and other big companyialhlead them to temporarily terminate their e-

mail systems.

II. WHAT ISCYBER SECURITY?
Cyber security is the body of technologies, processes and practices designed to protect networks,

computers, programs and data fronaeltt damage or unauthorized access.

V. HACKING
e Hacking is a process to bypass the security mechanisms of an information system or network.

¢ In common usage, hacker is a generic term for a computer criminal, often with a specific specialty
in computer intrusion. While other definitioqgeculiar to the computer enthusiast community
exist, they are rarely used in mainstream context.

e Hacking is an unauthorized use of computer andiorl resources. (The term "hacker" originally
meant a very gifted programmer. In recent yélaosigh, with easier accessmultiple systems, it

now has negative implications.)

V. TYPESOF HACKING
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Fig 1 Security Incidentsreported during 2009

A. Computer Hacking

Computer hacking is the practice of modifying computer hardware and software to accomplish a goal

outside of the creator’s original purpose.
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Types of Computer Hackers-There are two types of computer hackers.
e Attitude

e Purpose

B. Password Hacking

e Password hacking is the process of recovering secret password from data that has been stored
in or transmitted by a computer system.

e Password hacking can help a legitimaser retrieve a forgotten password.

e System administrators may use password hgchi a preventive tactic, to check for easily
hacked passwords in order to modify them for increased security.

o Unauthorized users hack passwords to gain access to a secure system.

C. Phishing
e |ts art of managing the victim to access a duplicate web pages
e Phishing is a way of attempting to acquire information such as usernames, passwords, and
credit card details by masquerading as a trotw entity in an electronic communication.
Phishing is typically carried out by e-mailaggfing or instant messaging and it often directs
users to enter details at a fake website whimok and feel are almost identical to the
legitimate one.

e  Case study: eBay, yahoo.
D. Virusand worms

Viruses and worms are self-liepting programs or code fragments that attach themselves
to other programs (viruses) or machines (worms). Both viruses and worms attempt to shut
down networks by flooding them with massive amounts of bogus traffic, usually through e-

mail.

VI. TOOLSOFHACKING

A. RAT
o RAT is a remote administration tool or Remote Access Trojan
e It gives the admin privileges to the attacker

B. NetCat

o Netcat has been dubbed thetwork Swiss army knife.
e Itis a simple Unix utility which reads andites data across network connections, using TCP

or UDP protocol
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o Netcat is designed to be a dependable “back-end” device that can be used directly or easily
driven by other programs and scripts. At thmedime, it is a feature-rich network debugging
and investigation tool; since it can produce almost any kind of correlation you would need and
has a number of built-in capabilities.
o Its list of features includes port scanning, transferring files, and port listening, and it can be
used as a backdoor.

C. Ethereal
o FEthereal is a free network protoatalyzer for UNIX and Windows.
o FEthereal has several powerful features, including a rich displaylfitguage and the ability
to view the reconstructed stream of a TCP session.
D. NetBus

Netbus is programmed software whiclkjuges, a device which looks like this.

This devise is attached at the ports. This method is used for getting passwords, banking details, etc.
e In 1999, Net Bus was used to plant child pornography on the work computer of a law scholar
at Lund University. The 3,500 images were digred by system administrators, and the law
scholar was assumed to have downloaded thewikigly. He lost his research position at the
faculty, and following the publication of his name fled the country and had to seek

professional medical care to cope with thesstréde was acquitted frootiminal charges in
late 2004, as a court found that Net Biasl been used to control his computer.

VIl.  PREVENTIVE MEASURES.

To Prevent Hacking we should use:-

A. Anti-viruses

In order to damage our security system haclgergerally try to send mahwves, spam wares, etc.
Antivirus is best tool to defend their access in our system.

B. Eraser
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Eraser is an advanced security tool (for Windows), which allows you to completely remove
sensitive data from your hard deivy overwriting it several timesith carefully selected patterns.
Works with Windows 95, 98, ME, NT, 2000, XP and DOS. Eraser is free software and its source

code is released under GNU General Public License.

C. Firewall
One way of being warned that malware has infegtmet machine is by using a software firewall
(this also works well for viruses too). When a waitte firewall catches a @gram trying to make a

connection, it will alert you, give you the namkthe program, and ask if you want to block it

from the Internet.

VIII. INFERENCE
If with a few advancements in the way we are using the internet we can avoid a big threat and make
web a safer place. Some of them would be

e Using a good proxy server

e Using vulnerability testers like nmap

e Limiting the number of open ports
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