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TANGIBLE CASH FOR AN INTANGIBLE LOSS? INSURANCE COVERAGE
FOR DAMAGE OR LOSS OF THIRD-PARTY DATA

By Kendall Boddeni
© 2005 Kendall Bodden

ABSTRACT

Will general business insurance cover liability for electronic data loss? A recent
change to Commercial General Liability language specifies that data is not
“tangible property” for CGL coverage. However, many companies may still be
covered by older policies that do not contain this express exclusion. Case law
interpreting the older policy language tends to deny coverage for the lost data
itself, but successful claims have been made based on the loss of use of
hardware caused by a data loss.
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INTRODUCTION

An information services company is hired to upgrade their customer’s IT
systems but valuable customer data is lost in the process. A customer’s computer
crashes horribly when she installs the software vendor’s latest product. A data
processing company loses its customer’s data before it can be manipulated. In all of
these scenarios, the customer is harmed and will attempt to impose liability for the
data loss on the business. At this point, the business will look to its liability
insurance for protection.

However, businesses that are expecting coverage under their Commercial
General Liability ("CGL") policy may be in for a rude surprise. In October 2001, the
Insurance Services Office, Inc., (*"ISO”) changed the language of the standard form
CGL to expressly exclude electronic data from “tangible” property damage coverage.
Older insurance policies, without this express definition, have been interpreted in a
variety of ways: many courts have held that data is not “tangible,” so loss of data is
not “property damage”; other courts have found loss of data to constitute “property
damage”; still other courts have granted or denied coverage based on other policy
terms or exclusions. While the new policy language expressly excludes data, many
Blll.\)sliigjee%sgysWLstil insyred under thse old language. This article will explore the
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ambiguity found in the prior policy language, map out the change in the ISO
language that affect¥di&bittey foverbefd dor Tksbtdead dnid Pebvide. practidedplointers

for practitioners facing this issue.2

DEFINITIONS

Business insurance generally takes one of two forms: first party or third party.
“First party” insurance covers the insured’s own actual losses and expenses. Typical
first party policies include property insurance, fidelity insurance, and business
interruption insurance. “Third party” insurance protects the insured from actual or

potential liability to someone else, such as a customer. 2 CGL is a common third
party coverage. While many scenarios exist for first party coverage for the loss of
electronic data, this article will focus on third party coverage for liability resulting
from damage to another’s electronic data. Due to the novelty of electronic data as a
subject of insurance, cases on both first and third party coverage will be used to
illustrate key concepts.

Under third party policies, the insurer has separate duties to defend the insured

and indemnify the insured for liability imposed.2 The insurer’s duty to defend the
insured is broader than the duty to indemnify. The duty to defend is triggered by
the third party’s allegations, whereas the insurers’ duty to indemnify the insured will

be based on the established facts and the terms of the policy.2

With CGL third party coverage, a qualifying loss typically must happen as the
result of an “occurrence” and involve “property damage.” An “occurrence” is usually
defined as an accident, including continuous or repeated exposure to substantially

the same general harmful conditions.2 “Property damage” is typically defined as 1)
“physical injury to or destruction of tangible property, including loss of use resulting

therefrom” and 2) “loss of use of tangible property which has not been injured”Z
(emphasis added). The uncertainty of whether electronic data was considered
tangible property under this language has led to litigation.

PRIOR AMBIGUITY REGARDING DATA AS “TANGIBLE PROPERTY”

In general, courts interpreting the prior policy language have held that data is
not tangible and therefore denied coverage for claims of damaged or lost data.
However, a minority of courts have granted coverage. The loss of use of hardware,
due to damaged or lost data, was usually an element of the claim when coverage
was granted. Some courts have used policy terms and exclusions to avoid deciding
data tangibility. On occasion, policy exclusions have been used to deny coverage
even though data was found to be tangible.

Data Intangible

In a recent leading case, the Fourth Circuit held, in America Online, Inc., v. St.

Paul Mercury Ins. Co., (AOL, Inc.),8 that injuries to computer data, software, and
systems were not damage to tangible property, and thus were not covered by
America Online’s CGL. This dispute arose over CGL coverage for a class action
lawsuit alleging that AOL 5.0 caused consumers’ computers to malfunction, crash, or
freeze. The court distinguished tangible computer hardware from intangible
computer software and data. The court analogized hardware to a tangible pad lock
and data to the intangible combination. The lock is unusable without the
combination, but the lock is not physically damaged. Thus, the court held that a
computer with damaged data is not usable by the end-user, but it is not physically
damaged for purposes of CGL coverage.

https:Wdigital & marg Lieduatetiialiiaablifiessansumers’ loss of use of their computers



constituted covered property damage, the District Court agreed with AOL that
consumers’ loss ofBadéenfThngiledrshiesan prispaitle besi deraratsaComnige feoVerage

based on the policy’s “impaired property” exclusion.2 On appeal, the Fourth Circuit
upheld the application of the impaired property exclusion and declined to decide
whether the consumers’ loss of use of their computers was a tangible loss. However,
Judge Traxler’s dissent argued that the consumer complaints indicated their belief
that AOL 5.0 had caused physical damage to their computers and that this

allegation was enough to invoke the insurer’s duty to defend AOL.10

The District Court decision in AOL, Inc. has been followed by other jurisdictions.
In one case, the U.S. District Court for Kansas held that absent an allegation of
physical harm to the hardware, loss of use of data was not equivalent to the loss of

use of tangible property. 11 Thus, the insurer had no duty to defend or indemnify

the insured under the third party coverage. In another case, the California Court of
Appeals cited to AOL, Inc., in finding that the insured’s loss of a computer database
was an economic loss but that the data was intangible so its loss was not a “direct

physical loss” covered by the first-party policy. 12
Data Tangible

Courts that have granted coverage for liability for electronic data loss have
utilized an expansive definition of physical damage, or relied on particular facts. In
the U.S. District Court of Arizona, the insurer argued that after a power failure, once
power was restored, the affected mainframe computers were not physically damaged
by the loss of their custom programming. The court rejected these arguments and
instead embraced an expansive definition of “physical damage” that included the

loss of use and functionality of computer technology.13 While not using the word
“tangible,” this was an explicit holding that loss of data is “physical” damage for first
party insurance coverage purposes. Since “physical” and “tangible” are closely
related concepts, it could be argued that if loss of data is a physical loss, then harm

to data is damage to tangible property for CGL purposes.i4

The Court of Appeals of Minnesota upheld the liability insurer’s duty to defend,

due to the insured’s loss of a computer tape storing third party data.l> However,
this decision likely has limited precedential value due to the unique circumstances of
this case. The court held that the data integrated with the lost tape was tangible
property under the liability policy. Following this logic, there would be coverage when
a disk is lost or stolen, but not when the data on the disk is erased or corrupted.

Exclusions Effect Coverage

Courts have used policy exclusions to deny coverage without deciding whether
data was tangible. In 1989, the Minnesota Supreme Court declined to decide if
erased data was intangible. Instead, the court noted that if it were intangible, there
was no CGL coverage, and that even if it were tangible, the “control of property”
coverage exclusion in the policy negated any coverage. “Under this exclusion,
property damaged while on the insured’s premises for the purpose of being worked

on is excluded from coverage.” 1& Therefore, the specific wording of the policy
exclusion formed the basis of the court’s decision, and the court did not determine if
data was tangible or intangible.

Exclusions have also been used to deny coverage for a “tangible” data loss. In
a suit arising from a third party claim of loss of computer data and loss of use of
computers, the U.S. District Court for the Western District of Oklahoma held that
data was intangible property and thus, did not trigger third party liability coverage
as physical injury to tangible property. However, the court also decided that the loss
of use of the computers constituted a loss of use of tangible property that is not

Bhysicallg/ injured, and was therefore “property damage” within the meaning of the
ublished by Law Digital Commons, 2005



disputed third party policy. Ultimately, the court denied coverage due to an
exclusion for propert WLE WAL GHHAGaY Berndos <t s’ Rlohidsiz2 [BRO3 different
case, however, the New Mexico Court of Appeals let stand an unchallenged trial
court ruling that data was tangible and found that the insurer had a duty to
indemnify when the CGL policy’s exclusions were too vague and indefinite to be

enforced.18

Hardware Damage or Loss of Use Can Trigger Coverage

While coverage for lost data was disputed, the standard form CGL defined
property damage to include physical injury to tangible property as well as the loss of
use of tangible property that is not physically injured. Thus, under the old policy
language, damage to hardware and loss of use of hardware caused by data loss has

been held to be loss of tangible property.l2 In fact, it can be argued that loss of
use of hardware is a determinative factor in triggering pre-2001 standard form CGL
coverage. When an insured requested coverage for a third party claim of loss of use
of data, but not expressly of hardware, coverage was declined because loss of data

did not necessitate loss of use of hardware.20 On the other hand, a loss of use of
hardware was a loss of tangible property, even when coverage was ultimately

denied under a policy exclusion.2L

PERTINENT CHANGE IN THE 2001 ISO COMMERCIAL GENERAL LIABILITY FORM

In 2001, ISO added to the definition of “property damage” in the CGL standard
form, which reads in pertinent part:

For the purposes of this insurance, electronic data is not tangible
property. As used in this definition, electronic data means information,
facts or programs stored as or on, created or used on, or transmitted to
or from computer software, including systems and applications software,
hard or floppy disks, CD-ROMS, tapes, drives, cells, data processing
devices or any other media which are used with electronically controlled

equipment.22

This change in language excludes data loss from CGL “property damage”

coverage.23 Therefore, liability for physical injury to or destruction of data or any
resulting loss of use of data will not be covered under the plain language of the new
CGL standard form. However, the standard form is often modified so it is imperative
that the insured reads their policy closely to determine the exact scope of their
coverage.

CONSEQUENCES OF NEW POLICY LANGUAGE

The new policy language expressly denies standard form CGL coverage of
liability for the loss of data as a physical injury to tangible property. However, the
2001 changes to the policy did not remove coverage for loss of use of hardware as
a loss of use of tangible property that is not physically injured. This type of coverage
was also available under the old policy language and was often critical to a court’s
determination of coverage.

Similarly, under the new policy language, the third party’s claim of loss of use
of hardware should trigger liability coverage. While this point has not yet been
litigated, it follows from the plain meaning of the new CGL language. The new
language excludes data as tangible property, so there is no direct coverage for the
third party’s data loss, or for their loss of use of data. However, the new language
does not exclude the third party’s loss of use of undamaged hardware (i.e. tangible
piippediylatausadnbiadateethssijlth/eolintangible property). Therefore the key to



coverage under the new policy language is a claim not for the lost data itself, but
instead for the losBodflansd=ogihigrcwafer whictangibls ket ohibyneh Edessgefod Beandlo
borrow the combination lock analogy from AOL, Inc., if hardware is the lock and
data is the combination, then there will not be coverage solely for the loss of the
combination, but the loss of the lock’s use due to the loss of the combination should
be covered. Thus, if an insured’s litigation to force CGL coverage is to be successful,
the underlying third party complaint should include an allegation of loss of use of
the lock.

To fill the gaps in traditional insurance policies and cover the increasing number
of first party and third party “cyber” losses, insurance companies are now offering a
variety of new insurance products. Major insurance companies such as ACE, AIG,
Beazley, CNA and Hiscox are now offering e-business (first party) and cyber liability
(third party) policies. These policies are usually sold either in an ala carte menu
driven platform that allows the insured to specify the coverage purchased, or are
sold bundled in a multiline policy, typically offered in conjunction with technology

errors and omissions or media liability.24 For example, AIG offers its NetAdvantage
suite of digital asset coverage including Network Security Liability, Web Content
Liability, Network Security Business Interruption, and Cyber-Extortion among

others.22 Policy eligibility and premiums may depend on the insured’s risk
management and information technology (IT) practices. Thus, the insured’s efforts
to minimize risk will benefit the insured through lower premiums, and third parties
through lower risk. A failure to take minimally reasonable steps in this area may be
considered a breach of the insured’s duty to mitigate its risk, thereby providing a

basis for a denial of insurance coverage.2® Due to the rapidly changing nature of
these policies, prospective insured’s should consult a knowledgeable broker who has
experience with this complex coverage area.

CONCLUSION

The most recent revision to the ISO standard form CGL now excludes data
from the definition of “property damage” covered under the policy. Therefore, in
order for a business to have coverage for a loss of third party data, it must either
buy additional specific coverage or expect litigation of its claim under a CGL policy
that does not contain the express exclusion. Both of these options can be expensive.

A business seeking cyber-insurance should consult a knowledgeable broker to
select the coverage best suited to their needs. If a business has no choice but to
litigate its CGL claim for coverage of lost third party data, the claims as expressed
in the third party’s complaint and the specific language of the policy exclusions and
provisions can determine the insurer’s duty to defend, regardless of whether the

data is found to be “tangible” under the policy.2Z Therefore, practitioners should
analyze each term of the policy closely to determine its effect on coverage. Early in
litigation of third party claims, a court may activate the insurer’s duty to defend

even where the insurer’s duty to indemnify is unclear.28 A third party complaint of
loss of use of hardware increases the chance of CGL coverage under both the pre
and post 2001 policy language. A claim absent a loss of use of hardware has been
denied under the pre-2001 language, and is likely expressly precluded by the post-
2001 language.

PRACTICE POINTERS

* Read your policy. There may be substantial modifications from the CGL
standard form. Furthermore, the policy’s exclusions may prevent
coverage depending on the circumstances of the data loss.

Published b}-fUg\quﬂg‘%lﬁ%épegvr!l%jggg%&insurance broker for assistance with these types
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of complex and rapidly changing policies.
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For injured third parties who are making a claim against the insured, an

allegation of loss of use of hardware due to the data loss will trigger the
insurer’s duty to defend, and if proven, the duty to indemnify. Therefore,
third party allegations can be structured to involve or exclude the insurer
depending on the litigation strategy.

Insureds seeking coverage should try to characterize the third party
allegations as including at least an element of the loss of use of
hardware, to increase the likelihood of the insurer’s duty to defend and
perhaps indemnify.
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