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Abstract— Two dedicated networking laboratories are used by
students on a computer networking degree program to undertake
practical work using a range of networking equipment and
operating systems. Various challenges are faced in the running of
the laboratories, particularly in configuration management,
sharing the facilities between a number of modules with diverse
requirements and the need to assess the practical learning
outcomes of a large number of students using them. Some of the
configuration management processes have been automated to
alleviate some of the challenges within the laboratory
environment. An application has been developed to assist with
generic assessment that can generate feedback for students. A
simulation system with features of assessment automation is also
available. This paper will focus on the issues faced in running the
laboratories, in particular using this environment to assess
practical outcomes. It will evaluate some of the work done to
alleviate some of the issues and analyze areas for improvement.
The need for a mechanism that can be used to automate the
assessment of practical outcomes using real network systems or
simulators has been identified. It is proposed that the mechanism
will be implemented as a software application whose requirements
will be discussed.
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. INTRODUCTION

Employability is an important objective of higher education
pedagogy [1]. In the UK apprenticeship degrees are part of a
new initiative to improve links between the needs of employers
and the aspirations of students. In Higher Education students
accrue substantial debts whilst studying for a degree, whereas
as an apprentice they can pursue their studies whilst in paid
employment. In the subject of computer networking employers
expect students to possess procedural knowledge, theoretical
understanding of systems as well as analytical and problem
solving skills [2]. Therefore, computing laboratories play a key
role in the teaching and learning strategy. These are shared
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resources and therefore a number of challenges are faced in the
design of a laboratory and how they are managed, including the
need to deploy and maintain a standard laboratory build [3], [4]
. In terms of assessment it may be desirable to assess both
procedural knowledge in the form of practical learning
outcomes and theoretical underpinning in the form of
preparation activities. A question arises as to whether one
should assess practical outcomes by requiring students to write
about them or whether one should assess completed tasks by
direct observation. If direct observation is chosen as the means
of assessment one issue that arises is how evidence of practical
outcomes can be recorded for the purposes of moderation and
feedback. This report, based upon the results of our previous
research in this area [5], [6], will look at the techniques
involved in managing the laboratory and also methods for
assessing practical learning outcomes. It will discuss how
methods for automating laboratory management and
assessment are complimentary in developing a means of
automating the assessment of practical learning outcomes.

The Computer Networking Degree Program and other
computer courses benefit from two dedicated computer
networking laboratories that utilize hardware that mainly
comprises business networking equipment from Cisco and
industrial networking switches supplied by Westermo Data
Communications. Dedicated laboratory PCs are available
hosting various Windows and Linux based virtual machines.
These facilities are primarily used for teaching computer
networking modules on the degree programs and professional
qualifications from Cisco, Westermo and EC Council. Both the
physical aspects of networks, for example in the form of routing
and switching, and logical aspects, in the form of operating
systems and server services, are taught within the laboratory.
Each laboratory can accommodate up to 25 students. Various
challenges arise from operation of the laboratories. The
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facilities are utilized by a number of courses and modules often
with complex and differing hardware and software
requirements. This means that various virtual machines are
necessary with a number of software packages requiring
various pre-requisites to be installed. There is often the need for
pre-configuration of both hardware and software prior to each
session. However the laboratories are often fully utilized so
configuration management in preparation for each session can
be very challenging. The needs of sharing hardware between
users in different sessions can be a particular problem.
Nevertheless the configuration management of operating
systems can be automated using appropriate software and often
simulation tools are available as an alternative teaching tool to
alleviate pressures on shared hardware. Another challenge
arises from assessment of practical outcomes. This can be done
directly by manually assessing student competencies or
indirectly by assessing written laboratory reports. Both
methods have advantages and disadvantages. It would be
beneficial to automate some of these processes. Some work has
been done on this, but further work is required. The issues and
the work done so far will be discussed and recommendations
for future work can be identified.

1. CONFIGURATION MANAGEMENT

A. Management

In most computer networks hosting large numbers of
computers there is the need for a standard organizational
configuration for workstations, servers and network devices. A
standard build is necessary, especially for workstations in the
organization for reasons that include security and
maintainability. Some larger organizations utilize a service
management system, such as Information Technology
Infrastructure Library (ITIL), to manage changes to their IT
infrastructure [7]. However where innovation is important this
process may hinder development of new systems and a more
fluid system might be necessary. For example the Ordnance
Survey has found that an Agile oriented approach is more
appropriate for innovation [8]. To this end DevOps is a practice
that can be used to unify software development with operations
within an organization [9]. This also requires the management
of a development environment so that software can be reliably
deployed. In an educational environment the general IT
infrastructure of an institution, consisting of staff and student
computers and servers hosting systems such as email, virtual
learning environment, timetabling, etc., might be less fluid and
therefore it is appropriate to employ a service management
approach, perhaps utilizing ITIL. However in an experimental
laboratory based environment this approach may not be
suitable. The laboratory facilities may be used for teaching or
research purposes. In IT laboratory teaching it is important to
keep up to date with the latest technologies and practices and in
the case of research new systems may be developed and tested.
Laboratory management practices need to be more fluid.
Changes to the laboratories are unlikely to affect the whole
organization and the laboratory based team’s requirements
might be more insular. In which case more formal approaches
may seem over burdensome. In the case of the authors’
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institution the dedicated networking laboratories comprise two
rooms involving the work of a handful of academic and support
staff. Nevertheless some form of management and
documentation are necessary to manage change.

B. Configuration

Organizations need some means of deploying and managing
IT systems and software. Often they need to maintain a standard
build to ensure compliance with agreed specifications and
security within the organization. In business organizations
changes to IT requirements can be centrally automated by using
directory services such as Active Directory [10]. More fluid
development environments may require different management
systems. It may be more appropriate to use scripts to manage
systems. Windows PowerShell or Linux scripts could be used
to perform certain tasks. However as scripts become more
complex some management of their deployment is likely to be
necessary. Applications like Chef, Puppet and Ansible allow
scripts to be better organized and managed [11],[12],[13].
Configurations for an entire IT infrastructure are configured
and are managed centrally. These systems are used to manage
a production environment, though they require some expertise
and time to use effectively on a daily basis and this may be
available within a DevOps team in a larger organization.

On the other hand in an educational laboratory environment
staff time can be limited, even if expertise is available. In this
case it has been found necessary within the authors’ university
to develop a customized management application involving a
graphical user interface to manage and automate the
deployment and configuration of the laboratory environment as
shown in Fig. 1. The application is based on Visual C# and calls
PowerShell scripts to perform the management tasks [5].
Common tasks, such as reconfiguring or rebuilding computers
can be performed easily by a point and click interface in which
individual computers can be targeted. The problems that are
faced by those supporting an educational laboratory are in some
ways different to those faced by those supporting a wider
organization. For example students will often need to work on
virtual machines with administrative permissions. They might
be making changes to the standard build that need to be undone
soon after a session has taken place in the laboratory. Support
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Fig. 1 Server Console configuration management application
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staff need to quickly recover the systems back to a standard
configuration. Using the application virtual machines can be
cloned from a common master which can be quickly re-cloned
using the customized application, and these tasks can be
scheduled to be performed automatically at certain times.

One challenge of teaching IT is that it is a constantly
changing subject. A master build is maintained and using
Symantec Ghost this can easily be deployed to all computers
when major changes are necessary [14]. In a production
environment this might be an issue as existing data may be
overwritten, but in the laboratory to return computers to a
standard state may be desirable. The customized application
can easily deploy the new build to certain computers or all
within the laboratory by selecting the PCs and then the
operation to perform on those selected. The application can call
remote agents to perform certain tasks. For example as a result
of the rebuilding process it has been found that all virtual
machines might have the same physical address allocated to
them. A remote agent, again written in C#, can be called from
the server to parse the virtual machine configuration files to
look for network interfaces so that their physical address can be
randomized.

1l. ASSESSMENT PRACTICES

A. Assessment Feedback

When assessing students there are a number of issues to
address regardless of the assessment method in use. Assessment
should be seen to be fair and feedback should be meaningful
and timely. In order to be fair the assessment rubric must be
clearly written so that it is not seen as ambiguous in nature,
although it should still leave room for academic judgement
[15]. Feedback to the student should show where marks have
been awarded according to the rubric, yet also provide
meaningful academic feedback on judgements made. However
academics are often constrained by the need to provide
feedback within a prescribed time period and often for large
numbers of students. This might tend to limit the quality of
feedback. Yet feedback is often cited as a major concern by
students in student surveys, such as the National Student Survey
(NSS) [16]. It would be beneficial to improve the quality of
both summative and formative feedback, perhaps with the aid
of some form of automation in order to alleviate time pressures
on academics.

B. Asessment Automation

A range of computer and web based applications are
available to make it easier to assess student work and annotate
feedback. Some features are available in the Moodle and
Canvas [17],[18] virtual learning environments which allow
various assessments to be configured easily. Multiple choice
assessment can be marked automatically and feedback
available to the student upon completion. Assessment rubrics
can be formulated and they allow online marking and
comments can be inserted by academics.

Whilst most assessment practices, apart from perhaps
multiple choice tests, involve the academic in making
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judgments based on a given rubric this process does not
normally involve artificial intelligence. However some work
has been done on methods of automating assessment that is
available in mainstream teaching in education. These methods
lend themselves well to some aspects of practical work. Within
the authors’ institution an application, E-PHP, has been
developed for students who are learning to program in PHP.
The application provides feedback to learners on the syntax of
their code and provides suggestions for improvement [19].
Whilst it is not being used for summative assessment it can
provide formative feedback to students to improve their
learning and at the same time their perception of feedback,
which may in the past have involved tutor intervention and
verbal comments. This may relieve time pressure on academics
during some sessions and enable them to concentrate on
students that require more support. This system might also
encourage students to learn more independently of tutor
intervention.

Often a number of students make the same mistakes in a
particular assessment. It is therefore helpful if assessment
systems allow standard comments to be included in feedback
appropriate to each grade. Further comments highlighting
common issues can be drawn from a standard palette of generic
comments. The authors’ have developed an application that
assists in the automation of assessment practice, called
Ultramarker, as shown in Fig. 2. A wide range of assessment
methods are supported by the application ranging from reports,
laboratory work, to presentations. A standard grading schema
can be configured and then individual rubrics for each form of
assessment. For criteria within the rubric standard comments
can be entered for each grade within the schema and
recommendations for feedback can be added to each grade.
Additional comments can be added in freeform format with the
assistance of standard phrases from a palette. The application
can produce a detailed report for each student. Informal staff
feedback has indicated that the application has been found to
improve the consistency and timeliness of marking, leaving
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academics more time to concentrate on other issues. It has also
been praised as an exemplar by external examiners for the detail
of its feedback. Students have responded positively in a
questionnaire conducted as part of previous research that
indicates that they perceive feedback to have improved from
use of the application [6].

These applications don’t currently automate the process of
marking student work and this is still left to academic
judgement. However other applications have attempted to do
this. Cisco have developed automated marking in their Packet
Tracer application, which can be linked to Canvas [20]. This is
an educational simulator that enables students to implement and
test networks in software. An assessment rubric can be
produced that requires students to conduct a number of tasks in
implementing a network according to particular requirements.
Students have to enter Cisco Command Line Interface (CLI)
commands in order to complete the assessment in a time
constrained situation. This has been used to mark a number of
time constrained practical assignments at the authors’
University. However it has been found that manual intervention
may be required because the software cannot interpret whether
minor errors have been made. It determines whether specific
commands have been used with the correct syntax. There may
be for example be 10 commands that must be entered, line by
line, to complete a particular practical task in the assessment. If
a student makes a mistake on one line, perhaps through a
spelling error or incorrect network address, they will lose all
marks for that task. It could be argued that as the objectives for
the task were not fully completed the system wouldn’t work in
a real world situation, therefore students should test this and
engage in problem solving in order to complete the task
successfully. On the other hand it could be argued that a student
may perhaps have made a simple mistake and eventually they
would have corrected it once they have realized their error, in
which case they should only lose one mark from 10 within the
whole task rather than all 10 marks. This situation can be
likened to a mathematical problem where we could consider
marking the process as well as the final answer to provide a
score for the question. Any improvements to assessment
automation might need to accommodate these considerations.
It may be easier to mark the output answer by testing a
particular function than to assess the accuracy of the whole
process used to achieve the result.

Whilst Packet Tracer is able to assess practical work within
a simulation environment it is not a generic assessment
mechanism and it doesn’t assess the output of work within an
environment using real equipment or alternative systems.

V. ASSESSMENT OF PRACTICAL OUTCOMES

Some laboratory work in year 1 and 2 of the degree program
are assessed by means of Personal Learning Records that are
designed to record student engagement in their learning of
practical outcomes. Students might demonstrate preparation
work or practical competencies during laboratory sessions and
then support this with evidence uploaded to a virtual learning
environment. We might place greater emphasis on the
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demonstration of practical outcomes during the laboratory
sessions or on the supporting evidence in the personal learning
record [6]. Problems associated with evidence of moderation of
work may arise if practical outcomes are demonstrated,
whereas if we accept written evidence of engagement from
students who haven’t engaged in the sessions it may be difficult
to trust the originality of submitted work and reconcile this to
reflect an accurate assessment of practical outcomes.

Cisco modules are an integral part of the networking
degrees. They make use of practical time constrained
assignments to assess practical outcomes and multi-choice tests
to measure theoretical outcomes. These are mainly set at the
end of the unit, though smaller theory tests can be used to
provide feedback regularly each week. The practical time
constrained assignments (TCA) can make use of real
networking equipment. Though with large class sizes this can
be time consuming to configure, manage and assess, since
manual intervention is required to read configurations from
networking devices. However the Packet Tracer network
simulator can be used instead, which means that the assessment
and feedback are more scalable and timely.

What if we want to use non Cisco equipment or servers in
our assessments? For example an assessment may involve the
configuration of a Windows or Linux server or we may wish
students to configure Westermo industrial networking systems.
Without a simulator we would need to use real equipment.
Although we could use Graphical Network Simulator (GNS3),
which is a network simulator that allows equipment from other
manufactures to be configured in software that can be
connected to real server systems [21]. If we wish to assess the
students’ ability to configure servers and network devices we
would need to check the level of progress in configuration of
each system. This means viewing the configuration commands
or files from each system. This can be very time consuming for
the assessor, especially if more than one device or computer
system are involved. It might be possible to arrange for a small
group conducting an end of unit TCA, but if we wished to
monitor the practical outcomes from each session on a weekly
basis it would be more difficult. In the case of some server
systems it is possible to judge at a glance whether a system has
been configured correctly, for example by viewing a
configuration file on a server. but for other systems this isn’t as
easy.

V. PROPOSED ASSESSMENT SYSTEM

A. Requirements

A new automated laboratory assessment mechanism is
proposed and some requirements for a working system have
been identified from the characteristics of laboratory
assessment practices and the observations made from the
current processes. The new system must be capable of assessing
both practical TCAs and the outcomes of practical work on a
regular basis. An application is required to automate the
assessment process. In the order to do this the requirements of
the proposed system have been identified as follows.
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The prototype application:

e must be capable of assessing both practical TCAs and
the outcomes of practical work.

e must be capable of assessing the practical outcomes of
students work on computers and networking devices.

e must be capable of operating with real equipment,
virtual machines or real world capable applications
like GNS3.

e must allow pre-configuration of the
environment.

laboratory

e must be able to read configuration information
remotely from computers and networking devices in
order to facilitate assessment.

e must allow the assessor to configure a template to
allow retrieved information to be compared against
practical outcomes defined in assessment criteria

e must allow the assessor to define assessment criteria
and feedback comments for each practical task

e must be capable of automatically assessing the
outcomes of practical work by parsing the
configuration information.

e must generate feedback for students based on their
performance in each part of the assessment

B. Discussion

Similar tasks are being performed during practical TCAs as
those during laboratory sessions. If this were not automated the
level of manual intervention required would render assessment
of individual laboratory sessions very time consuming.
Therefore a major objective of the new system should be to
increase the timeliness of the assessment process.

Some networking laboratories require students to work on
server or workstation operating systems, for example the
configuration of a server, or on networking equipment, for
example a router. The operating systems may differ, for
example it may be Linux or Windows or it may involve an
operating system specific to networking devices such as the
Cisco operating system. It is therefore desirable that the system
should handle multivariate systems.

Any system capable of interacting with the real world,
whether GNS3, virtual machines or real equipment, should be
able to communicate with the proposed assessment application
that will be running on a server connected to the laboratory
network.

An application capable of reading configuration
information should also be able to manage the configuration of
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the laboratory network. This could be part of a separate
configuration management system or part of the new system.

The new system would need to operate on a central server
and retrieve configuration information from computer and
network devices remotely. On most computer systems and
networking devices configuration information can be retrieved
in human readable text form. This information could be
retrieved using scripts, for example PowerShell scripts in
Windows or Bash scripts in Linux.

The configuration information retrieved from the laboratory
devices or systems would need to be assessed against defined
outcomes. The configuration information could be parsed and
compared to an assessment definition template. The extent of
successful matches against the template would define the
guantitative level of the assessment for each student.

Standard feedback could be defined for each criteria within
the assessment template. A different statement of feedback
could be generated depending on the level of success within
each part of the assessment. As we have found some automated
assessment may require manual intervention, depending on the
viewpoint taken as to whether the assessment of a particular
task should be wholly or just partially correct in order to
allocate a mark to that task. This may lead to further work on
the use of artificial intelligence to mitigate some of the failings
of simplistic automation of assessment based on a comparative
template. Nevertheless the proposed system will be a prototype
and will not be constructed with serious artificial intelligence in
mind. It is a system for proof of concept at this stage.

VI. CONCLUSIONS AND RECOMMENDATIONS

As we have seen tools are already available for the
development of part of the proposed system. The customized
laboratory configuration management system in use at our
institution could be used to form the basis of the new
assessment system. It is capable of configuring servers and
workstations remotely from a central server, though at the
moment is does not have the facility to configure routers
remotely. More than one system could be used to support the
new assessment application. It is intended that other
configuration management systems will be investigated. A final
year student project has been proposed that will involve a
student in investigating the capabilities of Ansible in
configuring computer and network devices and also retrieving
configuration information for backup purposes. This will
determine whether Ansible can be used as the configuration
management and information retrieval mechanism for the
proposed application.

The core assessment system would allow a grading schema
to be defined. For each assessment criteria should be defined
with feedback comments appropriate to each grade. To actually
assess the students practical work this would need to be mapped
to a template that the assessor should define. This template
would define practical configuration tasks in a format native to
each computer or network device against which real system or
device configurations can be compared. This configuration

5|Page



information may be provided by another application like
Ansible. The prototype would parse the retrieved information
and compare it to the template file, looking for successful
matches. The new system would have to allow the assessor to
define distinctive sections in the template that correspond to
individual parts of the assessment. The application would need
to determine the extent to which practical learning outcomes or
competences have been met. The output might just be in the
form of a figure like a percentage of success, but there would
be the facility to map the output to assessment criteria and
generate standard feedback phrases. The Ultramarker
assessment application, developed in Visual C#, already allows
academics to define grading schema and assessment criteria.
The functionality of this could be extended to allow the
definition of a practical assessment template. The assessment
comparison feature could also be included by further
development of the application. An efficient text parser already
exists for use in the laboratory, developed in C#. As mentioned
previously this currently parses a VMware configuration file
looking for ethernet adapters in order to randomize their
physical address. This parser can be used in similar way to
compare actual configuration information with a pre-defined
template. Further developments would see a less prescriptive
and more human intelligence oriented approach to the
comparison task, but for the prototype this will not be
necessary.

It is intended to develop a prototype for use on a Network
Security unit. This unit has used real equipment and the GNS3
simulator in the past for assessment of a practical TCA, but as
the course grew the level of manual intervention required
became very time consuming as it involved the tutor in
analyzing the work of over 20 students with no automation.
Packet Tracer offered a solution, but it doesn’t allow students
the flexibility of using the graphical configuration interfaces
available for real systems and it also seemed to encourage
students to remember sequences of commands rather than
involving them in understanding the purpose of the overall task.
On the next iteration of the TCA the tutor would like to use the
GNS3 simulator or real equipment, but would also like to
automate the assessment process. The proposed application will
allow this, therefore the Network Security unit can be used as
an experimental environment for a prototype system.
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