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Chapter 1

Introduction

We are all being exposed to a revolution in communications. a revolution that is
taking us from a world where subscribers were constrained to communicate over
fixed telephone lines, to one where a wireless and mobile communications environ-
ment has become a reality. In fact. the desire to communicate with people on
the move has evolved remarquably since Guglielmo Marconi first demonstrated in
1897 radio waves’s ability to provide continuous contact with ships sailing the En-
glish channel [39]. Since then, new wireless communication methods and services
have been adopted by people throughout the world. Wireless communication sys-
tems, of which cordless phones, pagers, and cellular telephones are some of the most
familiar examples, have experienced enormous growth over the last decade. In dif-
ferent countries, such systems are referred to as personal communication networks

(PCN), personal communication system (PCS). Universal mobile telecommunication
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services (UMTS). universal personal telecommunication (UPT). and so forth [27].
Such systems and services are proposed to meet the ultimate goal of providing re-
liable. ubiquitous. and cost-effective communications to personal subscribers either
universally or continentally. For standard development purposes. PCS is used as an
umbrella term to describe services and supporting svstems that provide users with
the ability to communicate anytime, anvwhere. and in any form. This definition en-
compasses the concepts of terminal mobility. personal mobility and service mobility
(49]. Terminal mobility allows a terminal to be identified by a unique terminal iden-
tifier independent of the point of attachment to the network. Calls intended for that
terminal can therefore be delivered regardless of its network point of attachment.
Personal Mobility and service mobility are achieved primarily through the function-
ality of a "personal number” associated with a person and his service profile instead
of a terminal. Service mobility implies that the services that a user has subscribed
to. are available to him even if he moves or changes terminal equipment.

The increasing demand for mobile access to voice znd noz-voice telecommuni-
cation services has led to the introduction of a new generation of digital cellular
telecommunication networks. The European Global system for Mobile communi-
cation (GSM) network has been the first representative which provides a unique
services integrated radio interface for speech and data. The concept of cellular was
proposed by Bell System in 1971 following a request from the Federal Communica-

tions Commission (FCC). The Key objectives of such a cellular svstem were stated
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as follows [27]:

Large subscriber capacity

¢ Efficient use of spectrum

e Nation-wide compatibility

o \Widespread availability

o Adaptability to traffic density

e Service to vehicle and portable stations

¢ Regular telephone service and special services
e Telephone quality of service

o Affordability.

Based on the Bell concept the effective introduction of commercial Cellular services
in Europe and in the USA started in the early 1980°s and already cellular systems are
serving more than 30 million subscribers around the world. Today the keyv objectives
are generally achieved by the main cellular system standards such as: Advanced
mobile phone systems (AMPS) in the 800 MHz band, its 900 derivative MHz TACS
(Total Access Cellular system), Nordic mobile telephone (NMT) and several other

standards which can be considered as variations of the same key concepts.



1.1 The Emergence of the GSM Standard

In 1982. while the first commercial cellular services were emerging. the “Conference
Europenne des Postes et Telecommunications™ (CEPT) decided to sct up a group
called Groupe Special Mobile (the initial meaning for GSM). to work out specifi-
cations for a pan-European cellular mobile communication system in the 900 MHz
band. using spectrum that had been previously reserved in 1978 by the world admin-
istrative Radio Conference (WARC). The idea behind this decision was to create.
for the first time. a system that would end the traditional European fragmentation
and incompatibility in the mobile field. From the beginning, the work was directed
towards a second-generation cellular system. since many countries alreadyv had first-
generation systems (TACS, NMT...) in use or in the implementation phase. The
directives were in the beginning that the new system must take into account re-
cent developments in the telecommunication field. such as CCITT signaling system
No.7, Integrated Services Digital Network (ISDN). Open System Interconnection
(OSI) and other powerful innovations {34]. Later on they agreed that the svstem
also should be fully digital. In 1988, the European Telecommunication Standards
Institute (ETSI) was created and most of the CEPT technical standardization ac-
tivities were transferred to this new body, including GSM. The first GSM technical
specifications were published in 1990. At that time. the United Kingdom requested

a specification based on GSM but for higher user densities with low-power mobile



stations. and operating at 1.8 GHz. The specification for this svstem. called Digital

Cellular System (DCS 1800) were published in 1991.

1.2 Services Provided by GSM

The Pan-European digital network standard GS)M is providing a common set of
compatible services and capabilities to all mobile users. GS)\I services are following
ISDN guidelines and are classified as tele-services or data services [34]. Tele-services
include standard mobile telephony and mobile-oriented or base-originated traffic.
Telephone services includes emergency calling and facsimile. Data services include
computer-to-computer communication and packet-switched traffic. Data rates are
varying from 300 to 9.6 kbps. Specially equipped GSMI terminals can be connected
to Public Switch Telephone Network (PSTN). ISDN. Public Switch Data Network
(PSDN) through several possible methods. using synchronous or asynchronous trans-
mission. A particular service unique to GSM is the Short Message Service, which
allows users to send and receive point-to point alphanumeric messages up to tens of
bytes. It is similar to paging services, but more comprehensive. In addition to these

services, GSM is offering a number of significant advantages over the old analog

syvstems such as:

¢ International and wide area roaming capability.



o Better security against fraud through terminal validation and user authenti-

cation.
o Encryption capability for information security and privacy.

e Personal and terminal mobility through the insertion of a subscriber identity

module (SIN]).

1.3 GSM System Architecture

The functional architecture of the GS) system consists of three main parts: the
mobile station (MS), base station subsystem (BSS) and the network and switching
subsystem (NSS). The mobile station is formed by two elements: the subscriber
identity module (SIM) and the mobile equipment (ME). The SIM card is either
a smart card (like a credit card) or a smaller size "plug-in SIN[" that contains
the subscriber-related information. SIM is protected by a personal identity num-
ber (PIN) code chosen by the subscriber. Base Station Subsystem: consists of the
base station controller (BSC) and the transmit-receive equipment (BTS) which is
deployed in the area to be covered. The network and switching subsystem (NSS)
supports the switching functions and the subscriber profile/mobility management.
The basic switching function in the NSS is performed by the mobile switching center
(MSC) that controls several base station systems and connects all system elements

through leased lines to other network elements external to GS\I network [32]. In
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addition to the MSC., in the NSS we find the Home Location Register (HLR). the
Visited Location Register (VLR). the Authentication Center (AuC) and the Equip-
ment Identity Register (EIR). HLR contains all the administrative information of
each local registered user, and where he is located. There is logically one HLR per
GS)M network, although it may be implemented as a distributed database. The
VLR is used to retrieve information for handling calls to or from a visiting mobile
user. When a mobile moves from the home system to a visited svstem. its location
is registered at the VLR of the visited system. The Authentication center (AuC)
is a protected database that stores users secret kev and algorithms used for the au-
thentication and privacy. The equipment identity register (EIR) contains a list of all
valid mobile equipment on the network. where each mohile equipment is identified

hy its international mobile equipment identity (INEI).

1.4 GSM Security Functions

The GSM security is addressed in two aspects: authentication and encrvption. Au-
thentication avoids fraudulent access of a cloned mobile station, whereas encryption
avoids unauthorized listening. Authentication is performed by asking the terminal
to give a 32 bit number called signed result (SRES). The SRES is obtained as an
output result of a specific computation made on a random number (RAND) sent by

the system and user private key K using the authentication algorithm A3 [11]. The
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ciphering of the radio burst of data is achieved with a second ciphering algorithm
AJ applied to a key K chosen for each connection at each burst. . is computed in
the same time of SRES using a special algorithm called AS. Ciphering algorithms
reside in the terminals and in the Authentication center (AuC). In addition to the
authentication and privacy, GSM enhances the security aspect by using a temporary
substitute of the personal number of the subscriber (INISI) called temporary mo-

hile subscriber identity (TMSI) allocated by the network at the first time of mobile

registration in a given area [68].

1.5 Objective of the Thesis

The global system for mobile communication GS)\! is the world's first digital cellular
mobile network supporting PCS services and providing a common set of compati-
bilities to all users irrespective of the geographic area and the national boundaries.
However, radio accessed networks are inherently less secure than fixed networks.
This comes from the possibility to listen to and to emit radio waves from anywhere,
without tampering with operator’s equipment. In GSM. this situation is remedied by
introducing several types of security functions in GSM standard in order to protect

the network against fraudulent access and to ensure user privacy. These functions

include:

¢ Authentication of the mobile users, to prevent access of unregistered users.
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¢ Radio path ciphering, to prevent all user information from a third-party tap-

ping:
e Subscriber identity protection, to prevent user location disclosure.

The authentication process is carried out through the challenge/response mecha-
nism which consists of asking a question that only the right user equipment (SIM)
may answer. The returned answer (SRES) computed internallv in the user SIM
card. will be compared in the authentication center. Users roaming between differ-
ent networks have also to be authenticated by the visited networks using the same
challenge/response mechanism. The visited network has to collect the visiting user
authentication parameters from his home domain. The authentication process is
triggered on each registration and call attempt. and it is generating an important
signaling traffic due to the number of queries and updates of network databases. In
addition. the process is making a delay (by increasing the call set up time) called
the authentication delay. The signaling load and the authentication delay are of
particular importance and become the subject of widespread research interest. In
the literature, the authentication and privacy process has been studied without anv
analysis or attempts to reduce the invoked signaling load. This situation moti-
vates us to analyze this problem with more emphasis on the signaling load and the
authentication delay of the conventional GSM protocols. then we propose new au-

thentication protocols used for home domain and roaming users with less signaling
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message load and shorter authentication delay. which improves the call set up time.

1.6 Organization of the Thesis

After introducing the GSM network in Chapter 1. wireless communications svstems
and their main characteristics are presented in Chapter 2. Chapter 3 is dedicated
to the GSM networks outlining all important aspects of this digital cellular system.
Network Security and the different security approaches are introduced in Chapter 4.
The analysis of the conventional GS\! authentication protocols is given in Chapter
9. Chapter 6 presents our proposed authentication protocols used for home domain
users. In Chapter 7, we propose our authentication protocol used for roaming users.
In Chapter 8, we summarize our work and we propose the future work for the

authentication protocols that can take place in the coming GSM generations.

1.7 Summary

Mobile communications is an important paradigm that aims to provide continuous
network connectivity to customers regardless of their location. In this chapter, we
started first by introducing the Global system for mobile communications (GSM)
as an European standard providing an ultimate solution for the personal communi-
cation services. Then, we presented the services provided, the system architecture.

and the security functions introduced for the first time in a mobile communication
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svstems. At the end of the chapter we presented the objective of the thesis and its

organization.



Chapter 2

Wireless Communication Systems

In our traditional life. most people are familiar with wireless communication sys-
tems such as garage door openers, remote controllers for electronic home equipment.
cordless telephones, pagers, and cellular telephones. All these svstems belong to the
same wireless family or mobile radio communication systems but each one is differ-
ent from the other in terms of cost, complexity, performances. and type of services
offered. The term mobile is commonly used to classify any radio terminal that could
be moved during operation {16]. Mobile communications can include technologies
ranging from paging systems, cordless telephones, to digital cellular mobile net-
works. In the last decade, many mobile radio standards have been developed for
wireless systems throughout the world, and more standards are likely to emerge.
The radio spectrum is experiencing a high demand nowadays, frequency bands are

getting continuously allocated for different services. Figure 2.1 provides the names
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of various frequency ranges in the radio spectrum. In this chapter, we cover the
main types of wireless systems and their characteristics based on their frequency
band. the modulation used, their multiple access. and the channel bandwidth used.

Modulation is the process of putting information onto a high frequency carrier for

transmission.
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2.1 Wireless Systems

The evolution of telecommunications, from the wired phione to personal commu-
nications services (PCS), is resulting in the availability of wireless products not
previously considered practical. The goal of PCS is to provide integrated commu-
nications (e.g.. voice, data, and video) between mobile subscribers independent of
time. locations, and mobility patterns. The common thing in all wireless personal
comimunication activity are the desire for mobilitv in communication associated with
the desire to be free from home or office in order to make/receive a call. \arious
approaches to wireless communications, taken together, are arguably the fastest
growing segment of the telecommunication industry [40]. These communication
approaches are distinguished mostly by their frequency band. the multiple access
used. the modulation, and the duplexing techniques. Before presenting the main
three types of wireless systems (paging, cordless. and cellular). we introduce two

main characteristics frequently used in any wireless system: the access method and

duplexing.

2.2 Access Methods in Wireless Systems

The radio channel is fundamentally a broadcast communication medium [58]. The
objective of wireless communication system is to provide communication channels

on demand between a portable radio station and a base station that connects the
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user to the fixed network infrastructure. Signals transmitted by one user can po-
tentially be received by all other users within the range of the transmitter. Many
techniques have been devised to create channels out of the communication medium.
in order to use them as separate links. A given radio spectrum can be divided into
a set of disjoint or non-interfering radio channels that can be used simultaneously
while maintaining an accepted received radio signal. Multiple access refers to the si-
multaneous transmission by numerous users to or through a common receiving point
[15]. In wireless radio systems, this technique is based on insulating signals used
in different connections from each other to support parallel transmissions on the
Uplink and Downlink, respectively [4]. Frequency multiple access (FDMA), Time
division multiple access (TDMA), and Code division multiple access (CDMA) are

the three major access techniques used to share the available bandwidth in a wireless

communication system as shown in Figure 2.2.

e In FDMA technique, the frequency spectrum is divided into small frequency
bands or channels. Channels are assigned on demand to users who request

service. During the period of the call, no other user can share the same

frequency band.

o The TDMA divides the radio spectrum into time slots, and in each slot only
one user is allowed to either transmit or receive. In this technique each user

occupies a cyclically repeating time slot, so a channel may be thought of as
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particular time slot that reoccurs every frame.

In CDMA. all signals occupy the same bandwidth and are transmitted simul-
taneously in time. CDMA employs spread spectrum modulation. meaning
that each user’s digital waveform is spread over the entire frequency spectrum
allocated to all users. Each signal in the set is given its own spreading se-
quence and it is distinguished from one another at the receiver by a specific
spreading code [538]. In both FDMA and TD)A systems, channels should not
be assigned to a mobile station on permanent basis. A fixed assignment strat-
egy would either be extremely wasteful of the bandwidth or highly susceptible
to co-channel interference. Instead. channels must be assigned on demand.
Clearly, this implies the existence of a separate uplink channel on which mo-

bile can notify the base station of their need for a traffic channel. This uplink
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channel is referred to as the random-access channel because of the tvpe of
strategy used to regulate access to it. This channel is shared by all users in

the range of the base station.

The Commonly used duplexing schemes are frequency-division duplexing (FDD)
and Time-division duplexing (TDD). In FDD. the base to mobile (downlink) and
mobile to base (uplink) transmit simultaneously on different frequency bands. TDD
systems use the same frequency band in both directions. which requires the downlink
and uplink transmissions to occur in different time slots. Now we introduce some of

the the most known wireless communication svstems including the paging svstems,

cordless systems, and cellular systems.

2.3 Paging Systems

Paging systems are communication systems that send brief messages to a subscriber.
Depending on the service, theses messages could be either a numeric message, al-
phanumeric message, or a voice message. In modern paging systems, news headlines,
stock quotations, and faxes can be sent as messages. Paging and associated mes-
saging, although not providing two-way voice, do provide a form of wireless mobile
communications to many subscribers worldwide [16]. However, Radio paging sys-
tems has been available for many years and was well established before the dramatic

growth of mobile telephone systems. In fact there are three types of paging services:



18

¢ Tone only paging service which is the most basic service that may be offered.
A tone only pager, when signalled. notifies the subscriber with just a beep.
light. or vibration. This tells its holder that someone is trying to contact him.
The subscriber would generally have to telephone his office. home. or othe-
prearranged location, such as an answering service. to find the content of the

comiunication intended for that subscriber. Different alert types can also be

sued.

e Numeric Paging Service allows the calling party. either through a touch tone
telephone or through an operator. to leave a numeric message such as a tele-
phone number for the paging subscriber. The paging subscriber carries a
liquid crystal display (LCD) pager capable of storing and displaying numeric
digits. This paging service is widely used nowadays. since it gives the paging
subscriber the most important information (the number he should call back).

makes efficient use of paging air-time and uses economical paging receivers.

¢ Alphanumeric Paging Service allows the calling party. through an operator. or
via personal computer (PC) and modem, to leave an alphanumeric message
of any kind for the paging subscriber. The paging subscriber carries an LCD
display pager capable of storing and displaying alphanumeric characters. This
paging service is the most powerful, since it can give the paging subscriber

a great deal of information (names. dates. telephone numbers. etc.). This
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paging mode allows the implementation of advanced new paging features such
as customized financial information and news services. Chinese and Arabic
character pagers also operate in this mode. Since alphanumeric paging convevs

more information, it uses more air-time than numeric paging.

The most well known paging systems are:

¢ POCSAG which was developed by and named for the Post office code Stan-

dardization Advisory Group in the United Kingdom.

e Flex systems which use a high speed paging protocol developed by Motorola
in conjunction with other paging industry leaders. Its speed is 1600bit/s and

can be doubled to 3200bit/s and redoubled to 6400bit/s

e ERMES systems are conceived as a Pan-European project and designed by a
team of international experts from paging manufacturers and European net-
work operators, in full cooperation with the ETSI. The frequency band chosen
was in the VHF band from 169.4 MHz to 169.8 MHz and is divided into sixteen
25KHz separate channels. The services that can be offered with ERMES sys-
tem are tones only(at least 8 alerts), numeric (400 to 9000 characters), hence
it is very useful for long messages. Also messages can be individual calls to
each pager, group calls to several pagers using a common radio identity (RI)
code or multiple RI codes. Messages can also be passed to all pagers enabled

to receive them. This is very useful for information services (news. weather.
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etc..). In addition to these features. ERMES has the international roaming
service which means that a user can be paged in foreign countries if his home

network and the visited network have the roaming agreement between them.

2.4 Cordless Telephone Systems

Cordless telephone systems are full duplex communication svstems that use radio
to connect a portable handset to a dedicated base station. The base station is con-
nected to a dedicated telephone line from the Public switched telephone network
{PSTN). Analog cordless telephones are in common use in residential application
where the telephone cord is replaced by a wireless link to provide terminal mobility
to the user within a limited radio coverage area. Digital cordless telecommuni-
cation systems are intended to provide low mobility. low power. two-way wireless
voice communications. Terminal mobility is assured in residential. business and
public access applications where the users can originate and receive calls on their
portable terminals as they change locations and move at pedestrian speeds within
the coverage area. As an example of cordless telephone systems, we find the Digital
European Cordless Telecommunications (DECT) standard which is considered as a
major development in the field of mobile communications in Europe {23]. DECT
Was developed by ETSI, driven by widespread desire to serve the perceived market

for local area portable personal communications. DECT can be described as a radio-
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access method to fixed networks which allows for mobile communications in areas
with high traffic density. Generally it is understood as an equipment which consists
of small. light handheld portable radio transceivers. capable of communicating with

a base station over short distances.

2.4.1 DECT Systems

DECT is based on a micro-cellular radio communication system that provides low-
power radio (cordless) access between portable parts and fixed parts at ranges up

to a few hundred meters [16]. Its basic technical characteristics are as follows:
e Frequency band (forward and reverse): 1880-1900MHz.
e Number of carriers: 10.
o Carriers spacing: 1.728MHz.
e Peak transmit power: 250mW’.
o Multiple access: TDMA ; 24 slots per frame.
o Frame length: 10ms
¢ Basic duplexing : TDD using 2 slots on same RF carrier.

¢ Channe] rate 1152 Kbit/s.

¢ Net channel rates: 32 Kbit/s (voice) and 6.4 Kbits/s (control/signaling).



o Modulation: gaussian minimum shift keying {GMSK)

The DECT radio access allows the use of the concept of cellular radio in order to
segment the geographical area [22]. The coverage area is divided into cells which
can be very small. each cell is served by a base station being equipped such that it
can accommodate a certain number of terminals simultaneously. In doing this. the
distance to be covered by radio transmission becomes very small. hence the distance

at which a certain channel can be reused is small as well. This concept provides

extremely high spectrum efficiency [7].

2.4.2 Personal Access Communications System (PACS)

PACS is one of the American National Standards Institute (ANSI) air interface
standards developed for the 1.9 GHz band in the United States. PACS has been
optimized for both indoor wireless access and low-mobility pedestrian outdoor us-
age. PACS employs TDMA on the uplink and TDM on the downlink. using = /4
quadrature phase shift keving (QPSK) modulation at a symbol rate of 192 KBaud.
The radio frame is 2.5 ms in duration with 8 bursts/frame. Each burst carries 120

bits of information including 80 bits of payload or user information and 40 bits or

20 symbols of overhead.



2.4.3 Personal Handyphone System (PHS)

PHS is the japanese air interface standard developed in 1993 by the research and
development center for radio system. PHS is using TDD. frequency band 1895-1918

MHz, carrier spacing 300 KHz, with a total number of carriers equal to 77.

2.5 Cellular Mobile Radio System

The cellular radio concept relies on the distribution of many low powered transmit-
ters (or base stations) each covering a limited area or cell. Each cell is allocated a
set of channels. These channels can not be reused by adjacent cells otherwise radios
would interfere. The frequency reuse concept is extremely carefully planned in cel-
lular systems. The smaller cells are, the more often frequencies can be reused. and
hence the greater the capacity [59]. There are a number of different analog cellular
systems in many shapes and forms in use in the world such as the Advanced Mobile
Phone System (AMPS), and the Nordic Mobile Telephone (NMT) [12]. The analog
systems were originally targeted for a relatively selected group of users who mosily
had the mobile telephones installed in their vehicles. However, with the availability
of low-cost, small, lightweight, hand-held mobile terminals with longer battery life,
and their increasing popularity for use every where, the demand for cellular mobile
services has increased dramatically. With this huge demand, it is becoming difficult

to accommodate the forecasted demand for mobile services within the existing ana-
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log cellular systems. There is a need for digital cellular svstems to cope with the
increased demand and provide a world wide standard giving a mass market services.
In addition to that. unlike the first or earlyv phase of second-generation cellular net-
works. only a limited set of functions related to telephony was required. Distinct
features and enhanced grades of service are expected from the next generation of
mobile cellular and wireless personal communication networks [74]. First-generation
cellular systems are based on analog F)I radio technology. With the objective of
improving quality and increasing capacity. second generation cellular systems based
on radio digital technology and advanced networking principals are expected to give
good services with better quality. The coming generation will benefit from the cur-
rent design flaws and can extend services in terms of quality and quantity to higher
levels. Figure 2.3 shows the worldwide service evolutior. In the following we present

several cellular systems and outline the characteristics of each.

2.5.1 Cellular Digital Packet Data (CDPD)

Cellular Digital Packet Data (CDPD) is a data service for first and second generation
cellular systems in the U.S. that uses unused bandwidth from the existing Advanced
Mobile Phone System (AMPS) to provide wireless packet data connectivity. CDPD
was designed to provide packet data services to the existing analog cellular telephone
network. The basic structure of a CDPD network is similar to that of the cellular

network with which it shares transmission channels. It CDPD does not use a mobile
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switching center (MSC), but it consists of several network entities as shown in Figure

2.4,

¢ \obile End System (MES): is basicallvy a computer with a wireless modem

that communicates with a mobile database station (MDBS) through the air

link

¢ Mobile Database Station (MDBS): is expected to be located with the cell
equipment providing cellular telephone service. to facilitate the channel-sharing
procedures. All the MDBSs in a service area will be linked to a mobile data

intermediate system (MDIS) by microwave or wireline link.

o Mobile Data Intermediate System (MDIS): provides a function analogous to

that of the Mobile Switching Center (MSC) in the GSM.
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¢ \obile home function (MHF) which provides a directory service for the users

of MES by maintaining pertinent information about them.

o Mobile serving Function (MSF) which provides a registration directory to its

serving area, and it transmits messages sent from the MES directly to their

correct destination.

CDPD uses a multiple-access technique called digital sense multiple access (DSMA).
which is closely related to carrier sense multiple access with collision detection
(CSMA/CD) in local area networks. The CSMA/CD is a scheme for sharing a
channel among multiple users. Each station monitors the channel before transmis-

sion and if a collision is detected the transmission is aborted and a retransmission

procedure is initiated.

2.5.2 Interim Standard IS-54

The Electronic Industry Association / Telecommunications Industry Association In-
terim Standard (IS-54) retains the 30-KHz channel spacing of the AMPS, which uses
analog frequency modulation for speech transmission and frequency shift keying for
signalling [34]. IS-54 standard also supports several services, e.g., telephone service,
short messages, and data services with a maximum transmission rate of 9.6 kb/s.
Supplementary services include call forwarding, three party-call, and call barring.

Security features include a Personal Identification Number (PIN), subscriber au-
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thentication upon connection to the system. and subscriber data encrvption. Its

basic technical characteristics are the following:

2.5.3 Global System for Mobile communication (GSM)

GSM is a wireless digital cellular network designed by the European standardization
committees (CEPT). The system was made as a first step towards a true personal
communication systems that will allow communication anywhere. anvtime. and with
anyvone. GSM radio links use FDMA and TDMA multiple access. The frequency
bands for the downlink signal and the uplink signal are 935-960Mhz and 890-915
MHz respectively and they are divided into 124 pairs of frequency duplex channels
with 200 KHz carrier spacing. GSM was designed having inter-operability with

ISDXN in mind. Speech is the most basic teleservice provided by GSM.

2.6 Comparison

In this section we present the most known radio mobile systems in North Amer-
ica, Europe, and in Japan. We have chosen the most famous cellular, paging and
cordless system in each area. The access method, the frequency band. the channel
bandwidth, and the modulation technique are mostly the important criteria that
characterize any radio mobile system. Almost all the systems presented in the fol-

lowing tables are using either FDMA or TDMA. However the frequency band is
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always different from system to another and varyving from 147 MHz to 1900 MHz.
using several channels with few tens of KHz. PACS. PDC. and PHS are using the
DQPSK modulation. the FSK modulation in particular is used with all paging svs-
tems in the different areas. GSM standard is characterized by the use of GMSIK

which is considered as a strong modulation technique with several advantages over

the other modulations schemes.

2.7 Summary

In this chapter, we have covered the wireless communication systems and their var-
ious characteristics. Three main categories of wireless communication systems have
been presented, the paging system, the cordless svstems, and the cellular svstems.
Systems in each category. are different from each other by their frequency band.
access method used, modulation and channel bandwidth. Table 2.1. Table 2.2. and

Table 2.3 outlines the most worldwide famous wireless communication system:s.



Table 2.1: Major Mobile Radio Standards in North America

Standard Type Access Frequency Modulat. | Channel
Method Band Bandwidth
AMPS Cellular | FDMA 824-894 NMHZ FM J0INHz
POCSAG | Paging | Simplex | 147.4-147.8 N\IHZ FSK 12.5KHz
PACS Cordless | TDMA | 1.85-1.99 GHZ DQPSK 300IkHz
Table 2.2: Major Mobile Radio Standards in Europe
Standard | Type Access Frequency Modulat. | Channel
Method Band Bandwidth
GSM Cellular | TDMA | 890-960 MHZ GMISK 200KHz
ERMES | Paging | FDMA | 169.4-169.8 \IHZ FSK 25KHz
DECT | Cordless | TDMA 1.88-1.9 GHZ GFSK 1.728)\[Hz
Table 2.3: Major Mobile Radio Standards in Japan
Standard | Type | Access Frequency Modulat. | Channel
Method Band Bandwidth
PDC Cellular | TDMA | 810-1501 MHZ | DQPSK 25KHz
NEC Paging | FDMA several FSK 10KHz
PHS Cordless | TDMA | 1.895-1.907 GHZ | DQPSK | 300MHz

30



Chapter 3

Global System for Mobile

Communications (GSM)

Global System for Mobile communication (GS)M) is a second generation cellular sys-
tem standard that was developed to solve the fragmentation problems of the first
cellular systems in Europe. With the mobile communication system, different ser-
vices can be provided to customers independent of time and location [27]. Before
GSM, European countries have different cellular standards where it was not possi-
ble for a customer to use mobile station throughout the continent. With the birth
of GSM, mass-market mobile communications became possible. The possibility to
make and receive calls through a small wireless handset, wherever you are, has more
obvious appeal [27]. In fact mobile communications is not a very recent technology,

but it is a rapidly evolving one, GSM is considered to be the major contribution

31
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to this evolution. Mlobile services can be associated with an individual subscriber
rather than a piece of equipment or a line termination. thus providing Personal
Communication Services (PCS). GSM was intended to provide an integrated radio
system for the mass market right across Europe and beyond ensuring international
roaming. Before the GSM hirth there were many European analog radio networks.
their limited capacity and the lack of the compatibilitv with one another led to an
early decision for a Pan-European system. In 1982. CEPT had already formed a
working committee under the name of “groupe special mobile” to develop a uniform
standard for digital mobile radio in Europe. The result was a standard for narrow-
band (i.e.. 200 KHz bandwidth) digital voice transmission in the 900\ Hz frequency
band [27]. A memorandum of understanding pertaining to the construction of a
digital mobile radio system. was signed by the representatives of the telecommuni-
cation administrations in 14 European countries. By mid-1991. the svstem is ready.
As in many other technological areas. communications is going through a metamor-
phosis, from the analog to digital. GSM is totally digital system and the benefits
to the user, and the system operator are many. Through the application of digital
technologies the transmission medium can be used more effectively and efficiently.
Speech quality can be improved and system capacity can be increased. without, in
either case, a corresponding increase in spectrum requirement. Also immunity to
interference can be achieved. This means frequency bands can be reused more than

often and therefore system capacity is increased [30].
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GS) network can be subdivided into two major subsystems [30] as shown in Figure

3.1.

¢ The Base Station Subsystem (BSS).

* The Network and Switching Subsystem (NSS).

The mobile station (MS) is considered as a subsystem but is usually considered

to be part of the BSS for architecture purposes.
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3.1.1 Base Station Subsystem

The BSS, known as the radio network/subsystem. provides and manages radio trans-
mission paths between the mobile stations and the Mobile Switching Center (MSC).
It has all equipment needed for transmission and for controlling the connectivity
of mobile subscribers. The BSS consists of many Base Station Controllers (BSC)
and each one can control several Base Transceiver Stations (BTS). The BSC is con-
nected on one side to several BTSs and on the other side to the NSS (more exactly
to the MSC). and it is in charge of all the radio interface management. The Base
Transceiver Station (BTS) is in contact with the mobile stations through the ra-
dio interface. BTS consists of radio transmission and reception devices including
the antennas. The BSCs are physically connected via dedicated links (leased lines
or microwave links) to the MSC. The interface between a BSC and MSC is called
the A interface, which is standardized within the GSM. The A interface allows the

service provider to use base stations and switching equipment made by different

manufacturer.

¢ Um air interface: connects MSs and BTSs and it is made up of a set of physical
channels that are accessible through frequency division and time division mul-
tiple access (FDMA and TDMA). Each physical channel supports a number

of logical channels that are reserved for users traffic and signaling.
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o A and A bis interface: BTSs and BSCs are interconnected through the A bis
interface. whereas the BSC and the MSC are interconnected through the A

interface which consists of traffic channels and signaling links used under the

common Channel Signaling System No.7 (CCS7).

o The mobile station: consists of two parts: The subscriber Identity Module
(SIM) and the Mobile Equipment (ME). The SIM is either a smart card (the
same size as a credit card) or a smaller size plug-in SIM that contains the
subscriber related information. The SIM is protected by a personal identity

number (PIN) code chosen by the subscriber.

3.1.2 Network Switching Subsystem

The NSS manages the switching functions of the system and allow the MSCs to
communicate with other networks, it also provides the external access to several
customer databases. The MSC is a switching exchange forming the main core of the

NSS subsystem. In addition to the MSC, there are in NSS there are four different

databases:

1. Home Location Register (HLR): HLR is both a subscriber database and a set

of functions needed to manage mobile user data. It contains the following type

of information for each subscriber:

e Subscription information, including identification numbers.
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¢ Service restrictions.
¢ Supplementary services.

» The address of the Visitor Location Register (\'LR) area for the roaming

users.

¢ The location information for local subscribers (residing within the same

area of the MSC).

2. Visitor Location Register (VLR): this database register has the INMSI (inter-
national mobile subscriber identity) which is stored temporarily. and mobile
information for each roaming subscriber who is visiting the coverage area of a
particular MSC. In addition to that it has the location area (LA) of a mobile
user within the radio network and reachability status information. The VLR

can be connected to several adjoining MSCs for a particular geographic region.

3. Authentication Center (AuC): the AuC is a strongly protected database which
contains all the authentication and encryption information. needed by the HLR
and VLR, for every mobile user. It protects the network against unauthorized
person by denying the possibility for intruders to impersonate authorized sub-
scribers. The AuC provides and manages the authentication keys used for

authorizing subscriber access to the service provider's network.

4. The Equipment Identity Register (EIR): this database is basically to prevent

the use of stolen or fraudulent MS equipment transmitting identity data not
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matching with the information stored in either the HLR or the V'LR. Each
mobile station has its own identity information. the international mobile sta-
tion equipment identity (IMEI) used to identifv the equipment. The primaryv

purpose of checking the INEI is to guard against stolen, fraudulent. misused.

or faulty mobile station equipment.

3.2 GSM Radio Interface

This interface is one of the most important interfaces for GSM. This is due to

following reasons:

* The interface should be completely specified to achieve a full compatibility
between mobile stations of various manufacturers and networks of different
operators. This in fact is one of the main goals that should be achieved by the

GS\I system to give the mobility concept more freedom.

* The spectral efficiency of a cellular system which is considered as an economic

factor is determined entirely by the transmission over the radio interface.

The importance of spectral efficiency is best understood when it is defined as the
number of cells needed to cover a given area with a specific traffic and a given amount
of radio spectrum. Spectral efficiency depends on the number of simultaneous calls
which can be carried within the available spectrum. The better the efficiency, the

lower the number of cells. The main concern for the design of the radio interface is
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to provide a high user capacity relative to the given limited radio spectrum and to

transport the information efficiently.

3.2.1 GSM Radio Channels

The GSM system operates at 900 MHz and at 1806 \MHz (for Digital Cellular System
DCS). For the 900 MHz, there are two bands of 25 MHz which have been set a side
for system use in all member countries. The 890-915 MHz band is used for MS to
BTS transmission as the reverse link (uplink), and the 935-960 MHz band is used
for base station to user transmission as forward link (downlink). The frequency
band is divided into 124 pairs of frequency duplex channels with 200 KHz carrier
spacing. The length of a GSM time frame in a frequency channel is 4.616 msec.
The time frame is divided into eight time slots of length 0.377 msec. The time slots
in the uplink are derived from the downlink by a delay of three time slots. This
arrangement avoids transmission and receiving at the same time by mobile station.
Based on the GSM concept, logical channels for users and signaling information are
generated from the physical channels by means of appropriate mapping functions. A
logical channel describes the function of a physical channel at a given time (frequency
correction, speech transmission), whereas physical channel refers to every occurrence

of a particular slot on a particular frequency, or a set of frequencies. In fact there

are two basic types of GSM logical channels:

1. Traffic Channels: TCH
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2. Control/signalling Channels: CCH

Traffic channels carry digitally encoded user information (voice or data) and they

have identical formats and functions on both the forward and reverse links. In

addition, there are logical subchannels that are used for control and supervision

while the mobile is assigned a traffic channel. An example of this subchannels is

the sending of a handover order to the mobile during a voice call. Control channels

are typically used for call setup and they are carrying signaling and synchronizing

commands between the base station and the mobile station as shown in Figure 3.2.

Control channels are usually subdivided into three groups
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1. Broadcast Channels (BCCH): these are used to inform the MS about system
configuration parameters and are defined for the BTS to MS direction (down-

link) only. BCCHs are subdivided into two subchannels:

e The FCCH (Frequency Correction Channel) supports frequency svnchro-

nization of the MS.
e The SCH (Synchronization channel) gives the \S information about the

frame number.

2. Common Control Channels (CCCH): channels are specified as unidirectional

only, either on the downlink or on the uplink. Also CCCH are subdivided into
three subchannels:
e The Paging Channel (PCH): used in downlink to page MSs.

e The Access Grant Channel (AGCH) is used in downlink direction. to

allocate a dedicated channel.

¢ The Random Access Channel (RACH): it is an uplink channel that indi-

cates an MS'’s request for a dedicated channel.

3. Dedicated Control Channel (DCCH): DCCH are full duplex channels, and

subdivided into three subchannels:

o Slow Associated Control Channel (SACCH) which is a duplex channel

always associated with a TCH or Stand-Alone Dedicated Channel (SD-
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CCH). It is also used for transmission of signalling data.

¢ Fast Associated Control Channel (FACCH) used to transmit signalling
data when the capacity of the SACCH is not enough. The FACCH data

are inserted into the associated TCH instead of traffic data.

e SDCCH which is used only for signaling in higher lavers.

3.2.2 The Multiple Access Methods in GSM

A radio channel is fundamentally a broadcast communication medium. Signals
transmitted by one user can potentially be received by all other users within the
range of the transmitter. Many techniques have been devised to create channels
out of the communication medium, in order to use them as separate links. A given
radio spectrum can be divided into a set of disjoint or interfering radio channels.
All the channels can be used simultaneously while maintaining an accepted received
radio signal. Multiple access in wireless radio systems is based on insulating signals
used in different connections from each other. The support of parallel transmissions
on the uplink and downlink, respectively, is called multiple access which is used to
allow many mobile users to share simultaneously a finite amount of radio spectrum.
GSM system uses time division multiple access (TDMA) combined with frequency
multiple access (FDMA), and a pinch of frequency hopping (FH) scheme, to provide

base stations with simultaneous access to multiple users. With frequency hopping,
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each TDMA burst is transmitted via a different RF channel (RFCH). Thus. if the

present TDMA burst happened to be in a deep fade. then the next burst most

probably will not be.

® The FDMA assigns individual channels to individual users. Channels are
assigned on demand to users who request service. During the period of the

call, no other user can share the same frequency band.

® The TDMA divides the radio spectrum into time slots. and in each slot only
one user is allowed to either transmit or receive. In this technique. each user
occupies a cyclically repeating time slot. so a channel may be thought of as
particular time slot that reoccurs every frame. TDMA scheme uses a gross bit
rate of about 270 kb/s (with a Gaussian Minimum Shift Keving Modulation.
GMSK) and requires sophisticated adaptive receiver techniques to cope with

the transmission problems caused by multipath fading.

3.3 Mobility Management

Mobility management is the process of keeping track of users so that calls arriving for
them can be directed to their current location [26]. The second concern in mobility

management is the handoff process.
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3.3.1 Location Tracking

The mobile tracking function is responsible for maintaining knowledge of the approx-
imate location of the mobile user. Tracking procedures include registration upon
power-up. power-down, and location area changed [31]. The location of the mobile
station 1s an important issue and usually is maintained by two-level hierarchical
strategy with home location register (HLR) and the visitor location register (VLR).
When a mobile station is in its home location. it can be accessed directly through
its HLR. When the mobile leaves its home register and moves to another location.
it must register in the visitor location register (V'LR) of the visited area. The home
register must also be informed of this registration. To access the mobile station. the
HLR is queried to find the current VLR of the mobile station [65]. The registration
process is described in the following steps:

Step 1: When a mobile station moves to a new cell. it listens to the BCCH broadcast
from the base station subsystem. When mobile station detects that it has entered
a new location area, it sends its temporary mobile subscriber identity (TMSI) and
the old location area to the new mobile switching center which forwards it to the
new visitor location register (VLR).

Step 2: From the TMSI and the old location area identity, the new VLR identifies
the old VLR, then sends a message to it in order to obtain the international sub-

scriber identity (IMSI) of the mobile station. In response, the old visitor location



44
register returns the IMSI as well as the authentication parameters to the new VLR
which performs the authentication process.

Step 3: The new VLR sends an update location message to the old home location
(HLR) whose address is derived from the INSI. If the update request is accepted.
the HLR provides the new visitor location register all relevant subscriber informa-
tion for call handling.

Step 4: The new VLR generates a new TMISI and sends it to the the mobile station
through the mobile switching center. The mobile station acknowledges the TSMI
allocation.

Step 5: After step 3, the HLR sends a cancel location message to the old VLR.

which acknowledges that and cancels the record for the mobile station.

3.3.2 Handover Management

When a mobile user is in conversation, a radio link connects the mobile phone to
a base station. If that user moves to another base station’s coverage area, the
radio link to the old base station is disconnected. and a radio link in the new base
station is required to continue the conversation. This process is called automatic
link transfer or handoff. If there is no available channel to which the call should
be switched to, the call may be dropped or terminated. The forced termination
probability is an important criterion in the performance evaluation of the network.

Handover may take place between physical radio channels that may belong to the
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same BTS (intra-cell handover) or to different BTS (inter-cell handover). Handover

controlled by the MSC is called external handover. and handover controlled by the

BSS is called internal handover.

e Intra-cell handover occurs within a single BSC which controls all decisions as
shown in Figure 3.3. Intra-cell handover can occur without the involvement

of the MSC but the system has to inform the MSC upon completion.
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e Inter-cell handovers occurs between two different BSCs on the same MSC.
Here the MSC and BSC coordinate together to perform inter-BSC handovers.

but the decision is taken by the BSC as illustrated in Figure 3.4.

o Inter-MSC Handovers occurs between two BSCs on different MSCs. Here the

MSC takes the decision to perform the handover as shown in Figure 3.5.
Three strategies exist to detect the need for hand-off [40]:
1. Portable-controlled handoff
2. Network-controlled handoff.

3. Portable-assisted hand-off.
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The first one is the most popular technique ., where the portable continuously mon-
itors the signal strength and quality from the accessed base station and several
hand-off candidate base stations. When some hand-off criteria is met. the portable
checks the best candidate base station for an available traffic channel and launches
a hand-off request. This technique is actually used by DECT and PACS svstems.
In network-controlled hand-off, the base station monitors the signal strength and
quality from the portable and when these deteriorate below some threshold, the net-
work arranges for a hand-off to another port. The network asks all the surrounding
base stations to monitor the signal from the portable and report the measurement
results back to the network. The network then chooses a new base station for the
hand-off and informs both the portable(through the old base station) and the new

base station. This kind of hand-off is mostly employed with CT2 and AMPS svs-
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tems. Portable-assisted hand-off is a variant of network-controlled hand-off where
the network asks the portable to measure the signals from the surrounding base
stations and report those measurements back to the old base station so that the
network can determine as to where a hand-off is required and to which base station.
This strategy is employed by the GSM mobile standard. In current cellular mobile
svstems. base stations handle a hand-oft call exactly the same as an originating call
(that is. the hand-off call is blocked immediately if no channel is available). This
is called the non-prioritized scheme. To reduce forced termination and to promote

call completion. three schemes have been proposed.

e The reserved channel scheme is similar to the nonprioritized scheme. except

that each base station reserves a number of channels for handoff calls.

¢ The queuing priority scheme exploits the characteristic overlap of adjacent
coverage areas of base stations. This overlap (it is called handoff area) forms a
considerable area where either base station can handle a call. If no channel is
available in the new base station during handoff, the new base station buffers
the hand-off request in a waiting queue. The mobile phone continues to use
the channel with the old base station until either a channel in the new base
station becomes available (and the handoff is connected) or the mobile phone

moves out of the handoff area (and the handoff call is forced terminated).
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e The subrating scheme creates a new channel for a handoff call by subrating an
existing call if no channel is available in the new base station. Subrating means
an occupied full-rate channel is temporarily divided into two channels at half
the original rate: one to serve the existing call and the other to serve the hand-
off request. When the occupied channels are released. the subrate channels
switch back to the full-rate channel immediately. The last two schemes have
not been implemented in existing cellular communication systems. However.
studies indicate that under certain conditions. these schemes can significantly
improve the forced termination probability as well as the call incompletion.

The selection of a particular scheme is a trade-off between the implementation

cost and the performance.

3.4 Roaming

Roaming can be provided only if some administrative and technical constraints
are met, like charging, and subscription agreements. There are two basic
operation in roaming management: location update and terminal paging [41].
Location update is concerned with the reporting of the up-to-date cell locations
by the mobile terminals. GSM networks partition their coverage areas into
a number of location areas (LA). Each LA consists of a group of cells and

each mobile terminal performs a location update whenever it enters an LA.
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When an incoming call arrives. the network locates the mobile terminal by
simultaneously paging all cells within the LA. Location updating is always
initiated by the mobile station and it is carried out when the MS enters a new
location area. The MS is periodically monitoring the location information
broadcasted by the network on the broadcast channel. and compares it to
the information previously stored in its memory. Also the MS can initiate
o location update on receiving an indication from the network that it is not
known in the VLR upon trying to establish a mobility management (M\I)
connection {23]. When an incoming call arrives. the network simply routes the
call to the last reported location of that mobile user. There are four principal

types of location update methods.

1. Geographic: a user updates the system when it enters a new location

area.

[§V]

. Timer: the user updates the location periodically with a given average

time.

3. Stimulus: the user performs a location update only when requested.
4. ON/OFF: a location update occurs only after a mobile powers on and

before a mobile powers down.

The network registers the user’s location in the Home Location Register HLR.

Paging messages for mobile are sent to the BSS. Paging messages may include
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the mobile’s INST in order to allow derivation of the paging population num-
ber. A single paging xﬁessage transmitted to the BSS may contain a list of
cells in which the page is to be broadcasted. The larger the paging area is
defined. the lower the frequency of location updates and hence the associated
traffic overhead on the network. Each paging message relates to only one mo-
bile station, if the response message is received from the mobile. the relevant

signaling connection is set up towards the MSC and the page response message

is passed to the MSC.

3.5 Signaling System No.7

With the rapid growth of telecommunications, signaling methods have become
more important and get a crucial role in the network architecture. Signaling
constitutes the command/control infrastructure of the modern telecommunica-
tion networks, and considered as the central nervous system of a living organ-
ism. Generally, signaling is defined as the system that enables digital switch-
ing systems, network databases, and other intelligent nodes of the network to
exchange messages related to call setup, supervision. teardown, information
needed for distributed application processing (inter-process query/response.
or user to user data), and network management information [43]. Common

channel signaling (CCS) is an out-of band signaling method in which data
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channel is used to convey signaling information related to call control and

network management in the telephone network. Signaling Svstem Number 7

(S557) issued in 1980 by the International Consultative Committee for Tele-

phone and Telegraph (CCITT), is a CCS system with a set of protocol stan-

dards developed to satisfy the telephone operating companies’ requirements

for an improvement to the earlier signaling systems. The SS7 network has

three distinct components as depicted in Figure 3.6:

— A service switching points (SSP) is a telephone switch interconnected

by SS7 performing call processing on calls that originate, tandem (pass

through) or terminates at the SSP. The MSC is an SSP with specific

functions for cellular communications.
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— A service control point (SCP) contains databases for providing enhanced
services. An SCP accepts queries from an SSP and returns the requested

information to the SSP. The S00-service database is an example of an

SCP.

~ A signal transfer point (STP) is a switch that relays SS7 messages hetween
SSPs and SCPs. Based on the address fields of the SS7 messages. the
STPs route the messages to the appropriate outgoing signaling links [43].
An SCP may contains an HLR or a V'LR. There are six tvpes of SS7
signaling links, the most important links are the signal link referred as
the Access link (A-link). A-links are used between SSPs and STPs and
can be up to 128, but generally is 16 only. A-links also connect SSPs and
SCPs. Signaling links that connect STPs of different networks (GSM

networks, PSTN) are called D-links. their maximum set size is 64.

3.6 The SS7 architecture

Similar to the Open System Interconnection (OSI) reference model. SS7
is based on a layered protocol architecture consisting of four functional
levels as illustrated in Figure 3.7.

The lower three levels form the Message Transfer Part (MTP), which

provides a simple and reliable connectionless (datagram stvle) service
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for routing messages through the SS7 network [35]. The fourth level is
known as the Signaling connection control part (SCCP). The SCCP and
the MTP together form the network service part (NSP). The remaining
parts deal with the actual contents of the messages. The Transaction
Capabilities Application Part (TCAP) provides the abilitv to exchange
information hetween applications using non-circuit related signaling. The
Integrated Services User Part (ISUP) establishes circuit-switched network

connections (e.g.. call setup/release).

3.7 Summary

GSM. the global system for mobile communications. is a digital cellular
comrmunications standard which has rapidly gained a worldwide accep-
tance. In this chapter we have presented the GSM network with more
emphasis on the system structure, network architecture, radio interface
and mobility management. In addition to the above important parts,
the signaling system No.7 (SS7) is covered since it is the official signaling

protocol used in all GSM networks.



Chapter 4

Networks Security

The need for security in communications was recognized long time ago
when messengers used to carry information from one place to another.
Nowadays with the distributed nature of network systems. still people
want to communicate privately, and the achievement of privacy and secu-
rity has become increasingly important. A main characteristic of mobile
communication systems is that they provide wireless access to traditional
wireline networks. However, wireless transmission is vulnerable to rela-
tively easy interception, such as fraudulent call attempts and intrusion or
listening-in by third parties. This requires that special measures have to
be taken to avoid any attempt of intrusion. For example, sensitive data

must be protected against disclosure to an unauthorized person, fraud-
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ulent modification of messages, repeating old messages, or any kind of
masquerading must be prevented [34]. All information, when transmit-
ted over the air interface become more vulnerable to eavesdropping. For
this reason, a feasible solution for implementation of secure mobile com-
munication systems is needed. The greatest challenge in future networks
will be to produce services that customers can trust. Combined with
their needs for mobility, usability and global reach, this represents a dif-

ficult goal. In this chapter the security aspect in mobile communication

systems will be presented.

4.1 Cryptosystem Techniques

The study of different ways to disguise messages in order to avert unau-
thorized interception is called cryptography [11]. Using cryptosystem in
communications was mainly to prevent unauthorized persons from ex-
tracting information from the channel (eavesdropping) and also to per-
form the authentication process. The basic idea of cryptographic authen-
tication consists of challenging the user or communicating party being au-
thenticated to prove its identity by demonstrating ability to encipher or
decipher some items with a secret or private key. For the privacy, the best

way to protect the confidentiality of data transferred between different
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network resources is with encryption [3]. Encryption is a transformation
of data that varies based on a secret parameter called an encryption key
[13]. Data transformed (or encrvpted) using an encryption key is scram-
bled in such a way that it can be unscrambled (or decrypted) by a similar
transformation, the scrambled data is called ciphertext. and the original

data is called plaintext. Most of the Encryption schemes are using two

techniques:

* block encryption.
* stream encryption.
With block encryption, the plaintext is segmented into blocks of fixed

size [3]; each block is encrypted independently from the others. In stream

encryption, there is no fixed block size. Cryptosystem fall into two generic

categories:

1. Symmetric cryptosystem, using the secret-keys.

2. Asymmetric cryptosystem, using public-key, secret key pair.

4.1.1 Secret-Key Cryptography

In a secret-key algorithm, the sender S and the receiver R share a secret
key. S generates the ciphertext C=E(K,M) corresponding to the plaintext

message M to be transmitted by applying an encryption transformation



E that is dependent on the key K [67].

The receiver R recovers the original plaintext N[=D(IX.C) from the cipher-
text that it receives by applyving a decrvpting transformation D which is
also dependent on K.

If R responds to S, it uses the same kev Ix for encryption and S does
the decryption. The data encrvption standard (DES). is currently the
most widely used secret-key algorithm. It encryvpts 64-bit blocks of data
with a 56-bit key permuting each input block passing the permuted block
through 16 iterations of a function that combines substitution and trans-
position, performing exchange and XOR operations between the itera-
tions and permuting again to give the resulting output block. Using
svmmetric cryptosystem, both the party encrypting the data. and the
party decrvpting it must share the same encryption kev. This means
that a user needs a different key for every user or service provider with
which it exchanges information or messages, and each service provider

would have to maintain a key for every potential customer.

4.1.2 Public-Key Cryptography

In a public key algorithm, the message is encrypted using a public kev

and decrypted using a private key. The public key cannot be used for
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decryption. To send ciphertext to R, S encrypts the plaintext data to be
transmitted using R’s public key K.

When R receives the ciphertext, it decrypts it with its private key K.
Communication in the reverse direction proceeds in an analogous manner,
with R encrypting plaintext using S’s public key K, and S decrypting
it with its private key K,,. Public-kev suffer from the drawback of a
slower cipher speed, because of the enormous amounts of processing in-
volved [20]. There are several public-key algorithms, the Rivest-Shamir-
Adelman (RSA) is one of the most widely applied algorithms. The prin-
cipal advantage of asymmetric cryptography is that secrecy is not needed
for the public key, meaning that only a single key pair is needed to be
generated for each user or service provider, and dissemination of the keys
is easier [51]. The principal disadvantage of asymmetric cryptography is
its performance. As we have mentioned earlier, asymmetric cryptosystem
are significantly slower than their symmetric counterparts. Because of the
performance issues, asymmetric cryptography is rarely used in isolation.
Instead it is used to encrypt a symmetric encryption key and checksum.

which are in turn used to protect the actual data [7].
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4.2 Security in Some Wireless Systems

The use of radio path allows a number of potential threats and weaknesses

(18], therefore in developing any new Security system the following points

have to be considered:

* The security system has to be adequate for system operator and

customers.

* The radio path has to be as secure as the fixed network.

* A strong Authentication process is needed. to protect the operator
against billing fraud.

* The security process must not significantly add to the delay of the
initial call set up or subsequent communications;

* The bandwidth of the channel should be preserved.

* The process must not allow for increased error rates, or error propa-

gation.

* The security system should not add excessive complexity to the rest

of the system and has to be cost effective.

* Domain-specific secret or sensitive information such as the user’s se-
cret key or password should not be propagated from the home domain

to a foreign domain or between foreign domains.



62

* Authentication in foreign domains should have minimal impact on

the user interface with respect to authentication in the home domain
[7]-

* Messages exchanged between the home domain and the foreign do-

main should be kept to minimal.

4.2.1 User Authentication

Nowadays, there is an extensive use of open networks and distributed
systems, that it seems to be impossible to live without these information
sharing facilities. Public telecommunication networks involve the billing
of their customers. With the existence of radio access, there are opportu-
nities for fraud to be committed, such as the non billing of calls or service
provided and the billing of the wrong party for these calls and services [3].
To prevent the possibility of such fraud, or the general impersonation of
other subscribers, a strong authentication process to identify users has to
be taken. The technique used to assure such security level is the authen-
tication technique. The most common method of user authentication is
the use of passwords. A password is a string of characters assumed to
be known only to the system and the user. However in a networking

environment, this method is seldom secure since the password, which is
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a long term secret that is changed infrequently (stored in a table), has to
flow over the wire. If an eavesdropper get access to the table or picks up
the password, he can masquerade as the legitimate user and gain access
to all resources that the user can access for as long as his behavior is

not detected and the password is not changed. This widespread but old

technique has several weaknesses [§):

* Passwords are transmitted in the clear: in most password systems,
the password typed by a user is sent in cleartext over the network.
This means that an intruder equipped with suitable tools can tap

network lines and spy on passing traffic to collect passwords.

* Passwords are easy to guess: Since users need to memorize their
passwords, they typically select passwords from within a relatively
small vocabulary that they can easily remember. Thus simple attacks

are also possible and passwords can be guessed by potential intruders.

* Passwords are one-way authentication: password schemes are typi-
cally used for one-way authentication only, i.e., servers ask users for
their passwords, but users never question that they are communi-

cating with the right servers, and thus never challenge a server to

provide any passwords.
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However, there exist many alternative techniques to password-based au-
thentication, where users do not have to remember anything so that the
risk of an intruder guessing a password is not existent. For instance, some
systems base authentication on recognition of biometric information such
as a voice sample, a finger-print, or a hand signature. These authentica-
tion techniques have reliability problems and require relatively expensive
hardware support, so that they are found only in selected high-security
environments, not in general-purpose network environment. With such
techniques, users are typically provided with smart cards or chip cards
equipped with a processor capable of cryptographic operations. These
cards offer a way to communicate either with their owner (through a
liquid-crystal display and possibly a numeric keypad) or directly with a

computer/server (through an electronic interface).

4.2.2 CDPD Authentication Protocol

CDPD was developed by a consortium of several US-based leading telecom-
munication companies. It is intended to provide digital data transmission
using existing free slots in existing cellular voice communication networks.
CDPD network provides also different security services such as message

confidentiality, user authentication, and key distribution. CDPD requires
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a logically distinct entity used as an authentication server (AS) to be
present in every domain area. The AS is tvpically co-located with the
mobile data intermediate system (MDIS) in a service provider's domain.
Authentication always involves contacting the AS in the home domain.
The authentication process is as follows:
Stepl: before starting any tvpe of communication, a secret kev, K, is
shared between mobile unit MES and serving MDIS.
Step2: MES generates a random number and sends a triplet of network
equipment Identifier (NEI), Authentication Random Number (ARN) and
Authentication Sequence Number(ASN) with key K.
Step3: Serving MDIS decrypts the triplet and sends the plain triplet to
home MDIS.
Step4: The home MDIS passes the triplet to authentication server (a
logical part of home MDIS which evaluates the authenticity of the MES,
then the Home MDIS sends the reply to serving MDIS.
Stepd: if the home MDIS’s reply is positive, then an acceptance is sent

to the MES otherwise the request will be rejected.
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4.2.3 Privacy and Authentication in IS-41

IS-41 is the Interim standard used in North America for locating users.
The authentication process in IS-41 is as follow:

StepIl: The handset determines, based on the signal transmitted by the
base station, that it has entered a new Registration Area (RA) and that
authentication is required to access the network. Using its secret key
(shared secret data, SSD) and the Electronic serial number. the mo-
bile identification number (MIN), and a random number obtained from
the PCS service provider (PSP), the handset execute all this input data
through the Cellular Authentication and Voice Encryption (CAVE) algo-
rithm to get a registration authentication result (AUTHR).

Step2: The handset requests registration with the PSP by supplying an
authentication result (AUTHR). its electronic serial number (ESN), MIN,
the most significant 8 bits of RAND, and a certain COUNT where the
most significant events are registered (registration, call origination, ter-
mination). This call history count is maintained by the authentication
center.

Step3: The PSP system forwards the authentication request in an AU-
THRQST message to the VLR serving the PSP registration area.

Step4: The VLR forwards the request to the HLR along with all the pa-
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rameters it received.
Step5: In turn the HLR forwards the authentication request to the AC.
Step6: The AC retrieves from its database the SSD associated with the
MIN and with the other parameters (MIN.ESN,RAND) executes the
CAVE algorithm to produce the authentication result (AUTHR).
StepT- After verifving that the received result is the same as the result
generated locally and the COUNT values are identical. the AC provides

its response to the authentication request which eventually will be for-

warded to the PSP system.

4.2.4 Security Aspect in PACS

The Personal Access Communication System (PACS) is an American
National standards institute air interface standards developed for the
1.9 Ghz PCS band in the United States. The goal of the PACS secu-
rity mechanism is to make it impractical for an eavesdropper to obtain
sufficient information for perpetrating usage fraud. The mechanism is
assured through an authentication and key agreement (AKA) protocol
which in turn can support either public key AKA protocol or private
key AKA protocol. The authentication consists of the verification of the

user identification. Each user has a unique identifier provided by the
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service provider. Removing the user secret information can be done to
create cloned Subscriber Unit (SU). A call counter (which indicates the
call history of an SU) is used to prevent SU cloning . We notice here that
PACS has a system information channel (SIC) in the System Broadcast
Channel (SBC). The SIC carries a RAND and the real time used in the
ciphering. As these parameters are hroadcasted all the time in the SIC.
the handset can perform the authentication algorithm without receiving
any direct message from the network and can send the response AUTHR

together with the real time parameter in the AUTH-RE() message.

4.2.5 Security in DECT System

The authentication of a portable radio termination (PT) service enables a
DECT fixed radio termination(FT) to verify the identity of a PT attempt-
ing to make or receive a call through it. The service is provided using
a cryptographic challenge-response (or dynamic password) mechanism.
The DECT FT issues a random challenge RANDF to the PT, which re-
sponds by returning the result RES1 of this challenge transformed using
a cryptographic algorithm with an authentication key K uniquely associ-
ated with it. The FT then compares RES1 with value XRES1 which it

expects to receive, and the authentication is considered successful if these
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two values agree. DECT system uses a smart card DECT Authentication
Module (DAM) which is like the SIM card in GSM. DAM as well as SIM
add an extra level of mobility and allow users to move and make calls

independent of the time and location.

4.3 Security in GSM Networks

The major feature of wireless communication is the usage of air radio as a
conveyor of message (voice, data, and signalling information) which pro-
vides its users the ability to exchange messages or access services through
a variety of communication media. However, the easy access to the radio
links also makes radio transmission more prone to eavesdropping and sys-
tem intruding {31]. GSM has brought significant improvements in these

matters. The security-related functions of GSM are intended to achieve

two goals:

1. Protecting the network against unauthorized access and is imple-

mented by means of a strong authentication process.

2. Protecting the privacy of users.



4.3.1 Authentication Process in GSM

As a first step of security. GSM make use of the personal identity num-
ber (PIN) code in conjunction with the SIM. This code is chosen by the
subscriber and is locally checked by the SINI itself. without being trans-
mitted on the radio interface. In addition a more sophisticated method
is carried out to achieve the authentication process and it utilizes a chal-
lenge/response technique {36]. This technique consists of asking a ques-
tion that only the right subscriber equipment (in this case.the SIN[) may
answer. The crux of this method is that a huge number of such questions
exist but it is very unlikely that the same question would be used twice.
More precisely, the question takes the guise of a number RAND whose
value is drawn randomly. The expected answer for this question is called
SRES (signed result), and it is obtained as the outcome of a computation
involving a secret parameter specific to the user, called K;. The secrecy
of K; is the cornerstone on which all the security mechanisms are based.

The procedure is carried out as follows:

* A challenge/response pair, called RAND/SRES, is generated if the
user is being served by its home network. The 128-bit RAND is
generated locally by HLR/AuC and then combined with the User's

K; through the (A3) algorithm to get the 32-bit SRES.
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* Now once SRES is ready in the home network. RAND is then sent
to the MS and the computation of a local SRES is performed by
combining the RAND with the A (stored in the SIN) through A3.

* SRES (locally computed in SIM) is sent to the network for compari-
son with the SRES (computed in the network). if the two SRES are

equal the MS is authenticated.

Each time a mobile station is authenticated. the network and the S
has to compute the ciphering key (K.) which is used for ciphering and
deciphering of transmitted data. The ciphering kev . computation is
basically similar to the SRES and it is carried in both the network and
the MS. The algorithm used is A8. Once we have the /.. ciphering and
deciphering are performed by applving an exclusive OR operation be-
tween the radio burst and a ciphering sequence using a specific algorithm

called A5 as shown in Figure 4.1.

4.3.2 Subscriber Identity Module (SIM)

GSM is the first International system employing a smart card(or SI\I
card) as a secure device for the authentication of the subscription and
the subscriber. In fact the idea of using a microprocessor or smart card

in a mobile network goes back to the early 1980s and was implemented
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in Germany in their analogue mobile network. The SIN gives the net-
work operator control over all subscription and security related data. In
addition to that. the concept of a removable SIM adds a new dimension
of mobility to the customer. SIM and the authentication centre play the
main role in the authentication process of the subscriber. Both of them
contain the authentication algorithm A3 and K;. The tasks of the SIM as
a security device require the execution of complex algorithms and storage
of the associated keys. The SIM itself controls user access by verifving
the PIN offered by the user against a reference PIN stored in its mem-
ory. The comparison is done by the CPU of the SIN which ensures that
the valid PIN does not leave the SIN. The PIN can be freely chosen and
changed by the user within the range of four to eight digits. It is protected
against trial and error attacks as the microcomputer records the numher
of consecutive false PIN entries. After three such entries, IMSI and tem-
porary identity are not readable any longer and the ME cannot set up
a connection. Access is blocked even if the SIM has been removed or a
different ME is used. Another important aspect of the SIM is related to
roaming. Roaming can be achieved by using the same ME to get service
from two different networks with a single subscription. This flexibility
allows inter-operability at a much larger scale between system based on

different radio techniques. Instead of carrying the mobile station. the
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user would only take his SIM with him and use it with a different mobile

equipment adapted to the networks to be accessed.

4.3.3 User Protection Technique in GSM

Encryption is considered as an efficient method for confidentiality. but
cannot be used to protect every single exchange on the radio path. Ci-
phering with K applies onlv when the network knows the identity of the
subscriber it is talking to. It is obvious. that ciphering cannot be applied
to common channels, such as the BCCH. since it is received simultane-
ously by all mobile stations in any cell and its neighboring cells. For an
MS moving to a dedicated channel. there is a very small period of time
during which the network does not know the identity of the subscriber.
and therefore cannot cipher. GSM confidentiality is of a major concern.
and this problem is remedied by providing an identity alias called the
temporary mobile subscriber identity (TMSI). which is used in order to
avoid sending the IMSI in clear on the radio path. This alias must be

agreed before between the mobile station and the network.
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4.4 Contention points in the GSM Authen-

tication Approach

The GS)M authentication process rely on a major assumpticn that the
fixed network is secure. Therefore. messages are transmitted in a clear
text Eorm between Mobile Switching Centers (MSC). However, the same
assumption cannot be made for large heterogeneous network environ-
ment managed by different administrative authorities [7]. With these
conditions, we have to consider a minimal assumption in a such security
architecture. The second point of contention with GSM is the way of dis-
tributing user authentication information. As we have explained hefore
the network/home domain generates a set of challenge/response pairs on
the fly that the foreign domain is then supposed to use in a successive
authentication flow with the end user. This solution is inefficient in terms
of both bandwidth consumption and the overhead incurred in the home
domain [9]. The third negative point in the GSM security system is the
use of a non-published algorithm A3. A3. A8 for the authentication and
privacy process. It is known that hiding algorithm has not proven to
be an effective way in preventing hostile attacks. Furthermore, hidden

or unknown algorithms always fail to give users a comfortable feeling of

security.



4.5 Summary

In this chapter. we have covered the techniques used for network security.
Most of networks are using the conventional method consisting of asking
the user to provide his password. then a verification will be carried out
to grant access to that user. For mobile radio networks. using password
has become not efficient. several approaches are used in different wireless
communication systems such as DECT. CDPD. PACS. and GS)I. Since
GSAI is the core of this work we have extended our survev to cover the

various aspects of GSM security process.



Chapter 5

GSM Authentication

Protocols

Personal communication is understood as the ultimate environment al-
lowing freedom in accessing the network with more flexibility in invoking
telecommunication services. The European Global System for Mobile
communication (GSM) is a digital cellular system standard providing a
broad spectrum of communication capabilities and supporting personal
and terminal mobility under the umbrella of Personal Communication
System (PCS). Personal mobility is assured in GSM networks through
the insertion of a small smart card called subscriber identity module

(SIM) allowing its holder to make and receive calls independent of both
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network points of attachment and specific terminals. However. GS\! is
using the air interface as a transmission medium which is vulnerable to
relatively easy interception such as fraudulent call attempts. intrusion and
listening-in by third party. For this reasons. a secure mobile communi-
cation systems is adopted in GSM standard: privacy and authentication.
Privacy involves ensuring that an eavesdropper cannot intercept the con-
versations of the parties. and authentication is used to prevent the service
to be obtained fraudulently in order to avoid usage charges. Although the
process of privacy and authentication is providing a good security level. it
has several contention points and drawbacks such as the secrecy of the al-
gorithm, the authentication delay. and the most important is the amount
of signaling load needed to perform the privacy and authentication mech-
anism. The signaling load and the authentication delay are of particular
importance and hecome the subject of widespread research interest. Es-
timating the performance of a signaling network protocol requires the
definition of some performance measures. The number of signaling mes-
sages exchanged hetween network elements. and the bandwidth required
for that, can be considered as a good performance criteria for evaluating
GSM authentication protocol [17]. We will not be concerned with the
information being exchanged. but in the signaling overhead required to

carry that information. In this chapter we analyze and evaluate the GS)M
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privacy and authentication protocol in terms of signaling nmessages load
and authentication delay. The methodology used to obtain the analyvti-
cal results is based on determining the rate at which certain procedures
are invoked and the number of messages flowing between various network

entities to carry out these procedures.

5.1 GSM Authentication Protocols

Authentication involves both identification and verification. Identifica-
tion is the process where an entity presents its identity. while verification
is the process where the identity is checked [47]. Authentication protocols
are the basis of security in many distributed svstems. In GS\I networks.
authentication is secured by checking that the subscriber identity pro-
vided by the MS corresponds to the inserted SIN. This process is carried
out using a challenge/response mechanism. The mobile station is contin-
uously listening to the location area identity (LAI) being transmitted on
the broadcast channel, and is comparing the new LAI received with the
last LAI (stored in the SIM) representing the last area where the mobile
station was registered {27]. \Whenever the received LAI is different than
the old LAI stored in its SIM cards. the MS proceeds with a new registra-

tion. The registration starts first with getting access to the Stand-alone
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Dedicated Control Channel (SDCCH) over which the BTS and the \S
communicate to each other. then the authentication process has to be

carried out as follows:

* Stepl: the MS transmits the registration request (location update) to
the base station over the SDCCH. The BTS forwards the registration
request to the MSC, which informs the corresponding VLR about this
request. The registration request includes the TNSI/IMSI and LAL

* StepZ: once the new VLR receives the IMSI. it sends a request to the

HLR asking for the authentication parameters for that \S.
* Step3: the HLR forwards this request to the AuC.

* Step4: the AuC computes SRES and K, by applying the MS's private
key K; and a RAND number to the A3 and A8 algorithms. then
sends the authentication triplet (RAND, SRES, and K.) to the VLR

through the HLR.

* Stepd: the VLR sends the RAND to the MS through the MSC, and

asks the MS to compute the SRES and sends it back.

* Step6:. the MS computes the SRES and the K. locally using that
RAND number and the K; through the A3 and A8 algorithms, then

sends SRES back to the VLR and keeps K. for later use.
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* Step7: the VLR once receives the SRES from the MS. compares it
with the SRES provided from the AuC. If the two are equal. the \MS

passes the authentication process.

We can observe that some parameters are sent in the air and thev are
considered as public parameters and they are vulnerable to interception.
The other parameters which are never sent in the air. are supposed to
be private parameters either stored in the network or in the SIM card.
Thus, SRES, IMSI, TMSI. and RAND are public parameters which can
be intercepted by intruders. K;, K. are known to the network only and

are never transmitted on the air.

The privacy of users is achieved by ciphering the traffic between the
user’s terminal and the radio base station to prevent eavesdropping and
protecting the exchange of the signaling messages. The ciphering keyv K.
is used to cipher and decipher transmitted data, by applying an exclusive
OR operation between the radio burst and a ciphering sequence using a
specific ciphering algorithm A5 as shown in Figure 5.3. The secrecy of

K; is the cornerstone on which all the security mechanism is based.
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5.2 Analysis of GSM Authentication Pro-

tocols

When users move from one location area to another. the MS has to reg-
ister in the new location area and implicitly deregisters from the old one.
This activity is called location update or registration and used primarily
to inform the network about the location of any mobile user. Depending
on the implementation, registration can also be initiated by the MS on
any powering up or powering down. or on a timed basis procedure [44].

The SIM detach/attach procedures mark the MS as detached/attached
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in the V'LR (and optionally in the HLR) on MS power down or power
up or subscriber information module {SIN) removed or inserted. These
events produce deregistration/registration events. Privacy and authenti-
cation process is triggered on every registration. call attempts (originating
or terminating) and with services change (it is a network option). The
cases when authentication procedures should be used are defined in GS\I
recommendation 02.09. \We are considering only registration/location
updates. and call attempts where authentication procedures are invoked.
These procedures are based on the challenge response mechanism illus-
trated in Figure 5.4. \While this mechanism is giving a reasonable level
of security. it is generating an important signaling message traffic and
making the call setup more long. For the sake of the simplicity. we will
use the word authentication only instead of privacy and authentication.
since privacy and authentication are generallyv linked together because of

the derivation and use of the ciphering keyv K.

In our analysis, we concentrate on the signaling load generated by these
protocols and the delay that might add to the whole call setup time.
A widely used terminal/user mobility model is the fluid flow mobility
model described in [66]. This model assumes that mobile users carrying
terminals are moving at an average velocity of v and their direction of

movement is uniformly distributed over [0. 27]. and mobile users are uni-
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formly populated with the density p and the registration area boundary

is of length L.

In [33]. it has been shown that the rate of registration area crossing. R.

Is given by:

R=gL

The above model is used with the following assumptions taken from a real

GSM environment to analyse the traffic involved in the authentication

process:

*

One HLR for the whole network service area (SA). and each location

area/ registration area is served with one VLR
* 64 registration areas (64 \'LRs).
* Square registration area size (8.63km)? = 66.60 sq km.
* Border length L = 34.6 km.
* Mean call origination rate = Mean call termination rate = 2.6 /hr/user.
* Total number of MS users =764.000.
* Mean density of MS = p = 267/sq km.
* Average speed of MS, v = 6.3 km/hr.
The traffic due to registration is generated by MS moving into a new

registration area (RA). In the steady state. the rate at which users move

into a RA is equal to the rate at which MS move out of that RA. Since
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every registration area is handled by one VLR. the rate of registration

area crossing. R. is given by:

_ 267346263 _ = 1.
Rpeg.ra = =555 = 5.14/s

and Racreg.vin = 5.14/s.
This must also be equal to the number of deregistration (registration

cancellation). Thus the total number of registration messages per second

arriving at the HLR is equal to:

Rreg.iLne = Rregvrx total number of registration areas

= 5.14 x64/s = 329/s

Therefore we have 5.14/s and 329/s authentication requests per ecach VLR
and HLR respectively. Now we compute the total number of authentica-
tion requests due to call origination (CQ) and call termination (CT) for
the entire serving area (SA):

The total number of call originating per serving area is equal to:

2.62764.000 _ =1 =
Realiorig.ysa = =5 — = 331.7/s.

and. the total number of call terminating will be equal to 531.7/s.
Thus the number of calls originating per RA is equal to:

331.7 c
Reattorig.riea = 5+ = 8.62/s.

and the number of calls terminating/delivered per RA = 8.62/s.
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Table 5.1 summarizes the total authentication request rate per V'LR and

HLR for each type of activity as computed above.

Table 5.1: Authentication request rate.

VLR/sec | HLR/sec

Registration 5.14 329
Call Termination 8.62 351.7
Call Origination 8.62 331.7

Total/network 22.38 1432.4

Using the signaling messages flow between network data bases (registers)
as illustrated in Figure 5.4, Figure 3.5, and Figure 3.6. we find the num-
ber of signaling messages per authentication request for the registration,
call origination and call termination activities as illustrated in Table 3.2.
Table 5.3 shows the total signaling messages generated here per VLR and
HLR for each type of activity. For the registration, there are 5.14 authen-
tication requests per second for the VLR and 329 for the HLR. For each
authentication request, there are 5 messages processed by the VLR and 4
by the HLR as shown in Figure 5.4. The total signaling message/s for the
registration activity will be for the VLR and the HLR as the following:
VLR: 5.14 X 5 = 25.7 signaling messages/s

and HLR: 329 x 4 = 1316.signaling messages/s

The above results apply for the call Termination and call Origination

activities.




Table 5.2: Signaling messages per authentication request

Activity Auc | HLR | VLR | Old VLR
Registration 2 4 3 1
Call Origination | 2 4 3 0
Call Termination | 2 4 B} 0

Table 5.3: Total signaling messages: GS)\I

\'LR |
Registration 25.7 |

Call Origination | 43.1  2206.8
|

Call Termination | 43.1 | 2206.8
Total 111.9 | 5729.6

The authentication/verification delay is defined as the time interval from
the instant the user starts the authentication process until the network
takes the final decision (acceptance or rejection} of the user [21]. In GSML.
radio interface signaling transactions and user information are transferred
on dedicated channels. These channels could be used among several users
employing combined random access and reservation techniques. The ran-
dom access procedure is based on a slotted-ALOHA concept {15]. The
stand alone dedicated control channel (SDCCH) is used for communi-

cation between the MS and the BTS. Figure 3.7 depicts the messages

involved in authentication delay.

Let us assume that the time delay due to network data bases (DB) mes-
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sage exchange. is TDB and it is the same between all of them. The time
between MS and BTS is assumed to be TRF (Radio frequency). Us-

ing Figure 5.7, the authentication delay TAd for the GSM conventional

protocol can be computed as:
TAd= 4TDB + 3TRF

From the equation above we can see that the authentication delay is

linearly dependent on the TRF as depicted in Figure 5.8.
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5.3 GSM Authentication Protocol for Roam-

ing Users

Roaming over GSM networks in other countries is one of GS\'s main
attractions to subscribers. International roaming is increasingly becom-
ing a substantial source of revenue for most of network operators over
the world. The ever increasing levels of international human traffic. as a
result of business or tourism. has meant that subscribers are coming to
expect service from one phone no matter where thev are on the planet
[64]. In fact, roaming has become the main difference between the differ-
ent mobile digital cellular standards. Prior to the advent of GS\. mo-
bile networks had only national coverage. and even if two networks had
adopted the same basic standards. roaming between them was sometimes
impossible due to technical or political reasons. GSM brought the possi-
bility for subscribers to use their handsets in foreign networks. without
having to reach some sort of prior agreement with that foreign network.
Now, roaming subscribers can receive service in all networks with which
the home network has reached agreements. via one mobile number and
one billing for any service, implemented on other networks. in local cur-
rency. The GSM authentication procedure for roaming users is almost

the same as for local users. The idea of challenge response mechanism
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is still maintained. The following steps summarize the authentication

protocol actually used for roaming users in GSM networks.

* Stepl: by comparing the received LAI from the visited network and
the LAI of the home network. the \S detects that it has entered a
new network area. thus the MS transmits a registration request (loca-
tion update) to the base station over the SDCCH. The BTS forwards
the registration request to the MSC which informs the correspond-
ing VLR ahout this request. The registration request includes the
TNSI/IMSI and LAL

* Step?: analyzing the IMSI. the \'LR understands that this user is a
roaming mobile station (RMS ). The visited network doesn 't have the
capability of authenticating this RMS. Thus. the home domain has
to be contacted for the authentication process. The IMSI contains
information for home domain country code as shown in Figure 5.9.

* Step3. the VLR, through the MSC. makes a request to the home
domain asking for the authentication triplet (RAND. SRES, A.) of

this RMS.

* Step4: the VLR in the home domain forwards the request to the AuC

through the HLR.
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* Stepd: the AuC computes SRES and . by applving the MS's private

kev Ay and a RAND number to the A3 and AS algorithms. The

VLR through the MSC in the home domain, sends the authentication
triplet (RAND. SRES. and I} to the visited network.

= StepG: upon receiving the triplet. the VLR in the visited network

sends the RAND to the MS through the MSC and asks the MS to

compute the SRES and sends it back.

* Step7. the MS computes the SRES and the A locallv using that
RAND number and the A through the A3 and AS algorithms. then

sends SRES back to the VLR and keeps K for later use.

* Step8: the VLR once receives the SRES from the S compares it
with the SRES provided from the AuC of the home domain. If the

two are equal, the MS passes the authentication process.

The cornerstone in this concept is the secret key which is never transmit-
ted in the air or given to any other network. The exchange of signaling
messages between network entities is illustrated in Figure 5.10. Using the
same analogy used in Section 3.2. we can derive the number of messages
exchanged between network elements and in particular the crossnetwork
messages (Inter MSCs). Table 5.4 summarizes all the signaling messages

per authentication request for a roaming user in GSM networks.
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Figure 5.9: IMSI Information Codes

Table 5.4: Signaling messages per authentication request for a roaming user
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Old Network Visited Network InterMSC
Activity | Auc | HLR VLR/MSC | AuC | HLR VLR/MSC
Regist. 2 2 4 0 4 5 2
Call Orig. | 2 2 4 0 4 3 2
Call Term. | 2 2 4 0 4 5 2
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These signaling messages add an extra overload for.home domain as well
as the visited network. In addition to that. roaming users will be out
of service (can not make or receive calls) in case of failure of anv of the
home network databases or the internetwork links. In peak traffic hours.
where the trunks/circuits between the home and the visited networks are

completely used, roaming users can not benefit from their PCS services

to which they subscribe.

9.4 Conclusion

In this chapter we have studied and analyzed the GSM authentication
protocols used in authenticating local and roaming users. User’s secret
key is the cornerstone in the authentication process. The signaling over-
head and the delay incurred in accessing the service is considered as a
key traffic performance parameter for mobile communication networks.
This delay is basically due to the protocol structure which is based on
the challenge response mechanism. For the roaming users the delay might
be more considerable, since the visited network has to contact the home

domain network to authenticate the visitors.



Chapter 6

Proposed Authentication

Protocol for GSM Networks

The term protocol for data communication procedure is a kind of agree-
ment about the exchange of information in a distributed system [19].
Authentication protocols are the basis of securitv in many distributed
systems, and in particular in wireless communication svstems, GSM is
one of them. In Chapter 5, we have presented the conventional GS)M
authentication protocol. The analysis of this protocol has shown an im-
portant signaling load generated due to the challenge response mechanism
used. In addition to that. the process is giving a considerable delay. called

the authentication delay. making the call setup time longer. The GSM

101
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protocol is based on the challenge response mechanism [14] which consists
of sending a RAND number to the MS and challenge it for answering with
the same signed result SRES alreadyv computed in the AuC using the sub-
scriber secret key K. Several signaling messages have to be exchanged
between different network elements. In this chapter. we propose a new
efficient authentication approach. based on a basic idea. using the mo-
bile user events counter (COUNT)I) used in GS)I networks for statistics.
This counter is stored in the network (HLR). and it can be added to the
mobile user SIM card. The counter is changing upon any activity such as
registration, call terminating. call originating. SI\I attach/detach. Also
in our devised scheme. a random number RAND)I (G4 bits) is generated
locally by the MS to compute a pre-authentication result AUTHR. The
AUTHR is the output of A3 algorithm when RANDG and I\, are used
as inputs. The counter (COUNT)I) concatenated to the RANDM form

the global random number called RANDG (128 bits).

6.1 Proposed Authentication Scheme

We are interested in reducing the authentication delay and the network
signaling overhead by reducing the number of messages which result in

a decrease of the call setup time without compromising GSM security.
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As for every network access (registration. call attempts) the NS sends a
channel request over the Random Access Channel (RACH). The base sta-
tion receives the request message. and allocates a Stand-alone Dedicated
Control Channel (SDCCH) that will be used by the MS to communicate

with the network. The proposed scheme is as follows:

= Step!l: the MS transmits the registration request (location update) to
the base station over the SDCCH. The BTS forwards the registration
request to the MSC. which informs the corresponding VLR about
this request. The registration request includes the TNISI/INISI. LAL
RANDM and the AUTHR which is the output of A3 algorithm when

I\; and the RANDG are applied as inputs.

= Step2: once the new VLR receives the INSI. it sends a request to the
HLR asking for the verification of the AUTHR of that \MS.

* Step3: the HLR adds the \S's COUNTM to the request. then for-

wards it to the AuC.

* Step4: the AuC produces the RANDG, then computes the AUTHR
and K. by applving the MS’s private K, and the RANDG number to
the A3 and A8 algorithms respectively, and finally compares the two

AUTHRs. If the two are equal. the MS passes the authentication

process.
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Figure 6.1: proposed authentication protocol
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We can observe that some parameters are sent in the air and they are

considered as public parameters which are vulnerable to interception.

Other parameters are never sent in the air, X; and A are supposed to

be private parameters stored in the network or in the SIM card. Thus.

the RANDM, TMSI/IMSI. and AUTHR are public parameters. Figure

6.1 and Figure 6.2 show the propused protocol. and Figure 6.3 depicts

the corresponding signaling message flow-.



107

6.2 Evaluation of the Proposed Authenti-

cation Scheme

In engineering a communication protocol. we are more concerned about

two general requirements:

1. Correctness.

2. Efficiency.

In the context of GS\I authentication protocol. correctness means that
the protocol does not contain any security holes. Efficiency means that
the authentication protocol does not require any excessive signaling traf-
fic. In this section we first provide a complete specification of the pro-
posed authentication protocol according to the recommended protocol
engineering practices [19], then we address the correctness aspects of the
protocol. Finally we conclude the section by providing detailed analy-

sis of the signaling traffic and the authentication delay required by the

proposed authentication protocol.

6.2.1 Protocol Specifications

Any protocol specifications should consist of the following five elements:

1. The service to be provided by the protocol
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2. The assumptions about the environment in which the protocol is

executed.
3. The vocabulary of message used to implement the protocol.
4. The encoding (format) of each message in the vocabulary.
5. The procedure rules guarding the consistency of message exchange.
Below we specify each of these five elements for the proposed authenti-
cation protocol:
* Service provided
For the proposed scheme. the service provided is mainly to allow the
GSM network to authenticate mobile users in all circumstances.
* Protocol environment
The protocol is executed in wireless environment. therefore. there
are possibility of intrusion, interception, masquerading and eaves-
dropping. The most important assumption is emphasizing the mo-
bile user’s secret key K; which is never transmitted on the air and
is stored only in two safe places, the authentication center AuC and
the mobile user’s SIM card.
* Protocol vocabulary
The vocabulary of messages used is as follows:

-The service request, used to make a registration or call attempt.
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-Authentication request. from VLR to HLR. or HLR to AuC and
used to proceed with an authentication process for that IN[SI/TMSI.
-Acknowledgment. to acknowledge any received message.
Format
Messages are encoded with the following format:
\MS = BTS
AUTHR (32 bits). SEVVREQ (8 bits). TMSI/INSI (32/15 bits). LAI
(40 bits), RANDMI (64 bits).
VLR = HLR
AUTHR (32 bits). IMSI (15 bits). RAND (128 bits).
HLR = AuC

AUTHR (32 bits). IMSI (13 bitsj. RANDM (64 bits). COUNTM (64

bits).

Procedure rules

The procedure rules are represented in signaling message flow shown

in Figure 6.3
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.2 Security Correctness of the Proposed Scheme

In order to prove the correctness of our proposed scheme we use a com-

parison methodology between our devised approach and the traditional

GS)I protocol. In GSM approach. the authentication protocol consists

basically of the following steps:

(]

. The MS sends its identity to the network with a service request.

The VLR /network identifies the \S and prepare the security triplet

{RAND, SRES, R).

. The VLR sends a RAND to MS and asks for the SRES using that

RAND number.

The MS sends back the SRES computed in its SIN. The VLR make

the comparison between SRES coming from the SIM card and the

SRES computed in AuC.

For the proposed scheme, we have the following basic steps:

. The MS prepares an AUTHR computed locally in the SIM using a

RANDG, user’s private key, and sends it with the service request to

the network.

. The network identifies and verifies the AUTHR coming from the \IS

whether is the same as the AUTHR computed locally in the AuC.
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So we can see from the steps listed above that in GSM the idea of au-
thentication is based on comparing an entity called SRES computed in
two different places, the AuC and SINI. using the same input parameters
RAND and K; through A3 algorithm. In our devised scheme. the same
idea is conserved, the protocol consist of computing an AUTHR in two
different places. the AuC and SIM. using input parameters RANDG and
K. then it compares them. The RANDG now consists of a COUNT)I
and a normal random number RAND\I.
In GSM. we have SRES and RAND are used as public parameters. For
our scheme. we have AUTHR. RAND)I. as public parameters . K.
K. are still maintained as private parameters for both approaches. The
RAND is used to compute SRES in the GS)M approach. However for our
scheme. the RANDM, is used as a part of the RANDG which is used also
to compute AUTHR. The security aspect in our scheme is enhanced by
using the counter COUNTM, which is not transmitted on the air. The
counter is modified for every activity such as registration. successful call
attempt, and SIM attach/detach. Without the counter. an intruder will
not benefit from collecting the RANDM and AUTHR. In both schemes.
the secrecy of K, which is never transmitted in the air. is still the cor-

nerstone on which all the security mechanism is based.



6.2.3 Signaling Load of the Proposed Scheme

The term signaling refers to the set of actions required to set up a connec-
tion between hosts across network under software control [52]. Actions
here are messages sent from different GS)\I entities. Using the same model
and analysis used in Chapter 5. we find that the number of messages is
clearly less than the conventional GSM protocol. In Table 6.1 we find the
number of signaling message per authentication request for each database
register (AuC. VLR. HLR). Using the rate of authentication request per
second. given in Chapter 5 for each tvpe of activity (registration. call
termination and origination). we compute the total signaling message for

the VLR and HLR as shown in Table 6.2.

Table 6.1: Signaling messages per authentication request

Activity AuC | HLR | VLR | old VLR
Registration 1 2 2 1
Call Origination 1 2 2 0
Call Termination | 1 2 2 0

Table 6.2: Total signaling messages: Proposed scheme

VLR | HLR
Registration 10.28 658
Call Origination | 17.24 | 1103.4
Call Termination | 17.24 | 1103.4

Total 45.76 | 2866.72
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Figure 6.4: Signaling message flow for the Authentication delay: Proposed scheme

6.2.4 Authentication Delay of the Proposed Scheme

User authentication/verification delay is defined as the time interval from
the instant the mobile user starts the authentication process until the
network communicates its final decision (acceptance or rejection) to the
user. The authentication delay will be added to the preselection or post-

selection delay perceived by the user [17].

Now we compute the authentication delay provided by the proposed
scheme using the same assumptions used with GSM protocol in Chapter
9. Let us assume that the network databases message exchanges, produce

a delay of TDB and it is the same between all of them. and the time that
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Figure 6.5: Authentication delayv for Proposed scheme

the message takes from MS to BTS is denoted by TRF as shown in Figure

6.4. The authentication delay TAd can be computed as follows:

TAd= 1TRF + 2TDB.

For our proposed scheme, the authentication delay TAd is linearly pro-

portional to TRF as shown in Figure 6.5.



6.2.5 Bandwidth Requirements

In our proposed scheme. we are using the following authentication pa-

rameters:

-The RANDM number is 64 bits.

-The size of AUTHR is 32 bits.

-LATL is 40 bits.

-Service Request (location update request/call attempt) is 8 bits.
-Temporarv mobile subscriber identitv TSI is 32 bits.

The messages sent from the MS to the network (BST or VLR) for au-
thentication will be of the following size:

RANDM + AUTHR + LAI + SEREQ. + TMSI = 64 + 32 + 40 +8
+ 32 =191 bits (24 bytes). In Chapter 3. it has been shown that there
1s 3.14 authentication request/s. due to registration and 8.62 authenti-
cation request/s due to call attempts for each VLR. Thus for the regis-
tration activity, the bandwidth used between MS and BTS will be equal
to 191x3.14=937 bits/s (119 bytes/s). and 191x 8.62 =1630 bits/s (204
bytes/s) for either call origination or call termination.

For the original GSM protocol, the following parameters are used:

-The RAND number is 64 bits.

-The size of SRES is 32 bits.
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-LAIL is 40 bits.

-Service Request (location update request/call attempt) is S bits.
-Temporary mobile subscriber identity TNISI is 32 bits.

The messages sent in the air from/to the network are the service request
(8 bits). RAND (128 bits). and SRES (32 bits). Thus the maximum
bandwidth will be 128 bits x 5.14=G657 bits/s (83 byvtes/s) for registra-
tion. and 128 bits x 8.62=1104 bits/s =138 bytes/s for call origination
or termination. In both cases the bandwidth needed is still considered to

be much lower than the GS)\I capacity.

6.3 Comparison and Discussion

GSM authentication protocols are giving a reasonable level in terms of
user authentication and traffic confidentiality. However, these protocols
are overloading the network databases (\'LR and HLR) with a consider-
able amount of queries and updates. raising up two important factors in
evaluating the total network performance: signaling messages load and
the authentication delay. The merit of our proposed scheme can be eval-
uated with respect to many criteria. The first criterion is security where
authentication and privacy are preserved. The MS is still authenticated

using the secret key and the authentication result is computed first in
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the SIN card then it is send to the authentication center (AuC) for ver-
ification and validation. Also. the K. is produced in the same time of
the AUTHR and it will be used later for channel ciphering. The second

criterion is the important reduction in the signaling messages between

the various network elements.

Table 6.3: Total Network traffic (signaling messages/s)

GSM | Prop. Scheme | 4 Improvement
VLR | 1119 45.76 20
HLR | 5729.6 2864.8 30
Total | 5841.5 2909.56 50

Table 6.3 outlines the difference between the GS\ approach and our
scheme in terms of the total number of signaling messages per second
for the authentication process. The percentage of improvement is around
90 percent. Varying the MS mobility rate (the speed of movement ). we
can see in Table 6.4 that the proposed scheme is maintaining the same
level of improvement (350 percent) in terms of total network signaling load
compared to the conventional GS)M approach.

The third determinant factor in our analysis is the authentication delay
which is normally added to the pre-selection or post-selection delay per-
ceived by the user. Asa consequence of that. the update of the old VLR

will be only after the authentication decision has been taken. If a MS
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Figure 6.6: Authentication delay: comparison GS\ and Proposed scheme

receives a call during that transition time. the network will page him in
the area covered by the old VLR. but that MS has already moved to a
new location area, therefore the paging request will be lost and the call
will be aborted. The proposed scheme is clearly generating less delay

than GSM protocol as shown in Figure 6.6.
The fourth advantage of the proposed scheme is the structure itself which
is a very important issue in this analvsis study. In the GSM challenge

response mechanism, the process is based on challenging the MS after

preparing the authentication triplet (SRES. RAND, A.,) in the authenti-
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cation center. Then the VLR has to send the RAND number to the SI\I
of that MS and waits for the response {SRES). and upon comparison
the authentication decision is taken. Our design concept is based on the
general form of the authentication definition stated in Section 5.1. So.
instead of the long process described in the GSM conventional scheme.
our idea starts from preparing the authentication result in the \S. then
sending it to the AuC for verification and validation in three messages
only. Using a counter in the computation of the AUTHR makes the pos-
sibility of security breaches almost impossible. Another advantage of the
proposed scheme is that updating :deregistration) the old V'LR is faster

than the GSM approach.

Table 6.4: Network Signaling Traffic with Different Mobility Rate

Mobility Rate (R) GSM Protocol Proposed Scheme

Speed(V) R VLR | HLR | Totssig. | VLR | HLR | Tot. Sig.
2 1.64 | 94.4 | 4833.4 | 4927.8 | 38.08 | 2311.76 | 2349.5
4 3.28 |102.6|3253.2 | 3335.8 | 41.36 | 2628.64 2670
6.3 0.14 [ 111.9| 5729.6 | 3841.5 | 45.76 | 2866.8 | 2912.56
10 8.2 |127.216512.8| 6640 | 50.88 | 3488.8 | 3539.68
15 12.3 | 147.7 | 7562.4 | 7710.1 | 39.08 | 3783.2 | 3842.28
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6.3.1 RAND number generation

In GSM approach, the RAND number is generated upon user authen-
tication request, and it is used individually only once. In the proposed
scheme. a RANDAI number is generated by the MS and concatenated
to the mobile user's event counter (COUNT)I) to form a global random
number RANDG. Using the private kev and RANDG. the AUTHR is
computed. RANDMI is the one sent to the network. Generating RAND)I
from MS means an extra load (hardware) is added to the mobile equip-
ment (ME). Both the battery life and the cost will be affected accordingly
by this additional function implemented in the ME. However. the extra
load added due to RANDAI generation will not be high compared to the

load generated hy the A3 and AS algorithms.

6.4 Summary

In this chapter, we have proposed a new approach that can be used for
GSM user authentication. The proposed protocol is giving the same level
of security with less burdens. The user secret key Rj is still the corner-
stone in the whole process. Using the same analysis used in Chapter 5.
we found that our proposed scheme is outperforming the GSM authenti-

cation process in terms of signaling messages and authentication delay.



Chapter 7

Proposed Authentication

Protocol for Roaming Users

One of the main objective of the GS)M standard is allowing a large scale of
mobility called roaming through Europe and bevond. The authentication
principles have to be maintained as if the \S is still in his home domain.
The home network generates a set of challenge/response pairs on the fly
that the visited network has to use them in a successive authentication
How with the end user (38, 39]. In the GSM approach. user private kev
K; exists only with the home network. The visited network has to con-
tact the home network for any attempt of user authentication resulting

in a major signaling overhead. The authentication triplet (SRES. K.

121
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RAND) provided by the home authentication center is sent to the vis-
ited network through internetwork links. The cross network signaling

messages increase the authentication delay and eventually the call setup

time [31].

7.1 The Proposed Scheme

Our scheme aims to reduce the cross network signaling messages and to
decrease the call setup time. The hasic idea of our proposed approach
consists of sharing the user’s private kev A} with visited networks for users
with high mobility rate and moving frequently between their home do-
main network and other visited networks inside the same countryv bound-
ary. The visited network will authenticate these roaming users without
going back to their home network to collect the authentication triplet.
We assume here that the roaming mobile station (RMS) has in its SIM
card all mobile network codes (MNC) sharing its private kev L. The
RMS receives LAI of the visited network upon crossing the boundary of
the home network geographical area. In LAI we find the MNC as shown
in Figure 7.1.

The received MNC is verified if it is stored in the SIM card or not. which

means that the corresponding network is sharing the user’s private kev.
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;< --------------- Cell Global Identification = = « = e s o s e o o o ¢ o & >E
MCC MNC LAC Cl!
L > SR LAl (Location Area Identity) = ¢ = « = « = )

MCC: Mobile Country Code (3 digits), Home Country
MNC: Mobile Network Code (2 digits), GSM Home domain
LAC: Location Area Code (to identify location areas)

Cl: Cell identity.

Figure 7.1: Location Area Identity information codes

The task of informing the network whether the user’s kev is shared or
not. 1s carried out by a field in the service request message called sharing
the kev (SHK). The SHK will be set to one if the kev is shared. Also to
maintain the same structure of the protocol presented in Chapter 6. the
mobile user counter COUNTMI is assumed to be in the MS. For every
activity, the COUNTM is changing and a RANDM is generated and an
AUTHR is precomputed in the MS. to be used when the authentication
process is needed. The COUNT) is sent to the visited network on the
first registration only and it is deleted upon RMS deregistration. The
AUTHR is the output of the A3 algorithm when RANDG and K are the

inputs. RANDG is the concatenation of the a random number RANDMI,
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K|: Individual subscriber authentication key (128 bits).
Kc=Cipher Key (64 bit).

RANDM=Random Number (64 bits).

RANDG=Random Number =RANDM & COUNTM (128 bits)
AUTHR=Athentication result (32 bits).

A3=Authentication Algorithm.

Figure 7.2: Proposed Authentication Scheme for Roaming users
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generated by the MS. and the events log counter COUNTAI as shown in

Figure 7.2. The proposed scheme is as follows:

* Stepl: by comparing the received LAI from the visited network and
the LAI of the home network. the MS detects that it has entered a
new network area. thus the \S transmits a registration request {loca-
tion update) to the base station over the SDCCH. The BTS forwards
the registration request to the MSC which informs the correspond-
ing VLR about this request. The registration request includes the
TMSI/IMSI, LAL the AUTHR. the RANDM. COUNT)! and the
SHK.

* Step2: analyzing the IMSI. the VLR understands that this user is a
roaming mobile station. then it checks for the SHK if it is one or not:
if the SHK is one. the VLR interprets that as a registration request
of a RMS whose key K; is shared. then forwards the complete set to
the HLR.

* Step3: the HLR stores the COUNTM. then forwards the request

message to the AuC.

* Step4: the AuC produces the RANDG. then computes AUTHR and
K. by applying the MS’s private kev K, and the RANDG number to
the A3 and A8 algorithms respectively. Finally. the AuC compares

the two AUTHRSs, if the two are equal. the MS passes the authenti-



126

cation process.

When it is identified that the visited network is not sharing the RMS's
private kev. the field SHK is set to zero. The VLR will request the
authentication triplet from the home network to proceed as in normal

GSMI authentication process.

7.2 Analysis of the Proposed Authentica-

tion Scheme

In evaluating our proposed scheme. we use the same protocol specification

used in Section 6.2.1

* Service Provided.

For the proposed scheme. the service provided is mainly to allow
the GSM network to authenticate roaming mobile users having their
private keys shared with the visited network.

* Protocol Environment.
The protocol is executed in wireless environment, and between dif-
ferent network operators, therefore. there are possibility of intrusion.
interception, masquerading and eavesdropping. The most important

assumption is emphasizing on the mobile user’s secret kev K which



is never transmitted on the air.

Protocol Vocabulary.

The vocabulary of messages used is as follows:

-The service request. used to make a registration or call attempt.
-Authentication request. from \'LR to HLR. or HLR to AuC and
used to proceed with an authentication process for that INSL
-Acknowledgment. to acknowledge any received message between net-

work elements.

Messages Encoding. \lessages are encoded with the following format:

MS = BTS

AUTHR (32 bits), SEVREQ (8 bits). IMSI (15 bits). LAI (40 bits).
RANDM (64 bits). SHK (1 bitj. COUNTMI (64 bits).

VLR = HLR

AUTHR (32 bits), IMSI (15 bits). RANDM (64 bits). COUNTM (64
bits)

HLR = AuC

AUTHR (32 bits), IMSI (15 bits). RANDM (64 bits). COUNTM (64
bits).

The Procedure Rules.

The procedure rules are represented in signaling message flow shown

in Figure 7.3
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The security requirements are still maintained since the private key is
only known by the home and visited networks, and it is never transmitted
on the air interface . The proposed scheme is built on the same GSM
security principles. An AUTHR is computed in the \S. and in the AuC,
using user's private key A; and random number. Then. the network
compares them. We also have AUTHR. RANDAL IMSI. and SHK as
public information and they are sent in the air. K, I.. are considered
to be private keys and never sent in the air. However. in GS)\I approach
K. is sent with the triplet to the visited network. The proposed protocol
is generating less signaling load than the GS) approach. The signaling
messages flow is illustrated in Figure 7.3. Table 7.1 outlines the number
of signaling messages per authentication request.

Internetwork messages are usually increasing the authentication delay,

thus making the call setup time longer.

7.3 Comparison and Discussion

Gaining access to visited network while a mobile user is roaming is very
important. In GSM, any failure in the home domain resources or in the in-
ternetwork signaling nodes, can prevent these roaming users from making

or receiving calls. The conventional GSM authentication protocol relies
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on the internetwork signaling (SS7 svstem) to provide visited networks
with the authentication triplets. However. this concept is generating an
important overhead besides the delayv in the call setup time. The cost
for that is important and it is a burden to both networks. The main risk
here. is that the failure of the home domain equipment or a congestion in
the internetwork links can lead to a complete isolation of that roaming
user. The signaling messages add an extra load for home domain as well
as the visited network. In addition to that. roaming users will be out
of service (can not make or receive calls) in case of failure of any of the
home network databases or the internetwork links. In peak traffic hours.
where the trunks/circuits between the home and the visited networks
are completely used, roaming users can not benefit from their PCS ser-
vices to which they subscribe. Our proposed scheme is outperforming the
conventional GSM scheme in terms of signaling messages and authenti-
cation delay. In Table 7.1 and Table 7.2. the difference is clear. especially
in the internetwork signaling messages. The proposed scheme preserves
the same GSM security, the verification and validation of authentication
concept is still maintained. Qur scheme can be easily applied with coun-
tries having more than mobile network svstem operators like the United
Kingdom or the “Benelux” countries (Luxemburg, Netherlands. and Bel-

gium). The secret key can be shared between network operators in the
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same country or can be exchanged between them for users with high mo-
bility traffic. Actually mobile networks are exchanging many valuable
information such as the call charges. roaming users’s profile. signaling
data, and charging rates. The exchange of information between network
operators is assumed to be alwayvs secure and it is transparent to mobile
users. Going back to the home network. the same algorithm can be used.
The COUNTMI is sent for the first registration to the home network to
update the old record (counter value; and the process is as described in
Chapter 6. The drawbacks for our scheme is that the visited network
must have the same A3 and A8 algorithms stored in the SIM card of the

RMS. however, most of the network operators are relving on the standard

GSM A3 and AS.

Table 7.1: Authentication messages of roaming users: Proposed scheme

Old Network Visited Network InterMSC
Activity | Auc | HLR | VLR/MSC | AuC | HLR | VLR/MSC
Regist. 0 0 0 2 2 2 0
Call Orig. | 0 0 0 2 2 2 0
Call Term. | 0 0 0 2 2 2 0
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Table 7.2: Authentication messages of roaming user: GS)M protocol

Old Network Visited Network InterMSC
Activity | Auc | HLR | VLR/MSC | AuC | HLR | VLR/MSC
Regist. 2 2 4 0 4 ) 2
Call Orig. 2 2 1 0 4 5 2
Call Term. 2 2 4 0 4 3 2

7.4 Summary

In this chapter we have proposed a new authentication protocol that can
be used to authenticate roaming users in GSM networks. The scheme
is based on sharing the RMS private kev L; between the home domain
and the frequently visited networks. In analyzing the proposed schemne it
has been shown that it is performing better than the conventional GSM
approach in terms of signaling load and authentication delay. The delay
was basically due to internetwork message exchange and the processing

time needed for that.



Chapter 8

Conclusion and Future Work

8.1 Conclusion

With the extensive use of open networks and distributed systems. secu-
rity aspects became more vital. Gaining access to any svstems is alwavs
restricted to legal and authentic users and is always assured by using
strong security control mechanisms. In the last decades, these mecha-
nisms have experienced an important evolution which is going almost in
parallel with the communication systems revolution. With the emergence
of wireless systems, using radio access, there are opportunities for fraud
to be committed. The conventional technique used to assure security was

the use of a password. However. in a wireless networking environment.
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this method is seldom secure.
First generation of mobile and cordless svstems have been introduced
without much attention being paid to security. They were prone to a
number of security breaches. including eavesdropping on the radio path
using low cost scanners. and theft of terminal identities for cloning or
masquerading some mobile users. The srandards being developed for
second generation systems such GSM and DECT. are more ambitious in
their scope than those for earlier generation systems. and most of these
new systems are enhancing new integrated security features using mainly
cryptographic mechanisms to provide authentication, privacy of commu-
nications on the radio path and user location privacy. Authentication
is the process which ensures the verification of the identity of the SI\I
or the subscriber. The illegitimate use of service is certainly of concern
with respect to proper billing. The main plavers in the authentication
process are the SIN card, and the authentication center (AuC) of the
home network. Both contain authentication algorithm. denoted by A3.
and the secret authentication kev A; which is unique to each SIN. The
procedure used for the authentication process and the derivation of the
ciphering key R is called the challenge response mechanism using non-
predictable random numbers (RAND). The mechanism starts once the

network has received an authentication request and established the iden-
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tity of the SIM. it transmits a random number RAND as a challenge to
that SIM (inside the MS). The SIM computes the response to the chal-
lenge by using the algorithm A3 with RAND and the kev A stored in it
as input data. The result or the output is called signed response SRES
which is transmitted to the network to be compared with the value com-
puted locally in the AuC. The MS is granted access to the network onlv
if the SRES received from the MS (computed in his SIN) and the value

computed by the network are equal.

In this thesis work. we have studied and analyzed the GS)\I authentica-
tion protocol. then we have proposed two new approaches that can be
used for authentication of GS\ mobile users. The first proposed scheme
can be used for authenticating users in their home domain network. Its
idea is basically based on preparing the authentication result AUTHR
in advance then sending it to the network with the user identification.
We have introduced a new idea which consists of an event log counter
used in the network and in the SIM card. All events such as registra-
tion, successful call attempts, SIM attach/detach are registered in the
counter. The counter (COUNTM) is concatenated to the a random num-
ber RANDM (64 bits) generated from the MS to form a global random
number RANDG (128 bits). The AUTHR is the output of the A3 algo-

rithm when RANDG and K; are the inputs. The analvsis have shown
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that this proposed scheme compared to the GSM approach. is achieving
better security level, less signaling messages overhead and almost half of
GSM authentication delay. The second proposed scheme is dedicated to
GSM roaming users with high mobility rate in visiting other networks.
We have assumed that. upon an agreenient between the home network
and the frequently visited network. the private kevs of these mobile users
are shared between the two networks. Our devised scheme is almost the
one used in local domain network described above. but extended with
some modifications and extra fields. such as the SHI field used to inform
the visited network that the MS private key is shared. The analysis have
shown an important internetwork signaling messages reduction resulting

in a shorter authentication delay.

8.2 Future Work

e have demonstrated through our work the importance of the security
aspects in mobile communication networks. We have concentrated more
on the Authentication and privacy as a major factors that characterize
wireless networks and in particular the GSM standards. The most critical
issue in evaluating authentication protocols is the call set-up performance

and the overall load. The future scope of our work involves exploring the
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following aspects:

* to improve the time of call setup by decreasing the number of mes-
sages exchanged between network elements. This number of messages
is considerably important for the case of international roaming when
users are crossing different networks. The amount of signaling traffic
that crosses network boundaries is of particular importance especially
if we know that the cross-network signaling links are likely to be long
distance, expensive and tend to be of lower bandwidth than intra-
network signaling links. Protocols similar to what we have developed
for internetwork roaming users can reduce the signaling load.

* to standardize the protocols used in privacy and authentication. A3
and A8 (Aj already is common for all GS)M networks). preparing
for a global security protocols that might be a good platform for the

universal personal communication network/system.
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