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ABSTRACT A capacitive fingerprint system is the most widely used biometric identification method for
smartphones. In this paper, we propose a RF sensor-based liveness detection scheme. This method solves the
problem of spoofing attacks, which is a primary disadvantage to capacitive fingerprint sensors. The proposed
scheme measures the inherent impedance characteristic difference of the target fingerprint caused by the
eddy-current effect with an auto-balancing bridge method. The magnetic field is generated by a small form-
factor inductor coil of ¢ = 1.5mm. This detection scheme can be easily integrated with an existing capacitive
fingerprint sensor by using the same CMOS process. The measured results demonstrate the liveness detection
capability of the Si-graphite (silicone-graphite) and polyvinyl fake fingerprints that cannot be distinguished
by conventional capacitive fingerprint sensors.

INDEX TERMS Anti-spoofing, auto-balancing bridge, capacitive fingerprint sensor, Eddy-current, loop sta-
bility compensation, RF (Radio frequency) sensor-based liveness detection, Si-graphite (silicone-graphite)

& polyvinyl fake fingerprints.

I. INTRODUCTION

Fingerprint sensing technology has become the most popular
biometric identification method for the latest mobile devices
[1], [2]. There are several methods for fingerprint sensing,
including capacitive [3], [4], optical [5], ultra-sonic [6], [7],
and others [8].

Capacitive fingerprint sensing technology identifies the
ridges and valleys of the fingerprint with hundreds of thou-
sands of capacitive sensor cells, which read the capacitance
between the metal plate of the sensor and the finger [3], [4].
Despite its compact size and low cost, this technology has
some performance limitations due to noise, humidity or con-
tamination, which make poor image quality. On the other
hand, the optical sensor relies on the reflected light from
the valleys and ridges of the fingerprint. Therefore, it can
render a high-quality image despite those limitations. How-
ever, it is difficult to miniaturize due to the complexity of its
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sensor module, which includes a light source, an optical lens,
and a CMOS image sensor. Furthermore, its 2-dimensional
image information is easily spoofed [5]. Although it is more
expensive than other methods, the ultrasonic fingerprint sen-
sor, which uses MEMS (Micro Electro Mechanical Systems)
technology to generate an ultrasound [6], [7], can sense fin-
gerprint images as well as those of the internal skin tissues,
and can detect fingerprints even under harsh conditions, such
as contamination and humidity.

Compared to conventional ID & password authorization,
biometric identification is very convenient with a low risk
of loss and fast response speed. However, one of the main
drawbacks for adopting these methods is their susceptibil-
ity to spoofing attacks [9]. Supreme among the fingerprint
biometric identification solutions described above is capac-
itive fingerprint sensing technology due to its simple struc-
ture [10]. However, since fingerprint information can be
easily obtained from unauthorized manners it is vulnera-
ble to spoofing [11]. Capacitive sensors cannot distinguish
a sophisticated fake fingerprint, commonly produced with
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Si-graphite or polyvinyl, exhibiting similar electrical prop-
erties to human skin. Fingerprint sensors - both capacitive
and ultrasonic - in all smartphones on the market, are easily
spoofed by fake fingerprints.

Anti-spoofing solutions are generally classified as either
hardware- or software-based. The software-based method
detects liveness using data processing or algorithms [11],
[12], [13]. This method can be implemented with existing
capacitive fingerprint sensors without extra hardware. How-
ever, once the fake fingerprint is authenticated, the software-
based method is spoofed by having learned the additional
features of the fake fingerprint image. The hardware-based
method depends on biometric information, such as epidermic
temperature [14], optical properties [15], pulse oximetry [16]
and others [17]. This offers more accurate liveness detection
at the increased cost of additional hardware [18].

This paper introduces a RF sensor-based liveness detection
scheme. With a small form-factor inductor coil, the scheme
can be implemented without a significant increase in
cost or size compared to other hardware-based methods. This
scheme can be easily integrated with existing capacitive fin-
gerprint sensors by using the same CMOS process. It senses
the impedance characteristic difference of fingerprints using
the Eddy-current effect. The detection technique is described
in Section II. Section III discusses the proposed RF sensor-
based liveness detection sensor circuit design. Sections IV
and V show the measurement results and conclusion.

Il. PROPOSED RF SENSOR-BASED LIVENESS DETECTION
TECHNIQUE

The proposed scheme uses the principle of ECPS (Eddy-
Current Position Sensor) to detect the impedance character-
istic difference of the target object. The ECPS accurately
measures the position of a metallic target using the principle
of the Eddy-current effect [19], [20]. A typical ECPS senses
the distance of a target with the same conductivity. However,
the proposed scheme senses the conductivity difference of
multiple targets with the same distance. Fig. 1 shows the
principle of the proposed RF sensor using a small form-
factor inductor coil. The Eddy-current, characterized by its
high frequency, is formed primarily within the skin from the
surface of the conductor due to the skin effect [19]. The
conductivity difference between a live and a fake fingerprint

Live
=% fingerprint €

Induced Eddy Current

Fake
—> fingerprint
=3 Cover glass €=

—> Field flux lines -
L Inductor sensor 4_)

FIGURE 1. Principle of RF sensor-based liveness detection scheme using
Eddy-current with live and fake fingerprint.
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FIGURE 2. Proposed liveness detection inductive sensor (a) Series
resistance and (b) Parallel resistance equivalent circuits model.

(Series R-L)

induces a different amount of Eddy-current: the inductance
decreases, while the resistance increases.

The equivalent circuit of the proposed inductive sensor
consists of a lossy inductance (Series R-L circuit) with a
parallel parasitic capacitance, Cp,, as shown in Fig. 2(a). The
series resistance model is equivalent to the parallel resistance
model near the resonant frequency [21]. The resonance fre-
quency, w,, of each model is equal to (Lcoj Cp)’l/ 2,

In Fig. 2(b), the maximum impedance of the inductive
sensor, |Z(s)|max, at the resonance frequency is represented
by the parallel resistance, R, = Lcoil/(RsC). The impedance
Z(s) of the proposed RF sensor is

1 1 \!
Z(s)=<—+sC + ) (1
Rp r SLcoil

The scheme senses the impedance characteristics of a fin-
gerprint, which has an inherent resonance frequency, w,, and
the maximum impedance value |Z(s)|max = Rp. The higher
conductivity by a live fingerprint causes a higher resistance,
Ry, than that of a fake one made from such materials as
silicon-graphite and polyvinyl material due primarily to a
higher Eddy-current. The impedance measurement results are
shown in Fig. 3. Live fingerprints have a higher maximum
impedance value than that of fakes. The maximum impedance
values of each target sample show the conductivity with the
order of |Z(f)|max_air < |Z(f)|max_fake < |Z(f)|max_live-

120k
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Polyvinyl
E 100k Si-graphite
E Live
= 80k
&
N
@ 60k
g p Fake
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0 LS T L] T ¥ T ¥
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FIGURE 3. Impedance measurement result.

Any object between the highest maximum impedance
value of air and the lowest maximum impedance value
of the live fingerprints is identified as a fake fingerprint.
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FIGURE 4. (a) (Rp + L) and (b) auto-balancing bridge method.
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FIGURE 5. Block diagram of the proposed RF sensor-based liveness
detection scheme.

(Rp + L) measurement [21] and the auto-balancing bridge
method [22], [23] are typical impedance measurement meth-
ods. In Fig. 4(a), the (R, + L) measurement method senses
the R, by monitoring the value of negative resistance -R), to
keep the oscillation amplitude level constant. This method
can operate at a wide range of the frequencies, from 500 kHz
to 10 MHz. However, it is only available for inductors with
a high Q-factor of at least Q > 10 [21]. The auto-balancing
bridge method is mainly used for modern impedance mea-
surement equipment, such as impedance analyzers and LCR
meters [24]. Through the feedback loop in Fig. 4(b), the cur-
rent Ix in DUT and the current /; in the reference resistor R;
are equally balanced. The value of Zpyt = R Vx/V; can be
obtained from the measured V; and Vx. The auto-balancing
bridge method is used for the impedance measurement over a
wide frequency range up to 120 MHz, and it has high signal-
to-noise ratio [25]. In this case, the auto-balancing bridge
method is adopted since the Q- factor value is roughly 5 due
to the size limitation of the inductor with a small diameter,
¢ = 1.5 mm.

lIl. CIRCUIT DESIGN

Fig. 5 shows the block diagram of the proposed live-
ness detection circuit. It includes an OTA-C (Operational
Transconductance Amplifier-Capacitor) sinusoidal pulse
generator, an auto-balancing bridge with a de-sensitive resis-
tor and a passive peak holder. The inductor, Z(s) is connected
between the DUT_IN and DUT_OUT. The OTA-C sinu-
soidal pulse generator is implemented as variable frequency
AC voltage source for the auto-balancing bridge. The auto-
balancing bridge outputs the impedance value corresponding
to the impedance measurement range. A de-sensitive resistor
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is added to compensate for the loop stability of the auto-
balancing bridge. The passive peak holder circuit holds a
maximum impedance value within the measurement range.

1Vpp

VPEAK

Vout \/ Vi :VZ \
e L
CLK (A AR AN AN LALLM UL LALLLLL
swo] T
swi1]
swi21]
swi22]
FsT
PEAK_RST r
Frequency Sweep
fHIGH (23 steps : Af~1 MHz) fLow FHIGH

Time

FIGURE 6. Timing diagram of the proposed RF sensor-based liveness
detection scheme.

Fig. 6 shows the timing diagram of the detection scheme.
The liveness detection process starts by the FST signal. For
every clock period T, the frequency sweeps from fyigy to
fLow- The frequency sweep range is divided into 23 steps
(= 23 x Clock period). During the frequency sweep, the
corresponding impedance value, |Z(f)|, appears at the Voyr
node. The peak holder circuit holds the maximum impedance
value |Z(f)|max at the resonance frequency as Vpgak.

A. OTA-C SINUSOIDAL PULSE GENERATOR
The RF sensor requires a frequency generator within the 10-
30 MHz band. An OTA-C with a 100 MHz bandwidth is used
to control the output frequency by tuning gp, and Cr. values
[26], [27]. In Fig. 7, the oscillation condition is

8m3 8ml 8m?2

— =(—=— 4+ — 2

C, ( o T, ) @)
and an assumption can be made that g, = gm1 = gm2 =
gm3/2. The oscillation frequency wy, and the sinusoidal pulse
output voltage Vosc can be written as

8
wp = = (&m = &m1 = &m2) 3)
CrL

Vose (1) = 35 sin (wnt) = 55 in ( &m t) (4)

m m 2n Cp,
The values of Iss and gy, depend on the required amplitude
of the sinusoidal signal V. The load capacitor value Cy. is set
by the frequency range. Generally, a linear frequency control
is performed by changing the g, of the OTA [26], [27]. In this

Crop(=CL)

D P
swizza F { "VDMP Uf

_ —
Capacitor array x1

FIGURE 7. OTA-C (gm-C) sinusoidal pulse generator circuit and capacitor
bank.

< _
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design, only the load capacitors Cp, vary to generate a constant
output amplitude Va = Iss/gm from (4).

To sweep the frequency, the load capacitor Ci, consists
of a capacitor bank which is comprised of one reference
capacitor, Cref, and 23 unit capacitors, Cyyii. The capacitor
bank is connected to the output of each OTA stage and is used
to determine the value of Cp. During the frequency sweep,
the value of Cy, increases by Cypj per every clock period
T with the switch control signal SW[22:0]. The value of Cr,
varies from Cief to Crer+ 23Cypit over 23 clock periods. The
Crer and Cyyj; values are determined according to the mea-
surement frequency range fiow = &m/{27 (Cref+23Cunit)}
to fuicH = 8&m/(2m Cret). In this design, the target output
frequency range is 10-30 MHz and the output amplitude Vo
is0.5V.

v
RRerF vo_ur W)
osc
Vo DUT lA' - 1IRReF
OoSsC
2] .
1 h
c' T
! A__BC izl (@
Vem (= VDDI2) Nonlinear

FIGURE 8. Conventional type-1 auto-balancing bridge structure.

B. AUTO-BALANCING BRIDGE CIRCUIT

The conventional structure of the auto-balancing bridge is
the type-I structure in Fig. 8 [22]-[25]. The gain of the
type-I structure is |Ay,type 1(s)] = Rrer/|Z(s)|. In this case,
the output voltage is inversely proportional to the DUT
impedance. The type-I structure outputs a minimum voltage
vouT,MIN for maximum impedance, |Z(s)|max. In the type-
I structure shown in Fig. 9, the location of the DUT |Z(s)|
and reference resistor Rrgp are switched. The output voltage
is linearly proportional to the impedance of DUT, which is
|Ay type 1(S)| = |Z(s)|/RggF. In this design, the maximum
impedance |Z(s)|max Of each fingerprint is compared. The
output of the type-II structure can be compared directly.

DUT Vour W)
Vosc Ic.
B'
| Al RRer
A__BC izl @
Vewm (= VDDI2) Linear

FIGURE 9. Proposed type-II auto-balancing bridge structure.

C. LOOP STABILITY COMPENSATION

Fig. 10(a) shows the parasitic capacitance at the conjunction
point. In the conventional auto-balancing bridge circuit, the
negative input of the op-amp v; is placed near the ground
reference to avoid the parasitic capacitance effect [23]. Then
Cp; can be ignored as both are connected to the ground ref-
erence, and Cpy appears as the output load capacitor. To keep

152548

40
20
0
20

[}
90
(unstable)

“07

Vout
O

Phase (deg) Magnitude (dB)

10 10°
Frequency (rad/s)

(@) ®)

FIGURE 10. (a) Proposed type-Il auto-balancing bridge with parasitic
capacitances, (b) loop gain A(s)f(s).

v; to the ground, a bi-voltage (+V to —V) sources are
needed, but it makes the IC design complicated. In this paper,
the v voltage is placed at VDD/2 rather than the ground.
This parasitic capacitance in the auto-balancing bridge circuit
causes performance degradation.

Fig. 10(b) shows the loop gain A(s)f (s) bode plot including
the parasitic capacitances. In a small signal analysis, the par-
asitic capacitance, Cpy, is parallel to Rrgf so that Zj, (s) =
RRrer/(1 4+ sCp1 Rrer)- The open loop gain A(s) is the transfer
function of the op-amp, and the feedback factor of the auto-
balancing bridge feedback loop is

Vi Zu)
T =3 = 725+ 206) 5)

The feedback factor f(s) in (5) has a —30 dB magnitude
decrease and a —156 deg phase shift near the resonance
frequency of Z(s). When the f_3qp of the op-amp is lower
than the resonance frequency w_3qp > w,, a negative phase
margin (PM) would cause the feedback loop to be unstable.

-------- - DUT

=

Phase (deg) ~Magnitude (dB)
&
8

[ vour S M
ol B2 = PM = +36°
4 (stable)
10" 10° 10°
Frequency (radls)
(a) (b

FIGURE 11. (a) Compensated auto-balancing bridge using de-sensitive R,
(b) loop gain A(s)f(s).

To maintain loop stability, using a higher f_3qg op-amp can
be an option. A desired specification (e.g., DC gain and f_34p)
can be calculated from the loop gain transfer function. This
approach can be limited by a fixed GBW (Gain Bandwidth
Product) of the op-amp, which depends on the CMOS process
technology. In this paper, the loop stability compensation
technique is proposed by adding a de-sensitive resistor Ry
to the feedback loop with under 10 mW in additional power
consumption. When |A(s)f (s)| > 1, the closed loop gain is

Ze) _AWf®  Z©) ©)
Rrer 1+A()f () Rgrer
The closed loop gain is hardly changed by any f(s) variation

in (6). The stability of the feedback loop can be compen-
sated by changing f(s) while maintaining closed loop gain.

|Acr (s)| =
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FIGURE 12. Die photograph of (a) merged capacitive fingerprint sensor IC with (b) the proposed

liveness detection circuit.

In Fig. 11(a), Rq is added at the op-amp negative input. The
input impedance is changed to Zi,’(s) = (RreF ||Rq)/(1 +
sCp1 (RREF ||Rq)), and the feedback factor £’ (s) is
Fo=to Il
Vo Z,(s)+Z(s)
The stability and phase margin improve when the de-sensitive
R value decreases, as shown in Fig. 11(b).

@)

IV. MEASUREMENT RESULTS

Fig. 12 shows a die photograph of the proposed liveness
detection circuit on the capacitive fingerprint sensor IC. This
work is fabricated in 0.18-um mixed-signal CMOS process
technology. The entire chip area is 43.8 mm?, the fingerprint
sensing area is 26.9 mm?, and the area of the proposed
liveness detection circuit is 0.3 mm?.

The assembled capacitive fingerprint sensor module is
shown in Fig. 13. A small inductor sensor is combined
with the capacitive sensor package, and the terminals on
both sides of the coil are used as DUT_IN and DUT_OUT.
The remaining pins are connected to the FPGA controller.
Fig. 14 shows the Si-graphite and polyvinyl fake fingerprints
used in the measurements, and two samples (#1,2) were
measured for each.

Fig. 15 shows the measurement results of the OTA-C sinu-
soidal pulse generator frequency sweep from fiigu to fLow.
In Fig. 15(a), the oscillation frequency of OTA-C sinusoidal
pulse generator is 22.6 MHz at the start of the frequency
sweep. The frequency is 6.3 MHz at the end of frequency

\
{ 1
1 1
i I
1 1
1 1
1 1
] I
1 1
] 1
1 1
I 1
1 1
I 1
1 1
\ ’

-

Si-graphite Polyvinyl

FIGURE 13. Two types of fake fingerprints (Si-graphite, Polyvinyl).
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FIGURE 14. The assembled capacitive fingerprint sensor module (a) front
and (b) back (yellow: Liveness detection part, green: Capacitive
fingerprint sensor part).

TABLE 1. Performance summary of the liveness detection sensing
scheme.

Parameter Specification
Technology 0.18-pum mixed-signal
Supply power 33V
Power dissipation 20.4 mW !
Die area 0.3 mm?
Input clock 28 kHz

! Excluding output buffer

sweep, which is shown in Fig. 15(b). Fig. 16 shows the tran-
sient output measurement of the proposed design according
to the fingerprint type: no fingerprint (air), fake fingerprint
(Si-graphite, polyvinyl) and live fingerprint. At the beginning
of the frequency sweep, the output is reset during one clock
period. Then, at the end of the frequency sweep, the max-
imum impedance within 6.3 — 22.6 MHz band is held at
the output. The fake fingerprints output values are located
between air and live fingerprints. It is same result as the
impedance analyzer in section II.

Fig. 17 shows the results for each fingerprint measure-
ments using a 10-bit ADC (Analog to Digital Converter).
In order to set the boundary level, the measurements for the
air and live fingerprint were taken 10 times, while those for
the fake fingerprints were taken 100 times for each case.
The minimum gap between live and fake fingerprints was
about 115 LSB. Liveness detection can be done by simply
setting an arbitrary threshold level between the gaps with
a sufficient margin. Based on a simple comparison of out-
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FIGURE 15. Measured results before and after frequency sweep of the OTA-C sinusoidal pulse generator
output (a) before frequency sweep (fio,,) and (b) after frequency sweep (fhigh)-
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FIGURE 16. Measured results of the proposed liveness detection scheme
transient response.
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FIGURE 17. Measured results of the proposed liveness detection scheme
using 10-bit ADC.

put values without complex software algorithms, the results
favour a hardware-based liveness detection methodology. The
key specifications are summarized in Table 1. In order to
minimize power dissipation, the RF sensor-based liveness
detection circuits should only be activated when fingerprint
recognition is in progress.

V. CONCLUSION
This paper introduced a RF sensor-based liveness detection
scheme and its circuit implementation without using any
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software algorithms. This provides a solution to the anti-
spoofing measures of existing capacitive fingerprint systems.
The scheme can distinguish certain fake fingerprints from
live ones through their differentiation on inherent impedance
characteristics. This design can be applied to various kinds of
impedance measurement sensors.

Furthermore, the proposed loop stability compensation
technique can secure phase margins at a high frequency. This
work can be easily combined with an existing capacitive
fingerprint sensor with a small size of 0.3 mm? (accounting
for only 0.7 % of the total area). The circuit is fabricated at
0.18-um mixed-signal process technology.
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