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ABSTRACT

User generated content, captured with handheld and mobile devices, is constantly in-
creasing both in terms of quantity and quality, as modern devices have become very
affordable and easy to use. At the same time, wide availability of Internet connec-
tivity, either via broadband home PC connections or directly from mobile devices,
made it possible to share the captured content with the loved ones, those being fam-

ily, friends, or even unknown people with common interests.

Based on the human social need for experience sharing, many on-line services, appli-
cations and technologies were built to allow photo, video and audio sharing among
users of all capabilities. However, this growth of user content sharing has increased
the volume of media and diversity of tools, which in turn leads to usability and con-
tent repository fragmentation hindrances. Users have their content stored at multiple
locations, such as the home, which is the primary place for storing and archiving, on-
line sharing services and mobile devices. Moreover, their sharing habits are usually
limited or dictated by the sharing tools and services they use and in many cases they

are forced to use multiple solutions for their given use cases.

This thesis studies user-generated content sharing, mainly in the form of snapshot
media, in the Internet (i.e. on-line services), mobile and home domains, presenting
the main architectures and protocols. Special attention is paid at the home domain
as the networked home is expected to play an important role in the years to come,
by considering spatial and functional extensions, leading to what is called ”Extended
Home”. This could enable new ways of content sharing, without the need of upload-
ing the content to 3" party services and sites. Thus, emphasis is put on the concept
of “remote access” to home networks, which is a key enabler. The author suggests
that content sharing can be abstracted so that devices and applications could function
independently of the actual protocols and bearers used, introducing the concept of

seamless content sharing.
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Seamless content sharing encompasses the abstraction of different content reposi-
tories and sharing methods, such as sharing directly from the home, via on-line
services, or with devices in proximity, so that the user does not need to deal with
technical details, access bearers or sharing protocol selection. Rather, users should
be able, in a "user-centric” manner to just select the person that they want to share
content with and let the system automatically choose the best possible method and
technology, in a transparent manner. Moreover, the author presents novel architec-
tures for content sharing in nomadic and extended home environments, even going
beyond sharing of multimedia content, towards any kind of user-generated content to

not only users but also external, semi-trusted, services.
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1. INTRODUCTION

In this first chapter, we introduce the objective and scope of the research carried in
the context of this thesis, followed by the main contributions and an outline of the

subsequent chapters.

1.1 Positioning Seamless Content Sharing

Aristotle stated that man is by nature a social animal [96], while many centuries later
Maslow classified the social needs in the middle of his famous hierarchy of needs
pyramid model [72]. After satisfying their physiological and safety needs, humans

have the social needs of friendship, intimacy and communication.

The means of communication has significantly changed during the last years, start-
ing with the invention of the telegraph, followed by the fixed/mobile telephone and
radically disrupted with the wide adoption of the Internet. While people would orig-
inally communicate via voice or limited text, new technologies have added a lot of
new dimensions, allowing not only to have verbal discussions, but rather exchange

messages, images, videos and generally experiences.

As digital cameras became common place, average consumers were able to generate
their own content, directly in digital format, and transfer it to their personal computers
for further processing, such as archiving, printing or sharing. But, it was mobile
phones with built-in cameras that brought the content creation devices to the masses.
Around this ecosystem, new content distribution channels became available, with
dedicated on-line services, facilitating content storage and sharing, among family,

friends and the wider community in general.

The next disruption is expected to happen in the home domain, as residential broad-

band connections have become a reality for many. The single home computer for
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accessing the Internet has been replaced with home networks containing many in-
terconnected multimedia devices, at least in the well developed countries, which
promise to make communication even richer. Trends show that between 2005 and
2010 personal non-commercial storage content in a typical digital home could in-
crease from about 323 Gigabytes (GB) to almost 2 Terabytes (TB), while cumulative
commercial content in the same digital home could grow to almost 2.5 TB [23]. Fig.
1 presents the estimated cumulative growth of personal and commercial content in a
digital home from 2005 through 2010.

Capacity (GB)

4,500+ @ Commercial Content Capacity

4,000~

mPersonal Content Capacity

3,500
3,000+

2,500+

2,000~

1,500

1,000~

2004 2005 2006 2007 2008 2009 2010

Fig. 1. Estimated growth in cumulative home personal and commercial content storage ca-
pacity [23]

All these advanced developments, in the previously mentioned domains of content,
on-line services, mobile and home, create new space for innovative applications and
services. But, those domains are not isolated silos, rather there are crossover areas,
which give birth to new areas of research. The author has identified the following

research sub-domains, as a result of the main domain overlapping:

e Remote Access to home networks addresses the remote accessing of home re-
sources, from mobile, or other external devices, thus combing the home and
mobile domains. This area is directly addressed by [I] and [II]. The term Re-
mote Access is widely encompassing the notion of remote device & appliance

control, remote surveillance and remote media access.



1.1. Positioning Seamless Content Sharing 3

e Mobile Internet, is the area where on-line Internet services and mobile do-
main converge, such the work of [III] and [V]. This area typically includes
research on services optimized for mobile usage, bridging the fixed networks

with mobile ones and all types of wireless network access.

e Content Distribution research studies how large amounts of content can be
indexed, searched and effectively distributed over the Internet, essentially com-
bining elements from the content and on-line services domains. This area en-
compasses content delivery networks, peer-to-peer media exchange and con-

tent streaming.

e Content Storage, Archiving and Consumption of multimedia content at home,
allows the homes to evolve into powerful entertainment centers. This area of
research is a combination of the home and the content domains, covering as-
pects of pervasive computing, service and content discovery and in-home me-

dia sharing.

At the same time, in some areas there is crossing of more than two domains. More

specifically:

e The intersection of on-line and mobile domains, in relation to content, leads to
different aspects of content distribution, streaming and sharing. In the context
of this thesis, focus is put in Content Sharing, which refers to sharing of digital
media, between user devices (mobile or fixed), usually via an on-line service.
This widely used term can be considered broad enough to encompass any kind

of content and media exchange, either in the mobile or on-line domains.

e The cross-over of the home, mobile and content leads to the notion of the
Extended Home. 1t refers to the concept that “distributes” the resources of a
traditional home network over multiple (physically) separated domains, while
enabling the user to have similar usage experiences as if accessing the services
directly from his primary home [89]. This is the de facto term used in relevant
research, such as in [3], [63], [13], [89] and [90].

Placing these domains on a common plane, the author suggests that there are overlaps

and convergence areas, as illustrated in Fig. 2.
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Content
storage &
consumption |

‘. Internet
’ Mobile

Fig. 2. Positioning seamless content sharing

The convergence of the Content Sharing and the Extended Home areas, is what the
author calls Seamless Content Sharing [VII]. Seamless Content Sharing is a concept
that would allow users to share their content, which might be distributed in multiple
locations, in a transparent and uniform way. In this concept, the home is expected to
play an important role in many ways. For example, the home could host and offer
content to remote users [IV], or it could become the hub for group based content
sharing [VI] and open up its infrastructure to external services, for rich mash-ups
[VIII].

1.2 Research Question

The main research question of this dissertation is: can the user-generated content be
seamlessly shared, no matter its physical location, among family and friends? This
leads to other sub-questions, such as: how do home, Internet and mobile domains
converge when it comes to content sharing and what is the common denominator of
different content sharing protocols of the mentioned domains? Finally, how could

existing sharing solutions be enhanced to make the process simpler and more social?
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1.3 Objective and Scope of Research

The objective of this research work is to study the content sharing solutions, both on
the Internet/mobile world, as well as the extended home, leading to unified content
sharing architectures. The target is to show that there are many commonalities but
still that those complement each other, in such a way that we cannot say that either
sharing directly from home or sharing utilizing on-line Internet services is better,
in an explicit manner. We want to show that each of the different methods has its
advantages and disadvantages and users will always have content stored at multiple
locations, depending on the context of usage. Moreover, we want to prove that uti-
lizing existing protocols, with relatively small functionality extensions to mobile and
home devices, content sharing methods can become seamless, hiding the distinctive
characteristics of each from the users. For this, many prototypes were built, tested in
laboratory environment and our core concept was even validated by real users, via a

usability trial.

The scope of this research work is sharing of user-generated media, mainly focusing
on snapshot media (such as photos and video clips) and leaving outside of our scope
the streaming media. As, nowadays, mobile camera phones play an important role
in the creation of such media, we assume that they are the main capturing devices
but also one of the main tools for initiating a content sharing transaction. Moreover,
the Extended Home is the other area of focusing our work, assuming that broadband
digital home networks will be a reality for many families in the near future. In this
context, issues related to content sharing within the home domain, including remote

access methods and techniques are of our core interest.

This work is mainly driven by the engineering challenges and research opportunities
in the networking and communication protocols areas, even though it also touches
other disciplines and domains, such as multimedia, social networking and usability.
However, it should be mainly considered as engineering research, targeting people

with information technology and computer science backgrounds.

Finally, related to the actual technologies involved, our focus is on protocols that can
be widely used on the existing Internet and are already available for most existing
home users. As such, our studies and solutions are mainly based on sharing solutions
that are Internet Protocol (IP) based and more specifically compatible with IPv4,

since it is still the dominant protocol on host home Internet connections. Thus, IPv6
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which solves many of the challenges but is still not a reality for most users, is not

considered as the prime candidate for our solutions.

1.4 Methodology

Jarvinen [58] proposes a taxonomy of research methods, as shown in Fig. 3, where
IT research can be classified as ”Approaches studying reality”.

Research approahes

Approaches studying

reality Mathematical approaches

Researches stressing
what is reality
(Natural/Social sciences)

Researches stressing
utility of artifacts
(Design science)

Concep_tual : Approaches for Artifacts building Art|fac_t S
analytical - . evaluating
empirical studies approaches
approaches approaches
Theory testing Theory creating
approaches approaches

Fig. 3. Taxonomy of different research methods

Then, further categorized, methods are split into "Researches stressing what is real-
ity” (trying to answer "how and why things are”) and “Researches stressing utility
of artifacts” (focusing on utility innovation). March & Smith [71] argue that Infor-
mation Technology (IT) research studies artificial as opposed to natural phenomena.
It deals with human creations, such as information systems. While natural science
tries to understand reality, design science (which is technology oriented) attempts to

create things that serve human purposes.

The research work of this dissertation has been following the “Design science” ap-
proach, building solutions, enhancements and innovations that deliver value to the
humans and service their purposes. Some of the work has been suggesting concept
solutions and designs, such as in [II] and [V]. But, most of the executed work has
been both building and technically evaluating artifacts (prototypes) of Information
Systems, such as in cases of [I], [III], [IV], [VI], [VII] and [VII].
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Moreover, the publication [VII] included a usability study which is classified under
the ”Natural/social science” methodology and more specifically it was an empirical
approach study for theory testing. We used a qualitative sessions for gathering insight
and testing our assumptions. From the Interaction Design point of view, we used the

following two research methods, for this study:

e Usability testing [101], during which the users were given specific tasks to

solve on their own.

e Paper prototyping, according to the low-fidelity prototyping method [102].

1.5 Contributions of Research

The research contribution of this work has four parts, as it touches on a few areas
of user-generated content sharing and the home domain. Firstly, studying home net-
works we identify the challenges for sharing content directly from a home, that is
without the need to upload it to an on-line service and propose solutions that solve
some of these issues, mainly in publications [I], [II] and [IV]. This work contributes
directly towards the "Remote Access” to home architectures, so that remote home

access becomes easier and more transparent to the users.

Secondly, we establish the commonalities between the sharing protocols widely used
in the home, Internet and mobile domain and propose sharing solutions that link the
mobile sharing closely to the digital home domain, in publications [III] and [V]. The
novel aspects of the work include the abstraction of different sharing protocols and
suggesting how the home infrastructure could be used to make mobile content sharing

more resource-efficient.

Thirdly, putting all studied elements in a common framework we suggest that content
sharing can become “user-centric”, so that people share media with other people,
without the need to know and care about the bearers, protocols and technologies
used, mainly in publications [VI] and [VII]. We basically shift the starting point of
content sharing towards people, emphasizing the importance of social networking
rather than the actual technologies. Without changing the underlying technologies,

wrapping architectures are suggested for archiving this goal.
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Finally, we also briefly study how content sharing can go beyond sharing with family
and friends, to sharing with external services, so that home hosted content can be
mashed-up with 3™ party services, in publication [VIII]. Our work suggests how the
home infrastructure can be opened towards other services, in a modern web mash-
up architecture, while preserving the security and privacy aspects of home networks.
This pushes the boundaries of user-generated content sharing even further, beyond
snapshot media (e.g. considering shopping lists and calendars as user-generated con-
tent), providing future research directions where the digital home would be the hub

of everyday family activities.

1.6 Thesis Outline

In the next chapters first the user-generated content and general sharing concepts
are introduced, followed by a presentation of content sharing methods at the on-line
and mobile domain, their characteristics and challenges. Then, home networks and
content sharing in the extended home domain are studied, followed by a chapter dedi-
cated to seamless content sharing. Finally, conclusions and future research directions

are given.



2. USER-GENERATED CONTENT

2.1 User-Generated Content Life Cycle

Digital multimedia content usually refers to digital images, videos and audio that
can be stored in a computer system, transfered and reproduced (rendered) by a com-
patible device. Until recently, the content life-cycle was starting by the production,
handled by a small number of professionals and ending with its consumption by a
large number of end-users. This was the typical model, applied in cinema, television,
radio and, of course, the Internet, where the end-users were just passive consumers
of the content. However, recently this content life-cycle has been disrupted, with
the end-users also becoming content creators and distributors, of what is called user-
generated content (UGC). The typical consumer generated content life cycle, based

on the video work analysis of Kirk et al. [62], is shown in Fig. 4.
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Fig. 4. User-generated content life cycle
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Briefly, we can describe the main four phases as:

e Pre-capture: The action of acquiring a capturing device. Consumers are lead to
the identification of the value of a capturing device usually via the importance

of an event that they would like to have recorded.

o At-Capture: Capturing of digital image/audio/video content. Also, many users

consider sharing the content, directly from their device, at the “at capture”

stage. Theoretically, also editing is possible at this phase, but rarely done.

e Post-Capture: The process of downloading the content to a personal computer

and file it for further usage. Editing of the content, on the PC, may also happen

depending on the usage intentions.

e End-Use: Sharing the completed (raw or edited) footage, via various methods,

such as sending over e-mail, uploading it to an Internet site, or simply burning

on a DVD and giving it.

The focus of this thesis is the Sharing, both ”At-Capture” (i.e. at the capturing device)

and at ”End-Use” (i.e. after downloaded to the PC).

Content is now created, in a large extend, by non-professional users who create and

share UGC to small communities and groups [82], and this shift is also refereed to as

”Long Tail” [3], as shown in Fig. 5.
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Fig. 5. Long Tail content creation [3]

The non-professional users [80] evolve from being just passive consumers of media

content to becoming producers, distributors and thus being an active part of the media
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value chain [82]. Improved ease of creation, storage and usage tools are the main
reasons of this, as well as the increasing presence of digital creation and authoring

tools away from the desktop.

However, it is still a reality that ”...far more amateur video is shot than watched...”
[26], meaning that there is still a lot of potential for making content sharing easier
and more intuitive, which is exactly what this thesis is targeting.

2.2  Content Creation

Hand-held devices made it possible to capture content at any place, when something
interesting would appear or occur. As digital cameras stopped being only profes-
sional tools, but also entered the consumer electronics market they attracted the early
adopters into the digital content creation world. However, it was camera phones that

made content creation a reality for many more.
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Fig. 6. Worldwide camera phone sales

The simplicity of carrying only one device with multiple functionality, as well as
the continuously decreasing prices made the camera functionality almost a “stan-

dard” feature of most advanced phones. Global sales of camera phones surpassed
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640 million units, in 2007, up from nearly 468 million in 2006. Camera phones will
account for nearly 89% of the mobile phones sold in 2011, reaching about 1.4 billion
units [77], as shown in Fig. 6. To compare these numbers with the sales of digital
still cameras, market reports estimate that camera phone sales have increasingly out-
stripped digital still camera sales, by a ratio of 4:1 in 2004 and an expected ratio of
7:1 by 2010 [10].

The mobile domain plays an important role in the UGC creation, as a large portion of
the world’s population will have a camera phone, in the years to come. Moreover, as
we will see also in the chapters to come, camera phones do not act only as capturing
devices, but with their advanced network connectivity systems they can offer content

related services at any place, any time.

As modern consumer-oriented media creation devices can nowadays also capture
video, other forms of media are being used in a similar way to the use of photographs.
All these forms of media is bundled under the term snapshot media [97] which in-
cludes video clips, text messages, multimedia shows, and so on, which are created by
non-professionals for non-commercial purposes and the intended audience is them-
selves and their social network (i.e., family, friends, etc.). In the context of this thesis
user generated content mainly refers to all snapshot media, but photographs are used

as the primary example, in most of our scenarios.

2.3 Content Sharing

Digital content creation, apart from being an enabler to keep memories, it has one
even more important function. By sharing it, people use photos, and other media,
to convey complex thoughts, feelings, or portrayals of their identity to others [12].
Sharing content, between different groups of friends, allows people to stay in touch,
broadcast their social presence and exchange experiences with their loved ones. The
authors of [65] suggest that mobile multimedia mainly supports mundane interaction,
meaning that it is used in many scenarios, such as gossiping and keeping in touch with
friends and family [68].

To define sharing, one could say that it means the possibility to show, send, give or

offer items in a (reciprocal) condition between at least two people [57].

Getting into more detail, we will be looking into three important social and technical



2.3. Content Sharing 13

aspects of sharing:

e Sharing paradigms, or elementary use cases, that users subject their content to.
e User groups that sharing implicates.

e The concept of social media, that extends the typical content.

These concepts help us build the core elements of content sharing solutions, that will
be analyzed in this thesis.

2.3.1 Sharing Paradigms

There are four main paradigms of sharing content [10]:

Showing: ”Showing” is to display content items face-to-face, or remotely, without
transferring the items out of the device, but directly rendering the content on it. An
example of face-to-face showing would be the scenario were people would view con-
tent items (such as images or videos) on a device controlled by the owner. That could
be a mobile phone, television screen or PC. In the remote context, the content re-
ceiver is not visible out of one’s eyesight. An example scenario would be the usage
of service that supports the ’see-what-I-see” paradigm, such as mobile 3G video call
or PC desktop sharing application. Showing content requires person-to-person real-
time interaction, so it is mostly used for sessions among family and friends, where

the participating users know each other.

Sending: In the ”Sending” paradigm, the content items to be shared are transferred
remotely to one of the recipient’s devices. That could be either the original media file
or a copy of it. Examples are the very common e-mails, which include media items
as attachments, or sending content using the Multimedia Messaging Service (MMS)
message between two mobile phones. People are very familiar with the sending
paradigm, mainly as Internet e-mail has been the dominant method of digital content
sharing for many years. As in the previous case, sending is also mainly used for
person-to-person communication as, usually, previous knowledge of the recipient is

required, before sending any content.

Giving: ’Giving” refers to the physical or face-to-face hand over of media items. The

transfer could include the original media items or copies of them are transferred from
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the sender’s to the recipient’s device. It mainly applies to wireless proximity based
sharing, where a near-field communication technology (such as Bluetooth [14]) is
used for transferring digital content between devices in physical proximity. Giving
physical media, such as handing over some CD or DVD to another person, follows
this paradigm as well. The face-to-face aspect of this method sets a basic requirement
on the interaction of people in proximity, that most probably know each other, and

thus there is usually a relation of trust between the participating users.

Offering: “Offering” means to make content items available remotely or face-to-
face, for others. Items are not transferred unless requested by the other party and only
a copy can be taken (not the original item). Examples include offering of images and
videos on a typical Internet website, or offering music files via peer-to-peer networks,
in the remote case. The hosting service can be on a personal, or 3" party server,
while in the face-to-face case content is directly offered from one of the owner’s
personal devices, in proximity. Such an example, of proximity based content offering
application, is the Nokia Sensor [88] application. The actions of offering, by the
owner, and downloading by the recipient, are asynchronous and require no personal

pre-knowledge or social link of the two parties.

2.3.2 User-Groups

One of the first studies focusing on consumer photography was the [19] where the
author introduced the concepts of home mode and Kodak Culture. The "home mode”
communication showed that consumers typically share photos and video footage of
traditional events such as birthdays and family holidays. The author introduced the
term ”Kodak Culture” for the participants of this "home mode”, where were typically
family members and friends, i.e. people that know the persons captured in the images.
But, in the digital era where media sharing is possible via many different ways, the

groups of people that content can be shared with has become wider.

When sharing digital content, the paradigms described before need to be applied
depending on the context of usage and the people that the content would be shared
with. Typically, the content owner would grand some access rights to other users,
in order to allow them to access and retrieve the content. Depending on the real life
relation that the content owner has with the potential recipient, we can identify four

classes of users [10], as also shown in Fig. 7.
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Fig. 7. Classes of users, related to user-generated content sharing

In more detail, those groups of users are:

Creator is the owner of the content and typically full has access rights to it, meaning
that he can read, edit, print and delete it. Is also the main person to decide who can
access it and how, i.e. using which sharing paradigm and technology.

Close family members are the very close members of creator’s family. Those are
usually people who live in the same physical home, as the content creator. Typically,
those people have full access rights to most of the content and they are allowed to also
add their own content in common media repositories. For example, family members

can be adding all their content of a vacation trip in the same photo album.

Extended family and friends are people socially linked to the content creator. Typ-
ically they do not live in the same home as the creator, but they would be welcome to
physically visit. This means that there is a trust relationship between these people and
the content creator. Based on this trust, those people would be typically allowed to
access content, with read access rights to specific media albums and maybe granted
the right to add content in albums that were created for common experiences and

events, if the sharing platform used would support this functionality.

Community is a much wider group of people who share some common interests
with the content creator, but are not typically known to him. An example would be a
group of people with the same hobbies that would like to exchange related images and
videos of their activities and experiences. Since there is no direct relation with these
people, they would not be trusted with very personal content. Thus, these people
would typically have only read access rights to very specific content albums. Sharing

content on public photo sites would be a common scenario for this class of users.
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2.3.3 Social Media

In the context of sharing content to the community, many on-line services - called
social media sites - have been focusing on sharing user generated content, in a social
manner. Social media typically includes a much richer variety of information sources:
in addition to the actual content itself (such as an image), there is a plethora of extra
non-content information mapped to the content, such as links between media items,
quality ratings from members of the community [4], short tags describing the content

and very often free text comments by the viewers. Fig. 8 illustrates the basic concept
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Fig. 8. Social media

Popular social media based services include blogs, web discussion forums, photo
and video sharing communities. Probably, the most interesting ones are the, nowa-
days, widely used social networking platforms such as Facebook! and MySpace?.
Social networking services offer a combination of sharing, discussing, personalizing
functionality but they heavily emphasize the relationships and social links among the
participants of the community. Due to their general simplicity and easiness of creat-
ing social media, social networking sites have become extremely popular. According
to latest statistics [36], in November 2008, Facebook alone had more than 110 million

active users, with a total of 10 billion photos uploaded to the site, while having 30

! Facebook: http://www.facebook.com/
2 MySpace: http://www.myspace.com/
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million photos uploaded daily. Moreover, Facebook is the 4™ most-trafficked website

in the world.

2.4 Metadata

Metadata was first introduced in library systems [106], to help searching a book in a
library. Library cards describing the key attributes of a book (such as authors, title,
year, location of the book in the library) are used to make search easier, than going

around the library looking through out all the books.

Metadata is “data about data”, which in the scope of information technology means
digital information that describes a set of digital data, such as a digital object [97].
Typically, digital media (e.g. a photo) is linked to some metadata describing the
media, such as title, creator, subject, date. Moreover, as digital media is in the form
of a digital computer file, there is also metadata describing the actual file (e.g file
size, date/time of creation and last modification). One of the widely used standards
for media object metadata is the Dublin Core Metadata Element Set [28].

In the context of user-generated content, metadata is the key into helping people or-
ganizing the media files into albums and archives, for further reference as well as
helping others search for the content that they are looking, on an on-line sharing
site for example. But, manually adding metadata to personal media is not a realistic
scenario, as it requires intensive user activity (e.g. writing the location of capturing
at every singe media item on the user’s media collection). This is why devices have
been getting “smarter” in automatically adding metadata to the captured media, while
in the ”At-Capture” phase. Digital cameras have been always adding the date/time
of capturing, as metadata to their produced content. Modern mobile phones support
”geo-tagging”, which allows them to also add the exact location of capturing, utiliz-
ing live data from the Global Positioning System (GPS) receiver or a list of people

around, using Bluetooth-sensed co-presence [27].

2.5 Summary

In this chapter a holistic view to user-generated content was provided. The typical

content life-cycle was presented, followed by more insight in content creation and the
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important role that mobile phones have played, for making digital media capturing
available to the masses. Content sharing, which is the main focus of this thesis,
was presented and the four sharing paradigms (Showing, Sending, Giving, Offering)
where explained, followed by the different groups of people, potentially, involved
in a sharing transaction. Finally, the concepts of social media and metadata were
presented, as they are closely linked with user generated content, when it comes to

sharing and organizing.



3. CONTENT SHARING IN THE INTERNET AND MOBILE
DOMAINS

The primary domains of digital content sharing have been the Internet (i.e. on-line
services) and the mobile domain. In this chapter, we will present their existing shar-

ing solutions and protocols, as well as the main limitations and challenges.

3.1 Background

Sharing digital content on the Internet has been possible as early as the days of e-
mail and the File Transfer Protocol (FTP) services. But, those services were mainly
focused on just exchanging computer files, any kind of files, rather than been opti-
mized for multimedia content. The concept of content management [15] was totally
missing, meaning that these services did not support the evolutionary life cycle of
the content. As we will see in the next section, many new sharing solutions were

developed for providing richer sharing experience on the Internet.

Moreover, a few years ago, we would say that the ”Internet” and the “mobile In-
ternet” where almost two separate worlds, interconnected via proxies and bridges.
Specific mobile-only technologies, such as the Wireless Application Protocol (WAP)
for mobile web browsing, and Multimedia Messaging Service (MMS), for media
sharing, were developed. Reason was that mobile devices were very much resource
constrained, having small screens, narrow bandwidth data links, limited processing
power and memory. However, nowadays mobile devices have powerful processors,
large displays and multiple high-speed connectivity bearers matching, or even ex-
ceeding the fixed-Internet end-user speeds. Mobile devices now have the capabilities
of being fully qualified Internet nodes, able to perform actions and render content as
well as the desktop computers. Thus, many of the Internet protocols can be directly

used on the mobile-Internet domain, but unfortunately the same does not apply to
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user interfaces, as the context of usage of mobile devices is different than the usage
of a desktop PC. In this thesis we study the mobile Internet in the same manner as
with the fixed Internet, in terms of protocols and technologies, especially since in
relation to content sharing the only constraint of the mobile Internet is energy and
power consumption. But, in terms of usability and user experience, we still keep the

fixed/mobile separation.

3.2 Content Sharing Solutions

3.2.1 Messaging Services

Messaging services on the Internet allow users to exchange electronic messages, with
leading example being the Internet e-mail. Messages can include attachments of any
kind of file, thus it is also possible to carry multimedia content. As shown in Fig. 9,
the sending node forwards the message to a messaging server, using for example the
Simple Mail Transfer Protocol (SMTP) [64], which is one of the most widely used
protocols, for sending e-mails. The headers of the message include the address of
the recipient, being in the well know user@domain format and the payload includes
text along with attached files. The recipient can retrieve e-mail messages from the
messaging server, utilizing protocols such as the Post Office Protocol (POP) [75] and
the Internet Message Access Protocol (IMAP) [25], in a message-pull fashion.

Messaging
Server

Sender

Recipient

Fig. 9. Model architecture of messaging services

E-mail protocols can be directly usable on the mobile domain and most mobile
phones have a build-in e-mail client, however, the restricted user interface might re-

quire a lot of user actions, before the average user is able to share content. Solutions
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like [69] try to make content sharing, over mobile e-mail, easier. But, to optimize
even more the experience of mobile content sharing, the cellular telephone industry
has also defined a service known as the Multimedia Messaging Service (MMS) [2].
The core of the service uses formats and protocols that are similar to, but differ in
many ways from, those used in Internet e-mail [42]. However, the important aspect
is that MMS is also message oriented, supporting file attachments and addressing re-
cipients in a similar to e-mail address scheme. In MMS, addressing recipients can be
done either using the e-mail-like user@domain format, or using the Mobile Station
International ISDN Number (MSISDN), which is the mobile phone number of the

recipient user.

Moreover, nowadays instant messaging (IM) services allow users to quickly ex-
change short messages, in a chatting-like fashion and near real-time manner. These
services are based on an emerging number of standard protocols (SIP/SIMPLE, Wire-
less Village, JABBER, etc.) in addition to proprietary protocols (MSN, Yahoo!, AOL,
etc.) and standard APIs (JAIN SIMPLE, JAIN Presence, JAIN Instant Messaging,
PAM, JAIN PAM, etc.) [29]. Clients for many of these protocols exist also for mobile
devices, even though dedicated IM services also exist, and being natively supported
by the IP Multimedia Subsystem (IMS) [1,43] of the cellular networks. As in e-mail
and MMS, instant messages can also carry attachments, combined with text.

In relation to UGC, messaging services are very efficient and simple to use, since
they follow the user-centric paradigm, meaning that the sender selects the content he
would like to share and addresses it to a specific person. The recipient address of
an e-mail or an MMS is typically mapped to a physical person. Even more, people
are already well aware of the attachment paradigm, from the long usage of Internet
e-mail and attaching media items to messages is usually a straight forward procedure
for them. However, there are some key limitations, the most important one being
the size of attachments that can be accepted. In typical Internet e-mail, attachments
cannot exceed a few megabytes of size, while in MMS the limit is even lower, due to
the limited capabilities of devices. Thus, the users cannot send large number of high
quality images over e-mail or MMS, which renders these services not very practical

in real life, especially as the content quality and size keeps increasing.

Based on our classification of sharing paradigms, as presented in section 2.3.1, mes-

saging services are following the sending paradigm.
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3.2.2 On-line Content Hosting/Sharing Services

On-line content hosting and sharing services are typically web sites that allow the
users to have their multimedia content uploaded to a their servers, along with dif-
ferent types of metadata, such as description, textual tags describing the content and
geographical location of the capturing location. The content uploaded to the on-line
services is typically linked to a Uniform Resource Locator (URL), based on which
other users (consumers) can directly access it, or search for it via the search function-
ality provided by those services. The model architecture is shown in Fig. 10. Typical
popular on-line sharing services are Flickr !, for digital photos, and YouTube > for
videos. In the same category we include also the popular social networking sites that

allow content sharing, as part of the functionality, such as Facebook and MySpace.
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Fig. 10. Model architecture of on-line content hosting/sharing services

Most of these on-line services are web based, meaning that they are typically accessed
via a web browser, so they utilize the Hyper Text Transfer Protocol (HTTP) [37], both
for accepting new content (binary uploads) and presenting stored content to the con-
suming clients. Moreover, many of these services provide interfaces for interacting
with dedicated sharing applications, in a machine-to-machine fashion, such as the

Atom protocols, that we will analyze see in section 3.3.1.

Apart from the well know commercial services, such as Flickr and YouTube, there
have been also many research prototypes in this area, trying to make mobile con-

tent sharing even more efficient and easy, among groups of users. For example,

! Flickr: http://www.flickr.com/
2 YouTube: http://www.youtube.com/
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Flipper [24] is a system that supports the group-centric sharing of content among a
predefined list of people (e.g friends of “buddies’), while MobShare [98] is a client-
server system that utilizes current mobile phone and web technologies for immedi-
ate sharing of mobile images to an organized web album and providing full control
over with whom the images are shared. Similarly, mGroup [56] allows story based
communication spaces, where users can create media stories and can invite specific
members to access them. The work of [VI] tackles also the group content sharing,

but from a slightly different angle, by utilizing the home infrastructure.

Blogging is one of the latest major trends in sharing. Bloggers are driven to document
their lives on-line, provide commentary and opinions as well as form and maintain
community forums [76]. Typically, a blog is hosted by an on-line blogging service,
where the user uploads his content and others periodically visit to read it. Being also
web based, it supports any kind of multimedia content, thus it is suitable for content
sharing. However, due to its public nature it is usually intended for sharing with the
community, rather than small groups of family and friends. Mobile blogging is also
possible as special smart phone applications allow the direct uploading of content to a
blog and even some advanced solutions, such as [18], try to utilize context in order to
automatically generate related metadata. A challenging issue with mobile blogging
is that the cost can be inhibitive when using cellular packet radio for posting content,
which might not be worth, assuming that a personal weblog has a limited number of
daily visitors. The work of [V] tries to tackle this issue and proposes a solution that
can reduce the usage of the packet radio service when blogging from a mobile device,

while keeping though the same user experience that traditional weblogs provide.

Probably the most important disadvantage of hosting content to on-line services are
the privacy issues. The authors of [95] point out the privacy invasions which are
possible, when data mining on the server side is used on such shared content to build
up profiles of end users. Moreover, as users upload content to such sites, there is an
implicit loss of control for them and this can often have serious repercussions [95].
In a survey conducted by the U.K. Information Commissioner’s Office [109], it was
shown that 1/3 of the young people surveyed have never read the privacy policies of
such on-line services, and that 95% are concerned about the way that those websites

use their personal information.

Based on our classification of sharing paradigms, as presented in section 2.3.1, on-

line sharing services and blogs follow the offering paradigm.
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3.2.3 Peer-to-Peer Content Distribution

Distributed computer architectures called “’peer-to-peer” (P2P) are designed for shar-
ing of computer resources, such as digital content, storage, processing power, by
direct exchange, rather than requiring the intermediation of a centralized server or au-
thority [5]. Typically, such architectures are designed so that they can easily adapt to
connectivity failures and support constantly changing number of participating nodes,
while keeping their performance and connectivity. Content distribution is one of the
most important applications of peer-to-peer networks, allowing nodes to cooperate in

a distributed manner so that they can contribute, search, and obtain digital content [5].

Indexing Server

distributor Consumer
(peer) (peer)

Fig. 11. Model architecture of Internet peer-to-peer services

Peer-to-peer content distribution systems are created by a network of nodes (peer
computers) which form connections between them. This network, which is called
“overlay” network, is formed independently of the underlying “’physical” network,
which is usually an IP network, such as the Internet [105]. Based on the centralization

of their overlay network, P2P systems can be categorized as:

e Purely Decentralized, where all nodes are totally “equal” and perform exactly

the same functions (acting both as a server and a client).

e Hybrid, where most nodes behave as in the purely decentralized system, but
some nodes (called ”supernodes”) perform some extra functions, for example

behaving also as local central indexes.

e Centralized, where there is central server organizing the interaction between

peers. They usually keep directories of metadata, with information about the
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files available on the network, and the peer that stores them. However, file
exchanges still happen in a peer-to-peer manner, between the end nodes, as

show in Fig. 11.

Moreover, P2P networks are further categorized by their structure, depending if the
overlay network is created in a ad-hoc manner or following some predefined algo-

rithm and rules. The categorization is the following:

e Unstructured: the placement of content is completely unrelated to the overlay
topology. Content discovery is typically performed by searching the network.

e Structured: The overlay topology is controlled and content files, or actually
pointers to them, are placed at precisely specified locations. A mapping be-
tween content and its location, is formed in a distributed routing table, so that

queries can be routed to the node with the desired content [70].

One of the main features of most P2P networks, including the well known Gnutella
and Napster, is the ability to search over dynamic content [121]. Users are typically
required to search for the content they are interested and the systems are efficient
when multiple copies of the content exist in multiple nodes. This means that P2P
systems perform well when the same files are available in multiple nodes which is,
however, not typical for user-generated content. UGC is typically offered by one
person, the creator, and in case of snapshot media it is consumed only by a very small
amount of people (e.g. family and friends). Thus, the advantages of P2P networks
are not fully utilized, when users share their self-created content. Moreover, people
who wish to access the offered content must install special purpose software, which
limits the audience capable of reaching the content [8].

Sharing commercial content, which interests much larger groups of people, makes
much more effective usage of P2P networks, which are emerging as an alternative
solution to solve the mass distribution of large digital content [91]. Solutions that
integrate the functions of identification, tracking, and sharing of music with those of
licensing, monitoring, and payment, appropriate for secure distribution of commer-
cial content in P2P networks exist, such as the Music2Share [60] and CasPaCE [6].

On the mobile domain, P2P networks are still in a research mode, with the main work

focusing on mobile specific optimizations of existing P2P protocols, such as in [20].
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Actual implementations for consumer mobile platforms exist [34, 35], but they have

not really found their way to the everyday life of end-users.

Based on our classification of sharing paradigms, as presented in section 2.3.1, P2P

content sharing follows the offering paradigm.

3.2.4 Proximity Based Content Sharing

All the previously described sharing solutions assumed Internet connectivity, be-
tween two or more devices, for distributing digital content among end-user devices
and on-line services. However, with short range radio technologies it is possible to
also a establish a temporary, ad-hoc, network directly between two end-user devices
within physical proximity, for transferring content. In such a scenario, as shown in

Fig. 12 there is no need for connectivity to a public network, such as the Internet.
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Fig. 12. Model architecture of proximity based sharing

Nowadays, modern mobile devices include a plethora of wireless radio modules,
among which some support short range ad-hoc communication. The most widely
used proximity technologies are the Bluetooth (BT) [14] and Wireless LAN (WLAN),
which is based on the IEEE 802.11 standards [53].

Bluetooth is an always-on, low-power, and short-range radio technology for imple-
menting Wireless Personal Area Networks (WPANSs). Typically, devices need to be
within 10 meters to communicate, at the speed of 723 kbps. Bluetooth can be used in
many modes, which are specified in separate “profiles”. The profile that is the most
interesting for content sharing is the Generic Object Exchange Profile (GOEP). It is
based on the OBEX [54] protocol and defines the methods and procedures to be used
by applications dealing with object exchanges, such as files and media items. It al-
lows pushing objects from one Bluetooth device to another, so in the scope of content

sharing, that would be classified as giving paradigm, as it happens in a face-to-face”
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or proximity manner. Due to its slow transfer speeds Bluetooth is typically suitable
for limited number of media items, which are usually small in size, such as photos or

audio.

WLAN has two different modes, the infrastructure and ad-hoc, depending on whether
data is routed via an access point or directly in a point-to-point fashion. Typical in-
door range is 50 meters and data transfer speeds go up to 54 Mbps, in the 802.11g
standard. A WLAN network is identified by its service set identifier (SSID) and in
ad-hoc mode the network usually has some temporary SSID used to differentiate it
from other possible ad-hoc networks in proximity. The WLAN connection can be
either open, without encryption, or it can use either Wired Equivalent Privacy (WEP)
or Wi-Fi Protected Access (WPA) encryption. In its simplest form, the encryption
mechanism requires that a pre-shared key is configured in all the participating de-
vices. WLAN provides the physical and data link layers and does not specify any
higher protocols. It is typically used with IP, as a network layer, and thus any IP
based application can be utilized. Related to content sharing, a commercially avail-
able implementation of ad-hoc WLAN sharing is the Microsoft Zune player shar-
ing functionality [17], that allows users to exchange music between to compatible

portable media players.

Generally, it is possible that two devices, linked with an ad-hoc WLAN network,
exchange content if one runs a web server offering content and another one uses a
browser for consuming it (offering paradigm). Such a system is presented in [92],
which is focused on sharing of personal content through wireless mobile devices.
Full web server and development environment already exist, even for commercially
available mobile platforms [81, 119], which makes it possible to also use remote
file systems, such as the WebDAV [33], which is HTTP based. Moreover, as in ad-
hoc networks there is no infrastructure, utilization of pervasive network connectivity
protocols, such as UPnP [114] which we will analyze in 4.2, would provide even

higher flexibility, for transparent content sharing.

As proximity sharing happens in a face-to-face and device-to-device manner, since
it is based on short-range network connectivity, it is typically assumed that the users

participating in the session know each other, thus they are family or friends.
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3.2.5 Comparison

Putting together the core elements and characteristics of usage, for each one of the

presented sharing methods, Table 1 presents a brief comparison of them.

Table 1. Comparison of sharing methods in Internet & mobile domains

H Messaging  On-line Services  P2P Proximity
Sharing Sending Offering Offering Giving &
paradigm Offering
Typical media || snapshot snapshot commercial  snapshot
category
Typical content || photos photos & videos videos & photos &
type music music
Focus user-centric  service-centric content- device-
centric centric
Target recipient || few persons group of people or community  one person
size community
Target users || family & family, friends & community family &
groups friends community friends
Limitations / || media size privacy optimal for mobile fo-
concerns mass scale cused
Sample  solu- || e-mail ! Flickr/ YouTube/ Napster / BT OBEX
tions MMS Blogs Bittorrent / Zune
Sharing

It is interesting to note that only the messaging services (e.g. e-mail and MMS) are
“user-centric” focused, meaning that the sender addresses, as a recipient, specific
people using, for example, their e-mail address or mobile phone numbers as identi-
fiers. However, on-line sharing services could be characterized as “service-centric”,
as the users need to decide for which of the available services they want to be sub-
scribers of and upload their content there. In the P2P networks, the focus is on the
actual content, meaning that the users typically search for specific content (e.g. using
the title of a song as the search key), and they do not really care who offers the con-

tent and vice versa, who is consuming content that they offer. This is why P2P can
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be characterized as ’content-centric”. Finally, in case of proximity sharing, the focus
is “device-centric”, as the users need to decide to which other device they want to
send their content, or which device to browse for offered content. A simple example
is giving content using the Bluetooth OBEX, which typically requires that, once the
content to be shared has been specified, the user selects the target device from a list

of scanned devices in proximity.

3.3 Key Protocols and Architectures

As the offering paradigm is the strongest in the previously analyzed solutions, in this
section we will focus at the specific protocols and architectures that are the essential
mechanisms for content offering, on the Internet. Most of the on-line Content Host-
ing/Sharing Services (3.2.2) are mainly “living” on the World Wide Web (WWW),
since it is the common platform for most Internet applications and users. This is why
in this subsection we will focus on the HTTP based protocols and solutions which

are related to content sharing.

3.3.1 Web Syndication Protocols

The Internet Engineering Task Force (IETF) Atom Publishing Format and Protocol
(atompub) working group has specified protocols for editing, syndicating and archiv-
ing sources of episodic media content. Used mainly for news and blog sites, it follows
the web feed paradigm which allows a client to follow changes and updates on a web
site that it is interested into. Clients can “subscribe” to feeds and periodically poll
them to find out if changes or updates have occurred, in an extensive set of metadata

associated with the feed entries.

The two main specifications are:

e The Atom Syndication Format [79], which describes “feeds” consisting of “en-
tries”, each with extensible metadata. The description is based on the Exten-
sible Markup Language (XML) and incorporates fields similar to the Dublin
Core [28]. Atom feeds can be retrieved simply using HTTP GET with the
URL of the feed. Feeds and their entries can be managed and manipulated

using the Atom Publishing Protocol.
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e The Atom Publishing Protocol [45], is the editing protocol for Atom feeds.
Also based on HTTP, it is used for managing communication between a server
and a client, and supports the normal HTTP POST, GET, PUT, DELETE verbs
for the respective CRUD (Create, Read, Update, Delete) operations on Atom
entries. It also benefits from features and optimizations generally available
with HTTP, such as authentication, encryption and improved scalability through
caching [III].

Atom protocols are nowadays used by most web sites that offer frequently updated
content, such as blogs, social network based services, online photo albums and news
sites. On the client side, it is supported by most web browsers, feed readers and

online album sharing applications, both on the desktop and mobile domains.

Really Simple Syndication (RSS) [120] is an XML format similar to Atom Syn-
dication Format and is used for the same purpose. However, Atom protocols are
more strictly defined, while they are richer in functionality and detail than the older
RSS [7]. Atom Syndication Format and RSS have been both widely used in web sites
and nowadays are equally supported by most services. In content sharing, the biggest
advantage of Atom protocols, compared to RSS, is the support in Atom Publishing
Protocol for both upload and download of content and its descriptions, while RSS
supports download only. This is why Atom is utilized in many client applications,
desktop and mobile, for allowing content uploading directly to content sites, without
the need of using their web page interface and a browser. As Atom protocols are
more appropriate for content sharing, than RSS, and also standardized by a widely
accepted body such as IETF, we choose to build the work of this thesis on them,
rather than RSS.

Since the Atom publishing protocol is based on HTTP, any authentication mecha-
nism compliant with the HTTP Authentication Framework [40] can be used for au-
thenticating the users clients. When access authentication is required, at minimum
Transport Layer Security (TLS) [30] with HTTP Basic Authentication [40] has to be
supported.

Apart from their initial usage, for representing blog and content entries, web syndi-
cation feeds have been also used in many new contexts. Google Calendar' exports

user calendar entries in Atom feeds, so they can be mashed-up with other sites and

! Google Calendar: http://calendar.google.com/
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services. The recently specified FeedSync protocol [86] takes web syndication feeds
even further, by defining extensions that enable loosely-cooperating applications to
use Atom and RSS feeds as the basis for item sharing. That means enabling the bi-
directional, asynchronous synchronization of new and changed items amongst two or
more cross-subscribed feeds. That could apply to shared calendars, shopping lists,

notepads, etc.

3.3.2 WebDAV

The IETF Web-based Distributed Authoring and Versioning (WebDAV) [33] proto-
col defines extensions to the HTTP/1.1 protocol that allows clients to perform re-
mote web content authoring operations. Basic HTTP allows web clients to retrieve
resources from a web server and also post new resources . The HTTP with the Web-
DAV extensions basically gives read-write access to the clients, in that way that it
can be used as a remote file system for the Internet. Some of the key features of the
WebDAV include overwrite prevents, with the usage of exclusive and shared locks,
metadata (properties) and copy or move remote files, as well as versioning and access
control lists, with some further extensions. WebDAV protocol is natively supported
by major operating systems by default, e.g. Microsoft Windows and Apple Mac OS
X, as well as web servers like the Apache HTTP server 2.0 2 and on-line services
like the Apple MobileMe 3. Moreover, its applicability to mobile devices has been
studied in [108] and it is nowadays natively supported in the Symbian based smart
phones, running platform S60 # with Feature Pack 2 (FP2), .

As WebDAV is also fully based on HTTP, any authentication mechanism compliant
with the HTTP Authentication Framework [40] can be used, for end user authentica-
tion, and it can also be combined with any of the HTTP compatible mechanisms for

secure data tran sport.

When it comes to content sharing, WebDAV provides an excellent mechanism for
moving content between a devices, i.e. a client and a server, with the simplicity of
moving files from one system directory to another one. This way, users can easily

upload their digital content to on-line services, without the need of special client

2 Apache HTTP Server project: http://httpd.apache.org/
3 Apple MobileMe: http://www.apple.com/mobileme/
4 860 platform: http://www.s60.com/
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applications, as the WebDAV client is an integrated part of most operating systems.

3.3.3 Representational State Transter (REST)

The Representational State Transfer (REST) [38] is an architectural style for dis-
tributed hypermedia systems, like the World Wide Web (WWW). REST specified a
set of architecture principles which suggest how data resources are represented and

addressed.

Key principles of REST architecture are:

e Application state and actual functionality are abstracted into resources. Any
information that can be named can be a resource (e.g. a document, an image,
a temporal service, etc.). Any concept that might need to be addressed and

referenced must fit within the definition of a resource.

e Every resource must be uniquely addressable using a universal syntax, such as
a Uniform Resource Identifier (URI) in HTTP.

e All resources must share a uniform interface for the transfer of state between
client and the resource (hosted on the server). There has to be a set of well-
defined operations and content types, while code on demand could be option-
ally supported.

e The protocol used for communication between the resource data provider and
consumer has to be: client-server, stateless, layered and cacheable.

REST architecture is nowadays followed in many Internet services for loosely cou-
pling different services, in order to provide rich data mash-ups [46]. The key is that
services can provide simple interfaces, which transmit data over HTTP, without the
need of an additional message or object exchange layer such as Simple Object Access
Protocol (SOAP), and there is also no need for tracking sessions, via HTTP cookies.
This paradigm of simple REST-based service composition, which is widely used on

the Internet, is studied in [ VIII] for enabling user controlled mash-ups.

When the REST architectural principles and constraints are applied, as a whole, it

provides: “enhanced scalability of component interactions, generality of interfaces,
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independent deployment of components, and intermediary components to reduce in-

teraction latency, enforce security, and encapsulate legacy systems” [38].

We did this small presentation of REST architecture because the World Wide Web,
on which most Internet sites are based, is the key example of a REST design. It
follows all the key principals mentioned and it has proved how scalable it is, with
almost all the Internet users utilizing it daily. Moreover, the two key content sharing
protocols that we described earlier, Atom and WebDAYV, are REST-compliant, as they
also follow the principals (e.g. resource oriented, URIs for addressing, stateless and

cacheable).

Systems which follow the REST principles are often referred to as "RESTful” [117].

3.3.4 Mobile Web Server

Web Servers have been typically used in static, powerful, Internet nodes. However,
as the processing power of smart phones increased, research implementations of Web
Servers for mobile devices emerged. For the S60 mobile platform there has already
been a full port of the popular open-source Apache Web Server [81, 119]. By de-
fault, one would assume that having a mobile web server would allow the mobile
phone to be reached, via a standard web browser, no matter its location, as long as
there is cellular network coverage. However, as pointed out in [118], there are a few

connectivity issues, when a mobile operator is involved. More specifically:

e Operators typically utilize firewalls that are configured to prevent all traffic,
which is not initiated from inside the operator network, to reach their mobile

domain.

e While Transmission Control Protocol (TCP) connectivity is supported in op-
erator networks, it usually has some special characteristics that makes appli-
cations behave differently than expected. For example, a long idle time on
an established connection might trigger a disconnect, based on the operator’s

policy configurations.

e Mobile phones on a mobile network are typically assigned a dynamic IP ad-
dress, which is most commonly also a private IP address, behind a Network
Address Translator (NAT).
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All these issues actually make it impossible to reach a mobile web server, from the

public Internet, in a real-life operator environment.

Gateway &
Reverse Proxy

Serve Cellular Operator
Network

Fig. 13. Architecture for connectivity to a mobile web server

To overcome these problems, the [118] discusses how these issues can bypassed in
order to allow traffic, from the public Internet, to reach a mobile server. The solution
proposes the usage of static gateway or proxy infrastructure on the Internet, which is
used as an end-point of a tunnel established by the mobile phone, as shown in Fig.
13. The gateway acts as a static reference point which proxies incoming requests to
the appropriate mobile web server. Frequent, short, heart-beat packets (between the

mobile phone and the gateway) make sure that the tunnel is kept alive.

This architecture opens a new dimension to content sharing, as it enables direct con-
tent offering from mobile smart phones, without the need to upload the content to
an intermediate server. This could make the smart phone the sole device required in
the content life-cycle, since it would be the device which captures, hosts and offers
content, while it still has the required interface for the user to manage it. Moreover,
as a mobile web server is essentially a full HTTP server, all the HTTP-based pro-
tocols and extensions which we previously discussed, such as Atom protocols and
WebDAV, can be also used in the mobile environment, where the phone acts also as

a server, not only as a client.

3.4 Summary

In this chapter we presented and analyzed the main content sharing solutions cur-
rently used on the Internet and mobile domains, namely messaging services, on-
line content hosting/sharing services, peer-to-peer content distribution and proximity

based sharing services. The offering sharing paradigm was identified as the strongest
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in this area, when sharing snapshot media with a group of family members, friends or
even the wider community. We then presented the key technologies and architectures
that are currently used, such as RESTful principals, Atom and WebDAV protocols,
as well as the concept of the mobile web server, which is a promising future enabler
for personal content sharing. The ”winning” protocols and solutions, when it comes
to these domains, are the IP and more specifically HTTP based ones, as HTTP has
succeeded to be the de-facto standard on the Internet, especially when mashing-up

and coupling different services.
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4. CONTENT SHARING IN THE HOME DOMAIN

For non-professional content creators, their homes remain the main hub of the con-
tent administration, editing and archiving, mainly by PC, of the content that they
produced using their hand-held devices. In this chapter we study the characteristics
of computer home networks, also known as residential networks, the main technolo-
gies and protocols used, as well as solutions for offering content directly from the

home network.

4.1 Home Networks

Traditional consumer electronics devices, such as television sets and audio systems
are getting new functionalities and features, like the ability to show digital images,
play music from digital media, stream media from the Internet and digitally record
(’time shift”) live broadcast programs. Even more, many of these new home devices
are not functioning only independently. High-end models can discover each other
and in a service oriented architecture paradigm combine their services in order to
provide new levels of wellbeing and entertainment for the people possessing them.
These scenarios are based on the assumption that modern residences are equipped

with some type of home network.

A home network can be defined with the following two definitions, the first being
technical and the later one being more social:

e A home network interconnects electronic products and systems, enabling re-
mote access to and control of those products, systems and any available content

such as audio, video, or data [83].

o the networked home is defined in terms of two major components: an inter-

nal household network, which primarily consists of network relationships with
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family and friends and social circles; and an external network connecting the

home to outside agencies [115].

As broadband Internet connections are becoming a reality and available to a high
percentage of the population [103], the usage scenarios of home networks have also
changed, as they are not just printer sharing, web browsing and e-mail communi-
cation. Downloading content for entertainment, watching it on the large living-room
television set, or having two-way video calling is now a reality for many, even though
there is significant household effort not just to coordinate the home network usage,
but also to set it up and maintain it [47]. One thing is for sure, users want technology

to be simple, be invisible and work [66].

Based on recent market forecast [41], the worldwide home networks were almost 100

million and they are expected to double by year 2011, as shown in Fig. 14.
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Fig. 14. Worldwide households with a home network

There are many different network architectures and technologies that can be found
in a home network, as presented in [11, 107]. In this thesis, for simplicity reasons,
we will assume a generic model, that encompasses most of the typical home network
setups. As shown in Fig. 15 we assume that the Internet connectivity is provided
by an Internet Service Provider (ISP), which is delivered to the home over a ca-
ble or telephone network (for example via an Asymmetric Digital Subscriber Line)
and terminates, at the customer premises, at a home gateway. In the home network,

connectivity is usually provided either by a fixed cable backbone (such as Ethernet)
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or nowadays it is very common that the home gateways also act as wireless LAN
(WLAN) access points. So, home devices can communicate to each other, in a wired
or wireless manner, and have connectivity to the public Internet. Also, in the context
of this thesis we assume that the main networking protocol used is the Internet Pro-
tocol version 4 (IPv4), and we do not study the version 6 (IPv6), since it is not, yet,

supported by many consumer electronics devices.

Consumer
Electronics Device

-
Link to ISP

Home Gateway
Smartphone

Fig. 15. General home network architecture

From the networking point of view, the ISP would typically assign one public IP
address to a home network and that would be assigned to the Wide Area Network
(WAN) interface of the home gateway. Then, the gateway usually acts as a Network
Address Translator (NAT) [104] and implements a Dynamic Host Configuration Pro-
tocol (DHCP) [32] server, that provides private Internet Protocol (IP) addresses [21],
to the devices connected on the home network, as shown in Fig. 16.

ISP's
DHCP and DNS @

External Public Network
(Internet)

Internal Private Network

@ Private IP address DHCP Server +
NAT Router +

Global IP address DNS Relay +
Firewall

Fig. 16. Typical network topology of a home network

Additionally, the home gateways typically act as Domain Name Service (DNS) re-
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lays, so that in-home DNS queries are redirected to the ISP DNS server, and as fire-
walls so that they would block undesired external traffic from reaching the home

devices.

4.2  Universal Plug-and-Play (UPnP) Protocols

One of the visions of home networking is to provide ubiquitous connectivity and in-
teroperability among devices of different manufacturers. Many protocols exist for
device and service discovery [50], and up to date as many as 50 standards and orga-
nizations are related to home networking [93]. However the dominating protocols,
supported by more that 860 partners, have been those of the UPnP Forum !. The
UPnP architecture enables pervasive peer-to-peer network connectivity of PCs, in-
telligent appliances and wireless devices [74]. UPnP is versatile and designed so
that it can run on a variety of devices, including resource constrained mobile smart
phones [48]. In this section we will briefly describe the core specifications of UPnP

protocols, which are important for this thesis.

4.2.1 UPnP Device Architecture

The UPnP Device Architecture (UDA) [114] provides support for ’invisible” net-
working, meaning zero device configuration and automatic device and service dis-
covery, for many device categories. Devices can dynamically join a network, obtain
an IP address, announce their name, report their capabilities and discover the pres-
ence and capabilities of other devices, connected to the same network. Devices can

also disconnect and exit the home network without leaving any state information.

In UPnP scenarios devices are controlled by clients, which are called ”Control Points”.
The control point is responsible for coordinating the operation of a UPnP device in
order to achieve the tasks and the function that the end user desires. UPnP devices
do not directly interact with each another, rather the coordination between them is
executed and synchronized by the control point. In Fig. 17 the layers of UPnP net-
working are presented, in a “bottom-up-approach”, that is starting from the lower

level connectivity issues, up to presentation.

1 UPnP Forum: http://www.upnp.org/
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Fig. 17. Layers of UPnP networking

In more detail, the each step has the following functionality [9,59]:

Addressing is the very first step towards UPnP networking. Every UPnP device
needs to automatically acquire an IP address, before it can communicate with any
other entity. Control points and devices get addresses for a DHCP server, if available
in the network. If not, then they should select an address based on Auto IP, which
is an implementation based on [21]. Auto IP essentially suggests that a node picks
an address in 169.254/16 range and checks to see if it is used, using the Address
Resolution Protocol (ARP).

Discovery of network-based resources is the next step. When a device joins the UPnP
network, the discovery protocol allows the device to advertise its services to control
points across the network; and allows a control point to search for available services.
This is done by sending multicast search message, using Hyper-text Transfer Proto-
col (HTTP) over User Datagram Protocol (UDP) over IP, using the HTTP Multicast
(HTTPMU) [114]. Devices that receive the search message reply back in a unicast
manner. The discovery multicast address, and the format of the advertising messages
defined by the Simple Services Discovery Protocol (SSDP) [114]. A UPnP control
point can limit the search parameters and just look for devices of a particular type
(such as just audio devices) particular services (such as clock services) or even a

particular device.

Description covers the format of the documents used to describe UPnP devices and
the services provided by them. If a control point needs to know more about the ser-
vices offered by the device it needs to request the description document that is in
Extensible Markup Language (XML) format. This document describes the physical
device and all its logical embedded devices, services, manufacturer information, etc.
Service description lists what is implemented by a service. That includes the set of
actions and methods implemented, which may have zero or more arguments (param-

eters). Each argument is also tied to a state variable. Variables can be read by control
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points, and as we will see later, they can subscribe” so that they are automatically
notified when a variable changes. Note that this service description information is
defined by UPnP Forum for a standard service, but if a vendor would like to create a

non-standard service, then the vendor should provide this information.

Control describes the remote procedure call mechanism, used by control points, to
invoke services offered by UPnP devices. This is done using the Simple Object Ac-
cess Protocol (SOAP) [16]. Through the use of SOAP a control point can query
or change the elements in a service’s state table, such as turning the device on or
controlling the volume of an audio system. The control point creates the XML docu-
ment that contains the commands and posts it to control element of the device to be
controlled. SOAP messages are delivered on top of HTTP.

Eventing defines how control points are notified about changes on the state of de-
vices. Once a device or control point subscribes to the services of a UPnP device, it
can stay informed of the state of those services. They can subscribe by using the event
notification service URL (provided in the service description) and are then notified
by the UPnP device once the state of the services changes. For example, subscribing
to the events of a television set, a control point would get a notification when the
television is turned on, or off. Or, it can be notified when the temperature of a room
change, if such a service is offered by a UPnP enabled home air-conditioning sys-
tem. Event messages are delivered via HTTP using the General Event Notification
Architecture (GENA) [114].

Presentation defines how a UPnP device may use standard web protocols to pro-
vide a typical web page that can be accessed via any web browser. Basically, it is
allowed for a UPnP device to include, in its device description, a URL that points to
its own web server and links to a standard web page, which can be, however, dynam-
ically updated. This way, a user can use a standard web browser in order to access

information, and maybe also control, a device.

These basic steps, of the core UDA, specify only how devices can join the network,
discover each other and how to perform actions. But, it does not specify the actual
messages or data exchanged between the devices, or the functionality expected by
them. These are topics that separate specifications, still under the UPnP Forum, are
handling. Next, we will briefly present two of them, which are essential for this

thesis.



4.2. Universal Plug-and-Play (UPnP) Protocols 43

4.2.2 UPnP AV Architecture

The UPnP Audio/video (AV) Architecture [113] defines the general interaction be-
tween control points and UPnP AV devices, such as media servers and renders (Fig.
18). It is independent of any particular device type, content format or transfer proto-
col. The architecture allows compatible devices to support multiple formats of media
content types and also different types of data transfer protocols, such as HTTP or
Real-time Transport Protocol (RTP). A typical UPnP AV scenario suggests the trans-
fer or streaming of multimedia content (such as movies, images or songs) from one

device to another, for copying or rendering.

UPnP Device UPnP Device
(e.g. Media Server) UPRP Actions (e.g. Renderer)

UPnP Control Point
(e.g. Remote Control)

Fig. 18. Typical UPnP device interaction model

Additionally, the MediaServer specification [112] suggests a general-purpose device
that can instantiate any repository device that holds and stores AV content, such as
media, to other UPnP AV devices on the home network. The stored content is ex-
posed and offered via the ContentDirectory service (CDS) [111]. CDS provides a
uniform, and well specified, mechanism for control points (such as remote controls
with a rich user interface) to browse the content available on the server and obtain
detailed information and metadata about their respective individual content objects.
Moreover, it specifies a lookup and storage service that allows clients to locate and
store individual objects, such as songs, movies, and pictures that the server is capable
of offering. The metadata defined in CDS includes fields from the Dublin Core [28]
metadata and DIDL Lite [55].

The UPnP AV architecture is important for content sharing, in the home domain, as it
is the main standard for content distribution among home devices. It is already sup-
ported by many, multimedia focused, networked consumer electronic devices, such a
media renderers and advanced audio systems, and at the same time implemented as

part of most network attached storage (NAS) devices available on the market.
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4.2.3 UPnP Internet Gateway Device (IGD)

The UPnP Internet Gateway Device (IGD) [110] is a UPnP device that is located on
the “edge” of the residential network, that would mean between the home Local Area
Network (LAN) and the Wide Area Network (WAN) that provides the connectivity to
the public Internet. As a physical location, IGD typically resides on the home gate-
way, which typically implements the functionality that the IGD specification requires,

but in theory it could also be a piece of software installed on a PC.

The UPnP IGD Standardized Device Control Protocol specifies a collection of de-
vices and services which enable compatible UPnP Control Points to control the initi-
ation and termination of data connections, going through the home gateway and at the
same time monitor the status and events of these connections. Moreover, it allows ad-
ministration of the configuration services provided by the gateway, for example the
configuration of the Dynamic Host Configuration Protocol (DHCP) server or Dy-
namic Domain Name Service (DNS) relay. But, one of the most important features is
that it also provides a functionality which allows the control points to administer the
network address translation (NAT) on the IGD device. This means that a UPnP IGD
control point can make requests to an UPnP IGD (i.e. the home gateway), in order to
allow incoming traffic from the public Internet and forward it to a specific in-home
device. Basically, this allows the configuration of the port forwarding functionality

(which we present later in section 4.5.1) and the home firewall.

4.3 Digital Living Network Alliance (DLNA)

The UPnP protocols do not strictly specify the expected capabilities of home devices.
For example, UPnP does not specify how devices physically connect to the home net-
work, or what kind of media files a UPnP AV renderer should be able to “play”. This
led to incompatibilities and problematic user experience, as the UPnP certification
was not enough to guarantee that two (in theory) compatible devices would actually

cooperate as the user would expect.

In order to guarantee better interaction among home devices, consumer electronics,
PCs and mobile phones, the Digital Living Network Alliance (DLNA)!' was formed

! Digital Living Network Alliance: http://www.dIna.org/



4.4. The Extended Home Concept 45

in 2004. DLNA released guidelines [31] with stricter information on how to build
interoperable devices for the networked home. DLNA guidelines still heavily utilize
the UPnP protocols but on top of that they define the issues that were not covered
there, such as the physical connectivity, security pairing of home devices, mandatory
media transport protocols and media formats. The DLNA guidelines were based on
some core use cases, which are mainly focused around digital media distribution in
the core home network. However, they do not cover or address any use cases related
to content distribution out side the core home network, that would require exchange
of data between the home and a remote entity. This scenario, or remotely accessing
home hosted content, is an essential element of the "Extended Home” concept, as

presented in the next section.

4.4 The Extended Home Concept

The digital home research has been long focused on combining communication, mul-
timedia and home automation networks, promising to simplify the everyday life of
the users. But, the main area of research has been the devices and the technolo-
gies within the physical home. The “extended home” concept places the user in the
center of the home ecosystem, giving focus on how the people can access their home-
hosted services and content, regardless of their location or device. Users shown not
care about the underlying technology [90].

One can consider extending the home network by [3,78]:

e Spatial extensions

— Users taking home with them when not at home (e.g., access to home

information, remote home control)

— Extending the (closed) home network to multiple homes or home-like

sites (office, car, etc.)
e Functional extensions

— Extending the home interface to external services

As shown in Fig. 19, the federation of all the domains, linked to the core home

network, in a virtual environment constitutes the “extended home”. The goals is
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to “distribute” the resources of an “evolved” home network over several physically
separated domains, allowing the user to have similar application and service usage

experience as if he was accessing services from within the home core [89].

) School

Extended
Home
User

Core Home

Friend's home Network

Fig. 19. The Extended Home concept

The vision is that the extended home environment will handle the issues, at network,
service and application level in order to provide both service nomadism, allowing
access to the home domain services from any public service providers to which a

user is subscribed, and user nomadism, enabling roaming across home domains [89].

An important enabler for the extended home concept is the opening on the home
network to external entities and networks, in order to make its devices and services
remotely accessible. This "Remote Access to Home Networks”, is explained in the

next section.

4.5 Remote Access to Home Networks

As home networks get more and more advanced, with fast always-on Internet con-
nectivity, hosting many devices and services, users have the need to access some of
them while they are also away from home. This capability of accessing, from an
external Internet node, devices and services that are located in the home network, is
called "Remote Access to Home Networks” [11]. The external device could be any
Internet connected device, such as an office computer, a public Internet Cafe PC, a

portable Personal Digital Assistance (PDA) or a mobile phone.

The remote access to home is not a straight forward procedure, due to the implications
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that the NAT introduces [100], which break the Internet end-to-end reachability and
addressability. As in-home devices are assigned private IP addresses, they cannot be
directly accessed from the public Internet. As mentioned in 4.1, there is typically only
one (public) globally routable IP address assigned by the ISP, and this is typically the
address of the home gateway. Thus, this is the only home device that can be reached
from the public Internet. There are three main techniques, in the IPv4 domain, used

to over come this problem.

4.5.1 Port Forwarding Technique

To overcome the routability problem, that the NAT introduces in the home networks,
the ”’port forwarding” technique is typically used in combination with the NAT func-
tionality of the home gateway. As shown in Fig. 20 it suggests the creation of a
mapping table in the NAT router, i.e. home gateway, which allows a request that is
directed to a specific TCP/UDP port of the public IP address of the gateway to be

forwarded to a port attached to any of the internal IP addresses, according to rules

predefined by the user.
Data traffic to
Data traffic to ) _ Privale IP address  192.168.1.100:80
100.100.100.100:81 Public IP address: g5 4gg 4 4

100.100.100.100 PC1

Private IP address:
Remote device 192.168.1.100
Public IP address:

200.200.200.200

Internet

Home Gateway
(NAT with
port forwarding)

PC2
Private IP address:
192.168.1.200

Data traffic to Data traffic to
100.100.100.100:80 192.168.1.200:80

Fig. 20. Port forwarding example in a home network

The most important advantage of port forwarding is that it works on TCP and UDP
protocol level. This means that once the rules are correctly set, almost all the appli-
cations and services can work transparently, as if the NAT was not there. Moreover,
since the forwarding is not done on a very high level, there is no need for significant
processing power at the gateway device, thus it can run on an inexpensive embed-

ded hardware platform. This why it is practically deployed on all home routers and
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gateways currently available on the market and used in most homes with a broadband
Internet connection. On the other hand, configuring the NAT rules requires network
administration skills and knowledge that the average home user is not capable of.
However, in some application cases solutions like the UPnP IGD, that was presented
in 4.2.3, ease the task of configuring port forwarding, for the end user.

4.5.2  Virtual Private Network (VPN) Technique

The Virtual Private Network (VPN) [99] techniques allow a remote client to estab-
lish a secure communication channel to a home network, over a public and shared
network such as the Internet. VPN is mainly used by corporations that need to se-
curely connect their different site networks or allow their employees to remotely work

on their main network. Nowadays, some home gateway devices also provide VPN

Other remote device

Home device

Remote device
Connected via VPN to
home network

External network

Home device

Fig. 21. Virtual Private Network (VPN) to the home network

server functionality. VPNs have the capability of providing the same security and

management policies as the home network.

The client establishes an end-to-end tunnel to the VPN gateway and can then use all
the resources of the private network, as if it was directly connected there (Fig. 21).
Moreover, a remote client can also get a private IP address, from the home address
range and communicate with the rest of the home devices using any IP based protocol
and service. Since the tunneling mechanism hides all intermediate transit nodes,
protocols which require a small Time to live (TTL) value, such as UPnP, could still

work on top of a VPN connection.
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4.5.3 Application Layer Gateway Technique

An Application Layer Gateway (ALG) is a gateway from one network to another for
a specific network application [85]. In the context of the home domain, it can be used
on the edge of the home network, for relaying or proxying traffic between the wide
area network and the in-home network. An example would be an HTTP gateway,
that would accept requests on the Wide Area Network (WAN) interface of the home
gateway and forward them requests to some in-home web server, as shown in Fig.
22,

HTTP Request to:
HTTP Request to: Private IP addr http://192.168.1.100/
http://192.168.1.100/, using Pyplic P address: 1923128 s
100.100.100.100 as a proxy  100.100.100.100 U

PC1
Private IP address:
192.168.1.100

Home network

Remote device
Public IP address:
200.200.200.200

e ———

Internet

Wome Gateway
with HTTP Proxy

Fig. 22. Application layer gateway

The HTTP ALG/Proxy solution solves one of the biggest disadvantages of VPN,
which is the requirement for special VPN client software on the remote device. Al-
most all Internet enabled devices have a web browser and HTTP stack, so this could
be the user interface and transport protocol for accessing the home resources.

4.5.4 Challenges with Remote Access

Choosing the appropriate remote access technique, for accessing a home network,
is not a simple choice, as there is not ”standard” or “winning” solution. Each one
of these basic solutions has some advantages and disadvantages, which should be
considered when designing the application or service that is supposed to use them,
in order to decide which solution is the best for the given scenario. Here, we will

discuss optimal operating functions and challenges for there solutions.

Type of traffic: Port forwarding works on top of IP layer, meaning that almost all
TCP and UDP based protocols would work via NAT with port forwarding. VPN
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solution works in even lower layer, so that essentially any type of IP traffic can be
essentially work transparently. On the other hand, an application layer gateway works
on the higher application layer and it is bound to a specific protocol, higher than TCP
or UDP, that it is designed for (e.g. HTTP proxy, designed for web traffic).

Compatibility with UPnP: UPnP technology was envisioned to be deployed in local
area networks. This initial design goal lead to decisions are which make it challeng-
ing, nowadays, to expand the original scope of UPnP beyond the physical boundaries
of local area networks, such as those found at home. The most important challenge
is related to the device discovery described in the “discovery” step of 4.2.1, which
involves multicast messages. Multicast traffic is challenging to forward beyond the
home network due to the fact that typical Internet routers are configured so that they
discard it. And the typical port forwarding and application layer gateway techniques
do not help with this, rendering them inappropriate for accessing a UPnP home net-
work, from a remote device. The VPN technique is a solution that is not affected by
this problem, since the connection appears as a tunnel that hides all the intermedi-
ate routers. However, in practice UPnP might not be usable in a VPN environment
due to long delays caused by the bearer latency on some network segments (e.g. ra-
dio access networks like GPRS), and the unreliability of the User Datagram Protocol
(UDP), which is used as the transport protocol in UPnP discovery phase [II]. Most
UPnP devices and applications come with a very short, fixed, device search timeout
period, which would render them unusable in most VPN environments, on top of a
mobile network. Moreover, since VPN transparently forwards all device advertise-
ments, from the home network to the remote, it would not provide the optimal user
experience, as the remote user would be prompted to use devices that might not make
sense remotely (for example, display photos on a home TV set, if the user is not at

home). All these issues of VPN are addressed and solutions are proposed in [II].

Application Protocol Requirements: Because port forwarding and ALG techniques
rely on address mapping, between internal and external addresses, there are some
considerations [100] that need to be taken into account, when designing applications
and protocols that would be used in network setups, with these elements. The single
most important one is the guideline that DNS names, and not IP addresses, should be
used in the payload of the messages exchanged. This is one more reason why UPnP
protocols cannot be used in these environments, as it actually uses IP addresses in the

payload of the messages. However, the VPN solution is not actually affected by this
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issue, and does not impose any limitation or requirements on the protocols that can

be used over a VPN tunnel.

Addressing scheme in/out home: The addressing scheme, for accessing home hosted
devices and services, is different if the client is in the home network or trying to ac-
cess it from outside, for the port forwarding and ALG techniques. For example, a ser-
vice that might be accessible at the internal address http://192.168.1.100:80/, needs
to be accessed using the URL: http://100.100.100.100:81/ if the client is outside the
home network (example of Fig. 20). Obviously, this creates confusions to the users
and in some cases they might need to have duplicate configurations at their devices.
This is the problem that [I] addresses, without the need of any extra client software.
VPN is not affected by this issue, as addressing is the same no matter the physical

location of the client device.

Functionality & Configurations: Looking at how those basic remote access tech-
niques can be deployed in real life, we can say that port forwarding requires function-
ality to be embedded only at the home gateway, where also configurations are needed
(port forwarding mappings). Similarly, for the ALG, functionality is implemented
there and so are the configurations. However, in the case of VPN special software
is required at the both ends of the tunnel, namely the VPN end-points, meaning the
home gateway as well as the remote client. The client device needs, apart from the
VPN client software, the appropriate settings (e.g. security certificates), for estab-

lishing a connection.

Complexity: The simplest solution to implement is the port forwarding. It works on
the TCP/UDP layer and does not require heavy processing power, as it basically only
changes IP headers and forwards the traffic. This is why it is widely deployed in most
NAT devices available on the market. An ALG requires more complex implemen-
tation, as it is specific to a protocol. Also, more processing power is expected from
the hosting hardware device, as all IP packet payloads needs to be parsed. Finally,
the VPN can be considered the most "heavy” solution, as it is usually combined with

encryption mechanisms, that require intensive processing power.

Security (Encryption & Authentication): As remote access implies that traffic (be-
tween the client device and the home network) is routed through the public Internet,
it means that some security considerations need to be taken into account. Since the

home network is hosting private data, it would be sensible to require encryption in the
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exchanged traffic, so that no intermediate entity can intercept it, as well as authen-
tication of connections, so that only trusted clients can connect to the network. In
the case of port forwarding, the encryption and authentication should be handled by
the two communicating end-points, that is the remote client application and the home
device that host the offered service (e.g. a media server), as the NAT with the port for-
warding functionality, is transparent and cannot add any encryption functionality to
the exchanged data. This is an important limitation of this solution, since it assumes
that the in-home services and devices are “remote access” aware (i.e. supporting en-
cryption and authentication), something that is not a reality, at least in existing home
devices. As mentioned earlier, UPnP protocols were designed for local network us-
age and thus most devices or service do not support any encryption, since the home
environment is assumed secure. However, in the case of VPN and ALG the situation
is different. There, the encryption and authentication need to be handled by the VPN
gateway end-point and the ALG, respectively, on behalf of all the in-home devices.
This means, that those solutions can work with legacy in-home devices, that are not
“remote access” aware. The secure tunnel is terminated at the VPN gateway or the
ALG, and traffic does not need to be encrypted in the home network. Usual encryp-
tion mechanism for VPN is IPSec, while for ALGs that utilize the HTTP protocol,
Secure Socket Layer (SSL) is typically used.

Scope of usage: As a general, high level, classification of the different techniques,
we could say that VPN is suitable for remotely accessing the whole home network, in
a totally transparent way. The port forwarding technique, is suitable for higher level
access of any TCP/UDP home hosted service. And finally, the ALG is suitable for
accessing a very specific home hosted service, that is compatible with the function-
ality of the used ALG (eg. a web service that is used in combination with an HTTP
ALG).

Table 2 summarizes the specific characteristics of each solution, as presented in this

section.

In is important to note that the solution characteristics and limitations mentioned in
the section refer to the ”core” or “elementary’ solutions available for remote access to
home networks. There has been a lot of research work for coming up with tweaked”
and modified solutions that solve some of the presented problems, usually with the
addition of new element enhancement or modification. We will present the ones that

are more relevant to content sharing in the next section.
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Table 2. Comparison of core remote access techniques

Port Forwarding Virtual ~ Private Application Layer
Network (VPN) Gateway (ALG)
Type of traffic Any TCP or UDP  Any IP Only specific pro-
tocol

Compeatibility with || No Yes (in theory) No

UPnP

App. protocol re- | No addresses in Norequirements No addresses in

quirements payload payload

Addressing scheme || Different Same Different

in/out home

Functionality Only gateway Gateway and re- Only at ALG

required at mote client

Configurations re- || Only gateway Both VPN end- Only at ALG

quired points

Complexity Very low High Low

Encryption Atall in-home ap- Only at VPN end- Only at ALG
plications point

Authentication Atall in-home ap- Only at VPN end- Only at ALG
plications point

Scope of usage Accessing  any Accessing whole Accessing a spe-
service network cific service

In this section we made the assumption that every home network is assigned a public
IP address, by its Internet Service Provider. However, that are cases that home users
cannot get public IPv4 from service providers, especially in developing countries. In
those situations Network Address Translation (NAT) and port forwarding are used
in the ISP level, but this results into multiple homes sharing” the same public IPv4
address. Solutions for solving this kind of special situations have been proposed, such
as in [51], where IPv6 and IPv6 transition mechanisms in cooperation with existing

VPN solutions are suggested.
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4.6 Content Offering Directly from Home

4.6.1 Motivation for Offering Content Directly from Home

It is estimated that the next decade many homes may have greater amounts of personal
non-commercial digital content than commercial content [23]. That means that a
large amount of user-generated content would be available on a networked home and
thus, we could argue that offering it directly from the home network, for remote

consumption by family members and friends, makes sense.

On-line sharing

2. Browse /
retrieve

1. Browse
retrieve
Content Content Creator
consumer

Storage

Offering directly Offering via
from home on-line service

Fig. 23. Offering content directly from home vs. uploading on-line

There are some advantages if content could be directly offered from home vs. up-
loading it to an on-line sharing service on the Internet, as shown in Fig. 23. More

specifically, the following key argumentation can be given:

e Capacity: The amount of storage at home is virtually unlimited, and very
cheap. Users can get hard disk drives with capacity of 1 Terabyte for about
100 EUR, already today. There is no service on the Internet that offers similar
space/price ratio.

e Privacy: Keeping content hosted at home gives full administration and legal
rights to the owner. Uploading content to Internet sites is linked with an im-

plicit loss of control, which can have serious repercussions [95]

e Real-time data access: Keeping the original content hosted at home and of-
fering it directly from there it has the benefit of “real-time” access. The latest

content is always available to the consumers and not a snapshot” instance of it
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which was uploaded to an on-line sharing service. So, if the content is updated,

the latest version is instantly available for offering.

e Common repository: All content (shared & non shared) stays at one location,
the home and it is administrated via a common interface. Uploading part of the
content to the Internet would mean that there is fragmented storage space and
the user needs to use multiple services and sites for hosting content at different

locations.

e Commercial content: Event though slightly outside the scope of this thesis,
apart from user generated content the home owner might want to remotely
access also some, legally acquired, commercial content. Uploading it to an
Internet service is legally forbidden. Consuming it from home, but still not
sharing it with others, is usually not violating copyright laws, even though one

might say that there is a thin line in these scenarios.

e More than media: Looking a bit further, beyond user generated multimedia
content, there might be content at home, such as sensor data, that does not
follow the paradigm of object or file and can be uploaded on a site. This is
content that makes sense only when needed, and thus this kind of data does not

make sense to be constantly uploaded to an on-line service.

4.6.2 Solutions for Home Content Offering

Though a few NAT traversal techniques, such as Session Traversal Utilities for NAT
(STUN) [94], TCP hole punching [39] and the HomeDNS [I], have been studied
to solve the communication problems of devices behind NATs, a fully applicable
solution in all possible environments does not really exist [52]. As we will see in this
section, there has been a lot of research in this area, which has been recently moving
from the low networking issues of remote access, to the higher level issues of content
sharing at the extended home. That is, studying how content, hosted at the home,
can be offered to remote users, those being the home owner, family members, or the

wider community.

The authors of [67] propose a proxy-based distributed scheme for streaming services
among UPnP home networks. They suggest the extension of the home gateway with

a UPnP-compatible protocol that relays SSDP messages, in a similar manner to our
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work presented in [II]. This allows interconnection of multiple homes, which have a
special new element (called "SHARE module”) on their home gateway, for sharing
and streaming content from a UPnP AV server, located at one home, to UPnP AV
renderer located at another home. The proxying functionality solves the challenges of
the ”problematic” SSDP multicast UPnP traffic, but the solution does not address the
issues of specific access rights to specific media containers and fine-grained access
control! (i.e. which remote users have access to which specific media items, on a
UPnP AV Server). Moreover, the solution is focused explicitly on interconnection of
homes, assuming a static home-to-home configuration, and does not address the use
cases of a remote device (e.g. mobile phone) accessing the home network. Thus, it
seems more appropriate for interconnecting two homes of the same family, such as
linking the main home with the summer cottage. Similar solution is presented in [22],
where two statically linked UPnP home networks are considered.

Other solutions suggest the interconnection of a single remote device to the home
network, such as in [84] and [49] which propose the usage of Session Initiation Pro-
tocol (SIP) for enabling remote access to home based DLNA/UPnP devices, utilizing
as a security enforcement the user authentication method specified in the SIP. These
solutions authenticate users, but still they do not provide any mechanism for fine-
grained access control, to specific content, that would be required for opening the
home hosted content to people outside the family, such as friends. The same applies
for the solution [61] which suggests the creation of Virtual Private Network (VPN),
between the home network and the remote device, for remote content streaming and
consumption. Similarly, the [52] proposes the usage of JXTA [44] as an overlay
network for linking a device to the home network.

The author of [116] is introducing remote content sharing, from a UPnP AV server,
with the notion of groups. Groups can include PCs and mobile phones correspond-
ing, say to the members of the family or a social groups of friends. However, the
system allows specific groups to access specific UPnP devices in the home, and thus
accessing all the content that they might host. In [IV] we are taking into considera-
tion the social aspects of content sharing, where the home owner might want to give

remote access to specific home hosted content to his friends but not the whole media

I Access control is the activity of permitting allowed users, devices or processes certain access
operations to specific resources and processes on the network, while keeping the unwanted ones

away [66].
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server. The solution suggests exporting specific home hosted content, residing on a
UPnP AV server, to external users via a proxy that filters the exposed content, using
authentication which is based on pre-distributed credentials. An extension of this so-
lution, as presented in [VI], could be used for allowing group based content sharing,

where the home infrastructure serves as a repository for multiple, remote, users.

To access specific content, hosted on a UPnP AV server, the user needs to know the
media servers name or search for it on the network. In [87] the authors propose a
system where the user can access the content without any awareness of media servers
location or name, utilizing a logical entity, called Virtual Media Server, which pro-
vides aggregated information such as all available media servers, content grouping,
etc. This entity does not have any storage, but it utilizes the storage capacity provided
by standard UPnP AV servers in the home network. This approach is interesting for
more advanced scenarios where the end-user is not expected to know the details and
devices of the home network (e.g. user being a friend and not the home owner).

4.7 Summary

In this chapter the concept of the home network was presented and the characteristics
of a typical home were analyzed. Then, the UPnP protocols, which are the ’de-facto”
standard in the domain, related to digital media were presented. The Extended Home
concept, which adds spatial and functional extensions to the core home network, was
introduced, followed by the notion of Remote Access which is the key enabler for the
concept realization. The three core remote access techniques were analyzed, namely
port forwarding, VPN and Application Layer Gateway, along with their related bene-
fits and challenges. Finally, previous work and solutions for remote content sharing,

in a UPnP/DLNA enabled environment, was presented.
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S. SEAMLESS CONTENT SHARING

5.1 The Concept

As presented in the previous chapters, users store their content in multiple locations,
such as home, on-line sharing sites and mobile devices. Sharing via those repositories
and services is done using domain specific technologies and protocols, as shown in

Fig. 24.
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Fig. 24. Multiple sharing methods / protocols

One cannot really pickup any “winning” sharing method or solution, as each of them
has its advantages and disadvantages. They are all designed for specific sharing sce-
narios and specific sharing target groups (e.g. family, friends or community). So,
it is not expected that one solution will dominate or that the users will ever be able
to host or store all their content in a single location and directly share it from there,
with others. One would usually have the most recently captured content on a mobile

camera phone (or a digital still camera), and at some point later in time might move
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some of it to a home PC. Then, some of the photos might be uploaded to an on-line

web service, while videos might be uploaded to another web service.

Thus, a solution for making the plethora of content repositories, devices and protocols
look uniform, to the end users, would add value to their sharing activities. Based on
that vision, this thesis introduces the concept of Seamless Content Sharing, which
would allow users to share their content in a transparent and uniform way, even if it

is distributed in multiple locations.

The most important aspect is the focus to user-centricity, meaning that users should
be able to share their content with others, as simply as sending an e-mail. That is,
addressing people and not devices, services or technologies. As the authors of [73]
suggest, the “killer application” for the Kodak Culture [19] will ’look and feel much
like e-mail, but with a more robust underlying framework geared to photo sharing”
and it would not require users to switch modes to view photos (as e-mails from
current websites do), and it would retain the targeted, intentional nature of E-mail”.
From the technology point of view, our publication [VII] tries to answer a similar
research question: can we make a user-centric system in such a way that the sender
would only need to indicate the person to receive the content (like in e-mail/MMS)

and not the device or service to be used? This is what we call Sharing with People.

5.2 Use Cases

In this section brief use-cases that drive the Seamless Content Sharing concept are
presented, as the scenarios that would need to be satisfied, in order to make user-

generated content sharing more uniform and transparent.

5.2.1 Seamless Access to Any Content Repository

The elementary use case suggests that all the content repositories should be acces-
sible in the same manner, by the end-user applications. For example, as shown in
Fig. 25, Alice is able to access via the smart phone gallery application the content
that is stored on the phone, at the home PC, or at any on-line service. The user ex-
perience could be exactly the same for all the repositories, presenting the content

in a “gallery-like” view. Vice versa, Alice is able to upload content to any one of
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Fig. 25. Seamless access to any content repository

the available repositories, without the need to use different applications and perform

domain specific actions.

5.2.2 User-Centric Content Sending/Giving

Sharing of content should be as simple as possible, from the user’s point of view, in a
user-centric manner. Sharing of content items is as simple as selecting the person(s),
from the contacts list, to receive them. For example Alice picks a media item and

selects ”’I want to share this with Bob”.

The system should be “clever” enough to understand which are the best methods,
technologies and devices to be used, for transferring the items to the recipient. As
shown in Fig. 26, the transfer could happen in proximity (e.g. using Bluetooth or
WLAN ad-hoc and UPnP) if the recipient’s mobile device is near by. However if
a suitable device of the receiving user is not in proximity (or if there is but it does
not have the suitable networking bearers or content transfer protocols) an alternative
transfer method should be found. In that case, the system could attempt to access the
recipient’s device remotely, for example over the cellular network, for delivering the
content. It could also try to deliver the content to one of the home devices that the
recipient might have, or via an on-line service. In other words, there would be no
burden on the recipient or the sender to ensure the appropriate technology selection,

so that the content arrives at its destination.
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Fig. 26. Examples of technologies/methods that could be used when sending content by se-
lecting the recipient

5.2.3 User-Centric Consumption of Offered Content

As mentioned earlier, we do not want to “’force” the people to collect all their content
in a single location or device, rather still allow them to use their preferred locations, at
a given time. However, we believe that people should be able to offer their content, to
others, without having to move it to a specific location. In addition to this, the people
that get rights to access it should be unaware of the specific location, access method
and technologies. Again, the system should be able to cover all the complexity and
just allow content consumers to access the media offered to them, in a seamless and
transparent way. As shown in Fig. 27, the content consumer should be able to browse
offered content, by just selecting the name of the person that he is interested in. That
could be a simple name selection from the device’s contacts book application (e.g. 1

want to see what Alice offers to me”).

The system should be able to aggregate all the content, gathered from all the device
and services that the offering person has and present it in a common interface to the
consuming person. The user should not be bothered with entering technology details,

user names, passwords and other configuration parameters.

As in the previous use case, the bearer and content access technologies to be used

would be automatically selected, in the best possible way. Even if the best connectiv-
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Fig. 27. Consuming offered content from multiple devices/services

ity method becomes unavailable, at some later point in time after the initial selection,
an alternative should be found and transparently established, for ensuring seamless

user experience.

5.2.4 Transparent Content Mobility

A more advanced use case, first introduced in [VII] is what we call content mobility.
When it comes to media sharing, content mobility is defined as the transparent move-
ment of, already offered, content to different devices or services, without the people,

consuming it, noticing the movement.

An example is shown in Fig. 28, where a person offers some content that is available
on a mobile device. Typically, that content could be an album containing the latest
captured images and videos taken with a camera smart phone. A person that is al-
lowed to consume this content can access it directly from the mobile device of the
offering person, for example when they are in proximity. But, if at some later point
in time the content owner decides to move this offered album to another location, as

shown in the example diagram of Fig. 28 to a home server, the content would no
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Fig. 28. Concept of content mobility, in the context of sharing

longer be available on the mobile device. In this scenario, the system should hide this
content movement from the consuming person, in such a way that he can continue
accessing the album, via remote access to the home server of the offering person,
without noticing the content location change. Essentially, apart from change in the
device offering the actual content, this content movement might also require change
in the content access protocol used between the two devices (offering and consuming
devices). This kind of scenario could also be realistic when people lose faith in an

on-line sharing service and move their albums from there to another one, for example.

5.2.5 Group-Based Content Sharing

A group of people could share their content, which was co-created under the same
environment or context, at a common location. For example, people attending the
same wedding party might decide to pre-share their content, i.e. the content that
everyone captures during this specific event, at a common location where everyone
has access, later on. This scenario slightly disrupts the typical user-generated content
life cycle (see 2.1), which suggests that sharing happens post-capture” or at the end
of the "at-capture” phase (see Fig.4). This use case allows the users to initiate their
sharing action at the beginning of the at-capture” phase, based on the context of their

environment, namely depending on the location, event and people around them.
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Fig. 29. Group-based content sharing

Fig. 29 shows such a use case where the content created by four different people is
gathered on a common location, in this example being the home server of one of the

users. Publication [VI] introduces an architecture and solution for this scenario.

5.2.6 Internet-Home Service Mash-up

Our final use case suggests that on-line services, hosted on the Internet, and home
hosted services could be mashed-up in order to provide richer experiences to the
end-users. Private and sensitive user-generated content could be securely hosted at
the home infrastructure and selectively exposed to external services, when the user
selects to do so, in a simple manner. For example, a family could host its calendar
service on the home infrastructure (e.g. on a home server), where also the related
content is stored. If an external service would like to get access to this data, it could
be authorized to do so, by the home users. A realistic scenario could suggest that the
user makes a trip booking via an on-line travel agency, which in turn would like to
insert the relevant booking information to the family calendar. Or, an on-line super
market store that would like to access, for example, the home hosted shopping list, in

order to automate the daily household product purchasing process.
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Fig. 30. Internet-home service mash-up

Fig. 30 illustrates the concept of these use cases, where the home hosted services
and content can be mashed-up with external Internet services. A detailed model is
analyzed and presented in [VIII], utilizing RESTful architecture.

5.3 Internet & Home Sharing Protocol Comparison

From the previously presented scenarios a strong correlation between on-line offered
and home offered content is evident, as we want to treat sharing in those domains
in a seamless manner. In section 3.3 we identified Atom and WebDAV as two of
the important sharing protocols on the Internet and mobile domain, while in section
4.2.2 we showed that UPnP AV is the main content sharing protocol within the home
domain. Targeting towards convergence of Internet, mobile and home domains, in
the context of content sharing, would foremost mean identifying the commonalities
of these sharing protocols. That is, studying how they relate to each other and if there
can be an abstraction layer that can encompass them all. The work of publication [1II]

studied this, showing that those protocols have many similarities, as shown briefly in
Table 3.

Our work in [III] shows that the similarities are more than the differences and thus
a good enough common denominator exists, that would allow these sharing proto-
cols to be treated via a common interface, on the user application layer. From the
user interface point of view, the work of [63] describes a framework for accessing

and controlling content distributed in home networks, interconnected homes, and in
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Internet content sources, where tasks can be performed using a heterogeneous set of
remote user interface devices. A RESTful approach is used, bringing this architec-

tural style in the home domain.

Table 3. Comparison of widely used sharing protocols

| UPnP AV Atom WebDAV
Underlying proto- | HTTP HTTP HTTP
col
RESTful No Yes Yes
User authentication || Not supported HTTP auth HTTP auth
Server/peer ad- || Dynamic (re- Static (IP address Static (IP address
dressing quires discovery)  / DNS name) / DNS name)
Media files speci- | Content Item Entry Document
fied within
Collections of me- || Container Feed Collection
dia files
Nested collections Yes Limited Yes
Metadata Dublin Core & XML similar to XML based, ex-
DIDL Dublin Core, ex- tensible
tensible
Typically used in home domain on-line  sharing remote file sys-
services & blogs  tems

5.4 Required Building Blocks

In order to enable the ultimate Seamless Content Sharing concept, where the sce-
narios of section 5.2 are satisfied, there is the need for some essential enablers and
components, as shown in Fig. 31. In this section we will briefly point them out and

link them to the publications created as part of this thesis research work.

For the home domain to be closely related and to possibly converge with the Internet
and mobile domains we identified that enhanced remote access solutions are required,

as those proposed by the work of [I] and [II], so that home services can be addressed
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Fig. 31. Building blocks & enablers required for seamless content sharing

in a seamless manner regardless of the client’s location and UPnP would be able
to function outside the scope of a local network. Moreover, we identified that a
mechanism for fine-grained access rights is currently missing from the home based
content sharing and we presented a solution for that in [IV], where UPnP AV and
Atom protocols are combined for exporting home hosted content in a web syndication

feed format.

Moving further up, it was identified that an abstraction of sharing protocols is needed,
and that could be possible via a generic sharing middleware, as the work of [III] sug-
gested, for making mobile end-user applications sharing technology agnostic. This
would create space for novel sharing applications that combine on-line sharing ser-
vices, the mobile and the home, such as the advanced scenarios presented in [V] and

[VI], for enhancing mobile blogging and group sharing, respectively.
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Putting all these enablers in place the fundamental sharing habits and interaction be-
tween users and devices would change, creating a need for new user interfaces. This
is tackled by [VII] where an enabling solution for making content sharing user-centric
is presented, along with a study for a potentially new interaction method between the
end user and the different content repositories.

Finally, the mashing-up home hosted content, even beyond typical multimedia con-
tent, with external services would be an important building block, for enhanced user

control and privacy protection. This is tackled in the work of [VIII].

5.5 Summary

In this chapter the concept of seamless content sharing was presented, along with
the five core use cases that drive the concept. The two important dimensions of the
concept are the convergence of home, Internet and mobile domains, when it comes
to content sharing protocols, and the user-centricity which allows content to be ad-
dressed to people, not devices or services. The important building blocks required
for enabling seamless content sharing were presented and linked to the research work

done in the scope of this thesis.
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6. CONCLUSIONS

6.1 Generic Conclusions

In this thesis user-generated content sharing was studied, mainly from the technol-
ogy point of view, in a holistic manner encompassing on-line sharing services, mo-
bile sharing and the extended home. Digital capturing devices, especially affordable
camera phones, brought digital images to the masses. At the same time, always-on,
broadband, connectivity allows users to share their content with the family, friends,
or wider community. But, there is a plethora of sharing methods and solutions, each
with its benefits and disadvantages. As there is currently no "winning” sharing solu-
tion, users are having multiple content repositories for satisfying their sharing needs,

with content being distributed in multiple locations, services and devices.

One of the natural places to store content is the home and offering directly from there
would sound as a promising scenario, especially since home networks are becoming
commonplace in many countries with high penetration of broadband home connec-
tions. However, there are currently many challenges in making this possible, in a

standard and interoperable way, as there are connectivity, security and privacy issues.

Trying to put the user in the center of all the scenarios and solutions, so that sharing
becomes simpler and more efficient to use, this work targeted the convergence of the
different domains in a seamless and transparent manner. We provided enablers that
would make the people-to-people communication even more natural and the tech-
nologies life-tolerant” in order to be usable in daily life, even by novice and amateur
users. The author hopes that all these enhancements could bring family and friends a

bit closer, in sharing experiences, if applied in commercial products and services.
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6.2 Main Results

The main research question that this work tried to answer was: can the user-generated
content be seamlessly shared, no matter its physical location, among family and
friends? The short answer is ”yes” and this is the core notion of the ’seamless content
sharing” concept. As the sharing protocols used for content offering, in the on-line
services, mobile and home domains have many similarities which can be abstracted
in such a way that a sharing middleware could hide the protocol specific characteris-
tics and provide generic sharing interfaces to the end-user applications. At the same
time, applications could provide a unified interface towards the users, no matter the
location of the content repositories. The Sharing with People solution introduced
adds the user-centric dimension, so that people can share their content with others
by addressing people (as simple as in e-mail), but with a powerful underlying sys-
tem that finds the best matching device, service, access bearer and content sharing

protocol to deliver the media to the recipient.

Moreover, the author believes that the digital home will play a key role in the future,
as it can become the hub for family and friend content and experience sharing. Thus,
key enablers that would make home an integral part of the Internet were studied, lead-
ing towards the "Extended Home” concept where spatial and functional extensions
of the core home network were considered. Two solutions for remote access to home
networks were provided, as well as a solution that deals with the fine-grained access
rights to home hosted content, bringing the UPnP AV protocols with the web syndi-
cation feed paradigm. The link of the home and 3rd party, semi-trusted, services is
investigated, proving that rich mash-ups between the home and external services is

possible, in a secure and privacy concerned manner.

Finally, the extended home, the on-line and mobile content sharing worlds converge
so that not only the one provides solutions in the areas that the other is lacking,
but they also compliment each other in a more holistic manner. Their combined
functionalities and capabilities allow creation of services and experiences that were
not possible before as the home provides the place for ultimate privacy, which is
important when user-generated content is implicated, while on-line services provide

the scalability and social extension required for sharing with the wider community.
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6.3 Future Development

The author sees two directions towards where this research work could be further
driven. Firstly, it was discussed that the devices and services should become “clever”
to make decisions regarding which is the best device, bearer, sharing protocol and
service to be used, in order to share content with another user, based on his devices
and availability. This advanced decision making could be further researched based on
context ontologies and frameworks which would cover time, location, user, environ-
ment and device parameters, as decision input, while being expandable. The value of
combining content sharing with context is that the system could become even more
efficient and proactive, by mashing other sensor information, for helping the users

share content with the appropriate people on the best possible way.

Secondly, researching user generated content beyond multimedia content, something
that was briefly touched in [VIII], would be a very natural extension of this work.
Families are generating in their home environment a lot of, non-multimedia, content
that is not yet digitized, like shopping lists, calendars, schedules and to-do lists. Many
of these need to be shared among the family members and it is currently done via
simple pen and paper. What would it mean to have this, user-generated content, in
digital format and what would be the sharing habits then, is a research question of its

own.
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7. AUTHOR’S CONTRIBUTION

The research work executed for this dissertation consists of 8 publications [I-VIII], all
of which where done in a team environment, thus more than one people contributed
to the work. However, based on our team culture and ethics, the main contributing
person is identified by being the first author of these publications. In all of the in-
cluded publications the author of this dissertation has been the main contributor, thus
the first author. In this section, the research contribution of each publication will be

pointed out, as well as the author’s contribution to the respective work.

The logical flow of the publications is shown in Fig. 32, so that we start “building”
the seamless content sharing concept based on the basic enablers, such as remote
access to home networks, content sharing middleware for mobile devices and novel

sharing solutions, that bind the home and the mobile domains.

Publication I is a direct continuation of the authors work executed during his MSc
thesis research [11], in the area of remote access to home networks, focusing on how
in-home device and service addressing scheme can be independent of the client’s
location, that is either while in the home network or on a remote one (see ’Address-
ing scheme in/out home” in section 4.5.4). This work lead an initial evaluation of
using Internet technologies (such as HTTP and DNS) in the internal home environ-
ment, providing a working prototype of the system that proved the feasibility. The
author proposed the main solution (called HomeDNS), designed the system and im-
plemented most of the prototype. The co-authors provided support on part of the
implementation as well as ideas for extending the system functionality to other areas
(such as a rendezvous point for SIP).

Publication II deals with the problem of remote access to home networks, focusing
on transparently bridging a home UPnP network with a remote device, or network,
without the need of any modifications on the end-user UPnP devices and applica-

tions. The author suggested the usage of the Atom publishing protocol as an alter-



76 7. Author’s Contribution

native to the ”problematic” SSDP (see “Compatibility with UPnP”, in section 4.5.4)
and proposed the appropriate mapping between the elements and functions of the
two protocols. The co-author provided the valuable, in-depth, insight on the UPnP
device architecture and suggested the modifications required to UPnP stack, for this
enhancement.This work provided a holistic and realistic approach for solving the
UPnP remote access problem and is expected to influence the related work of the

UPnP Forum on this area.

Remote Access to

Home DNS'. Universal Plug and
Experiences with Play (UPnP) Devices Solutions for solving the
Seamless Remote Utilizing the Atom remote access problem

Access to Home Publishing Protocol

Services
]| Enabler for making mobile devices
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Fig. 32. Author’s publications

Publication III introduced the first enabler towards unified content sharing, for mo-
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bile devices. After studying the commonalities of the three core content sharing and
management protocols (namely Atom, WebDAV and UPnP), it introduced a middle-
ware architecture for the S60 platform, along with a full implementation and perfor-
mance measurements. The author contributed towards identifying the common and
different characteristics of the studied sharing protocols and proposed a generic ab-
straction layer that could encompass all of them. The co-authors contributed towards
the specification of the C++ interfaces and building blocks and drove the actual pro-
totype implementation on the S60 platform. The author also contributed towards the

performance measurements, along with the co-authors.

Publication IV introduced the concept of sharing content directly from home, not
only among family members, but also among friends. The proposed solution allowed,
via a UPnP to Atom proxy, fine-grained access rights to specific UPnP media folders,
from mobile device whose users were either family members or friends, something
that has been missing form other related solutions (see 4.6.2). The author contributed
towards identifying the mapping of UPnP AV protocols to the Atom Syndication
Format and the Atom Publishing protocols, specifying the interaction among the dif-
ferent components and the linkage between metadata. The co-authors contributed
towards the certificate based authentication mechanism, as well as interfacing with
the implementors of the solution, which was based on our specifications. Moreover,
the author contributed towards extending (architecturally and with actual implemen-
tation enhancements) the ’core” solution to include the UPnP IGD functionality and

support for having web runtime clients as content consumers.

Publication V introduced a novel solution for group based content sharing, that uti-
lizes the home infrastructure as a sharing platform, instead of typical on-line services.
The author motivated the need for the use case and prototyped the server-side imple-
mentation, based on the initial work of Publication IV. The co-authors designed and
implemented the mobile phone client, based on the work originally delivered from

Publication III and researched the related background work in the area.

Publication VI, which was chronologically the first of the publications (2006), pre-
sented an architecture that optimized the efficiency of mobile blogging (see 3.2.2),
in an environment where the target audience of the blog is a small group of people
(e.g. family and friends). The co-author provided his supervision and support for the

executed work.
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Publication VII paints the big picture, where seamless content sharing is becoming
clear, since it connects the work of previous publications. It motivates the need for
a user-centric sharing solution, that combines the home hosted, Internet hosted and
in-proximity available user-generated content in a seamless experience. The author
worked end-to-end on this solution, starting from the need for the specific use cases,
defining the architecture and the protocols, prototyping the implementation and par-
ticipating at the usability trial observations. The co-author lead the usability setup

and interviews with the people that evaluated the system.

Publication VIII can be seen as the work that drives content sharing beyond the
typical ’sharing with family and friends”, towards sharing with external entities, not
users, home hosted content that could also be beyond typical multimedia content.
This work opens the door towards making the home a part of the web 2.0 world,
which would allow rich mash-ups of home hosted data with external semi-trusted
services. The architecture makes sure that the content is securely hosted at home,
but selectively exported, via secure web Application Programming Interface (API)
authentication, to external service providers. The author introduced the model of
mashing-up home and external data, in a web-style manner, and implemented the
service broker prototype. The co-authors provided the implementation of the proto-
type home hosted service skeleton as well as their expertise on the security related

issues.
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