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A New Blind Adaptive Watermarking Method Based
on Singular Value Decomposition

Yevhen Zolotavkin

Computer Science, School of Information Sciences
University of Tampere
Tampere, Finland
yevhen.zolotavkin@uta.fi

Abstract— A blind watermarking method on the basis of Singlar
Value Decomposition is proposed in this paper. Eacbit of a
watermark is being enclosed in 4x4 blocks. The metdomodifies
the both left and right orthonormal matrices in order to embed a
bit. A new embedding rule with adjustable parametes has been
proposed for watermarking. The modification of orthonormal
matrices is accomplished according to Van Elfrinkhds
rotational model. Distortions of watermark embeddirg are
minimized. A criterion of watermarking performance has been
proposed that combines robustness and transparencyAn
adaptation on the basis of the criterion has beenngployed.
Popular attacks have been applied and experimentaésults have
been represented. The proposed watermarking method
demonstrates better robustness toward some attacksn
comparison with other known blind watermarking methods.

Keywords- Digital Image Watermarking, Singular Value
Decomposition, Robustness, Distortions, Transparency

. INTRODUCTION

Security of data is a very important requirementnaidern
society. There are many different aspects of sgcthiat are
applicable in different circumstances. One of thesm
important aspects is a protection of digital rigfds a work
produced by an author. These kinds of informatieousity

problems are addressed by Digital Image Watermgrkin

(DIW).

To protect a digital image by the means of DIW gt i

necessary to enclose a digital watermark that weitigdess an
owner [1]. Therefore there are three important atiaristics
for a particular watermarking method:
transparency and data payload.

Robustness is an ability to withstand differentdsinof
attacks [2]. It is impervious to provide robustnésward all
the possible attacks especially if their intensit@re high.
Hence this requirement is quite specific. Howewaqstly
robustness against noise, some kinds of filterimaygeometric
attacks is required. The most approved index ofistiess for
an extracted watermark is Bit Error Rate (BER).

Transparency is an ability to preserve original gmady
watermarking it. There are many measures of imagamity
that could be applied to define transparency qtativtely [3].

robustness,
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Though, the most popular measure is Peak Signaldise
Ratio (PSNR).

Data payload is a number of watermark bits embedtted
an image. There might be different requirementsdéta
payload as there might be different kind of infotima to
witness an ownership. Nevertheless higher paylaagtiges
better protection as the watermark can be moreueni§mall
binary graphical logos are the most popular choice
watermarking. Sequences of randomly generatedwiiteut
visual meaning are also favored.

The original image can be modified in many diffdéren
ways to embed a watermark. Original pixel valuea ba
changed directly which is a kind of spatial tramsfo
Modification of the Least Significant Bit is a goedample of
such kind of transforms [1]. Another kind of embiuddis to
change coefficients that have some spectral meamimch is
a frequency domain transform. Some suitable exasnate
watermarking methods on the basis of Discrete @osin
Transform (DCT) [4] and Discrete Wavelet TransfdiDwWT)

[5]. Robustness and transparency can be greatlyemted by
the kind of transform chosen for embedding. Usually
modification of some spectral coefficients is mtaeorable as
they are more robust against noise and image [BiOCes
attacks.

Singular Value Decomposition (SVD) is a unique kivfd
transform [6]. It separates an image fragment oversé
independent layers. The number of layers is mush than
that, for example, for DCT. Therefore the most imaot
layer is quite stable to various attacks.

An efficiency of watermarking also depends on aerul
exploited for embedding. Each embedding rule ccudde
several parameters that influence robustness-taa@spy
tradeoff. Those parameters could remain constanttte
whole watermarking procedure or be different (addptfor
each independent block. Usually embedding with setbp
parameters provides better watermarking performance

There are many existing SVD-based watermarking
methods. The best of them provide adaptation ofegiting
parameters. However, additional information is Ugua
required for extraction which limits their usager Fhose few
methods that do not urge transfer of additionabrimiation
embedding requires modification of more coefficiem a



block. This implies that larger blocks are used waer data  inability to quantize singular values of differdpibcks with
payload can be maintained. different steps.

In this paper we propose new SVD-based blind Another pioneering paper exploiting SVD for
watermarking method with adaptation. The methodsdo®  watermarking is [8] where noninvertible non-blindheme
need additional information except a key to extract was introduced. However, later in [9] it has beboven that
watermark. It uses the both orthonormal matricesiobd by the scheme is vulnerable to a kind of attack cateitang an
SVD of 4x4 block to embed a bit of a watermark. Theoriginal watermark because too much of referentmnmation
proposed method provides good robustness-trangparenshould be saved for a detector.

tradeoff and high data payload. In the paper [10] the first in the literature DWVA3
The rest of the paper is organized as followingshart  watermarking method was proposed. The method
review of relevant watermarking methods exploit®9yD is  demonstrates good robustness and provides highpdgtaad.
given in the Section Il; Section Ill bears our owpproach However, distortion of original image is quite cmesable,
which is described in detail; then, some experimlergsults the method is hon-blind and does not assume artaaap
are represented in Section IV followed by a disicussf their
importance in Section V; finally, in Section VI thgaper is
concluded by general remarks regarding relevanceousf
approach and its influence on future research.

The method proposed in [11] applies adoptive gaatitin
to DWT-SVD. The method is robust against JPEG-
compression. However, it is made deliberately featp other
kinds of distortions like noise, median filtering oropping.
The information about quantization steps for atidis should

be transmitted. Another drawback is considerabfgatation
1. SVD-BASED WATERMARKING of Origina| image_

An image fragment, of sizen x n is being decomposed

according to SVD [6] in the following way: Among the recent works exploiting adoptive quaniiza

of singular values the paper [12] introduces quibdust
watermarking method. However, information about

I, = USVT = guantization parameters should be transferred toacxa
watermark.
Up1-+-Up S17 00 ViiVin !
Upp-+Upp 0 S, 0 Vor-Von One of the most robust blind watermarking schenzsed
: X “ X : » (1) on SVD-DCT transform was proposed in [13]. Two hifsa

watermark are being embedded in 32x32 macro-bldek.
adaptation is applied to each block. The methods doet
require any additional information except a keydgtraction.

Unll.“Un,n 0 0 ...Sn’n anl'“‘/nln

whereU andV are some orthonormal matrices ahid a
diagonal matrix of singular values.

An alternative representation demonstrates thaniemt B. Methods Modifying Orthonormal Matrices

Iy is being decomposed om independent layers where | the Jiterature there are few watermarking apphes
geometry ofi-th layer is defined by a pair ¢fth columns (one  that modify orthonormal matrices of SVD. The adwayet of
from matrixU and one fron¥) and a luminance component gych kind of watermarking is that more elementsaalable
S for modification.

L=Y:5.U1.n,)V(QA..nD)T ) The paper [14] proposes a watermarking method that
' modifies the left orthonormal matrix of SVD. The old

The luminances, , has the biggest value and mostly thisimage of size 512x512 is spl_it on fragments ax4 SMD is
value is much bigger than the other vals, i > 1. applied to each of them. A bit of the watermarleiisbedded

, : . : by modifying the second and the third elementshia first
ggstr?:)%ruesiﬂiSflsrsf:)lrav)\/;{;r:%erkm?t substantia provides the column of left orthonormal matrix. The method pars
' sufficient data payload and quality of watermarkethges

which PSNR was higher than 42 dB. However, robisstne

. . toward common distortions like JPEG-compression)sSi@an
A. Methods Modifying Singular Values noise and cropping is not high.

Popular strategy for SVD-based methods that modify
singular values is to quantize the biggest valuea dflock
depending on the corresponding bit of a watermark.

Another paper exploiting the idea of embedding a
watermark in orthonormal matrix of SVD is [15]. The
watermarking scheme proposed in [14] was develdpeber
The first paper introducing SVD for Digital Image in order to improve robustness-invisibility tradedhstead of
Steganography and Watermarking was [7]. A blinchitéque  embedding a bit of a watermark with constant thoksFor all
with high data payload and without adaptation wesppsed  the blocks the authors proposed to adjust the tibtds The
for color RGB images. However, the resulting robass-  adjustment is done in a way that PSNR of each reatlif
transparency tradeoff was not satisfying mostlyaose of blocks is higher 42 dB whenever it is possible. Tiethod
provides considerable data payload equal to 2048p&i



image. Robustness-invisibility tradeoff is alsoteetompared ' =[U'(1,1),U'(2,1),U'(3,1),U'(4,1)],
to [14]. Nevertheless its robustness is not séffictoward, for v’ =[V'(1,1),V'(2,1),V'(3,1),V'(4,1)] . Two main
example, JPEG-compression. components of a rule are reference makex and a threshold

There are several shortcomings in the mentionedreabo Th. The rule is expressed as the following equation:

two methods proposed in [14] and [15]. First maatifi

matrices are not orthonormal which could causerabeglded —1)it(w'Refv'T — —Th 6

bit to be lost even without influence of the thipgrson or D ( ¢f m) ' ©
noise. Second none of the methods uses an adegitateon . , T oy

to adapt the threshold for each block. The PSNRdas Wherém is a mean of the term Refv'". Higher threshold'h
criterion and 42dB limit are not obvious. Third banethods |ml§)I|es hlg_herl Ie‘;?' hOf embedding k()j_lstc;ruons, kb_‘“_e
utilize only the left orthonormal matrix while ughtion of the ~ OPUSINESS Is alsol '9 ﬁr' ;r(l)l extract a bit of &emaark it Is
both could provide more elements for watermarkingl a N€cessary to calculate the following expression:

improve robustness-transparency tradeoff.

bit = (2 + sign(u’Refv’T - m)) mod 3. @)

I1l.  PROPOSEDWNATERMARKING METHOD

Proposed in this paper watermarking method modlfies g. Minimization of Embedding Distortions
andV that are left and right orthonormal matrices ofC5wf

particular image block, . While robustness of a watermark depends on the

parameters of embedding rule invisibility of a watark is a
Each new watermarked image fragméftthat carries subject for minimization of some criteria as, foample, a
corresponding bit is composed from two orthonormatrices  Residual Sum of Squares (RSS) between originaladteded

{U’,V'} and a diagonal matrix of singular values: pixel values of a block. In this subsection we pres that the
, - proposed embedding rule is used and the both reatfiand
Iy =0's"(v')". @) vare being modified.

Image block’, should be decomposed by SVD again in _The proposed goal functiaghfor a watermarked fragment
order to extract a bit. The decomposition alwaytirres I'yis:
orthogonal matrices. With the aim to assure thabitais G=l'y — L ®)
extracted correctly matricd$’ andV’ should be orthogonal ke Tkllz
when I'y, is composed. Otherwise the matrices of th
decomposition will not be the same as the matricged to
compose a watermarked block.

®rhe goal function can be rewritten in order to umd
rotational matrice®; andRy:

In order to provide orthogonality ot’ and V' a G=|I'y=Ll2=U'S' (W) = L% =
multiplication with rotational matrix can be apglie Any = |lUS'VT = RLLR, |12 . (9)
rotational matrixk is always orthonormal and multiplication
with another orthonorr_nal matrix, for examplewill produce |t \we defines’ = S + AS whereAsS is also a diagonal matrix,
new orthonormal matrix. Any column of could be_ Seen as a gynression (9) becomes:
point and rotation according #® changes coordinates of a
point. This kind of modification of coordinates afpoint can

_ T _ pT 2
be used to embed a bit. G = lUASV™ + I — Ryl Ry I3 - (10)

Our method embeds each bit of a watermark in arsqualn case we further denote
fragment of image which size 4sx 4. Only the first column
of U and the first column oV represent a watermark bit. G* = I, — RLIRy I3, (11)
Transforms that are necessary for watermarking ban
defined asl,:U —» U’, andTg:V - V'. New watermarked pecomes clear that it is always possible to adjfish (10) to
matrices{U’,V'} are defined using rotation matricBg and  provideG < G*. It is possible to modify on the first stage
Ry: {Ry, Ry} with the aim to minimize&™* and adjusiS on the
U' = RyU (4) seconq stage to minimize Such approa}ch has its advan_tages
' and disadvantages. The advantage is that the agprisa
V' =RV ) §impler because it dqes not reqyire.variabIeSSdb. lge_ taken
Ve into account and optimized on its first stage; mptation of
A. Embedding Rule AS on the second stage does not influence robustgéssal
Modified matrices {U’,V'} should satisfy some Minimum is easy to reach on the second stage. The
requirements necessary for proper extraction ofitaob a disadvantage is that the solution is suboptimalrinciple.
watermark. Those requirements can be expressed in a Taking into account thatu’ = (Ryu”)” and v' =

watermarking rule. Further we use a definition rainsposed (g T)T “first stage optimization task including embedding
frst  columns of U and V'  respectively: constraint can be defined as:



b) termRYLRef R, in (12) is also an orthonormal matrix and
G* = |y — RLLRy|I3 - min; 12 according to aRjRefR, = Rj;Ref"Ref®R, . In order to
{(_1)bit(uR5RefRVvT —m) =Th. (12)  express any orthonormal matrix by teREIRefLR.efRRV it is
enough that matriceB; andR, are left- and right-isoclinic
respectively. Therefore utilization of orthonorm@éf for
Therefore rotational matricdg, andR, should be calculated watermarking could significantly simplify goal fuien ¢* and

according to optimization procedure. make embedding easier.
C. Model for Rotations D. Criterion of Watermarking Performance

Rotational matrixk in four dimensional space can be fully  In order to provide high watermarking performantési
described according to Van Elfrinkhof’s formula&]1 necessary to minimize embedding distortions anddjust

ap—bq—cr—ds —aq—bp +cs — dr robustness. It would be much easier to judge aetfid

b —d ~b d between robustness and transparency for each block
R=|PPTag—adrt+cs —bq+ap+ds+cr separately. Threshold valugh influences embedding

cp+dp+ar—bs —cq+dp—as—br distortions as well as robustness of a bit of aewaark for

dp—cq+br+as —dq—cp—bs+ar (13)  each particular block. Therefore several diffeneities offh

—ar —bs—cp+dq —as+br—cq—dp for each block could provide sufficient variety of

—br+as—dp—cq —bs—ar—dq+cp transparency-robustness pairs. A decision aboutbdTh
—cr+ds+ap+bq —cs—dr+aq—bp for each block should be made according to sonteriz.
—dr—cs+bp—aq —ds+cr+bq+ap Embedding distortions can be easily estimated aaugr

5 s to, for example, RSS, but in order to estimate stiess we
, wherez a, b,ZC, d,l;, a7,s are reals anda®+b“+c*+  have to make some assumptions regarding distoptterns.
ac=1p"+q°+r°+s° =1 Those distortions are usually represented by sigradessing

Rotational matrixR can be decomposed on matrices®' NOISe.

{RL, RR} that describe left-isoclinic and right-isoclinic One possible way to check if an embedded bit isisbis
rotations: to add each possible distortion pattern to a bkutt perform
R = RLRR (14) SVD to extract a bit. However, it wou_Id be comp'!nmal_ly
unreasonable. Therefore another kind of estimatwn

robustness is required.

a—-bp —c —d
RL — b a —-d ¢ 15 According to the proposed watermarking rule a litao
“\c d a-p/ (15) watermark can not be influenced by a distortiortgpatthat
d —¢c b q does not change the first column of orthonormal rixat
Therefore let us consider a special case of distorthat
p —q —Tr =S occurs wher$’ is being changed t§’, each column of/’ and
R g p S -Tr V' except the first is being rotated:
R:r—qu' (16) o~
Uu" =R unH", 20
S A (R'yU'™) (20)
"o__ ! IT\NT
In general rotational matric§®,,, Ry} that figurate in the V' =R,V (21)
optimization task (12) are represented as compositof left- . .
agd right-isoclinic(rot;tionS' P pos Such rotations are represented by rotational nestRg and
' R, respectively where each matrix can be describeubgr-
Ry = RERR, (17)  Rodrigues formulae [16]:
1 0

Ry = R!L/Rg- (18) 0 a?+b?—c?—d>

R =

However, in some cases simpler model of rotatiomatkix 0 2(bc + ad)
is applicable. 0 . 2(bd — ac) . 22)

In caseRef is an orthonormal matrix there are two 2(bc — ad) 2(bd + ac)
consequences: ®ef can be seen as some rotational matrix @2 —b24+c2—d?  2(cd —ab)
and can be decomposed on left- and right-isocliotational 2(cd + ab) 2_p2_ o244
matricesRef’ andRef: as—b"—ct+

Ref = Ref“Ref¥; (19) A special distortion patterDis; of watermarked image

fragmentl’,, can be expressed in that case:



Disg =1 —1",=U'(S"=R" yS"R', )V'T. (23)

If we further define ternfs’ — R’TurS”R’vr) asSR* it can be
seen that:

SRy, 0 0 0
O SRZ,Z SR2’3 SR2,4

0 SRs; SR33 SR,
0 SR4'2 SR4'3 SR4'4

(24)

For general case distortion pattern forth fragment is
denoted a®is, and genera$R is defined:

SR = U Dis, V", (25)
The measurddv||2 where
dv = (SRI,Z' SR1'3, SR1,4-’ SRZ,lI SR3'1, SR4_'1). (26)

can be used as an indicator of changes’ mndv’ for a
single distortion patterPis,, because no changesiuhandv’
imply that||dw||2 = 0. If all the distortion pattern@is,} are
taken into account then appropriate indicator ofsiue
changes int’ andv’ is Var(||dv||3).

We further assume that random distortion patf¥itncan
be approximated aBis = Y1, r;dis;, where{dis;} is a set

of four independent components, each representedxds

where @ and B are some positive constants defined
empirically. Lower value ofC corresponds to better
watermarking performance. Depending on requiremientse
tradeoff between invisibility and robustness diéietr values of
a andp can be used.

Therefore in order to provide lower value Gffor a
particular image fragment’, goal functionG should be
minimized several times, each time with differeatue ofTh.
The value off'h that provides the lowestis the best for a
particular block.

E. The Steps of Watermarking

The method of watermark embedding can be descrised
following:

1) Define a set oh different threshold valuefl'h;}, j =
1...n, that can be used in each block to embed a kit of
watermark;

2) Split the whole imagé on fragments of sizé x 4;

3) Select image fragments for watermark embedding
according to some secret key;

4) For a particular selected image fragmgnprovide that
watermarked fragmerit, ; satisfies embedding condition
(12) andG; is minimized for eaclfh;, calculateC;;

5) Replace each, by Iy ; that has the lowes}.

Watermark extraction can be specified by the steps:

matrix, and{r;} is a set of four independent normally 1) spjit the whole watermarked imageon fragments of size

distributed zero-mean random variables. This as§omps
due to the nature of random distortion patterndistortions

caused by some popular image processing (for exampl

JPEG). Usually such distortion patterns can be rdest by
several high-frequency components.

The indicator of robustness for a particular gaif, V'}
can now be defined as:

4
Var(lavll3) = ) lldvili3varG?) +

+43¥5, [(dvidj)]-T)zVar(ri)Var(q)], 27
j<i

Where dvl = (SRi,Z’SRi,3’SR§.,4’SRé,l’SRé,l’SR‘ll‘,l) and

4 X 4;
2) Select image fragments for watermark extractioroetiog
to the key;
3) Apply SVD to each selected fragmefjt and obtain
v, vy,
4) Substitute{U’, V'} in equation (7) and calculate a bit.

IV. EXPERIMENTAL RESULTS

The performance of the proposed watermarking method
was compared with two different blind SVD-based hoes
proposed in [13] and [15]. Several tests were cotedliin
order to emphasize differences between the metlads. an
influence of different orthonormal reference masiRef on
the level of embedding distortions was explored hwuit

SR' = U'"dis;V’ . The main advantages of the proposedadaptation. Then some results of watermarking usghey

indicator of robustness are that it takes
multivariate distribution of distortion patterns darcan be
easily computed for any p&iv/’, V'}.

It is necessary to estimate the watermarking perdoce
in order to choose an appropriate threshold vé@kdor a
particular block. To estimate the performance wétedn
indicators of embedding distortions and robustriess single
criterionC that is determined as:

G Var(lldvll%)
+ L
DRI A)) B \} (Thxs7 1)*

C=a«a

(28)

into anto proposed method with adaptation were compared thith

results of the other methods. Finally, results atesmarking
with increased data payload were analyzed.

A. Different Reference Matrices

Reference matrixRef is an important component for
adjusting the proposed embedding rule. In ordeseiect a
matrix that provides better watermarking perfornenge
have compared embedding distortions for different
orthonormal reference matrices under condition with
adaptation e.g., equal thresh@lkl has been applied to all the
blocks.



We presumed that all the considered orthonormaticest
candidates provide equal robustness. Hence thel lefve

TABLE I. PARAMETERS OFINDEX DISTRIBUTION FORDIFFERENT
REFERENCEMATRICES

embedding distortions is the only important chagastic that Ref_ 1 Ref 2 Ref_3 Ref_4 Ref.5
could be different for different matrices. Variamufethe term [ Mean -0.00030| 0.00005| 0.0008§  -0.00047  0.00036
w'Refv'" influences embedding distortions. Lowen Variance | 0.0818 | 0.0523 0.0913 0.1031 0.0981

embedding distortions correspond to a referenceixnttat
provides lowe ar(u'Refv'").

From the table it can be seen that the seconderafer
matrix Ref_2 provides that the variance of the set

Five orthogonal normalized matrices were propossd afu'Ref_2v'"} is the smallest. Therefore the second reference

candidates foRef .

The first matrix has just one non-zero element ache
column (row):

Ref_1= (29)

_o OO
S O O
O R OO
(=R -]

The second matrix has two non-zero elements withaleq
absolute values in each column:

1 -1

-1 -1

Ref_2=% 0 o (30)
0 O

== oo

0
0
1
-1

The third matrix has three non-zero elements wijhaé
absolute values in each column:

01 1 1

_af-1 1-1 0
Ref3=%\-1 0 1-1 (31)

~1-1 0 1

All the elements of the fourth matrix have equasabte

values:
1 -1-1-1
_ -1 1-1-1
Ref 4=05|"_ | | ] (32)
1 1-1 1

The fifth matrix has different number of non-zetersents
in different columns (rows):

(33)

All the five orthonormal matrices were used to edllfive

sets of indices. Eachth set contains 262144 index values
u'Ref_iv'" calculated for each 4x4 block from 16 different

grayscale images with resolution 512x512. The patara of
the distributions of index values for each setgiven in Table
l.

matrix should be used in order to provide bettetewnarking
performance.

B. Adjustment of the Proposed Criterion

A value of criterionC according to (28) depends on
estimate of7ar(]|dv||3) which in turn depends on a set of
distortion patterns{Dis,} . Each pattern in the set is
approximated adis, = Y.i-; 1, dis; . However, for each
pattern its complete (exact) representation shbel@btained
first: Disy, = X181, dis; . Hence there are two important
stages: collect distortion patterfBis;,}; define the most
important componentdlis;}, i = 1...4.

In our tests all the 16 test images were split locks 4x4
which produced s€ti, }. Compression according to JPEG with
quality factor 50 and 3x3 median filtering have epplied
in turn to each of 16 test images. Therefore 32odixd
images were obtained. Each distorted image wa® a&gdit on
blocks 4x4 which produced sefiy,} , where g =1
corresponds to JPEG compression gnd 2 corresponds to
median filtering. For each distorted blogK, distortion

patternDis; , has been computed:

Dis; ;= Ity — I (34)
Four the most important componedidis;}, i =1..4

were defined using Principal Component AnalysisAPfEom
the collection of{Disy ,}, wherek =1...524288. For that
purpose each distortion pattedis; , has been represented as
a point in 16-dimensional space. First four eigetwes (with
the highest eigenvalues) returned by PCA have bétined

in a form of 1x16 vectors. Each vector has beerraaged to
corresponding 4x4 (matrix) component and af{dés;}has
been formed.

The set{Th;} for the adaptation wa$0.002, 0.003,
0.004, 0.005, 0.006}, which means adaptation procedure
required 5 iterations for each block.

C. Watermarking Results

The methods proposed in [13] and [15] provide quite
different robustness-transparency tradeoffs anférgiit data
payloads. In order to make comparison fair the same
watermark bit sequence consisted of 64 bits wad fmeall
the methods. Each bit was embedded by each method
redundantly (8 times) in randomly chosen blockssifRmns of
chosen blocks were the same for the proposed methddhe



method of Tehrani. Four grayscale images of siz2x512
were selected for comparison of the methods. Thesearh
images were Lena, Baboon, Cameraman and Livingr@dim.
the attacks mentioned in the experiment were sitedldy
StirMark Benchmark 4. For all the methods Bit ErRates

(BERs) of a watermark extracted from each imageewer

calculated. For Gaussian Noise (GN) and Salt&Pepfiacks
the rates were averaged over 100 runs. The resués
represented in Table II.

TABLE II. RESULTS OF64-BIT WATERMARK EXTRACTION
Image, Method, [GN, Salt & PPEG, [3x3 Cropping [Rotation,
PSNR PSNR=39Pepper,|Q=50 [Median|, 75% 0.25°

dB 3% Filter
pona . e 558 | 6.35| 469 93§ 1035  9.3%
Lona i o | 183 0| o 1320 468
égﬁoaida PrOPOS® 542 | 6.07| 3.13 4.6 9.81 | 7.81
Paboon. Tehanl 334 | 4.92| 313 7.81 939 | 7.81
paboon Yo | 159| o | o | 1446 | 468
Paboon POPOSS 381 | 5.47| 156 46§ 1160 9.33
g:rru?:ﬁg?éma 6.28 | 6.23| 3.13 9.3 11.67 10.94
comeraman. 0o | 208 0| o0 | 1253 468
S%?Séi’é’,aé'é.szda 6.14 | 6.62| 1.56 6.23 11.03 | 7.81
b ses | 351 | 5.82| 3.13 10981272 9.38
Lhipgroom. Lo | 113| o | o | 1509 | 4.68
omoed b136dl 412 | 736 313 628 11.83 | 1094

The payload in the particular test was just 64 Witéch is
very low. The proposed method and the method etirani
[15] use blocks of the same size 4x4 to embed aobih
watermark. Therefore maximum payload of the bothhods
for 512x512 image is 16384 bit per image. Howetar Li's
method [13] the size of a macro-block is 32x32 artults are
being embedded in each, which limits maximum paylos
just 512 bit per image.

In order to compare the methods under a conditidh w
the highest common payload the embedding redundéorcy
each method was adjusted in a different way. Thea: t

methods were tested using the same 4 grayscaleegmage
method of Li has been used for embedding of 512dbity
sequence without redundancy. The method of Tehhasi

been used for embedding of the same sequence with

TABLE 1. RESULTS OF512BIT WATERMARK EXTRACTION

Image, Method, |GN, Salt & NJPEG, [3x3 Cropping [Rotation,
PSNR PSNR=35Pepper,|Q=50 [Median|, 75% 0.25°
dB 3% Filter
o s o 6.85 | 7.37| 5.66 10981247 | 10.16
Lona i 198 | 515| 273 1.37 51.37 | 19.92
‘Ltif‘oade PrOPOS® 556 | 6.07| 3.32 4.88 9.75 | 8.00
Paboon. Tehranl 435 | 5.96| 469 11911225 9.38
paboon Y 213 | 484|215| 156 | 45.03 | 20.31
ook PrOPOS 381 | 5.47| 1.76| 469 | 1160 | 9.18
%ﬁ‘r‘:ﬁ’g‘ém 721 | 6.85| 4.30 10.3p 12.03 | 11.33
cameraman. L 225 | 6.78 | 2.54| 1.95 | 4852 | 21.09
oot 44.12d 639 | 652 | 1.56| 664 | 10.92 | 820
o ogg | 431 | 6.92| 547 117p 1382 10.35
Lhngroom: Ui 232 | 6.56| 1.99 234 5026 | 21.88
F';ir‘g;g;‘;‘(’,’,‘h&%d?, 415 | 7.34| 332 6.0§ 11.71 | 10.74

Even for increased data payload quality of images
watermarked by the proposed method remains quite
acceptable and is definitely the best among all the

watermarked images in the te$aple 1lI). It can be seen from
image

Fig.1 that watermarked Lena
(PSNR=44.07dB).

looks quite pure

Figure 1. Watermarked Lena image with PSNR=44.07dB.

redundancy 6. The proposed method has been used for

embedding with redundancy 8. The results are repted in
Table IIl.

V. DiscussION

The proposed method is blind and only blind metHad%
and [15] were selected to compare the performaite
reason why other well-known SVD-based non-blindsemi-



blind methods were rejected from the comparisatas they
require additional information to be transferred.

From the watermarking results with low data payl¢ad
bit) it can be seen that there is no single metkdich
performs better compared to others for all the iraf
common distortions. However, for non-geometrictdelts the

method proposed by Li demonstrates extremely higI%

robustness. For cropping attack the proposed armtamis

methods perform better because smaller blocks eabelter
spread in an image and smaller blocks are les$y like be

cropped either. The quality of the images watermary the
proposed and Tehrani’'s methods is much higher coadpt®

Li's method. The proposed method provides sligtistter

quality of the watermarked images compared to Trelsra
method and its robustness toward JPEG and medtierinf is

better.

From the watermarking results with increased datdgad
(512 bit) it can be seen as previously that thenea absolute
favorite. Each method embeds a watermark with wiffe
redundancy and the proposed method dominates ire mo
positions while still providing the best qualityhd@ method
proposed by Li fully dominates in Gaussian noiseé aredian
filtering attacks even without redundant embeddtigwever,
its performance in geometric attacks (cropping @tdtion) is
much worse. Another concern is that quality of iemg
watermarked by Li's method is the worst. Becausethef
embedding with different redundancy the qualityimfges
watermarked by the proposed and Tehrani's methads
comparable. Nevertheless the robustness of theopeap
method is better than that of Tehrani’'s method pkd@o
kinds of distortion for Livingroom image. The advage of
the proposed method over Tehrani’'s method is ealhebiigh
for JPEG and median filtering attacks and for samages
BER is around 6% lower.

The proposed method and the method of Tehranihese t
same SVD transform to embed a bit of a watermarkx

Nevertheless robustness-transparency tradeoff can
sufficient in case a bit is embedded in 4x4 blolck.some
instances compromise is required between robusaresslata
payload or between robustness and image qualitplit@wof
images watermarked by Li's method is usually arodAddB
which could be not enough for some demanding agfidios.
Maximum payload provided by Li's method is 512 pir
12x512 image which is only a half of required payl to
embed 32x32 logo. Therefore redundant embedding
impossible for that method even for quite moderzagload
which implies lower robustness toward some geometri
attacks.

is

VI. CONCLUSIONS

New blind watermarking method based on SVD is
proposed in this paper. The method embeds a bita of
watermark by modifying the first columns of the Ibot
orthonormal matrices of a transformed 4x4 imagechlo
Multiple improvements implemented in respect toserg
methods are: the both orthonormal matrices are, usedel of
rotations in 4D space is applied to modify orthanak
matrices, embedding distortions are minimized, ¢hiterion
of watermarking performance is proposed for adaptat

Utilization of the both orthonormal matrices mainta
better watermarking performance. Modification o thoth
matrices introduces lower embedding distortions ganad to
Bn approach that modifies just one. On the othed hauch
embedding is less affected by common image praugssi
techniques.

Application of rotational model assures that thsuteof
modification of orthonormal matrices is a matrixiathis also
orthonormal. The application guaranties that theulteof the
decomposition matches matrices used to composaganémt.
This is a considerable advantage over existing caugres.
Rotational matrices are being adjusted in ordeminimize

block. Considerable advantage of the proposed mdethqyoal function. Constraints necessary to embed aobif
compared to the method of Tehrani in case of JPBG a watermark are taken into account during the mindtign

median filtering attacks is mostly due to minimieat of
embedding distortions and proper adjustmentiofor each
block.

Robustness of Li's method toward most kinds ofcid$as
very high even without redundant embedding. It istey
obvious that the ability to withstand noise antkfing attacks
is better in case a bit of a watermark is embeddeldrger
block. The method proposed by Li uses 32x32 matookbto
embed 2 bit. In contrast to that the proposed nietlses 4x4
blocks to embed a bit.

Popular image processing techniques usually prooess
that are far larger than 4x4. A good example is GPE
compression that process blocks 8x8. Thereforadhalt of
JPEG-attack for a particular block 4x4 dependsardy on
that block, but also on some neighboring pixelsictvimakes
a prediction of changes quite difficult based owly 4x4
block. Similar observation can be made regardingliame
filtering that uses adjacent pixels as well.

procedure. Minimization of embedding distortionspioves
transparency of watermarked images without affectin
robustness.

The proposed criterion of watermarking performatades
into account embedding distortions as well as rotass of a
bit of a watermark for each particular block. Cadlesed
adaptation procedure on the basis of the proposigetion
chooses appropriate threshold value for each blddks
reduces embedding distortions while keeps substanti
robustness. Lower level of distortions enables etdivgy with
higher redundancy which considerably increases | tota
robustness of a watermark.

As the result of the proposed improvements BER &or
watermark extracted after median filtering has besduced
up to 6% compared to the method proposed in [15].tl
other hand quality of watermarked images is higher.some
geometric attacks BER has been reduced more th&h 40
compared to the method proposed in [13].
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