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1. Introduction

Distributed systems provide remote services, economise costs by sharing resources, and improve scalability and depend-
ability through replication. This current trend towards system distribution brings forth new challenges to modelling and
verification: not only do distributed systems have to be more defensively developed to address new potential points of
failure in any of its (non-local) sub-components, but specifications need to cater for additional information, such as locality
of data and control. Moreover, existing approaches to system analysis, from testing and debugging, to runtime verification
and model checking, cannot be applied without substantial adaptation because of the constraints induced by the distributed
nature of the systems under analysis. For instance, in dynamic systems, where access to remote services may be discovered
at runtime, one cannot readily extract a closed system for analysis. Similarly, in the case of service contract negotiation, the
properties to be monitored may only be known at runtime, meaning that a further degree of dynamicity is required.

Runtime verification ! is one way of addressing system dependability — by monitoring the system’s behaviour at runtime
and comparing it with its specification, thus enabling the discovery of specification violations and possibly also triggering
recovery behaviour. In monolithic systems, where the system resides in a single location, the verifying code typically consists
of a new listening subsystem located in the same address-space of the original system. However, in a distributed setting,
the choice of location of the verifier is crucial, since communication across locations is typically an expensive operation, and
may potentially lead to the exposure of sensitive information. Decisions on the locality may also impact on the structure
of the verifier. For instance, in order to locally verify different parts of the specification, the verifying code may need to be
structured in such a manner so as to be broken down into parts and distributed across locations.
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Various alternative solutions have been presented in the literature from fully orchestrated solutions, coordinated by a
central monitor at a specific location, to choreographed monitors, distributed upfront at different locations. Orchestration is
simple and may be adapted directly from the monitoring of monolithic systems. However, it disregards locality of trace
analysis, requiring such information to travel across possibly untrusted media; this leads to increased network traffic across
remote locations and also unnecessary information exposure. Despite these drawbacks, its simplicity makes it an appealing
approach, e.g., in [ 1], where web-service compositions are monitored in an orchestrated fashion. Choreography-based mon-
itoring [2-6] can mitigate orchestration limitations However, a characteristic shortcoming with choreography is that local
monitors have to be instrumented statically, before the analysis starts; this inflexibility prohibits choreographed monitors
from adequately dealing with dynamic systems, where network locations come and go, and dynamic properties. >

In [7] we proposed a novel approach to distributed system monitoring centered around runtime migration: monitors are
installed locally but then allowed to migrate from one location to another when the need arises. Since monitors can be
located where the immediate confidential traces reside, as in choreography-based approaches, migrating monitors avoid
unnecessary data exposure. Moreover, they can also migrate to locations determined at runtime, enabling them to preserve
local monitoring despite dynamic topologies.

Although there is a substantial body of work on the use of runtime verification for distributed systems, e.g., [6,8], much
of the work revolves around tool development and issues of efficiency. We are not aware of any major work attempting to
address this area from a more theoretical perspective, answering questions such as expressivity of and equivalence between
different monitoring approaches.

In this paper, we present a unified formal framework for studying different monitoring strategies for distributed systems,
thereby allowing for their precise comparison — showing for instance, that two monitoring strategies may produce monitors
which are distributed in different ways but behave in an equivalent manner; or that one monitoring strategy exposes less
information on global channels than another. We present a location-aware calculus supporting explicit monitoring as a first
class entity, whilst internalising behavioural traces at the operational level of the calculus (as opposed to a meta-level).
In this paper, we focus on what the literature variably refers to as asynchronous, offline or passive monitoring — in which
the monitors check the traces generated by the system asynchronrously, thus not inhibiting its progress. It is worth noting,
however, that the calculus we present can be used to model synchronous (also called online or active) monitoring, in which
the system does not proceed until the monitor processes any event generated.

We show the expressivity of the calculus by using it to model different distributed system monitoring strategies from the
literature, including migrating monitoring [7]. We later show how behavioral contracts expressed using regular expressions
can be automatically translated into monitors using different monitoring strategies. Finally, we formally prove that (i) the
various identified monitoring strategies are behaviourally equivalent (up to the location of monitors); (ii) certain distributed
monitoring approaches, including migrating monitors, are safe from eavesdropping in that they guarantee that trace analysis
is always performed locally and thus do not broadcast logged information beyond location borders.

This paper is an extended and revised version of [ 7] with proofs of the main results and the following new contributions:
(i) We present a revised labelled transition system with a novel technique for dealing with partial traces, allowing us to
work with with open systems; (ii) We justify bisimulation equivalence by proving that it is a congruence with respect to
parallel composition (Theorem 1); (iii) We prove that the monitors synthesised from a regular expression using orchestrated,
choreographed and migrating translations are equivalent (Theorems 2 and 3); and (iv) We prove that whereas orchestrated
translations require remote monitoring, choreographed and migrating monitor translations do not incur such a penalty
(Theorems 4 and 5).

The paper is organised as follows. In Section 2, we outline the contract monitoring strategies for distributed systems from
the literature, as well as the novel migrating monitor approach. We then present the monitoring distributed calculus mDP1
in Section 3.1, the semantics in section 3.2 and bisimulation proof techniques in Section 3.4. The calculus is used to model
of monitoring contracts expressed as regular expressions in Section 4.1. This is followed by Section 4.3, presenting formal
comparisons between different monitoring strategies. The work is discussed and compared to existing formalisations of
distributed monitoring in Section 5, finally concluding in section 6.

2. Approaches to distributed system monitoring

Distributed systems — made up of autonomous, concurrently executing sub-systems communicating through message
passing, each with its local memory — pose new challenges to monitoring, which go beyond those posed by the monitoring of
monolithic systems. Cross-border interaction is typically an expensive operation and may take place over an unsafe medium.
Moreover, these systems are characterised by the lack of a global clock when ordering events across location boundaries.
Instead, each sub-system admits a local clock, implying a level of asynchrony across locations. The topology of such systems
may sometimes change at runtime through the addition of new subsystems or the communication of private channels.
Most internet-based and service-oriented systems, peer-to-peer systems and Enterprise Service Bus architectures [9] are
instances of such systems.

2 By dynamic properties, we refer to properties which are only known at runtime, such as contracts coming with a service which is discovered and used by a
system at runtime.
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Fig. 1. Orchestrated monitoring.

These characteristics impinge on contract monitoring.> For instance, the absence of a global clock prohibits precise mon-
itoring for consequentiality properties which refer to behaviour in different locations [10]. From a monitoring perspective,
not only is it important that verification uses limited space and computational resources, but it is now also important that
it does not induce an unreasonable communication overhead, since doing so could disrupt the underlying system’s compu-
tation. Furthermore, distribution impacts on information locality; subsystem events may contain confidential information
which must not be exposed globally across unsafe mediums or locations, thereby requiring local monitoring.

Whether monitored contracts are known at compile time or else become known at runtime affects distributed monitoring.
Static contracts, ones which are fully known at compile time, are not always expressive enough for distributed systems with
dynamic topologies. Dynamic contracts — ones which are only discovered at runtime, or which are only partially known
at compile time — tend to be more appropriate for such systems. They are found, for instance, in intrusion detection [11],
where suspicious user behaviour is learnt at runtime, and in systems involving service discovery, where the chosen service
may come with a fixed or negotiated contract made known only upon discovery.

2.1. Classifying distributed system monitoring approaches

Various approaches have been proposed for monitoring of distributed systems; from centralised architectures, to stat-
ically distributed monitoring approaches and, more recently, the use of mobile monitors. In general, existing approaches
for distributed system monitoring can be broadly classified into two categories: orchestration-based or choreography-based.
Orchestration-based approaches relegate monitoring responsibility to a central monitor overhearing all necessary informa-
tion, whereas choreography-based approaches typically distribute monitoring across the subsystems. The main difference
between approaches lies in the flow of information; whereas orchestrated approaches require trace information to flow to
the (central) monitor, choreographed monitoring requires the verification effort to gather the information across locations.
The choice of approach often depends on a number of factors, including the underlying system characteristics, as well as the
properties under consideration.

2.1.1. Orchestration

In an orchestrated approach, all monitoring is performed centrally, accessing the data and control information from
different locations. This centralisation of monitoring facilitates the handling of dynamic contracts. The approach is depicted
in Fig. 1 showing two sub-systems located at I and k, each producing a local trace of events (Tq, To and T3 respectively),
subsequently analysed by monitors My, M,, M3 from remote location G (acting as a third sub-system). Shortcomings with
this technique are immediately apparent; the approach is susceptible to data exposure when contacts concern private
information, since local traces are transmitted across locations. Due to the volume of trace information which has to be
transmitted remotely for monitoring, scaling up this scenario may also lead to a considerable increase in communication
overhead across locations. Finally, the architecture poses a security risk by exposing the monitor as a central point of attack
from which sensitive information can be tapped. Nevertheless, an orchestrated monitoring approach can be suitable when
dealing with public information available on the communication medium. This approachis usedin[1], where pre-determined
web-service compositions expressed through pre-BPMN workflows are monitored in a statically orchestrated fashion. The
use of a central monitor is facilitated in this case by placing the monitor at the coordinating BPMN engine, through which
web-service interactions flow. The approach in [12] is similar, however also supporting orchestrated verification for dynamic
properties, by runtime verifying contracts discovered on-the-fly.

2.1.2. Choreography

In contrast to orchestrated monitoring, choreography-based approaches push verification locally, as shown in Fig. 2. This
scenario depicts three sub-systems at I, k and h each generating local traces, with monitors My, M, placed at [, and M3 placed
at k. Monitors M, and M3 eventually interact in order to synchronise the global monitoring effort. The appeal of localising the

3 Although the term contract has been used in different ways in the literature, in our case we consider contracts to be specifications of the expected behaviour
of the system, but which might be violated. This possibility motivates the need for the monitoring of such properties or contracts.
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Fig. 3. Choreographed monitoring.

monitoring effort is the potential minimisation of data exposure and communication overhead. By verifying locally, we avoid
having to transmit trace information to a remote monitor. Moreover, communication between localised monitors is typically
less than that induced by the remote monitoring through a central monitor. Choreography is, however, more complex to
instrument, since contracts need to be decomposed into coordinated local monitors. Furthermore, it is more intrusive, by
burdening the monitored subsystems with additional local computation, and is thus applicable only when the subsystems
allow local instrumentation of monitoring code. Statically choreographed monitors, i.e., localised monitors verifying a pre-
determined set of properties, are also instrumented upfront, which may lead to redundant local instrumentation in the
case of temporal dependencies in a contract; if monitoring at location k is dependent on verification at location [, and the
check at I is never satisfied, upfront monitor instrumentation at k is never needed. Extensive work has been done in static
choreography-based monitoring [2-6, 13], where communication overhead is mitigated by breaking up contracts into parts
which can be monitored independently, synchronising between the monitors only when necessary.

2.1.3. Migrating monitors

An alternate approach to monitoring of distributed systems involves the use of migrating monitors [7]. In this approach,
monitors reside where the immediate confidential traces occur and migrate to other subsystems, possibly discovered at
runtime, when information from elsewhere is required, i.e., on a by-need basis. This monitoring strategy lends itself directly
to dynamic topologies and contracts learnt at runtime. Fig. 3 depicts monitor M5, which starts at location I, and subsequently
migrates to locations k and h during its verification effort. The sequential nature of migration is exploited in the process to
extract a temporal order on events monitored across locations. The advantage with a migrating monitor approach is that
dynamic contracts can be directly handled, whilst still avoiding orchestration, and thus minimising data exposure. It is for
this reason that migrating monitors are considered a dynamic choreography-based strategy.

Nevertheless, the added expressivity and intrusiveness of migrating monitors requires a trust management infrastruc-
ture to ensure safe deployment of received monitors. Various solutions can be applied towards this end, from monitors
signed by a trusted entity showing that they are the result of an approved contract negotiation process, to proof-carrying
monitors which come with a proof guaranteeing what resources they access. Migrating monitors also burden locations with
additional computation by running locally, and are intrusive by requiring local instrumentation of monitoring computation.
Implementing migrating monitoring on an existing distributed system would require access to the individual systems, and
the ability to instrument event detection and processing of contracts. The requirements of the instrumentation phase are
not unlike those faced in choreographed monitoring. Although not all architectures may allow for migration of processes in
a secure and safe manner, this challenge can be addressed by passing the monitors across location boundaries encoded as
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data objects, and which are interpreted at the location where they are to be evaluated. These issues will not be discussed
further here, but are crucial for the practicality of migrating monitors.

2.1.4. Comparing monitoring approaches for distributed systems

Although these approaches have been individually studied in the literature, their formal comparison has not. There are
a various issues relating to these different monitoring approaches that one would like to be able to formally resolve. For
instance, how does one show that two monitors, possibly using different deployment strategies are equivalent, or that
choreographed monitoring exposes less information on global channels than orchestrated monitoring? What is required is
a common formal framework in which different approaches can be expressed, compared and contrasted.

3. A distributed monitoring language

mbDPI is an extension and adaptation of the distributed r-calculus [14], with a notion of (i) explicit locations to host
processes; and (ii) monitors, a special form of processes which can (in a non-interfering manner) eavesdrop on the commu-
nication taking place on channels. In contrast to many forms of communication used in process calculi, the communication
taking place between processes in mDPI1 leaves a residue which monitors may read at a later stage in a non-destructive
manner.

3.1. The syntax

In mDPi, parallel processes, P, Q, R € PRroc, interact by communicating on channels, c, d, e, b € CHANS; they are dis-
tributed across a flat location structure where hosting locations, I, k, m € Locs, locally administer event trace generation.
Local trace generation yields totally ordered local traces but partially ordered global traces, reminiscent of tracing in dis-
tributed settings. Monitors, M, N € MoN, then asynchronously analyse these partially ordered traces to determine whether
properties are broken. Systems, S, U, V € Sys, range over networks of located processes and monitors.

S, U,V == Kk[P] | k[T] | k{MBLD | S| U | newc.S
P,Q,R = stop | ulw.P | u?x.P | newc.P | if u=w thenP elseQ | P||Q | %P
T == t(c,w,i)
M, N = stop|ulw.M|u?x.M| newc.M | if u=w then M else N| M||[N| *M

| q(c,Xx).M| sync(u).M| gou.M | ok | fail

The syntax, summarised above, assumes denumerable sets of indices i, j, h € Ibx and variables x, y, z € VARs apart
from channels and locations, where identifiers u, w range over IDENTS = CHANsS U Locs U IDx U VARs. Lists of identifiers
Wi, ..., Wy isdenoted as w.

The main syntactic class is that of Systems, consisting of either located processes, k[P], located traces, k[T], or located
monitors, k{[M]}(“), that can be composed in parallel, S || U, and are subject to scoping of channel names, new c.S. Every
located monitor carries a monitoring context, (I, i) keeping track of the current location, [, and local position (index), i, of the
trace being monitored.

3.1.1. Distributed processes

Processes comprise standard 77 -calculus constructs [14] such as output, c!v.P where value tuples v may include CHANS U
Locs U Ipx, and input, ¢?X.P, where variables X are bound in the continuation P. Processes include other constructs such
as name-matching conditional, if u = w then P else Q, replication, *P, parallel composition, P || Q, and name restriction,
new c.P. We will sometimes elide stop and, for example, write c!v for c!v.stop and if B then P for if B then P else stop
respectively.

Example 1. Consider the system of processes below whereby processes (1) and (4) are located at location | whereas
processes (2) and (3) are located at location k.

M @ ®G) 4)
s T
Sys = I[d?x.x!1] || k[d'c.c'2] || k[d'b.b?z.P] | I[c?y.if y=2 then Q; else Q;]

As in the piCalculus, channels can be communicated as values over other channels in mDP1 systems. Process (1) is waiting
for input on channel d and the value inputted, x, is then used as a channel to output the value 1 on it.

(5) (6) (3) (4)
A .
Sys; = I[c"1] || k[c!2] || k[d'b.b?z.P] || I[c?y.if y=2 then Q; else Q3]
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Process (1) canreceive this value from process (2), in which case the input variable, x, will be instantiated to the channel name
¢ and the entire system evolves to Sys; above. At this point the input on channel c in process (4) can non-deterministically
react with either the output of process (5), resulting in the system

Sys; = I[stop] || k[c'2] || k[d'b.b?z.P] || I[if 1=2 then Q;{1y} else Qx{1/}]
or else the output of process (6), resulting in the system
Sys{ £ 1[c"1] || k[stop] | k[d'b.b?z.P] | I[if 2=2 then Qi{2}} else Q2{2H}]

Since the values communicated by these outputs differ, the input variable y at (4) may be instantiated to different values,
i.e., either 1 or 2, which will in turn affect whether this process will branch to Q; or Q,.

Alternatively, in the original system Sys, process (1) may receive the input on channel d from process (3), in which case
the input variable x will be instantiated to the channel b and Sys will evolve to the system Sys}, which clearly has a different
behaviour from the former one.

) () (®) )
A — —_—~— —_—— -
Sys, = I[b!1] || k[d!c.c!2] || k[b?z.P] || I[c?y.if y=2 then Qq else Q3]

In fact, the new derivative of process (1), i.e., process (7), can not communicate with process (4) as in the case of Sys} above,
but may instead communicate with the derivative of process (3), i.e., process (8), yielding the system:

Sys, = I[stop] || k[d!c.c!2] || k[P{1z}] I I[c?y.if y=2 then Q; else Q]

3.1.2. Distributed runtime monitoring

The behaviour of such distributed systems is hard to analyse statically, due to the inherent non-deterministic nature
of concurrent communication and the dynamic instantiation of channel names, as may be apparent from Example 1. In
this work we propose how the behaviour of systems of located processes can be asynchronously monitored and verified at
runtime; runtime analysis has the advantage of only analysing the current path of execution, thereby side-stepping a large
number of problems associated with state-explosion of concurrent system analysis.

The calculus describes distributed, event-based, asynchronous monitoring. Monitoring is asynchronous because it hap-
pens in two phases, whereby the mechanism for tracing is detached from that for trace-querying. This two-step setup closely
reflects the limits imposed by a distributed setting and lends itself better to the modelling of the various distributed mon-
itoring mechanisms we want to capture. Monitoring is event-based because we focus on recording and analysing discrete
events involving communication.

3.1.3. Distributed traces

Traces, made up of individual trace records, t(c, v, i), record communication of values v on channel c at timestamp i, and
are meant to be ordered as a complete log recording past process computation at a particular location. For simplicity, traces
in mDPI are limited to recording output events, but we conjecture that extensions to more expressive traces recoding other
forms of actions such as inputs and name comparisons should be a straightforward task. Note that trace records are located,
e.g. k[t(c, v, i)] for some location k, and when they are composed in parallel, their syntactic ordering is not important, e.g.,
writing k[t(c, v,i)] | k[t(d, W, j)] is the same as writing k[t(d, w, )] | k[t(c,V, )], because parallel composition is
commutative. Rather, what is important is the relative ordering of trace records located at the same location, as dictated by
their timestamp.

Example 2. Consider the system of four processes, discussed in Example 1. If we consider the first sequence of computations

possible, i.e., process (1) receiving the value ¢ on channel d from process (2), followed by a communication on channel ¢
between processes (1) and (4), then we obtain the trace

Tre; = k[t(d, ¢, )] || I[t(c, 1,)]

whereas if we consider the communication between process (1) and process (2) on channel d, followed by the communi-
cation between processes (2) and (4) on channel ¢ we obtain the trace

Trc, = k[t(d, ¢, )] || k[t(c,2,i+1)]

for some index values i and j.
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We note two important aspects of our traces from Example 2. First, motivated by implementation concerns, the recording
of an output action as a trace entity occurs locally, e.g., t(d,c,i) is located at location k in Trcy, the location of the process
performing the output, even though the receiver resides at a different location I. Second, successive output actions at the
same location are ordered by the assigned index, e.g., t(d,c,i) and t(c,2,i+1) at k in Trc,. By contrast, temporally ordered
actions that occur at different locations, e.g., t(d,c,i) and t(c,1j) in Trcq, lose their ordering as they are assigned unrelated
indexes by their respective locations k and I, namely i and j.

3.1.4. Distributed monitors

Monitors are autonomous computing entities similar in structure to processes, but with additional capabilities for checking
and verifying distributed process computation through trace analysis. In a distributed setting, this amounts to a best-
effort sound reconstruction of distributed computation from the partial information recorded in the local traces. In mDPI,
monitors are allowed to perform this reconstruction from traces (such as those in Example 2) through a trace-querying
construct, q(c,X). M, and a trace-realignment construct, sync(k).M; these two constructs embody our notion of asynchronous
distributed monitoring.

Although sound, our asynchronous monitoring mechanism of reconstructing temporal order of events across locations is
incomplete, and may miss property violations when compared to more precise mechanisms such as Vector Clocks [15] and
Lamport Timestamps [ 10]. These (more advanced) mechanisms however come at the price of increased construct complexity
while still not guaranteeing completeness (in practice) due to the limits inherent to distributed computing [10]. Given that
completeness is not a major concern for this study, we have opted for a construct that is clearly implementable rather going
for more expressive, albeit more complex, constructs. In particular, the shortcomings of the constructs q(c,X). M and sync(k).
M do not unfavourably affect any particular distributed monitoring strategy we express in our framework and, therefore, do
not impact on the validity of the conclusions we reach in Section 4.

The construct q(c,x). M queries traces for the first record describing communication on channel ¢; the list of variables x
are bound in the continuation M. The location, [, and index, i, of the trace where the record is to be searched for are obtained
from the enclosing monitoring-context, (I, i), in a monitor located at k, k{{q(c, X).M]}(l’i). Traces can be analysed either
locally, when [ = k or remotely, when | # k; this flexibility allows us to express both orchestrated monitoring strategies,
which require remote monitoring, as well as choreographed strategies, which favour local monitoring. In order to permit
modular instrumentation of independent properties, mDPI1 allows multiple monitors to analyse concurrently the same trace.
Trace records are thus not consumed when queried (unlike output messages); instead, every monitor keeps its own position
in the trace through the monitoring context.

Monitors can reconstruct a temporal ordering of events across remote traces (which are temporally unrelated) using
the realignment construct, sync(l).M. This construct resets the monitoring context, (m, h), of a monitor k{sync(l).M] (m.h)
to (I, i), where i is the index to be assigned to the next generated trace record at location [; this allows the monitor to
start monitoring for records at I from the present state of the computation onwards. As in the case of querying, monitor
re-alignment can be performed both locally, when | = k, as well as remotely, when [ # k, which facilitates the encoding of
various distributed monitoring strategies.

Our framework permits the monitor allocation across locations to change over the course of computation. In fact, as
opposed to processes, monitors can also migrate from their existing location to another location [ using the construct go .M.
This, in turn, allows us to express a wider variety of monitoring strategies such as the migrating monitors strategy, discussed
earlier in Section 2.1.3. The other remaining constructs used exclusively by monitors are ok and fail, which allow monitors
to report success or failure respectively.

Example 3. Consider the property that prohibits outputting an integer that is less than 2 on channel x at location [ after this
channel x has previously appeared as a value on channel d at location k. Monitoring whether the system Sys from Example 1
violates this property can be carried out in a variety of ways:

MO £ m{q(d, x).sync(l). q(x.y). if y < 2 then failj®?
new b. (k{[q(d, X). bIxp%D || 1b2x. sync(l). q(x,y).if y < 2 then fail]}(l’h))
M™2 2 k{q(d, x).go Lsync(1).q(x, y).if y < 2 then fail}*-)

=
()
=
5]
S

(>

MO describes an orchestrated approach, analysing traces remotely from a central location m. M is a choreographed
monitor, split into two sub-monitors, each analysing traces locally and communicating between them (on the scoped channel
b) when necessary. Finally, M™S$ is a migrating monitor, which starts at location k, locally eavesdropping on channel d, and
then migrates to location [ once an output on d is recorded (and the channel communicated on d is known). Note that each
monitor needs to dynamically obtain the channel to query next on the trace at location [ from the first query performed
on the trace at k, which means that the monitors need to reconstruct this temporal ordering across located traces. When
executed over the trace Trcy all three strategies should be able to raise the violation; they may nevertheless miss to raise
this violation because local traces do not provide a total ordering of events — we discuss this point at length in Section 3.3.
However, when monitoring the trace Trc, the monitors should never flag a violation.
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There are various reasons why one monitoring strategy may be preferred over the other. M°™" is perhaps the easiest
to construct and instrument; it is also the least intrusive as no monitors are instrumented at the location where the the
monitored system resides, i.e., the monitor resides at m whereas the monitored system is distributed across I and k. On the
other hand, M js the option that generates the least amount of network traffic by performing all its trace queries locally
at I and k. Finally, M™2, is able to perform all its monitoring locally but is less intrusive than M<°", since it only migrates to
lif a communication on d at k is observed.

A proper analysis of these different strategies requires us to formalise the behaviour of these monitors first; this is the
theme of the following section.

3.2. The semantics of mDPI

The semantics of mDPJ, is given in terms of a Labelled Transition System (LTS), defined over the following action labels:

W eEPACT =  inP(c,V) | (b)outP(c, V) (process input and output)
| inM(c, v) | (b)outM(c, V) (monitor input and output)
| inT(c,v,1,i) | (b)outT(c,V,1,1) (trace query and availability)
| T | tick (internal and clock actions)

The different labels for both inputs and outputs allow us to discern whether the action was performed by a process,
monitor or trace. The first four labels denote the capability of a process (respectively monitor) to input/output value tuples v
on channel c. As is standard for channel-passing calculi, the list of channel names (E) in the respective output labels denotes
bound names that have been scope extruded as a result of the output. The label (b)outT(c, v, I, i) does not describe trace
record consumption but instead denotes the existence of an ith record in the trace at location I recording a process’ output
of values v on channel ¢ (amongst which channel values (b) are scoped). Dually, the label inT(c, v, [, i) describes a monitor’s
capability to analyse the ith trace record at location [ recording a process’ output of values v on c; note that the location of
the monitor is not observable. All three output actions (b)outP(c, v), (b)outM(c, v) and (E)out’[(c, v, 1, i) observe standard
conditions such as, b C v, i.e., scope extruded channels are indeed outputted values, and ¢ ¢ b, i.e., the channel on which
the communication occurs is known to the receiver, and hence, not scoped. Finally, label t denotes the (standard) silent
unobservable action, resulting from some internal computation or interaction whereas tick denotes a local clock increment.

As usual, the respective input and output actions are allowed to synchronise with one another in our LTS. To specify this,
we describe when an output action is the co-action of an input action, i.e., when the labels match wrt. their parameters* :

inP(c, v) = outP(c, v) inM(c, v) = outM(c, V) inT(c, v, 1, i) = outT(c, Vv, I, i)

3.2.1. Structural equivalence

As in [14,16], we find it convenient to abstract over semantically equivalent systems with different syntactic represen-
tations. For instance, in our calculus parallel composition is commutative and, as a result, we would expect the systems
S1 || S and S, || St to denote the same system. We characterise this through the structural equivalence relation, denoted
by the symbol =, and defined as the least relation satisfying the rules in Fig. 4; we use fn(S) to denote the free names of S,
i.e., channel names that are not bound by input prefixes and scoping.

Most of the rules in Fig. 4 are standard, such as the commutativity and associativity rules for parallel composition, sCoM
and sAss. A slightly non-standard aspect is that systems form a commutative monoid wrt. parallel composition and two
forms of ‘identity’ systems, namely inert located processes, k[stop], and inert (located) monitors, k{[stop]}("i), as described
by sIp1 and sIp2. The channel scoping rules for extrusion, SExT, and swapping, sSwp, are also standard, whereas unused
scoped channels can be discarded through either inert located processes or monitors, sScp1 and sScp2. The only rule worth
highlighting because it is peculiar to our calculus is sTRc, which allows identical trace records to be consolidated or, dually,
replicated. This rule is introduced for technical reasons that will be discussed in Sections 3.2.2 and 3.2.3, and then Section 3.4.
Finally, the inductive rules sCtx1, sCTx2 and sCTx3 make structural equivalence a congruence wrt. parallel compositions and
scoping.

3.2.2. Configurations

Our LTS is defined over systems subject to a local logical clock at each location. These clocks permit (i) the generation of
locally-ordered trace-records, and (ii) the re-alignment of monitors to the current record timestamp in the local trace. Local
clocks are modelled as monotonically increasing counters and expressed as a partial function § € CLocks :: Locs — N,
where § (I) denotes the next timestamp to be assigned for a trace entity generated at location I. We define a clock increment
at a particular location, say k, using standard function overriding,

4 Note that the co-action relation does not include output actions with bound names.



194 A. Francalanza et al. / Journal of Logic and Algebraic Programming 82 (2013) 186-215

sCo

M ———————— sAss
SIu =UlS SHIoNv =SiwWwiv

Ip1 sIp2 T sTrc
S || k[stop] = S S || k{stop}®? = § KITT I KITT = k[T]

sExt c ¢ fn(S) sScrl
S|newc.U = newc.(S || U) new c.(k[[stop]]) = k[stop]
sFLp sScp2 7 7
newc.newd.U = newd.newc.U new c.(k{stop}*?) = k{stop]*”
S =U S =U S =U
sCrx1 sCrx2 sCtx3
S|Iv=U|V VIS = V||U newc.S = newc.U

Fig. 4. mDP1 structural equivalence rules.
inc(8, k) = [k — (5(k) + 1)].

Configurations, denoted as C, D € CoNF :: CLOCKS X Sys, are systems that are subject to a set of localised counters, i.e.,
(8, S) pairs where locs(S) € dom(§); when such a condition holds, we denote the pair as § > S. We limit ourselves to
well-formed configurations whereby trace records form a local linear order at each location. For this to happen, Definition 1
requires that (1) trace records are locally timestamped at an index that is strictly less than the local counter that will be
assigned to the next trace record generated at that location and (2) trace records referring to the same local timestamp (k, i)
must agree on the recorded data.”

Definition 1 (Well-formed configurations). A configuration § > S is well-formed iff it satisfies the following conditions:
1. S = newc.(U || k[t(c, w, i)]) implies § (k) > i;
2. S =newb.(U || k[t(c, W, i)]) = newe.(V | k[t(d, V,i)]) impliesc = d and V = W.

We note that Definition 1 does not require that, in a well-formed configuration § > S, all trace records for indexed less
than & (k), for arbitrary k € dom(§), are present in S. We also note that Definition 1 does not enforce the existence of a
single trace record to be present for a particular timestamp either, but rather it permits replicated trace records, as long as
they record the same information. In fact, in what follows, trace records are perhaps best envisaged as partial information
relating to past performance that must remain invariant across a configuration.

The reason for these relaxations is that we want our semantics to analyse configurations in an open world setting, whereby
results determined over local systems (such as equivalences) are preserved in larger system contexts. Dually, these relaxations
also allow for compositional analysis of configurations, whereby a configuration of the form > (S; || Sz) can be analysed
from its sub-configurations § > Sy andé > S (see Theorem 1 in Section 3.4). In the meantime, however, note that missing or
replicated trace records do not affect the local linear recording of past outputs at a particular location; moreover, replicated
trace records can always be consolidated when considering systems up to structural equivalence, using the rule sTRc from
Fig. 4.

3.2.3. Transition rules

Our LTS is defined as the least ternary relation over configurations, —>:: CONF X PACT X CONF, satisfying the rules in
Figs. 5, 6 and 7; we elide some obvious process rules that can be inferred from the corresponding monitor rules (see Fig. 7).
Transitions are denoted by the following notation:

s>s 89 (1)

inlieuof ((§ > S), u, (8’ > §")) € — and describe the computation step from the configuration§ 1> S to the configuration
8’ > § as aresult of some interaction with the environment (some system context), characterised by the action w. We note
that whenever we want to restrict our analysis to a ‘closed world’ setting, disallowing the possibility of interacting with the
environment, we simply restrict configuration transition labels to just the silent action, 7.

5 The initial value of every local clock is not important, as long as it is larger than any trace record at that location — its role is merely to order future trace
records generated at that location.
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Fig. 5. mDP1 LTS external action rules.

Fig. 5 describes three output rules. The process output rule, OUTP, is central to our monitoring semantics. It differs from
standard output rules in two respects; first, it generates a residue trace record at the current location, k, after the output
occurs, k[t(c, v, §(k))], recording the channel name, c, and the values communicated on it, v, timestamped by & (k); second,
it increments the clock at k once the trace record is generated, which is necessary so as to generate a total order on trace
records at k. Monitor output, OUTM, is similar albeit simpler since neither is a trace record generated, nor is the local counter
updated. Rule OUTT models a trace record’s capability to expose information relating to a process output at location k,
outputting tuple v on channel c at timestamp i. As opposed to process and monitor outputs, the trace record is not consumed
by the action (thereby acting as a broadcast), and its persistence allows for multiple monitors to query it.

Fig. 5 also describes three (main) input rules, one for each input label. The rule for process input, INP, is standard: a process
that resides at location [, can input tuple v over channel c, substituting v; € d for x; € X in the continuation P. Note that the
location of the process plays no role in this action since process communication is allowed to happen across locations. The
rule for monitor output, INM, is similar; again, the location, [, and the monitoring-context, (k, i), do not affect the monitor
input.

The monitoring-context however plays a central role in a (successful) trace-query action, INT. Here, the source location
of the trace record, k, and time stamp, i, of the action label, inT(c, v, k, i), must match those of current monitoring-context
(k, i). Since the transition describes the fact that a trace record has been matched by the monitor query, the timestamp
index of the monitoring-context is incremented, (k, i + 1), in order to progress to the next record in the local trace ordering.
The trace-query action can occur only if the corresponding trace record at (k, i) has already been generated: this can be
determined from the rule side-condition checking the clock counter at k, i.e., § (k) > i; if the side-condition is not satisfied
then the query is blocked until the local clock is incremented accordingly (see rule OUTP). Rule INT leaves a residual trace
record, k[t(c, v, 8 (k))], in the resulting configuration; this should not be confused with the trace record generation of OUTP,
but rather, it should be understood as the generation of an invariant ensuring that all future queries of the local trace at (k, i)
consistently react with a trace record describing the output of values v on channel c. Although it may appear somewhat
intricate, this mechanism works in tandem with the well-formed conditions of Definition 1 and turns out to be essential in a
setting where we want to perform compositional analysis — see example 8 in section 3.3. In a setting where only part of the
system is being analysed, the actual trace record may not be part of the sub-system; the mechanism allows us to keep track
of the trace record data queried in the current sub-system, and then checked at the composition phase to be consistent with
the trace records generated (through rule OUTP) in the other sub-systems. We recall that when trace records correspond,
they can be consolidated using the structural rule sTrRc from Fig. 4, which allows us to reconstruct the intuition outlined
earlier in Sections 3.1.3 and 3.1.4 that there exists at most one trace record for each located index (k, i) — see Example 5.

The final transition rule in Fig. 5 is Skp, describing an unsuccessful trace-query action. Here the monitor attempts to query
the trace record at (k, i) for outputs on channel d, and since the trace record queried happens to describe an output on some
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Fig. 6. mDP1 LTS contextual rules.

other channel, ¢, the monitor query skips this record and proceeds up the chain to the next index, (k, i + 1).° The resulting
configuration of this transition again generates a residual trace record describing a system invariant, as in the case of the
previous rule INT; the motivation for this is the same as for INT, namely compositional analysis — see Examples 5 and 8 from
Section 3.3.

The first rules in Fig. 6 are contextual rules, relating to the system contexts of scoping and parallel composition. A subtle
but important aspect of our calculus, distinct from related calculi such as [14], is that scope extrusion of channel names may
occur both directly, through process or monitor communication, but also indirectly through trace querying. These three cases
of scope extrusion are handled by the rule OpN which uses the action variable « to range over process, monitor and trace
output actions carrying no bound names:

o € OUTACT £ outP(c, V) | outM(c, v) | outT(c,V, I, i)

The rule uses two functions in its side condition: fn(«) returns the free names in an action as expected whereas

obj(outP(c, v)) = obj(outM(c, v)) = obj(outT(c, v, I, i)) = c.

Actions for scoped system that do not involve any extrusion of channel names are handled by the rule Scp.

Actions are preserved by systems in parallel, as stated in rule PAR. The side-condition, bn(u) N fn(U) = @, ensures that
scope extruded channel names are fresh”; since we assume terms up to «-equivalence of bound channel names, these
names can be assumed to be distinct from any free variables in the surrounding systems. The only exception to this is the
trace querying action, inT(c, V, k, i), which requires a further condition stating that for the action to be preserved, systems
composed in parallel with it, U, must not be able to broadcast the existence of a trace record at (k, i). Otherwise, when U
contains the trace record queried for at (k, i), the system S is forced to synchronise with this record in system U through the
rule Com.

6 The transition action is the same for that of a successful action, namely inT(c, ¥, k, i), intuitively because it still denotes the interaction with a trace record
k[t(c, v, 8(k))], even though the query was unsuccessful.
7" Analogous to fn(S), we write bn(S) to denote the bound names of S.
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All three forms of communications — process, monitor and trace — are handled uniformly by the communication rule
CoM. Communication occurs when configurations § > S, § > U are capable of performing action w and co-action &
respectively, yielding a silent action 7 as a result. Note that, by our definition of co-action, x must be a plain (not containing
any bound names) output action, i.e., either outP(c, v) (process output), outM(c, V) (monitor output) or outT(c, v, [, i)
(trace broadcast), and may therefore involve the scope extrusion of certain channel names, b, local to system S emitting the
output. The side-condition, b N fa(U) = @, ensures that the scope extruded names are distinct from any free variables in the
receiving system and, as a result of the synchronisation, the scope of these names is extended to the residual system of U
after communication, i.e., U’ in new b.(S’ || U”). It is worth noting that action x must be an input action, and from the input
rules that can generate this, i.e., INP, INM, INT and Skp, we can conclude that this action does not affect the system clocks &
in the residual of the respective premise, § > U’. On the other hand, when 7t is a process output, outP(c, v), the local clock
of the location where the action occurs is incremented in the residual system of the respective premise, 8’ > S’ (see OUTP);
this is then is reflected in the resulting configuration for rule Com, 8’ > new b.(S" || U").

Rule StR in Fig. 6 lifts transition to structurally equivalent systems. In particular, this is important for our LTS in order to
express symmetric rules for the parallel rules PAR, PART and CoM through structural rules such as sCom, sAss and sEXT, and
to discard remnant inert code and unused local channels through rules such as sIbp1 and sScp1. The last rule in Fig. 6 is CNTR
and models process communication by some system context in an open world setting, that would increase the timestamp
counter at the location where the output occurred.

Example 4. Recall the system below from Example 1.
Sys £ I[d?x.x!1] || k[d'c.c'2] || k[d'b.b?x.P] || I[c?y.if y=2 then Q; else Q]

When subject to the set of local clocks {l — j, k + i}, the semantics defined by the rules in Figs. 5 and 6 allows us to express
following behaviour:

(I>j, k> i} > Sys — {l+> j, k> i+1} > Sys; | kit(d, c, i)]
5 (Il j+1, k> i+1} > Sys; | k[t(d,c,i)] || I1t(c, 1,5)]
The first T-transition describes the process communication of the value c on channel d, discussed in Example 1, where Sys;

was defined as

I[e!1] || k[c!2] || k[d'b.b?z.P] || I[c?y.if y=2 then Q; else Q3]

This transition can be derived using the rules Com, INP and OUTP (together with the parallel composition rule PAR and
structural manipulation of terms using STR); see derivation below where § = {l + j, k > i}. In particular, rule OUTP
generates the residual trace record k[t(d, c, i)] at location k, as discussed earlier in Example 2, while incrementing the local
clock at this location, k — i+1.

OuTtP
5 & k[dlc.c12] 2P inc(s, k) > k[c'2] || k[t(d, c, i)] .
. - N
' 5 > [[d2xx!1] 2290, s gpeng .
OM
§ > k[dlc.c12] || [[d?x.x11] — inc(8, k) > k[c!2] || kit(d, c, )] | 1[c!1] b

7 AR, STR
8 > Sys — inc(8, k) > Sysq || k[t(d, c, )]

The second 7-transition above describes the communication of value 1 on channel ¢ resulting in the system Sys], defined in
Example 1 as

Ilstop] || k[c!'2] || k[d!b.b?z.P] || I[if 1=2 then Qi{1y} else Qx{14}].

This transition can also be derived using a combination of same rules just discussed, this time incrementing the local clock
at location L. It yields the global trace k[t(d, ¢, )] | I[t(c, 1,)], i.e., Trc; from Example 2.

{l>j k> il Sys — {I>j k> it1} > Sys; || k[t(d, c, )]
5 (I jk > i42) > Sys! || k[t(d,c,i)] || kit(c,2,i+1)]

We can also derive a second transition sequence shown above where Sys] was defined in Example 1 as the system
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Fig. 7. mDPI1 monitor LTS rules.

I[c!1] || k[stop] | k[d!b.b?z.P] | I[if 2=2 then Q;{24} else Q2{24}],

and the residual trace generated, k[t(d, ¢, )] || k[t(c, 2, i4+1)], is the one discussed in Example 2, i.e., Trc,. Note that since
this sequence of transitions describes two communications where both outputs emanate from the same location, k, the
trace records generated are able to describe the relative order of the communication, i.e., from their timestamps, k[[t(d, c, i)}]
precedes k[t(c, 2, i+1)].

The rules in Fig. 7 describe the remaining monitor transitions; corresponding process transitions such as process splitting
and process branching follow the same structure as the monitor rule counterpart, but are simpler as they do not have to
cater for the monitoring context — they are also very similar to those found in [14] and are elided here. Most of the rules are
self explanatory. The only rules worth noting are the silent action described by rule Sync, which allows monitors to realign
with a trace at a particular location to start monitoring for future trace records there, and rule Go, which describes monitor
migration as found in calculi such as [14]; presently, in order to keep our framework as simple as possible, only monitors
are allowed to migrate.®

Example 5. Recall the orchestrated monitor M™® from Example 3,

m{lq(d, x).sync(l). q(x,y). if y < 2 then fail}*-)

verifying whether the monitored system violates a property by first outputting a channel name on channel d at k, followed
by an integer output that is less than 2 on this channel at location [. When monitoring the system Sys from Example 4, subject
tod = {l — j, k — i}, our semantics permits the following transition sequence:

8 Process migrating would have required traces to log this information as well, so as to enable accompanying monitors to trace the migration and thus move
along with them. Although this enhancement could have been accommodated by our framework, none of the monitoring strategies surveyed in Section 2 dealt
with migrating processes.
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8> Sys || MO

5> (8 =inc(8, k) > Sysy || k[t(d, c, i)] || MO™h (2)
58> Sysq || k[t(d, ¢, )] || m{sync(). q(c, y). if y < 2 then failp i+ D (3)
5 8" > Sysy || k[t(d, ¢, i)] | m{q(c,y). if y < 2 then fail}¢-) (4)
5> inc(8', D) > Sys) || k[t(d, ¢, i)] || 1[t(c, 1,5)] || ma(c,y). if y < 2 then fail}¢-? (5)
s inc(8', 1) > Sys} || k[t(d, ¢, i)] || 1[t(c, 1,5)] | m{lif 1 < 2 then failp&+D (6)
S inc(8', 1) > Sys} || k[t(d, ¢, i)] || Iit(c, 1,5)] || m{faily+D (7)

Transitions (2) and (5) are those derived earlier in Example 4, except that now they are derived in the context of a monitor
using rule PAR. These transitions are however now interleaved with transitions from the orchestrated monitor’s side, M°™",

In particular, T-transition (3) describes the querying of the trace at location k from index i onwards for recorded outputs on
channel d. A trace record matching the query is immediately encountered at index i, namely k[t(d, c, i)], and the successful
reading of this record is derived using the rules Com (trace reading), OUTT (trace broadcast) and INT (trace query); this latter
rule increments the monitoring context index to (k, i + 1).

’ R outT(d,c,k,i) , . ourT
8" > k[t(d, c,i)] ————— & > k[t(d, c, )] N
. N
: inT(d,c,k.i i
8 > merch ECED o nsync(l). . . JEHD || kpt(d, c, ]
om

T

8 > k[t(d, c, i)] || MM 5 8" > k[t(d, ¢, i)] || m{sync(D). ... 3% || k[t(d, c, i)] S
TR

T

8 > kt(d, c, )] || MM 5 8" > k[t(d, c, i)] || m{sync(l).... %D

T

8" > Sysy || k[t(d, c, i)] | MM 5> 8" > Sys; || k[t(d, c, )] || m{sync(l). ... J&FD

PAR

The full derivation for the r-transition (3) is given above and deserves some comment. In particular, we note that trace
querying generates duplicate trace records k[t(d, c, i)] immediately after the rule Com is applied; these can however be
consolidated as one record using rule STR and the structural equivalence rule sTRc from Fig. 4. Even though this may seem
redundant at first, it allows us to analyse subsystems in compositional fashion. For instance, in the case of the right axiom in
the above derivation, the behaviour of M°™" was analysed without requiring the trace record form timestamp i at location
k. In fact rule INT could have even allowed us to derive a different query, say reading a different value v communicated on
channel d:

INT

8, > Morch inT(d,v,k,i)
—_—

8" > mfsync(l). .. &V | kit(d, v, )]

Note however how the label matching condition in rule Com and the side condition in rule PAR prevent this from being
derived for our full system, which in turn guarantees that the configuration remains well-formed. We discuss this issue in
more depth in Section 3.3 — see example 8 and Lemma 1.

The silent transition (4) describes the realignment of the orchestrated monitor with the trace at location I so as to start
monitoring for future trace records there, and is derived using rule SyNnc. Transition (6) is another trace reading computation
(this time from the trace at location [) derived again using rules Com, OUTT and INT, whereas the final t-transition, (7), is a
branching operation (using a variant of the rule EQM.)

3.3. Calculus expressivity

In this section we argue, through a series of examples, that the operational semantics presented in Section 3.2.3 captures
the characteristic behaviour expected of asynchronous monitoring systems executing in a distributed setting, which helps
us to better understand the situations that may arise when analysing existing monitoring strategies or when designing new
ones. In particular, we show how our calculus can model the various distributed monitoring strategies discussed in Section 2.
We also discuss how, despite all the intricate concurrent interleavings, the semantics still allows us to perform compositional
analysis focussing on particular subsystems.

An inherent aspect of asynchronous runtime verification is that violation checks are only carried out on the current
system execution. This means that an otherwise erroneous concurrent system may produce an interleaved execution that
does not yield a violation, in which case no violation must be detected by the monitor. In such concurrent settings, runtime
monitoring must also to contend with interleaved events from other executions and must be able to skip trace entries that
do not pertain to the property being monitored. Distribution complicates monitoring even further, and may limit detection
capabilities across (asynchronous) locations.
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Example 6. Recall again M°™" from Example 3.

8> Sys || k[c!5] || k[c?x.stop] || M°"

5> (8 =inc(8, k) > Sys || k[t(c, 5, )] || MO (8)

5 (8" =inc(8', k) > Sys; || k[t(c, 5, 1)] || k[t(d, c, i+ 1)] || MO™" ©)

s (Yl k[t(c, 5, )] || k[t(d, c,i+1)] | (10)
|| m{q(d, x).sync(l). q(x, y). if y < 2 then fail}®i+D

RNDYS Sysy Il kit(c, 5,1)] || k[t(d, c,i+1)] ' (11)
| m{sync(l). q(c,y). if y < 2 then fail}*i+2)

During monitoring, trace query matching need not be immediate, as shown in the transition sequence above. Here M°™" is
instrumented over a slightly more complex system that includes the subsystem k[c!5] || k[c?x.stop] apart from Sys; this
larger system may yield the altered trace

kit(c,5,1)] |l k[t(d, c, i+ 1)]

after two transitions, (8) and (9). In particular, the trace record describing communication on channel d is now assigned a
later timestamp, namely i 4 1. Thus the trace query from MOrh for outputs on channel d at index i will not match the record
at index i, namely k[[t(c, 5, i)}], since this record describes communication on channel c. As a result, the monitor context of

M°™ is increase to i + 1 in transition (10) through a combination of the rules Com, OUTT and, most importantly, SKp. At this
point a query can be matched as before, using Com, OUTT and INT, (11).

8> Sys || MoM
5o 5o 58 > Sysy | kt(d, ¢, )] || m{q(c,y). if y < 2 then fail}

5 inc(8', ) > Sys| || k[t(d, ¢, )] || 1[t(c, 2,7)] || m{q(c, y). if y < 2 then fail}* (12)
= inc(8, 1) > Sys| || k[t(d, ¢, i)] || Iit(c, 2, /)] || m{if 2 < 2 then failpJ+D) (13)
= inc(8', 1) > Sys! || k[t(d, c, )] || I[t(c. 2, )] || m{stop] "D (14)

As discussed in Example 4, system Sys is inherently non-deterministic, and after reaching Sysy, it could transition to Sys’{
instead. This behaviour does not lead to a violation of the property monitored by MO and, accordingly, our transition

semantics does not allow the monitor to detect a violation. This is shown in the transitions (12), (13) and (14) above, which
can be derived using the same rules used to derive the corresponding transitions (5), (6) and (7) above.
8 > Sys || MO
<> (8 = inc(8, k)) 1> Sys, | k[t(d, b, )] | MO
558" > Sys, || kit(d, b, i)] || m{sync(l). q(b, y). if y < 2 then failp i+ D (15)
5505 Soine, D) > Sys) || kIt(d, ¢, i)] || 1[t(b, 1,5)] || m{failp+D

Another possible transition sequence for Sys is the one shown above, i.e.,(15), discussed earlier in Example 1 which transitions
through Sys, reaching Sys,, defined as:

A

Sys, = I[b11] || k[d'c.c'2] || k[b?z.P] || I[c?y.if y=2 then Q; else Q;]
Sysy = I[stop] | k[d!c.c'2] || k[P{1z}] | l[c?y.if y=2 then Q else Q3]

This time, the channel name communicated on channel d is b, not ¢, and subsequently, the value 1 is outputted on channel b,
as would be recorded in the residual trace. Nevertheless, this alternative computation also violates the property monitored
for by M°™" and accordingly, the transition sequence above shows how M°™" can still detect this violation. In particular,
after the trace reading transition (15), the subsequent trace query in M°™ is set to channel b at I (as opposed to channel ¢
in the previous case), thereby adapting dynamically to the different trace analysis required.

We note that mDP1 focuses on correct monitors (soundness), i.e., flagging violations only when these actually happen,
rather than monitor precision (completeness), i.e., guaranteeing detection whenever violation happens. As discussed earlier,
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the lack of global clocks in distributed settings prohibit tight synchronisation across locations, forcing monitoring to be
inherently asynchronous, i.e., trace generation and trace monitoring are not in lock-step. Unfortunately, this limitation is
inherent to distributed settings [17].

8> Sys || MOTh

s (8 = inc(8, k) > Sysq || k[t(d, c, i)] || MO

55 8" > Sysy || k[t(d, ¢, i)] || m{Isync(l). q(c,y). if y < 2 then fail}®i+D

<> inc(8', 1) > Sys) || kt(d, c. i)] || 1Tt(c, 1.4)1 || m{sync(l).a(c,y). if y < 2... %D
5 inc(8', ) > Sys) || k[t(d, ¢, )] || [[t(c, 1,7)] || m{a(c,y). if y < 2 then failj+D

For instance, in the case of the first transition sequence of Example 5, this allows for (4) to potentially occur before (3) as
shown above (or even before (2)). This yields a situation whereby, after synchronising with [, the monitor starts analysing
the local trace at location | at index j + 1, missing the trace event I[t(c, 1, j)] as a result. Even though this may lead to the
monitor not detecting a violation, this lack of precision is not a limitation that is exclusive to our present model but is also
an inherent characteristic of distributed monitoring.

More importantly however, our semantics allows us also to derive similar transition sequences to the ones discussed
for the orchestrated monitor instrumentation in Example 5, but for the different monitoring strategies discussed earlier in
Example 3.

Example 7. Recall the choreographed monitor, M°", defined earlier in as
new b. (k{[q(d, %). b3 ®D | 1b2x. sync(l). q(x. y). if y < 2 then fail} 7).

As can be shown below, this monitor can also detect the property violation discussed earlier for M°™" when the configuration
8 ©> Sys transits to inc(inc(8, k), I) > Sys]. In particular, transition (16), describing trace reading, is derived using the rules
Com1, OUTT and INT as before, whereas transition (17), describing process communication, is derived using the rules Com1,
OUuTM and INM. Transition (18) describes trace alignment using rule Sync. Finally (19) is another case of a trace reading
transition, which is followed by monitor branching.

8> Sys | MM I (8" = inc(8, k) > Sys; || k[t(d, ¢, i)] || MO

S kit(d, c,i

s Y Il kit(d, c 1)]] l 6
new b. (lc{[b!c]}("”+]) || 1{b?x. sync(l). q(x,y).if y < 2 then fail]}(’*h))
S kit(d, c,i

RN || k[t(d, c, i)] '|| | | -
new b. (k{[stop]}(’““) || Hsync(l). q(c,y).if y < 2 then fa|I]}(”‘))
S kit(d, c,i

T, g [ SYS K D)) I | o ”
new b. (k{[stop]}("""’]) | Ha(c,y).if y < 2 then fall]}(l’f))

ERTR <Sys1 I kit(d, ¢, )] 1| 1t (e, 1,7)1 I )

new b. (k{[stop]}("’i“) | a(c,y).if y < 2 then fail]}(l’f))

(19)

s e o (Sys1 I kit(d, ¢, )] 1| 11t (c, 1,71 I )

new b. (k{[stop]}("’”rl) | Ifif 1 < 2 then fail]}(l’f“))
> inc(8', 1) > Sysy || k[t(d, c, i)] |l I[t(c. 1,5)] Il new b. (k{[stop]}(k’iJr]) I l{[fail]}(”j“))

The same transition sequence leading to a trace violation detection can be derived as well if the configuration § > Sys is
instrumented with a migrating-monitor M™$; we recall that this monitor was defined earlier in Example 3 as

k{q(d, x).go Lsync(1).q(x, y).if y < 2 then fail}®?.

This transition sequence below looks very much like the one discussed earlier for the orchestrated monitor instrumentation,
MO™hin Example 5. Transition (20) describes trace reading. Transition (21) is novel to what we discussed so far, and
describes monitor migration; it is derived using rule Go. This is followed by a trace realignment transition, (22), a process
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communication, generating the record [[t(c, 1, j)], followed by a trace reading of this record, (23), and the final monitor

branching leading to the violation detection.

T

8> Sys | M™& I (8 = inc(8, k) > Sys; || kit(d, ¢, )] |l M™is

558" > Sysy |l k[t(d, ¢, )] || kfgo L.sync(l).q(c, y).if y < 2 then failp it D (20)
= 8" > Sys, |l kit(d, c, )] || sync(l).q(c,y).if y < 2 then failp i+ (21)
5 8" > Sysy || k[t(d, ¢, i)] || a(c, y). if y < 2 then fail}() (22)
5o Sinc(8, 1) > Sysy || k[t(d, ¢, )] || Iit(c, 1,5)] || 1if 1 < 2 then fail+D (23)

= inc(8', 1) > Sys; || k[t(d, ¢, i)] || 1[t(c, 1,5)] || Iffail+D

It is worth noting that, in the transition sequences for both M°" and M™ shown above, trace reading is always performed
locally, as opposed to the transition sequence for M°™". We also note how, in the case of M™, instrumentation at location |
is only carried out (through dynamic migration) on a by-need basis. In fact, if the query for outputs on channel d at location
k is never satisfied, then no monitor is ever instrumented at location .

It is important to highlight the fact that the formal analysis carried out so far was performed under a closed world setting,
i.e., we assume that the system being analyses is the entire system under consideration. In fact, the transitions we considered
were in fact T transitions, which correspond to more traditional reduction-based operational semantics, i.e., without any
labels. Our semantics, however, allows us to perform a similar analysis under an open world setting, i.e., in the presence of
other systems executing in parallel. An open-world semantics allows us to analyse a system compositionally.

Example 8. Recall the (closed world) transition sequence (2) up to (7) from Example 5, or even the sequence from (8) up to
(11) from the same Example. Through external actions, our semantics allows us to model such computation while abstracting
away from the system generating the corresponding localised traces (such as Sys || k[c!5] || k[c?x.stop]), thereby focussing
on the monitor code in isolation.

§ > Moreh 9K (57— ine(s, k)) > MOTh (24)
K (87 = inc(8, k)) > MO (25)
BLUGEEURF VNS k[t(c, 5,0 || m{{q(d, x).sync(l). q(x, y). if y < 2 then failj*+D (26)

Tk o (k[[t(c,ii)]] Il kit(d, c, i+ 1)] | ) )
|| m{sync(l). q(c,y). if y < 2 then fail}*i+2)
5 8" > k[t(c, 5,0)] || k[t(d, c, i+ 1)] || m{a(c, y). if y < 2 then fail} ) (28)
B ined”, 1) > kIt(c, 5, 1)1 1| kIt(d, ¢, i + 1)1 | mfa(c, ). if y < 2.3 (29)
WL s (kut(c, 5,01 I KIE(d, ¢, i+ DT NIHTE(e 14)11) 30
| m{iif 1 < 2 then fail &+
s inc(8”, 1) > k[t(c, 5, )] || k[t(d, c, i+ 1)] || [[t(c, 1,)] || m{failj+D (31)

The transition sequence above is one such example. Transitions (24) and (25), derived using rule CNTR, model the effect of
the corresponding process communication transitions such as (8) and (9), performed by the system abstracted away by the
open world semantics. The trace records generated by these communications are then queried through the external actions
(26) and (27), derived using rules Skp and INT respectively, which correspond to the t-transitions (10) and (11) discussed
earlier. We here note how querying these trace records figuratively brings them in from the abstracted context to form
part of the system being analysed, i.e., the system being analysed is now extended with the trace records k[t(c, 5, )] and
k[t(d, ¢, i+ 1)]. Transition (28) corresponds to (4) from Example 5 whereas (29) and (30) model the trace record generation
and then the trace query computations described by (5) and (6) from Example 5. Finally (31) corresponds to (7), again from
Example 5.
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ick ick . .
§ > Mo | pereh B L TS (87 = inc(ine (8, k), k)) > MO || mOreh

inte5.ki) o KIEE S DT mere |
| m{q(d, x).sync(l). q(x,y). if y < 2 then fail}®i+D

WGk (k[[t(c,S,i)]] Il k[t(d, ¢, i+ 1)] || MOrh ) 32

| m{sync(l). q(c,y). if y < 2 then fail}*:i+2)

The reason why trace records are brought in as part of the system being analysed becomes apparent from the example
derivation above where two parallel copies of the same monitor M°™" are considered. An appropriate semantics should
ensure that for certain execution interleavings, the two monitors would reach the same verdict because they query the same
trace. The four transitions leading to (32) above correspond to the earlier transitions (24) to (27). At this point, if the second
copy of the monitor M°™" is to query the trace records from (k, i) onwards, it should not be able to query and introduce
records other than k[[t(c, 5, i)]] and k[[t(d, c,i+ 1)]]. Accordingly, the side-condition of rule PART from Fig. 6 prevents us from
using external trace querying (through the rules Skp and INT), and any trace querying can only be derived using Com, which
forces the second copy of the monitor to react with the already present internal trace records k[t(c, 5, i)] and k[t(d, c, i+1)].

3.4. Bisimulation-based equivalences

In this section we use the LTS defined in section 3.2.3 to define a notion of system equivalence in an open-world setting.
We then prove the main result of the section, Theorem 1, which states that this equivalence is a congruence wrt. parallel
composition, and thus a sound equivalence proof technique for our open-world semantics. Upon first reading, the reader may
safely skip the proofs discussed below and focus on Definition 2 (Bisimulation) and how this is then employed in Example 9.

Before we embark on the main proof, we prove an important sanity check of our LTS, namely that well-formed configura-
tions are preserved by the transition rules. This guarantees that, when starting from a well-formed configuration, subsequent
analysis is also made on well-formed configurations.

Lemma 1 (Preservation of well-formed configurations). Given a well-formed configuration § ©> S, and transition § > S LN
8’ > §', the resulting configuration 8’ 1> S’ is also well-formed.

Proof. The proof proceeds by rule induction on the transition relation. We here consider two cases.

OUTP: We know S = k[c!V.P], 8’ = inc(8, k) and S’ = k[P] || k[t(c,V, §(k))] for some k, c and V. From the structure of S’
we know that there is only one trace record to consider, k[[t(c, v, 8 (k))]}, and thus the second condition in Definition 1
is immediately satisfied. This trace record, k[t(c, v, §(k))], also satisfies the first condition: from 8" = inc(8, k) =
8[k — (8(k) + 1)] we know that the index of this trace record, i.e., § (k), is strictly less than 8’(k), i.e., § (k) + 1.

Com: Weknow S = Sy || S2,S" = new b.(S] || S}) with transitions

.-
55 -2 5 > 5 (33)

and 8>S, 4> 51>5, (34)

Given that § > S; || Sy is well-formed, then both § > Sy and § > S, are also well-formed, since removing S; or S,
from § > S; || S; cannot break any of the conditions in Definition 1. By the inductive hypothesis, we hence infer that
8 > S} and 8 > S} are also well-formed. We have three subcases to consider:

e 1 = inP(c, v): We know that it = outP(c, V) and, by an appropriate sublemma, from (33) we can conclude that
8 = inc(é, k) for some k, and that S| = (b)(S{ || k[t(c, v, 8(k))]) where S{ has the same trace records as Si;
this means that k[t(c, v, §(k))] is the only new trace record generated. From (34) and an appropriate sublemma
we can also deduce that no new trace records are generated in S} (apart from possible trace record replication
through the structural rule sTRC which does not violate Definition 1). This means that to ensure well-formedness
for 8’ > new B.(SQ | S5), we only need to check that the conditions in Definition 1 are satisfied by the new trace
record generated, k[t(c, v, §(k))]. Since § &> Sy || S, is well-formed, then by Definition 1(1), all trace records at k
have indexes that are strictly less than §(k); this makes k[t(c, v, §(k))] unique in 8’ > new b.(S] || S), thereby
trivially satisfying Definition 1(2). Moreover, k[t(c, v, 8 (k))] satisfies Definition 1(1), since 8’ = inc(é, k).

e 1 = inM(c, v): Analogous to the previous case but simpler as it does not involve the generation of new trace
records. More precisely, we know that 8" = § and as a result the well-formedness of 8’ > new b.(S] || S) follows
from that of § > S7 || S.

e 1 = inT(c, v, 1, i): We know that & = outT(c, Vv, I, i), which, by an appropriate sublemma, (33) implies that

8 = 8 and that S = (b)(S{ || I[t(c,V,i)]) = S}. From (34) and an appropriate sublemma we know that

Sy = (S5 | I[t(c, v, i)]) where SJ has the same trace records as S,. This ensures that Definition 1(2) is satisfied by
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8 > newb.(S] || S). Moreover the satisfaction of Definition 1(1) follows from the well-formedness of § > Sy ||
Sy. O

Our LTS semantics for mDPI induces an intuitive definition of program equivalences, centered around the concept of
bisimulations [14]. We here opt for the most natural version, i.e., weak bisimulation, whereby silent actions, t, are not

considered visible; this definition relies on the concept of weak actions, =%, action transitive closures that abstract away
from silent actions, defined as (i>)* ifoa = t and (i>)*~ N -(l>)* otherwise.

Definition 2 (Bisimulation). A family of (binary) relation over systems, indexed by a set of local clocks Usecrocks Rs 1S said
to be a bisimulation iff whenever S; Rs S, 8 > S7 and 6 > S, are configurations, then:

e 8>S > 8 > ) implies 8, > S, = §' 1> S} such that S} R Sh;
e 8>S, — § 1> S)implies § > S; = 8 1> S} such that S} R S,

Bisimilarity, denoted as =, is the largest set of indexed relation satisfying Definition 2. It comes equipped with an elegant
proof technique: in order to show that two systems S; and S, are bisimilar with respect to the local clocks §, denoted as
8 = S1 & S, i.e,, the pair of systems (S, Sy) is included in the bisimilarity relation, &~ at index §, it suffices to give a family
of relations that (i) satisfies the transfer properties of Definition 2 and (ii) includes this pair at the relation indexed by &.
Since bisimilarity is the largest such set of indexed relations satisfying these transfer properties, this implies that are S; and
S, are bisimilar wrt. é (see [14,16] for details).

It is easy to show that bisimilarity is an equivalence relation, i.e., it is reflexive, symmetric and transitive. Importantly, we
also prove contextuality, i.e., Theorem 1, which states that whenever we prove that two configurations are bisimilar, they
remain so under larger (system) contexts. This theorem in effect ensures that bisimilarity is a congruence (with respect
to large systems) and justifies the use of bisimilarity as a sensible behavioural equivalence. We use bisimulation as our
touchstone equivalence in the rest of the paper.

Theorem 1 (Contextuality). Under any context C :: Sys — Sys, where 6 > C(S1) and & > C(S;) are configurations:
8 =51 xSy implies &= C(51) ~ C(S2)

Proof. The proof is by coinduction. We define the family of relations seciocks R 5 as follows:

6 = S1 ~ S, implies (S1, S2) € Rs

(51,S52) € Rgand & > (S7 || S3),8 > (S, || S3) are configurations implies ((S7 || S3), (S2 || S3)) € Rs
(51,S2) € Rgand 8 > (S3 || S1),8 > (S3 || S1) are configurations implies ((S3 || S1), (S3 || S2)) € Rs
(51, S2) € Rs implies (new c.Sq, newc.S;) € R

We then show that Ugeciocks R s satisfies the transfer property of Definition 2, which would imply that (Usecciocks R8) S
~ and hence that, whenever § |=S; & S,, it remains so under larger system contexts.

We proceed by induction on how each R s is defined. The base case, i.e., when (51, S;) € R because § = S; & S, is
immediate. The other three cases are the inductive cases where we here outline the proof for the more involving subcase of
the second case; the subcases for the third case are analogous whereas the subcases for the fourth case are simpler.

We thus consider the case where ((S1 || S3), (S2 || S3)) € R because

(S1,52) € Rs, (35)
and consider the case where

S>S111S35 8>S, (36)

We are required to show that there exists a transition § > S || S3 NS Ss such that S4 R g Ss. By case analysis and the
structure of the configuration § > S; || S3, we know that (36) could have been generated using the rules Com1 (or its dual
Comz2), PAr1 (or its dual PAR2), PART1 (or its dual PART2), or else Skp1 (or its dual Skp2). We here consider the case when (36)
was inferred using rule Com1; the other cases are analogous. From Com1, we know (36) takes the form:

§1>51[|S3 > 8 > newb.(S || &) st bNf(Sy) =0 (37)
because:
ba /
5>S —— 8>S (38)

S>S3 56> S (39)
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Now by (35), (38) and the inductive hypothesis, we can infer a matching transition from § > S, i.e.,

55 2% 5 s s (40)

st. SRy S (41)

Thus, from (40), (39) and Com1 we infer transition:

82> 5 || S3= 8, > newb.(S' || $)

which is the required matching move. Finally, from (41) we obtain:

newb.(S' | ') Ry newb.(S' || )

by the second and fourth clauses of the definition of R 5. O

Apart from justifying bisimulation as a sensible equivalence relation for our terms, Theorem 1 implies that bisimulation
admits compositional analysis. In fact, this theorem allows us to abstract away from common code when exhibiting bisim-
ulations. More precisely, to show that two configurations §; > S1 || S3 and §; > S || S3 are bisimilar, it suffices to provide
a relation including the pair (§; > Sy || S3, 81 > S, || S3) without considering the common sub-system S3. We will take
advantage of these compositional properties when proving bisimulations in Section 4.3.

Example 9. We can show that the monitors M™™® and M°", defined earlier in Example 3, when monitoring the system
Sys, defined in Example 1, subject to the local clocks § = {l — j, k — i}, are bisimilar:

8 = (Sys [| M) & (Sys || M)
Moreover, by Theorem 1, in order to show this it suffices to show:
S IZ Morch ~ Mchor
This can be shown by giving a concrete bisimulation, which we relegate to Appendix 10.

In general, constructing concrete bisimulation relations for particular cases can be a tedious task. However, the contex-
tuality result of Theorem 1 allows us to reason about monitors by decomposing them into parts. In practice, one usually has
compositional ways of synthesising monitors from a logic formula. The contextuality of bisimulation lends itself directly to
proving properties about a general synthesis approach as we will show in the next section.

4. Comparing monitoring strategies

mDPI provides us with mathematical tools enabling us to reason about monitoring of systems. As we have seen in Example
3, one can express monitors instrumented in different ways and also to reason about their observational equivalence,
despite syntactic and structural differences. Typically, in runtime verification, one expresses properties to be monitored
in a logic which is then instrumented on the system in whichever way best suits the setting. In general, a property may
thus be translated into different monitors — depending on how one would like the monitoring to take place. Correctness
of the instrumentation processes corresponds to saying that starting from any property expressible in the logic, different
instrumentations would give observationally equivalent results.

In this section we illustrate this use of mDPI1 to prove that three different instrumentation strategies for a regular-
expression based logic give observationally equivalent results. Furthermore, we also use the calculus, but taking location
into account to show that certain instrumentation strategies ensure that monitoring is always performed locally. It should
be emphasised that the choice of regular expressions to specify properties is an arbitrary one, and similar results can be
shown for other logics.

4.1. Regular expressions for monitoring

A regular-expression based logic is used to express properties to be monitored. Well-formed expressions in the logic
range over the following syntax:

E,F € REGExP = (c,V)@k | (c,Ix)@k.E | E+F | E* | EF
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Standard regular expression combinators are adopted, with union over two expressions being written as E + F, repetition as
E* and sequentiality as E.F. The basic component (¢, V)@k matches when value V is passed over channel ¢ emanating from
location k, while (c, 3x)@k.E matches any communication over channel ¢ from location k, binding the value to variables
X in the regular expression E. Any communication not matching the regular expression is ignored when matching. For
example, the regular expression (c, 7)@l.(d, 8)@! matches communication traces such as [[t(c, 7,i)] || [[t(d,8,i+ 1)],
or I[t(b,3,1)] |l It(c,7,i+1)] || I[t(d,8,i+ 2)], orevenI[t(c,7,i)] | I[t(b,3,i+1)] || I[t(d,8,i+2)]—a
trace matches if and only if terminates with (d, 8)@I and includes an earlier (c, 7)@I. We use regular expressions to specify
counterexamples in the logic — any trace matching with the regular expression is considered to be a violation.

Example 10. Despite its simplicity, the logic is sufficiently expressive for many useful properties. Consider the property,
which states that: “If an alarmis raised (a message is sent on channel alarm) from either location k; or k;, then no further mes-
sages should be sent from location ko on channel pvt”. This can be written as: ((alarm, ())@kq + (alarm, ())@k,).(pvt, {))@kg.
For simplicity, we use dataless communication, but this can easily be extended using the binding match operator.

Now consider the property: “Data passed over channel c emanating from location k may not repeat values”. This can be
expressed using the binding match operator as the regular expression: (c, 3x)@k. (c, x)@k. Similarly, the operator can be
used to reason about systems with dynamic topologies, e.g., (c, 3badloc)@mng.(sys, ())@badloc would monitor whether the
system channel can be accessed from locations which have been reported as bad by the manager at location mng.

4.2. Monitoring of regular expressions

We will now look at different ways of instrumenting an mDPI monitor from a regular expression, which we can then
compare for observational equivalence. Unlike existing work on runtime verification with regular expressions for monolithic
systems such as [18], we will provide different ways of synthesising a monitor depending on the monitoring strategy we
choose to adopt.

4.2.1. Orchestrated monitoring

Orchestrated monitoring of a regular expression places all the listening components at a central location, combining the
information coming from different locations to try to match the expression.

Consider the continuation-based compilation function compile : REGExp x MoN — MoN, where compile(E, M) is an
mDPI term describing the monitor which, after matching expression E behaves as mDPI term M:

compileg :: REGEXP X MON — MoON
compileg((c, V)@k, M) = read((c, v)@k, M)
compileo((c, 3X)@k.E, M) = sync(k).new d.(d! | *d?.q(c, X).(compileg(E, M) || d!))
compileo(E 4 F, M) £ new d.(compiley(E, d!) || compiley(F,d!) || %d?.M)
compileg(E*, M) £ newb, d.((*d?.compileo(E, b)) || Gb2.(d! | M)) | b!)
compiley(E.F, M) &

>

compileq (E, compiley(F, M))

Sequential composition E.F corresponds directly to a continuation, while the binding operator is a combination of the
base case and sequential composition, exploiting the binding and substitution associated with querying to instantiate free
variables X in the continuation compileq(E, M) with the values obtained dynamically from the trace. Choice E + F adds a
listener to identify whether E and F has terminated before triggering the continuation. A mathematically equivalent way of
expressing compileq (E + F, M) is as compiley (E, M) || compiley(F, M). However, we chose this description since it explicitly
refers to a single instance of the continuation monitor, and is therefore closer to the intended implementation. Repetition
E* also adds logic to trigger the continuation repeatedly.

The case of (¢, v) @k is defined exclusively in terms of read((c, v)@k, M), which waits for value v over channel c in location
k before triggering the continuation M, and is defined as follows:

read((c, V)@k, M) £ sync(k).newd.(d! || *d?.(q(c, x).if X =V then (M | d!) else d!))

We can now define the orchestrated monitor of expression E monitorg(E) using compiley with a failing continuation to
ensure violation whenever the expression is matched, and starting at an arbitrary (central) location h; the monitor resides
in this location h throughout its entire lifetime. The definition is given below:

monitoro(E) = h{{compiley (E, fail) } 1
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Example 11. Consider the example seen earlier with ensuring that once a bad location has been identified by a manager
process, it is not used to send a system message: E = (c, 3badloc)@mng. (sys, {))@badloc. A centralised monitor for E can be
calculated as follows:

monitoro(E)
= h{{compiley (E, fail) -1
= h{{compiley((c, Ibadloc)@mng.(sys, ())@badloc, fail)} "1
= h{sync(mng).new d.(d! | *d?.q(c, badloc).(compiley ((sys, {))@badloc, fail) || d!))]}(”*l)
= h{{sync(mng).new d.(d! | *d?.q(c, badloc).(read((sys, {))@badloc, fail) || d!))]}(h*l)

4.2.2. Migrating monitors

As discussed in Section 2.1.3, instead of listening from a central location, an alternative is to migrate the monitoring code
to the location where the next event is expected to occur. As in the case of orchestrated monitoring, we start by defining a
continuation-based migrating monitor:

compiley; :: REGEXP X MoON — MoN
compiley ((c, v)@k, M) = go k.read((c, v)@k, M)
compiley ((c, IX)@k.E, M) = go k.sync(k).new d.(d! | *d?.q(c, X).(compiley (E, M) || d!))
compiley;(E + F, M) = new d.(compiley (E, d) || compiley(F,d!) | =xd?.M)
compiley (E*, M) 2 new b, d.((*d?.compileM(E,b!)) | Gb2.(d! | M)) | b!)
compiley (E.F, M) £

monitoring, but differ for the base cases of the definition: whenever a channel communication is to be monitored via (c, v)@k
or (¢, 3X)@k.E, the monitor first migrates to location k where the trace query is to take place (followed by a synchronisation
to that location), thereby guaranteeing that monitoring is always performed locally.

As before, we can now define the complete monitor by using a failing continuation to mark violations:

compiley; (E, compiley, (F, M))

monitory (E) £ k{{compiley, (E, faih kD

Example 12. Once again, we will use the example disallowing system messages from a bad location identified at runtime: E =
(c, badloc)@
.mng(sys, ())@badloc. A migrating monitor can be calculated as:

monitory; (E)
= k{[compiley (E, fail) &V
= k{{compiley, ((c, Ibadloc)@mng.(sys, ())@badloc, fail)} -1
= k{go mng.sync(mng).new d.
(d! | xd?.q(c, badloc).(compiley; ((sys, {))@badloc, fail) || d!))]}(k’”
= k{go mng.sync(mng).new d.
(d! | *d?.q(c, badloc).(go badloc.read((sys, {))@badloc, fail) || d!))]}“"l)

orchestrated monitoring, is that the monitor migrates to the location where the communication will take place before
eavesdropping.

4.2.3. Static choreography

The third option for instrumenting a monitor for a regular expression is that of a choreographed approach — statically
breaking the property down into communicating components each of which resides in the location where the monitored
communication is to take place. The compilation decomposes the monitor into parallel components, resulting in a compi-
lation strategy not unlike standard approaches used in hardware compilation of regular expressions, e.g., [19]. As typically
done in these approaches, we use two additional channels: b and e, with b signalling when to begin matching the regular
expression, and e, signalling the end of a match with the regular expression. The resulting structure of the compilation
follows the pattern shown in the block diagrams of Fig. 8.
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=

Fig. 8. Compiling E.F, E + F and E* (respectively).

The compilation scheme is a function of the form compilelg_’e(E), with b and e being the begin and end channels:

compilec :: CHANS X CHANS X REGEXP X MoN — MoN
compilelé_’e((c, V)@k) £ k{{*b?.read((c, V)@k, e} &1

compile?_-_’e(E.F) £ new d.(compilelé_)d(E) I compileg_)e(F))

compilelé_’e(E +F) £ newc, d.(compileg_)e(E) I compileg_’e(F) | h{{xb2.(c! || d!)]}(h’l))

compile?™ ¢ (E*) £ newc, d.(compileg_)d (E) || h{(xd?.(c! || e) | (*b?.d!)]}(h’l))

For simplicity, all additional machinery used to synchronise the monitors is placed at an arbitrary location h, although this
could be changed without affecting the proofs in the coming sections, given that this code does not involve any tracing.
Also note, that due to the static nature of the monitoring approach, properties discovered at runtime and dynamic locations
cannot be handled locally and thus the binding operator (c, 3x)@k.E is not supported.

The installation of a choreographed monitoring of expression E can be expressed in terms of compilelg_”(E) by triggering
the monitor right at the start, and failing upon a match:

monitorc(E) £ new b, e.(compilelé”e(E) || h{b! || *e?.fail]}(”‘l))

Example 13. Consider the property: E £ ((alarm, ())@k; + (alarm, ())@k3).(pvt, {))@ko. Compiling E will result in three
monitoring components located at kg, ky and k; with additional communication handling processes which can be placed at
any location h:

monitorc(E)
= newb, e.(compilelé_’e(E) || h{b! | *e?_fa”]}(h,l))
= new b, e.(compileg*e(((atarm, )@k + (alarm, ())@ky).(pvt, ())@ko) || h{fb! | *e?.fail]}(h>1))
= newb, e.
new dy.
compile¢”® (((alarm, ())@k; + (alarm, ())@k2)) | | |
compilel® ™~ ((pvt. ())@ko)
h{b! || xe?.fail}h-»
= newb,e.
new dy.
newdi, dy.
compileccll_)do((alarm, (NH@ky) || i
compile® ™% ((alarm, ())@k,) |
h{{xb?.(d;! || dy) ™D
compile ¢ ((pvt, ())@ko)
h{ib! || *e?.fail "D
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= newb, e.
new dp.
newdq, dy.
kq {{xd1?.read((alarm, ())@k;, do))J &1 ||
ky {[xdo?.read((alarm, ())@k,, do!) %2V ||
h{{*b?.(d1! || da)) -V
ko{[*dg?.read((pvt, {))@kg, e!)] koD
h{b! || xe?.fail}®D

Pushing the channel declarations to the top level and reorganising, the monitor is thus:

newb, e, do, di, dy.
ko{[*do?.read((pvt, ())@kg, e!) ko1 ||
ki {(xd;?.read((alarm, ())@ky, do!) %1V |
ko {[*dy?.read((alarm, ())@ky, do!) &2 1) |
h{(xb2.(dy! || da))JD ||
h{b! || *e?.failp™»

Note that the compilation schemata given may lose completeness since they all perform synchronisation every time a
value is to be read. For example, the compilation of (c, 2)@k.(c@1)@k results in two synchronisations, which means that
although location k may have output 2 followed by 1 on channel c, by the time the second sychronisation takes place, the
value 1 may have been missed by the monitor. There are however ways around this within the calculus itself; for instance,
in the case of orchestration and migrating-monitor strategies, a more complete approach would be not to synchronise if the
location remains unchanged. Both schemata would thus replace a synchronisation with location k followed by a monitoring
term M (where curr is a free variable in M) with the following:

tmp?curr.if k = curr then M else (sync(k).new tmp’.(tmp/!k I tmp/?curr.M))

The respective adjustments for the choreographed approach are slightly more involved and are outlined in [7]. The proofs
in the next section can be adapted for these extensions.

4.3. Equivalence of monitoring strategies

In the previous section we have seen how different monitors can be obtained from a regular expression. Formalising
the monitors in terms of mDPI allows us to analyse them for correctness. One can prove their correctness in that a monitor
synthesised from a regular expression matches exactly the strings covered by the regular expression. Another important
question is that of relative correctness — are monitors produced via different synthesis techniques equivalent modulo locality
of monitoring? We focus on the latter question, since it allows us to illustrate the use of mDPI1 bisimulation techniques to
the utmost. In this section we thus prove this relative correctness result for the three monitoring strategies presented.

The main results, given in Theorems 2 and 3, state that given any regular expression E, the derived orchestrated, migrating
and choreographed monitors obtained for the expression (i.e., monitor; (E), monitory (E) and monitorc (E)) are bisimilar. The
reader may safely choose to skip the lemmata and proofs leading up to Theorems 2 and 3 upon first reading.

The equivalence results follow by inductively (over the structure of the regular expression) proving how the compilation
schemas compile, compile,; and compiletc’_” are related to each other.

We start by relating orchestrated and migrating monitoring approaches.

Lemma2. The orchestrated and migrating monitor compilation of an expression E are bisimilar, assuming bisimilar continuations
Mand M. If§' = kM%) ~ h{M'}*D | then:

8 = {compiley (E, M)} = h{{compileo (E, M)}
Proof. By induction on the structure of E, where each case is proven by showing co-inductively that the respective compila-

tions are bisimilar. The resulting monitors for base case, E = (c, V)@k, are almost identical, apart from (i) an additional go k
in case of the migrating monitor compilation, and (ii) differences in starting location: the additional migration move for (i)
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is a silent action which can be matched by an empty move by the orchestrated monitor, whereas the location discrepancies
of (ii) are (purposefully) not reflected in the labels of the LTS.

The inductive cases follow easily from bisimulation equivalences obtained from the inductive hypotheses and Theorem 1
(Contextuality). For example, consider the compilation of E*, for which we are required to prove that:

§ = Inews, f.(xs?.compiley, (E, f!) || *f2.s'.M || fOE) ~
G{news, f.(xs?.compiley(E, f!) || sf2.s.M || f)J ¢
It is trivially true that 8" > k{f!}*) can act identically to 8’ t> G{[f!]}*?. By the inductive hypothesis we infer that § =
I compiley,
(E. SO} ~ Gllcompileo E, f)] .
It can also be shown that § = I{xf?.s!. M} &~ G{{sf?.s!.M] ")), since M and M’ are bisimilar and differences in mon-
itor location are not reflected in the LTS. Hence, using the contextuality of &~ shown in Theorem 1, we can infer the bisim-

ilarity under & of news, f.(I{fcompiley (E, )} || 1xf2.s. MBS || 11309 and news, f.(G{compileo (E, fFHI! |
Glixf2.s . MJED || g{f!3¢D), from which the desired result follows. The cases for E; + E, and E; .E, are analogous. [

This theorem enables us to prove the equivalence of monitory; (E) and monitorg(E):
Theorem 2. The migrating monitor and orchestrated compilations of a regular expression E are bisimilar:
& |= monitory (E) ~ monitorg(E)
The proof of Theorem 3 is more complex as static choreography relies on triggers. We therefore employ an intermediary
modified version of a “triggered” orchestration to make Lemma 3 go through.® Proper orchestration can be then recovered
using Lemma 4.

We now turn our attention to relating choreographed and orchestrated compilation.

Lemma 3. For a continuation M, the choreographed compilation of a regular expression E without initial triggering is bisimilar
to a “triggered” orchestrated compilation:

§ = new e.(compile?ﬁe(E) | hixe?. MDY ~ n{xb?.compile (E, M)}V
Proof. By induction on the structure of E, where each case is proved by showing co-inductively that the respective compila-
tions are bisimilar. Consider the case for catenation E.F. The orchestrated compilationis (§ > h{{xb?.compiley(E.F, M 1)),
which can be expanded to (8§ > h{xb?.compileo(E, (compileo(F, M)))}""). By LH. on E this acts identically to (5 >
new d.(compile2™9(E) || h{{*d?.compiley(F, M)}}*D)). By LH. on F and contextuality, this acts bisimilarly to (§ > new d.

(compile2~4(E) || new e.(compile?¢(F) || h{{*e?.M]}*D))) which, up to standard structural manipulation of terms, =,
(see [14]) is equivalent to (8 > new e.(compile2™€(E.F) || h{xe?.M]}("D)). Hence, for local clocks 8, we can show that:

8 = new e.(compile2”¢(E) || h{xe?.M]} ") x h{[xb?.compiley(E, M)}V O

This result allows us to prove, together with co-induction, that triggering the monitor once still gives the same result:

Lemma 4. The standard orchestrated compilation for E is bisimilar to a scoped, “singly-triggered” orchestrated compilation:
8 = h{compiley(E, M)}V ~ new b.(h{b'} "D || hi{xb?.compiley(E, M)] 1)

Finally, this result can be used to prove equivalence between choreographed and orchestrated monitors.

Theorem 3. The choreographed and orchestrated compilations of a regular expression E are bisimilar:

& |= monitorc(E) & monitorg(E)

Proof. By Lemma 3 and contextuality (using the context new b.(h{[b!]}(h’” || —)) we have:
8 |= monitorc(E) &~ new b.(h{b!}™V || h{{*b?.compiley(E, faih 1)

9 Trigger channels b, e, . . . used by compilations are always assumed to be fresh.
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and by Lemma 4 we have:
8 = new b.(h{b!} "V | h{{*b?.compile, (E, fail) } ™Y ~ monitory (E)

The required result then follows by transitivity of ~. O

Theorems 2 and 3, together with transitivity of the bimulation relation allow us to conclude that all three forms of
monitoring are, in fact, pairwise equivalent.

4.4. Migrating monitoring preserves locality

Although the monitoring approaches exhibit the same behaviour, there are reasons for choosing one over another —
primarily due to how the monitors are distributed across locations. In the case of choreographed and agent migration
approaches, this should ensure that the monitors listen to channels locally.

A monitor’s intention to read a trace remotely can be inferred when it is syntactically of the form § > k{{q(c, X).M’ ]}(”i),
i.e.,, when its current location, k, and that of monitoring context, I, do not match. We can thus inductively define the following
predicate over systems signalling remote trace violations through these rules.

S —err S —er S —er

— - k#1 - = L - em
k{[Q(C, X)-M/]}(l’l) —>err New c.S —epr SIU—=er UllS—er

Definition 3. A system S is said to be local, written local(S), if for any counter values &, err is not reachable from S:
local(S) £ ¥6=(3a1, ..., an, 8, such that 8 > § =5 ... =5 &' 1> ' where S’ —rr )

Proposition 1. (i) Any system S which does not contain a sub-term of the form q(c, X).M’ is local, i.e., local(S). (ii) Locality is,
in some sense, contextual: local(S) and local(U) implies local(S || U) and local(new c.S).

It is easy to show that orchestrated monitoring does not always preserve locality. We can also prove that migrating and
choreographed monitoring always occurs locally.

Theorem 4. There are regular expressions E for which —(local(monitorg (E))).

Proof. By counter example. Consider the regular expression (c, vV)@k, with k # h where h is the global orchestration
location. One can easily verify that the respective compilation can transition into the following non-local system:

new d. (h{[q(c, x).if X =V then (fail || d!) else d!}%5®0) || h{xd?.(.. .)]}<’<’5(’<>>) —er O

As before, we prove that locality is preserved for the compilation schemata compile,; and compile., from which we can
then conclude locality preservation by the monitors. Once again, the reader may safely skip the following proofs upon first
reading and proceed immediately to Theorem 5.

Lemma5. Compilingregularexpression E into a migrating monitor with alocal continuation M yields a local monitor: local(h{[M]}(’* f))
implies local(compiley; (E, M)).

Proof. By induction on the structure of E. The base case, (c, V)@k, yields the compiled monitor
h{igo k.sync(k).new d.(s! || #s?.(q(c, x).if x =V then (M || s!) else shp¢d

which never produces an error since all queries are preceded by a single synchronising operation sync(k), which is, in turn,
preceded by a migration to that location, go k.

For the inductive case E+F, we need to show that err is not reachable from k{{new d.(compiley, (E, d!) || compiley,(F, d!) ||
xd?.M) " From Proposition 1(i) we know that local(k{{d!]}") and local(k{[*d?.M]}(U)) and by L.H. on E and F we con-

clude local(k{[compiley; (E, d") /) and local(k{{compiley, (F, d")}"?). The result follows from Proposition 1(ii). The other
inductive cases are analogous. [J

Similarly, for choreographed monitoring locality is preserved:

Lemma 6. Compiling a regular expression E into a choreographed monitor results in a local monitor: local(compilelgﬁe(E)).
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Proof. By induction on the structure of E. The base case, (c, v)@k yields the monitor
k{xb?.read((c, V)@k, e)) } &V

which can be easily shown not to result in err.

For the inductive case of E++F, the compilation yields new c, d.(compileZ ¢ (E) || compileg_’e(F) | h{{xb2.(c! || d)J D).
One can show that this system is local by using similar reasoning to that used for the respective inductive case of Lemma 5.
The other inductive cases are analogous. [l

These two lemmata allow us to conclude locality of migrating and choreography-based monitoring.

Theorem 5. Both migrating monitors and choreography-based monitoring guarantee locality of monitoring: for any regular
expression E, both local(monitory; (E)) and local(monitor¢(E)) hold.

Proof. We conclude that the migrating monitor compilation is local from Lemma 5 and the fact that local(k{[fail]}("’f)). We
conclude that the choreographed compilation is local from Lemma 6, Proposition 1(i) (for the outer plumbing code) and
then Proposition 1(ii). O

5. Discussion and related work

In this paper we formalise distributed monitoring, thus allowing for a comparison of instrumentation strategies. This
approach is somewhat different than other frameworks presented in the literature, which typically focus on formalising and
implementing one particular strategy for a particular scenario.

Most of the work appearing in the field of runtime verification [20,21] focusses on the verification of techniques for the
analysis of traces of events generated by the system. The distinguishing features of the subset of work in the area focussing
on distributed systems are that (i) in a distributed setting, different locations generate separate traces, and given that one
usually lacks a global clock one has to make do with a limited notion of consequentiality [17]; and (ii) beyond the question of
how to instrument monitoring code, one is faced with the question of where to instrument the code, since different locations
give rise to different communication behaviour. Since the contribution of this work lies in these features, in this section we
focus on related work on runtime verification for distributed systems.

To the best of our knowledge, no other generic formal framework for reasoning about issues such as monitor correctness
and instrumentation strategies in a distributed system setting appears in the literature. Even though there are numerous
process calculi that address locations and distribution — the closest to our work being [14,22] — none of these model trace
generation and monitoring as part of the computation; rather, traces are often a meta-construct aiding system analysis. The
work by Zavattaro et al. [23,24] studies more expressive contract languages for Service Oriented Computing. Their aims differ
from ours in that they are concerned with the analysis of contract mechanisms such as error handling and compensations
with respect to notions of correctness such as service compliance. In contrast, our work focusses on the instrumentation
and monitoring, using contracts as a vehicle for explaining the issues that arise in distributed settings.

DIANA [2] is one of the more formal attempts based on the actor model [25], adopting knowledge vectors (which extend
vector clocks [15]) for monitoring causal properties of distributed systems. More specifically, this approach recognises the
impracticality of monitoring distributed systems in a centralised fashion due to unreasonable bandwidth overheads. To
this effect, the framework adopts a pre-compiled monitor per location, imposing a (reasonable) overhead on each across-
border interaction, which is exploited in order to share knowledge vector instances between monitors. Using a simple update
strategy, the monitor on the receiving end is guaranteed to obtain the latest known expression evaluations, extracting a causal
order on remote events in the process. By verifying causal assertions — a well-understood subset of temporal properties —
DIANA offers a more elegant solution towards the statically choreographed monitoring of distributed architectures. However,
this approach cannot handle dynamic architectures, since knowledge vectors are based on the assumption that contributing
nodes are known at compile time. It is for this reason that mDP1 extracts temporal orderings across locations by exploiting
monitor execution, as opposed to underlying system interactions as is the case with DIANA. One should also note that this
latter framework specifies causal properties through PT-DTL, a distributed extension to PT-LTL; a logic with a proven track
record in a runtime verification setting [21,26,27]. This points to the need for the study of more expressive logics within the
setting of mDPI, and is left as future work. Finally, it is worth noting that DIANA ignores the issue of data exposure by sharing
knowledge vectors across locations.

Two other tool-oriented frameworks include DMaC [6] and GEM [5]. The former, an extension of the MaC [? | frame-
work (originally developed for monolithic systems), makes use of declarative networking techniques for verifying system
behaviour against formalised requirements. In order to do so, PEDL scripts (a language for defining primitive events within
the system) are exploited in order to convert MEDL (similar to past-time Linear Temporal Logic) specifications to declar-
ative queries, run over distributed tables, and is hence choreography based. Although DMacC offers an implementation-
independent approach, it fails to offer solutions to the problem of asynchrony across locations. Moreover, the approach
depends on cost-based optimisations for query placement which remain unchanged during execution, a problem which
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is known to be NP-hard — although various dynamic programming techniques and heuristics are used, there is a risk of
generating inefficient query plans resulting in unreasonable bandwidth overheads. Issues of dynamic architectures and in-
formation confidentiality are not addressed. GEM also deals with distributed monitoring, adopting an interpreted rule-based
language for monitoring temporal properties across locations. Crucially, it assumes the availability of a global clock, reliev-
ing itself of substantial difficulties inherent with the monitoring of distributed architectures. The framework offers basic
solutions to the loss of event orderings across locations, including the specification of a tolerated limit on event delays per
rule, keeping an event history in the meanwhile (beyond which subsequent events are ignored). This is achieved by delaying
the triggering of rules for a specified amount of time, with the rule evaluated on the collected event history. Clearly, these
solutions are applicable due to the assumed synchrony across locations. Although GEM allows for the loading of new rules
at runtime (being an interpreted language), it does not consider dynamic architectures. Moreover, local pertinent events are
disseminated to remote nodes, exposing information.

6. Conclusions

In this paper we presented mDPI, a location-aware calculus with explicit monitoring capabilities, whilst internalising
the local tracing of process behaviour. This calculus’ purpose is the formalisation of the distributed monitoring scenario,
allowing for the comparison of competing strategies. Apart from presenting mDPI's syntax and LTS-based semantics, we
justify our approach in a number of ways:
1. We justify a bisimulation-based semantics for mDP1 through the concept of compositionality, Theorem 1.
2. We provide orchestrated, choreographed and migrating monitor compilations for a simple regular-expression based
language, Section 4.1.

3. The three compilations are proved to be equivalent up to monitoring location, in Theorem 2 and Theorem 3.

4. We prove that, with respect to this logic, migrating monitors and static-choreography minimise information leaks by
ensuring local monitoring, whereas orchestration does not, Theorem 4 and Theorem 5.

From the point of view of the migrating monitor strategy, these results formally justify it as equally expressive to exist-
ing distributed monitoring strategies, while giving additional guarantees regarding potential information leakage through
remote monitoring. Needless to say, migrating monitors still do not solve the problem of information leaks — for instance,
the migration pattern of monitors and the content of the monitor continuations could still be used to deduce information
about the local events. While the latter aspect can be addressed using standard encryption techniques, '° the former aspect
poses an interesting challenge that can be tackled in future work.

We also plan to extend mDPI to address issues such as clock boundaries and real-time operators, which will allow us
to devise and study monitoring strategies that are more complete. At present, the calculus also ensures that monitoring is
non-intrusive, in that it reads events from the system but does not otherwise interact with it. To be able to handle reparations
triggered upon contract violation, and to express correctness through monitor-oriented programming [28], this constraint
needs to be relaxed; this is another direction we would like to explore in the future.

Appendix A. Bisimulation proof for Example 9

In Example 9, we looked at monitors M°™" and M" (as defined in Example 3) when monitoring a system Sys (as defined
in Example 1). When subject to the local clocks § = {I — j, k — i} we wanted to show their bisimilarity:

8 = (Sys | M) & (Sys || M)
By Theorem 1, in order to show this it suffices to show:
S |: Morch ~ Mchor

This can in turn be proved by constructing the witness family of relations over systems indexed by clocks below (we here
denote them as a single relation over triples CLocks x Sys x Sys). This relation assumes the following definitions:

M°® = q(d, x).sync(l). q(x, y). if y < 2 then fail
M9 £ sync(l). q(x, ). if y < 2 then fail

MS £ q(x, ). if y < 2 then fail

M3 £ if y < 2 then fail

M* £ q(d, x). b!x

M' £ b2x.sync(l). q(x, y).if y < 2 then fail

10" For example, the continuations can be encrypted with the public key of the next listener, and signed for authenticity.
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Fig. A.9. Bisimulation triples.

The witness relation shown in Fig. A.9 is made up of six groups of triples, and assumes the following ordering amongst local
clocks:

8 <8 £ dom(8") = dom(8) A (k € dom(8) = &' (k) < §(k))

The first group of triples describe the unsuccessful queries of trace records by the respective monitors through actions
inT(cg, vg, k, g) derived using rule Skp, preceded by a series of 7-transitions increasing the local counters through rule
CNTR; every unsuccessful query increases the trace monitor index of the respective monitor and introduces the respective
trace record queried as part of the system.

The second group of triples describe the successful querying of a trace record at index (k, j') and are transitioned to from
triples of the first group through inT(cg, vg, k, g) actions derived using rule INT. The third group relates the communication
on the scoped channel b from the choreographed monitor with a no-transition from the orchestrated monitor side. Again,
the fourth group describes unsuccessful trace record queries at location I, which then transition to the fifth group of triples
once a successful query is made. Finally, the sixth group of triples describe the possible branches that the monitor condition
may take, based on the value inputted from the trace record queried.
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