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Abstract. This paper proposes the use of the DRAMBORA (Digital Repogit
Audit Method Based on Risk Assessment), the Digital Cura@@@ntre (DCC)
and DigitalPreservationEurope (DPE) audit toolkit forithfrepositories, as a
tool to ensure the preservation capabilities of digitaidifes. Digital repositories
lie at the heart of digital libraries: ensuring long-ternstainability of their con-
tent is a fundamental responsibility of a digital librarysgym and environment.
DRAMBORA is designed to facilitate the assessment of digépositories’ risk
exposure: it facilitates internal audit by providing reppoiy administrators with
a means to assess their capabilities, identify their wesdle® and recognize
their strengths. The toolkit represents the latest comeleary development in
an ongoing international effort to conceive criteria, meamd methodologies
for audit and certification of trustworthy digital reposies. DRAMBORA al-
ready includes the ten CRL principles for digital presdpratrepositories. As
part of the ongoing developments of the toolkit we are irgasing its applica-
bility within the digital library domain, and the identifitan of core principles of
digital preservation that can be incorporated into the DELRNgital Library Ref-
erence Model, to ensure that digital libraries conformioghte reference model
have preservation functionality.

1 Introduction

A digital repository lies at the heart of a digital librarysAutlined in the DELOS Dig-
ital Library Manifesto [1], the digital library universe &scomplex framework in which
at least three types of conceptually different “systems'lwaidentified, namely, digital
libraries (DLs), digital library systems (DLSs) and digiiarary management systems
(DLMSSs). Architecture, personalization, quality, poliepd usability are essential to
the design and deployment of digital libraries. But if we i@ahensure the long-term
sustainability of the content, ensuring the presence aktleapabilities would be point-
less. Therefore, we require mechanisms that will enabl® usdasure the success of
digital libraries and their underlying repositories in temt preservation, as this is a
fundamental building block of a digital library system am/ieonment.

Ten principles surround the definition of a trusted digiggasitory. Those princi-
ples were agreed in January 2007 at a meeting hosted by GenResearch Libraries
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(CRL), which assembled four projects (Digital Curation €enDigitalPreservationEu-
rope, nestor and Center for Research Libraries) respenfiblthe development of
mechanisms and standards to support the audit, certificatid accreditation of repos-
itories [2]. According to these principles, regardlesshadit mission, business model
and source of funding, all trustworthy digital repositargould:

1. Commit to continuing maintenance of digital objects ftw identified commu-
nity(ies).

2. Demonstrate organizational fithess (including finanstalfing, structure, processes)
to fulfill its commitment.

3. Acquire and maintain requisite contractual and legditegnd fulfill responsibili-
ties.

4. Have effective and efficient policy framework.

5. Acquire and ingest digital objects based upon statedr@ithat correspond to its
commitments and capabilities.

6. Maintain/ensure the integrity, authenticity and usgbaf digital objects it holds
over time.

7. Create and maintains requisite metadata about actikes tm digital objects dur-

ing preservation as well as about the relevant productmoess support, and usage

process contexts before preservation.

Fulfill requisite dissemination requirements.

Have strategic programme for preservation planning atidra

10. Have technical infrastructure adequate for continnirmintenance and security of

digital objects.

©®

One of the things that must be established is how to ensuréiaepositories un-
derlying the digital libraries are designed, maintained aranaged in ways that reduce
the risk of loss of content and context of the digital libraoidings.

In order to achieve this, the Digital Curation Centre (DC@) digitalPreserva-
tionEurope (DPE) have created an audit toolkit for digitgdasitories: DRAMBORA
(Digital Repository Audit Method Based on Risk Assessmeailable online dttp:
[lwww.repositoryaudit.eu . Fundamentally, this toolkit can be used to assess
the performance of digital libraries and also to providedgnice with respect to digital
library design and minimize the risk in terms of the presgovacapabilities. Digital
repositories are still in their infancy and this model isigaed to be responsive to the
rapidly changing landscape. The toolkit aims to encompds®ader range of digital
repositories of all sizes and purposes. DRAMBORA alreadiuites the ten CRL prin-
ciples for digital preservation repositories. Ongoingelepments of the toolkit will in-
vestigate its applicability within the digital library daim, and the identification of core
principles of digital preservation that can be fed into tHelLI®S Digital Library Refer-
ence Model [3]. This introduces a reference model (a setnéepts and relationships
that represent the significant aspects of each of them) fdr efthe indicated systems
in the Digital Library Manifesto (DLs, DLSs and DLMSs). Budrfall its strengths, the
DELOS Digital Library Reference Model has not yet incorgedgpreservation as a in-
tegral feature. There have been some attempts, such as tle@PBigital Preservation
Cluster, to identify which core preservation aspects magtiesent in a digital library
reference model. But as yet we have not been able to find theseaateristics. As one
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of the last pieces of work that DELOS Digital Preservationstér is conducting as
part of its final programme of research, there are three sodlidigital libraries using

DRAMBORA. We hope that as result of this process not only wik wviderstand the
applicability of DRAMBORA, but also we will arrive at some m@principles of dig

preservation that we can integrate into the reference model

2 DCC, DPE and a risk-based approach to audit and digital
preservation

The DRAMBORA toolkit was developed as collaboration betwé®e Joint Informa-
tion Systems Committee and Core eScience funded Digitadtieur Centre (DCC) in
the United Kingdom and the European Commission co-fundiéidtine DigitalPreser-
vationEurope (DPE).

The JISC-funded DCC [4] provides a focus on research intgadiguration ex-
pertise and best practice for the storage, management esdrpation of digital infor-
mation to enable its use and re-use over time. DPE [5] is &tpear project (2006-
2009), co-funded by the European Commission (IST-2006¢63% and comprising
nine partner organizations from eight European counti& addresses the need to
improve coordination, cooperation and consistency inentractivities to secure effec-
tive preservation of digital materials. Developing medbars to support collaboration
between repositories and audit to enable repositoriesdorerthat they are performing
to the highest possible standards are two of the core ar@ds¢ch DPE operates. These
two initiatives will continue to work together to test andine the toolkit, to manage the
development and deployment of an online tool, and to fottavidest possible take-up
within the United Kingdom, Europe and broader internati@oatexts.

DRAMBORA has been shaped by the awareness that reposifades multitude
of technological, organizational and methodological lEmgjes within their activities.
If considered as treatable or avoidable, risks can be masitfly addressed and subse-
quently overcome. Therefore the first step for a repositmhetsuccessful is to identify
the risks it is facing (risks analysis) and then learn how tmage them (risk manage-
ment).

Digital preservation lies at the heart of digital librari@s mentioned in the first
paragraph. However, there is yet no single universal oreshfftandard to inform digital
libraries preservation: therefore, ensuring the longatsustainability of the content
must lie in a combination of technology and effective risknagement practice. That
is why, in the digital libraries environment, we must look/bad traditional practice to
policies of risk management, to guarantee that the dighiedy has in place adequate
mechanisms to ensure long-term viability of content witksrrepository.

The ability to adequately deal with risk is an integral pddioy successful business:
risk management is an integral component of good managesmendecision-making
at all levels. Such is the intrinsic uncertainty that chseeees the digital domain, that
principles of risk management assume an even more profewatidf importance when
dealing with digital information. Risk management systdrage emerged as a tool to
complement existing management information tools ancegystand can assist an or-
ganization to achieve predefined objectives and strategli@t®d to core business func-
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tions, asset management and projects [6]. Risk means bepuged to the possibility
of a bad outcome, and risk management is about being prealttimeans taking delib-
erate action to shift the odds in your favor: the resourcedabe for managing risks
are finite and the aim is therefore to achieve an optimum respto risks, prioritized in

accordance with an evaluation of the risks. Risk is unavm&and every organization
needs to take action to manage risk in a way that it can justifytolerable level. The
amount of risk that is judged to be tolerable and justifiabléhe organization’s ‘risk

appetite’.

The concept of risk is often interpreted in terms of threlhézards, loss and other
negative impacts. In the general organizational contéxs, more fruitful to consider
the risk as exposure to the consequences of uncertaintytentl deviations from
what is planned or expected [7]. Risk management is usuedlggmted as a cycle that
consists of individual stages:

— ldentifying the context where risks have to be managed.
— ldentifying risks.

— Assessing and evaluating risks.

— Defining measures to address and manage risks.

Digital preservation is nowadays often defined as a risk mamant exercise where
the aim is to convert the uncertainty about maintaining iisabf authentic digital ob-
jects into quantifiable risks. The purpose of a digital réqoog is to do everything it can
to mitigate the risks that impede its ability to provide axé authentic digital infor-
mation. The measure of success of a repository’s work isthelity’ of information it
releases to its users.

The issue of risk has been considered from a number of parggeevithin the
context of digital curation and preservation. For instarceariety of work has sought
to analyze the risks associated with particular file formagsceiving the risk as some-
thing intrinsic to what a digital repository does, basedmfiee technical challenges
associated with maintaining the usability of digital filesdestorage media [8]. More
recently some authors, such as Ross [9] and Ross and McHQphglve described the
inherent uncertainty associated with digital preservatio

3 DRAMBORA

3.1 The origin of the toolkit

The development of the DRAMBORA toolkit follows a concemé@ period of repos-
itory pilot audits undertaken by the DCC, conducted betw&eril 2006 and January
2007 at a diverse range of organizations including natiliraries, scientific data cen-
tres and cultural and heritage data archives. The goal wattermine an optimal
methodology for the assessment of preservation repasstioaind to evaluate the ap-
plicability and robustness of the RLG-NARA [11] and nestadi check-lists [12].
The primary objective was to conceive an understanding efetidential basis for
demonstrating a repository’s successful compliance wittk-list criteria. In total five
repositories agreed to participate in the activity, prowiddiversity in scale and loca-
tion: the British Atmospheric Data Centre at the Counciltfur Central Laboratory of
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the Research Councils, Beazley Archive at the Universif@xford, the National Dig-
ital Archive of Datasets, the National Digital Heritage Aiee of the National Library
of New Zealand, Florida Digital Archive at the Florida Carfier Library Automation.
The results of the audits have been and are in the coursergf decumented within a
series of audit reports [13]. Further conclusions have lbleeamented in work under-
taken by Ross and McHugh [14] and Ross and McHugh [15].

These test audits have been enormously beneficial, infgrthimunderstanding of
issues of organizational compliance, evidence and whag#nma in practical terms for
a repository to be trusted and trustworthy. At the same tilmee use of existing tools
to underpin the DCC audits exposed difficulties with the pcatapplicability of these
instruments. In their current form these instruments ddhawe associated metrics for
determining the extent and effectiveness of organizatioompliance; as a result, it
remains difficult to conceive reliable means for comparing assessing repositories
that are heterogeneous in terms of their scale, scope oiomis¢sternational consensus
on methodology and criteria for auditing digital reposiésrremains an essential out-
come. The Digital Curation Centre developed its approaciuttit activities initially
in conjunction with CRL. Rather than representing a strdiggtvard alternative (and
therefore competitive) means for repository assessmeaniDCC/DPE DRAMBORA
toolkit aims to provide a complementary approach that candeel in association with
the efforts of both TRAC and nestor.

3.2 What DRAMBORA enables

Building on risk management work that has been undertakénnthe digital preser-
vation domain and beyond, DRAMBORA toolkit [16] guides aodé through a series
of tasks, categorized according to core institutional abt@ristics and activities (Fig.1).
The toolkit provides a metric, with which the auditor estsibés the organizational con-
text and goals of a repository and then expresses how it is\ang these in terms of
risk. Risk is used as a metric, because it can be expresseditatieely, supporting
comparisons across several repositories.

Within the toolkit, the authentic and understandable digibject is positioned at
the centre of a risk-based approach to audit; digital comas ‘characterized as a pro-
cess of transforming controllable and uncontrollable uiadeties into a framework of
manageable risks’, classified according to a repositoriygities, assets and regulatory
context. To this end, this methodology seeks to determinethvdr the repository has
made every effort to avoid and contain the risks that migipede its ability to receive,
curate and provide access to authentic, and contextugtiigstically and semantically
understandable digital information.

DRAMBORA encourages repository administrators and staftientify and clas-
sify the risks (Table 1) that carry the most profound imgiimas with respect to their
own organizations business continuity and at every staffeeafactivities, to assess the
probability of their occurring, to appreciate their poiahimpact if they should arise,
to avoid, mitigate and treat risks, and to maintain appaiprevidential documenta-
tion to ensure that any conclusions of this assessment af@lke. In this framework
evidence is afforded considerable significance; repdsitcare expected not only to
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Objective Metrics

$

Repository Management
(Self Assessment)

DefineiRefine
Repository
Palighes

Aggregate
and Create
Base

Repository Lifetime (Planning? Development? Production?)

Fig. 1. Repository management and audit exercise fit togethermiitid objective metrics of the
repository planning, development and production.

identify risks and manage them appropriately, but also toatestrate their ability to do
so, even if only internally.

The self-audit process progresses through six stages:

— Stage 1: Identify organizational context.The purpose of this stage is to identify
the repositorys role, and to chart its goals and objectiVas. scope of the audit
will be largely determined by the repositorys own scope aaddate.

Stage 2: Document regulatory framework.This stage gives auditors the oppor-
tunity to provide or refer to evidence capable of supporangassertion that the
repository operates appropriately with respect to relexagulatory frameworks;
has an efficient and effective policy framework; is awareh# societal, ethical,
juridical, and governance frameworks; is aware of the leg@ahtractual and regu-
latory requirements to which the repository is subject.

Stage 3: Identify activities, assets and their ownershe goal of this stage is to
develop a conceptual model of what the repository does andttaoes it, by ex-
amining its activities and work processes, key assets aimhtdogy, and the staff
involved. In order to support different situations in auditpractice, the self-audit
toolkit has defined a total of eight broad functional classkeactivities of a dig-
ital repository. These are further grouped into operatiana support functional
classes to represent the core functions of a digital repgsiacquisition and in-
gest, preservation and storage, description and metadatagament, access and
dissemination; and functions that can be found in any omgditin: organization
and management, staffing, finance management, technolpgpidand security.
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Each of these activities is usually carried out by a numbstaif members, and an
individual should be assigned with responsibility for eackivity, which is linked
to one or more key assets of the repository.

— Stage 4: Identify risks. The aim of this stage is to derive from organizational activ-
ities and assets a comprehensive selection of pertindstfased by the repository.
Some risks can be derived from examining the mandate andtolgs, regulatory
environment and the model of the repositorys work (actsitiassets, staffing and
technology solutions). This principal outcome is the définiof an organizational
worry radius, detailing the parameters within which riskmragement must be un-
dertaken.

— Stage 5: Assess and calculate risk$he aim of this stage is to characterize the
risks and risk relationships derived within the previowsgst, and to assess the
severity of each. Each risk must be enriched with a numbedditianal attributes;
among the most significant are values describing the protyadnnd potential im-
pact of each, which cumulatively offer a quantitative itdignto the overall riski-
ness of the repositorys business activities.

— Stage 6: Manage risksThe purpose of this stage of the audit is to provide the au-
ditor with tools for effectively and efficiently managinggtidentified and assessed
risks. Once a risk has been assessed, a business decisidrermexde to determine
how the risk is to be approached. This should consider ths pstential impact,
its frequency, its owners and its stakeholders. Risk ntitigastrategies and tasks
should be assigned, with accompanying deadlines for aiclgji@redefined targets.

DRAMBORA is not a certifying tool or an OAIS-compliance t&dl but rather
a self-assessment and repository management tool, imtdodaeasure how well the
organization is doing in preserving its digital materi&sen if success within the self-
audit process remains difficult to quantify completely [1¥] defining risks with an as-
sociated impact and probability index it is possible to diésthe severity of individual
risks, and consequently the overall riskiness of a padioniganizational environment.

Following the successful completion of the self-audit eis®, organizations can
expect to have:

— established a comprehensive and documented self-awarefitégir mission, aims
and objectives, and of activities and assets intrinsicéseh

— constructed a detailed catalogue of pertinent risks, caitegd according to type
and inter-risk relationships, and fully described in telwhswnership, probability
and potential impact of each risk;

— created an internal understanding of the successes anda@iargs of the orga-
nization, enabling it to effectively allocate or redireesources to meet the most
pressing issues of concern;

— prepared the organization for subsequent external audithei that audit will be
based upon the TRAC, nestor or forthcoming digital repogitudit assessment
criteria.

In summer 2007, the following repositories have been asdasing DRAMBORA
1.0: International Institute for Social History, AmstendaThe Netherlands; National
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Table 1. Complete risk description used in the self-audit toolkgl®wn above. However, audi-
tors are by no means restricted to this and may choose to usessaxtensive set of attributes to
characterize risks in their risk register.

I Risk Description |

Risk Identifier: |A text string provided by the repository to uniquely identifiis
risk and facilitate references to it within risk relatiofsh
expressions
Risk Name:|A short text string describing the risk
Risk Description:|A longer text string offering a fuller description of thiski
Example Risk|Example circumstances within which risk will or may execute
Manifestation(s):
Date of Risk/Date that risk was first identified
Identification:
Activity the risk |Reference to an activity and/or asset the risk is linked with
is linked to
Nature of Risk:|Physical environment
Personnel, management and administration procedures
Operations and service delivery
Hardware, software or communications equipment and fesli
Owner:|Name of risk owner - usually the same as owner of correspgndin
activity
Escalation Owner:|The name of the individual who assumes ultimate respoityilfalr
the risk in the event of the stated risk owner relinquishiogtool
StakeholdersjParties with an investment or assets threatened by the risk’
execution, or with responsibility for its management
Risk Relationships:A description of each of the risks with which this risk has
relationships
Risk Probability: |This indicates the perceived likelihood of the executiothés
particular risk
Risk Potential Impact: | This indicates the perceived impact of the execution ofriklsin
terms of loss of digital objects’ understandability andheumticity
Risk Severity:|A derived value, representing the product of probabilitg an
potential impact scores
Risk ManagementDescription of policies and procedures to be pursued inrdade
manage (avoid and/or treat) risk

Strategy(ies)
Risk ManagementPractical activities deriving from defined policies andqadures

Activity(ies):
Risk ManagementIndividual(s) responsible for performance of risk managetn
activities

Activity Owner:
Risk ManagementA targeted risk-severity rating plus risk reassessmerm dat
Activity Target:
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Archives of Scotland, Edinburgh, UK; National Library ofettCzech Republic; Na-
tional Central Library of Florence, Italy; Netarkivet (Dah Internet Archive), Den-
mark; Ludwig Boltzmann Institute in Linz, Austria, in coapéion with the Ars Elec-
tronica Center; E-LIS repository managed by CILEA, RomayttLithuanian Museum
of Ethnocosmology, Lithuania.

With the release of DRAMBORA 2.0 and a online interactivel t@s more and
more organizations undertake the self-audit process, @easingly rich understand-
ing can be formed about the specific risks faced by partiditads of organizations.
Self-auditing repositories will be classified accordingheir mandate, funding, size
and type of collections and geographical location. Thisiimfation will be used to fa-
cilitate the more refined focusing of assessment processesnfilar or comparable
organizations. DRAMBORA not only supports the productidmaadit reports but also
allows users to collaboratively contribute to an interoadil effort to better understand
the risks associated with digital curation. Users of thenaniool will be able to opt to
have their reports and risk tables rendered anonymouslinahdied in the DCC/DPE
repository risk database to support further refinementeaiidit tool.

3.3 DRAMBORA in the context of digital libraries

An underlying, and key constituent of a digital library, positorys task is to identify
and assess surrounding uncertainties, transform thenmiassurable risks and to de-
fine and implement means by which they can be effectively @etband mitigated. It
is easy to see that the risks are not only technological sot@ganizational, staff and
systems related, and connected with the external fact@isgfrom the environment
where the digital repository operates. It is our aim to itigege how DRAMBORA can
work at all the layers of the DELOS Digital Library Refereridedel.

DRAMBORA can be usefully employed in defining and managinggical risk
profile for digital libraries. The toolkit already presemgeneric list of risks derived
from an analysis of the TRAC check-list and thestor criteria catalogue, and 1SO
27001:20039nformation technology Security techniquesInformation security man-
agement systemsRequirements

Digital libraries face not only technological infrastruot challenges, such as IT
security, but also risks typically related to rights cleara, insufficient funding in the
long term period and community involvement. With this rejasome example risks
highlighted by DRAMBORAInclude:

— Legal liability for IPR infringementwhen a repository is legally accountable for
a breach of copyright, patent infringement or other IPRdterd misdemeanor as a
direct result of its business activities. The nature of tigk is related to person-
nel, management and administration procedures and it imgmus (that is, the
execution of this risk will increase the likelihood of anetk). Example manifesta-
tions of this risk might include the reverse engineering sbfiware application in
contravention of its end user license agreement, and thgrighp breach of a in-
stitutional repository in disseminating e-journal corntdine risk might be relevant
to the repository if it deals with content with specific asated intellectual prop-
erty rights, if it does not consult with legal experts whenetdmining the legality
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of their activities with respect to IPR restricted contemtd if there is evidence of
a high degree of litigiousness within the domain or juritidit within which the
repository operates. Mitigation strategies include aan@k, such as assessing pre-
served materials to determine those to which intellectugperty restrictions may
apply, and seeking legal advice to determine legality oiivéigts with respect to
IPR restricted. The repository should establish policres@rocedures to follow in
the event of IPR challenge. This risk is strictly related tbes contagious risks:
Management failure, Loss of trust, Business objectivesmait Business policies
and procedures are inconsistent or contradictory

Finances insufficient to meet repository commitmewtsen finances are insuffi-
cient to adequately resource each of the businesss integjiaties. This is a rele-
vantrisk if the repository doesnt undertake appropriatigletary management, a fi-
nancial investment is necessary to achieve repositoryctitgs, and within its cur-
rent business model, the repository is not capable of sisiagable income gener-
ation. Again, the nature of this risk is related to personmelnagement and admin-
istration procedures and it is contagious. Example of rigkifiestations includes
the repository operating on an annual loss, and insuffigiesturce to facilitate
every intrinsic activity. Avoidance strategies includereleping self-sustainability
with charged-for services, and obtaining assurances ofdtady availability. In
the event of this risks execution, the repository shoul@tgadditional funding to
enable the achievement of organizational objectivessesgbjectives if the fund-
ing stream is insufficiently flexible and maintain a residiugld where possible to
meet shortfalls. This risk is strictly related to other @gibus risksManagement
failure, Loss of trustand in a contagious way to all the other risks listed.
Community feedback not acted uparinen feedback, although received, has no in-
fluence over the repositorys business activities and mogleisadi. This risk shows
whether an appropriate proportion of staff time is allodateresponding to com-
munity feedback, or to reflecting it in changes to operatiofigectives; whether
policies and procedures are in place to enable the repggitoreact within an
appropriately timely fashion to the receipt of communitgdback; and whether
the operational objectives are adaptable to react to contynfeedback. An ex-
ample manifestation may include the repository’s faillwedact to the fact that
its user communities are increasingly incapable of usirtg dacoded within the
repositorys chosen formats with the software that theycpadly employ. The risk
might be avoided by establishing policies to acknowledgkraact to community
feedback, and to formally acknowledge failure to act wittmoaunity and retro-
spectively react to received feedback.

Exploitation of IT security vulnerabilityT his risk describes a situation where short-
comings in the repositorys security provisions can be ifledtand used to gain
unauthorized access to its systems. Situations where ehrgzhsoftware security
loopholes are hacked, or intruders gain physical acces$wtepository through a
security door that is wedged open for example, are not unaamifhis may be
relevant where vulnerabilities are evident within repmsils physical and system
security; where it is possible that individuals internakaternal to the repository
might be motivated to compromise system security to acquineandalize mate-
rials; and more generally wherever archived materials tme2@ on network ac-
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cessible computers. Such technological and physical actss can be treated in
several ways:
o Establish and regularly evaluate policies and procedurgstysical and soft-
ware security in accordance with relevant standards.
e Limit execution of non-essential services.
e Update software with latest security patches.
o Allocate staff time to analyze attempted security compeasiand monitor
security sources for details of known vulnerabilities.
e Compel users to change passwords frequently.
¢ Inthe event of risks execution, rebuild the system to entbigne are no residual
effects of system compromise.

Completion of the DRAMBORA process will yield a number of wable results,
facilitating both retrospective reflection and proactivarming for digital libraries.
Firstly, organizations managing digital libraries will\eestablished a documented
self-awareness of their fundamental objectives, and afGated activities and assets.
By defining their operational contexts, organizations aedl wositioned to determine
their own assessment parameters as well as verify thatrésziurces are optimally in-
vested and positioned to ensure success. Secondly, oagianiz will have developed
a documented understanding of the risks they face exprésdedns of their likeli-
hood and potential impact. Mapped to organizational aspita and efforts, this will
facilitate subsequent organizational development anodures allocation, and offer a
quantifiable insight into the contemporary severity of siékced. Finally, organizations
will have defined their chosen means for risk managemergrénting the appropriate
strategies for avoidance, treatment, transfer and taderas well as the mechanics of
their implementation. This process, which should be reggban a regular basis, will
provide opportunities to establish and achieve quantditdnigets, facilitating the im-
provementand ongoing development of every aspect of azgtianal activity of digital
libraries, digital library systems and digital library negement systems.

4 Conclusion and next steps

This paper has proposed to investigate the applicabiliBRAMBORA (Digital Repos-
itory Audit Method Based on Risk Assessment), the Digitada@ion Centre (DCC) and
DigitalPreservationEurope (DPE) audit toolkit for digitapositories, as a tool to en-
sure the preservation capabilities of digital librariesmany aspects, digital libraries
include repositories as a component of their systems; th&aNDBORA toolkit should
be useful to those needing to identify what kinds of risk tifege with their digital
library, and manage them. This toolkit is designed to fatii the assessment of risk
exposure faced by digital repositories; it facilitatesemial audit by providing reposi-
tory administrators with a means to assess their capaiiliiientify their weaknesses,
and recognize their strengths. It complements other emgnrgork on attributes and
criteria for Trustworthy Digital Repositories. While woda the development of the
toolkit was driven by DPE and DCC, its construction owed mtecthe developments
undertaken by the Digital Preservation Cluster of DELOS AMBORA self-audit
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should be considered in the design of digital librariesitdidibrary systems and digi-
tal libraries management system, and should be integratdggtioverall framework of
a Digital Libraries Reference Model.

As part of the next DRAMBORA iterations and the release ofrdgaractive web-
based tool, in connection with the Digital Preservationstduof DELOS (JPA4), DDC
and DPE are going to test this hypothesis in some internaltéhgital libraries, to assess
whether or not the toolkit can be easily applied to the didjltearies context, and if not
what modifications would be needed to it to make it applicablés will allow both
the investigation of the potential application of DRAMBOR#\the context of digital
libraries, and the assessment of the repository aspectgit#ldibraries.

The transfer of the results of this task to the Digital CunatCentre and Digi-
talPreservationEurope will ensure that the results aelievill survive past DELOS.
Finally, results of the audits (although in anonymous fowil) be published as a way
of raising awareness of the DRAMBORA toolkit in the digitédrary community.
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