International Law Studies - Volume 80
Issues in International Law and Military Operations
Richard B. Jaques (Editor)

X1

Current Legal Issues in Maritime Operations:
Maritime Interception Operations in the
Global War on Terrorism, Exclusion Zones,
Hospital Ships and Maritime Neutrality

Wolff Heintschel von Heinegg1

Preliminary Remarks

With the adoption of the UN Law of the Sea Convention in 19822 there was
a strong belief that with that “constitution of the world’s oceans” all the
disputed issues relating to coastal State rights on the one hand, and to freedom of
navigation on the other hand, had been settled for good. Since 1982, however,
coastal State legislation has frequently had a negative impact on the latter. The US
Freedom of Navigation Program gives ample proof of excessive maritime claims
ranging from restrictions of the rights of innocent passage, transit passage, and
archipelagic sea lanes passage, to the establishment of illegal baselines and mari-
time security zones, all of which have no basis in either the LOS Convention or in
customary international law.? The problem of “creeping jurisdiction” has gradu-
ally been reinforced by national legislation on the protection of the marine envi-
ronment. Many coastal States have understood that when a deviation from the
established rules and principles of the law of the sea is justified on environmental
grounds, it creates enormous difficulties for those States that are prepared to coun-
ter these claims. The general public will all too easily accept them as reasonable and
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Current Legal Issues in Martime Operations

legitimate. Still, for countries like the United States and the member States of the
European Union,* in view of their dependence on the freedom of navigation for se-
curity and economic reasons, it is of tantamount importance to preserve the
achievements of the LOS Convention.

At the same time, these very States are confronted with new challenges. There al-
ready exists reliable intelligence information that transnational terrorists may tar-
get ships and ports. Moreover, transnational terrorism may well seek to take
advantage of navigational freedoms by transporting weapons, including weapons
of mass destruction, by sea. In order to prevent them from reaching their destina-
tion it is necessary not only to establish effective control mechanisms in ports’ but
also to interfere with international shipping on the high seas if there is no such ef-
fective control mechanism in the port of origin, or if the flag State is unwilling to
comply with its obligations under treaties in force® or under the respective resolu-
tions of the UN Security Council.”

The dilemma the target States of transnational terrorism find themselves in seems
to be obvious. On the one hand, there is a necessity to interfere with foreign shipping,
thus restricting the freedom of navigation. On the other hand, these measures may
be precedents for a modification of the law which would, if going too far, be contrary
to the vital interests of these States whose economies depend on the free flow of
goods by sea and whose security interests presuppose that their navies remain in a
position to exercise power projection whenever and wherever necessary.

The first section of this paper will deal with the question of whether and to what
extent the law as it stands provides a sufficient legal basis for Maritime Intercep-
tion/Interdiction Operations (MIO)?® in the Global War on Terrorism (GWOT).?
If the answer to this question is affirmative, the said dilemma will prove to be less
dramatic than it seems to be at first glance.

The second part of this paper will be devoted to three further current legal issues
in maritime operations that, although dealing with the law of naval warfare and
neutrality at sea, are not in toto unrelated to the issues dealt with in the first part.
Firstly, the establishment of “exclusion/operational zones” during an international
armed conflict will, in any event, interfere with the freedom of navigation of “neu-
tral” and innocent shipping. Secondly, the threat posed by transnational terrorism
will not vanish or even decrease during an international armed conflict. Rather,
transnational terrorists may consider warships and hospital ships perfect targets,
be it only for propaganda reasons.!? Hence, the question arises as to which mea-
sures belligerents may take in order to effectively protect their units. Thirdly, and
finally, in view of the persisting terrorist threat during an international armed con-
flict, the traditional rules and principles of the law of (maritime) neutrality, if
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applied in a strict manner, may prove to be a considerable obstacle for non-bellig-
erent States in their contribution to the GWOT.

War on Terrorism

Developments following the terrorist attacks of September 11, 2001, have led to a
broader understanding of the right of self-defense.!! It not only applies to situa-
tions where a State, either with its armed forces or in some other way attributable to
it, has attacked another State. It also comes into operation if an armed attack is
launched against a State from outside its borders!? by persons whose acts cannot,
or for the time being cannot, be attributed to another State. Moreover, the target
State, or the potential target State, and its allies do not have to adopt a wait-and-see
policy but they may take all measures reasonably necessary to prevent future at-
tacks as early and as effectively as possible.

MIO in the GWOT
In the maritime context such preventive measures may comprise, inter alia:

 Surveillance and control of sea traffic;

* Providing for freedom and safety of navigation;

» Protection of endangered vessels;

 Disruption of lines of communication;

* Visit, search (boarding) and capture;

¢ Diversion;

+ Establishment of security zones and of restricted sea areas;

+ Capture/arrest of cargos and persons.

Self-defense

However, if maritime interception/interdiction operations!? are solely based upon
the right of self-defense there needs to be a sufficiently clear link to the threat posed
by transnational terrorism. This will, for example, be the case if there are reason-
able grounds for suspicion that a given vessel is involved in the carrying of terror-
ists and/or of weapons destined for an area known to serve as a hiding place or
training ground for terrorist groups. In any event, the generally accepted legal limi-
tations of the right of self-defense—immediacy, necessity, proportionality—have
to be observed.! Indiscriminate MIO exercised in vast sea areas would be dispro-
portionate and, hence, not justified by the right of self-defense.
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It may be added in this context that if a vessel can be connected to the persisting
threat posed by transnational terrorism no further conditions have to be met. Es-
pecially, any form of consent—be it by the flag State or by the ship’s master—is ir-
relevant. The right of self-defense has never been made dependent upon the will of
third States or of individuals. The UN Security Council alone would be in a posi-
tion, by taking effective measures, to terminate the exercise of that inherent right.!

Law of the Sea
While MIO could be based upon the rules of the law of naval warfare on prize mea-
sures (measures short of attack)'°and on targeting!” this would presuppose the ex-
istence of an international armed conflict. While the United States is, at present, a
party to an international armed conflict (Iraq), the exercise of the right of visit and
search and the targeting of vessels could be based on these rules. However, transna-
tional terrorism poses an ongoing threat that will not disappear with the termina-
tion of the hostilities in Iraq. Hence, the question is whether there are—apart from
the right of self-defense and the law of naval warfare—other rules of international
law that could serve as a legal basis for MIO on the high seas.

Of course, the law of the sea, as embodied in the LOS Convention and in
customary international law, recognizes the right of warships and of other State
ships to take measures against a merchant vessel, including visit and search,!8 if

* the vessel is flying the same flag as the intercepting warship;
o the vessel is “stateless”;

* there are reasonable grounds for suspicion that the vessel is engaged in
(a) piracy,
(b) slave trade, or
(¢) unauthorized broadcasting.

Accordingly, the boarding of the So San? was justified not merely according to
the right of collective self-defense, but also according to Article 110 of the LOS Con-
vention because, at the time of the interception, it could be considered stateless and
because it did not give satisfactory information about its origin and about its destina-
tion. Hence, all measures, including visit and search (boarding, including opposed
boarding), undertaken for the purpose of verifying the true character, function, and
destination of the vessel were admissible.?! The fact that, after the boarding, the na-
tionality of the vessel proved to be North Korean and that it was engaged in the “in-
nocent” shipping of missiles does not justify a different legal evaluation.?
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Against allegations to the contrary it is, however, doubtful whether it would be
admissible to draw an analogy between transnational terrorists and pirates. While in
some cases acts of transnational terrorism may be characterized as piratical, or at
least similar to piracy, it must be remembered that, according to the consensus of
States, there still is a clear distinction between terrorism on the one hand and piracy
on the other.?* Therefore, according to the law as it stands, the rules on piracy can not
be applied to terrorists, unless their acts qualify as piracy proper.

It may be added that, according to the LOS Convention, coastal States may take
action against foreign merchant vessels to enforce their domestic laws. This right to
enforce varies and decreases with the sea area in question. While it would be in
accordance with international law to enforce domestic immigration and security
regulations in the internal waters, in the territorial sea and in the contiguous
zone,?* especially if the vessel affected is believed to be involved in acts of
transnational terrorism, the law of the sea does not provide for such enforcement
measures in the costal State’s sea areas beyond the 12-nm territorial sea or the 24-
nm contiguous zone. In the exclusive economic zone (EEZ) coastal States are only
entitled to prescribe and enforce rules that are designed to regulate the exploration
and exploitation of the natural resources and to protect the marine environment of
that sea area.?> With regard to activities of foreign vessels not affecting these
“sovereign rights” nor resulting in severe damage to the marine environment, the
flag State principle has precedence over the coastal State’s rights. Hence, Article
110 of the LOS Convention provides a legal basis for MIO on the high seas.

Other Legal Bases for MIO?

There remains one legal aspect that seemingly has not been made use of in the cur-
rent discussion on the legality of MIO in the GWOT, i.e., countermeasures and/or
reprisals. In this context, it is of great importance that the UN Security Council, in
Resolution 1373,2¢ has decided—in a legally binding way (!)—that with regard to
transnational terrorism States shall, inter alia:

Prohibit their nationals or any persons and entities within their territories from
making any funds, financial assets or economic resources or financial or other related
services available, directly or indirectly, for the benefit of persons who commit or
attempt to commit or facilitate or participate in the commission of terrorist acts, of
entities owned or controlled, directly or indirectly, by such persons and of persons and
entities acting on behalf of or at the direction of such persons;
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(a) Refrain from providing any form of support, active or passive, to entities or
persons involved in terrorist acts, including by suppressing recruitment of members
of terrorist groups and eliminating the supply of weapons to terrorists;

(b) Take the necessary steps to prevent the commission of terrorist acts, including by
provision of early warning to other States by exchange of information;

(c) Deny safe haven to those who finance, plan, support, or commit terrorist acts, or
provide safe havens;

(d) Prevent those who finance, plan, facilitate or commit terrorist acts from using
their respective territories for those purposes against other States or their citizens;

(e) Ensure that any person who participates in the financing, planning, preparation
or perpetration of terrorist acts or in supporting terrorist acts is brought to justice
and ensure that, in addition to any other measures against them, such terrorist acts
are established as serious criminal offences in domestic laws and regulations and that
the punishment duly reflects the seriousness of such terrorist acts;

(g) Prevent the movement of terrorists or terrorist groups by effective border
controls and controls on issuance of identity papers and travel documents, and
through measures for preventing counterfeiting, forgery or fraudulent use of identity
papers and travel documents.

Hence, if a State either assists transnational terrorism or has knowledge that its na-
tionals or merchant vessels are engaged in such assistance, etc., but still remains inac-
tive, that State is in clear violation of its obligations under the UN Charter.?”

Of course, if the assistance rendered amounts to direct participation in an
armed terrorist attack or if the terrorist attack is in some other way attributable to
the sponsoring State, the target State will be entitled to take self-defense measures.
Whether the armed response qualifies as an “on-the-spot reaction” or a “defensive
armed reprisal”?8 is merely a matter of the modalities of the exercise of the right of
self-defense. In any event, the target State will have the right to respond by the use
of armed force.

But what if the assistance by the sponsoring State or its inactivity does not
amount to assistance in an armed attack? On the one hand, the sponsoring or
inactive State would still be in violation of its obligations specified in Resolution
1373. Even more, the inactivity would be supportive of acts of transnational terrorism
and could, therefore, constitute a prohibited use of force, not amounting, however, to
an armed attack or an act of aggression (“smaller scale use of force”). In such a
situation the target State, on the other hand, would not be under an obligation to
remain inactive. Rather it would be entitled to take all necessary countermeasures or
reprisals in response to the illegal acts of the sponsoring State. To some surprise this has
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recently been expressly acknowledged by Judge Simma who is far from being a
supporter of a broad understanding of the law governing the use of force. In his
separate opinion to the Court’s judgment in the Oil Platforms case? Judge Simma
stated, inter alia:

In my view, the permissibility of strictly defensive military action taken against attacks
of the type involving, for example, the Sea Isle City or the Samuel B. Roberts cannot be
denied. What we see in such instances is an unlawful use of force “short of” an armed
attack (‘agression armée’) within the meaning of Article 51, as indeed “the most grave
form of the use of force.” Against such smaller-scale use of force, defensive action—by
force also “short of” Article 51—is to be regarded as lawful. In other words, I would
suggest a distinction between (full-scale) self-defence within the meaning of Article 51
against an “armed attack” within the meaning of the same Charter provision on the
one hand and, on the other, the case of hostile action, for instance against individual
ships, below the level of Article 51, justifying proportionate defensive measures on the
part of the victim, equally short of the quality and quantity of action in self-defence
expressly reserved in the United Nations Charter.3°

Applied to the GWOT, the target State of acts of transnational terrorism would
be entitled to take defensive countermeasures “short of Article 51” against the State
that is, actively or passively, assisting or otherwise furthering transnational
terrorism. Accordingly, countermeasures/reprisals involving visit and search
could be taken against vessels for the mere reason that they are flying that State’s
flag (genuine link). However, in view of the importance of the freedom of
navigation such measures must be necessary and strictly proportionate. That will
only be the case if there are reasonable grounds for suspicion that the vessels
affected are indeed engaged in activities of—or in assistance of—transnational
terrorism, e.g., if the State in question fails to prevent the merchant vessels flying its
flag from transporting terrorists or objects that are designed to further
transnational terrorism.

The Use of “Zones” in the Context of Anti-Terror/Force Protection
When it comes to “zones” in a maritime context there are a number of misunder-
standings due to connotations to “war zones” known from the two World Wars?!
or to “exclusion zones” known from the Falklands/Malvinas War (1982)32 and
from the Iran-Iraqg War (1980-1988).33 As a method of naval warfare such a zone—
whatever its purpose or legality may be—cannot be made use of in times other than
international armed conflict.

“Defense bubbles” or rather warning zones established around warships or
naval units are also to be distinguished from “operational,” “exclusion” or other
zones. Such warning zones merely serve to protect the naval vessels from attack or
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from other illegal activities and are generally recognized as in accordance with
international law.3* Shipping and aviation are notified of potentially hazardous
conditions and are requested to clearly identify themselves if they are approaching
the warning zone. The extent of these zones and the measures taken cannot be
determined in abstracto. Rather, it will depend on the circumstances of each single
case, especially on a known threat and on the location of the ships concerned,
whether the extent of the warning area may be reasonable or excessive.?* As the
attack on the USS Cole clearly demonstrates, the threat posed by terrorist activities
is obvious but will vary according to the region of operation and to the general
security environment. If, however, the extent of the defensive/protective/warning
zone is proportionate to that threat, the inconveniences imposed upon sea and air
traffic will not amount to a violation of the freedom of navigation. This holds true
for times of peace and during periods of international armed conflict. Still, it needs
to be kept in mind that, unless the threat is overwhelming and leaves no choice of
deliberations, such warning zones will have to be based upon some form of an
agreement with the respective coastal State, if the warships or naval unit are
deployed, or are operating, in the internal waters or territorial sea of that State.

In addition, warning zones are not to be equated with “special warnings” which
are merely a tool for implementing the warning zone and for notifying it to other
States and to international shipping and aviation. For example, US forces are
presently operating under a heightened state of readiness. Accordingly,
approaching aircraft and ships are requested to maintain radio contact and are
warned that the US forces will exercise appropriate self-defense measures, without,
however, impeding freedom of navigation.*®

The question remains whether zones may also be made use of in the GWOT for
purposes other than force protection. Certainly, in view of the importance of the
freedom of navigation for international trade and security, the closure of larger areas
of the high seas to international navigation and aviation would be illegal. Up to the
present, assertions by some States of a right to extend their sea areas for security
reasons beyond the 12-nm territorial sea have regularly met protests and have, thus,
never been recognized.?” Older concepts, like the so-called “pacific blockade,”*8 or
singular precedents, like the “quarantine” of Cuba,* would not justify such far
reaching infringements of the freedom of navigation either. Although, in theory,
the establishment of an “exclusion zone” could be based upon the right of self-
defense there is but one realistic scenario this author can conceive of in which such
a measure would meet the test of immediacy, necessity and proportionality: A
group of transnational terrorists gains control over a submarine with launching
capabilities for intermediate-range missiles and there is sufficient intelligence
information that they will attack from a given sea area. Then it may be in
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accordance with the right of self-defense of the threatened State to close that sea
area to all underwater vehicles.

Apart from such a scenario, however, the extensive use of a given sea area in the
GWOT will always be in conformity with international law, when approached from
a different perspective. If the target States of terrorist attacks and their allies are al-
lowed to conduct MIO worldwide on the high seas, clearly a decision to restrict such
operations only to certain limited seas areas is lawful, particularly if the sea areas con-
cerned are known to be used for the transport of terrorists and of weapons destined
to terrorist groups. The States cooperating in the framework of Operation Enduring
Freedom have been doing exactly this by restricting MIO to the sea areas surround-
ing the Arabian Peninsula. Up to the present, no State seems to have protested or
otherwise contested the legality of these measures. Accordingly, and subject to the
principles of necessity and proportionality, an operational area—that is to be distin-
guished from any form of “zone”—may be established in the context of the fight
against transnational terrorism in order to enable the target States and their allies to
identify and control international shipping and aviation or, if reasonable grounds for
suspicion of an activity supportive of transnational terrorism exist, to prevent them
from approaching the coastline of a State that has proved to be either unwilling or
unable to comply with its obligations under the UN Security Council resolutions on
transnational terrorism.

Law of Naval Warfare and Maritime Neutrality

While the San Remo Manual in most of its parts reflects customary international
law, three aspects of the law of naval warfare addressed therein either remain dis-
puted or, in view of new threats and exigencies, seemingly need to be reconsidered:
maritime exclusion/operational zones, technical equipment of hospital ships, and
maritime neutrality.

Maritime Exclusion/Operational Zones
There is general agreement that the “war zones” established by the belligerents of the
two World Wars were, and remain, illegal.** No zone, whatever its denomination or
alleged purpose relieves the proclaiming belligerent of the obligation under the law
of naval warfare to refrain from attacking vessels and aircraft which do not constitute
legitimate military objectives.*! In other words, a zone amounting to a “free-fire-
zone” has no basis in the existing law. Considerations of military necessity—e.g.,
from a submariner’s point of view—do not justify a conclusion to the contrary.*?
Still, in view of State practice, the discussion on the legality of some other kind of
“zone” has not ceased. On the one hand, modern weapons are far more
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discriminating than any means of naval warfare used during World War II. On the
other hand, modern weapons have brought about over-the-horizon targeting
capabilities. At the same time, naval platforms, in view of their construction and
technical equipment, are rather vulnerable and can suffer severe damage inflicted
by comparatively “primitive” means. Moreover, the number of the world’s
merchant vessels has increased considerably. They may be engaged in innocent
trade but they may also be integrated into the enemy’s war-fighting or war-
sustaining effort, thus constituting a threat to the overall effort to bring the armed
conflict to a successful end without suffering unreasonable damage. Therefore,
naval armed forces are forced to control large sea areas in order to remain in a
position to effectively protect their units and to achieve their military goal.

Before dealing with the legality of such exclusion/operational zones under the
law of naval warfare it needs to be stressed that they must be distinguished from
warning zones* and from the customary belligerent right to control the immediate
area or vicinity of naval operations. It is generally acknowledged that belligerents
are entitled to take all measures necessary against neutral vessels and aircraft whose
presence may otherwise jeopardize naval operations in that area.** While in many
cases such measures will consist of a belligerent’s control over the communications
of these vessels and aircraft, they may, depending on the circumstances, include the
closure of the sea area in which naval operations are conducted.*

State Practice

After the condemnation of unrestricted submarine warfare by the Nuremberg Tri-
bunal, the first precedent of an exclusion zone obviously occurred during the
Falklands/Malvinas conflict of 1982. On April 7, the United Kingdom proclaimed a
“maritime exclusion zone” around the islands. Argentina followed on April 8 by
proclaiminga “maritime zone.” On April 23, the British Government proclaimed a
“defensive bubble”#¢ limited to the protection of the British forces against Argen-
tine warships and Argentine military and civilian aircraft. However, on April 28,
the United Kingdom proclaimed a “total exclusion zone” (TEZ) that came into ef-
fect on April 30:

[T]he exclusion zone will apply not only to Argentine warships and naval auxiliaries
but also to any other ship, whether naval or merchant vessel, which is operating in
support of the illegal occupation of the Falkland Islands by Argentine Forces. The zone
will also apply to any aircraft, whether military or civil, which is operating in support of
the Argentine occupation. Any ship and any aircraft, whether military or civil, which is
found within the zone without authority from the Ministry of Defence in London will
be regarded as operating in support of the illegal occupation and will therefore be
regarded as hostile and will be liable to be attacked by British Forces.
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In view of the wording of the proclamation that clearly indicates the British were
prepared to attack any vessel or aircraft encountered within the TEZ, it is rather
astonishing that one commentator has characterized the TEZ as a “reasonable
temporary appropriation of a limited area of the high seas.”*” This conclusion is
mainly based on the fact that the zone had been adequately notified, that it had
been established in a remote sea area without significant sea traffic, and that it had
not resulted in any casualties to neutral ships or aircraft.* While these arguments
are without doubt reflecting reality, they do not alter the wording of the
proclamation. On the other hand, due to other rather obscure statements of the
British government it may well be that, in reality, the British forces were not
allowed to target just any contact within the TEZ—at least not without prior
authorization from the highest political level. Therefore, the United Kingdom was
either lucky that its naval units were not forced to really enforce the TEZ vis-4-vis
neutral vessels and aircraft or, what is more likely, the proclamation of the TEZ was
nothing but a most effective ruse of war because it obviously induced the Argentine
forces to avoid the area. If the latter holds true, the British measure was not illegal
under the law of naval warfare. At the same time, however, the British TEZ may not
serve as a legal precedent for the—alleged—Ilegality of exclusion zones as a method
of naval warfare.

During the Iran-Iraq War both belligerents made use of zones. The Iranian
government issued guidelines for the safety of merchant shipping in the Persian
Gulf obliging vessels to transit the Strait of Hormuz south and east of a designated
line, declaring a “war zone” covering all Iranian waters, and prohibiting all
transportation of cargo to Iraqi ports.*® The Iraqi government declared the area
North of 29-30N a prohibited war zone and warned all vessels appearing within the
zone to be liable to attack. The Iraqi government further warned that all tankers,
regardless of nationality, docking at Kharg Island were targets for the Iraqi air
force.®® In contrast to the practice of the Falklands/Malvinas conflict both
belligerents of the Iran-Iraq conflict, by attacking neutral tankers, did enforce their
zones thus providing sufficient evidence that they regarded them as “free-fire
zones.” Since the attacks were not directed solely against legitimate military
objectives,’! the zones of that conflict are generally considered illegal.>?

Military Manuals and Expert Opinions

In view of the general condemnation of the zones established and enforced during
the two World Wars and during the Iran-Iraq War, States that are prepared to
characterize exclusion zones as a legitimate method of naval warfare take a rather
cautious approach. The respective parts of their military manuals® all stress that
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* the establishment of such a zone does not relieve the proclaiming belligerent
of the obligation under the law of armed conflict to refrain from attacking vessels
and aircraft which do not constitute lawful targets,

* the zone may not unreasonably interfere with neutral commerce, and that

* the geographical area covered, the duration, and the measures taken within

the zone should not exceed what is strictly required by military necessity and the
principle of proportionality.
Accordingly, those States agree that the same body of law applies both inside and
outside the zone and, moreover, that the establishment of an exclusion zone is in
conformity with the law as an exceptional measure only. If all these conditions are
met, exclusion zones are accepted as in conformity with the law of naval warfare
both in the San Remo Manual® and in the International Law Association’s Hel-
sinki Principles.>

Still, the question remains what object and purpose an exclusion zone is to serve. To
that end, the San Remo Manual is ambiguous.’® According to the US Navy
Commander’s Handbook on the Law of Naval Operations an exclusion zone may
either contain the geographic area of the conflict or it may keep neutral shipping at a
safe distance from areas of actual or potential hostilities.>” A similar approach underlies
the German Navy Commander’s Handbook that refers to “comprehensive control
rights” and to the denial of access to a given sea area “in order to protect [vessels and
aircraft] from the effects of armed conflicts.”® The Helsinki Principles also contain a
reference to particular risks to which neutral shipping is exposed.>® Hence, if not
designed to contain or restrict the area of naval operations®® and if not a—legitimate—
ruse of naval warfare, an exclusion zone may either serve the protection of neutral
navigation and aviation or it may imply that a belligerent, in a given area, will
extensively exercise the control rights already conferred on it by the law of naval
warfare and of maritime neutrality. Then, however, the zone will rather resemble a
geographical restriction of belligerent rights of control—the establishment of the zone
would merely indicate that in sea areas not covered by the zone the belligerent may
refrain from exercising these rights. Be that as it may, if serving these purposes, and if
the further conditions set out above are met, there can be no doubt about the legality of
exclusion zones.

Hospital Ships: New Necessities and Threats

At the time of their adoption, the rules on hospital ships laid down in Articles 22 et
seq. of the 1949 Second Geneva Convention (GC II) were a well-balanced compro-
mise between considerations of humanity and of military necessity and were adapted
to the weapons technology of that time. However, the rapid technological
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development soon gave rise to concerns. At first, the rules on the marking of hospital
ships proved no longer sufficient to ensure their effective identification as specially
protected platforms under the law of naval warfare.®! Then it became clear that the
rules regulating the technical equipment of hospital ships for communication pur-
poses had become outdated in view of modern forms of communication via satellite
and other means. Today there is a realistic danger that a hospital ship, although ex-
clusively employed in its humanitarian role, may be attacked by transnational terror-
ists who will consider it an easy and very effective target. Therefore the question
arises whether and to what extent hospital ships, during an international armed con-
flict, may be equipped with secure communications devices and with an armament
enabling them to effectively defend themselves against illegal attacks.

Secure Communications

Article 34, paragraph 2, of GC Il emphasizes that “hospital ships may not possess or
use a secret code for their wireless or other means of communication.” This provi-
sion appears to imply a prohibition on possession and use of secure communica-
tion equipment for both sending and receiving encrypted communications.
However, the English version is not the only authoritative text of the Convention.
The equally authentic French and Spanish texts prohibit only the sending of en-
crypted traffic (“les navires-hopitaux ne pourront posséder ni utiliser de code se-
cret pour leurs émissions par T.S.F. ou par tout autre moyen de communication”).
According to Article 33, paragraph 3, of the Vienna Convention on the Law of
Treaties, “the terms of the treaty are presumed to have the same meaning in each
authentic text.”®? Therefore, the conclusion is justified that only the possession or
use of secure communications equipment for transmitting, not for receiving, mes-
sages in secret code is prohibited.

While some States, like the United Kingdom during the Falklands/Malvinas
conflict,® hesitate to share this interpretation, others, like the United States®* and
Germany,®® obviously are prepared to provide hospital ships with equipment that
would enable them to receive messages in secret code. Indeed, that would not only
be in accordance with the generally accepted rules on the interpretation of
multilingual treaties, it would also guarantee the effective performance of the
genuinely humanitarian function of hospital ships. If hospital ships were not
allowed to receive encrypted messages, the enemy would be in a position to
intercept messages sent to them and to deduce from that message the location of a
possible naval or military operation.®® If a “Red Cross Box” is not a feasible
alternative, the hospital ship would be prevented from performing its
humanitarian function because the respective flag State would be forced to, at least,
delay the message in order not to jeopardize the military operation in question.®” In
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view of the overall importance of the protection of the wounded, sick and
shipwrecked, an interpretation leading to such a result would be manifestly absurd
or unreasonable. Hence, it is no surprise that the San Remo Manual provides in
paragraph 171: “In order to fulfill most effectively their humanitarian mission,
hospital ships should be permitted to use cryptographic equipment. The
equipment shall not be used in any circumstances to transmit intelligence data nor
in any other way to acquire any military advantage.”®®

This statement implies that hospital ships should be permitted to also use
cryptographic equipment for the sending of messages. Indeed, in the explanations
to the San Remo Manual,®® the commentators state:

The participants were of the opinion that as the inability to receive encrypted information
jeopardises the ability of hospital ships to operate effectively, the rule ought to concentrate
on the sending of military intelligence. Therefore, in order to fulfil their humanitarian
mission effectively, hospital ships should be permitted to use cryptographic equipment
(modern terminology for a secret code) which in modern technology is an integral part of
most communications systems. This cryptographic equipment may not be used for any
purpose other than the humanitarian tasks of the vessel, obviously not to transmit
intelligence data, nor for any other incompatible purpose.

Seemingly, according to the San Remo Manual, hospital ships would not be
prohibited from sending encrypted messages as long as they are strictly related to
the humanitarian function of the hospital ship and not used for any militarily
useful purposes. In view of the importance of the humanitarian function and in
view of modern communications technology, it would indeed make sense if Article
34, paragraph 2, GC II could be interpreted in that way. In this context it needs to
be kept in mind that the prohibition of a “secret code” is solely designed to
reinforce the prohibition of committing acts harmful to the enemy in Article 34,
paragraph 1, GC II. Moreover, according to Article 35 (1) GC II, a hospital may
have on board an “apparatus exclusively intended to facilitate navigation or
communication.” Today, however, modern means of communication necessitate
the use of equipment that could be considered as violating the “secret code”
prohibition of Article 34, GC II. The same holds true for navigation equipment,
e.g., if using the military Global Positioning System (GPS). The rules on medical
aircraft in Article 28.2 of the 1977 Additional Protocol I take that development into
account. While medical aircraft are prohibited to “be used to collect or transmit
intelligence data” this implies that they are allowed to receive and transmit
messages in a secret code as long as the data are not of a military nature.

Hence, an extensive interpretation would certainly be in accordance with the
object and purpose of Article 34, paragraph 2, GC II. However, every
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interpretation finds its limits in the “ordinary meaning to be given to the terms of
the treaty.” These terms merely justify an interpretation allowing hospital ships the
use of equipment for the receiving, not for the sending, of encrypted messages. The
San Remo Manual together with the explanations does not serve as evidence for a
view to the contrary. In the explanations it is made clear that paragraph 171 does
not reflect the law as it stands. Rather, the majority view was that “the present law
still prohibits the use of such equipment and that this law has not fallen into desuetude.
[Therefore the majority was] of the opinion that the text needed to reflect this fact and
that the participants were encouraging a change in the law.””°

Since the sending of encrypted messages by hospital ships cannot be based upon
the lex lata, States whose interests are specially affected should endeavor to
contribute to a modification of the law. While a codification conference is not a
realistic option, those States should focus on convincing other States to recognize a
deviating practice as reasonable in order to safeguard the specially protected
humanitarian function of such ships under lex ferenda. Numerous statements to
that effect would certainly contribute to a modification of the law as it now stands.

Protective Arming of Hospital Ships

The provisions of GC II on hospital ships neither expressly prohibit the arming of
hospital ships for self-defense purposes nor expressly provide for such protection
or defense. Article 35(1), according to which a hospital ship is not deprived of its
special protection if the “crews of ships or sick-bays are armed for the maintenance
of order, for their own defense or that of the sick and wounded,” is restricted to an
exclusively personal scope of protection. As such it does not seem to allow any con-
clusion with regard to the protection or defense of the hospital ship itself. Rather,
the said provisions are based on the assumption that the special protection pro-
vided for hospital ships is sufficient to ensure that they will not be captured or at-
tacked. That may have been true in the past but it is more than doubtful whether
under present conditions that assumption is still valid.”!

Still, the manuals of the US Navy and of the German Navy,”? as well as the San
Remo Manual, reflect a strict position with regard to the protective/defensive arming
of hospital ships. While they either expressly or implicitly refer to Article 35(1) GCII,
they prohibit all arms other than light, portable, individual weapons such as pistols
and rifles.”? Only the German Manual and the San Remo Manual acknowledge the
right of hospital ships to take defensive measures against erroneous or arbitrary at-
tacks, especially by missiles, and they conclude that they “may be equipped with
purely deflective means of defence, such as chaff and flares.””

Indeed, it is more than likely that the respective enemy belligerent will not be
prepared to any longer respect the special protection of a hospital ship whose crew
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is armed with other than small pistols and rifles. And as the provision of the San
Remo Manual referred to above clearly shows it would be nearly impossible to
reach consensus on the criteria that would make possible a distinction between the
offensive or defensive character of such arming. The reference to chaff and flares
was the utmost the participants felt able to agree upon.

The United Kingdom, during the Iraq-Kuwait conflict, decided that they were
unable to effectively protect hospital ships and that it was preferable to abandon
the special protection altogether. Hence, RFA Argus, which was equipped with
light air defense systems, was not a hospital ship proper but a “primarily casualty
receiving ship” that also served for the transportation of troops.”

If the British practice were copied by other States the special protection of
hospital ships would become obsolete. This, however, would be detrimental to the
humanitarian function of such ships and certainly politically inopportune. States
feeling unable to directly contribute to a multinational military operation would
be deprived of the possibility of indirectly participating by deploying a hospital
ship. The deployment of a hospital ship would not be a merely symbolic act. It
would imply a most valuable contribution for all States and parties involved. On
the one hand, the belligerents would equally profit from making use of the
impartial humanitarian service. On the other hand, the deploying State would be
in a position to prove its credibility and to contribute to confidence building that
would facilitate a future return to normal relations.

These considerations do not, of course, rule out the basic legal problem of the
admissibility of the defensive arming of hospital ships, the interest in which has re-
cently increased considerably in view of the worldwide terrorist threat. Moreover,
it is quite probable that in an asymmetric war environment at least one “party to
the conflict” will disrespect the fundamental protection of such vessels under the
law of naval warfare.

It is doubtful whether the drafters of GC II were at all aware of this new threat. As
already stated above, they started from the assumption that all parties to an
international armed conflict will respect and protect hospital ships as long as they are
employed in their normal role and as long as they do not commit acts harmful to the
enemy. Then, however, an attack against a hospital ship will in any event be in
violation of the law. The drafters of GC II may have been under the belief that no
belligerent would consider such illegal behavior and that, if it occurred after all, the
parties to the conflict would find a solution ex post facto. If one party to the conflict,
or the attacker, is not a State or other recognized subject of international law, such
as transnational terrorists, any remedy provided for by the law of naval warfare will
be void. Moreover, the law of naval warfare contains no rule or other provision that
would justify the conclusion that a belligerent is obliged to suffer an illegal attack or
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other illegal act and to remain passive. In other words, the inherent right of self-
defense that is not abolished by any known legal order is also implicitly recognized
by the law of naval warfare. Accordingly, if there exists reasonable grounds for
suspicion that hospital ships will be the target of an illegal attack, a belligerent is
entitled to take all necessary measures to effectively prevent or counter that attack.
If the only means available to achieve that aim is the—defensive—arming of a
hospital ship, then this would not constitute a violation of the law of naval warfare.

This, however, is a solution to the problem that is far from having passed the test
of practice. As already indicated above, the enemy belligerent may well consider
the arming of a hospital ship a hostile act. Hence, even if the arming of a hospital
ship is, in the circumstances ruling at the time, a necessary measure of protection
or of self-defense there is no guarantee for a continuing respect and protection by
the opposing belligerent. In addition, it would imply a deviation from a rather
settled interpretation of the existing law’¢ that only provides for small and light
weapons for strictly personal protection. Any State that is willing to deviate from
that interpretation must be prepared to take the consequences and “to live with the
precedent.” This may lead either to the total abolishment of the protection of
hospital ships or to the deployment of hospital ships whose “employment in an
innocent role” and, consequently, whose specially protected status, could no
longer be determined with the certainty necessary.

(Maritime) Neutrality
The Law of Neutrality is laid down in two of the Hague Conventions of October
18, 1907:

» Convention V Respecting the Rights and Duties of Neutral Powers in Case
of War on Land [hereinafter Hague V];77

* Convention XIIT Concerning the Rights and Duties of Neutral Powers in
Naval War [hereinafter Hague XIII].”8

There is no international treaty—apart from the 1977 Additional Protocol I (AP
I)”>—dealing with aerial warfare, neutrality in aerial war or with the legal status of
neutral airspace. The only authoritative document dealing with these issues is the
Hague Rules on Air Warfare of 1923%—a private draft whose customary character
remains an unsettled matter.

In view of the limited time and space available we do not intend to deal here with
the law of neutrality in a comprehensive way. Still, it is clear that, if applied to an
international armed conflict, such as the current hostilities in Iraq, that body of law
would imply far-reaching obligations of abstention and of prevention on part of
those States that have decided not to take part in the hostilities.?! It needs to be
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emphasized, however, that allegations of an absolute duty of neutral States to
intern all members of belligerent armed forces present on their territory have no
basis in the traditional law of neutrality. According to Article 11, paragraph 1, of
Hague V, such an obligation presupposes that the neutral State “receives on its
territory troops belonging to the belligerent armies.” This does, therefore, not
apply to members of the belligerent armed forces whose presence on the neutral
State’s territory is due to a status of forces agreement. Additionally, escaped
prisoners of war and prisoners of war “brought by troops taking refuge in the
territory of a neutral Power” shall be left at liberty. Finally, according to Article 5,
paragraph 1 (in conjunction with Article 2) of Hague V, a neutral State “must not
allow” the movement of belligerent “troops or convoys of either munitions of war
or supplies” across its territory. This means that the neutral State is under an
obligation to prevent such movements but it does not necessarily imply an
obligation to intern the persons engaged in such transports. Hence, the duty of
internment only applies to members of the belligerent armed forces who have
already actively taken part in the hostilities and who, thus, have to be prevented
from reentering the war from the territory of the neutral State concerned.

Scope of Applicability of the Law of Neutrality

It is a well-known fact that the applicability of the law of neutrality has always been
a highly disputed issue. While some assert that it applies only in the context of a
state of war,?? others maintain that that determination depends upon the more or
less unrestricted decision of the non-participating States.??

There is, however, only one situation in which the law of neutrality clearly does
not apply—the authoritative determination by the UN Security Council that one
party to an international armed conflict is the aggressor.®* If the Security Council
merely refers to its powers under Chapter VII, without expressly identifying the
aggressor, it will remain unclear which State has breached the law and which State
is the victim of an act of aggression or of a breach of the peace. A fortiori, this holds
true if the Security Council remains inactive.

Still, despite the unsettled scope of applicability of the law of neutrality, and apart
from situations in which the Security Council has identified the aggressor, State
practice since 1945 gives sufficient evidence that that body of law has not become ob-
solete. That very State practice also reveals, however, that there is no longer any room
for an automatic application of that law to every international armed conflict in the
sense of common Article 2 of the four Geneva Conventions of 1949.
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Current State of the Law of Neutrality

The parties to post-World War II international armed conflicts, as well as those
States not actively taking part in those conflicts have, by their actual behavior,
shown that they were not prepared to accept the automatic and comprehensive ap-
plicability of the law of neutrality, even if the situation in question, either materi-
ally or formally, amounted to a “war” proper.8> On the other hand, international
armed conflicts that were not characterized as “wars”—either by the parties to the
conflict or by non-participating States or by international legal scholars—have cer-
tainly had an influence on the conduct of States not being parties to those con-
flicts.® Therefore, the doctrine of the necessity of a state of war proper, as well as
the doctrine of “status mixtus,” lack authoritative substantiation by State practice.
During international armed conflicts since 1945, the conduct of non-participating
States at least indirectly gives evidence of their belief that the law of peace is not in
toto replaced but is partially modified by the law of neutrality. It is also clear from
that conduct that the legally binding effects of that body of law does not depend
upon an individual decision of the non-participating States but upon the mere ex-
istence of an international armed conflict. Either those States have refrained from
providing arms and other war material to the belligerents altogether, have denied
providing such supplies officially, or have provided them clandestinely.

Hence, modern State practice gives proof of a functional and differential ap-
proach. As far as the relationship between States (that is to be distinguished from the
relations between belligerents and neutral nationals) is concerned, the law of neu-
trality automatically comes into operation only insofar as the applicability of its rules
is strictly necessary for the achievement of the very object and purpose of that body
oflaw. Accordingly, during an international armed conflict, non-participating States
are obliged to refrain from any act that may escalate that conflict. Especially, they are
prohibited from assisting one party to the conflict in a way that may lead to a tempo-
ral, territorial or other expansion of the armed hostilities.?” The delivery of weapons
and of other war material by States is prohibited. Activities of private persons who at-
tempt such deliveries must be prevented according to domestic laws and regulations
already in effect. The territory, including the territorial sea and archipelagic waters,
and the superjacent national airspace, may not be made available as a base of opera-
tions to any party of the conflict.®® Moreover, non-participating States must take all
measures necessary to prevent one of the belligerents from gaining military advan-
tages by abusing their neutral status. Any permissions or restrictions with regard to
the use of neutral territory must be applied and enforced impartially. The parties
to the conflict, on their part, are obliged to respect the sovereignty of the non-
participating States, as well as their territorial integrity and their economic rela-
tions with other States. The economic relations with the opposing belligerent to the
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conflict may be interfered with only according to, and within the limits of, the law of
maritime neutrality. In other words, the law of neutrality sets an upper limit to the
rights of the belligerent States.®

As far as these essentialia neutralitatis are concerned, there is no room for a
facultative stance on behalf of a non-participating State if, and as long as, it does
not wish to become directly involved in the armed hostilities. Neither does their
applicability presuppose the existence of a “war” or of a “state of war.” These
fundamental obligations apply to every international armed conflict. It has to be
kept in mind, however, that in case of a violation of these fundamental obligations
of the law of neutrality by a non-participating State, the aggrieved belligerent
remains free to assert its rights.*

The functional and differential approach, which leaves aside the admissibility of
belligerent measures under the law of neutrality, is based on the consideration that
an effective prevention of unlawful activities of non-participating States, as well as
of an escalation of an ongoing international armed conflict, can be achieved only if
these upper legal limits are observed by all States concerned. As regards the further
rights and duties of neutral States, their applicability will not depend upon a
unilateral decision but rather on whether the belligerents are willing and able to
enforce the law of neutrality that goes beyond the said essentialia neutralitatis. If the
belligerents decide—for whatever reason—not to enforce the law of neutrality in a
comprehensive manner, that abstention will have no impact upon the material
contents of that body of law. Modern State practice has merely led to the
abolishment of a comprehensive automatism regarding its applicability. Only this
approach enables us to explain why States continue to maintain that the material
contents of the traditional law of neutrality have not been modified.

Concluding Remarks

While there can be no doubt about the “reactive” character of any legal order, it has
been one of the purposes of the present paper to show that an early call for a modi-
fication of the existing rules in view of new threats and necessities is not always the
correct way of approaching the solution of—allegedly—new problems. Rather, a
sober and not too formalistic scrutiny of the law as it stands will in most cases help
identify the way in which a given situation should be addressed. Of course, it is not
always comfortable or convenient to comply with the law. Considerations of mili-
tary or political necessity and the need to rapidly react to new threats may suggest
and justify a deviation from the law. It is, however, one of the most important
achievements of civilized nations that they adhere to the law and, thus, show their
respect for the rule of law even in situations in which this complicates things. In the
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context of international law it should, moreover, not be left out of consideration
that any deviation from the law will be a precedent closely observed by other States
which may, in the near future, adopt a similar conduct. Although the precedent
may have served a different, and legitimate, purpose, it may prove impossible to
prevent those other States from referring to it and claiming their conduct to be in
conformity with the modified law.
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