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This thesis presents a formal design methodology of cryptographic hardware based on Galois Fields (GFs) arithmetic.
In the proposed methodology, the entire datapath structure of a cryptographic hardware is described in the form of a
hierarchical graph called Galois-Field Arithmetic Circuit Graph (GF-ACG). The proposed GF-ACG has the following
features: (i) able to describe any kind of GF arithmetic circuits including ones based on redundant GF representations and
(ii) able to handle pipelined circuits. The correctness of circuit functions is then verified by a combination of an algebraic
method, a natural deduction method for the first order predicate logic, and an equivalance checking method based on
positive-polarity Reed-Muller expansion of logic formulae. In addition, we develop an automatic generation system
for GF multiplers on the basis of the proposed methodology. The proposed system generates Hardware Description
Language (HDL) description from circuit specifications. The proposed system can generate more than 10,000 multiplers
including one with (256 x 77)-bit input. Moreover, we show designs of highly efficient cryptographic hardware based on
redundant GF arithmetic, higher-degree functions, and logic optimization. The Advanced Encryption Standard (AES)
hardware designed in this thesis achieved approximately 25-72% higher efficiency than any other conventional ones.
The proposed methodology is applicable to such practical and state-of-the-art cryptographic hardware.
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Node
[Multiplier]
no = ({c = axb},Gy)
[PPG]
ni = ({Sywi = axb}.Gy),
[SubPPGO]

n3 = ({wo = a X bo},Ga)
[GF(2) Multiplier]
ne = ({wo0 = ag X bo}, nil),
n7 = ({wo,1 = ar X bo}, nil),
[SubPPG1]
ng = (fw1 = axbi},Gs)
[GF(2) Multiplier]
ng = (lw’L0 = ap X by}, nil),
ng = ({wi,1 = ay X by}, nil),
[GF(2) Adder]
nio = ((wio = wii +w) ol nil),
[Accumulator]
n = (fe = 7y wi), G3)
[GFAOQ]
ns = ({wo = wo + w1}, Ge)
[GF(2) Adder]

ny1 = ({co = wo,1 + wo,0}, nil)
ni2 = ({er = wii + g0}, nil)
GFs

GF 2y = (32, x1,2%), ({0, 11, {0, 11,10, 1)), 2 + x + L, x + 1))
GFp) = ((1), {0, 1}), nil)
GF variables
a,b,c = (GF ). (1,0)
wo, wi = (GF »2),(1,0))
ao, ai, bo,bi, co,c1 = (GF(2),(0,0))
W0,0,W0,1, W10, W11, W o = (GF(2),(0,0))
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Algorithm 1 $E5MGE T4

Require: GF-ACG G = (N, E)

Ensure: Verification result res € {true, false}
1: function New VERIFY(G)

Bool res « true;

for all (F,Gj,) € N do

3
4 if G” # nil then

5: res « res & NewVerify(Gj,);

6: if G, is GF(2)-level then

7: res « res & PPRM-BasedEvaluation(F, Gj,);
8 else if LayerOf(F) < 2 then

9: res « res & ND-BasedEvaluation(F, G;,);
10: else

11: res « res & GB-BasedEvaluation(F, G;,);
12: end if

13: end if

14: end for

15: return res;

16: end function
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%2 REMEA a7 ARERTEE RS KOS5 N— FU 2 7 OREETE & BHFTEIC K 2 BEERHH (7))

PB-based PRR-based AES enc. | AES dec. | Masked AES | TI-based LED
GFQ2'%) mult. | GF(2'®) mult. | hardware | hardware hardware hardware
Logic simulation 9,330.00 TO TO TO TO TO
BDD 1.899.69 N/A TO TO TO N/A
SAT solver TO N/A TO TO TO N/A
Existing GF-ACG 5.52 N/A 6.12 TO TO N/A
This study 5.50 4.84 5.07 6.99 2.77 3,163.88
# 3 AES EE S N— RFY = 7 O heaHiffi
ittt eeleitteteieeetteiee ettt ‘ Area ‘ Throughput | Efficiency
| | GF-ACG Code Synthesizer | ! (GE) (Gbps) (Kbps/GE)
| ¥ (GF-ACG Code) | TSMC 65-1“;1
! | GF-ACG Verifier | | Satoh et al.4)) 14,516.50 2.25 155.05
! ! ! Lutz et al.5 22,883.25 3.78 165.00
) s
I [ GF-ACG Property Checker [ Liu et al. 13,970.50 2.13 15227
i | p Y | GFC[{lchkeCd B i Mathew et al. ©) 23,298.49 1.96 83.94
I - ode This stud 15,807. 7 23747
! | ACG-to-HDL Translator | | IS study 3.807.00 375 3
| NanGate 45-nm
Satoh et al. 5 13,386.67 5.24 391.55
N : Lutz etal. ¥ 22,417.01 8.89 396.52
2 GF-AMG D71y 7 Liu et al. 2 12,443.66 453 363.86
Mathew et al. © 19,243.67 4.01 208.51
X B This study 14,582.99 9.46 648.73
Generator) D7 1y 7 [X%759. GF-AMG & [ml#§11: NanGate 15-nm
ke B8 p (= 2,3,5,7,11), SERXKE m, Ha7k Satoh et al. ¥ 16,924.74 38.66 |  2284.17
. NN Lutz etal. P 25,692.49 61.44 2,391.28
ey . e : - ] .
B, Jil7 v XL, \5{ /,/,\ Iﬂz%%ﬂ%@ﬁm) {3‘ P 15.768.43 3507 | 222429
SHERE L i & > S—TEAVE I KREE X 7172 HDL & Mathew et al. © 23,789.48 3176 | 133495
B2HSIT 5. GE-AMG T, TS LHM 5 i Thisstudy [ 1723200 | 7L [ 4T3LIE

J59 % REIRD GF-ACG b B KT . ZLTH
% L7z GF-ACG DOFEHEMGEZTTYY, & SITREITIG
UC GF-ACG OREMIFERZFI A U Fzift 2 > 78—k
DOIRIGFEEZFTS . Z L TZ D GF-ACG 2 H#19
T ET, HEEE &2 2/ S—EDMRREE N7z HDL 7%z
T 5. GF-AMG OULEED 5 b i & IR 212
% DITHEARMNITHEREMGE TH D, GF-ACG 123D <
FHEEMNS T & THERFRERZRE Sl TV\a.
A AT LICED, ASEY FEN256%x77 £V
TEKGRERTHH> THHDTERTESZ LR
MR L7z,
5. B%h AES BB /\— FU = 7 DG

5 N— R o 7 ERFHC B O T IERRRMA LA
JVCHRGEIE E NI, 7R RIS 0 B i 2 FERE S
)i, TNSERWVZEHE AES BiES 1 — R
VL T RE R T o T, 3 ICHKE LTz AES B 5 N—
R =7 O EHGERZ/RT. T TT, mlaKic
& Synopsys #1:0D Design Compiler ZH\W\THH, =
TR VS A T 5V 2V TRIHliZ 7> 7. L
Botdic, BHFORENE AES B S5/~ Rz
T 2 [AREDSAHTER LTS R Rd. £3 &0, It
EXREORELA Vb2 EAL, ZLTLY AR
)2 AKX D @Rz R B HEEE R RO ATR X T

Rt L7 —F7 7 F ¥ DR zE Rk Uiz, T
DX I ORIIOBEEN—FRT 27 Th-o
TEREFRICK KRG - MEEDEETH 5.
6.FLHH

AL TLE, RGNS N— RV 7 O T
OHRIEE ORI Z A & LT, Hilzia e
FHREORE GB=8), #3 B, 2L T0H
GERE) ZiTolz. SH%OFEE LT, R
FHORA RIS N— R = 7O 7% 8 U /-1
FRIBRA DI IR EHFET ENS.

B

Wit SR8 LRSS THRE R & - e AR
P L ARMHSCBFN IR BT L E T

3Tk

1) N. Homma et al., IEEE Trans. Comput., Vol. 63, Issue 10,
pp. 2604-2613, 2014.

2) R. Drechsler, “Advanced Formal Verification,” 2004.

3) A. Satoh et al., ASIACRYPT, pp.239-254, 2001.

4) AK. Lutz et al., CHES, pp. 144-158, 2002.

5) P-C. Liu et al., ESSCIRC, pp. 404-407, 2009.

6) S.K. Mathew, IEEE J. SSC, pp. 767-776, 2011.





